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ABTOpCKME NpaBa, TOBAPHbIE 3HAKU, OrPaHUYEHNS

[aHHbIi [OKYMEHT, BK/IOYas MoABOP M PaACMONOKEHWE WAMIOCTPALMA U
MaTepuanoB B HEM, SBNSETCS OOGbLEKTOM aBTOPCKMX MpaB M OXpaHseTcs B
COOTBETCTBMM C 3aKoHoaaTenbctBoM Poccuiickoit ®enepaumn. Obnapatenem
UCKNIOYMTENBbHBIX aBTOPCKMX M MMYLLECTBEHHbIX NpaB sBnsetcs AO "AnapauH
P.O.".

Wcnonb3oBaHue 3TMX MaTepuanoB nobbIM  cnocoboM 6e3  NUCbMEHHOTo
paspelueHuns npaBoobnaaatens 3anpeLeHo U MOXEeT NoBAeYb OTBETCTBEHHOCTb,
npesycMOTpeHHYH 3akoHoaaTtenbcteoM P®. Mpu nepeneyatke v UCNONb30BaHUU
[aHHbIX MaTepuanos nubo nwboi Mx yactu ccbinku Ha AO "Anapaun P.A."
obs3aTenbHsbl.

BnasenbueM 3aperncTpuMpoBaHHbIX TOBapHbIX 3HakoB "Anapaud’, Aladdin,
JaCarta, IMS, JAS, Secret Disk, SecurLogon, "Kpunto B, norotunos u
npaBoobnasaTeneM UCKNOYMTENbHBIX MPaB Ha MX AM3aiiH M UCMONb30BaHMe,
NaTeHTOB Ha COOTBETCTBYIOLWME NpoayKTbl sBnsietcs AO "Anananu P.O.".
Ha3BaHMs npoumx TeXHONOrMi, NpPOAYKTOB, KOMMaHWW, YNOMUHAKLIMECS B
[aHHOM [IOKYMEHTE, MOFyT $IBASTbCS TOBAPHbIMM 3HAKaMU CBOMX 3aKOHHbIX
BNAAENbLEB.

Orpauuqeuue OTBETCTBEHHOCTU

MHdopmaumnsa, npuBeagHHas B [JAHHOM  [OKYMEHTe, npeAHa3HayeHa
UCK/IOUMTENBHO AJ1S5 O3HAaKOM/IEHUS U He sBiseTcs ucdepnbiBatowei. CocTas
NpOAYKTOB, KOMMOHEHT, UX (YHKLMK, XapakTepUCTUKK, BEPCUU, JOCTYMHOCTb U
np. Moryt 6biTb M3MeHeHbl AO "AnapauH PJ." 6e3 npeaBapuTenbHOro
yBeLOM/IEHMS.

AO "AnapauH P.[l." He rapaHTMpyeT HY OTCYTCTBMSA OWKMOOK B JAHHOM AOKYMeHTe,
HW TOro, 4TO OMWcaHHoe nporpaMmHoe obecneyeHne (M0) He copepxuT
nedexros, byner pabotaTb B NPOM3BONbHO BbiOPaHHbIX YCNOBMSX U NPU 3TOM
YAOBNETBOPATL BCEM TPEBOBAHMSM, KOTOPblE MOTYT ObiTb K HEMY MpeAbABNEHbI.
AO ‘"AnappuH  PJ." He rapaHTMpyeT paboTOCNOCOBHOCTb HeneranbHoO
NONYYeHHOTro MporpaMMHOro obecneyeHus. HeneranbHoe uMcnonb3oBaHue
NporpaMMHOro obecneyeHns U AOKYMeHTaLMM Ha HEro NpeciefyeTcs no 3aKoHy.

AO "Anaddun PA.", 1995-2025 a.

RU.A/IOE.03.01.020 34 02

Bce ykasaHHble [faHHble O XapaKTepUCTUKAaxX MNPOAYKTOB OCHOBAHbl Ha
MEXAYHapOAHbIX MMM POCCUMCKMUX CTaHAApTax WM pesynbTaTaX TeCTUPOBaHMUS,
NONy4YeHHbIX B HE3aBMCUMbIX TECTOBbIX MM CEPTUPUKALIMOHHbIX NabopaTopusx,
160 Ha NPUHATLIX B KOMNAHWUKM MeToamKax. B aaHHoM pokymente AO "AnapiuH
P.[." He npenoCTaBASIET HAKAKMX HU SBHbIX, HU NOAPA3yMEBaEMbIX FrapaHTHiA.
AO "Anapamu P.O." HE HECET OTBETCTBEHHOCTW (KAK B CM/TY JOTOBOPA,
TPAXXOAHCKOIO NMPABOHAPYLUEHMSA, BKNHOYASA XANATHOCTb, TAK U B
JIIOBOM MHOM ®OPME) NEPEL BAMW WU JTIIOBOM TPETbEM CTOPOHOM 3A
JTOBbIE NOTEPU UM YBBITKK (BK/TKOYASA KOCBEHHbIE, ®AKTUYECKUE NN
MOBOYHBIE YBbITKM), BK/TIOYAS BE3 OrPAHMYEHWUI NKOBbIE NOTEPU MK
YBbITKM  MPUBbINbHOCTU  BWM3HECA, MNOTEPKO OOXOOHOCTU WU
PENYTAUMM, YTPAYEHHYIO WU UCKAXKEHHYIO MHOOPMALMIO WU
OOKYMEHTAUMIO  BC/IEACTBME ~ MCMNOJIb3OBAHMA  MPOrPAMMHOIO
OBECMEYEHUA U/MNKA NKOBOTO KOMMOHEHTA OMUCAHHOIO NPOAYKTA,
OAXE ECNIM AO "Anapanud P.A." BbINO MWCbMEHHO YBEOOMJIEHO O
BO3MOXHOCTM MOAOBHbIX YBbITKOB.

FocyaapcTBeHHOE perynMpoBaHne 1 SKCNOPTHbI KOHTPO/b

OnucbiBaeMblii B JAHHOM AOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET ABASTbCS
WM copepxatb B cebe cpefcTBO KpunTorpaduyeckoir 3awwmTbl MHGOpMaLMm
(CK3W), aBnstoweecs npeaMeToM 3KCMOPTHOTO KOHTPOAS.

Bbl cornawaetech ¢ TeM, 4TO NPOAYKT He 6yAeT NOCTaBNATLCS, NEPeAaBaTbCs Un
3KCNOPTMPOBATLCS B KaKyl0-NMBO CTpaHy, a Takke MCMNoMb30BaTbCA KakUM-1M60
npoTUBOpeYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTMpyeTe, uto Gynete cobniofaTb HaknaAbiBaeMble HA 3KCMOPT WU
PeaKCnopT NpoAyKTa OrpaHUYeHus.

CBepeHus, npuBeaéHHble B JAHHOM [OKYMEHTE, aKTyalbHbl Ha [AaTy ero
ny6amkaumm.

© AO "Anapamu P.A.", 1995—2025. Bce npaBsa 3awmLyeHbl

Pykosodcmeo nonyyamens cepmugukamos
Cmp.2/63
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JInueH3snoHHoe cornaweHue

MoxanyicTa, BHUMATENbHO MNPOYWUTAMTE AAHHOE NWULEH3WOHHOE CcornaleHue
npexae, 4YeM UCMob30BaThb COAEPXMMOE AAHHOrO KOMMNIEKTa U/Unu npexae, Yem
3arpyxaTb UAM YCTaHaBAMBATb NpOrpaMMHoe obecneyeHve.

Bce  ykasaHMs  nNo  MCMONb30BaHWIO  MpOrpaMMHOro  obecneyveHus,
npefocTaBsieMble 3aKpbITbiM akUMOHEPHbIM obwectBoM "Anapanu P. [." (uau
NobbIM ero A0YepHUM NPeanpusITUEM — KaXAOe M3 HUX YNOMUHAEMoe Kak
"KOMMaHua"), NOAYMHAKTCA M OYAYT NOAYMHATLCS YCNOBMSIM, OFOBOPEHHBIM B
[3HHOM cornaweHun. 3arpyxas [aHHoe nporpamMmHoe obecnevyenne (kak
onpefeneHo fanee no TEKCTY) W/MAM yCTaHaBnuBas AAHHOE NpOrpaMMHoe
obecneyeHne Ha Baw kommbloTEP M/MAM MCMNONb3YyS AAHHOE NpOrpaMMHoe
obecneyeHne wuHbIM cnocobom, Bbl nNpuHMMaeTe AaHHOe CoOrnaweHue w
COrnawaeTech C ero yCi0BUAMU.

Ecnv Bbl He cornacHbl C A@HHBIM COMMALEHWEM, He 3arpyxaiTte u/uam He
yCTaHaBNMBaWTe AAHHOE MpOrpaMMHoe obecrieyeHue U HesaMenJIUTenbHO (He
nosgHee 7 (cemu) AHel C AaTbl O3HAKOMEHMUS C HACTOSLUMM TEKCTOM) BEpPHUTE
370T NpoaykT B AO "AnapamH P.L1.", ynanute naHHoe nporpaMMHoe obecrneyeHne
1 BCE €ro 4acTu CO CBOEro KOMMbIOTEPA U HE UCMONb3YITE ero HUKOUM 06pa3oM.

Hactoswee nuueH3nMoHHoe cornawenne (panee "Cornawexune’) sBnsetcs
[I0rOBOPOM, 3aK/I04EHHbIM Mexay Bamu (dusnyecknm nnm topuanyecknm nnLom)
— KOHeYHbIM nonb3osatenem (ganee 'Monb3osatens”) — n AO "Anapann P.O."
(nanee "KomnaHus") OTHOCMTENbHO NepeAayu HeWUCKIYUTENbHOrO MNpaBa Ha
MCNONb30BaHWE HACTOALLEr0 MNPOrpaMMHOro  obecneyeHus, SBASIOLWErocs
MHTENNEKTYaNnbHOM COBCTBEHHOCTbIO KOMNaHWu.

MNMpaBa 1 co6CcTBEHHOCTb

OAHHOE COMNMAWEHWE HE ABNAETCA COMMAWEHMEM O NPOOAXE.
MporpamMmHoe obecneyeHne, BkIYas Bce nepepaboTku, WUCNpaBreHus,
MoanduKaLmMmn, [ONONHEHNS, 0BHOBNEHNS U/MNKU YCOBEPLIEHCTBOBAHNUA K HEMY
(manee no BceMy TekcTy u ntoboii ero yactm onpenensiemoe kak porpaMmmHoe
obecneyeHne nnu MO), n cBA3aHHAA C HUM LOKYMEHTauMsa npeaHasHadvaetcs HE
ONg NPOOAXWN w saBnsetca M OCTaéTCA MCK/IHOUMTENBHOM COBCTBEHHOCTHIO
Komnanuu.

Bce npaBa Ha MHTennekTyanbHylo COBCTBEHHOCTb (BK/IKOYas, 6e3 orpaHuyeHui,
aBTOpCKMe npaBa, KOMMepYeckyl —TaiHy, TOBapHble 3Haku, M T.A.),
NOATBEPXAEHHbBIE nnm
NPUNOXKEHHbIE/B3aUMOCBSA3aHHbIE/MMElOLLME OTHOLEeHNe K [laHHOMY
PYKOBOZCTBY, AaHHble, COAEPXKALLMECs B HEM, a Takxe Bce npaBa Ha M0 ssasioTcs
1 ByayT ABNSATLCS COBCTBEHHOCTBIO UCKKOUMTENBHO KOMMaHUK.

BK/OYEHHbIE B

[laHHoe cornawexune He nepeaaér Bam npasa Ha lNporpamMmHoe obecneyexue, a
NWWb NPeAoCTaBNseT OrpaHMYeHHOe MpaBO Ha MCMO/Mb30BaHME, KOTopoe
NOANEXUT OTMEHE COMNAcHO ycnoBusM AaHHoro Cornawenus. HUUTO B AaHHOM
CornaweHuy He noaTBepxkaaeT oTkas KoMnaHum oT NpaB Ha UHTENNEKTYyanbHYy
CcOBCTBEHHOCTb MO KakoMy 6bl TO HU BblI0 3aKOHOAATENLCTBY.

JNnuensua

KomnaHnus HactosawwmMm npepoctasnset Bam, a Bol nonyyaete uHaneuayansHoe,
HEeUCKIUYUTENbHOE M OT3bIBAEMOE OrpaHWM4YeHHOEe MpaBO Ha MCMNONb30BaHWE
naHHoro N0 Tonbko B GpopMe MCNONHAEMOro KOAa, Kak ONMCaHo B NpunaraemMon
K MO TexHU4ecKo/3KCnnyaTauMoHHOM AOKYMEHTALIMM, U TONIbKO B COOTBETCTBUM
C YCNOBMSMM AAHHOTO

Cornawenumsa:

Bbl  MoxeTe ycTtaHoBuTb 1O M Mcnonb3oBaTb €ro Ha KOMMbloTepax,
pacnonoXeHHblXx B npedenax Bawero npeanpuaTMs, Kak OMNUCaHO B
COOTBETCTBYIOLLEN TEeXHMYECKOM/3KCnNyaTauMoHHOM AokyMeHTaumun MO u B
HaCTOALLEM COrALLEeHNN.

AO "Anaddun PA.", 1995-2025 a.
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Bbl MoxeTe fo6aBUTb/NpucoeanHuTb [NporpaMmMHoe obecrneyeHme K nporpaMMam
Ans MOOUNbHBIX YCTPOMCTB C E€AMHCTBEHHOM LENbl, ONWCAHHOM B AAHHOM
CornaweHun. MpUHUMas yCNoBUS HACTOSLLEro cornaweHus, Bol cornawaertecs:

- He UCMob30BaTh, He MOAMPULIMPOBATbL U HE BblAABaTb CYy6AMULIEH3UM HA AaHHOE
MporpammHoe obecneyeHne u nboe gpyroe MO Komnauuu, 3a UCKIIOYEHWEM
SIBHbIX pa3pelueHnii B aaHHoM Cornawenuu;

- He MoaMdUMUMpOBaTb, HE [AEMOHTUPOBATb, HE AEKOMMUAUPOBATb, He
PEKOHCTPYMPOBaTh, HE BMAOM3MEHNTb M He pacwupsTb AaHHoe [lporpaMMHoe
obecneyeHnme M He MbITaTbCS PaCKPbITb (MONYYMTb) MCXOAHbIE KOAbI AAHHOTO
MporpammHoro obecneyenus;

- He noMewaTb faHHoe MporpaMMHoe obecneyeHne Ha cepBep C BO3MOXHOCTbIO
[OCTYNa K HeMy TPeTbUX NN, Yepe3 OTKPbITYHO CETb;

- He MCnonb3oBaTb Kakue 6bl TO HM 6blI0 pe3epBHble WU apXMBHblE KOMWUU
naHHoro [porpaMMHoro obecneyeHuss (MAM  NoO3BONSTb  KOMY-NMGO  ewwé
MCNonb3oBaTb TakuMe KOMMM) C 6O WHOW Lenblo, KPOME 3aMeHbl ero
OPUrMHANBLHOIO 3K3eMNspa B CIy4ae ero paspyLeHns Uamu Hanuums nedexTos.

Tpeﬁosauuu K UCNO/Ib30BaHUIO

MporpaMmMHoe obecneyeHne AOMKHO MCMONb30BATLCSA M 0BCNYXMBATLCS CTPOTO B
COOTBETCTBMU C OMUCAHWUSIMU U MHCTPYKUMsIMU KoMnaHuuW, npuBeA&HHbIMU B
[aHHOM W [ApYrux LoKyMeHTax KoMmnaHuuu, B TOM uucie Ha mopTane OHnaiiH
[OKyMeHTaumu ans paspabortumkos Komnanuu (http://developer.aladdin-rd.ru/).

WUcnonbsosanue MO

Monb3oBaTtens Bnpase:

- BocnpounssoauTb MO nyTéM 3anncu ero B NaMsTb 3NE€KTPOHHO-BbIYMCAUTENBHbIX
MawuH [Nonb3oBaTens, orpaHMYeHHOE MPaBOM MHCTaNNSLMK, KOMUPOBAHUS M
3anycka nporpamm ans 3BM;

- BcTpauartb 10 nobbiM cnocob6om B NpoAyKThl U pelweHuns Monb3osatens;

- pacnpoctpaHsaTb M0 NobbiM CNOCO6OM UCKNIOYUTENBHO B COCTaBE NPOAYKTOB M
pelueHunit Monb3oBaTtens.

Mpu  wucnonb3oBaHum u  pacnpoctpaHeHun O  TMonb3oBaTens 06s3aH
PYKOBOZLCTBOBATHCA AEMCTBYIOLWMM 3aKOHOAATENLCTBOM Poccuiickoit Menepaumnm
M MexXOyHapOAHbIM  3aKOHOATENbCTBOM,  YUMTbIBAsS  OrpPaHMYeHus U
[LONOJIHWUTENbHbIE TPeBOBaHMS, KOTOPbIE MOFYT BO3HWKATb B CBS3M C 3KCMOPTOM
WwubpoBanbHbiX (KpunTorpaduyecknx) Cpeact8 c Tepputopun Poccuiickoi
@epepaumn M MMNOPTOM TakMX CPeACTB B Apyrue CTpaHbl. B uactHocTw,
OorpaHunyeHuns n OONONHUTENIbHbIE Tpe6osaHm| MoryTt BO3HUKATb npu
pacnpocTtpaHenumn MO yepes MarasuHbl NPUNOXEHUH, cofepXallue pasnnyHble
NPUNOXEHUS AN MOBUNbBHBIX YCTPOMICTB.

YcnoBus MCNONb30BaHMS, U3NI0XKEHHbIE B HACTOAILLEM COTNalleHnn, NeACTBYIOT B
OTHOLIeHUM Bcero coaepxunmoro N0, B YaCTHOCTU B OTHOLIEHUM:

- An3aiiHa (rpadukK, pacnonoxeHus 3nemMeHToB 0QOPMAEHUS U T.N.);

- BCEX MHbIX 3IEMEHTOB, B TOM YMcne n306paxeHnii, GOHOrpaMM, TEKCTOB.
Monyyaembie [Monb3oBaTenemM HEUCKIOUUTENbHBIE MMYLLECTBEHHblE MpaBa He
BK/1OYAIOT MpaBa Ha nepeaayvy TpeTbUM NnLAM Kakux-11Mbo npas Ha BCTpauBaHue,
BOCMPOU3BELEHNE, PAaCcNPOCTPAHEHWE U UCMO/b30BaHWE NporpaMM Ans 3BM He
B COCTaBe NPOAYKTOB M pelleHuit Monb3osatens.

KomnaHus coxpaHseT 3a coboii Bce uckaoumMTenbHble npasa Ha M0 v Bxopswme
B HEro KOMMOHEHTbI, BK/Il0Yast NpaBa Ha NpefoCTaBNeHNE HEUCKITIOUMTENbHBIX 1
UCKNKYUTENbHbIX NPaB TPeTbUM NTULAM.

Monb3oBaTenb BMpaBe OCYWECTBAATb ucnonb3oBaHue MO B npepenax,
npeaycMOTPeHHbIX HacTosawmnM CornaweHneM, UCKIIUUTENbHO Ha TeppUTOpUn
Poccuitckoit Gepepaumu.

Pykosodcmeo nonyyamens cepmugukamos
Cmp. 3/63
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06cnykuBaHMe 1 NOAAEPXKKA

KoMnaHus He Hec8T 0653aTenbCTB N0 NPEeAOCTABNEHUIO  MOALEPXKKM,
obcnyxuBaHus, MoandUKaLMM UK BbIXoay HOBbIX pennsos MO.

Orpauuqeuuaﬂ rapaHTusa

KomnaHus  rapaHTMpyeT, u4TOo nporpamMmHoe obecriedeHMe C MOMeHTa
npuobpetennss ero Bamu B TeueHne 12 (aBeHapuat) Mecsues 6ynert
(YHKLMOHMPOBATb B NOsHOM
TEXHWUYEeCKOW/3KCNNyaTauMOHHOM AOKyMeHTauuel, npu ycnosum, yto MO byapet
MCMONMb30BaTbCA  Ha  KOMMbIOTEPHOM  anmapaTtHOM — obecneyeHnn wu ¢
onepaLmMoHHOM CUCTEMOW, NS KOTOPO# OHO BblNo paspaboTtaHo.

COOTBETCTBMMU C ero

OTKas OT rapaHTUn

KoMnaHus He rapaHTupyeT, uTO nporpaMMHoe obecneuyeHue Gynert
COOTBETCTBOBATH BalumMm xenaHuam u TpeboBaHusM, UM YTo ero paborta Gyaet
6ecnepe6oitHoit  unu  GesowmnboyHoi. B 06bEME, NpesyCMOTPEHHOM
3aKOHOAATeNbCTBOM P®, KOMNaHWsS OTKPBITO OTKA3bIBAETCS OT BCEX rapaHTUid, He
OrOBOPEHHbIX 3[€Cb, OT BCEX WMHbIX MOAPAa3yMeBaEMbIX rapaHTWid. Hu oauH u3
LMNepoB, AUCTPUObLIOTOPOB, MPOAABLIOB, areHTOB UM COTPYAHMKOB KOMMAHWUK He
YNOSHOMOYEH NPOM3BOAUTL MOAMMUKALIMK, PACLUMPEHUS WM LOMONHEHUS K
[laHHOI rapaHTUK.

Ecnu Bbl npounssenu kakue-nn6o moamdukaumm MO nnm ntoboii U3 ero Yacteit Bo
BPeMs rapaHTuitHoro nepuosa, N0 nogseprnocb NOBPEXAEHUIO, HEOCTOPOXHOMY
MM HenpaBunbHOMY obpallenuto, ecnn Bbl Hapywunu noboe M3 ycnosui
HacTosiwero Cornawenus, To rapaHTUs, yNoMsHyTas Bblwe B pasgene 5, byaet
HeMeJ/IeHHO npekpaLleHa.

lapaHnTns HepeicTBuTENbHA, ecnn MO Mcnonb3yeTcs B COYETaHWM C MHbIM
annapaTHbIM U/UAK NporpaMMHbIM obecneyeHMeM, OTAIUYHBIM OT OMMUCAHHBIX B
TEXHWUYECKOM/3KCNNYaTaLMOHHOW  [OKYMEHTaLMKW, MAM  MCMONb3yeTcs  Ha
KOMMbloTepe C Nto6bIM  YCTAHOBNEHHBIM  HENULEH3MOHHBIM  MPOrpaMMHbIM
obecneyeHnem.

OrpaHuquue BO3MeLleHnsa

B cnyyae HapylweHus rapaHTUM, OrOBOPeHHOM Bbilwe, KoMnaHus MoxeT no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb M0, ecnm 370 He NPOTUBOPEYUT BbILIEYNOMAHYTOMY OrpaHUYeHUIo
rapaHTuu;

- BO3MECTUTb CTOMMOCTb, BbinnayeHHy Bamu 3a M0O.

[apaHTUiiHble TpeboBaHWS AOMKHbI ObiTb BbICTAaBNEHbI B MUCbMEHHOM BUAE B
TeyeHue rapaHTMIiHOTO nepuona, HO He nosgHee 7 (CeMM) OHel C MOMEHTa
obHapyxeHus fedekTa, U copepxaTb B cebe NOATBEPXKAEHUS, YA0BNETBOPSIOLME
Komnanuio. Bcé MO (Bce 3k3emnnspbl, uMelowmecs y Bac) nomxHo 6biTh
BO3BpalLeHo KomMnaHuMu 1 oTnpaBneHo BO3BpaLLakoLLell CTOPOHOM C OniayYeHHoM
CTOMMOCTbIO NMEPeBO3KM M, MpU HEOBXOAMMOCTH, CTpaxoBKWU. Jk3emnnspbl MO
[LOMKHbI BbITb OTNPaBAEHbI C KONUEN NNATEXHbIX LOKYMEHTOB U HaKNaAHbIX.

UcknioueHne KOCBEHHbIX yﬁbITKOB

CropoHbl npu3sHatoT, 4o MporpaMmMHoe obecneyeHne He MOXET BbITb NONHOCTbIO
nuweHo ownbok. KoMnaHms He HeCET OTBETCTBEHHOCTM (Kak B Cuay AOroBopa,
rpaXaaHCKoro npaBOHAPYLEHMS, BKNOYAN XanaTHOCTb, Tak M B Ntob6oi MHOMN
dopme) nepep Bamu nnu nioboii TpeTbelt CTOPOHOM 3a Ntobble NoTepu Uan ybbITKK
(BKNtOYasi KOCBEHHble, dakTMyeckue, NobOoYHbIe MU MNOTEHUManbHble YBbITKM),
BKNtoYas, 6e3 orpaHUyeHuid, niobble noTepu unm yobITkM NpubbINbHOCTM BU3HeCca,
NoTep  [OXOAHOCTU WAM  PenyTauuu, YTPAuEHHYI0 UM UCKKEHHYHO
MHOOPMALMIO MNKU [OKYMEHTaLMI0 BCNeACTBME KaKoro-nubo WCnonb3oBaHWs
[laHHOrO NporpaMMHoro obecrneyeHus U/Man NGO KOMMOHEHTbI AAHHOMO Mo,
[aXe ecnM KOMMaHWS MUCbMEHHO YBeLOMJEHAa O BO3MOXHOCTU MOA06HbIX
y6bITKOB.

AO "Anaddun PA.", 1995-2025 a.
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OrpaHquHMe OTBETCTBEHHOCTHU

B cnydae ecnu, HECMOTPS Ha YCI0BUSI LAHHOTO COrNaLleHuUs, KOMMNaHUs NpusHaHa
OTBETCTBEHHOW 3@ YObITKM HA OCHOBAHUM Kakux-nnbo AedeKkToB uau
HECOOTBETCTBMA MPOrpaMMHOr0 obecnevenns Bawum oxuaaHusMm, nonHas
OTBETCTBEHHOCTb 33  KaXApld  3k3emnnsp  AedeKTHOro  MNporpamMMHOro
obecneyeHus He ByneT nNpeBbiWaTb CyMMbI, BbinnayeHHoi Bamu AO "AnapauH
P.0." 3a ato MNO.

nperameHue AENCTBUA cornawieHms

B cnyuyae HeBbinonHeHus Bamu ycnosuii gaHHoro CornaweHus aeicteue Baweit
nvueH3sumn u Hactoswero Cornawenus 6yaet npekpaleHo.

lMocne npekpalleHns AeicTBUS AaHHOTO JIMLLEH3MOHHOTO COrnalleHuns:

- NULeH3Ms, npefocTaBneHHas Bam paHHbiM CornalenueMm, npekpaiiaet cBOE
fAevicteue, M Bbl nocne eé npekpalleHns He CMOXeTe NMpOoAOMXKaTb AanbHenwee
MCNonb30BaHMe AaHHOTO MporpaMMHOro obecneyenns u Apyrux TMLEH3MOHHbBIX
MpoaykToB;

- Bbl He3aMeAnuTenbHo BepHETe B Komnanuio Bce ak3emnaspbl M0 1 Bce konumn
TakoBOro w/unu cotpéte/ypanute nbyo uHbOpMauuio, comepxallylcs B
3/1eKTPOHHOM BUAE.

anMeHMMOG 3aKOHOAATeNbCTBO

[anHoe CornalweHune [OMKHO BbiTb MCTONKOBAHO M ONpefeneHo B COOTBETCTBUM
C 3aKkoHopaTenbctBoM Poccuiickoit Pepepaumn (3a UCKIOYEHUEM KOHMAMKTA
NpUMEHEHUs NpaBOBbIX HOPM), M TONbKO POCCUIUCKMIA CyA YNONHOMOYEH
OCYLLECTBAATb MpaBocyaue B N0ObIX KOHAMKTAX M CNOpax, BbITEKAWLWMX U3
paHHoro CornaweHus. HeBO3MOXHOCTb Ans Ntob0oi U3 CTOPOH BOCMONb30BATbCS
nobbiM U3 NpaB, NpeaocTaBneHHbIX el No gaHHoMy CornaleHuto, A NpUHATL
Mepbl NPOTUB APYroi CTOPOHbI B C/Ty4ae 60ro HapyLweHWs CBoMxX 0653aTeNnbCTB
no CornaweHnto He AOMKHO PacCMaTpMBATLCA KAk OTKa3 3TOM CTOPOHbI OT
NnocneaylowWwero MNOHYXAEHWS K NPW3HAHMIO CBOWMX MNPaB WMNM COBEPLUEHMUIO
nocneayowWwmx 4eMCTBUIA B Clyyae AanbHENLWNX HapyLWEHWA.

[ocynapcTBeHHOE perynnMpoBaHue U 3KCMOPTHbIN KOHTPO/b

Bbl cornawaetecsb ¢ TeMm, yto MO He 6yaeT Bamu nocTtaBnsTbCs, nepeaaBaTbCs Um
3KCMOPTMPOBATLCS B KaKyk-1MBO CTPaHy, a TaKKe MCMob30BaTbCs KaKUM-TM60
NpOTMBOPEYALLMM 3aKOHY M YCNOBMAM HacToswero cornawenus obpasom. MO
SIBNSIETCS NPEAMETOM [OMOHUTENBHOMO SKCMOPTHOFO KOHTPOS,, OTHOCALLErocs K
Bam unu Bawei topucankumn. Bbl rapaHTupyete, uto 6yaete cobniopatb
HaknaaplBaeMble OrpaHU4eHus Ha akcnopT u peakcnopt 0.

PasHoe

Hactoswee CornaweHue npeactaBnser coboit  nonHoe  cornawexue,
OTHOCALLEECS K AAHHOW IMLLEH3UM, U MOXET BbITb U3MEHEHO TONBKO NOCPELCTBOM
NMUCbMEHHOIO cornaweHus, noAnNMCaHHOIo obenmn CTOpOHaMMu. Ecnu
BbINONHEHME KaKOro-nnbo ycnosusi Hactoswero CornaweHus npeacraBnseTcs
HEBO3MOXHbIM, Takoe YCNoBUe GyAeT CKOPPEKTUPOBAHO TONbKO B Mpepenax,
obecneynBatoLLMX BOSMOXHOCTb BbINOIHEHUS AAHHOTO YCII0BUS.

a4 MPOYUTAN M NOHAN HACTOALWEE NMLUEH3MOHHOE COMNALWIEHWE W
COIMNACEH BbINOJIHATbL BCE Er0 YC/10BUS.

A NPUHUMAKO LAHHOE NIMUEH3MOHHOE COMALLEHME LLEJIMKOM.

EC/IN 9 HE NPUHUMALIO 3TO NMLEH3MOHHOE COMNALLEHWE WX XOTS Bbl
OOMH M3 ETO MYHKTOB, TO AAHHOE NIMLEH3MOHHOE COTNALWLEHUE HE
BCTYMAET B CWIY, U 9 OBA3YIOCb HE YCTAHAB/IMBATb WU HE
MCNONb30BATb JAHHOE NPOTPAMMHOE OBECIMEYEHME.

Pykosodcmeo nonyyamens cepmugukamos
Cmp.4/63
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AHHOTAUWA

Hactoawmwuii nokymeHT npeactaBnset coboil pyKOBOACTBO MOJMb30BaTeNs C posiblo «llonyyatenb cepTudUKaToB»
(nanee - nonyyatenb ceptudmkaToB) nporpaMMHoro komnnekca «LeHtp pernctpauumn Aladdin Enterprise Registration
Authority '» (BxoauT B cocTaB nporpaMMHoro cpeactsa «LleHTp cepTudumkaTor moctyna Aladdin Enterprise Certificate
Authority Certified Edition»?), npeaHa3HauyeHHOro ANA 3aBefeHMs M 06paboTKM 3asBOK Ha BbIMyCK CepTUhUKATOB
6e3onacHoCcTU (LMPPOBLIX CepTU(DUKATOB), BbIMYCKAEMbIX B NPOrpaMMHOM Komnnekce «LeHTp ceptudumkauumn Aladdin
Enterprise Certification Authority» > (BxoauMT B cocTaB nporpaMMHoro cpeactsa «LleHtp ceptudukatos goctyna Aladdin
Enterprise Certificate Authority Certified Edition»).

Monyyatenu cepTMOUKATOB ABAAOTCA Cy6beKTaMM PECYpCHOM CUCTeMbl * (LOMEHHOM CyK6bl KaTasoros),
NOLKNHOYEHHOM KakK K LleHTpy pernctpaumm eRA, Tak 1 Kk LleHTpy ceptnudukaumm eCA.

HacTosiwmii LOKYMEHT SIBNSETCA 3KCNAYaTaLMOHHbLIM LOKYMEHTOM, COAEPIKALLMM ONUCAHUE OENCTBUI NosyyaTens
CepTUOUMKATOB MO YMPaBIEHUIO 3asiBKAMM Ha BbIMYCK CEPTUGMKATOB, @ TaKXKEe BbIMYLWEHHbIMU MO [AaHHbIM 3asiBKaM
cepTudmkaTaM. HacToswmii JOKYMEHT COLEPXKWT CBEAEHMS O Ha3HAYeHMWM MPOrpaMMbl, YCIOBUSX €€ BbIMOJHEHUS U
nopsiAKe NOJyYeHUs AOCTYNA K MHTepdENCY ynpaBneHus.

Mepep aKkcnnyaTaumel NporpaMMbl pEKOMEHLAYETCS BHUMATENbHO 03HAKOMMUTLCS C HACTOALWMM PYKOBOLCTBOM.

! Nanee no AOKYMeHTy — nporpamma uam LleHTp pernctpaumn Aladdin eRA.
2 lanee no fokyMeHTy — LleHTp ceptudmkatos goctyna Aladdin eCA CE.

* [lanee no fokyMeHTy — LleHTp ceptudmkaumm Aladdin eCA.

+ Nanee no gokymenTty - PC.

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos

Cmp. 5/63



LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition

COEPHAHUNE

RU.A/IOE.03.01.020 34 02

AHHOTaLMS 5
ConepxaHue 6
1 HazHayeHune nporpaMmbl 8
1.1 O6bnactb npuMeHeHus 8
1.2 CoctaB nporpammbl 8
1.3 ®yHKUMM NPOrpamMMbl 8
1.4 YpoBeHb NoAroToBKM Noib30oBaTens 9
2 YcnoBus BbINOSIHEHUS NPOrPaMMbl 10
2.1 Mopnepxuaemble Be6-6paysepsbl 10
2.2 NoppepxmMBaeMble KYeBble HOCUTENN 10
2.3 PexxuM @yHKUMOHMPOBAHUS NPOrpaMMbl 10
3 Joctyn K nporpamMme 11
3.1 NoakntoveHue K Beb-uHTEpdericy 11
3.2 Hactpotrika Kerberos B Be6-6pay3epe 13
3.2.1 Hactpolika Beb-6pay3epa Firefox 13
3.2.2 Hactpotiika Beb-6pay3zepa Chromium 14
3.3 OnucaHue aneMeHTOB Beb-MHTEepdelica 15
4 YnpaBneHue 3as5BKaMM1 Ha BbINyCK CepTU(HUKATOB 18
4.1 Obwume cBegeHUa o0 3agBKax 18
4.2 TpocMOTp 3anucer o 3asBKax 19
4.3 [poCcMOTp KApTOYKM 3a8BKM Ha BbIMYCK cepTudmMKaTa 23
4.4 Co3paHue 3a8BOK Ha BbINyCK CEPTUPUKATOB 26
4.4.1 Co3paHue 3a89BKM Ha oCHOBaHUK 3anpoca PKCS#10 26
4.4.2 Co3paHue 3a89BKM C 3aKpbITbIM KntouoM PKCS#12 28
4.4.3 Co3paHue 3a9BKM Ha K/IOYEBOM HOCUTeNe 31
4.5 OTMeHa 3asBKM 35
5 YnpaBneHue BbiNyLWeHHbIMM N0 3asiBKaM cepTUdUKaTamu 37
5.1 O6wme ceepeHuns o paboTe c cepTudumKaTamu 37
5.2 Bobirpyska ceptudukarta 37
5.3 Bbirpyska Lenoyku cepTu@ukaTon 38
5.4 Boirpy3ska koHTeriHepa PCKS#12 38
5.5 Boirpy3ka cnmcka oto3BaHHbIx ceptudumkatos (CRL) 39
5.6 Bbirpy3ska uenoyku cepTMdukaTos usgarens 39
5.7 OT3bIB CEpTUPUKaTa 39
5.8 MimnopT cepTuduKaTa Ha KNKOYEBOM HOCUTESb 41
6 MNopnnepyxka npotokonos MS-XCEP n MS-WSTEP 43

AO "Anaddun PA.", 1995-2025 a.

Pykosodcmeo nonyyamens cepmugukamos
Cmp. 6/63



LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020 34 02

6.1 Co3pgaHune NOAUTUKM perucTpauumn ceptudukaTos 44
6.2 3anpoc HOBOro cepTUdUKaTa 46
6.3 lNepesbinyck ceptudmkate 47
Mpunoxenne 1. OnmMcaHme nNoner No yMo4YaHUIO NpeayCTaHOBNEHHbIX WAbMI0HOB cepTUHMKATOB 48
MpunoxeHwue 2. YctaHoska M0 ang paboTbl C KNKOYEBLIMU HOCUTENSIMU 60
2.1 YcraHoska JC-WebClient 60
2.2 YcTaHoBKa PyTokeH nnarvHa 1 ero paclimpeHus 60
TepMuHbl 1 onpeaeneHuns 61
0603HayYeHUs 1 CoKpaLleHus 62
AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos

Cmp.7/63



LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020 34 02

1 HABHAYEHWME MNPOIrPAMMbI

1.1 O6nactb NnpuMeHeHUA

LeHtp pernctpaummn Aladdin eRA Bxogut B coctaB LieHTpa cepTtudumkaTtos poctyna Aladdin eCA CE, kotopsbii
NPUMEHSETCS KaK 31EMEHT CUCTEM 3aLLMTbl ABTOMATU3UPOBAHHbIX (MHPOPMALMOHHbBIX) CUCTEM, UCMONb3YETCS COBMECTHO
C OpYyrMMM CpeactBaMu 3awuTbl uHbopMauum u obecrneunBaeT MAEHTUDMKALMIO U CTPOryl ayTeHTUdUKauun npu
yrpasiieHnn LOCTYNoM cybbekToB ° 4oCTyna K 06bekTaM ¢ focTyrna B aBTOMaTU3MPOBAHHOM (MHGBOPMaLMOHHO) cucTeMe.

Llentp peructpauum Aladdin eRA npepHasHayeH ans GopmMupoBaHMs M 00paboTKM 3a8BOK Ha BbIMyCK
cepTudmkaToB HesonacHoCcTM (UmbpoBbiX cepTudukaTtos) ’, BbinyckaeMbix LleHTpom ceptudukaumm Aladdin eCA wu3
cocTaea LleHTpa ceptudukatos goctyna Aladdin eCA CE.

1.2 CocTtaB nporpamMmbil

LeHtp peructpaumm Aladdin eRA aBnseTca KnMeHT-CEPBEPHLIM BEO-MPUNOXKEHMEM U COCTOUT U3 CNIEAYIOLMX
NpOrpaMMHbIX KOMMOHEHTOB:

e [IporpammHbIn kKoMnoHeHT «CepBepHas YacTb LleHTpa peructpaumm.

MporpaMMHbIi KOMMOHEHT peanusyeT GYHKLMKW NPOrpamMmsl, AJiS BbIMOJHEHUS KOTOPbIX OHO NpeAHa3HayeHo B
33[aHHbIX YCNOBUSIX NPUMEHEHMS, B 4acTU POPMUPOBAHUS UAEHTUDMKALMOHHON MHDOpPMaUMK, Heobxoanmon
[N BbINycka cepTudukaToB 6€30MacHOCTH, BbINMyCKa 1 06CNy>XMBaHUS CepTUPUKATOB.

e [lporpaMMHbIn KOMNOHEHT «KnneHTckag vyactb LleHTpa perncrpaunm».

[porpaMMHbIM KOMMOHEHT peanusyeT WHTepdenc, C MOoMOLLb KOTOPOoro obecrneynBaeTcs B3aMMOAENCTBUE
nosb30BaTeNs U NPOrpaMMHOro KOMMNoHeHTa «CepBepHas YacTb LleHTpa pernctpaummns.

1.3 ®YHKLUUMN NPOrpamMmbl

OcHoBHble dyHKUMKM LleHTpa peructpaumm Aladdin eRA, poctynHble nonyyaTtento ceptudMKaToB:
o (Co3paHue (3aBeaeHuMs) 3a9BOK HA BbINMYCK COBCTBEHHbIX CEPTUPUKATOB.

o [1pocMOTp COBCTBEHHBIX 3aBOK Ha BbIMYCK CEPTUDUKATOB M 3a51BOK, CO3AAHHbIX A1 NofyvaTens ceptudukaToB
YNOHOMOYEHHbIMU MNonb3oBaTenammn LeHtpa peructpauumn Aladdin eRA ¢ ponamu «AgMUHMCTpaTOp» W
«Oneparop».

o (Co3fmaHuMe 3a8BOK 4yepe3 MporpammHbii MHTepdeiic no npotokony WS-Trust X.509v3 Token Enrollment
Extensions (WSTEP) 8.

e 3arpyska $ainoB 3anpocoB A9 COBCTBEHHbIX 3a89BOK Ha BbIMYCK CepTUHMKATOB MO 3anpocy.

e Bbirpy3ka cepTuUduKaToB, LENOYKM CepTUOUKATOB, CNMCKA OTO3BaHHbIX cepTudumkatoB (CRL) u uenouku
ceptndukaTtoB LleHTpa ceptudukaumm Aladdin eCA, nsgaswero ceptudumkat ons nonyyaTtens ceptudukaTos
(cybbekTa PC).

. VIMI'IOpT CepTMq)MKaTOB Ha K/1lo4eBble HOCUTENN.

5 Cy6bekT focTyna npeAcTaenser coboi o4Hy U3 CTOPOH MH(BOPMALMOHHOTO B3aUMOLEHCTBUS, KOTOPask MHULMUPYET NOYYEHUE U NONyYaeT
poctyn. Cybbektamu A0OCTYNa MOTYT SBASTLCS Kak GpU3Myeckue nnua (nonb3osaTenu), Tak U CpeacTBa BblYMCAUTENbHOM TEXHUKM (YCTPOICTBA),
a TaKXKe BbIYMCAUTENbHBIE NPOLLECChl, MHALMMPYIOLWME NOAYYEHUE M NONYYaloLWMe AOCTYN OT MMEHW MONb30BaTeNei, NporpaMMm, CPeacTs
BbIYMCUTENBHOW TEXHWUKM M APYrUX NPOrpaMMHO-annapaTtHbIX YCTPOMCTB MHDOPMALMOHHO-TENEKOMMYHUKALUOHHOM MHbPACTPYKTYpbI.

¢ O6beKT LOCTYNa NpeacTaBaseT coboi 04HY U3 CTOPOH MHBOPMALIMOHHOMO B3aMMOAENCTBUSA, NPeAoCTaBnaLLyto Aoctyn. O6bekTaMu focTyna
MOTFYT IBNSTbCS KaK CPeACTBA BbIYUCIUTENBHON TEXHUKM (YCTPOMCTBA), Tak U UX BbIYMCAUTENbHbIE NPOLLECChI.

7 [lanee no LOKYMEHTY — CepPTUHMKATI.

8 B cootBeTcTBUM C oKyMeHTOM «OASIS WS-Trust 1.3. WS-Trust X.509 Token Profile (WSTEP)».

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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. Bblrpy3Ka KOHTEﬁHepa 3aKpbITOro K/o4a ang 3adaBOK Ha BbINyCK CepTl/Id)l/IKaTa C 3aKpbITbIM KNHOYOM.

e (OT13bIB COBCTBEHHbIX CEPTUDMKATOB.

1.4 ypOBEHb noaAroToBKu nNoJjib3osaTtenA

Monyyatenu ceptudukatos (cybbekTsl PC) LleHTa perncrpaumnm Aladdin eRA pomkHbl MMeTb HaBbikM B paboTe
NPUMEHEHMEM TEXHUYECKMX CPEACTB YPOBHSA CEMENCTB onepaunoHHbIx cuctem Windows u Linux.

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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2 YC/TOBUA BbINOJIHEHWUA MNMPOIPAMMbI

2.1 NoppnepxusaemMbie Beb6-6paysepbl

Pabota ¢ Beb-mHTepdencom LleHTpa pernctpaumm Aladdin eRA noppepxuBaetcs uepes Beb-6paysepol
onepaumoHHbix cuctem PELL OC, Astra Linux Special Edition, AnbT 1 SberLinux OS Server, a Takxxe onepauMOHHbIX CUCTEM
cemenctea Windows.

2.2 NopgpepuBaeMbie KN4YeBble HOCUTENU

MNopnoepxxuBaeMblie MOLENM 3NEKTPOHHbBIX KKOYeEN (KoUYeBbIX HOCUTENEN):
e Jacarta:

- JaCarta PKI.
- JaCarta PRO.
- JaCarta-2 PKI/FOCT.
— JaCarta-2 ITOCT.
— JaCarta-3.
o PytokeH:
- Pytoken 3L 3.0.
- Pytoken 3LIM 2.0.
- Pytoken 3LIM 2.0 Flash.
- Pytoken 2U0N PKI.

[Ona pabotbl ¢ knwoyeBbiMM HocuTensmu JaCarta ucnonbsyetca npunoxernue JC-WebClient. PekomeHayeTcs
MCNO/b30BaTh NMPUNOXKEHME NOoCNeaHel Bepcun aia 64-6UTHBIX CUCTEM.

[na pabotbl ¢ knoyeBbIMM HocuTensamu PytokeH ucnonb3dyetca [0 «PytokeH [lMnaruH» u ero 6paysepHoe
pacwupenune «Agantep PytokeH MNnaruH».

Mopsipok yctaHoBku JC-WebClient 1 MO «PyTokeH MnaruH» npuseneH B MpunoxeHuu 2.

2.3 PeuM GpYyHKLMOHUPOBAHUA NPOrpaMmbl

LeHnTtp pernctpaumm Aladdin eRA dyHKLMOHUPYET B CieayOWUX pexmMax:

o LUTaTHbI pexuM, Mpu KOTOPOM MporpaMma WCNpaBHO GYHKLMOHUPYET, obecneunBasi BO3MOXHOCTb
KPYr/I0CYTOYHOTO BbINOJIHEHME 33434 M GYHKLUMIA B MOSHOM 06bEMe.

o  CepBWCHbIN pexxnM, He06X0AMMbIN LS NPOBEAEHUS 06CYKMBAHUS (OBHOBNEHUS NPOrPaMMbl).

OCHOBHbIM pexnMoM GyHKUMOHUpOBaHUS LleHTpa pernctpaummn Aladdin eRA aBnseTCs WTATHbIA peXUM.

ABapuiiHbIi pexuM paboTbl, MpK 0TKa3ax/cbosax CcepBEPHOro OBLLECUCTEMHONO M CNeLManbHOro NporpaMMHoOro
obecneyeHus U 060pyaoOBaHKS, He NpeLyCMaTpUBAETCS.

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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3 AOCTYI K NPOIrPAMME

3.1 MNoakniovyeHue K Beb-uHTepdeicy

Beb-mHTepdeiic npeactaBnsercs coboi rpapuueckuini uHTepdenc B BMAE COBOKYMHOCTM AUHAMMYECKMX
Beb-cTpaHul, oTobpaxkaeMbix B Beb-Opaysepe. Beb-umHTepdeic peanu3oBaH KAMEHTCKMM KOMMOHEHTOM LleHTpa
pernctpaunm Aladdin eRA n npesHasHauveH ons ynpasneHus cepBepHbiM KOMNOHEHTOM LleHTpa pernctpaumm Aladdin eRA
(BbIMOSTHEHWUS JOCTYNHBIX NOb30BATENO B PAMKaX €ro NOJIHOMOYUI OeNCTBUNA).

MopkntoueHue k Beb-uHTepdeicy LleHTpa permuctpaummn Aladdin eRA BbinonHsaeTcs 13 Be6-6pay3epa yaaneHHo no
CeTM nepepayM [aHHbIX C KOMMbKTEpPa nonyyaTtens ceptudukaToB (cybbekta PC). YyeTHas 3anucb nonyyatens
CepTMPUKATOB aABTOMATMYECKM aAKTUBUPYETCS (PerucTpupyeTtcsl) nocsie nepBoi YycrnewHon asTtopusauun B LleHTpe
peructpaumm Aladdin eRA.

KaHan ynpaBneHus gBnseTcs 3alUMLLEHHbIM — OpraHn3oBaH no npotokony HTTPS/TLS ¢ of4HOCTOPOHHEN MK
[BYCTOPOHHEN ayTeHTuduKaumen ° u wndposBaHMeM nepeaasaembiX AaHHbIX. 118 npoBepKu NOAMHHOCTU cepTudmKaTa
Beb-cepeepa LleHTpa peructpaunm Aladdin eRA nonyumTe y agMMHUCTPATOPa U YCTAHOBUTE B XpaHunuuie «[loBepeHHble
KOPHEBble LLEeHTpbl CepTUdUKALMU» KOPHEBOM cepTudukaT usgarowero LieHtpa ceptudmkaummn Aladdin eCA, Kk koTopomy
noakntoveH LleHTp pernctpaumun Aladdin eRA.

Monyuatenu ceptudumkaTos (cybbekTbl PC) (NoNb30BaTENM C LOMEHHbIMM YYETHBIMM 3anucamu ) MoryT npoxoautb
MOEHTUDUKALMIO U ayTeHTUPUKaumio B LleHTpe pernctpauun Aladdin eRA no koMOGUHaUMKM LOMEHHOTO MMEHWU M Naposs
unu no Kerberos-6unety. [ng ycnewHown ayTeHTUduKaumMum B Beb-Opaysepe p[o/mkHa ObiTb HacTpoeHa Kerberos-
ayTeHTUdUKaLuumM (MHCTPYKLMS MO HACcTpoMKe npuseneHa B pasgene 3.2). MHpopmMaums o pomMeHe oTobpaxkeHa B OKHe
aBTopu3auum B none «[omeH».

Mopsaok noakntoyeHuns kK Beb6-uHTepdericy LieHtpa pernctpaumun Aladdin eRA:

e 3anyctute Be6-6pay3ep v B agpecHol ctpoke BeeauTe IP-agpec uam fOMEHHOE MMS KOMNbOTEPA, Ha KOTOPOM
yctaHoBneH LleHTp pernctpauun Aladdin eRA (Hanpumep, https://172.22.5.21).

e Ha oTKpbIBLLENCS CTpaHuLe C NpeaynpexaeHMeM cuctemsl 6e3onacHocTu (CM. PucyHok 1) HaxkmuTe KHOMKY
<[lonoNHUTENbHO>, MPUMUTE PUCK U NPOAOKUTE NOAKYEHHE.,

<« c @ & He saupuero 172.225.21 w

MpeaynpexaeHue: BepostHas yrposa
©6e3onacHoOCTH
FIrefox 0BHaPYXMA BEPOSTHYHO YTPO3y GE30NACHOCTH U HE CTAA OTKPLIBATL 172.22.5.21. ECAV Bbl OCETUTE 3TOT CaiT,

3AOYMBILUAHHMKIA MOTYT MOMBITATLCA MOXUTUTB BOLLY MHGOPMALIMIO, TAKYIO KOK MIGPOAM, GAPECT SAEKTPOHHOM MONTHI
VAU AQHHBIE GAHKOBCKMX KOPT.

Kak Bbl MOXeTe 3T0 UCNPaBUTL?

Cropee Bcero, 3Ta IPOGAEMA CBA3AHA C COMIUM BEG-COITOM, 1 Bbl HUHETO HE CMOXETE C 3TUM CAEAQTD.

ECAV Bbl HOXOAMTECH B KOPTIOPATUBHOM CETU MAM CTIOAB3YETE QHTUBMPYCHYKO MPOTPAMMY, Bbl MOXETE CBSI3ATHCS CO
CAYXBO¥ MOAACPXKH AASI TIOAYHEHUS! MIOMOLLM. Bbl TQIOKE MOXETE COOBLUMTE GAMMAMCTOQTOPY Be6-CAITa 06 SToM
npoGAene.

BepHyTbCs HA3OA (PeKoMeHAyeTcs) AOCNIOAHUTEABHO. ..

PucyHok 1 - CtpaHuua ¢ npegynpexaeHnemM cucteMbl 6e30nacHoCTH

9 [IBYCTOPOHHSIs ayTeHTUhMKaLMA 06eCrneynBaeTcsl, eCiv Ha KOMMbIOTEpPe nosydatens ceptudmkatoB B xpaHunuise OC unu ucnosb3yemoro
Be6-6pay3epa ycTaHOBNEH cepTUUKAT, BbinyLleHHbIM B LleHTpe ceptudmkaummn Aladdin eCA, kK koTopoMy noakntoueH LleHTp peructpauum
Aladdin eRA, a npu nopxnioueHun K Be6-uHTepdeicy nonyvatens ceptudukatoB Bbibpan ero. lNpu 3tom ayTeHTUdUKaums B LleHTpe
peructpauuu Aladdin eRA no gaHHoMy cepTUdMKaTy nonyyatento cepTudUKaToB HeAOCTYMHA.

10 YyéTHble 3anMcu, HaxoasLWmMecs B AOMEHE, K KOTOPOMY NOAKoUEH Llentp pernctpaumn Aladdin eRA.

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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o [locne yctaHoBkM TLS-coeanHeHus ons HeayTeHTUOMLMPOBAHHOMO Mob30BaTeNs oTobpaxaeTcs MHTepdenc
AN NPOX0XAeHMS NpoLeaypbl uaeHTudMKauum u ayteHTuduKaumm (cm. PucyHok 2).

LleHTp peructpaumm
Aladdin Enterprise CA

| MmAa nonb3oBatena noMeHa

| Mapone

PucyHok 2 - OkHO aBTOpM3auum

o [Ing upeHTUOMKALUMM M aYTEHTUOMKALMM MO KOMOMHALMM [OMEHHONO MMEHM M Mapons BBeAUTE B

COOTBETCTBYIOLLMX NONSX AOMEHHOE MMS M NapO/b YYETHOW 3anucK nonyyatens ceptudukatos (cybvekta PC),
HaXXMUTE Ha KHONKY <BoWTtu>.

o [1n9 naeHTMdMKauumn n ayTeHTUdMKaUmMm ¢ nomoubio Kerberos-6muneTta HaxXMmTe KHOMKY _

Ecnn y nonb3oBatens oTcytcTBoBana ' yuérvas 3anuce B LleHtpe perncrpaumm Aladdin eRA, To oHa 6yget
aBTOMaTMYeCKM Co3aaHa ¢ ponbto «Monyyatens cepTUdUKaTOB» NOC/E NEPBOM aBTOPU3ALMK.

B pesynbrate nonyuarento ceptudumkaTos (cybvekty PC) byaeT npepoctasneH goctyn Kk Beb-uHtepdeicy LieHtpa
peructpaumm Aladdin eRA (onucaHue cm. B pasgene 3.3).

Mpy wnoeHTMPUKALMKM M ayTeHTUDMKALMM MO [OOMEHHOMY MMEHM M Mapo/l0 MOTYT BO3HWMKaTb OLUIMOKM,
npuBeaeHHble B Tabnmue 1.

Tabnuua 1 - TunoBble OWMBKM NPU ayTEHTUDUKALMM MO SOMEHHOMY MMEHU W MAPOI0

OwunbkKa OnucaHue

«AKKayHT 3abnokvpoBaH» | [oMeHHas y4€THAs 3anucb UM Y4ETHAs 3anuCb 3a6NOKMpPOBaHa B MporpamMme

((,D,OCTVIFHyTO npenenbHoe BbinonHeHWe nonb3oBaTenem ayTEHTMd)MKaLLMVI npu y>xe OCTUrHyToM npeaesbHoOM Konmyecrtee

UYMCNO CeCCUIM aKKayHTa» ceccuii ons ero y4étHor 3anucu B LleHTpe pernctpauum Aladdin eRA.

1 Mposepka CBA3M OCYILECTBASETCA NYTEM CPaBHEHUS MAEHTMDUKATOPa YUETHOI 3aNMCK B IOMEHE C MAEHTUPMKATOpPaMM YUETHbIX 3anuceil B
6a3e paHHbIX LleHTpa pernctpaumm Aladdin eRA.
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Mpn ayteHTMdMKaunm no Kerberos-6unety MoryT BO3HMKaTb OLIMOKK, NpUBEAEHHbIE B Tabauue 2.

Tabnuua 2 - Tunoeble owmnbkK npu ayteHTUdUKauumn no Kerberos-6unety

OwwubKa Onucanue

«Full authentication is required | bpay3sep He 6bin HacTpoeH ang ayteHTUdMKaummn no Kerberos-bunety - HeobxonmMmo
to access this resource» BbIMOJHUTb MHCTPYKLMIO MO HAcTpoiike Hpaysepa.

«Cpok pevicTeus
Kerberos-6unerta ncrek» CPOK ero LencTaus.

Cpok pencteus Kerberos-buneta ncrek — Heo6xoanMMo NOAY4YMTb HOBbLIM BUNET UM NPOLNUTD

«AKKayHT 3a610KMpOBaH» [oMeHHas y4€THas 3anmncb MM y4ETHas 3anncb B Mporpamme 3abnokMpoBaHa.

«[ocTurHyTo npenenbHoe Yucno | BbinonHeHue nonb3oBaTeneM ayTeHTUhUKALMK NPU yKe AOCTUTHYTOM NpefesbHOM KOMYecTBe
Ceccuii akkayHTa» Ceccuin ans ero y4€THOM 3anucu B MporpamMe.

3.2 HacTpoiika Kerberos B Be6-6pay3epe

[Ins Toro, yto6bl B Be6-Opay3epe nonyyatens ceptudukatoB npu pabote c LleHTpoM pernctpaumm Aladdin eRA
bb1a pgocTynHa ayteHTUdukaumsa no Kerberos-bunety, Heo6xoaMMO BHeCTM AoOMeHHoe uMsa LleHTpa perucTpaumu
Aladdin eRA B cnucok posepeHHbix URI, ang koTopbix ncnonb3syertcs ayteHTudumkaums no Kerberos-6unery.

3.2.1 HacTpoiika Be6-6pay3epa Firefox

Danee B npumepe:

aeca.al.rd.ru, aecal.al.rd.ru - JOMeHHble UMeHa LleHTpoB peructpaumnu Aladdin eRA

al.rd.ru - gomeH, (AL.RD.RU - realm B Kerberos).

[nga BHeceHWs [OOMEHHOro MMeHM B CnMCOoK poBepeHHbix URI, gnga kotopbix 6OyaeT uMCnonb3oBaTbCs

ayTeHTUdUKauua no Kerberos-6unety BbINOAHUTE CleayoLWMe LWaru:

e 3anyctute Beb-6paysep Mozilla Firefox.

B appecHolt cTpoke BBeaMTE about:config.

HaxxmuTe Ha KHOMKY <anHSITb PUCK U NPOAOIKUTDL>.

B none noucka BBeauTe negotiate, YTOObI OFPaHUUUTL CMUCOK OTOBPAXKAEMBIX NapaMETPOB.

YcTtaHoBWUTE nmapaMeTpy network.negotiate-auth.trusted-uris OAHO U3 ClELYIOWMX 3HAYEHWI

(cM. PucyHok 3):

Ytobbl paspewmnTts SPNEGO ayTeHTUhMKALMIO NO KOHKPETHOM CCbiNKe, BBEAUTE NoaHOe AoMeHHoe LieHTpa
peructpaumm Aladdin eRA (Hanpumep, aeca.al.rd.ru).

Ytobbl paspewntb SPNEGO ayteHTMdMKALMIO A9 LENoro AOMeEHa, BBeAUTE MMS OOMEHa C TOYKOM B
Hauane (Hanpumep, .al.rd.ru).

Ytobbl paspewnTtb SPNEGO ayteHTMdMKauMio Ans Heckonbkux LleHTpoB peructpaumm Aladdin eRA,
BBeAWTE UX TMONHble [OMEHHble UMeHa 4epe3 3angatylo (Hanpumep, aeca.al.rd.ru,

aecal.al.rd.ru).

e [lpopybnupyiiTe BBeAEHHOE 3HAYeHWe MapamMeTpa network.negotiate-auth.trusted-uris B

napameTpe network.negotiate-auth.delegation-uris.

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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) PacwmpenHble HacTpoiiku — Mozilla Firefox ]

(3] @3 PacliMpeHHble HacTpoiK: X + ~

« (@] @ Firefox about:config o7 @' g =

3] MnopT 3aknagok... @ Mpuctynum [ Astra Linux & Aladdin Enterprise C... @) RA
negotiate [J MokasbiBaTh TONbKO M3MEHEHHBIE NapaMETPhI
network.negotiate-auth.allow-non-fqdn  false =
network.negotiate-auth.allow-proxies true =
network.negotiate-auth.delegation-uris .al.rd.ru £
network.negotiate-auth.gsslib rd
network.negotiate-auth.trusted-uris .al.rd.ru 2 )
network.negotiate-auth.using-native- o
gsslib true =
negotiate ® Noruueckoe O Ymcno O Crpoka +

PucyHok 3 - Hactpoiika Kerberos-ayteHTudumkauum B Beb6-6paysepe Mozila Firefox
3.2.2 HacTpoiika Be6-6pay3epa Chromium
[anee B npumepe:
e aeca.al.rd.ru, aecal.al.rd.ru - goMeHHble uMeHa LleHTpoB pernctpaumm Aladdin eRA

e al.rd.ru - gomeH, (AL.RD.RU - realm B Kerberos).

[na BHeceHWs [OOMEHHOro MMeHu B CnMcoK poBepeHHbix URI, gnga kotopbix 6OyaeT uMCNonb3oBaTbCs

ayTeHTUduKaums no Kerberos-6unety BoinonHute cnepyrolime waru:

o Co3pante B KaTtanore /etc/chromium/policies/managed @ann policies.json, BbINOAHMB
cnepytoLLylo KOMaHAay ¢ NpaBamMu Cyneprosib30BaTenNs:

sudo touch /etc/chromium/policies/managed/policies.json
e OTKpoiTe (hain Ang peaakTMpoBaHMs, BbINOAHMB CEAYIOLLYI0 KOMaHay C NpaBaMu Cynepnosib3oBaTens:
sudo nano /etc/chromium/policies/managed/policies.json

e B danne policies. json ykaxuTe cneayiowue nonutnkm B popmarte JSON:

{

"AuthServerAllowlist": "*.al.rd.ru",
"AuthSchemes": "ntlm,negotiate"

}

MpuMeyaHus:

-  UYtobbl paspewnts SPNEGO ayTeHTMdMKAUMIO MO KOHKPETHOM CCbIAKe, YKAXUTE AN MNOJAUTUKM
«AuthServerAllowlist» nonHoe pomeHHoe LUeHTpa  pernctpauuu  Aladdin eRA  (Hanpumep,
aeca.al.rd.ru).

- UYtobbl paspewnts SPNEGO ayTeHTMdMKaLMIO [AS9 LENoro AOMEHA, YKAXKUTE AN MOJMUTUKM
«AuthServerAllowlist» ums nomeHa (Hanpumep, *.al.rd.ru).

- UYtobbl pazpewntb SPNEGO ayTteHTMdbMKaumMo ans Heckonbkmx LleHTpoB perunctpaummn Aladdin eRA,
ykaxute ang nonutukm «AuthServerAllowlist» nx nonHole LOMeEHHblE MMEHA Yepes 3andaTyto (Hanpumep,
aeca.al.rd.ru, aecal.al.rd.ru).

e 3anyctute Be6-6pay3ep Chromium u BBeMTe B aApecHol cTpoke chrome: //policy.
o Ybeputech, 4TO NONUTUKM BblIM NpUMeEHEHbI (CM. PUCYHOK 4).
AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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v @ Policies

& Policies Fiter podcies by name
Reload policies More actions = Show policies with na value set
Chrome Policies
Policy name : Policy value Source : Appliesto | Level : Status :
Ay rmes 5 nEle, pegoriate Platform Machine Mandal oK Show m,
A *.al.rd.ru Platform Machine Mandat oK how m.
Policy Precedence
Policy name " Policy value Source .  Appliesto  Level _  Status

PucyHok 4 - Hactpoiika Kerberos-ayteHTudumkaumm B Beb-6paysepe Chromium

3.3 OnucaHue 3anemeHTOB Beb-uHTepdeica

[naBHbIN 3KpaH Beb-nHTepdeiica LleHTpa pernctpaumnn Aladdin eRA ans nonyyatens ceptudukatos (cybbekTa PC)
npefcTaBfieH Ha pucyHke Huxe (PucyHok 5).

LleHTp pervctpauun Aladdin eCA dublsov@al.idru ~ (@

Co3nartb 3a8BKY v

CueHapun LabnoH DOara oOpaboTkn ~ Craryc Onepauun
C 3aKpbiTeiM KniodomM (PKCS#12) ECA-User-Ne1 11.06.2025 10:31:34 Boinonxena
C 3aKpbIThiM Kniouom (PKCS#12) ECA-User-Ne1 11.06 2025 09-56-52 Brinonxena
C 3aKpbiTeiM KnioyomM (PKCS#12) ECA-User 11.06.2025 09:50:59 OTknoHeHa
C 3aKpbiTeiM KnioyomM (PKCS#12) ECA-User-Ne1 05.06.2025 18:29:02 BrinonHena

Ha knioyeeom HocuTene ECA-Auth 05.06.2025 17:56:27 Boinonxena

PucyHok 5 — OcHOBHble aneMeHThbl Be6-uHTepderica
Lndppamu Ha pucyHKe 0603HaUYEHBI:

1 BepxHsis naHenb (3aron0BOK)

3aronoBok oTobpaxaeTcs Ha BCex CTpaHuuax Beb-uHTepderica LleHTpa pernctpaumm Aladdin eRA v copepxut
cnefylolwme UHCTPYMEHTbI:

e MeHI0 aBTOpM30BAHHOIO nony4vatens ceptudukatos (PUcyHok 6).
HasBaHue MeHI0 COOTBETCTBYET MMEHM YYETHOM 3anucy nonb3oBaTens. MeHo npeAHa3HavyeHo 3aBepLieHus

pabouyeit ceccum TeKyLLEro Noab3oBaTens. [aa 3Toro BbiGepuTte B MEHIO NYHKT <Bbixoa>.

dubtsov@al.rdu = o

Bexon

PucyHok 6 — 3aBeplieHune paboueit ceccuu
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o m-3Haq0K npegHasHayeH Ans MpenoCTaBNEHUS CBELEHMM O TEKYLLEN BEPCUM MPOrpaMMbl, KOHTAKTHOM
nHbopMaums pa3paboTumka, npaBax Ha NporpaMMHoe obecneyeHue (PUCYHOK 7).

dubtsov@al rd.u ~ o

Aladdin Enterprise CA 2.2.0.236

PucyHok 7 - MIHdopmaLms o nporpamMme
2 bokoBas naHesnb (NaHeNb HaBUraLLUK)

bokoBas naHenb 3akpenneHa M 0TOOpaxaeTcs Ha NOOM Ware UM Nepexoae Mexay pasfenamu npu WuUpuHe
OKHa bpay3epa 6onble unm pasHoit 1200 px. Mpu wunpuHe okHa HBpay3epa MeHee 1200 px 60koBas MaHeNb CKPbITa U

0ToBpaXxaeTcs TOMbKO MPU HAXKATUM Ha KHOMKY E KOTOpas 0TOBPaKaeTCs TONbKO B AAHHOM pPEXUME.

MonHbIv B HOKOBOM MaHenu nokasaH Ha pucyHke Huxe (PucyHok 8). CkpbITbiit BUA GOKOBOM NaHenu NokasaH Ha

pucyHke Bbiwe (PucyHok 5). Beibop Buza 60K0BOM NaHenu NpouMcxoamT Mo HAXKATUI KHOMKM ° pacnosioXXeHHOM BHU3Y
[AHHOM naHenwu.

3anekn

PucyHok 8 — MonHbIN 1 CKpbITbIN BUAbI BOKOBOM NaHenu

[nsa nonyuyatens ceptudumkatoB HOKOBasN NaHenb COCTOMUT M3 OAHOrO pasfena «3asBKW», NPefoCTaBASIOWEro
cnepyloLme BO3MOXHOCTH:

e [lpocMOTp cnumcka 3asBOK B TabnMYHOM BUAe.

o [IpoCMOTp KapTOUKM 3a51BKU.

o (Co34aHue 338BKM Ha BbIMYCK cepTMdUKaTa Ha OCHOBaHWM 3anpoca.

o (Co3aaHue 3a8BKM Ha BbIMYCK cepTUdMKaTa C 3aKpbITbiM Kntouom PKCS#12.
o (Co3paHue 3a8BKM Ha BbIMYCK cepTuduMKaTa Ha KOYEBOM HOCUTENe.

e OTMeHa 3asBKu.

e Buirpyska ceptudumkaTa.

e MMnopt cepTnduKaTa Ha KNHOYEBON HOCUTEND.
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e Bbirpyska Lenouku cepTupukaTos.

e Bbirpyska koHTelHepa 3akpbiToro kntoya PKCS#12.
e Buirpyska CRL usgarens.

o Bbirpyska Lenouyku cepTudurKaToB U3patens.

e OT3bIB CepTUdHUKaTa.

3 MaHenb MHCTPYMEHTOB

MaHenb NpefHa3sHayeHa oS pasMeLLEHNUS 3/IEMEHTOB YNpaBieHus MHbopMaLmMei, NpeacTaBNeHHOM Ha NaHenu
npocMoTpa (KHOMKK, MoJie NOMCKA, MEHID).

4 MaHenb NpocMoOTpa

MaHenb npepHa3sHayeHa Ang otobpaxeHus MHPOpMauMM paspena (CMMcKa 3asBOK M KApTOYKM BblGpaHHOW
3a5BKM).
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4 YTPABJIEHNE 3AABKAMU HA BbIlMYCK CEPTUOUNKATOB

4.1 O6bwune cBeaeHUA 0 33ABKAX

Mpouecc nogayum 3asBKM Ha BbINYCK CepTUdMKATA BKIKOYAET:

e Bbibop wabnoHa, No KOTOpoMy ByAeT BbiNyLLeH cepTUdmKaT.

M Monyuatento ceptudukaTos (cybbvekTy PC) pocTynHbl WabnoHbl B COOTBETCTBUM C YCTAHOBMIEHHbIMU ANS HEro B
~/ LleHtpe peructpaummn Aladdin eRA ynonHoOMoO4YeHHbIM NOJIb30BaTENEM C PONbI KAOMUHUCTPATOP» MpaBUIaMM
BbINycKa. MNpaBmo BbiNycka MOXeT BbITb HA3HAaYE€HO KAaK HENMOCPEeACTBEHHO NOJyYaTeNto CepTMPUKATOB (CybbekTy
PC), Tak 1 rpynne 6e30nacHOCTH, B KOTOPYI BXOAMT nony4yatens ceptudukatos (cyovekt PC). Mpasuno Bbinycka
TaKkXe onpegenser pexxmm ob6paboTku (paccMoTpeHus) 3asBkuK. B cooTBETCTBUM C NpaBMIOM Bbinycka 06paboTka
3a9BKM M BbINMYCK CEPTUDMKATA MOXKET BbINONHATLCS B LieHTpe cepTudumkaumm Aladdin eCA Kak B aBTOMATUYECKOM
pexume (aBTOMaTU4YeCcKoe NMOATBEPXAEHMUE), TaK B PyYHOM (@aBTOMaTU3MPOBAHHOM) pexmMe MoJsib30BaTeNsIMu C
ponsAMu «KAOMUHUCTPATOP» Unn «OnepaTop» (MOATBEPXKAEHME UM OTKIOHEHWE 3asIBKM).

e PepakTupoBaHue (Npu HeobXxoAMMOCTM) ATpMOYTOB CepTUPMKATA COMNacHO BbIOpPaHHOMY WAGMOHY (He
BbINOJIHAETCA NPM NoJaye 3asBKM Ha OCHOBaHMe 3anpoca Ha ceptudukat PKCS#10 12).

e YKaszaHue napons ong 3awmtbl KoHTerHepa PKCS#12 (Tonbko npu nopaye 3asBKM C 3aKpbITbIM K/HOYOM
PKCS#12 13).

e Bbibop anroputMa M AAMHbBI KNKOYa ANS reHepauum KI4YeBoi napbl (He BbINOMHSETCS NpU Nojadve 3asBku Ha
OCHOBaHMe 3anpoca Ha ceptudukat PKCS#10).

Monyyatento ceptudumkaTos (cybbekty PC) 4OCTYNHbI Cnepyolme AencTBUA No YNpaBieHUo 3as9BKaMM HA BbINYCK
CepTUPUKaToB:

o [logaya (co3paHue) HOBOW 3a9BKU:

- Ha ocHoBaHwuu 3anpoca PKCS#10 (cm. paspen 4.4.1).
- (C3akpbiTbiM KtovoM PKCS#12 (cm. paspen 4.4.2).

- Ha knoyeBoM Hocutene (cM. pasgen 4.4.3).

e [lpocMOTp MHDOPMALUKM O CO3OaHHBIX 338BKaX (B TOM YucC/ie M O 3auBKaX, CO3AAHHbLIX YNOAHOMOYEHHbIMU
nonb3osatensamu Lentpa peructpauumn Aladdin eRA ¢ ponamu  «AgmuHuctpatop» wu  «Onepatop»
(cm. pazpen 4.2)).

o [IpoCMOTp KapTOUKM 3a8BKM € MoapobHoi nHdopmaument (B TOM uncne nHdopmauum o ceptudumkare nocse ero
Bbinycka B LleHTpe ceptudumkaumm Aladdin eCA no gaHHo 3asBke) (CM. pasgen 4.3).

e OTMeHa CO3[aHHOM 3asBKM, KOTOpas ele He paccMOTpeHa YNOJHOMOYEHHbIMM Monb3oBaTensmu LleHTpa
peructpaumm Aladdin eRA ¢ ponamu «AgMuuuctpaTop» u «OnepaTop» wunan obpaboTaHa mocsie CO34aHUS
LeHTpom pernctpaummn Aladdin eRA ¢ ownbkoii (cMm. pasaen 4.5).

3asBKa Ha BbINYCK cepTUdUKaTa MMeeT ceayrome atpubyTbl:
e HomMmep 3asBKM — YHWUKabHbIA MAEHTUHUKATOP, HA3HAYAEMbIN 3asiBKE MPU CO3AAHUM.
o (TaTyC — TeKyLlLMI CTATYC 3a59BKMU:

- Owwnbka BbiNycka — BbINyCK cepTudumKaTa No AAHHOM 3as9BKe 3aBepLUNACS OLIMOKOM.

- OTtknoHeHa - 3asBKa OTKNOHEHA YNOHOMOYEHHbIM nonb3oBatenem LieHtpa permnctpauum Aladdin eRA.

12 B cooTeeTcTBMM C AoKyMeHTOM «RFC 2986. PKCS #10: Certification Request Syntax Specification Version 1.7».
13 B cooTBeTCTBMM C AoKyMeHTOoM «RFC 7292. PKCS #12: Personal Information Exchange Syntax v1.1»
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- OxupaeT NOATBEPXAEHUS — 3a9BKa CO3AaHa, NONyvaTento cepTudUKaToB (CyObekTy) HazHauyeHbl NpaBuna
BbIMYCKa C aBTOMATU3MPOBAHHOM (py4HOi) 06paboTKOM 3a5BOK YNOJHOMOYEHHbIM Mosib3oBaTeneM LleHTpa
pernctpauum Aladdin eRA.

- BbinonHeHa - 3asBka obpaboTaHa, B LleHTpe ceptudmkaummn Aladdin eCA ons nonydyatens ceptndumkaTos
(cybbekTa) ycnewHo BbinylueH ceptudumkar.

- OTtMeHeHa - 3asBKa OTMEHEHa noJsiyyaTesieM CepTUPUKATOB (CyObEKTOM) MM MHBIM YMOJHOMOYEHHbIM
nonb3osateneM LleHtpa pernctpaumm Aladdin eRA.

- Oxupaet umnopta Ha KH - 3asBka 0bpabotaHa, B LleHTpe ceptudukaumm Aladdin eCA ans nonyyartens
cepTMhUKaTOB (CyObEKTA) yCNELIHO BbINyLLEH CePTUDUKAT, KOTOPbIN OXUAAET MMMNOPTA Ha KOYEBOM HOCUTENb.

- HoBas - ctaTyc npucBauBaeTcs 3asBKe NpU ee perucTpauuu, cpasy mocsie 3Toro NpoucxogmT obpaboTka
3a5BKM M e€ CTaTyC M3MeHseTcs. JJaHHbIi cTaTyc MoXeT BbITb 0TOBpakeH B Beb6-uHTepdence B ciyvae owmbKu
npu NepBMYHOM 06paboTke 3a8BKM.

o 06waa nHdpopmauma o 3aaBke:

- CueHapwit - HaMMeHOBaHWeE CLEHapKS, Mo KOTOPOMY Bbila CO3A4aHa 3asiBKa Ha BbIMYCK CcepTUdHMKaTa:

Ha ocHoBaHuu 3anpoca (PKCS#10).
C 3akpbITbiM kntoyoM (PKCS#12).
Ha kntoueBoM HocuTene.
o WSTEP™
- WabnoH - wabnoH, No KOTOpoMy BYAET UK YXKe BbINyLLEH CEPTUDMKAT.

- LleHTp cepTudMKaLmMm - LEHTP cepTUPUKALMM, B KOTOPOM ByaeT M yxKe BbiNyWeH cepTudmKaT no 4aHHOM
3as1BKe, Ha OCHOBAHMM UCMOJIb3YEMOrO B CLLEHapUM CO34aHMS 3asBKM LIabnoHa.

- BHewHuit npeHtudmkaTop — naeHTUPUKATOp M3 3anpoca Ha Bbinyck ceptudumkata PKCS#10.
- [aTa co3paHus - Aata v Bpems Co34aHus 3aaBKU.

- [ata o6paboTkm - gaTta v BpeMs nocnenHen cMeHbl ctatyca (06paboTku) 3asBKM (HanpuMmep, co3faHue
WK OTMEHA 3asIBKM).

- KoMMeHTapuit — KOMMEHTapUi, YKa3aHHbIA YNOMHOMOYEHHbIM nonb3oBaTenem LleHTpa perncrpaumm
Aladdin eRA npu o6paboTke 3asaBKM.

e MHdopMaumnsa 06 UCTOPUU M3MEHEHUS 3aBKMK:

- [Jarta - patawu BpemM4 C06bITM9I, CBA3aHHOIo C UBMEHEHUEM 3aaABKU.

- WMs y4yétHoI 3anucu - oTobpaxkaeMoe MMS Mosib3oBaTeNs (Moayyatens cepTudUKaToB), CoeNaBLIEro
M3MEHEHUE B 3asIBKeE.

- CobbiTve - onucaHme cobbITUS, CBS3aHHOTO C U3MEHEHUAMM 335BKK (HanpuMep, CO3AaHUE 3a9BKM).

4.2 NMpocMOTp 3anucen o 3aABKaXxX

Monyyatento cepTudmkaTos (cybbekTy PC) fOCTyneH NpoCMOTp CO34aHHbIX MM 3a5BOK, @ TAKXKe 3asBOK, CO34aHHbIX
[N Hero YnolHOMOYEHHbIMM nonb3oBatensmu LleHTpa peructpauun Aladdin eRA ¢ ponamu «AgMuHUCTpaTop» W
«Onepatop».

[ng npocMoTpa MHbOPMaLMKM 0 3asBKaxX Ha cepTUdMKaTbl NOAKIYUTEC K BeO-UHTepdelicy LleHTpa pernctpaumu

Aladdin eRA v nepevigute B pasgen E 3asaBku (cM. PucyHok 9).

4 3aaBkn no cueHapuo «WSTEP» cospatotcs B LleHte peructpaummn Aladdin eRA aBToMaTuuecku B pesynstate 06paboTku 3anpocoB
nony4atenei ceptudukatos (cyovektos PC) no npotokony MS-WSTEP (cm. pasgen 6).

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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LlenTp permctpauum Aladdin eCA dubtsov@alrdru ~ ()

Co3parh 3afBky

Homep sanBkun CueHapuid Lllabnox [ara obpaboTkmn Craryc Onepauun

0981471e-9696-427a-a... C 3aKpbITeIM KoM (PKCS#12) ECA-User 03.06.2025 10:19:42 Oxnpaet nogTEepHAEHAA

4bf5398¢-b83-4702-a0... Ha knioueBom Hocutene ECA-Auth 03.06.2025 14:59:18 BuinonHena

6472991c-5650-43f7-ab... C sakpbiTeim kmiodoM (PKCS#12) ECA-User-Ne1 04.06.2025 11.09:11 BuinonHena

9557cTae-387b-4485-8... Ha knioueBom HocvTene ECA-Auth 03.06.2025 14:48:47 Omonena

al7bbeb3-251b-4cfa-b... Ha ocHoeaHwm 3anpoca (PKCS#10) ECA-Auth 04.06.2025 08:21:04 OxmpaeT noATBepKAESHAA

abc5e875-451c-4ef9-a. . C 3aKpbITbiM KoM (PKCS#12) ECA-User 02.06.2025 18:09:47 BuinonHena

aee13b09-d3e4-4cal-9... Ha ocHoeanwm 3anpoca (PKCS#10) ECA-Auth 04.06.2025 07:43:13 BuinonHexa

c0447bel-c3f4-4912-a... Ha knioueBom Hocutene ECA-User 04.06.2025 11:35:11

CTpoK Ha cTpahmle 50 v  1-8u3 8

PucyHok 9 - MNMpocMoTp cnucka 3aBefeHHbIX 3as9BOK nonyyatens ceptudukaTos (cybbvekta PC)
Nudopmauma o 3asBkax oTo6paxkaeTcs CNMCKOM B TabNMUHOM BUe.
Mo yMON4aHMio B KONOHKAaxX Tabnumupbl oTobpaxatoTcs ciefytowme aTpubyTbl 3aSBOK Ha BbINYCK CepTUOMKATOB:
o Homepa 3asBok.
o CueHapwu, No KOTOPbIM 3aBefEHbI 3as1BKU.
e HaumeHoBaHMS WabnoHOB, N0 KOTOPbIM BYAYT M yKe BbiNyLeHbl cepTUdUKaTbI N0 3asiBKaM.
o [laTa 1 BpeMs nocnenHen cMeHbl ctatyca (06paboTkum) 3asBOK.
o TekyluMe cTaTyCbl 3a5BOK.

3anuncK o 3as1BKax BbIBOAATCS MNOCTPaHUYHO. Ona nepeMeLleHna no CTpaHnuaM Cnmcka VICI'IOJ'Ib3yl7ITe MHCTPYMEHTDI

CTpOK Ha CTpaHule 50 ~  1-8 U3 8

PucyHok 10 — MIHCTpYMEHTbI HaBMrauMm CNUCKa 3asiBOK

HaBuraumm (cM. PucyHok 10).

OnucaHne UHCTPYMEHTOB HaBUIALMU:

e > — Mepexopn Ha CleayioLLy CTPaHULLY CnmcKa.

e < — Mepexop Ha NpeablayLyo CTPaHULY CUCKA.

e & — BbIOOp KONMYECTBa 3anncei, 0ToOpaXXaeMblx Ha OAHOW CTPaHMLLE CNMCKa.

[ns ypobcTBa aHanun3a nHdGopMaumm 0 3as9BKax B CMIUCKE Bbl MOXETE YNPaBAsATb BUAMMOCTbIO KOJIOHOK TabauLbl
C 3a9BKaMu. YTobbl CKpbITb 0TOBpaXkeHMe BbIOpaHHOM KONOHKM, LLENKHUTE B €€ 3aro/I0BKE 3HAY0K [ <[ eicTBUE KONOHKN>
M B OTKpbIBLIEMSA cnincke 1° BbiBepute <CKpbITb [Ha3BaHMe KONOHKMK] KONOHKY> (CM. PucyHok 11). YTobbl BepHyTb B

Tabnuue oTobpaxeHue CKPbITbIX KONOHOK, LLENKHUTE B 3aro/I0BKe 060N KONOHKM 3HAYOK o <[eicTBUE KOIOHKN> U B
oTKpbiBWweMs crnucke BbibepuTe [ <MokasaTb Bce KONOHKM> (CM. PucyHok 11).

s Ha60p [eiCcTBUA KONOHOK OTAINYAETCS B 3aBUCMMOCTU OT anI/I6yTa 3aaBKU, NpeacTaBneHHoro B [AHHOM KONMOHKe.

AO "Anaddun P.A.", 1995—-2025 a. Pykogodcmeo nonyyamens cepmugukamos
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© CepbiTh LLIabnoH KonoHky

m [okasat: BCe KONOHKM

PucyHok 11 - Cnucok peicteunin ¢ konoHkoi [LLa6noH]

[lns noucka 3asiBOK B CMMCKe Bbl MOXETE BbINOAHWUTb COPTMPOBKY (YNOPSAOYMBAHME) 3anMMcei O 3asBKax Mo
BblIOpaHHOMY aTpubyTy, nNpeacTaBfieHHOMY B COOTBETCTBYHLEN KoNMoHKe. B  3aBucMMocTM OT  MHpOpMaumu,
npeacTaBieHHONM B KOJIOHKE CMUCKa, YNOPSA0UYMBAHME 3amnMUCe MOXKET BbIMOMHATLCA MO CEAYIOLWMM NPUHLMNAM:

e B andasutHOM nopsake.

e B nopsaake ybbIBaHUS UK BO3PaCTaHMS BPEMEHHbIX METOK.

CopTtupoBka (ynopsouMBaHume) 3anucei 0 3asBKax BO3MOXHA MO CeaylwmM aTpubytam (KONOHKaM):
¢ [lo HOMepy 3as9BKM B andaBUTHOM NopsaKe.

¢ [lo cueHapusaM 3aBefeHNs 3a59BOK B andaBUTHOM MOpsAKe.

e [lo paTte v BpeMeHM nocnefgHen CMeHbl cTatyca (06paboTku) 3asBOK B nopsiake ybbiBaHMS MM BO3pacTaHus
BPEMEHHbIX METOK.

Mo yMon4YaHUo COPTMPOBKA 3anucei 0 3asBKax B CMMCKE BbINONHEHA N0 HOMepy 3asBKM B andaBUTHOM nopsake
(B nopsiake BO3pacTaHus).

YT06bl BbLINOMHUTD COpPTMPOBKY 3anucer 0 3asBKax no Bbl6paHHOMy anl/I6YTy, WEeNKHUTE B 3arosioBKe

COOOTBETCBYHLLEN KOIOHKM 3HAYOK O <JlecTBME KONOHKM> 1 B OTKPbIBLIEMS CrincKe ¢ (cM. PucyHok 12) Bbibepure:
e [Ins ynopsnounBaHus no BospactaHuio — EM <CopTupoBaThb [HasBaHWe KONOHKM] MO BO3pacTaHUIO>.

e [Ins ynopsanounsaHus no y6uisaHuio — Sl <CopTuposaTh [HazBaHMe KONOHKM] NO Y6bIBaHUIO>.

Coptupoeatsb ClLieHapWii No Bo3pacTaHWio

Coptupoearts CueHapwia no youiBaHuo

OthunsrpoBats no CueHapuia

Cbpocuts pa3mep KONOHOK

CkpbiTh CLIeHapWA KONMOHKY

lNokasars BCe KONMOHKA

PucyHok 12 - Cnuncok geicTBuin ¢ konoHkown [CueHapuid]
CTaTychbl BbINOHEHHOW COPTUPOBKM OTOBPAXKAOTCS B 3aro/I0BKax KOMIOHOK CIeyoWMMM 3Haukamu 7 (cM. PucyHok 12):
® K1 - COPTUPOBKA BbIMOSIHEHA B MOPAAKE BO3pACTaHMS.

e Ed — COPTMPOBKA BbINOJIHEHA B NMOPAAKE Y6bIBaHMA.

16 Ha60p OENCTBUIA KONOHOK OT/IMYAETCS B 3aBUCUMOCTU OT anI/I6yTa 3a4BKU, NpeacTaBneHHOro B [AHHOM KONOHKe.
7 MensTb nopaaoK COPTUPOBKH, @ TAKXKE OTMEHATb COPTUPOBKY MOXKHO, NOCNE€A0BATEIbHO WeNKaa Ha 3Ha4Y0K CTaTyCa COPTUPOBKM NO KOJTOHKE.

AO "Anadoux P.A.", 1995-2025 . Pykogodcmeo nonyyamens cepmugukamos
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. . — COPTMPOBKA HE BbIMOJIHEHA.

Ytobbl OTMEHWTb COpTUPOBKY 3anMcer O 3asBKax Mo Bbl6paHHOMy anVI6yTy, LenKHUTe B 3arojioBke

COOOTBETCBYHLLEN KOJIOHKM 3HAYOK °<11eﬁc1'3ue KOMOHKM> W B OTKpbIBlIEMS crimcke ¥ (cM. PucyHok 12) Bbibepute
ES <Oumnctutb coptuposky>.

[lns noucka 3asiBOK B CMMCKe Bbl MOXeTe BbIMOAHWTb BbIOOPKY 3anuceit 0 3asBKax C MOMOLLbI0 QUIbTPOB,
pacnofoXeHHbIX B 3aroJIoBKax KONOHOK. Kaxabi GunbTp npefHasHayveH An9 BbiIbopku nHdOpMaumnm no aTpmubyTy 3as8BKMH,
NpeacTaBfieHHOMY B [aHHOW KOMOHKe. BO3MOXHO BbINOAHUTL BbIGOPKY MH(OPMaLUMKM, NPUMEHUB OLHOBPEMEHHO
HEeCKOMbKO PUIbTPOB.

Bbibopky 3anuceit 0 3asiBKax BO3MOXHO BbIMOJIHUTbL C MOMOLLbI GUALTPOB MO CNEAYOWMUM aTpUbyTaMm:

o [lo cueHapvsaM 3aBefeHWs 3a58BOK.

o [lo paTe v BpeMeHu nocnegHen cMeHbl cTatyca (06paboTku) 3asBOK.

¢ [lo cTaTycam 3asBok.

Mo ymonyaHuto GuUAbTPbI CKPbIThl. YTOBOBI MCNONL30BaTb QUALTPbI, HAXKMUTE HA MAHENU UHCTPYMEHTOB KHOMKY

-<¢m1b-rp> WAU  LenKHUTe B 3arosioBke KonoHok [CueHapwmi], [datra o6pa6otku] wnm [Cratyc] 3Hauok

°<1J.eﬁc73ue KONOHKM> M B OTKpbIBIIEMA cnucke (cM. PucyHok 12) swibepute ISl <OTdmnbTpoBath no [HassaHue
KONOHKM]> (CM. PucyHok 13).

YT06bI CKPbITb GUABTPbI, HAKMUTE HA NAHEM UHCTPYMEHTOB KHOMKY . <®unbTp>. Mpun 3TOM BbIBOPKaA 3anucei
0 3asBKaX, BbIMOJIHEHHAS C MOMOLLbIO GUALTPOB, COXPAHSETCS.

LlenTp peructpauuu Aladdin eCA dubtsov@al rd.ru ~ o

Co3path 3aABKy v

CueHapwni [ara obpaboTen ~
Onepaummn

Ha knioueBom HocuTene 04.06.2025 11:35:11 OTmeneHa

C 3aKpbiTbiv Kniowom (PKCS#12) 04 06 2025 11-:09:11 Buinonnena

Ha ocHosaHum 3anpoca (PKCS#10) 04.06.2025 08:21:04 (eupaeT noATEEpKACHNA

PucyHok 13 - OtobpaxeHue GuUNbTPOB B 3aroN0BKaxX KOJIOHOK BKIOYEHO

YTo6bl BbINOMHUTL BbIGOPKY MHMOPMaLMM C NOMOLLbI GUAbTPa (OTKPbITb OKHO (UALTPA), WENKHWUTE Ha3BaHUe
buUNbTpa B 3arofoBKe KOMOHKMU.

@unbTpbl Mo aTpubyTaM 3a38BOK, MpeAcTaBNeHHbIM B KonoHKax [CueHapwmii] (cM. PucyHok 14a) u [Cratyc]
(cM. PucyHok 146), obecneumBatoT BbI6OpKY MHMOpMaLuKM no BbibpaHHbIM aTpubyTtam. Beibop aTpnbyToB BbINOMAHSETCS
YCTAHOBKOM (BNaxKoB A5 COOTBETCTBYIOLLMX 3HAYEHUI aTpMOYTOB.

@unbTp No aTpubyTy 3a8BOK, NpeAcTaBieHHOM B KosioHke [[Aarta 06paboTku] (cM. PucyHok 148), obecneynsaet
BbIOOPKY MH(OPMALMM 33 YKa3aHHbIA BPEMEHHOM MHTepBan. Havyano v KoHeu, BpeMEHHOro MHTepBana (4ata v BpeMs)
3a[a0TCA C NOMOLLBI KaneHaapen M CnCKoB.

3apaHHble GUNbTPaMK KpUTEPUM BbIGOPKM OTOBPAXKAKOTCS B 3aro/loBKax COOTBETCTBYHOLLMX KOMIOHOK (CM. PucyHok 14).

Mpu3HaKoM NpUMeHeHUs GuabTpa aBnseTcs 3Hadok Bl B 3aronoBKe COOTBETCTBYIOLLEN KONOHKK (CM. PUcyHOK 14).

18 Ha60p OENCTBUIA KONOHOK OT/IMYAETCS B 3aBUCUMOCTU OT anI/I6yTa 3a4BKU, NpeacTaBneHHOro B [AHHOM KONOHKe.

AO "Anadoux P.A.", 1995-2025 . Pykogodcmeo nonyyamens cepmugukamos
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Jara obpaboTkn Y
04.06.202500:00  04.06.2025 15:30

CueHapuii Y Oxunaet NoATEePKASHNA

Ha kniouesom HocuTene
Brinonxexa

OmknoxeHa
Ha ocHoeaHnmm 3anpoca (PKCS#10)

~ . s o Oumbka Beinycka
C 3aKpbIThiM KmiouoM (PKCS#12)

OtmeneHa
Ha knioueBoM Hocutene

SCEP Hoeasn

WSTEP Oxunpaet umnopta Ha KH

6) B)

PucyHok 14 - YkasaHue kputepues BbIOOPKM B uUnbTpax

YTobbl OTMEHUTb [AeicTBMe OnpeaeneHHoro GuabTpa, LWENKHUTE B  3aro/loBKE  KOJOHOKM  3HAYOK
° <[leiicTBME KOMOHKM> 1 B OTKPbIBLIEMS CiMcKe (M. PucyHok 12) BbibepuTe Il <OUMCTUTL GUALTP> UAM LeNKHUTE B

3aronoBKe KOMOHKM 3Ha4oK Ead (Tonbko ans konoHok [CueHapwuid] (cMm. PucyHok 14a) n [CraTyc] (cM. PucyHok 146)).

YT06bl OTMEHUTH AEMCTBUE BCEX QUILTPOB, HAXKMUTE HA NMAHENU MHCTPYMEHTOB KHOMKY _

YT06bl BEINOAHWTL BIOOPKY 3amnMceit 0 3asBKax No MX HOMepaM, BBeAWUTE B NOMCKOBOM CTPOKE, PacroioXeHHON
Ha MaHenu MHCTPYMEHTOB, K/IKOYEBOE C/I0BO, COAEPXKaLLleecs B HOMepe 3asaBku (CM. PucyHok 15). [1ns oTMeHbl BbIGOpKM

3a4BOK N0 MX HOMEPaAM LWWENKHUTE B NOMCKOBOW CTPOKe 3Ha40K .

Llentp pervctpaumy Aladdin eCA  dubtsov@alrdru -~ @

Co3nars 3aABKy v

Homep 3anBkn Onepauum
a07b5eb3-251b-4c7a-ba3f-1dd8f0238d5c
aee13b09-d3e4-4ca0-95cc-ee3dba34d089

a6c5e875-451c-4ef9-a3be-edfd88517a27

CTpoK Ha CTpaHue 50 -  1-3u33

PucyHok 15 - BbiGopka 3asiBOK Mo MX HOMEpaM C MOMOLLbI0 NMOMCKOBOW CTPOKM

4.3 NMpocMOTp KAPTOUYKMN 33ABKU HA BbINYCK cepTUPUKATA

KapTouka 3asaBKku COAepXMT NpeacTaBNeHHY B yA06HOM Ans aHanu3a Buae noapobHyo MHdopMaumio 0 3asBke,
a Takke UHdopMaLmio o cepTudmKaTe B Clydae, eCnum no 3asBKe yXe BbinylleH cepTudumKar.

YT06bI OTKPbITh KAPTOUKY 3aSIBKU:

o [lopkntoumtech k Beb-uHTepdeincy LleHTpa pernctpaunm Aladdin eRA v nepeiigute B pasaen B 3anBKu.

o HaiauTe HYXXHYIO 3asBKY (CM. pa3gen 4.2) 1 wenkHuUTe 3anncb O HEM B CMIUCKE.

B pesynbTaTe 0TKpOeTCS KapTOUKa 3asBKMU.

KapTouka 3asBku, N0 KOTOPOW eLle He BbiMyLLEH CepTUPUKAT, MpeCTaBNeHa Ha pUCYHKe HUxXe (CM. PucyHok 16).
Onucanne aTpmbyTOB 3a5BKM NpuBeAeHO B pasgene 4.1.

AO "Anadoux P.A.", 1995-2025 . Pykogodcmeo nonyyamens cepmugukamos
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3asiBka Nea07b5eb3-251b-4c7a-ba3f-1dd8f0238d5c  Orwaaer noateepxaerua

3anexa

CueHapui

LLiabnoH

LleHTp ceprudukaymum
BHewHun uaeHtudukarop
[lata co3pnaHun

[lara obpabortku

KommeHTapun

WUcTopua nameHeHuA 3anBku

Oara

04.06.2025 08:21:04

04.06.2025 08:21:04

Ha ocHoBaHnum 3anpoca (PKCS#10)
ECA-Auth

CA-1

04.06.2025 08:21:04

04.06.2025 08:21:04

WUmMs yyeTHOM 3anucu CobbiTue

Co3aaHue 3a88KU

OO6paboTka 3aaBKu

PucyHok 16 - KapTouka 3a8BKku, N0 KOTOPOM elle He BbiNyLWweH cepTudukaT

KapTouka 3asBKM, MO KOTOPOW YXe BbinyweH ceptudumkat, NpeacTaBneHa Ha pUcCyHke Huxe (cM. PucyHok 17).

OnucaHue atpubyToB 3as8BKkM (Bnoku «3asBka» u «McTopus M3MeHeHUI 3a8BKM») NpuBeaeHo B pasgene 4.1.

3aneka Ne647299fc-5650-43f7-ab0e-283aed67a633  Bunonvena

3aneka

B3 Uenouxa cepndmraros

W3patens
Bnapeney
SDN enagensua

[NeicTByeT C

[elcTByeT No

ANropuTM Knioua

[nuHa knwoua

Coctas ceprucpuxara

HCTDpHﬁ H3MeHEeHWA 3afABKN

Root-CA2

Nybuos
CN=[ly6uos,C=RU,C=BY
04.06.2025 11:09:27
04.06.2027 11:09:27
RSA

1024

PucyHok 17 - KapTouka 3asBKku, N0 KOTOPOW BbiMylLeH cepTudukar
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KapTouka 3asBKM, MO KOTOpOW yXe BbinylleH cepTudukat (cM. PucyHok 17), comepxuT Takke MHDOPMALMIO O
BbIMYLWEHHOM MO Hel cepTudukate (cTatyc cepTudukarta, 6noku «Lenouka ceptudukatoB», «MHbopmaums o
ceptudukate» u «CoctaB cepTuduKaTan).

Cratyc cepTndukata oTtobpakeH Ha NaHeNM MHCTPYMEHTOB KapTOYkM 3asBku. [locne Bbinycka cepTudukaTty
Ha3HavaeTcs cTaTyc «AKTMBUPOBaH». [Nonyyatens ceptndumkartos (cybbvekT PC) ynonHoMoueH npn He06X0aMMOCTM 0TO3BaTb
ceptudwmkar (cMm. pasgen 5.7).

B 6noke «Llenouka ceptudumkaros» (cM. PucyHok 18) npencraBneHa nepapxuueckas Konnekums ceptudukaTos,
KoTopas BeAéT ot cepTudMKaTa, BbINYLWEHHOrO N0 AAHHOM 3as1BKE, K KOPHIO A0BEPUS (KOPHEBOMY LLEHTPY cepTudukauum).

B3 Llenoura ceprudmkator

Nybuos

PucyHok 18 - bnok «Llenoyka ceptnudukatos»

B 6noke «WMHbopmaums o ceptudukate» (cm. PucyHok 19) npepcraBneHa cnepywowas uHOOpMaumioo o
ceptudumkare:

o U3paTtenb — none «lssuer» ceptudmkaTa.

e Bnapgenen - atpubyt «CN» n3 nong «Subject» ceptudumkara.

o SDN Bnagenbua - none «Subject» ceptudukara.

o [levictByeT c — aTpmbyT «Not Before» us nonga «Validity» ceptnudukara.

o [leiicTByeT no — atpubyT «Not After» u3s nonga «Validity» ceptudumkara.

o AnropwTt™m kntoua —atpubyt «Public Key Algorithm» 13 nong «Subject Public Key Info» ceptudukara.
o [lnivHa kntoda - aTpubyT «Public Key Algorithm» 13 nons «Subject Public Key Info» ceptudukaTa.

B 6noke «CocTaB ceptudukata» (cM. PucyHok 19) npeactaBneHa cnefyowas MHGopMaumio o cepTudukare:
o CepwuiiHbii HoMep — none «Serial Number» ceptudumkara.

o OTkpbITbI KNtoY — none «Subject Public Key Info».

e OTneyaTok — BblUMCISIEMOE 3HAYEeHWe, OTCYTCTBYET B CepTUdUKATE.

e Bepcua - none «Version» ceptudukaTa.

e [lapameTp OTKpbITOro Kntoua — Bcerga «X509».

o Anroput™m umdpoBoi nognucm— none «Signature Algorithms.

o OcHogHble orpaHunyeHmns — none «X509v3 Basic Constraints».

e lcnonb3oBaHue knova - none «X509v3 Key Usage» ceptudumkara.

e [Jloctyn K nHdopmaumm o ueHTpe ceptudbukaummn — none «Authority Information Access».

o UpeHtndukatop knova ueHTpa - none «X509v3 Authority Key Identifier» ceptudumkaTa.

e AnbTepHaTuBHOE UMs cybbekTa - none «X509v3 Subject Alternative Name» ceptudukara.

o UpeHtndukatop knova cybvekta — none «X509v3 Subject Key Identifier» ceptudumkaTa.

o PacwupeHHoe ncnonb3oBaHue knoda — none «X509v3 Extended Key Usage» ceptudmkaTa.
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Cocrae ceprudmkara

AlA: http:/faeva:8080/aecaCdp/api/v2/aia/get-aial17

CRL: hitp:/faeva:8080/aecaCdp/apiv2/cri/get-cri 16

DELTA CRL: http://aeva:8080/aecaCdp/api/iv2/crl/get-delta-crl/16
OCSP: URL12312 hitp-//faeva 8080/aeca-valocsp

B3 [locTyn K MHghopMaLMi © LeHTpe cepTudhmMkaLmn

PucyHok 19 - Bnok «CocTas ceptudukaTta»

4.4 Co3naHue 33ABOK Ha BbINYCK cepTUPUKATOB

BHumaHue! TexHonornvyeckun LleHTp cepTtudmkaumm ucnonb3oBaTb ANA BbiMycka cepTuduKaToB
3anpeLleHo.

4.4.1 Co3aaHue 3aABKU Ha 0CHOBaHuu 3anpoca PKCS#10

lpepBapuTenbHble YCI0BUS 419 CO34aHUS 3a8BKM HA OCHOBAHMM 3anpoca Ha Bbinyck ceptudukata PKCS#10:

®aiin ¢ 3anpocoM Ha Bbinyck ceptudumkata PKCS#10 B dopmate CSR nnm REQ gng nonyyatens ceptndukara
(cybbekTa pecypCHOW CMCTEMbI) JOMKeH OblTb NpeaBapuTEnbHO MOArOTOBNEH cpefacTBamu ctopoHHero [10
(HanpuMep, ¢ NoMoLLbl NpunoxeHus EauHeiii knneHT JaCarta).

®aiin ¢ 3anpocom Ha Bbinyck ceptudmkata PKCS#10 gonkeH 6biTb COOPMMPOBAH C YHETOM U3BECTHbIX AAHHbIX
wabnoHoB LleHTpa ceptudukauumn Aladdin eCA, nocTynHbIX nonyyatento cepTMPUKATOB (CyObeKTy pecypCcHO
CUCTEMBI) Ha OCHOBAHMM HA3HAYEHHbIX €My YMOJIHOMOYEHHbIM Monb3oBatenemM LleHTp peructpauumm
Aladdin eRA npaBun Bbinycka cepTMGUKATOB (Hanpumep, ANs UCnonb3oBaHus wabnoHa «Domain Controllers
[LN9 CO30aHUS 3as1BKM Ha BbIMYCK CepTUdMKaTa B 3anpoce AOMKHbI ObITb Yka3aHbl aTpubyTel «<DNS Name» 1 «MS
GUID»).

Ha ocHoBaHWW NpenocTaBneHHOro Npu CO34aHMKM 3a8BKK dana ¢ 3anpocoM paHee B LleHTpe cepTudumkaumm
Aladdin eCA, k koTopoMy nogkntodeH LleHTp pernctpaunm Aladdin eRA, He 66110 BbINyLWEHO CEPTUPUKATOB.

Mopsnok co3aaHus 3asBKM Ha BbINYCK cepTudmKaTa Ha ocHoBaHMK 3anpoca PKCS#10:

MonkntounTecsh Kk Beb-uHTepdelicy LleHTtpa peructpauun Aladdin eRA u nepeiigute B pasgen = 3anBKu.

;
Ha naHenu MHCTPYMEHTOB HaXMUTE KHOMKY u BblbepuTe B OTKPbIBLUEMCS CMMCKE CLEHapUi
co3aaHus 3asBku <Ha ocHoBaHuM 3anpoca> (cM. PucyHok 20).
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dubtsov@al.rd.ru ~ o

Co3nars 3anBky ~

Ha ocHoBaHuK 3anpoca
C 3akpbiTeim kniouom (PKCS#12)

Ha xnioueBoM HocuTENS

PucyHok 20 - Bbibop cueHapus co3naHus 3asBKu

o B otkpbiBweMcs okHe «Co3aaHue 3aaBku» (cM. PucyHok 21):

;
- Haxmute KHOMKy W YKaXXuTe NyTb K Gainy C 3anpocoMm Ha cepTudmkar.

- B cnucke «LlabnoH» BbiGepuTe LOCTYMHbINM WABMOH, MO KOTOPOMY GYAET BbiNyLLeH cepTudumkaT 22,

Co3pare 3anB
- Haxmurte kHOMKY .

Jarpy3aute 3anpoc

3anpoc_1.req

Buibepute wabnox

- LLiadnod
ECA-Auth

Coaparb 3aABky

PucyHok 21 - Bbibop daitna c 3anpocom u wabnoHa anga Bbinycka ceptudumkarta

MNMocne 3aBegeHMs 3asBKM (ain € 3anpocoM Ha BbINyck ceptudukata PKCS#10 MoxHO BbirpysnTb M3 LleHTpa
pernctpaumm Aladdin eRA. Bobirpyska goctynHa npu ntobom ctaTyce 3asBkW. Boirpysky daina ¢ 3anpocoM BO3MOXHO
BbINO/HWUTL Kak MpY NPOCMOTPe CMUCKA 3asBOK, TaK U U3 KAPTOYKM 3as1BKMU:

e HariguTe 3asBKy, M3 KOTOPOM HYXXHO BbIrpYy3uTb 3anpoc, B Cnucke (CM. pasgen 4.2), WwenkHUTe B KOJIOHKe

[Onepaummu] 3HauokK °<0nepau.m1 CTPOKU> U1 BblbepuTe B OTKPbIBLIEMCS CNUCKE [] <ckauar 3anpoc
PKCS#10> (cM. PucyHok 22).

% Monyuarento cepTudmkaTos (CybbekTy PC) 4OCTYMHbI WabioHbl B COOTBETCTBMM C YCTaHOBNEHHbIMM ANA Hero B LieHTpe pernctpaumm Aladdin
eRA ynosHOMOYEeHHbIM M0b30BaTENEM C PObID «AAMUHUCTPATOP» NMPaBUaMu Bbinycka. MpaBUiO BbiNycka MOXeT OblTb Ha3HAYEHO Kak
HernocpeACTBEHHO Mnonyyatento ceptudukaToB (cybbekty PC), Tak U rpynne 6e30nacHOCTM, B KOTOPYK BXOAWT NosyvaTtens cepTuduKaToB
(cybvekTb PC). MpaBuno BbiMycka Takxke onpeaensier pexuM ob6paboTku (pacCMOTpeHus) 3asBKU. B COOTBETCTBMM C MpaBMNOM BbiMycka
0bpaboTka 3asBKM U BbiNycK cepTudurKaTa MOXeT BbiNonHATbCS B LleHTpe ceptndukaummn Aladdin eCA kak B aBTOMaTU4eCKOM pexume
(aBTOMaTUUECKOE MOATBEPXKAEHME), TaK B PYYHOM (aBTOMATU3UPOBAHHOM) PEXMME MOMb30BATENSIMU C PONSAMU «AOMUHUCTPATOP» UM
«OnepaTtop» (NoATBEPXKAEHUE U OTKNOHEHUE 3asBKK).
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Cratyc Onepauun

Onugaet noATEEpXACHURA

Buinonnena

Bunonwena [ Crauats cepTuchmkar
CkayaTtb Lenoyky ceptndukaros
Cxauars 3anpoc PKCS#10
Ckavats CRL u3narena

Ckauarh LienoyKky CepTUtUKAaTOR U3naTens

PucyHok 22 — Bbirpyska 3anpoca Ha BbiNyCk cepTudumkaTta
o OTKpOWTe KapTOuKy 3asiBKU, U3 KOTOPOM HYXXHO BbIrpYy3uTb 3anpoc, (CM. pasgen 4.3), Ha NaHenn MHCTPYMEHTOB

WEeNKHUTE 3HAYOK n 1 BblbepuTe B OTKPbIBLLEMCSA CMIMCKE [ <Ckavars 3anpoc PKCS#10> (cm. PucyHok 23).

3aneka Nea07b5eb3-251b-4c7a-ba3f-1dd8f0238d5c  Orwaer nonmaepxnerun

OTmeHa 3aABKN

3aneka

B Cxauars 3anpoc PKCS#10

CueHapmi Ha ocHoeannu 3anpoca (PKCS#10)

PucyHok 23 — Bbirpyska 3anpoca Ha Bbinyck ceptudumkaTta
4.4.2 Co3aaHune 33ABKM C 3aKpbITbIM KNto4yomMm PKCS#12

MopsaoK co38aHMs 3a8BKM € 3aKpbITbiM Kntovom PKCS#12:
o [lopkntounTech K Beb-uHTepdelicy LleHTpa pernctpaummn Aladdin eRA v nepeiigute B pasgen B 3aa81u.

~
e Ha naHenu MHCTPYMEHTOB HAXMMUTE KHOMKY U BblbepuTe B OTKPbIBLUEMCS CMUCKE CLEeHapuit
co3faHug 3aa8kn <Ha ocHoBaHuu 3anpoca> (cM. PucyHok 20).

o B otkpbiBlieMca okHe «Co3faHue 3asBku» (war 1 cueHapus) (cMm. PucyHok 24) B cnucke «lLlabnoH» Bbibepute

o 1 >
LOCTYMHbIN WaboH, No KOTOPOMY GyaeT BbinyLleH cepTUdUKAT 2, U HaXKMUTE KHOMKY ,

BuiGepuTe WabnoH

 LLiaGnoH

ECA-Auth

MpopomiuTs -

PucyHok 24 - Bbibop wabnoHa ans Bbinycka ceptudukarta

20 Monyuatento cepTudmkaTos (Cybbekty PC) AOCTYMHbI WabioHbl B COOTBETCTBMM C YCTaHOBNEHHbIMM ANA Hero B LieHTpe pernctpaumm Aladdin
eRA ynonHOMOUYEeHHbIM M0Nb30BaTENEM C PObI «AAMUHUCTPATOP» NMPaBUAaMU Bbinycka. MpaBUiO BbiNycka MOXeT OblTb Ha3HAYEHO Kak
HernocpeACTBEHHO Mnony4yatento ceptudukaToB (cybbekty PC), Tak U rpynne 6e30nacHOCTM, B KOTOPYK BXOAMT nosyvaTtens cepTuduKaToB
(cybvekTb PC). MpaBuno BbiMycka Takxke onpeaensier pexuM ob6paboTku (pacCMOTpeHus) 3asBKU. B COOTBETCTBMM C MpaBMAOM BbiNycka
0bpaboTka 3asBKM U BbiNycK cepTudurKaTa MOXeT BbiNonHATbCS B LleHTpe ceptndukaummn Aladdin eCA kak B aBTOMaTU4eCKOM pexume
(aBTOMaTUUECKOE MOATBEPXKAEHME), TaK B PYYHOM (aBTOMATU3UPOBAHHOM) PEXMME MOMb30BATENSAMU C PONSAMU «AOMUHUCTPATOP» MM
«OnepaTtop» (NoATBEPXKAEHUE U OTKNOHEHUE 3asBKK).
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o B otkpbiBweMcs okHe «Co3gaHue 3asaBku» (war 2 cueHapwms) (cM. PucyHok 25) ykaxuTe aTpubyTbl nonyyartens
ceptudumkaToB (cybvekrta PC):

3
U 3HayeHus aTpuOYTOB 3aMONHAOTCS aBTOMATMYECKM B COOTBETCTBMM C AaHHbIMWM MonyvaTens cepTMdUKaToB
(cybbekta PC), nonyyeHHbiMu m3 LleHTpa ceptudukaummn Aladdin eCA, Bbibepute B cnucke aTpubyta HyxHoe
3HayeHue unu LobaBbTe HOBBIM TaKOW e aTpubyT C APYrMM 3HaYEHUEM.

- [lpu HeobxoaumocTu BbibepuTe B CMCKax aTpuOYTOB HyXHble 3HauyeHus (BblbOp OOCTyneH, eciu B
aTpubyTax nonyyatens ceptudukatoB (cybbekTa PC) cOaepXnUTCS HECKOBKO 3HaYeHui (cM. PucyHok 25).

Yraxute AaHHbie ECA-User-Nei

- Common name

' Dybuoe

‘Country
RU

RU
BY

MNpopgommTs >

PucyHok 25 - PepaktupoBaHue aTpmbyToB nonyyatens ceptupukaTtos (cyobekta PC)

- Tpu HeobxoamMMocTh AobaBbTe HOBblE aTpUBYThI. [As 3TOro HaxMUTE PAAOM CO CMMCKaMu aTpubyToB

+
KHOMKY . “ BbibepuTe B CMMCKAX HOBbIX aTPUBYTOB HYXXHble 3HAa4YeHWs (BbIOOp AOCTyMeH, ecnu B
atpubyTax nonyyarens ceptudukaTos (cybbekta PC) cooepXmTCs HECKONbKO 3HaYeHuI) (CM. PUcyHOK 26).

Yranure naHHbie ECA-User-Net

- Common name
Ny6uos

- Country
RU

BY

MNpopommTe -

PucyHok 26 - [lobaBneH HOBbIM aTpubyT

MNpn HeobxopumocTn nobasneHHble aTpMbyTbl MOXHO yAANATb. [ 3T0ro HaxmuTe psaoM CO CMUCKOM

aTpmbyTa KHOMKY ﬂ

[J B cnyyae otcytctBusa y nonyyatens ceptudumkatoB (cy6bekta PC) o6g3aTenbHbix no wabnoHy atpubyToB noa
CNUCKOM aTpubyTa oTobpaxaeTcs coobieHne 06 owmnbke (cM. PucyHok 27). Mpu 3TOM co3aaHme 3a8BKM Ha BbINYyCK
cepTuduKaTa no LaHHOMY WabNOHY HEBO3MOXHO.
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Yraxute navHsie Domain Controller

- Common name

llybuos

PucyHok 27 - Y nonyyatens ceptudukatoB (cybbekta PC) oTcyTCcTBYIOT 06513aTenbHble Mo WabiioHy aTpubyTbl

/J Ecnm y nonyyatens ceptudukartos (cybbvekta PC) oTCyTCTBYIOT Heobs3aTenbHble MO WabnoHy aTpubyTel, npouecc
3aBe[eHMs 3a8BKM Ha BbIMyCK cepTUdMKaTa MOXHO NPOAOMKUTDL (CM. PucyHok 28).

Yraxure navHsie ECA-User-Nei

- Common name

' Dybuos

MNpopomiuTs -

PucyHok 28 - Y nonyyatens ceptudukatos (cybbekta PC) oTCyTCTBYIOT Heobs3aTenbHble No WabfoHy aTpubyTbl
- [locne pepakTMpoBaHus aTtpubyToB nonyuvatens ceptudukatos (cybvekta PC) Haxmute KHOMKY
e B otkpbiBlweMcs okHe «Co3paHue 3a8Bku» (war 3 cueHapus) (cM. PucyHok 29) B COOTBETCTBYHOLIMX MONSX
3a[aiTe M NOATBEPAUTE NAPONb AN KoHTeMHepa PKCS#12 u HaXMUTE KHOMKY .
Maponb fomkeH yaoBNETBOPATL CieayWwuM TpeboBaHUAM:
- [nuHa - He MeHee 8 CMMBONOB.

Maponb fonxeH cogepxatb He MeHee 0AHOro CMMBOIA U3 CefyoWUX KaTeropuin:
o  CTpouHble ByKBbl aHINMIMCKOro andaBuTa OT a [0 2.

o [lponucHble BykBbl aHrAMICKoro andasuta ot A 1o Z.

o [HecatnyHblie umdpbl ot 0 0o 9.

/J ‘ Ona npoCMOTpa BBOAMMbIX CUMBOJIOB Napond WEeNKHUTE B NOJIE 3HAYOK @

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos

Cmp. 30/ 63




LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.ANAE.03.01.020 34 02

CozpgaiiTe napons AnA 3aWTsl KNIYEeBoro KoHTelHepa PKCS#12

- MNapone

- MoTBEpXAEHHE Napona

Password123

MNpoponsuTs =

PucyHok 29 - YctaHoBka napons ang koHteiHepa PKCS#12
o B otkpbiBweMcs okHe «Co3paHue 3aaBkux» (war 4 cueHapus) (cMm. PucyHok 30):
- B cnucke «Anroput™m kntouya» BblbepuTe anroputM reHepaumu KIKYEBOM napbl (CMMCOK anroputMoB
onpepenseTcs BblIbpaHHbIM WabNOHOM).

- B cnucke «[InuHa knoua» BbiGepuTe AIMHY KNtoYa (MUHUMMANbHAsA AOCTYNHas Ans BbiGopa ANMHa Koua
onpeaensercs BbiGpaHHbIM WaBNOHOM).

Co3pare 3ane
- Haxmurte kHOMKY .

Ykaxmre napaMeTpbl Kpuntorpadun

- ANTopuTM Knioua

| RSA

- [INuHa kmoua

| 1024

Co3nars 3aABKy

PucyHok 30 - Bbibop anroput™a BbipaboTKM KNHOYEBOM Napbl U ANUHBI K/OYa

4.4.3 Co3paHue 3aABKU Ha KIOYEeBOM HocUTene

BHumaHue! Bbinyck ceptudmkaron ¢ anroputmom knroya NOCT P 34.10-2012 n anvHown knroya 512
BO3MOXEH TONbKO Ha KrntoyeBbIX HocuTtensax JaCarta-3.

BHumaHue! orpaHVI‘-IEHVIﬂ no BO3MOXHOCTAM TreHepauuMn AOnsa Krnw4YeBbiX HocuTenen PyTOKeH
npuBegeHbI Ha odmuManbLHOM canTe NPOou3BOAUTENSA.

I'Ipe,u,BapMTeanble ycnosua ong Cco3gaHuna 3ad4BKM Ha BbINYCK CepTl/I(bl/IKaTa Ha K/lo4eBOM HOCUTENE!:

e Ha komnbloTepe, C KOTOPOro BbIMOMHAETCS NoAKNOYeHMe K Beb-nHTepdeicy LleHTpa pernctpaumm Aladdin eRA,
LOMKHO BbITb ycTaHOoBNEHO npunoxeHue JC-WebClient unu MO «PyTokeH MNnarnH».

o K koMnbloTepy, C KOTOPOro BbINOAHAETCA NOAKNOYeHMe K BeB-nHTepdency LieHTpa pernctpaumm Aladdin eRA,
LO/MKeH 6biTb MOAKAOYEH NOALEPXKMBAEMDbIN KNHOHYEBOW HOCUTENb (3NEKTPOHHbIN KHOY).

HODFI,D,OK CO30aHMA 3aaBKKU Ona MNopTa cemechKaTa Ha K/Il0YeBOM HOCUTENb:

o [lopkntoumtech Kk Beb-uHTepdeicy LleHTpa pernctpaunm Aladdin eRA v nepeiigute B pazgen E 3anBKu.
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;
e Ha naHenu MHCTPYMEHTOB HaXMWTE KHOMKY n BbibepuTe B OTKPbIBLUEMCS CMIMCKE CLEeHapuii
co3aaHug 3aasku <Ha knroueBom Hocutene> (cM. PucyHok 20).

U Ecnm npunoxerune JC-WebClient nnm MO «PyTokeH MNnaruH» He ycTaHOBNEHO (CM. PucyHok 31) unu Kk komMnbloTepy
He NOAKJIIYEH KN0YeBOM HoCUTeNb (CM. PUCYHOK 32), co34aTb 3asBKY Ha K/IKOYEBOM HOCUTENE HEBO3MOXHO.

MO ans paboTel C KNIOYEBLIMK HOCUTENAMMW HE YCTAHOBNEHO

[lnA paboTl ¢ KMIOYEBLIMM HOCHTENAMKU CHauana ycTaHoeuTe Heobxogumoe M0,
Hanpumep, «JC-WebClients, 1 nepeaanycriTe NpoLect CO3NAHMA 3aABKN.

PucyHok 31 - lMNpunoxexue JC-WebClient He ycTaHoBREHO

HeT QoCTYNHEIX YCTPOWCTB

TMoaKNIouUTe YCTPOACTBO M NEpe3anyCcTHTe NpoLecc
CO30aHWA 3aABKN.

PucyHok 32 — KntoueBoi HOoCHUTeNb He NMOAKIOYEH K KOMMbIOTEPY
o B oTkpbiBwemMcs okHe «Co3aaHue 3asBku Ha cepTudumkat» (war 1 cueHapus) (cM. PucyHok 33):

- B cnucke «YcTpoiicTBo» BbIBEpUTE NMOAK/IOUEHHDIN KIHOUYEBOWM HOCUTEND.
- B none «PIN-koa» BBegute PIN-Kog gocTyna K Knio4eBOMYy HOCUTENIO.

- B cnucke «LLiabnoH» BbibepuTe OOCTYMHbIN WabBA0H, MO KOTOPOMY ByaAeT BbinyleH ceptudukar 2L,

Mpopomxure >
- Haxmute kHOMKY .

BribepuTe yCTpoiicTBO M WwabnoH

- Yrpoiicran

‘ JaCarta#1209BFE1 131071

- PIN-ko

ECA User|

MpoponsuTe =

PucyHok 33 - Bbibop kntoueBoro HocuTens v wabnoHa ans Bbinycka ceptudukara

2! Monyuatento cepTndmkaTos (CybbekTy PC) 4OCTYMHbI WabioHbI B COOTBETCTBUM C YCTaHOBNEHHbIMM Ans Hero B LleHTpe pernctpaumm Aladdin
eRA ynosHOMOYEeHHbIM M0Nb30BaTENEM C PObI «AOMUHUCTPATOP» NpaBunaMu Bbinycka. MpaBuo BbiMycKa MOXET BblTb HA3HAYEHO Kak
HernocpeACTBEHHO Mnonyyatento ceptudukaTtoB (cyobekty PC), Tak 1 rpynne 6e3onacHOCTM, B KOTOPYK BXOAMT MonyyateNb cepTMOUKATOB
(cybvekTb PC). MpaBuno Bbinycka Takxke onpeaensier pexuM ob6paboTku (paccMOTpeHwus) 3asBKU. B cOOTBETCTBMM C MpaBMIOM BbiMyckKa
0bpaboTka 3asBKM U BbiNycK cepTudurKaTa MOXeT BbiNonHATbCS B LleHTpe ceptndukaummn Aladdin eCA kak B aBTOMaTU4eCKOM pexume
(aBTOMaTUuECKOE MOATBEPXKAEHME), TaK B PYYHOM (aBTOMATU3UPOBAHHOM) pEXMME MOMb30BATENAAMU C PONSMU KALMUHUCTPATOP» UK
«OnepaTtop» (NoATBEPXKAEHUE MU OTKNOHEHUE 3asiBKM).
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e B oTkpbiBlwemcs okHe «Co3paHue 3as9BKM Ha cepTudwukat» (war 2 cueHapus) (cM. PucyHok 34) ykaxute
aTpubyTbl Nnonyyatens ceptudukaTtos (cybvekta PC):

3
U 3HayeHus aTpuOYTOB 3aMONHAOTCS aBTOMATMYECKM B COOTBETCTBMM C AaHHbIMWM MonyvaTens cepTMdUKaToB
(cybbekta PC), nonyyeHHbiMu u3 LleHTpa ceptudukaummn Aladdin eCA. Boibepute B cnucke aTpubyTta HyxHoe
3HayeHue unu LobaBbTe HOBbIN Takow e aTpubyT C APYrUM 3HAYEHMUEM.

- [lpn HeobxopmMMocTM BbibepuTe B CMMCKAX aTpMOYTOB HYXHble 3Ha4yeHUs (BblIBOp AOCTyMeH, ecnu B
aTpubyTtax nonyyarens ceptudukartos (cybbekta PC) copepxumTcs HECKONbKO 3HaueHui) (CM. PucyHok 34).

Yekaxute nauHsle - ECA-User-Nei

- Common name

| youos

Country
RU
RU

BY
Mpoponxure >

PucyHok 34 - PepaktupoBaHue aTpubyToB nonyyatens ceptupukaTtos (cyobekra PC)

- Tpu HeobxoamMMoCTH fo6aBbTe HOBble aTpuByTbl. [ 3TOr0 HaXMUTE PAAOM CO CMMCKaMu aTpubyToB

+
KHOMKY . n BbibepuTe B Cnmckax aTpMByTOB HyXHble 3HavyeHus (BbIBOp JOCTyneH, ecin B aTpubyTax
nony4yatens cepTudukaTtos (cybbekta PC) conep>KMTCS HECKONbKO 3Ha4YeHui) (cM. PucyHok 35).

Ykaxure naHHble - ECA-User-Net

- Common name

' fyouos

~ Country

‘RU

MNponomiuts =

PucyHok 35 - [lobaBneH HOBbIN aTpubyT

- [ob6asneHHble HOBble aTPUBYTbl MOXHO YAANATb. [11g 3TOro HaXXMuTe pSaoM C aTpnbyToM KHOMKY ﬂ

B cnyuae otcyTcTBMA y nonyyaTens ceptudukatoB (cybbekta PC) o6s3atenbHbix no wabnoHy aTpubyToB non
2 CnMcKoM aTpubyTa oTobparkaeTcs coobuieHue 06 owmnbke (cM. PucyHok 27). MNpwu 3TOM co3aaHMe 3a9BKM Ha BbIMyCK
[/j ceptudmKaTa No faHHOMY WabNOHY HEBO3MOXHO.

Ecnm y nonyyatens ceptudumkartos (cybbvekta PC) oTCyTCTBYIOT Heobs3aTenbHble No WwabnoHy aTpubyThl, Npouecc
3aBefEeHMS 3a9BKM HA BbINYCK CEPTUPUMKATA MOXKHO NPOAOIXKUTL (CM. PrucyHok 28).

Mpopomyute >
- Mocne penakTMpoBaHua anM6yTOB nonb3oBaTens (Cy6'bEKTa) HaXXMUTE KHOMKY
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o B oTkpbiBweEMcs okHe «Co3aaHuMe 3a89BKM Ha cepTudumkaT» (war 3 cueHapus) (cM. PucyHok 36):
- B cnucke «Anroput™m Kkitouya» BblbepuTe anroput™M reHepaumu KI4eBOM napbl (CMMCOK anropuTMoB
onpegnenseTcs BbIbpaHHbIM WABNOHOM).
- B cnucke «AnuHa kntoya» BbibepuTe AJIMHY KoYa (MMHUMaNbHas AOCTYNHas Ang Bbibopa AnMHA KAYa

onpeaenseTcs BbiIopaHHbIM WabnoHOM).

Co3pars 3aABky =
- Haxmute KHOMKy .

BuibepuTe napameTphl KOHTEHHEPA

AnNTopuTM Enua
rOCT P 34.10-2012 - |

- [INWHa kmoua
|z ")

Coanars 3anBKy >

PucyHok 36 — Bbibop anroputMa BbipaboTKM KNHOYEBOM Napbl U ANUHBI K/TOYa

o B otkpbiBlieMcs okHe «Co3aaHue 3a8BKM Ha cepTudukaT» (npouecc GOpMUPOBAHUS 3a8BKM U €ro pesynbTar)

(cM. PucyHok 37) oTobpaxatTcs npouecch:

- [eHepauuwu kntoyeBon napeol.
- [enepaumu 3anpoca.

- Co3paHus 3as8BKU.

YcnewHoe 3aBepLlIeHNA KaXKaoro npouecca noMevyaeTcq 3Ha4ykoM 9.

3anBka Ha cepTuchukar yCrelHo co3faHa

Mmnopt ceptudmkaTa Ha KINIYEeBoA HocuTenk OyneT nocTyneH
npu Nepexoje 3aABKU B cTaTyc «OxuaaeT umnopra Ha KH»

PucyHok 37 — 3agBKa Ha BbINyCK CepTUPMKATA HA KNHOYEBOM HOCUTENE 3aBeAeHa YCNeLHO

B cnyyae BO3HMKHOBEHWUS OWIMBOK Npu HOPMUPOBAHMM 3a9BKM NMPOLLECC MOMEYAETCS 3HAYKOM &,

P
U HekoTopble TNbl KAKYEBbIX HOCUTENEN MOAAEPXKMBAIOT OnpefeneHHblt Habop anropuTMoB BbIPabOTKM
K/t0YeBbIX Nap (Hanpumep, B NpMBELEHHOM HWXE NpUMeEpe MpU CO34aHUM 3asiBKM Ha BbIMYCK cepTuduKaTa Ha
3nekTpoHHOM ktoue JaCarta-2 TOCT 6bin BbIOpaH Henoaaepxueaemblii anroput™ RSA) (cm. PucyHok 38).

Pykosodcmeo nonyyamens cepmugukamos
Cmp. 34/63
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PucyHok 38 — BblbGpaHHbI anropuT™M He NOAAEPXKMBAETCS B MCNOJIb3YEMOM KIHOYEBOM HOCUTENE

[lns 3aBepluieHuns npouecca co3faHuUs 3asBKM B HE3aBUCMMOCTM OT €ro pe3y/bTata HaXKMUTE KHOMKY -
MMnopT cepTudmkata Ha KIOYEBOM HocuTenb  (CM. paszen 5.8) Oynetr pocTyneH  (CTaTyCc  3asBKM
«Oxumpaet umnopta Ha KH») nocne ogHoro 13 cneayrowmx cobbITUii:

o [loaTBepyaeHue 3asBKM YNOJHOMOYEHHbBIM NONb30BATENIEM U BbINYCK cepTudukaTa B LleHTpe cepTudumkaumm
Aladdin eCA.

e ABTOMaTMYeCkoe MOATBEPXKAEHME 3a89BKM U BbINYCK cepTudukata B LleHTpe ceptnudukaumm Aladdin eCA.

4.5 OTMeHa 33aABKM

MonyyaTens ceptudukaToB (CybobekT PC) MOXET OTMEHUTbL TOJIbKO CO34aHHbIE UM 3aSBKM (HanpuMep, No NpuyYnHe
yKa3aHus B 3aBKe HEKOPPEKTHbIX AaHHbIX). OTMEHUTb 3a8BKY BO3MOXHO, ecu ee cTaTyc «OXunaaeT NnoaATBEPXKAEHUSAY UK
«OwnbKa BbINycka.

BbINONHWUTD OTMEHY 3asiBKM BO3MOXHO Kak NMpy NPOCMOTPE CMMCKA 3a8BOK, TaK U U3 KapTOYKM 3asIBKM.

MopsaoK OTMEHbI 3a8BKK, CO3AaHHOM nonyyateneM ceptudukaTos (cybbektom PC), cnocobom N21l:

o [lopkntounTech K Beb-uHTepdelicy LleHTpa pernctpaummn Aladdin eRA v nepeiigute B pasgen B 3aa81u.

o VHUUMUPYIITE NPOLLECC OTMEHbI 3as1BKU OAHUM U3 CIefyHoLWMX CnocoboB:

- Hanaute 3asBKy, KOTOpyl0O HEOBXOAMMO OTMEHWTb, B CNMUCKe (CM. pasgen 4.2), WenkHWTe B KOJOHKe

[Onepauum] 3Hauok ° <Onepaumu cTpoku> 1 BbibepuTe B OTKpbiBLIEMCS cnincke Eal <OTMeHa 3asBKu>

(cm. PucyHok 39).

Cratyc Y
OnmpaeT nogreepkaeHuA

OxmMpacT nogTECP¥ASHUA

OTMmeHa 3aABKKH

PucyHok 39 - MHuumanmsaums npouecca oTMEHbI 3asiBKM Ha BbINYCK cepTuduKaTta B CNCUKe
- OTkpoiiTe KapTOUKy 3asiBKM, KOTOPYIO HEOOXOAMMO OTMEHUTD (CM. pasfen 4.3), Ha NaHeNu UHCTPYMEHTOB

KapTOYKKU 3ad4BKU LWENKHUTE 3HAYO0K n n BbI6epMTe B OTKpbIBWWEMCA CNUCKe <0TMeHa 3a9BKU>

(cm. PucyHok 40).

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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3anaBka No098147fe-9696-427a-a59e-0ce88cdB8243d  Oxunaer noameepxaetun

OTmeHa 3aABKu

3aneka A~

CueHapwii C 3aKphiThim kmiouom (PKCS#12)

PMCYHOK 40 - MHuumanumsaums npouecca OTMEHbI 3ad9BKKU Ha BblMYCK CepTl/Id)l/IKaTa 13 ee KapTo4ku

e B OTKPbIBWIEMCA OKHE B Mone «KOMMEHTapVIﬁ» YKaXuUTe npnuynHy OTMEHbI 3a9BKU N HAXKMUTE KHOMKY m

(cM. PucyHok 41).

Bbl YBEPEHbI, 4YTO XOTUTE OTMEHUTE 3asBKY?

KommeHTapuii
B 3anBKe yKa3aHbl HenpaBUIbHLIE ,Cl,aHHbIGl \

OTMEeHUTL

PucyHok 41 - YkasaHue NpuunH nepes OTMEHOW 3asiBKM HA BbIMYCK cepTudUKaTa

[J Mocne oOTMEeHbl 3asBKM YKa3aHHbI KOMMeHTapui 6yaeT [OCTyneH A1 NpOCMOTpa B KAapTOYKe 3asBKM
(cm. paspen 4.3) B atpubyte «KommeHTapuit» bnoka «3asska» (cM. PucyHok 42).

3anBka Nec0447be1-c3f4-4912-a72b-d576bc22f34b | Omeresa

3anBka

CueHapuil Ha wnioueeom Hocutene
LLlaBGnoH ECA-User

LleHTp ceprudmraumn CAA1

BHelHKWii naeHTUdMKaTOp

Ilara co3naHua 03.06.2025 12:51:28

[ara obpaboTkn 04.06.2025 11351

dubtsov@al.rd.ru | B 3aneKe ykazaHsbl

KOMMeHTﬂDHH HelpaBwlbHble aHHLIE

PucyHok 42 — KoMMeHTapuit 3aHeceH B KapTouky OTMEHHOM 3asBKM

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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5 YMNPABJIEHWNE BbIMNYWEHHBIMW 10 3AABKAM CEPTUOURATAMU

5.1 O6wue cBegeHnnA o pabore ¢ ceptudpuKaTamm

MHuumanm3aums npouecca Bbinycka ceptudukata B LleHTpe ceptudumkaumm Aladdin eCA pns nonyyatens
ceptudmkatos (cyobekta PC) HaumMHaeTcs:

e [locne noaTBepXAeHMS 3asBKM YMOMHOMOYEHHbIMM Monb3oBaTensMu LleHTa pernctpaumm Aladdin eRA ¢
ponsMu «AgMUHUCTpaTOp» UK «OnepaTop» B PyYHOM pexuMe (pexuM onpenensietcs npasunamu BbiNycka,
YCTaHOB/IEHHbIMM AJ19 nonyyatens ceptudukaTos (cybbekta PC)).

e B aBTOMaTMyeCcKoM pexume (pexuM onpenensieTcs NpaBMNaMu BbiMyCKa, YCTAHOBAEHHbIMU ANS Noay4vaTtens
ceptudukaTos (cybbvekta PC)).

Mocne ycnewHOro BbIMyCKa cepTU@MKATA 3asBKe, MO KOTOPOM OH Obll BbIMYLEH, HA3HA4YaeTca CTaTyc
«BbinonHeHa.

// 3agBKaM, 3aBefeHHbIM MO CLEHapUI0 Ha KIKYEBOM HOCWUTeNe, NOC/Ie YCMEeWHOro BbiNycka CcepTUhMKATOB
HasHavaeTcs cTatyc «Oxupaer umnopta Ha KH». Cratyc «BbinonHeH» Ha3HayaeTCcs TakMM 3asBKaMu nocse
MMnopTa cepTuduKaTa Ha KIOYEBOM HOCUTENb (CM. pa3gen 5.8).

Mocne Bbinycka ceptudukarta nonyyarento ceptudukaTtos (cyovekty PC) mocTynHel cnepytolime onepauuu:
e Beoirpyska daiina c ceptudukatom B popmate PEM (cm. paspen 5.2).

e Boirpyska daina uenouku ceptudukatos B dopmate PEM (cM. pasgen 5.3).

e Brirpyska daiina co cnnuckom oto3BaHHbIxX ceptnudukatos (CRL) B dopmate CRL (cm. paspen 5.5).

e Brirpy3ka daiina c uenoykon ceptudukaToB usnarens B popmarte PEM (cm. paszen 5.6).

o Buirpyska darina c koHTeriHepoM 3akpbiToro kntoda PKCS#12 B popmate P12 (cm. paspen 5.4).

17, Bbirpy3ka [oCTynmHa TOAbKO AN 3asBOK, 3aBefEHHbIX MO CLEHapuio C 3akpbiThiM  KatoyoM PKCS#12
(cm. paspen 4.4.2).

e OT3bIB CEPTUDUKATOB, BbIMYLLEHHbIX MO 3asBKaM (CM. pasgen 5.7).

(/ Monyuatento ceptudukatos (cybwvekty PC) gocTyneH 0T3bIB KakK CepTUPMKATOB, BbINyLWEHHbIX N0 COBCTBEHHbLIM
3asBKaM, Tak U cepTUdMKATOB, BbIMYLLEHHbIX MO 3a8BKaX, 3aBEAEHHbIX YNOJHOMOYEHHbIMU MOb30BATENSAMU C
ponamu «AgMuHucTpaTop» u «Onepatop» LleHTpa peructpauum Aladdin eRA.

e MMnopT ceptudukaTa Ha KNOUYeBON Hocutenb (CM. pasaen 5.8).

Y ‘ MMnopT [OCTyNeH TONbKO ANS 3as1BOK, 3aBeAEHHbIX MO CLeHapUio Ha Klo4eBOM HocuTene (cM. pasgen 4.4.3). ‘

Ecnu no noateepxaeHHOM 3aaBke unun 06pabaTbiBaeMoMr B aBTOMATUUECKOM pexxnme cepTuduKaT He BbIMyLLEH N0
KaKoM1-n1 NpuuMHe, TaKoM 3asBKe Ha3HavaeTcs ctatyc «OwunbKa BbIMycKa.

5.2 Bbirpy3sKa ceptudpukara

Boirpysky ¢aina ¢ cepTMPMKATOM BO3MOXHO BbIMOJAHUTL KaK MpU MPOCMOTPE CMMCKA 3a9BOK, TaK M U3
KapTOYKM 3asIBKMU.

Mopsipok BbIrpy3ku ceptudukaTa nonyyatens ceptudpukaTos (cybbvekTta PC):
o [lopkntoumtech k Beb-uHTepdency LleHTpa pernctpaunm Aladdin eRA v nepeiigute B pasaen = 3anBKu.

e Boirpysute ain ogHUM K3 Cnepyrowmnx cnocobos:

- Hanawute 3aaBky B cnucke (cM. pasgen 4.2), wenkHuTe B KonoHke [Onepauum] 3HayvoK ° <Onepauum
CTPOKMU> 1 BbiOepuTe B OTKPbLIBLUEMCS CNIUCKE [ <Ckaars ceptudukar> (cM. PucyHok 43 ).

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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Craryc Y Onepauwvm

Craryc Y Onepaumm

Craryc Y Onepauun

Buinonuewa
Buinonkexa

Bunonwe: [  Ckauarts ceptudmkar Brinonkena

Cxauarb ceptudmear

Crauarth Lenodky ceptudgukatos

Bunonket [  Ckauats ceprudukar

CxayaThb LienouKy cepTuuKaTos Buinonxes

" . B Cxauars koHTeiiHep PKCS#12
Cxauarb koHTeiiHep PKCS#12 CkayaTb LenoyKy cepTuKaTos

Buinonxer

B Ckauyate CRL uagarena

Crayarte CRL nanarena Ckayare CRL naparena

B Ckauars Lenouky ceptuukaTtos usaarens

CkavaTh LienouKy CepTUhUKATOB U3natens CkauaTh Lenoqky cepTUdMKaToR uanarens

a) 3asBKa Ha ocHoBaHuK 3anpoca PKCS#10 6) 3asBKa c 3aKpbITbIM Knto4om PRCS#12 B) 3asBKa Ha K/IIOYEBOM HocuTene??
PucyHok 43 — Bbirpyska cepTudukaTa, BbINyLEHHOTO MO 3as9BKaM C pasHbIMK CLEHapUAMM CO3AaHUS

- OtkpoWTe KapTouKy 3as8BKM (CM. pa3gen 4.3), Ha NaHeNn MHCTPYMEHTOB LLENKHUTE 3HAYO0K u n BblbepuTe
B OTKpPbIBLUEMCS CMIUCKE [ <Ckauarb ceptudumkar> (CM. PucyHok 44).

Cravatb cepTudmrar § Crauars ceprudmrar

CkauaTb Lenouky cepTubukaToB § Ckauarb Lenodry cepTudukaroB Ckauatb cepTudpmkat

Ckavarh 3anpoc PKCS#10 § Ckauarb KoHTeliHep PKCS#12 Crauatk 1ienoJuky cepTudukaTos

Ckauats CRL u3narens § Ckauyats CRL wagatens j Crauate CRL uzparena

CkavaTb 1enoyky cepTuMKaToB uinarens § Crkauarb Lenoyky CepTU@UKaToB u3narens Ckauats UEnouky CepTUUKATOB naaarens

a) 3asBKa Ha ocHoBaHuM 3anpoca PKCS#10 6) 3asBKa ¢ 3aKpbITbIM KIto4om PRCS#12 B) 3asBKa Ha K/1l04eBOM HocuTene?’

PucyHok 44 - Bbirpyska ceptmdmkaTa, BbiNyLLEHHOO MO 3a8BKaM C Pa3HbIMU CLEEHAPUSMM CO3AaHMS

5.3 BbIrpy3Ka ueno4Yku cepTupuKaTos

Boirpysky ¢aina ¢ uenoykon cepTudmuKaToB BO3MOXHO BbIMOMHUTL KaK Npu MPOCMOTPE CMMCKA 3as8BOK, Tak U U3
KapTOYKM 3a9BKMU.

MopspoK BbIrPY3KKM Lenoyku ceptudumkata nonyyatens ceptudukarto (cybbekta PC):
o [logkntouuntech k Beb-uHTepdeiicy LleHtpa pernctpaummn Aladdin eRA u nepeiioute B pasaen B 3as8ku.

o Boirpysute daiin ooHMM U3 Cnefyowmnx cnocobos:

- Hanawute 3aaBky B cnucke (cM. pasgen 4.2), wenkHuTe B KonoHke [Onepauum] 3HauvoK ° <Onepauun
CTPOKU> 1 BbibepUTE B OTKPbIBLIEMCS CMIUCKE [ <cxavars LLenouKy cepTuduKaToB> (CM. PucyHok 43 ).

- OTkpoiTe KapTouKy 3asBKM (CM. pasgen 4.3), Ha NaHen MHCTPYMEHTOB LLEeNKHUTE 3Ha4Y0K n v BbibepuTe
B OTKPbIBLUEMCS CMIMCKE [ <cxauars uenouKky ceptudukaTos> (CM. PUCYHOK 44).

5.4 Bbirpy3sKa KoHTenHepa PCKS#12

Boirpysky davina ¢ koHteriHepoM PCKS#12 BO3MOXHO BbINOSHUTL KAK MPU MPOCMOTPE CMMCKA 3a8BOK, TaK U U3
KapTOYKM 3aIBKMU.

Mopsanok BbIrpy3ku KoHTerHepa PCKS#12:

o [logkntoumtech Kk Beb-uHTepdency LleHTpa pernctpaunm Aladdin eRA v nepeiigute B pasaen E 3anBKu.

22 339BKa Ha K/IIO4EBOM HOCUTeNe nocne nMnopTa CepTlflq)MKaTa Ha KKYEBOM HOCUTENb.
3 339BKa Ha K/TIO4EBOM HOCUTeNe nocne MMMopTa CepTVId)VIKaTa Ha KIKYEBOM HOCUTEND.
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e Buirpysute dain ogHMM 13 cnepyoWwmnx cnocobos:

- Havpwute 3agBKy B cnucke (cM. pasgen 4.2), wenkHute B KonoHke [Onepaumn] 3Ha4oK 0 <Onepauum
CTPOKMN> 1 BbibEpUTE B OTKPbIBLIEMCS CMINCKE [ <Ckavars KoHTelHep PCKS#12> (cm. PucyHok 43 ).

- OTtkpo#Te KapTouKy 3a8BKM (CM. pa3gen 4.3), Ha NaHeNU UHCTPYMEHTOB LLEJIKHUTE 3HA4YO0K n n BbibepuTe
B oTKpbIBLUEMCS crivcke Lt <CkauaTb KoHTelHep PCKS#12> (cM. PucyHok 44).

5.5 Bbirpy3Ka cnucka oto3BaHHbIx cepTupukatos (CRL)

Bbirpysky dana co cnuckoM oTo3BaHHbIX cepTudmkaTos (CRL) BO3MOXHO BbIMONHWTL Kak NPy NPOCMOTPeE CMCKa
3a5BOK, TaK U U3 KapTOYKM 3a5BKMU.

MopsipoK BbIFPY3KKM CMMCKA 0TO3BaHHbIX ceptudukaTos (CRL):
o [lopkntounTech K Beb-uHTepdelicy LleHTpa pernctpaummn Aladdin eRA v nepeiigute B pasgen B 30810,

e Bbirpysute daiin o4HMM U3 CieayoWwmnx cnocobos:

- Hanawute 3asaBky B cnucke (cM. pasgen 4.2), wenkHute B KonoHke [Onepauum] 3HayvoK ° <Onepauum
CTPOKMN> 1 BbiGEpPUTE B OTKPbIBLIEMCS CMINCKE [ <Ckauars CRL usparens> (cM. PucyHok 43).

- OtkpoWTe KapTouKy 3as8BKM (CM. pa3gen 4.3), Ha NaHeNn MHCTPYMEHTOB LLEeNKHUTE 3HAYO0K n n BblbepuTe
B OoTKpbiBLUIEMCS crimcke Lt <Ckauatb CRL uspatena> (cMm. PucyHok 44).

5.6 Bbirpy3sKa ueno4ykun ceptupuKkaTos uspartena

Bblrpy3Ky q)aﬂna C Lenoykom CepTMdJVIKaTOB n3patensa BO3MOXHO BbIMOJIHUTb KaK NPU MPOCMOTPE CNMCKa 3aaBOK,
TaK U U3 KapTOYKM 3a9BKMWU.

MopsfoK BbIFPY3KM LENoYKM cepTUhUKATOB U3LaTeNs:
o [lopkntounTech K Beb-uHTepdelicy LleHTpa pernctpaummn Aladdin eRA v nepeiigute B pasgen 3aaBku.

e Bbirpysute daiin 0oHWUM U3 CNeayoWwmx cnocoboB:

- Hanawute 3asaBky B cnucke (cM. pasgen 4.2), wenkHuTe B KonoHke [Onepauum] 3Hayvok ° <Onepauum
CTpOKM> U1 BblbepuTe B  OTKPbIBLIEMCA  CMMCKE [l <Ckavatb LLlenouKy cepTudUKaToB usparens>
(cM. PucyHok 43 ).

- OTkpoWTe KapTouKy 3a8BKMU CM. pa3aen 4.3), Ha NaHenu UHCTPYMEHTOB LLENKHUTE 3HAYOK n u BbibepuTe
B OTKpbIBLUEMCS crnucke Ll < CKayaTb Lienoyky ceptudukaToB usgarena> (CM. PucyHok 44).

5.7 OT3bIB cepTUPUKATA

Y066l 0TO3BaTL CEpTUDMKAT, 3asiBKA MO KOTOPOK OH ObIN BbIMyLLEH [OMXKHA ObITh B CTaTyce «BbinonHeHax, a cTaTyc
cepTUduUKaTa KAKTUBMPOBAHY.

OT3bIB cepTUdHMKATa ABNAETCS HeOOpPaTUMOM onepaumeit, KoTopas MOXeT MOoBIMATb Ha paboTy nosnyyaTtens
17, cepTudumkaToB (cyobekta PC). MonyyaTtento cepTUhUKATOB JOCTYNEH OT3bIB CEPTUGDUKATOB, BbIMYLLEHHBIX TOMLKO
Mo COGCTBEHHBIM 3asIBKaM.

MNMopsnok oT3biBa cepTUdMKaTa:
o [logkntouutech k Beb-uHTepdeicy LleHTpa pernctpaunm Aladdin eRA v nepeiigute B pasaen E 3anBKu.

o OTKpOWiTe KapTOUKY 3asBKM, MO KOTOPOW Obin BbinylleH cepTuduKaTt, Tpebyrowuii oT3biBa (CM. pasaen 4.3).

e Ha naHenu MHCTPYMEHTOB KapTOUKM 3aBKM HAXXMUTE KHOMKY _ “ BblGEpUTE B OTKpPbIBLUEMCS
cnucke <Ceptudukar orosBaH> (cM. PucyHok 45).
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Lientp peructpauum Aladdin eCA dubtsov@alrdru ~ (@

3anBka Ne647299fc-5650-43f7-able-283aed67a633  Bemomera

Cepmudukar oTo3BaH

3anpka

CueHapui C 3aKpbIThiM KMoMoM (PKCS#12)

LlabroH ECA-User-Ne1

PucyHok 45 - OT13bIB cepTudmKaTa
o B oTKpbIBWEMCS OKHE BbIGepUTe B cnucke «[TpuunHa» NnpuumMHy 0T3biBa CEpTUPUKATA, OCTaBbTe 0693aTeNbHbIN

KOMMeHTapwuii B none «KKoMMeHTapuii» U HKMUTE KHOMKY - (cM. PucyHok 46);

Oto3BaTh cepTUUKaT?

OT3LIE — 3T0 HeODpPaTUManA ONEPaLUA, KOTOPAA MOKET NOENMATL HA paboTy
Nofb30BATENS WIH CEPBEPA.

W3narens: Root-CA2
CyOLekT: neTpoB
[eWcTeyeT. ¢ 18.03.2025 15:23:55 no 18.03.2027 15:23:55

Mperama
be3 yKasaHuA NpUYMHB

~ Kosametmapwit *
Komnpomerauusa

PucyHok 46 — YkazaHue npuymHbl 0T3bIBa CEpTUPHMKATA

B pe3ynbtaTe ceptudukat 6yaer oto3saH (CM. PUcyHok 47).

Llentp pervctpaumn Aladdin eCA dubtsov@alrdu ~ o

3anaBKa N2647299fc-5650-43f7-ab0e-283aed67a633  Bumonvena

3aneka

CueHapui C 3aKprITeiM Kniodom (PKCS#12)

PucyHok 47 —Ceptudumkat oTo3BaH
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5.8 UMNOpPT cepTUPUKaATa HA KNOYEBOW HOCUTEND

I'Ipe,u,BapMTeanble ycnosua gna uMnopta cemechKaTa Ha K/1t04eBOM HOCUTENb:

e HakomnbloTepe, C KOTOPOro BbINOAHAETCSA NOAKNHOUYEHUE K BeO-UHTepdeicy LleHTpa pernctpaumum Aladdin eRA,
DOMKHO BbITb ycTaHoBNeHO npunoxerune JC-WebClient nnum MO «PyTokeH MnaruH».

o K KoMnbloTEpy, C KOTOPOrO BbINOAHAETCA NOAKNOUYeHME K BeB-nHTepdecy LieHTpa pernctpaumn Aladdin eRA,
[O/MKEH BbITb MOAK/IOYEH MOALEPXKMBAEMbII KNOHEBON HOCUTEND (3/1EKTPOHHBIN KNHOY).

e 3asBKa, N0 KOTOPOM GblN BbINYLLEH CEPTUPMKAT As NOCNEAYIOLErO MMMOPTA Ha KIKYEBOW HOCUTESNb, AOMKHA

nmeTb cTaTyc «Oxuaaet umnopta Ha KH».
Mopspok nMnopTa cepTUdUKaTa Ha KIOYEBON HOCUTEND:
o [logkntountech k Beb-uHTepdeiicy LleHtpa pernctpaummn Aladdin eRA u nepeiigute B paszen B 3anBKu.

e MHMUMMpYiiTe NpoLecc MMnopTa cepTUdUKaTa Ha KIOUYEBOWM HOCUTENb OLHWUM U3 CEAYHOLWMX CNOCO6OB:

- Hanawute 3a8Bky B cnucke (cMm. pasgen 4.2), wenkHuTe B KonoHke [Onepauum] 3Hayvok ° <Onepauun

CTPOKMU> 1 BbiOepuTe B OTKPbLIBLUEMCS CMINCKE E <Umnoptuposatb Ha KH> (cMm. PucyHok 48).

Cratyc Y Onepaunun

Mmnoptmpoeats Ha KH

Crauars ceprudmiar

Crkauats uenodky ceptudukaTos
Ckauats CRL u3parens

Ckauars Lenouky cepTuuKaTos uaaarens

PucyHok 48 - MHnumanumsaumsa npouecca MMmnopra ceptudurkaTta Ha KNKYEeBOM HOCUTENb M3 CNUCKA

[J Ecau npunoxenune JC-WebClient unu MO «PyTtokeH MNnarnH» He ycTaHoBNeHO (CM. PucyHok 31) nnun kK KomnboTepy
He NOAKYEH K4eBOM HocuTenb (CM. PucyHoOK 32), co34aTb 3as81BKY HA KNHOYEBOM HOCUTENlE HEBO3MOXHO.

- OTKpoWTe KapTOuKy 3asiBKM, Ha NAaHENN UHCTPYMEHTOB KapTOUYKM 3asiBKM LLLEIKHUTE 3HAYOK n u BbibepUuTe
B OTKpbIBLUEMCS crivcke <MMnopTupoBaTtb Ha KH> (cMm. PucyHok 49).

e B oTkpbiBWEMCS OKHe «MMMOpT cepTUdUKaTa Ha KNoUYeBOM HocuTenb» (M. PucyHok 50):

- B cnucke «YcTponcteo» Bbibepute NOAKNHOYEHHbIA KNHOYEBON HOCUTEND.

- B none «PIN-kog» BBegute PIN-kog 4oCTyna K K1t04eBOMY HOCUTENHO.
MMnopTMpoBaTL
- HaxmuTte kHOMKY .

3aneka Ne191effba-f3d9-41da-bdf4-9395c9b9dc30

mnopTupoeats Ha KH

3anBra
Crayatb ceptudmkar

Crauarh LenoJky CepruiuKaToe

CueHapui

LLlabnon Ckauats CRL uzaarena

CKauaTh Lienouky CepTUUKATOB U3aaTens

LleHTp cepTUdukaLum

PucyHok 49 — MHuumanumsaums npouecca MMnopTa ceptudurKkaTa Ha KIUYEBOM HOCUTENb U3 KaPTOYKM 3a9BKM
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Buibepute ycTpoitctBo M ykaxute PIN-kon,

- YCTpo#cTBO

| JaCarta#1209BFE1DB550001 196607 < |

PIN-xop
- ®

Mwmnopripoeats

PucyHok 50 — MIMnopT cepTudmKaTta Ha K/IlO4EBOM HOCUTEND

0 Mpn umnopTte cepTudwmkaTta, OTKPLITbIA K/KOY KOTOPOr0 He COOTBETCTBYET 3aKPbITOMY K4y Ha K/IOYEBOM
HocuTene, BO3HMKAET oWwnbKa «KnoueBon HOCUTENb HE COLEPXKMUT 3aKPbITbIN K04, COOTBETCTBYIOLLMIA OTKPLITOMY
K/to4y 13 ceptudukaTtar.

UenTp pernctpaumm Aladdin eRA nocneposatenbHO NMpOXOAMT NO CAMCKY KAKOYEBLIX Map Ha BblIOPaHHOM npu

MMMoOpTe K/IYEBOM HocUTene. Bce HeycnellHble MNOMbITKM CO3A4aHWMS KOHTEMHEpa 3aBeplualoTcsl OLMEKOM,
@ Bo3Bpalwaemon npunoxenmem JC-WebClient unu MO «PyTtokeH [Mnaruu». MNpu 3tOoM LleHTp perucTpaumu
Aladdin eRA He oTobpaxaeT oWwnbKy AN KAXKA0W KNYeBOM napbl, reHepupyemyto npunoxernnem JC-WebClient
unun MO «PytokeH MnaruH», a BbIBOAWUT 00Uy OWMOKY «K/OUEBOM HOCUTEb HE COLEPXKMT 3aKPbITbIM KM,
COOTBETCTBYIOLWMIA OTKPBITOMY K/IHOUY 13 cepTUdMKaTay.

e B c/iyyae ycnewHoro uMmnopTa cCepTMdMKaTa Ha KIOYEBOW HOCWUTENb B OTKPbIBLIEMCS OKHe «MmnopT
cepTMdMKaTa Ha K/IKOYeBOI HocuTenb» (CM. PucyHok 51) npoBepbTe faHHble cepTUdMKaTa U HAXKMUTE KHOMKY

Cepmuchurar yCnewHo MMNopTUPOBaH Ha
KITIOYEBOiA HOCUTENb

W3parens: Root-CA2

CybOnekT. [lybuos
[eicteyeT: ¢ 03.06.2025 14:48:39 no
03.06.2027 14:48:39

PucyHok 51 — MIMnopT cepTudmKaTta Ha KKOYEBOM HOCUTENb YCMELIHO BbIMOMHEH

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
Cmp. 42 /63



LleHTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.ANAE.03.01.020 34 02

6 NOAAEPHKA NMPOTOKOJ10B MS-XCEP U MS-WSTEP

LlenTp peructpaummn Aladdin eRA peanusyeT cepBepHble KOMMOHEHTbI Mo npoTokonamM MS-XCEP # u
MS-WSTEP . Peanu3aums AaHHbIX CEPBEPHbIX KOMMOHEHTOB 06GECMNeYMBAET BbINOJHEHWE AaBTOMATMUYECKOrO CLEeHapus
pacnpocTpaHeHus cepTudukaToB nonyyatensm ceptudukaTos (cybbektam PC) no npotokony MS-WSTEP.

Cepsep nonutuk Bbinycka ceptudukatoB (CEP-cepsep) u cepsep Bbinycka ceptudmkatoB (CES-cepsep),
peanusyemble LleHTpoMm pernctpaumnn Aladdin eRA B cootBeTcTBMM C npoTokonamm MS-XCEP n MS-WSTEP, poctynHbl no
URL https://[HOSTNAME]/wstep-service/engine, rae [HOSTNAME] - IP-agpec nnun nomeHHoe ums LleHTpa perncrpauum
Aladdin eRA.

LlenTp peructpaummn Aladdin eRA B pamkax peanuszauuun dyHkumin CEP-cepBepa (npu nonyvyeHuu 3anpoca Ha
nonyyeHne nonutukm) m cdyHkumin CES-cepsepa (mpu monyyeHuM 3anpoca Ha BbIMyCK cepTudukaTa) obecneumBaer
cnepyowme cnocobbl ayTeHTMdUKALMKU NoNb30BaTeNne SOMeHa, K KOTOPOMY OH MOAK/THOYEH:

e [lo UMEHM M NapO0 AOMEHHOM YYETHOM 3aMUCK NosydaTens cepTMPUKaToB.
e [lo Kerberos-6unerty.

UeHtp pernctpaummn Aladdin eRA npu nonydyeHuMu 3anpoca Ha MOAYYEHME MONUTUKM B Cayyae YCMeLwHOM
ayTeHTUdGUKauum nonyyatens ceptudumkar (cydbbvekTa PC), OT UMeHM KOTOPOro 6b1n BbIMOJIHEH 3aNpOC, BO3BPALLAET B OTBETE
MOSIMTUKY BbINMYCKa CEPTUPUKATOB.

LlabnoHbl B OTBETE HA 3aMNpoC MOMYYEHUS MONUTUKM MpeacTaBnaoT coboi wabnoHsl LleHTpa cepTudumkaumm
Aladdin eCA, nogkntoyeHHoro K LleHTpy peructpaumm Aladdin eRA, npeobpasosaHHble B WwabnoHbl no npotokony MS-XCEP
(nanee — wabnoubl CEP).

Mpn 3ToM B wWwabnoHbl CEP npeobpa3oBbiBatoTcs TONbKO WwabnoHbl LeHTpa cepTudukaumm Aladdin eCA
O[LHOBPEMEHHO YAOBNETBOPSIOLLME CIEAYIOLNM YCII0BUAM:

o LllabnoHbl onpeseneHbl B npaBunax Bbinycka LleHTpa perncrtpaummn Aladdin eRA, Ha3HayYeHHbIX AN nonyvaTtens
ceptudukaTos (cybbvekrta PC).

e B npasunax Bbinycka LleHTpa pernctpaumun Aladdin eRA, HasHayeHHbIX AN nonydatens cepTuduKaTos
(cybbekTa PC), BbibpaH aBTOMATMYECKMI pexnM 06paboTku 3a9BOK Ha CEPTUPUKATI.

e B wabnoHax, Ha3HayeHHbIX nonyyatento ceptudukatoB (cybvekty PC) npaBunamu BbiMycka, AOCTyneH
ANropuTM reHepauuu Kn4eBor napbl RSA.

LeHntp peructpaummn Aladdin eRA npu nonyyeHum 3anpoca Ha BbIMYCK cepTUdMKaTa B C/yvyae YCMELHOM
ayTeHTUMUKaALMK BbIMOSTHSET CNeaytoLimMe feiCTBUS:

o (Co3[0aéT OT MMeHu nonyyatensa ceptudukatos (cybbvekta PC) HOBYHO 3asBKY Ha cepTUdMKAT Ha OCHOBAHWMM
3anpoca no wabnoHy, ykazaHHOMY B AAHHOM 3anpoce Ha cepTUdumKar.

Iins 3a8BoK, co3naBaeMbix B xoae 06paboTkm 3anpoca, ykasaH cueHapuit «WSTEP». MMpu co3faHuu 3as8BKU U
nocnenyrowem Bbinycke ceptudumkarta B LieHTpe ceptudumkaumm Aladdin eCA aTpmbyTbl 3anpoca Ha cepTudUKaT
ABTOMATMYECKM nepeonpenenaTcs atpubytamm cybbvekta u3  LleHTpa ceptudukaumm Aladdin eCA,
TpebyembiMK No WwabnoHy. [Ing nons, TpebyeMoro no wabnoHy, UCNONb3YHTCS BCe UMEKLMecs y nonyyarens
ceptudukaTa (cybvekta PC) B cooTBeTcTBYyOLLEM aTpubyTe 3HaueHus. B cnyvae owmnbkm co3paHus 3as9BKU
LieHTpa pernctpauun Aladdin eRA Bo3Bpaluaet coobuweHme 06 ownbke.

e B cnyyae ycnewHoro BbiNycka cepTudukaTa Mo co3gaHHOM 3asBke LleHTp pernctpauum Aladdin eRA
reHepupyeT 1 OTNpaBfseT NOMb30BaTEN0 OTBETHOE COObLLEHUE C BbIMYLLEHHBIM MO 3asBKe CepTUPUKATOM, a
TaKXXe Lenoyvkon JaHHOro cepTudmkara.

24 Onucanune npotokona MS-XCEP goctynHo no ccbike: https://winprotocoldoc.z19.web.core.windows.net/MS-XCEP/%5bMS-XCEP%5d.pdf

% OnucaHne npotokona MS-WSTEP poctynHo no ccbinke: https://winprotocoldoc.z19.web.core.windows.net/MS-WSTEP/%5bMS-
WSTEP%5d.pdf

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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Ecnv nocne co3paHus 3asBkM cepTUHUKAT NO Hel He Bbln ycnewwHo BeinyLweH, LieHTp pernctpaumm Aladdin eCA

BO3BpaLLaeT coobLieHue 06 oLmnbke.

6.1 Co3aaHue NONUTUKUN pPerncTpauum cepTupuKaTos

Mopsnok co3aanust NOAUTUKK pernctpauun ceptudukatos B OC Windows:
o 3anyctute ocHacTky «CepTuduUKaTbI».

o [lepenaunte B kaTanor Ceptudukarbl - TeKylW Ui Nonb3oBatenb > JinuHoe > Ceptudukarsbl.

e Bbi3oBMTE KOHTEKCTHOE MeH M Bblbepute Bce 3apaum > [lonosHuTeNbHbIE onepauuu > YnpaBneHue

NONIMTUKaMM peructpaumumn ceptudunkartos (CM. PucyHok 52).

MonMTHKE PEMMCTPELIAM

CrMCOK NOMMTHK PEFMCTPALA CEPTUMKETOE

Wma AETOMATHHECKEA ...

OobaenTe... ¥oanuTe. .. CBOICTES

oK OTMeHa MpUMEHUTE

PucyHok 52 - YnpasneHwe NnonuMTMKaMu perucTpaumm ceptudmkaTon

e B oTKpbiBWEMCS OKHE «YNpaBieHue NONUTUKAMK PErucTpaLum» HaxMumTe KHonky <Jo6asutb...>.
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HacTpoiika cepeepa NOMMTMKKM peruCTpELIN CEpTUgNKETOR

Beeaute LRI cepeepa nonuTvki perncTpawiM CepTUMKATOE 1 BEIGEPUTE HyXHEIA TN
MPOBEPKM NOANMHHOCTH, @ 38TeM HaxmuTe KHonky "MposepuTs cepeep”.

Menonesosate URI koHTponnepa aomera Active Directory
No YMOMYaHWD

ﬂaCTDC'l:IKa MOHATHOr O MMEHA

Beeaute URI| cepeepa nonumvkv perucTpalim:

https://aera al rd ru/wstep-service /engine

TN NpoBEpKk NOANMHHOCTH

WMa nonesosaTens u napone ~ | | [lposepuTe cepeep
MpwopuTeT: 2+ Mo ymony

CeofACTEa NONMTMKK PEMMCTRALMW CEPTUPHKATOS

Csenermn o nposepke LRI cepeepa GyayT npeacTaeneqsl Huxe. Mpexae Yem Npoaon*uTs,
yGEQMTECE, 4TO CBOACTEA, BOSBPALLEHHBIE C CEPEEPA, COOTBETCTEYIOT OXKMAAEMBIM SHAYEHMAM.

LoGasnt QmeHa

PucyHok 53 - YnpaBneHwe NoaMTUKaMKU perucTpaumm ceptudmkaTos
o B otkpbiBweMcs okHe «CepBep NOAUTUKM pernctpaumm cepTMPUKATOB» BbINOAHUTE Cneaytoline AencTBuS:

- B cootBetcTBytoweM none eeeante URL cepepa noimTmK Bbinycka ceptudukatoB LieHTpa pernctpaumm
Aladdin eRA.

- B cnucke «Tun npoBepku NOANMHHOCTU» BblGepuTe:

o «WMMd nonb3oBartens M Naposib» AN ayTeHTUPUKALMM NO UMEHU U NAPOIO BALLEN LOMEHHOM
YUYETHOWM 3anucu.

o «BcrtpoeHHas nposepka noganHHocTM Windows» ang ayteHTMdumkauumn no Kerberos-bunety.
- Haxmute kHonky <[poBeputb cepeep>.

Mpn BbIGpaHHOM cnocobe ayTeHTUdMKALUKU MO UMEHU U MAPOI0 YKAXUTE UX B COOTBETCTBYHLLMX NONS
OTKPbIBLUEroCs OKHa U HaXMuTe KHoNKy <OK>.

B ' Cepeep NOAMTKW PeErncTpaumMmn cepTudnKaTos X

Hactporika cepsepa nonuTikm pervcTpauim cepTdukaTos

Beemre URI cepeepa nomimiki perucTpaLsim CepTvmiaTos 1 BeiGepuTe HyxHIA Tin
NPOBEPKK NOATMHHOCTH, @ 3aTem HaxvuTe kHonky "TpoBepuTe cepeep”

Wcnonesosam URI koxTtponnepa pomera Active Directory {ACTDOMKE MOHATHOTO MMEHH
No YMOMYaHWIO

Bseaute URI cepsepa nomumaki perucTpawm

https://aera.al rd ru/wstep-service /engine

Tin Nposepkm NOANMHHOCTH:

Wma nonszo8aTtens M Napons ~ MposepuTs cepsep

Mpvopuret “ Mo ywom

CaoficTBa NOMMTHIKM PETMCTPALIM CEPTHRMKATOR

Caenermn o nposepke UR| cepeepa GyayT npeacTasnetibl Hixe. [pexane 4em npoonxnTe,
¥ . 4TO CBOICTBA, BO {HblE C CEpBepa, COOTBETCTEYIOT OXHMAIEMBIM SHAYEHUAM,

URI "hitps://aera.al rd ru/wstep-service/engine” nposepeH.

WoeHmieukaTop pervcTpalsm:

5817943c-a 7cd-46ec-90ef-7782cd2006 15
MoHATHOE MMA pervCTPALIN:

eCA enroliment policy

O

PucyHok 54 — lNMpoBepka cepsepa BbINOSHEHA YCMNELHO
- B cnyuae ycnewHoi npoBepku cepBepa HaxXMuTe KHOMKY <J[,06aBUTbL>.

e B okHe «ynpaBneHme NOJINTUKAM U pErncTpaunmn» HaxXKMuTe KHOMKyY <anMeHMTb>, a 3ateM <0K>,
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6.2 3anpoc HOBOro cepTUPUKaTa

Mopsipok 3anpoca cepTudmkara:
o 3anyctute ocHacTky «CepTuduUKaTbI».
o [lepenaunte B kaTanor Ceptudukartbl - TeKylW Ui Nnonb3oBatenb > JinuHoe > Ceptudukarsbl.
e [lna 3anpoca HOBOro cepTMdUKATa BbI3OBUTE KOHTEKCTHOE MeHHK Kartanora «Ceptudukatbl» u Bblibepute
Bce 3apaum > 3anpocutb HOBbINM cepTUdUKAT.
e B oTKpbIBLIEMCS OKHE MacTepa perncTpaumu cepTMPUKaToB Ha 1 ware HaxxMuTe KHoMKy <danee>.
- [m] X
[ Peructpauna ceprugnxaros

Bbibop noAuTHKW perncTpaumm cepTudukaTos

MonuTika perncTpaumnn cepTUKTOB NO3BONAET PErMCTPUPOBATL CEPTUGMKATEI HA OCHOBAHMM 33A3HHBIX
3apanee wabnoHoe cepTudukatos. MoanTUKa perncTpauni cepTudHKaTOB yoke Morna BbiTe HACTPoOEHa.

Hacrpansaembie nonbsosarenem JNobaewts

eCA enrollment policy v

Nanee OTmeHa

PucyHok 55 — Bbibop nonuTuku pernctpaumm ceptmdukaTos

e Ha 2 ware Mactepa pernctpauuu ceptudukatos Boibepute nonutuky eCA enrollment policy 1 HaxkMuTe KHOMKY
<[anee>.

5] Pernctpaumn ceptudpmkatos

3anpoc cepTudMKaTOB

Bbi MOXKETE 33NPOCKTL CNEAYIOLIME TUNLI cepTudmkaTos. BoibepuTe cepTudukaThl, KOTOpLIE XOTMTE
3aNpPOCHTB, U HAKMWTE KHONKy "3anska”.

eCA enrollment policy
ECA-Auth 1) Cocrosnme: JloctynHo MoapobHocTn ¥

3asexa Otmena

PucyHok 56 - Bbibop wabnoHa ans Bbinycka ceptndukata

e Ha 3 ware MacTepa permcrpaumu cepTuduKaToB BbibepuTe WabNoHbI, MO KOTOPbIM HEOBXOAMMO BbIMYCTUTb
CepTUMOMKATBI, U HAXKMUTE KHOMKY <3asBKa>.

e Ha nocnepHeM wware Mactepa perucrpaumm ceptudumkatoB ybeautecb, 4To cepTUOMKAT NOSTYYEH M YCMELIHO
YCTaHOB/EH B XpaHUAMLLE U HAaxXMUTE KHOMKY <FoToBo> (cM. PucyHok 57).
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- a X
[l Perncrpauma ceptudunkaros
Pe3synbTaTbl yCTaHOBKM CEPTUMKATOB
Cheayrowne cepTudmkaTel BbLIH NOMYUEHS! N YCTRHOENEHE! HA AZHHOM KOMMBIOTEDE.
eCA enroliment policy
ECA-Auth ' Cocrosmue: Ycnewno Moapobroctn ¥

PucyHok 57 — CepTudukaTt noayyeH u ycnewHo yCTaHOBAEH B XpaHUAULLE

6.3 MepeBbinycK cepTupurarf

Uentp pernctpauumn Aladdin eRA nopaepxvBaeT nepeBbinyck CepTUHMKATOB C HOBbIM K/IHOYOM U C TEM Xe
KJIIOYOM, Ha KOTOPOM Obl/l BbINYLLEH TEKYLLMI cepTUdmKar.

MNopspok nepesbinycka cepTudukara:
e 3anyctute ocHacTky «CepTudukaTbl».
o [lepenpute B kaTanor Ceptudukarbl - TeKywwmii nonb3osatenb > JinuHoe > Ceptudukarsbl.

e [lng 3anpoca HOBOrO CepTUdMKATa BbI30BUTE KOHTEKCTHOE MEHK BbIOpaHHOro ceptudukata M Bblbepute
HeoOX0AMMBIN CLLeHapUI NepeBbINyCKa UMK BbiMyCKa HOBOFO cepTudumkaTa:
- Bce 3apaum > O6HOBUTb cepTUPUKAT C HOBBIM KTHOYOM.
- Bce 3apaum > 3anpocutb cepTUdUKAT C HOBLIM KIHOUYOM.
- Bce 3apauun > JononHutenbHble onepauuu > O6HOBUTb CepTUPUKAT C TEM XKe KIHOUOM.

- Bce 3apauu > [lononHuTenbHble onepauum > 3anNpocUTb HOBbIN CepTURUKAT C TEM XKe K/HOUOM.

e B OTKpbIBLUEMCA OKHE MacCTepa perncrtpaumm CepTlACbMKaTOB Ha 1 ware HaxmuTe KHOMKY <[anee>.

- [m] x
[ Perncrpauma ceprudmraros
3anpoc cepTudmkaTos
Bbi MoxeTe 3anpocnTe CAEAyoLME THNbI cepTudikaTos. BoibepuTe cepTudmkarTsl, KOTOpbIE XOTHTE
3aNPOCHTL, M HXKMWTE KHONKY "3aneKka’.
eCA enrollment policy
ECA-Auth i) Cocroanme: [Joctynmo Moppobrocm v

Omiens
PucyHok 58 — OtnpaBka 3asBKkM Ans BbiNycka cepTudukaTa
e Ha 2 ware macTepa pernctpaummn ceptTuduKaToB HAKMUTE KHOMKY <3asBKa>.

e Ha nocnepHem wware Mactepa peructpauum ceptudukaTos ybeantech, YTOo cepTUOMKAT NONYYEH M YCNeLWHOo
YCTaHOBJIEH B XPaHW/IULLE U HaxMuTe KHOMNKy <FoToBo> (cM. PucyHok 57).

AO "Anadoux P.A.", 1995-2025 . Pykosodcmeo nonyyamens cepmugukamos
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MPUNOMEHUE 1. ONMMCAHUE MONEN MO YMOJTYHAHUIO NPEQYCTAHOB/TIEHHBLIX LLABJIOHOB
CEPTUOUNKATOB

MpuMeyaHue - Ins Bcex NpeaycTaHOBAEHHbIX LWABNOHOB KOHTPO/b COOTBETCTBUS 3HAUYEHWI OT/IMUUTENBHOTO U aNlbTEPHATUBHOIO MMEH 3HAUYEHMSIM aHANIOTMYHbIX aTPUBYTOB y CybbekTa

npwu BbiNycke cepTUdUKaTa BKIKOYEH.

PacwupeHHoe

KoMnoHeHTbl UMeHU cepTudMKaTta

o =
g S LLincpposaHue WUcnonb3oBanue Kknioua
- 3 |z § o ucnonb3osaHue knwoua OTnnunTenbHOE MMA CybbekTa AneTepHaTusoe U
o ) 5 (8 2 cybbekTa
2 88 | @ B8
2 S0 w29
] = B S £ 7
g Unentndukatop -g- B P 3 2 &
F a e s b3 z 3 = 3 . i .
g i3] % |33 g 2 : . : " o 5| 3 @ 5| 3
= v g E] o S a ] ] = ] = 3 = g 13 ] g
3 3 2 = o S wm H a E = S & = 3 & =
S 3 £ £Z § 2 : < = S| 8 = s| 5
= =1 <2 3 M M [~ @
1 © s £y
[Deprecated] 8ecba810-7f48-4c4e-b803-99 2y - - RSA 1024 - Undposas + - AyTeHTUdMKaLmMS - Common name + + -
ECA-Auth a97146e2ba ECDSA 256 noanucb KIMeHTa
- MNopTBepxaeHH - 3awmra
rocT P34.10-2 Bbikntove € NOAMHHOCTH 3NeKTPOHHOM
012 H - WndposaHnue nouThI
Kntoyen
[Deprecated] 2d58b30c-3965-4555-9af4- 2y - - RSA 1024 - Undposas + | - Aytentndumkaums - Common name + + -
ECA-User fec4552af21e ECDSA 256 noanucb KIUEHT
- MopTtBepxaeHue - 3alWmTa
rocrp 256 NOAIMHHOCTH 3ﬂeKTpOHHOﬁ noYTbl
34.10-2012 - Wudposanme
KoYen
[Deprecated] 25bbd733-4d8c-43ce-ba5a- 2y - - RSA 1024 - Undposas + | - AytenTndukaums - Common name + + | DNS name + +
ECA-WEB-Server e€9826eb7bl6c ECDSA 256 noAnuchb cepsepa
- lndposaHue
roCcT P 256 Kouet
34.10-2012
[Deprecated] bf2dac0a-f05f-49dd-95b4-e50 | 2y - - RSA 1024 - Undposas + - AyTeHTudMKaLms - Common name? + + DNS name?’ + +
Domain 691489b6a ECDSA 256 noanuco KIMeHTa MS GUIDZ N N
Controller - MonTBepxaeHn - Llentp
rocrp Bbiknioue | & nopnunHoCTH pacnpocTpaHeHus
34.10-2012 H - Wudposanue Kkntouei Kerberos
KnoYen - SSH cepsep

26 YIMa KOHTpO/IIEpa AOMEHa.

27 FQDN -nonHoe JOMEHHOE MMs BaLLEero cepeepa.

28 [n06anbHbIA YHUKaNbHbIA MAEHTUPUKATOP KOHTPONNEpa AOMEHa, AaHHbIE JOMKHbI BbITh NOMYYEHBI U3 KOHTPOANEPA AOMEHA. [N noaydeHus 3HadeHns naeHtudukatopa B cpeae PEM OC u SberLinux OS
Server BbINOMHUTE KOMaHAY: samba-tool computer show <hostname> | grep objectGUID. [lns nonyyeHuns 3HaueHus naeHTMpukaTopa B cpene Astra Linux Special Edition BbinonHUTe KOMaHAy:

ipa host-show <hostname> --all

AO "Anadoun PA.", 1995—2025 e.

grep ipauniqueid, rae hostname - KOPOTKOE MM KOHTpO/JIEpPa AOMEHA.

Pykogodcmeo nosydamens cepmugukamos
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PacwmpenHoe

KomnoHeHTbl uMenn ceptudmkara

@ =1
g 5 LWndposanme Ucnonb3oBauue Kntoua
3 [ § Hposan rofibsoBatie Kot ucnonb3osaHue Knoua OTAMuMTENbHOE MMA CyBbeKTa AneTepHatustoe uma
3 5 |18 % cy6vekTa
H 8 | ¢ B8
2 38 v |29
O
8 Mpextudukarop €xn s B E -
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H 2 3 g 33 2 - 5 e 5 e o £l & o £l B
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[Deprecated] aa03e458-50cd-46b8-82cd-d5 | 2y - - RSA 1024 - Uudposast + | - AyteHTndmKaums - Common name? + + | MS UPN%® + +
Smartcakg Logon 612ed3b647 ECDSA 256 noanuchb KNMeHTa REC 822 N N
- MNopTBepxaeHH - 3awmTa Name®.
rocrp Buiknioue | e nopnunHoCTH 3M1eKTPOHHO
34.10-2012 H - WndposaHnue nouThI
Knouen - Bxoa ¢ MS
- WndposaHue CMapT-KapToW
[DaHHbIX
[Deprecated] 059a38f5-f345-4275-b79f-e7 2y - - RSA 1024 - Undposas + - AyTeHTUdUKaLMS - Common name?*? + + | MSUPN3* + +
WEB-Client ebcc3cbb68 ECDSA 256 noanucb KNneHTa REC 822 . .
- MonTBepxaeHn - 3awmTa Name
rocrp Boikntoue € NOAMHHOCTH 3NeKTPOHHOM
34.10-2012 H - lndposarue noyT
Kntoyen
[Deprecated] 08c66f99-218a-46ef-bdee-6a 2y - - RSA 1024 - Undposas + | AyTeHTudMKaLus - Common name* + + | DNS name®* + +
WEB-Server 2b3b26a4f1 ECDSA 256 noAnNucChL cepsepa
- WndposaHue
focTt P Bbikntoue Koueit
34.10-2012 H

2% AMa nonb3oBaTens.

0 Mima Bxoaa nonb3osaTens B popmare e-mail agpeca.
31 MoyToBbIN aApec NoNb30BaTeNs, MOXET conaaath ¢ MS UPN.

32 Y Ima Beb-KNMeHTa.

33 Mima Bxoaa nonb3osaTens B popmare e-mail agpeca.
3* MoyToBbIN aApec NoNb30BaTeNs, MOXET coBnaaath ¢ MS UPN.

%5 Mima Be6-cepsepa.

%6 FQDN - nonHoe AOMEHHOE UMs Ballero cepsepa.

AO "Anadoun PA.", 1995—2025 e.

Pykogodcmeo nosydamens cepmugukamos
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KomnoHeHTbl uMenn ceptudmkara
U§U 2 Wk " PacwmpenHoe
udposaHue cnonb3oBaHKe Kio4a
- g s % ucnonbsosaHue Kitoua OTnnuMTENbHOE UMSA CY6bEKTa AnbTepHatuenoe uma
o a B ¥ 123 cy6bekTa
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[Deprecated] 0c234243-18cf-4c05-b699-53 2y - - RSA 1024 - Undposas + - AyTeHTUdMKaLmMA - Common name?*’ + + RFC 822 + +
S/MIME 7731b2436f ECDSA 256 noAnuchL KAWEeHTa Name?3®
- MNopTBepxaeHH - 3awmra
rocrp Buiknioue | e nopnunHoCTH 3M1eKTPOHHO
34.10-2012 H - WndposaHnue nouThI
Knouen - Bxoa ¢ MS
- WndposaHue CMapT-KapToW
[DaHHbIX
[Deprecated] ALD | 1lec34a4-d03e-4059-92f0-9c | 2y - - RSA 1024 - Undposas + - LeHTp - Common name* + + | MS UPN% + +
PRO Domain 09b08bffea ECDSA 256 noanucb pacnpocTpaHeHus Organization*! R . Kerberos . .
Controller - MonTBepxaeHn knoyeit Kerberos KPN®
rocrp Boikntoue | e nopamnHocTH - AyTeHTudMKaums
34.10-2012 H - lUndposaHue cepsepa
Kntoyen
- WndposaHnue
DaHHbIX
[Deprecated] ALD | 18d9bd4e-6f15-423f-8137-ac 2y - - RSA 1024 - Undposas + - AyTeHTUdMKaLmS - Common name* + + MS UPN# + +
PRO Smartcakg 8416ad6874 ECDSA 256 noanucb KIMeHTa Organization® R . RFC 822 N N
Logon - MNoaTtBepxaeHu - UenTp Name®
rocr p Buikniode | e nognuHHocTH pacnpocTpaHeHus
34.10-2012 H - WndposaHue knoyeit Kerberos
Kntoyen - AyTeHTUdMKaLmS
- WndposaHue cepsepa
DaHHbIX

37 IMsa nonb3osarens.
%8 noyToBbIN aapec Nonb3oBaTens, MoxeT cosnaaatb ¢ MS UPN.
%% IMa koHTposnepa aomeHa ALD PRO.

40 NlaHHble B popMaTe «krbtgt/nosHoe uMa AoMeHa@MOoHOE UMS AOMEHa.

41 Opranusaums.

42 NlaHHble B popMaTe «krbtgt/nosHoe uMa AoMeHa@OHOE UMS AOMEHa.

3 Ms nonbsosatens ALD PRO.

“ Mms Bxopa nonb3osaTtens B popMate e-mail agpeca.

45 OpraHusaums.

6 MouToBbIN afpec NoNb30BaTENS, MOXKET COBMaaaTh ¢ MS UPN.
AO "Anaoour P.A.", 1995-2025 .

Pykogodcmeo nosydamens cepmugukamos
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KomnoHeHTbl uMenn ceptudukarta
u§u 2 WWep y PacwmpenHoe
udposaHue cnonb3oBaHKe Kio4a ANbTepHaTUBHOE UMS
- g s % ucnonbsosaHue Kitoua OTnnuMTENbHOE UMSA CY6bEKTa BTEPHATHBHOE UM
o ] ] a = cy6bekTa
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[Deprecated] aac2e49b-9c8e-4869-80cl-ee 2y - - RSA 1024 Undposas + OCSP noanucaHTt - Common name + + -
OCSP Signer f526ba75ab ECDSA 256 noanuch
rocT P Bbikntoue
34.10-2012 H
[Deprecated] 9129245a-eaad-4ebc-a2a4-88 | 7d24y - - RSA 1024 - Undposas + - Nlo6oe - Common name + + RFC 822 Name - +
Root CA 45ac0336fb ECDSA 256 noanucb paclmpeHHoe Unique Identifier R . DNS name R N
- Moanucb MUCcnonb3oBaHue (uID)
cepTudukara K/o4a -
focTt P 256 - Moanuce - AyTeHTUbHKaLMs: Given name - + MS UPN - +
34.10-2012 CnucKa oT3bIBa KnueHTa Initials - + | MSGUID - +
- AyTeHTUGMKaUMS Surname - + | IPaddress - +
cepBepa
Organizational unit - + Directory - +
Name
Locality - + Uniform - +
resource
identifier
State or province - + Registered - +
Identifier (OID)
Domain component - + Permanent - +
identifier
Country - + Xmpp address - +
Postal code - + Service Name - +
Business category - + Subject - +
Identification
Method
Telephone number - + Kerberos KPN - +
Pseudonym - +
Postal address - +
Street - +
Name - +
Title - +
Domain qualifier - +
AO "AnadouH PA.", 1995-2025 2. Pykogodcmaeo nonyyamens cepmugukamos
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KomnoHeHTbl uMenn ceptudmkara
u§u 2 WWep y PacwmpenHoe
udposaHue cnonb3oBaHKe Kio4a
- g s % ucnonbsosaHue Kitoua OTnnuMTENbHOE UMA CYGbEKTa AnbTepHatuenoe uma
o a B ¥ 123 cy6bekTa
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Description - +
Unstructured address - +
Unstructured name - +
Email Address (E) - +
Serial number - +
Organization - +
MHH - +
OlPH - +
OlPHMUM - +
CHMUNC - +
MHH 0N - +
[Deprecated] Sub af3b0355-1798-4c64-98f7-a9 7d24y - RSA 1024 - Undposas + - Nlo6oe - Common name + + RFC 822 Name - +
CA c70407dblc -- noanucb paclwmpeHHoe Unique Identifier R . DNS name R N
- Moanuce MCMonb3oBaHue (uID)
cepTudukara K/o4a
ECDSA 256 - Moanuce - AyTeHTubHKaLUs Given name - + MS UPN - +
rocTtp 256 CnucKa oT3blBa KIMeHTa Initials - + MS GUID - +
34.10-2012 - AyTeHTUUKaL Surname - | + | IPaddress - +
cepsepa
Organizational unit - + Directory - +
Name
Locality - + Uniform - +
resource
identifier
State or province - + Registered - +
Identifier (OID)
Domain component - + Permanent - +
identifier
Country - + Xmpp address - +
Postal code - + Service Name . +
Business category - + Subject - +
Identification
Method
AO "AnadouH PA.", 1995-2025 2. Pykogodcmaeo nonyyamens cepmugukamos
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KomnoHeHTbl uMenn ceptudmkara
U§U 2 Wk " PacwmpenHoe
- udposaHue cnonb3oBaHKe Kio4a ANbTepHaTUBHOE UMS
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Telephone number - + Kerberos KPN - +
Pseudonym +
Postal address - +
Street - +
Name - +
Title - +
Domain qualifier - +
Description - +
Unstructured address - +
Unstructured name - +
Email Address (E) - +
Serial number - +
Organization - +
MHH - +
OlPH - +
OlPHMUM - +
CHUNC - +
MHH 10N - +
[Deprecated] 3e5df3d4-683c-4252-b862-46 | 25y - - RSA 1024 - Undposas + - - Common name + - -
SCEP 7589¢2225b ECDSA 256 noanucb
Management - WndposaHue
rocT P 256 Koueit
3410-2012 - Wudpposarue
DaHHbIX
User f215f72f-9a9a-45c8-83e8- 1y - - RSA 2048 - Undposas + | - AytenTudmkaums - Common name + + -
25879d52dcf6 ECDSA 256 noanuch KNNEHT
- NoaTeepxaexue - 3awwmTa
rocrp 256 NOAIMHHOCTU 3NEeKTPOHHOM NOYTbI
34.10-2012 - Wudposanune
Knoyen

AO "Anadoun PA.", 1995—2025 e.

Pykogodcmeo nosydamens cepmugukamos
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KomnoHeHTbl uMenn ceptudmkara

u§u 2 WWep y PacwmpenHoe
udposaHue cnonb3oBaHKe Kio4a ANbTepHaTUBHOE UMS
- g s % ucnonbsosaHue Kitoua OTnnuMTENbHOE UMSA CY6bEKTa BTEPHATHBHOE UM
o a B ¥ 123 cy6bekTa
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Domain eca2ad3d-944e-48ce-ba7b- 1y - - RSA 2048 - Undposas + - AyTeHTUdMKaLmMA - Common name*’ + + DNS name*® + +
Controller 114f16ad8fd4 ECDSA 256 noanuch KIMEHTa MS GUID® N N
- MNopTBepxaeHH - UeHTp
rocr p 256 € NoAIMHHOCTU pacnpocTpaHeHus
34.10-2012 - WndposaHnue knoyeit Kerberos
Knoyen - SSH cepsep
Smartcakg Logon 682225f6-f189-412f-a456- 1y - - RSA 2048 - Undposas + - AyTeHTUdMKaLmMS - Common name*° + + MS UPN>! + +
c480d42efaa8 ECDSA 256 noanucb KIMeHTa RFC 822 N N
- MNopTBepxaeHH - 3awuTa Name>?
rocr p 256 € NoAJIMHHOCTU 3N1eKTPOHHOIA
34.10-2012 - WndposaHue nouThI
Knouen - Bxop ¢ MS
- WndposaHnue CMapT-KapToW
[DaHHbIX
WEB-Client 18ecaacc-43d6-4aaa-afcc- ly - - RSA 2048 - Undposas + - AyTeHTUdUKaLMS - Common name®* + + | MS UPN* + +
1bc8e547e6f5 ECDSA 256 noAnNucChL KAneHTa RFC 822 N N
- MonTBepxaeHn - 3auuTa Namess
rocrp 256 € NoAIMHHOCTU 3N1eKTPOHHOI
34.10-2012 - WndposaHue noyThl
Kntouen

47 ma KOHTpONNEepa LoMeHa.
“8 FODN -nonHoe OMEHHOE WMsl BaLEro CepBepa.

49 TnoBanbHbIi YHUKaNbHbIA MAEHTUDUKATOP KOHTPONNEpa AOMeHa, AaHHble A0MKHbI BbiTb MOAYYEHbI U3 KOHTPONNepa AoMeHa. [Ins nonydeHns 3HaueHus naeHTudukatopa s cpeae PEO OC u SberLinux OS
ServerebiNoAHUTE KOMaHAy: samba-tool computer show <hostname> | grep objectGUID. [Ing nonyyeHus 3Ha4yeHus naeHtudukaTopa B cpene Astra Linux Special Edition BbinonHuTe KoMaHay:

ipa host-show <hostname> --all |
0 ma nonb3osatens.
1 Mma Bxoma nonb3osaTens B popmate e-mail agpeca.
2 MoyYTOBbIN afipec NoNb30BaTeNs, MOXET coBnaaath ¢ MS UPN.
3 M BeB-KNMEHTa.
** Mmsa Bxoma nonb3osaTens B popmate e-mail agpeca.
%5 MoYTOBbIN aipec NoNb3oBaTens, MOXeT coBnaaath ¢ MS UPN.

AO "Anadoun PA.", 1995—2025 e.

grep ipauniqueid, rae hostname - KOPOTKOE MM KOHTpO/IEpPa AOMEHA.

Pykogodcmeo nosydamens cepmugukamos
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PacwmpenHoe

KomnoHeHTbl uMenn ceptudukarta
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WEB-Server 61c901fa-c823-4899-87a0- 1y - - RSA 2048 - Undposas + AyTeHTUdMKaLMS - Common name®® + + DNS name®’ + +
df4035291fa0 ECDSA 256 noanuchb cepBepa
- WndposaHnue
focTt P 256 Kouei
34.10-2012
S/MIME 0a7c4a9f-b260-46c5-94c5- 1y - - RSA 2048 - Undposas + - AyTeHTUdMKaLMS - Common name®® + + RFC 822 + +
58de5e977678 ECDSA 256 noanucb KIMeHTa Name*
- MNoaTBepxaeHn - 3awmra
rocrp 256 € NoANMHHOCTU 3N1eKTPOHHOM
34.10-2012 - WndposaHue nouThI
Kntouen - Bxop ¢ MS
- WndposaHnue CMapT-KapToW
[aHHbIX
ALD PRO Domain 83afddde-5729-4562-a7ed- 1y - - RSA 2048 - Undposas + - Lentp - Common name®° + + MS UPN¢! + +
Controller 260f1c0f73d7 ECDSA 256 noanuchL pacnpocTpaHeHus Organization® _ N Kerberos N N
- MonTBepxaeHn Kntoyen Kerberos KPN®
rocrp 256 € NoAJIMHHOCTU - AyTeHTUdMKaLmS
34.10-2012 - Wndposanue cepsepa
Knoyen
- WndposaHue
[aHHbIX

%6 msa Beb-cepsepa.

> FQDN - nonHoe AOMEeHHOE UMS Balero cepeepa.

8 AMa nonb3oBaTens.

%% NOYTOBbIN afpec NoNb30BaTeNs, MOXET coBnaaath ¢ MS UPN.
0 Mmsa koHTponiepa nomera ALD PRO.
61 NanHble B hopmare «krbtgt/nonHoe uma LoMeHa@MNONHOE UMA AOMEHA.

62 QpraHu3saums.

6 NanHble B hopmarte «krbtgt/nonHoe uma LoMeHa@MNONHOE UMA AOMEHA.
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KomnoHeHTbl uMenn ceptudukarta

u§u 2 WWep y PacwmpenHoe
udposaHue cnonb3oBaHKe Kio4a
- g s % ucnonbsosaHue Kitoua OTnnuMTENbHOE UMSA CY6bEKTa AnbTepHatuenoe uma
o a B ¥ 123 cy6bekTa
S o © v S 9
[=] o a8 g
= =] g %] I o
© = o < o
8 Wpentudukarop xR P 3 a & m
5 = 2 [§T b3 2 . .
g 53] & |33 g s g : g : " £l 3 " 5| &
= o g =] o S a g 2 ] = ] = 3 = = 13 I g
H H 2 = ° S o Fd = 5 a S & = 3 & =
e <K =z c - o] ~ ] ~ = © H c © 5
: 8 3 i & A °|a °| a
3 © s Ey
ALD PRO 85e99e47-479f-407e-98f8- ly - - RSA 2048 - Undposas + - AyTeHTuduKaums - Common name® + + | MSUPN® + +
Smartcakg Logon ad13d51435a7 ECDSA 256 noanuch KIMEHTa Organization®® R . REC 822 N N
- MNopTBepxaeHH - UeHTp Name®’
rocrp 256 € NOA/IMHHOCTU pacnpocTpaHeHus
34.10-2012 - WndposaHnue knoyeit Kerberos
Knouen - AyTeHTudumKaums
- WndposaHue cepsepa
LAHHBIX
OCSP Signer eeb625cb-861e-458c-94ae- 1y - - RSA 2048 LUndposas + OCSP nognucaHTt - Common name + + -
79b2e05090e5 ECDSA 256 noanucb
roCT P 256
34.10-2012
Root CA aleb9d3a-b9b5-4e6d-8f2d- 15y - - RSA 4096 - Undposas + - Nllo6oe - Common name + + RFC 822 Name - +
587cadcc6554 ECDSA 384 noanuce paciunpeHHoe Unique Identifier - | + | DNSname -]+
- Noanucb UCnonb3oBaHue (UID)
ceptudmkaTa Knoya -
rocTp 512 - Moanuch - AyTeHTUdMKaLMa Given name - + MS UPN - +
34.10-2012 Cnu1cKa oT3blBa KNneHTa Initials - + MS GUID - +
- AyTeHTAGUKALMS Surname - | + | IPaddress - +
cepBepa
Organizational unit - + Directory - +
Name
Locality - + | Uniform - +
resource
identifier
State or province - + Registered - +
Identifier (OID)
Domain component - + Permanent - +
identifier
Country - + Xmpp address - +
Postal code - + Service Name - +

% Mmsa nonbsosatens ALD PRO.
% Mmsa Bxoma nonb3osaTens B popmate e-mail agpeca.
66 QpraHu3saums.

7 MoyToBbIN aipec NoNb30BaTeNs, MOXET coBnaaath ¢ MS UPN.
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Ums wabnoHa

Unentndukartop

erexunpurdad

1]

BUELINSY omuda

Lenudurdad a q|s aLenoinig

Awaromd oikHddKdad

4 1e)npurdad a1egonnrol]|

LincdposaHue

WUcnonbsoBaHue kniova

PacwuperHoe

UCnosib3oBaHue Ki4a

KomnoHeHTbl uMenn ceptudmkarta

OTAmuuTenbHoe MM cy6bekTa

AnbTepHaTuBHOE UMSA

cy6bekTa

Anroputm

MuHuManbHas

ANMHA KNK0Ya

3HaueHus
Kpwur.

3HaueHus

Kpur.

Mone

06s3ar.

Banupau,.

Mone

06s3ar.

Banupau,.

Business category

Subject
Identification
Method

Telephone number

Pseudonym

Postal address

Street

Name

Title

Domain qualifier

Description

Unstructured address

Unstructured name

Email Address (E)

Serial number

Organization

MecTo poxaeHus

[aTta poxaeHus

MHH

OTPH

OrpPHMUN

CHMUNC

MHH 10N

Kerberos KPN

Sub CA

4f56589e-7e80-4fbe-b49f-
662c9ba9a335

7y

RSA

3072

ECDSA

256

[OCT P34.10-2012

256

- Undposas +
noanuchb

- Moanuck
cepTudukara

- Moanucb
CnucKa oT3blBa

- wboe
paclmpeHHoe
MCnonb3oBaHue
Kntoya

- AyTeHTUdMKaLms
KNnMeHTa

- AyTeHTUdMKaLmMS
cepsepa

Common name

RFC 822 Name

Unique Identifier (UID)

DNS name

Given name

MS UPN

Initials

MS GUID

Surname

IP address

Organizational unit

Directory
Name
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Pseudonym

Postal address

Street

Name

Title

Domain qualifier

Description

Unstructured
address

Unstructured name

Email Address (E)

Serial number

Organization

MecTo poxaeHus

[ata poxaenus

NHH

OrPH

OrPHUM

CHUNC

MHH 10N

- PacwmpenHoe KomnoHeHTbl uMenn ceptudmkarta
=
g -3 LndposaHue WUcnonbsoBaHue kniova ucnonb3oBaHue
= g I3 2 Knloua OTnnumTensHoe ums cybbekta AnbTepHaTMBHOE UMS CyGbeKTa
s a8 3 23
o S = v T =
= 38 v 2 3
S =k O € ©
[ Wpentndukarop S n 3 a &
3 = 0 L 2 c g
g Y B £ £ ie g g - = e =
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3 © =
Locality - + Uniform resource - +
identifier
State or province - + Registered |dentifier - +
(OID)
Domain component - + Permanent identifier - +
Country - + Xmpp address - +
Postal code - + Service Name - +
Business category - + Subject Identification - +
Method
Telephone number - + Kerberos KPN - +
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KomnoHeHTbl uMenn ceptudmkara

U§U 2 Wk " PacwmperHoe
- udposaHue cnonb3oBaHKe Kio4a ANbTepHaTUBHOE UMS
- g I3 2 ucnonbsosaHue Kitoua OTnnuMTENbHOE UMSA CY6bEKTa P
© n B y 2 3 cybbekTa
g % .g v T =
S o V) o
I =k o £ &
8 Mpextudukarop -] P 3 a -
F a Q g s § T = ®
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2 8 |2 3 2 E z 3 B S e 8 5 2 8 5
s < ﬁ F - 2 X 2 "4 o < o ]
5 £l < H E n n o o0
=l = =
SCEP 77004b9d-e195-40a3-aee0- 25y - - RSA 2048 - Undposas + - Common name + - -
Management dca5ad403f49 ECDSA 256 noanuch
- WndposaHnue
rocTp 256 KoYeit
34.10-2012 - Wndposarue
[aHHbIX
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NMPUIOMEHUNE 2. YCTAHOBKA 10O [IJ1A PABOTbI C R/TOHEBBIMA
HOCUTEJTAMA

2.1 YcTtaHoBKa JC-WebClient

JC-WebClient o6ecneuymBaeT Bbinyck CepTUPUKATOB HA 3NEKTPOHHbBIX KNtodeBbix HocuTenax JaCarta. JCG-WebClient
HeobXx0aMMO YCTAaHOBUTb HA KOMMbKOTEP, C KOTOPOro 6yaeT BbINOAHAETCA noakatoveHne K KnueHTckow vactu LleHTpa
peructpaumm Aladdin eRA.

Buumanwue! NMpn ycraHoBke wn wucnonb3oBaHun JC-WebClient ceptudmumposaHHaa cpepa

(hpyHKLUMOHMpPOBaHUSA He obecneymBaeTcs.

Ckavanrte guctpmubytus JC-WebClient ¢ Be6-caita nponsBoauTens U yCTaHOBUTE 3aBUCMMOCTMU.

YcraHosuTe JC-WebClient, BbINOAHUB CneayroWwy0 KOMaHAy € NpaBaMu Cyrnepnosb3oBaTens:

PEL OC sudo dnf install JC-WebClient-x64-x.xX.X.XXXX.rpm
SberLinux OS Server» sudo dnf install JC-WebClient-x64-x.xX.X.XXXX.IPN
Astra Linux SE sudo apt install -f JC-WebClient-x64-x.x.x.xxxx.deb
Anbt CepBep sudo apt-get install JC-WebClient-x64-x.X.X.XXXX.rpm

MNepenpute B KaTanor /etc/rc.d/init.d/, BbINOAHUB KOMaHAY:
cd /etc/rc.d/init.d/
Boinonnute 3anyck JC-WebClient, BoinonHuB cnenyoLyo KOMaHAy € NpaBamMu Cynepnosib3oBaTens:

sudo sh jcmon start

2.2 YcTaHOBKa PYyTOKeH NnarnHa v ero paclimpeHms

MO «PytokeH MMnarnH» u ero 6pay3sepHoe pacwwupeHue «Agantep PytokeH [MnarvH» obecneumBaeT BbIMyCK
CEPTUPUKATOB Ha 3NEKTPOHHbLIX KNtoyeBbiX Hocutensx PytokeH. MO «PytokeH MnarvH» 1 ero 6paysepHoe pacliMpeHue
«Apantep PyTtokeH lnaruH» Heob6xoOMMO YCTaHOBWTb HA KOMMbHOTEP, C KOTOPOro OyAeT BbIMOMHAETCS MOAKNOUYEHME K
KnueHnTckoi yactu LleHTpa pernctpaummn Aladdin eRA.

BHumaHue! NMpn yctaHoBke u wucnonb3oBaHun MO «PyTtokeH [MnarMH» u ero Gpay3epHoro

pacwupeHus «Apgantep PyTokeH MnaruH» cepTuduumMpoBaHHasi cpeda (PYHKUMOHMPOBaAHUS He
oGecneunBsaeTcs.

Ckauvavite guctpubytme N0 «PyTokeH lNMnarnMH» ¢ oduruManbHOro carita NporM3BOAMTENS.

YctaHosute O «PytokeH [MnarnH» u ero 6GpaysepHoe pacwupeHue «Apgantep PyTOKeH MO MHCTpyKuUuu C
odUUMaNbHOro canTa NpoM3BoOAUTENS.
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TEPMWHDbI N ONPEAEJIEHNA

AyTEHTMdJMKaIJMﬂ - OencTems no npoBepke noANNHHOCTHU VILI,EHTVId)VIKaTOpa nonb3oBatens. Mop,
aYTEHTl/Id)MKaLI,VIEVI NOHMMAETCA BBOA Naponga nin PIN-kopa Ha cpencrtee BbIYUCIUTENbHOM TEXHUKM B OTKPbITOM KOHTYpE,
d TaKXXe npouecchbl, peanmsyruime npoBepKy 3TMX AaHHbIX.

3agBKa — 3TO 3asBfieHMe OT MO/b30BaTeNls Ha MNonayvyeHue ceptudumkata, nonaydyeHHoe depes APl unm
Beb-uHTEpdelic, coaepKallee COBOKYNMHOCTb AaHHbIX O Monb3oBaTesne (3anpoc Ha ceptudukar (CSR)).

KnioueBo# HocuTenb — 37O CYLWHOCTb B LEHTpe cepTuduKaLuMK, COOTBETCTBYKOLLAN (U3MYECKOMY TOKEHY,
NporpamMMHOMY MM annapaTHoOMy mMoaynto 6esonacHoctn Hakgware Security Module (HSM). C noMoLLbio KpMNTO-TOKEHA
LLC ocywwecTBnsieT XxpaHeHWe KNOYeN 1 BbiNOJIHEHME KpUNTOrpadmyeckmx onepaumin.

CepTuduKaTt - BbINyLLEHHbIA LEHTPOM cepTuduMKaumMn UndpoBOi AOKYMeHT B popmaTtax x509v3 wnun ppyrom
nogaepxuBaeMom dopmaTe, MOATBEPXKAAMOWMIA MPUHALIEXKHOCTb BRafenbUy 3aKpbITOro KiK4Ya WMAM Kakux-nnbo
aTpMBYTOB U NpeAHa3HAYEHHbIN AN9 ayTEHTUOUKALMM B MHDOPMALIMOHHON cHuCTEME.

Cnucok oTto3BaHHbIX cepTudmkaros (Certificate Revocation List — CRL) - cnncok aHHynnpoBaHHbIX (OTO3BaHHbIX)
CepTMOUKATOB, U3LAETCS LLEHTPOM cepTUdMKALMM NO 3anpocy UK C 3aJaHHON NepUOAUYHOCTbIO HA OCHOBAHMM 3aMpocoB
06 oT3bIBE CEPTU(DMKATOB.

Cy6bekT - nonb3oBatenb MHPOPMALMOHHOM CUCTEMbI WAW YCTPOMCTBO (CepBep, LWIKO3, MapLlipyTM3aTop).
CybbekTy ans CTporoin ayTeHTMdUKauMmM B MHPOPMALMOHHOM CUCTEME B LLEHTPE CepTUPUKALMM BbIAAETCS CEPTUPMKAT.
CMHOHUM - KOHeYHas cylwHocTb (end entity).

Tuker (ticket) - BpeMeHHble [AaHHble, BblAABAEMbIE KAMEHTY AN9 ayTEHTUPUKALMM HA CepBepe, Ha KOTOPOM
pacnonaraeTcs HeobxoaMMbIii cepBuC.

LleHTp perucTpaumm — 370 (YHKLMOHAMbHbBIM KOMMOHEHT NporpaMMHoro cpeactea «LleHTp cepTudukaTos
poctyna Aladdin Enterprise Certificate Authority Certified Edition», npegHa3Ha4YeHHbI A9 XpaHEHUSI pernMCcTPaLMOHHbIX
[LlaHHbIX MOSIb30BaTeNEN, 3aNPOCOB HA CEPTUMUKATLI U CepTUDUKATOB Nosib3oBaTeNeit; 06paboTkM 3asBOK Nonb3oBaTeNen
Ha BbINYCK cepTUdMKaTa.

LlenTp ceptudmkaumm - KoMnnekc CpeacTs, 3afayva KOTOPbIX 3aKN0YAETCH B 06eCcneyeHnn XM3HEHHOro LMKNa
cepTMdUKATOB MO/b30BaTeNied U YCTPOMUCTB MHMOPMALMOHHOM CUCTEMbI, @ TAKXe B CO34aHMM MHPPACTPYKTypbl 414
obecneyeHnss NpoOLLECCOB MAEHTUDUKALMKM M CTPOroi ayTeHTUdMKauMn B MHMOPMALMOHHOM cucTeme. porpamMMHBbIN
komnnekc «LleHTp ceptudukaummn Aladdin Enterprise Certificate Authority» gBnsieTcs 4acTblo NPOrpaMMHOroO CpeacTea
«LleHTp ceptudmkatoB goctyna Aladdin Enterprise Certificate Authority Certified Edition».

Kerberos - ceteBoi NnpoTokon ayTeHTUPUKALLMM, KOTOPbIA ob6ecneynBaeT MeXaHUM3M B3aMMHOM ayTeHTUPUKaALMM
KIMEeHTa 1 cepBepa nepep, yCTaHOB/IEHUEM CBA3U MEXAY HUMM.

Keytab-daiin - 370 daitn, cogepxawuin napsl  Kerberos-npuHUMNAnoB M MX  KIOYeN (MOAYYEHHBIX C
ucnonb3oBaHnem Kerberos napons). 3tu dainbl MCNonb3ylTcs AN ayTEHTUDMKALMUM B CUCTEMAX, MCMOMb3YHLLMX
Kerberos, 6e3 BBoAa napons.

Be6-untepdeiic (user interface - Ul) — uHtepderic, obecneunBarowmii nepepavy MHPoOpMaLuu  Mexay
MoJib30BaTE/IEM-YE/IOBEKOM U NPOrPaMMHO-anmnapaTHbIMU KOMMOHEHTAMMU KOMMbIOTEPHOM CUCTEMDI.

La6noH cybbekra — WwabnaoH, Ha 0OCHOBAHMM KOTOPOro HeobxoAmMMOo co3aaBaTh CybbekTbl. LabnoH onpepensier
CBOMCTBa CybbekTa (subject name, alternative name), cBoictBa cepTudukaTta (Kpuntorpaduio, CpoK [enCTBuS,
Ha3HayYeHue, NONUTUKM U NPOY.), @ TaKkKe MHDPACTPYKTYPHbIE XapaKTEPUCTUKK (PEKBU3UTbI ANS AOCTaBKU CepTUdUKATOB,
BO3MOXXHOCTM OT3bIBa, XPAaHEHMWS U NPOY.).
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OBO3HAYEHUA N COKPALLEHNA

0ocC - OnepaunoHHag cucTema

no - lMporpamMMHoe obecneyeHne

PC PecypcHas cucrema

CYea - Cuctema ynpaBneHuns 6asaMm OaHHbIX

CRL - Certificate Revocation List

URL - Uniform Resource Locator
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N3am.
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