"AHTUPpoA-TepMUHan”

Ona 6e3onacHon ayTeHTUOUKALUN n paboTbl
C 3N1EeKTPOHHOW NOANUCLIO B HeAOBEepPEeHHON cpefe
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e BusyanusauyumAa n noarsepraeHue KNoYesblX peKBU3UTOB
noanucbiBaemMbiX AOKYMEHTOB

» be3onacHaA ayTeHTUPUKauuAa c eBogomM PIN-Koaa Ha TepMuUHane,
a He Ha KoMnbloTepe

 He3aBncumocCTb OT TUNA CpeacTBa 3ﬂ€HTpOHHOVI noanucu

« ®dopMupOBaHME AOKa3aTeNbHOM 6a3bl ANA paccnegoBaHUM UHLNAEHTOB
M pa3bopa KOHPNAUKTHbBIX CUTYaLUN

° BbICTpaﬂ UHTerpauunAa Cc npuknagHbiMmu nporpaMmmamm



AnagavH)™

"AHTUdpoa-TepMmHan"

[pobnemMbl paboTbl C 3NEKTPOHHOM NOAMUCHIO

B HegoBepeHHOoW cpeae

USB-TOKEHbI 1 CMapT-KapTbl (fafiee — TOKEeHbl) C HEN3BNEK3EMbIM 33KPbITbIM K/II0HOM HALEMHO
33LUMLLBIOT K/II0Y 3/1EKTPOHHON NoanucK (3M1) oT Kparun. TeM He MeHee, 3N10YMbILLNEHHUKN Hay-

YUAUCb NOAMUCLIBATL NOAAENbHbIE INEKTPOHHbIE JOKYMEHTbI 6€3 Kparu Kntoder M. nA atoro
OHU NPUMEHAIOT Bpe0OHOCHOEe NporpamMMHoe obecnedeHune (M0O), co3gaHHoe € y4ETOM cneundu-

K1 paboTbl aTaKyeMOWn CUCTEMBI.

ATaKu c nognucbio MNOCTOPOHHUX
noaanenbHbIX AOKYMEHTOB

Mony4us yaanéHHoe ynpaBneHue KOMMNbTEPOM
nonb30BaTeNsa U BHe4pPUB B HEro BPeoHOCHOe
MO, 3N10yMbILLNEHHUK MOMKET NOANUCHIBATb Niobble
[OKYMEHTbI Ha K/04YaX NO/Ib30BaTe s, MOKa TOKeH
NoAKN0YeH K KoMnbloTepy. Takue aTaku MoryT 6biTb
peanusoBaHbl cnegyowmmMm cnocobamu:

e NCMNONb30BaHME COCTOAHUA "3aN0rMHEeHHOCTN"
(Korga ToKeH noakntoYeH K MK n nonb3oBaTenb yke
BBén PIN-koa). B 3ToT MoMeHT BpegoHocHoe N0
0TNpaBAAeT B TOKEH X3LW NOCTOPOHHEro AOKYMEHTa
n Bbluucnaet IM7;

» nepexBaT PIN-Koga c nomoLubto BpegoHocHoro MO
c nocnepyouen ayteHTUdGMKaLumen n nognucaHnem
nob60oro 4OKYMeHTa. B 3TOM cnyyae BupTyanbHble
KNaBMaTypbl He O30T rapaHTUIO 3aWnTbl OT nepe-
xBaTa PIN-Koaa.

ATaKun c nogMeHon
NoANUCbIBAEMOro AOKYMEHTA

Monb3oBaTenb BUANT Ha IKPaHe KOMMbIOTEPa OAUH
OOKYMEHT, a8 B MOMEHT ero NnognvucaHna BpegoHOCHOe
MO He3aMeTHO NOAMEHAET ero Ha Apyron. B pe3ynb-
TaTe B TOKEH AnA BbiuncneHunaA MM otnpasnAeTca

X3LW NOAMEHEHHOro AOKYMeHTa. Hanpumep, B cnyyae
NOAMEHbI NIATEXHOro NOpy4YeHnA AeHbrn ¢ 6aHKOB-
CKOro c4éTa oTnpasuTenAa 6yayT nepeBefeHbl Ha CHET
3/10yMbILUNEHHWKA. TaKkne aTaku MoryT 6bITb peannso-
BaHbl CleayoLmMMmn cnocobamm:

» nepexsaT Tpaduka no npotokony USB-CCID;

* BHeApeHue B Ko NPUIOHKeHUA nnn bpaysepa (wno-
POBAHHbIN KaHas, KOTOPbIN MOXET 6bITb YCTAHOB-
NeH Mexay 6aHKOBCKMM NPUIOHKEHNEM U TOKEHOM,
B 3TOM C/ly4ae He NoOMOoraeT).

CeroaHA Henb3A rapaHTMPOBaTb OTCYTCTBUE BpPeAoHOCHOro MO Ha KoMmnbloTepe Nonb3oBaTens,
0COBEeHHO NPpY NOCTOAHHOM MOAKAYEHUN K VIHTepHeTy. Mo 3To NpUYMHe KOMMbloTep NoMb30BaTeNA,
KaK NpaBuo, ABNAETCA He[0BEPEHHON CpeaoNn.




"AHTUdpoAa-TepMmHan"

"AHTVUpOA-TEPMUHAN" —
peLleHve ana paboTbl C 3/1IEKTPOHHOW
NoANMCbIO B HeQOBEpEeHHOW cpeae

OnA 60pbbbl C aTaKaMWN 310yMbILLNEHHUKOB B HEJOBEPEHHOW cpefae NpUMeHATCA
Trust Screen-ycTpoincTBa, ob6ecneynBatoLLne BO3SMOKHOCTb NOATBEPAUTL Onepa-
LU0 NOANNCAHMA AOKYMEHTOB B JOBEPEHHOW cpefe 3TUX ycTponcTs. KoMnaHumA
"AnagavH P.A." coBMecTHO ¢ KomnaHunen VASCO pa3paboTtana cob6cTtBeHHoe Trust
Screen-ycTpoiictBo — "AHTUdpOA-TEepMUHAnN".

OcHoBHbIMU 06nacTAMK NpuMeHeHuA "AHTUdpoa-TepMnHana" ABNAIOTCA:

e 33LUUTa CUCTEM OUCTAHUNOHHOro 6aHKOBCKOro obcnyxusanua (AB0O) ot aTak,
HaNPaBMEHHbIX HA KPaMKy AEHEHKHbIX CPeACTB CO CHETOB KNNEHTOB 6aHKa;

. 3muMTaCMCTEM3HEKTDOHHOFOAOKyMeHTOOﬁOpOTaM3ﬂeKTp0HHHXCEpBMCOBOT
aTaK, HanpaBfeHHbIX Ha NOANNCaHMe NnogaeNbHbIX LOKYMEHTOB Ha Knto4ax Il
neranbHOro nonb3oBaTesniA U nocneayoulee HaBA3biIBaHWe 3TUX OOKYMEHTOB
cucrteme nnu cepsucy.

Ecnu B KavecTBe cpeacTBa 3l ncnonb3lyeTcA CMapT-KapTa, OHa MOXKeT bbITb Noa-
KNIOYEeHa HenocpeaCcTBEHHO K "AHTUGpoa-TepMunHany". ECn B KayecTBe CpeacTBa
3N ucnonb3yetcAa USB-ToKeH, OH nogKkntoyaeTca K ogHoMmy USB-nopTy KomnbloTepa,
a "AHTNndpoa-TepMuHan" — K Apyromy.
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"AHTUdpOL-TEpMUHAN"

Bo3mMorHOCTU "AHTUPpOA-TEPMINHANG"

Be3onacHas ayTeHTUGMKauna

"AHTUpOL-TEpMUHAN" NO3BONAET:

e 3anNpoCuTb y nonb3oBaTenAa noaTeepxaeHne HamepeHuA ayTeHTl/Id)VILl,MpOBaTbCH
B 31eKTPOHHOM cepBuUcCe Ha gucnnee TepMnHana N NpUHATb NnoaTBepHaAeHue ot
noNb30BaTeNA Ha KNnaBunatype TepMunHana;

» 3anpocutb BBOA PIN-KOAa ANnA ncnonb3lyemMoro cpeactsa 3l Ha gucnnee Tepmu-
Hana v npuHATL PIN-KOA Ha KNasBuaType TepMunHana.

Bu3yanusauua u noaTeepKaeHNe KNoYeBbiX AaHHbIX
DOKYMEHTa

"AHTMpOA-TEePMUHAN" OCHALLEH MUAKOKPUCTANIMYECKMM ancnneem, oTobpara-
IOLLMM TEKCTOBble AaHHble 4nnHon Ao 400 cMMBOOB. Ha 3KpaH TepMMHana MoryT
BbIBOANTbLCA KNIOYEBbIE flaHHble NOANNCHIBAEMbIX JOKYMEHTOB. [onb3oBaTenb
MOMeT CPaBHUTb AaHHble HA TEPMUHANE C AaHHbIMKU, 0TO6pPaXkaeMbiMu Ha 3KpaHe MK,
nocne 4yero NOATBEPANTb UNN OTMEHUTb ONepauunio NoANNCAHNA AOKYMEHTa CBoen
3N (HaxaB Ha TepMuHane kKnasuwy "OK" nan "C").

BeaeHue 33LWULLEHHOMO *YpPHaNa onepauui

"AHTUpOA-TepMUHAN" BeAET BHYTPEHHUI XypHan onepaunii. B 3ToM ypHane puk-
cupyeTca Hbopmauma, Kotopana b6bina oTobpaxeHa Ha SKpaHe YCTPONCTBA U NoAT-
BepXAeHa nonb3osBaTteneM nNyTém HamaTnA KHonku "OR" Ha KNnaBnaType TepMUHa-
na. HypHan onepauuii He XpaHUTCA B YCTPOMCTBE NOCTOAHHO. TepMUHAN HAYNHaeT
BECTU }YPHAN Kamabli pa3 3aHOBO NPU Ha4vase Tak Ha3biBaemoro SWYX-pexunma
paboTbl ycTponcTtaa (Sign What You eXecuted — nognuvcbiBato TO, YTO BbINOMHAETCA).
Mo okoH4YaHuM SWYX-pexnma TepMnHanN NOANUCbIBAET KypHan cobcTBeHHOM I Ha
BCTPOEHHOM B TEPMUHAN KPUNTOrpaPpuyeckom Yune € UCNONb30BAHNEM POCCUACKON
Kpuntorpaduun n Bo3BpaLlaeT ero BMecTe € NoAnucbto B npuknagHoe MO.

3awuTa oT NOBTOPHOr0 HaBA3bIBAHUA NepexBa4YeHHoro
HYPHana onepauunm

TepMUHanN NpeaoCTaBAseT BO3MOKHOCTb 3aLLUTUTLCA OT aTaK, HaNpaBfieHHbIX Ha
NOBTOPHOE HaBA3bIBaHNE CEpBepY NepexBavyeHHOro paHee KypHana onepauuii BMe-
CTe C Konuel COOTBETCTBYIOLLEro 3TOMY ypHasny paHee 0406peHHOro 1 MPUHATOrro
Ha UCNonHeHWe JOoKyMeHTa. [1ns peann3aunm Takol 3aLmTel cnegyeT UCNob30BaThb
none Reference wypHana onepauuii, 3Ha4eHVe KOTOPOro CBA3bIBAET HYPHA/ C KOH-
KPEeTHbIM 3K3eMMIAPOM NOAMUCAHHOMO AOKYMEHTA UAN rPYMMoi AOKYMEHTOB.

BepeHue "6enbix CNUCKOB" fO0BEPEHHbIX KOHTPAreHToB

Ncnonb3oBaHue "6enbix CNUCKOB" NO3BO/IAET CYLLECTBEHHO COKPATUTb KOIMYECTBO
OOKYMEHTOB, KoTopble TpebyeTcA NoaTBepHAaTb Ha "AHTUdpOA-TepMuMHane" npu
BbINO/IHEHUW FPYNMNOBbIX ONepaunii. BaxHbiM npu paboTe ¢ "6enbiMu cnnuckamun" As-
NAETCA TO, KAKUM 06Pa3oM TaKuMe CMUCKN CO3[a0TCA U U3MEHAITCA. ECAN 310yMbIL-
NEeHHUK CMOXEeT HeECaHKLUNOHMPOBAHHO [06aBUTb cebA B "6enblin CNUCOK", BCA naen
TAKUX CMUCKOB TepAeT cMbicn. "AHTUdpOA-TepMUHAN" No3BONAET 6€30MacHO co3a3a-
BaTb N U3MEHATDb "6enble CNUCKN" 4OBEepPEeHHbIX KOHTPAreHToB. 1A 3TOro 4oCTaTou-
HO NOATBEPMAaTb HA YCTPONCTBE BCe Oonepauunmn, CBA3aHHbIe C CO34aHNEM

1 U3MeHeHneM "6enoro cnucka".



"AHTUGpOA-TEpPMUHAN" AnagavH)™

Cxema paboTtbl "AHTUGpPOA-TEPMUHANG"

MnaréxHoe nopyueue

Caepete Hixe nons Py o 3 Ha
3KPpaH AHTUQ)] B cnyyae BCex nonei Ha
Knasvarype Tepmunana [[Z3 Mnave - oTkioHMTe

Y Bac octanock 30 ceK. ANs NOATBEPXAECHWA ONEpaunK.

TMNATEXHOE MOPYYEHME Ne3404 05.02.2015

fara Bua nnatexa
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WHH 7710140679 KNn 775047586

3A0 "MaxTopr” Bua on. 01 Cpok nnar.

Ouep. nnar. 3

Tonysatens Kon Pes.none

3a noctaeky 060pyaosaHus

Haswauenme nnatexa

OTo6pameHne JOKYMeHTa
Ha 3KpaHe nonb3osatens

\

OTKa3 B NPUHATUN [OKYMEHTA

JaHHble He coBMNafawT:

H3 UCNosiHeHne, OTNpaBKa
coob6LleHNA 0 NnoagMeHe

1. an/II'IOH(eHVIe NpocUT Nnonb3oBaTenAa noaTeBepaAnTb
Knw4eBble AdHHble JOKYMEHTA Ha TeEpMUHaAne.

2. Ecnn paHHble, 0TO6paméEHHbIe HA 3KpaHe TepMUHa-
Na, KOPPEKTHbI, MONb30BaTeNb NOATBEPHKAALT NX

Ha KNaBunaType yCTpoKncTBa.

3. "AHTUdpoa-TepMuHan" dbukcupyet GpaKkT nogT-
BEpHAEeHUA AaHHbIX BO BHYTPEHHEM HypHane,
noAnucCbIBaeT }ypHan cobcTeeHHon 3 Ha cob-
CTBEHHOM KpUNTOrpapuyeckomM Yune n BO3BpaLLa-
eT NOAMUCAHHbIV }YPHaN NPUNOHKEHWNIO.

MNonb3oBaTtens
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SWYX* "AHTUOpOA-TEPMUHAN"

OTobpareHne
KNo4YeBblX PEKBU3NTOB
AOKYMEHTa

MoaTsepaeHue
COOTBETCTBUA
0TO6pamaeMbIX AaHHbIX

HypHan onepauwni,
noANUCaHHbIN
TepMuUHanom

Moanucaxue
AOKYMeHTa
Ha cpefcTse M

Moanucb
AOKYMeHTa

E?/

CpaBHeHue
A3dHHbIX Ha cepBepe

%’ g

Mepepaya NOANUCAHHbBIX
AOKYMEHTa 1 XypHana onepauyui
Ha yAanéHHbIi cepsep

“—Q

Pe3ynbTaTbl CpaBHEHUA

MaHHble coBNagawoT:
NPUHATUE AOKYMEHTa
Ha ucnonHexue

Cepsep nposepAaeT 3N goKyMeHTa v 3l }ypHana,
4YTO6bI y6eanTbCcA B NOANIMHHOCTY 33paHee 3aperun-
CTPUPOBAHHOIr0 TepMMHana. 3aTem cepsep cBepAeT
OaHHbIe U3 }YypHana c A3HHbIMU N3 JOKYMEHTa.

B cnyyae coBnageHna 4OKYMEHT NpUHUMaeTcA Ha
06paboTKy. B cnyyae pacxoraeHuA cepsep 6no-
KupyeT onepauuio n ysefoMnaeT NoNb30BaTensa o
BO3MOMHOW aTaKe CO CTOPOHbI 3/10YMbILLNEHHNKOB
1N HeobxoAUMOCTN NPOBEPUTbL pabovee MecTo Ha
Hanu4ue speaoHocHoro MNO.

CoxpaHEéHHbIN Ha cepBepe NOAMNUCAHHbIN }YypHan

4. [lokyMeHT nonb3oBaTenA NoANMCbIBaeTcA cpea- !
CTBOM 3 (CMapT-KapTOii UM USB-TOKEHOM). TepMUHaNa MoXeT B AanbHellweM UCNoNb30B8aTb-
CA B Ka4YecTBe A0Ka3aTenbHon 6a3bl Npu pa3bopax
. 3NN foKyMeHTa BO3BPAaLLAEeTCA MPUIOHKEHUIO. KOHAMKTHBIX CUTYALMNIA.
6. MNpunoxeHne oTnpasnAeT NOANNCAHHbIN 3 Nonb-

30BaTeNA QOKYMEHT M NoAnucaHHbli 3N TepMuHa-
Na MypHan Ha cepsep.

* SWYX (Sign What You eXecuted = "MNMognucblBato TO, 4TO BbINONHAETCA") — "AHTUGPOA-TepMUHAN" BEAET 3aLLUMLLEHHDBIV *YPHAN onepaymnin
1 noAanucelBaeT ero ceoei 3 ¢ MOMOLLbI0 BCTPOEHHOr0 KpUNTOrpaduyecKoro Yvina, No4AepH1BatoLLEr0 POCCUICKYIO KpUNTOorpaduio.



AnagavH)™ "AHTUdpOL-TEpMUHAN"

[puMepbl cueHapueB paboThl

Be3onacHaA ayTeHTUGUKaUuA

Mpwn BxoAe B NNYHbIN KaBUHET 3NEeKTPOHHOr0 CEepBUCA
"AHTUpOL-TEPMUHAN" BbIBOAUT H3 CBOEM 3KPaHe 3anpoc

Ha noaTBepaeHue ayteHTUdunKauymn. Nonb3osBatenb nNog-
TBEpAaeT Ha KNaBmaType TepMUHana cBoO€ HaMepeHne Bon-
TU B NNYHbIN KABNHET 3NEeKTPOHHOro cepBmnca. 3To No3BonAeT
33aWNTUTbCA OT BpegoHocHoro M0, KoTopoe cMorio nepe-
XBaTUTb unn nogobpatb PIN-Kog nonb3oBaTena 1 NbiTaeTcA
C ero NOMoLblo NOMYYNUTb HECAHKLMOHUPOBAHHbI AOCTYN B
NNYHbIA KabMHEeT OT NIMUA NeranbHOro Nonb3oBaTens.

MoATBepXAcHHe ayTeHTMbUKALAN
MOATBEPAKTE aYTEHTUOUKALLMIO HA TEPMUHANE, HaXEE
oy [[ZR fins orwens: Haxaure [

Baeure PIN-kog

Baequre PIN-Kon Ha TepruHane u HaxwuTe kHonky [CE
Iine ormens Haswwre [

[ononHnTenbHO nonb3oBaTenb BBoauT PIN-Koa Ha
"AHTUdpoA-TepMUHANE", a8 HEe H3 KNaBMAType KOMMblOTepa.
OTO NO3BONAET 3aWUTUTLCA OT BpegoHocHoro MO, cnocobHo-
0 nepexsBaTblBaTb AaHHble C KaBUATypblI.

MoanucaHne Npon3Bo/bHbIX
HeCTPYKTYPUPOBAHHbIX OKYMEHTOB

Mpn NnogNNCaHNN HECTPYKTYPUPOBAHHbIX AOKYMEHTOB ([0ro-
BOPOB, aKTOB, COrNalleHunin) Ha "AHTudpoa-TepmmHan” BbiBo-
AATCA KloYeBble flaHHble 3TUX JOKYMEHTOB, KOTOPbIE MOryT
M3MEHATbCA OT NONb30BAaTeNA K NoNb3oBaTento. Hanpumep,
npu NOANNCAHUN KPeANTHOro AOroBOPa B KaYeCTBE TaKMX
AaHHbIX MOrYT BbICTYNAaTb NonA "cymma", "cpok", "npoueHT" n
"uenb Kpeauta". NogMeHa TakMX A4aHHbIX BpegoHOCHbIM 10
Ha K/IMEHTCKOW CTOPOHe byaeT obHapyHkeHa cepBepoMm npum
CBepKe AaHHbIX N3 NOANUCAHHOr0 [OKYMEHTA U }ypHana
onepauuii. B cnyyae, Koraa 3TanoHHble WabnoHbl AOKYMEH-

KPEOWUTHBIA OrOBOP Ne 23A-465738
. Mockea «28 » oKTRGPA 2015 7.

AiHoHepHLR KoMMSDIBCIHR Gan: MR Sans (OAD), ianyous o Fareiion <Eans o s Wsarosa
Metpa CWaopoBIa, ASHCTEYOWETO Ha OCHOBAHMM YCTaBa, C OAHOM CTOpOH, W 3AO
Anexcauspona Gopica Apagvenina, wenyoue b aTbHeieN <SaeMLIN C APYTOR ropar. & e
MGHYEMB© «CTOPOHb», JAKTIOHMNMA HACTORLNI AOTOBOP O HINKECTIEAYIN

1. meemer normzon
o Kpeaut 8 cyw py6nei).

11,

12, OBerom o

13 3K oGRYSTGR YA Bt TOUGKT <2, NSRS KGRAMTON © paoHpe 20 roRoBbix
1 8033paTHTS NONyeNHL KpeAT €283 OKTAGPA 2017r.

2. OBA3AHHOCTM CTOPOH
Bank obsayercs:
2:1.1. BuiniaTh KpOAWT B TeweHwe 1 (0QHOTO) PAGOYEIO AHA G MOWGHTA JAKTIOSEHNA HACTORETO OTOBOPA MyTEM

22, 3aemuwx obmsyercn:
2.2 VIGnonb3o8aTs KpeIWT TOMKO Ha LeIW, YKaIaHHHIO B 1. 1.2 HACTORLIETO A0T0B0pa.
222.B cpown, yxasaHHeie @ n.1-3 HACTORLERD AOFOROPA, BOIBPATHT BarKy BHIAGHHHIA KPEAUT W YNATTS
HBUMCGHHLIE 33 NON20B3HME KDEAWTOM DOLEHTE
2.2.3. YAaTATL NNATeXM, NPEAYCHOTPeHHE & MTpWnOXeHMM N 1 K HACTORLIEMY AOTOBOPY.
22:4. s oGmayeTon excxaapTarc e rosaee 15 wicna uecaus, ey 38 nocTon uecaow
KBaprana, npectaBuTb cpasky o apaGoTHOA nnae (1  ocywecraneu:
orenTy,

T e o TOB XpPaHATCA Ha cepBepe, BpeAoHOoCHoe MO TaK:He He CMoeT

Baem

a yAnaTHTL uToA"

He3aMeTHO NOAMEHUTb AaHHbIe, KOTOPble He BbIBOAUINCH HA
"AHTUdpOA-TEPMNHAN", TAK KAK TaKaA NOAMEHA TaKKe byaeT
obHapyXkeHa cepBepoM NyTEM CBEPKU NOAMNUCAHHOMo U 3Ta-
NIOHHOr0 [JOKYMEHTOB.

NoanucaHne NNATEXHbBIX NOPYYEHUN
B cuctemax b0

rarexcioe nopysenwe [0NnA 33WmnThl OT KPaKU AEHEeMHHbIX CpeaCcTB HeobA3aTebHO
;pvf; mpm:’“mmm-““ L sspetcaniatie :IO,ElTBep)K,IJ,aTb BCe per«:avmmbl NNATEXHOro NOpyYeHUA Ha
AHTUGpOA-TEPMUHANE" — [OCTAaTOYHO NOATBEPAUTDL KO-
yeBble peKkBU3nTbI (Hanpumep, "nony4yartens”, "
TenA", "6aHK nony4yatena" n "cymma nnatera"). Ecnu 3noy-
MbILWNEHHUK NOAMEHUT XOTA 6bl 0ANH U3 3TUX PEKBU3NTOB B
noAnMCaHHOM NNATEXHOM NOPYYEHUU, 3T0 byaeT BbIABNEHO
Ha cepBepe, U TaKkanA onepauuna byget 3abnoknposaHa. Mog-
] MEHa APYrux peKBU3NTOB He NMPUBEAET K Kpare fEeHEMHHbIX
e e cpeacTs.

Nonysarens. Koa Pes.none

¥ Bac ocranoch 30 CeK. 1A MOATBEPKACHHA ONeEPaLIMH.

CYET nonyya-
MNATEXHOE NOPYYEHME Ne3404 05.21;“2015 InexTpomHbIi

Bua nnatexa

[MHH 7719165935 KN 771601001 Cymma 238 000,00
3A0 "Ananauh P.A"
Mnarensun cun 407.02.810.4.0002.1087822

0AO "Moit Bank" BUK 044525787
Bank naarensiumka [ 301.01.810.1.0000.0000787
OAO “Bark CHpryc™ sk 044525225
Bank nonysarens Cune 301.00.000.0.0000.0001829

WHH 7710140679 KN 775047586 cun 401.00.000.5.0000.0008933

3a nocrasky oGopyaosanus

[ANnA cyuwecTBEHHOro COKPAaLLeHNA KoNn4ecTBa AOKYMEHTOB,
KOTOpble TpebyeTcA NoaTBepKAaTh HAa "AHTUPpOA-TepMUHane"
npv BbINOIHEHUN FPYNMNOBbIX ONepauunii, cnegyeT Ncnonb3o-
BaTb "6enble CNUCKN" 0BEepPEeHHbIX KOHTPAreHToB.




"AHTNdpoa-TepMuHan”
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[penmyuiecTsa "AHTUGPOA-TEPMUHANG"

Ctporasa ayTeHTUdUKauuAa
TepMUHaNa Ha cepsepe

CepBep ocyuiecTBnAeT nposepKy 3l xypHana onepa-
umn "AHTUGpOA-TEPMUHANA", YTO NO3BONAET rapaHTn-
poBaTb GaKT NOATBEPHKAEHMNA ONepaLunmn Ha 3aperun-
CTPMPOBAHHOM [J0BEPEHHOM YCTPONCTBE. TeM CamMbiM
obecneynsBaeTcA 3aLMTa OT NOAMEHbI TEPMUHANA HA
KNMEHTCKOM CTOPOHe.

HoHTpONb NONHOTHI
noAaTBepHAaeMblX 4aHHbIX

[0nA 3awmThl OT HegobpocoBecTHOM (HENOHON)
NMPOBEPKU K/IOYEBbIX PEKBU3NTOB NOMb30BaTENEM B
"AHTUdpOA-TepMUHANE" peanNn3oBaH AOMONHUTE b
HbI KOHTPO/b TOr0, YTO NONIb30BaTE/Ib 03HAKOMUJIICA
CO BCEMU [3HHbIMU, KOTOPbIE 6bINN OTOHParKeHbI Ha
3KpaHe TepMuHana. Ecnm gaHHble He BMeCTUNNCH
Ha OAWH 3KPaH, TO TEePMUHAN He NO3BONUT NoATBep-
OVTb onepaumio 4o Tex Nop, MOKa Noib30BaTeNb He
MPOKPYTUT X A0 KOHLA. DTO TaKKe BaXHO N C TOYKM
3peHuA [0Ka3aTenbHoM 6a3bl, TaK KaKk TaKaA pea-
Nn3aymA No3BoNAeT NpyM Heo6Xo4MMOCTU [0Ka3aTh,
4YTO NONb30BaTeNb CO6CTBEHHOPYYHO NPOKPYTUN
BCe faHHble A0 KOHL3, NpOBEPUB BCE PEKBU3UTDI, U
noaTBepAns Onepauunto, 03HaKOMUBLLUCH CO BCEMU
PEKBU3NTAMMU.

®opmMnpoBaHMe AOKa3aTenbHOM 6a3bl

HypHan onepauuii, dopmupyembin "AHTUbpoa-Tep-
MWHANoOM" N COXpaHAeMbIil Ha cepBepe, MOMeT bbITb
MCNONb30BaH 3N1eKTPOHHbIM CEPBUCOM B Ka4ecTBe
[0Ka3aTenbHOM 633bl NpU paccnefoBaHNUN UHUNAEH-
TOB 1 pa3bope KOHGIMKTHbIX CUTYaUNIA.

MopaeprkKa nobbix TUNOB CpeacTB
3N1IeKTPOHHOW NoagNUcCcKH

"AHTUPOA-TEPMUHAN" MOMKET HbITb MHTErpUPOBaH

¢ nobbiMu TUNamu cpeacTs 3M: cmapT-KapTamu
ctaHgapTa ISO 7816, USB- 1 MicroUSB-TokeHamu, a
TaK¥e nporpaMmmHbiMn CK3W. MNpwu cMeHe cpefcTBa
3N He TpebyeTcA BHOCUTb KaKMe-nnbo n3MeHeHuA B
npowwuskry "AHTUdpoOA-TepMUHaNa", 4To n3basnaer oT
npob6nem ¢ COBMECTUMOCTbIO U yaeLleBNAeT 3KCnaya-
Taumo yCTPONCTBA.

MognucaHne opurMHanbHOro
DOKYMEHTa

Bnaropgapsa ToMy, 4TO onepauna NoANUCaHUA OOKY-
MeHTa C noMoLbto cpeacTsa 3l nornyeckn otgeneHa
OT onepaunn noaTeBepXaeHNA ero KNK4YeBblX pek-
BU3MTOB Ha "AHTUpoA-TepMuHane"”, 3N gOKyMeHTa
dopmMupyeTcAa HenocpeaCTBEHHO OT CaMOro AOKy-
MEHTa, @ He OT HEeKOW CTPYKTYpbl, coAepaLliel 3ToT
AOKYMEHT (MNKn ero X3LW) U npoyune cnyxHebHble faH-
Hble. DTO no3BonAeT COXpaHUTb AnA nonb3oBaTenen
BO3MOMHOCTb OTKPbIBaTb NOANNCAHHblIe AOKYMEHTbI B
Hanbonee pacnpocTpaHéHHbIX popmaTtax (PDF, DOCX,
TXT v gp.) n c nomMoLbto No6bIX (B TOM YMcne CTOPOH-
Hux) cpeacTs 3N y6exaaTbCA B TOM, YTO OHU AN NX
KOHTpareHTbl NOANMUCaNN UMEHHO 3TOT JOKYMEHT.

YaobHaA peannsauua rpynnosbix
onepauun B cuctemax b0

[OnA Bcex nony4vaTtenen, Nonaswux B "6enbii CNNCoK",
Nnonb30BaTeNlb NOATBEPHKA3ET TO/IbKO O4HO CBOAHOE
NNaTEXHOE NopyYeHue, cogepallee obLlyo cym-
My NnaTexa B agpec Bcex nony4vartenemn, NnonasLInX

B "6enblin CNUCOK", @ TaK¥Ke YMCNOo nonyyaTenen,
nonasLux B "6enbin cnucok". Nocne atoro nonb3oBa-
Teno OCTaHeTCA NOATBEPAUTb H3 TEPMUHAME TOMbKO
Te NNA3TEXKHbIE MOPYYEHUA, NOIyHaATENN KOTOPbIX He
nonanu B "6enbin cNncok". Takasa peannsauuna rpyn-
NoBbIX ONepauunii N03BONAET 3HaYUTE/IbHO COKPATUTb
KONNYeCTBO NNATEHKHbIX NOPYYEHUI, KOTopble Tpeby-
eTcA noaTBepHAaTh Ha "AHTUdpoa-TepMunHane”.

BbicTpoe BCcTpanBaHue
B MPUKN3QHbIE CUCTEMDI

CornacHo onbITy HaWWX NapTHEPOB, BCTPanBaHue
"AHTUdpOA-TepMUHaNa" 3aHMMaeT oKono 10 pabounx
aHewn. OnAa nHterpauumn "AHTUGpoa-TepMmHana" B
npuknagHoe NO NnogroToBeHbl 4Ba TUMNA KOMMNEeK-
TOB pa3paboTymKa:

» JaCarta SDK — gna uHTerpaummn B HaCToNbHble
NPUNOHKEHUA;

» JC-WebClient SDK — anAa unterpauun B Web-npu-
NOXEHNA C NOAAEPHKON BCeX NonynApHbIX 6pay-
3epoB Ha nnatdopmax Microsoft Windows, Apple
macOS u Linux.
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"AHTUdpOL-TEpMUHAN"

TexHn4yeckme noapobHOCTH
I

Pa3mepbl (4 x W x B), MM
AOucnnen

LiBeT 3KpaHa

Kab6enb

NHTepdeiic noagknioyaemoi
CMapT-KapTbl

Knasunatypa

NHTepdelic/pasbém
NoAKNI0YeHNA TepMUHana
K pabouein cTaHUuumn

Tun aNeKTPOHHOW Nnognucun

MNoapepxusaemble
onepaunoHHbIe CUCTEMBI

MNopnepuBaemble 6pay3epbl

97 x61.7 x 11

MaTpuYHbINA, 4-X CTPOYHbINA, C BO3MOXHOCTbIO NPOKPYTKM A0 400 CMMBONOB
3enéHbin

1.5 M c uHTepdencom USB Tuna A

e 8-MU KOHTaKTHbIV

« YacTtoTa go 4 My,

« Mopaepka ISO 7816 cmapT-KapT knacca Aun B (5V, 3V)
« [0 200,000 noAKAYEHNN CMApT-KapTbl

e 10 ynodpoBbix 1 4 GYHKLUNOHANbHBIX KNABULLW C 3MOKCUAHBIM HaHeCeHeM Hagnucewn
« Hagnucum yctonymsbl kK 100 000 HamaTnAM

« USB 2.0 Full-speed (12 M6uT/c)
» Pa3bém USB Type A

YcnneHHaA aneKkTpoHHaA nognucb no MOCT P 34.10-2001 (ycTpPOWCTBO He ABNAETCA CpeACTBOM
3M. C nomowbto cobcTBEHHOW 3NN TepMUHAN NOANUCLIBAET COBCTBEHHbIN }KypHaN onepauuii, a He
[OKYMEHT)

Microsoft

« Microsoft Windows 10

« Microsoft Windows 8-8.1
« Microsoft Windows 7

« Microsoft Windows Vista
« Microsoft Windows XP

Linux

- CentOS 7 (64-6uT)

- Debian 8.4

- Debian 7.10 (64-6uT)

« Fedora 23 (64-6uT)

e openSUSE Leap 42.1 (64-6uT)
- openSUSE 13.2

« Red Hat Enterprise 7.2 (64-6uT)
« Ubuntu 16.04

« Ubuntu 14.04

Apple

« 0SX10.11 (El Capitan)

« 0S X 10.10 (Yosemite)

« 0S X 10.9 (Mavericks

« 0OS X 10.8 (Mountain Lion)

« Google Chrome

« Mozilla Firefox

« Microsoft Internet Explorer 8-11
- Microsoft Edge

- Apple Safari

- Opera

« AnpeKkc.bpaysep
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