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EavHbI KnnenT JaCarta BepCUA AOKYMEHTa: 1.0

1.

TepMuHbI 1 onNpegeneHnA

P|N-KOA aAMUHUCTPATOPaA — CeKpeTHada NoC/1e40BaTe/IbHOCTb, M3BECTHAA TO/IbKO aAMUHNCTPATOPY,
KOTOpYtO HEO6XO,£I,VIMO npeabvaBUTb 414 aYTEHTVId)MKaLI,l/II/I dAMUHUCTPATOPa B NPUNOXEHUUN 31EKTPOHHOTO
K/1ro4a.

PIN-koA noanucm — cekpeTHas NOC/1e40BaTENbHOCTb, N3BECTHAS TO/IbKO NO/1b30BATE/IO, KOTOPYHO
HeobX0ANMO NPeAbABUTL 415 BbINOJIHEHWUA ONepaLMn 31eKTPOHHOW NOANNUCK.

P|N-KOA no/sib3oBaTend — CeKpeTHada Noc/1e40BaTe/IbHOCTb, U3BECTHAA TOJ/IbKO MNOJ/Ib30BaTe/1t0, KOTOPYO
HEO6XO,CI,VIMO npeavaBuTb 419 aYTEHTVId)VIKaLI.VIVI no/1b30BaTe 1 B NPUIOXKEHUN SNE€KTPOHHOTI O K/1t04a.

PUK-koa — nocnesoBaTelbHOCTb CUMBOJIOB, N03BOAsIOWan pa3baokmposaTth PIN-kog nonb3oBaTtens nocie
ero 6,10KMpoBKM.

AnnaeT — nporpaMmHoe obecneyeHue, peanmsytouiee GyHKLMOHAIbHOCTb MPUNOXKEHUS 3/1eKTPOHHOIO
K/toua.

anUlO)KEHVIe — nNporpamMmMHoe OGECI'IE‘-IEHVIE, YCTaHOBJIEHHOE B NaMATU 3/1IEKTPOHHOI O K/1to4a.

CuéTumnk BBoga HenpasuabHoro PIN-koaa — nogcuctema, 610kmpytoLlasi yCTPOMCTBO B C/ly4ae BBOAA
HenpasuabHOro PIN-koga onpegenéHHoe KOIMYeCcTBO pas Nogpaa,.

dopmaTmpoBaHue — npoLeypa yCTaHOBKa OCHOBHbIX NapaMeTpoB paboTbl 3/1eKTPOHHOMO K/IO4a,
BbIMO/IHAEMasn aAMUHUCTPATOPOM.

DNeKTPOHHBIN KU — annapaTHOe YCTPOMCTBO, NPeAHa3HAaYeHHOoe A5 ayTeHTUPMKaL MK, WNPpoBaHus,
paboTbl C 3/1eKTPOHHOMN NOAMNUCHIO, 6E30MaCHOr0 XPaHEHNS JaHHbIX.
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2. 0O6Lme cBeaeHNA 0 NPOrpaMmme

EanHbin KnnenT JaCarta npegctaBasieT cobon nporpammHoe obecneyeHune, obecneymBatouiee paboTy ¢
3n1eKTpoHHbIMU Katovamu JaCarta/eToken B onepalMoHHbIX cucTemMax cemencTsa Linux. C nomolybio
EavHoro KnnenTa JaCarta MOXHO MCMNO/b30BaTh 3/1€KTPOHHbIE Katouun JaCarta A9 MHTEPaKTUBHOMO BXOAA B
CUCTeMY, 371eKTPOHHON LndpoBoi noanucy, goctyna kK VPN,
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3. 0Obuwume cBegeHMA 06 3/1EKTPOHHDBIX KNKOYax

3.1  [punoeHuA, annaeTbl U MOAENN 3NIEKTPOHHDBIX KioYel

(DYHKLI,VIOHa/'IbHOCTb MOAEeNN 3N1eKTPOHHOI O K/1to4a onpeaenaeTcs NpuioXXeHnamMmn, yCtTaHOB/1IEHHbIMU B ee
namMmAaTK.

B namsTV 31€KTPOHHOr O KJ/Ito4a MOXET bbITb YCTaHOB/IEHO OAHO UM HECKO/IbKO MPU/IOXKEHUIN. YCTPOMCTBa, B
KOTOPbIX yCTaHOBJ/IeHO B0/1ee 04HOr0 NPUIOXEHNS Ha3bIBalOTCA KOMOMHMpPOBaHHbIMU. Hanpumep, B
anekTpoHHOM katove JaCarta-2 TOCT ycraHoBaeHo npuaoxerue FOCT, B anekTpoHHOM katove JaCarta PKI
ycTaHoBAeHo npuaoxerune PKI, B kombuHmpoBaHHon mogenu JaCarta-2 PKI/TOCT ycTaHoBAEHbI
npunoxenunsa PKIn TOCT.

MpumeyaHue. HaumeHosaHue npunoiceHUs He 8ce20a co0epiUMcs 8 HA38aHUU MOJenu 3NeKMPOHHO20 Kt0Ya.
Hanpumep, 8 modenu knroyell JaCarta PKI ycmaHosneHo npunoxceHue PKI, Ho 8 modenau JaCarta LT ycmaHosneHo
npunoxceHue STORAGE. HazsaHue modenu u npunomeHus 31eKmpoHHo20 kao4a omobpaicaemcs 8 uHmepgelice
EduHozo Knuenma JaCarta 8 pexcume nosnb308amens.

MpunoxeHue onpeAensieT HEKOTOPbIN HAOOP PYHKLMOHANBHOCTM 31EKTPOHHOI O KJH0Ya, XapaKTepHbIV A4/15
peLleHnsi onpegeneHHOro psaaa 3agad. Tak, npuaoxeHue PKI obecneunBaeT nogaepxky 3anagHbix
KpUMNTOAArOPUTMOB M MO3BOJISIET peLlaTh LWMPOKUIM CReKTP 3a4ay ayTeHTudunKaLmm, wnpposaHus n paboTbl
C 3/1eKTPOHHOW NOANMCHIO B KOPNopaTuBHOM MHpacTpykType. Mpunoxenue FOCT obecneunsaet
noAAepXKY POCCUNACKMX KPUNTOAAFOPUTMOB A5 pelleHuns 3a4ay ayTeHTudumKaumm, wndposaHus 1 paboTsl
C 3/1eKTPOHHOM NOANMCHIO B CUCTEMAX, TPEBYIOLMX NCNoab30oBaHus anropmutmos TOCT.

OAHO N TO Xe NPUN0XKEHNE MOXET UMETb Pa3/IMdHbIe peasinsalnu. KOHKpETHaH peannsauna npuaoxeHunda
Ha3blBaeTcs annsieTtom. B HacTofAWEeM AOKYMeHTe Npu onncaHnm KOHKpETHOl‘/'I onepauunu Haj 3N1eKTPOHHbIM
KNHOYOM YTOYHAETCA HE TO/IbKO NPUJIOXKEHUNE, HO U annaeT, peanm3y|ou.|,m‘/'1 CI)yHKLI,VIOHaIIbHOCTb AaHHOIo
NPUNOXEHUA.

Mpumep. B modensix anekmpoHHsix kntoyel JaCarta PKI u JaCarta PRO ycmarosneHo npunoxceHue PKI, Ho 8 modenu
JaCarta PKI daHHoe npunoxceHue peanusosarHo annnemom Laser, a 8 modenu JaCarta PRO —annnemom PRO. HazsaHue
annsema KoHKpemHo20 npuaoxceHus omobpaxcaemcs 8 uHmepdgetice EduHozo Kauenma JaCarta 8 peucume
admuHucmpamopa.

CooTBeTCTBUE NPUIOXKEHWI, aNMNJETOB U MO e/1el 3NEeKTPOHHBIX K/tover, paboTa ¢ KOTopbIMU
NoAAEPXKMBAETCS B ONEPALMOHHBIX CUCTEMaX ceMelcTBa Linux npyBeseHo B Tabsmue 1.

Tabauya 1 - Mapamempsi 31eKMPOHHbIX KAtoyel npu nocmaske

MNpunoxeHue n annaet Moaenu 3n1eKTpOHHbIX Katouen
Mpunoxenune PKI, peannsosaHHoe JaCarta PKI
annnetom Laser JaCarta PKI/Flash

JaCarta PKI/TOCT/Flash
JaCarta PKI/BIO

JaCarta PKI/BIO/TOCT
JaCarta PKI/TOC;
JaCarta-2 PKI/TOCT
JaCarta-2 SE/PKI/TOCT
JaCarta-2 PKI/BIO/TOCT
JaCarta-2 SF

Mpunoxexue PKI, peannsosaHHoe eToken Anywhere
annnetoM PRO eToken PRO (Java)
eToken NG-FLASH (Java)
eToken NG-OTP (Java)
JaCarta PRO
JaCarta PRO/TOCT
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EavHbin KavenT JaCarta

MpunoxxeHune n annnet

Bepcna JO0KyMeHTa: 1.0

Moaenn 3n1eKTpOHHbIX Ktouyen

JaCarta PKI. O6bpaTHas coBMeCTMMOCTb C NPOAYKTaMU
komnaHum Aladdin

JaCarta PKI/FOCT. ObpaTHas COBMECTUMOCTb C NPOAYKTaMM
komnaxumm Aladdin;

JaCarta-2 PRO/TOCT

Mpunoxenne FOCT, peannsosaHHoe
annnetom KpnnToTokeH

eToken FOCT
JaCartaFOCT
JaCarta PKI/TOCT
JaCarta PRO/TOCT

JaCarta PKI/FOCT. ObpaTHas COBMECTUMOCTb C MPOAYKTaMM
komnaHum Aladdin

JaCarta TOCT/Flash
JaCarta PKI/TOCT/Flash
JaCarta PKI/BIO/TOCT

Mpunoxenne NOCT, peannsoBaHHoe
annaeTom KpuntoTtokeH 2 31

JaCarta-2NOCT
JaCarta-2 PKI/TOCT
JaCarta-2 PRO/TOCT
JaCarta-2 PKI/BIO/TOCT
JaCarta-2 SE/PKI/TOCT
JaCarta SF/TOCT

Mpunoxenne STORAGE, peannsosaHHoe
annaetom Datastore

JaCarta LT

JaCarta WebPass
JaCarta U2F/WebPass
JaCarta U2F

Mpunoxenne OTP, peaansosaHHoe
annaetom AladdinOTP

JaCarta WebPass
JaCarta U2F/WebPass
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3.2  TapameTpbl 3NEKTPOHHBIX K/lO4ei Npy NocTaBKe

Mpu nocTaBKe 3/1eKTPOHHbIE K/OUYM UMeIoT NapaMeTpbl, MprBejeHHble B Tabauue 2.
Tabauya 2 — Mapamempsb 31ekMpPOHHbIX KAtoYel npu nocmaske

Mpunoxenue n annaet | MNMpunoxceHune PKI Mpwunoxxenune PKI Mpunoxxenne rOCT Mpunoxxenne NOCT

annaet PRO annnet Laser annnet KpuntotokeH | annaet KpuntoTokeH
230N
MapameTp, onepauus
PIN-kog nosnb3oBaTens N0 yMOAYaHMIO 1234567890 11111111 He yCTaHOB/IeH 1234567890

PUK-kog anst pa3bnokunposanus

He NPeAyCMOTpeH

He NpegycMoTpeH

He NpesycMoTpeH

PIN-kog agMUHUCTPaTOpa MO YMONYAHMIO 1234567890 00000000 1234567890 He npeAyCcMOTpeH
®opmaTupoBaHue 6e3 HasHaveHusi PIN-koga BO3MOXHO BO3MOXHO BO3MOXHO HEBO3MOXHO
no/sb3oBaTens (a4MUHNUCTPATOP MOXET

Ha3HauuTb PIN-kog nosb3oBaTens nocne

bopmaTnpoBaHuUs)

®opmaTupoBaHue 6e3 HasHaveHus PIN-koga BO3MOXHO BO3MOXHO HEBO3MOXHO HEBO3MOXHO
aAMMHMCTpaTOpa

Mpu pa3zbnokuposaHum PIN-koga nosnb3oBaTens ... PIN-koga ... PIN-koga ... PIN-kog ... PIN-koa
cbpacbiBaeTCs CYETUMK BBOAA HEMPABU/ILHOMO nosib3oBaTens nosib3oBaTens nosib3oBaTens nosib3oBaTens

PIN-Kkoga nosb3oBaTens, Mpy 3TOM ...

3a4aeTCqd 3aHOBO

3a4aeTCqd 3aHOBO

OCTaeTCqa NpexHUm

OCTaeTcsa NpexHum

Pas6bnokunposarue PIN-koga nosb3oBaTens B BO3MOXHO HEBO3MOXHO HEeBO3MOXHO BO3MOXHO
YANEHHOM pexume
MN3meHeHne PIN-koga nosb3osaTtens BO3MOXHO BO3MOXHO HEeBO3MOXHO HEBO3MOXHO

aAMUHMUCTpaTopoM 6e3 popmMaTUpoBaHUS

MpunoxeHune
STORAGE
annaet DataStore

1234567890
He npejyCcMOoTpeH
He YCTaHOBJIEH

HEBO3MOXXHO

HEBO3MOXXHO

PIN-kog,
no/sib3oBaTens
ocTaeTcs NpexHUM

HEBO3MOXXHO

HEBO3MOXXHO

Mpunoxxexnne OTP
annnet AladdinOTP

He yCTaHOB/IeH
He NpejycMOTpeH
He NpejyCcMOTpeH

BO3MOXXHO

onepauus He
npeAycMoTpeHa

onepauus He
npeAycMoTpeHa

HEBO3MOXHO

HEBO3MOXHO

* 3HaveHune PUK-koza yKasaHO 415 3/1eKTPOHHbIX K/loUel, NoCcTaBAsoWmXcs 0TGpopMaTrpoBaHHbiMU. VickntoueHmnem seasitoTcs Mogens JaCarta-2 SE/PKI/FOCT, koTopasi cogepxuT npunoxenne FOCT ¢
annaetom KputoTokeH 2 3 — oHa noctasastoTca ¢ PUK-kog0M no ymonyaHuio 1234567890
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EavHbin Kavent JaCarta

3.3  Onepaumm c 3NeKTPOHHBIMU KNKYaMm

Bepcua 4O0KyMeHTa: 1.0

AOCTyrIHbIe onepaunn C SN1eKTPOHHbIMU K/1loHaMK, C yKa3aHMEM HY>XKHOIo pexmnma pa6OTbI n HEO6XOAVIMOCTI/I aYTEHTVIq)VIKaLI,MI/I AN17 coBeplieHnsa onepaunn nprBeeHbl

B Tabauue 3.

Tabauya 3 — lMepeyeHb onepayull ¢ 31eKMPOHHbIMU KAtOYaMU

MNpunoxeHune n annaet Mpunoxerune PKI

Onepauus B EAwinnin
Kauenr JaCarta 4

®opmaTtuposaHue
5/1eKTPOHHOr O K/toYa

YcTaHoBka (cmeHa) PIN-koaa

no/sb3oBaTens
aAMUHUCTPATOPOM

CwmeHa cBoero PIN-koga
nosib3oBaTeNieM

CmeHa cBoero PIN-koga
AAMWHUCTPATOPOM

YcTaHoBka (cmeHa) PIN-koaa
NOAMNCK NOIb30BATENEM

Pas6nokunpoaHue PIN-koga
nosib3oBaTe e B MPUCYTCTBUN

AAMUHUCTPATOpa

YpaneHHoe pasbnokupoBaHue

PIN-kopa nonb3oBatens

Onepauum c obbekTamu B
NaMATU SNEKTPOHHbIX KJouen

MpoCcMOTp KPaTKMX CBEAEHUI O

noAcoesMHEHHOM
3/1eKTPOHHOM KJltoYe

MpPOCMOTP MOJIHBIX CBEZEHUI O

noAcoeanHEHHOM
3/1eKTPOHHOM K/toYe

Co3paHve 3anpoca Ha
ceptudukat
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annaetr PRO

PIN-koa He TpebyeTcs

TpebyeTtcs PIN-kog,
aAMUHUCTpaTopa

TpebyeTcsi PIN-kog,
nosb3oBaTens

TpebyeTtcs PIN-kog,
aAMUHUCTpaTopa

He gocTynHo

TpebyeTtcs PIN-kog,
aAMUHUCTpaTopa

PIN-kog He TpebyeTcs
TpebyeTtcs PIN-kog,

no/ib30BaTe/if

PIN-kog He TpebyeTcs

PIN-Kkog He TpebyeTcs

TpebyeTtcs PIN-kog,
nosb3oBaTens

Mpwunoxxenune PKI
annaert Laser

Tpebyetcsi PIN-kog
aAMUHUCTPaTOpPa

Tpebyetcs PIN-kog
aAMUHUCTpATOpa

Tpebyetcsi PIN-kog
nosb3oBaTens

Tpebyetcs PIN-kog
aAMUHUCTpATOpa

He gocTynHo

Tpebyetcs PIN-kog
aAMUHUCTPATOPa

He gocTynHo
Tpebyetcsi PIN-kog

no/ib30BaTeif

PIN-koa He TpebyeTcs

PIN-kog He TpebyeTcst

Tpebyetcsi PIN-kog
no/sb3oBaTens

Mpunoxenne rOCT
annaet KpyntoTokeH

TpebyeTtcs PIN-kog,
aZAMUHUCTPaTopa

He gocTynHo

TpebyeTtcs PIN-kog,
nosb3oBaTens

TpebyeTtcs PIN-kog,
aAMUHUCTpaTopa

He gocTynHo

TpebyeTtcs PIN-kog,
aAMUHUCTpaTopa

He gocTynHo
TpebyeTtcs PIN-kog,

no/ib30oBaTeniA

PIN-koa He TpebyeTcs

PIN-koga He TpebyeTtcs

TpebyeTtcs PIN-kog,
nosb3oBaTens

PykoBOACTBO aZiMMHMCTPATOPa AJ15 ONepaLMOHHbIX CUCTeM ceMencTBa Linux

MpunoxxenHne rOCT

MpunoxeHune

annnet KpuntotokeH 2 31 STORAGE

TpebyeTtcs PIN-kog,
nosb3oBaTens

He gocTynHo

TpebyeTtcs PIN-kog,
nosb3oBaTens

He gocTynHo
TpebyeTtcs PIN-kog,
nosnb3oBaTens
Tpebyetcsa PUK-koz
PIN-koa He TpebyeTcs
TpebyeTtcs PIN-kog,

no/sib3oBaTenA

PIN-koa He TpebyeTtcs

PIN-koga He TpebyeTcs

TpebyeTtcs PIN-kog,
nosb3oBaTens

cTp.8/53

annnet Datastore

Tpebyetcsi PIN-kog
aZAMUHUCTPATOpa

He gocTynHo

Tpebyetcsi PIN-kog
nonb3oBaTens

Tpebyetcsi PIN-kog
aAMUHUCTpaTOpa

He gocTynHo

Tpebyetcsi PIN-kog
aAMUHUCTpaTOpa

He gocTtynHo
TpebyeTtcsi PIN-kog

no/ib30BaTeif

PIN-koa He TpebyeTcs

PIN-koa He TpebyeTcs

He gocTynHo

MNpunoxenue OTP
annset AladdinOTP

DyHKLMOHaNBHOCTb
oTcyTcTBYyeT

@yHKLMOHaNBHOCTD
oTCyTCTBYET

TpebyeTcsi PIN-kog
nonb3oBaTens

@yHKLMOHaNBHOCTD
oTCyTCTBYET

DyHKLMOHaNBHOCTb
oTcyTcTBYyeT

@yHKLMOHaNbHOCTD
oTCyTCTBYET

DyHKLMOHaNBHOCTb
oTcyTcTBYET

DyHKLMOHaNBHOCTb
oTcyTcTBYET

PIN-koa He TpebyeTcs

PIN-koa He TpebyeTcsi

DyHKLMOHaNBLHOCTb
oTcyTcTBYyeT
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4., YCTaHOBKa Nporpammbl

4.1  CucteMHble TpeboBaHWA

CuctemHble TpeboBaHMSA K KOMMNbIOTEPY, HAa KOTOPOM ycTaHaBamBaeTcst EguHbin KnnenT JaCarta npusegeHs!
B Tabauue 4.

Tabauya 4 — CucmemHble mpebosaHus

Tpe6oBaHue Coaep>xaHue
MopaepxrBaemble Astra Linux 1.5, Astra Linux Special Edition penns «CmoneHck» 1.6, AneT 8 CI1M, PE/,
onepaunoHHbIe CUCTEMbI 0C7.2, EMNAC

dneKTpOHHbIe ktoun eToken:

e eToken PRO (Java)

e eToken NG-FLASH (Java)

e eToken NG-OTP (Java)

e eTokenOCT

SneKkTpoHHble kKatoum JaCarta:

e JaCartaPKI

e JaCartaPRO

e JaCartalOCT

e JaCartalT

e JaCarta FOCT/Flash
MoaaepXvBaemble MOAeM * JaCarta PKi/Flash
3/1eKTPOHHBIX K/toYen e JaCarta PRO/TOCT

e  JaCarta PKI/TOCT

e JaCarta PKI/TOCT/Flash

e JaCarta SF/TOCT

e JaCarta-2IOCT

e JaCarta-2 PKI/TOCT

e  JaCarta-2 SE/PKI/TOCT

e JaCarta-2SF

e  JaCarta-2 PRO/TOCT

e JaCarta WebPass

e JaCarta U2F/WebPass

e JaCarta U2F

[Jna USB-TokeHoB ncnonbsyetca USB-noprt.

15 cMapT-KapT He06XOAMMO HasMuMe NOAK/IIOYEHHOTO CYMTLIBATENS CMAPT-KapT.
Jlns 391eKTPOHHBIX Katouen B popM-dakTope microSD MOXHO MCNo/ib30BaThb
cnegytouiee obopyaosaHye:

e  pa3bém microSDh;
AnnapaTHble cpeacTBa e  pa3sbém SD uepes nepexogHmk microSD-to-SD;
e USB-nopT 4yepes nepexogHuk microSD-to-USB.

[ns 371eKkTpoHHbIX KAtouel B dopM-pakTope microUSB MOXHO MCMob30BaTh
cneaytolee obopyAoBaHue:

e USB-nopt yepes nepexoaHunk microUSB-to-USB.

Ana Type-C TokeHos ucnonbsyetcs USB Type-C nopt

PaspelieHue skpaHa PekomeHayeTca He HMXe 1024X768
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4.2

4.3

OnuncaHne naxkeTos YCTAHOBKK

Anctpnbytus EanHeii KaveHT JaCarta Bk/toyaeT nakeTbl yCTaHOBKYW, NpVBeZeHHble B Tabsimue 5.
Tabauya 5 — lNepedeHb nakemos ycmaHosku ducmpubymusa Edurbil Knuenm JaCarta

dain OnucaHue

install.sh MakeT yctaHoBku anst OC AltLinux 8SP
jacartauc-2.12.2.2260-altlinux.x86_64.rpm

jepkcsi1-2-2.4.3.170-1.x86_64.rpm

readme_JaCartaUC_AltLinux.txt

install.sh Maket yctaHosku ans OC Astra Linux SE 1.5
jacartauc_2.12.2.2260_smolensk_amd64.deb

jcauth_astra-1.5_1.0.0.72_amd64.deb

jepkesii-2_2.4.3.170_amd64.deb

readme_JaCartaUC_Astra.txt

install.sh MakeT yctaHoBku anst OC Astra Linux SE 1.6
jacartauc_2.12.2.2260_smolensk_amd64.deb

jcauth_astra-1.6_1.0.0.72_amd64.deb

jepkesi1-2_2.4.3.170_amd64.deb

readme_JaCartaUC_Astra.txt

install.sh MakeT yctaHoBkm anss OC EMIASOS 1.0
jacartauc-2.12.2.2260-emias.x86_64.rpm

jepkesi1-2-2.4.3.170-1.x86_64.rpm

readme_JaCartaUC_EMIAS.txt

install.sh MakeT yctaHoBku anst OC RedOS 7.2
jacartauc-2.12.2.2260-redos_7.x86_64.rpm

jepkesi1-2-2.4.3.170-1.x86_64.rpm

readme_JaCartaUC_RedOS.txt

YCTaHOBKa NpOrpamMMbl B perrMe KOMaHOHON CTPOKK

YcraHoBka EgunHoro KaveHTa JaCarta ocyl,ecTBAS€TCA C NOMOLLbIO KOMaHAHOM CTPOKM NyTeM 3anycka
ckpunta install. sh.

B 3aBucumocTu oT OI'IepaLI,I/IOHHOl‘/II CUCTEMDI CKpUNT install.sh. YCTaHaBJ/IMBAET Pa3/INyHble€ MaKeThbI:

e OCAItLinux 8SP: jcpkcsl1-2 (EauHas Bubaunoteka) n jacartauc (EamHbii KnvenT).

B onepayuoHHol cucmeme doaxcHbI 6bimMb NpedsapumesibHO yCmMAaHosAeHbl nakemel: gzip, pcsc-lite-

ccid, gcr.

e OCAstraLinux SE 1.5: jcpkcs11-2 (EanHas bubavoteka), £ly-gdm (YTunura rpadumyeckoro
BX0Za B cucteMmy), jacartauc (EauHbin KaveHT), jcauth.

B onepayuoHHol cucmeme 3oaxcHbI 6bimb NpedsapumenbHO ycmaHosaeHbl nakemsl: 1ibxchb—

xineramal, pcscd, 1ibccid, gcr.

e OCAstralLinuxSE 1.6: jcpkcs11-2 (EgmHan Bubaunoteka), jacartauc (EguHbin KnveHT), jcauth.

B onepayuoHHol cucmeme 00axcHbI 6bimb NpedsapumenbHO ycmaHosaeHb! nakemsl: 1ibxchb-

xineramal0, pcscd, 1ibccid, gcr.
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e OCRedOS 7.2: jcpkcsll-2 (EguHas Bubamnoteka) n jacartauc (EguHbin Kanenr).

B onepayuoHHol cucmeme doaxcHbl 6bimb npedsapumesibHO yCMAaHos8AeHbl nakemsl: gzip, pcsc-lite-
ccid, gcr.

e OCEMIASOS 1.0: jcpkcsll1l-2 (EauHas bubamnoteka) n jacartauc (EanHbi KaveHT).

I B OC donxcHbl bbimb npedsapumenbHO ycmaHo8aeHbl nakemsl: gzip, pcsc—1lite-ccid, gcr.

4.4  Bxof B ONepauUMOHHYI0 CUCTEMY MO 31EKTPOHHOMY K/IloYy NMoce YCTaHOBKN NPOrpaMMmbl

[ns onepaLnoHHbix cnctem Astra Linux 1.5 1 Astra Linux 1.6 npegycMoTpeHa BO3MOXHOCTb BXOAa Mo
3/1eKTPOHHOMY KJtouy. [py 3TOM BMeCTO CTaHAAPTHOM 3acTaBKM (CM. pUCyHOK 1) byseT oTobpaskeH 3HauoK
TOKeHa, a nosie BBoga "Maposib" byaeT nsmerHeHo Ha "MUH-koa" (CM. pUCyHOK 2).

Bxog B client

cpena, 24 anpens 2019

PucyHok 1— Bxod 8 cucmemy no noauHy u naposnto (OC Astra Linux 1.5)
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PucyHok 2 — Bxod 8 cucmemy no snekmpoHHomy katody (OC Astra Linux 1.5)
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5. W3mMeHeHuve v yaaneHne nporpammbl

5.1 VI3MeHeHue Nporpammbl

[ns n3MeHeHUs NnepeyYHs YCTaHOBJ/IEHHbIX KOMMNOHeHTOB EaunHbIv KnveHT JaCarta HeobxoaMMo BpyUHyto
YCTaHOBUTb HEODX0AMMbIe NaKeTbl C MOMOLLbIO CIEAYIOLLMX KOMaHZ (B 3aBUCMMOCTM OT TWMa OnepaLMoHHON
CUCTEMDI):

e dpkg --install <mma makeTa>;

e vyum install <uma nakera>

5.2 YpganeHwe nporpammbl

Yaanenve EanHoro KnvenTa JaCarta BbinosiHAETCS NyTeM NOC/e40BaTE/IbHOrO YA a/1eHUsA NakeToB
cneayrownmm KomaHgamm (B 3asncnmoctu ot Tuna OC):

e dpkg --remove <uMa makeTa>;

® vyum remove <uMA IaKeTa>.
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6. HacTtponka paboTbl NporpamMmbl

P Ans HacTpoiikm Egunoro KauenTa JaCarta:

1. AKTMBMpPYMTe NyHKT "HacTpomnku" B MeHo BbICTPOro 3anycka nam HaxmmuTe KHorky "HacTponku" B

JIEBOM HUXHEM Yr/ly OCHOBHOI0 okHa EauHbii KnveHT JaCarta. BygeT oTkpbiTo okHO "HacTporiku':
OTobpakaTk 3HaqoK EguHoro KnnenTa JaCarta 8 06nacTu yBe gomaeHuii
NorwpoeaHue

PopmaTMpoBaHneE
O nporpamme

PucyHok 3 - OkHo "Hacmpoliku". Bknadka "OcHosHble"

2. TepenaunTe K Hy>XHOW BKIaAKe:

"OCHOBHbIe" — COA,epPXUT OCHOBHble HacTponku EguHoro KnnerTa JaCarta;

"JlormpoBaHue" — coAepXX1T HacTpolikn Aormpoanus EamnHoro KnvexTa JaCarta;

"®opmaTrpoBaHue" — coAepXUT HACTPOMKM MacTepa GopMaTUPOBAHNSA 3N1EKTPOHHbBIX
KAtoYen;

"O nporpamme" — npegoctaBaseT uHdopmauuio o Bepcun EgmnHoro Knnenta JaCarta.

3. BHecuTe Heobx04MMble U3MEHEHUS B HACTPOMKM U HaxxmuTe kHonky "OK". Mi3ameHeHus byayTt

coxpaHeHbl, OKHO HacTpoek by/eT 3akpbiTo. /115 Bbix0Aa U3 OKHa HacTpoek 6e3 coxpaHeHUs BHECEHHbIX
M3MeHEHWUI HaXMuTe Ha KHorKy "OTMeHa".

6.1 Brnagka "OcHoBHble"
Bknagka "OcHoBHble" cogepXuUT HacTponky "OTobpaxaTb 3HaYOK NPUAOXKeHNs B 061acT yBesOMAeHUIA",

KoTopas onpegensiet, byaeT m oTobpaxaTbCs 3HaYOK B MaHeM yrnpaB/ieHus nocae 3anycka EguHoro
KnnenTa JaCarta.
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6.2 Bknagka "JlormposaHue"

Brnagka "JlorvpoBaHue" cogepxuT HacTporku normposanust EamnHoro Knvexta JaCarta:

OCHOBHbIE EOWHEIA KnueHT JaCarta
Jlor nposaHue
DopMaTpoBaHUe YpoBeHe OeTannzaunmn |BbIKJ'I. "|

O nporpamme
vrogainy | =

EgwHan bubnuoTexka PKCS #11

YpoBeHE OeTanvaaum |

MyThb K (anny |

PucyHok 4 - OkHo "Hacmpoliku". Bknadka "/loeuposaHue"
OnucaHue HacTpoek Bkaagku "JlormposaHue" npusegeHo B Tabauue 6.
Tabauya 6 - Bknadka "/loeuposaHue". OnucaHue Hacmpoex

Hacrtpoiika OnucaHue

3a4aeT HacTporiku normposaHuna EguHoro KavenTa JaCarta:

e  "YpoBeHb geTanusauumn" — ans Bbibopa onuuii: BeikatoyeH /
CermeHT "EaunHbIN KnneHT CraHaapTHbIn.

JaCarta" e Mone "MyTb k painy" — s oTobpaxeHus nyTu k daitay ¢ oramu.

e KHonka "O630p" — AN yKasaHWa MecTa pacnonoxexus darna c
noramu

3a4aeT HacTpolikK ormpoBaHus EanHon 6ubanotekn PKCS#11:

e "YpoBeHb geTanmsauumn" — ans Boibopa onuuit: BeikatoyeH /
CermenT "EamnHas CraHAapTHbIN [ PaclumpeHHbIi.

6ubnnorexa PKCS #11" e Tone "MyTsb k daiiny" — ansa oTobpaxeHus NyTh k daiiay c Joramu.

e KHonka "O630p" — ans yka3aHWs MecTa pacrnosioxeHus daina ¢
noramm
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6.3 Bknagka "®opmatmpoBaHue"

Bknagka "®OopmaTrpoBaHue" npegHasHaveHa 415 Bblbopa pexxunma paboTel MacTepa dopMaTUpOBaHUS

MPUIOXEHNI:
OCHOBHEIE BuibepuTe pexxuM pafoTe MacTepa (popMaTHROBAHKMA NMPpUACKEHMIA, KoTopwid ByaeT

J'Iorwi oBaH1e MCMOL30BATLCA M0 YMOAHaHMIO
omaTHoaaHue ® PacLUIMp &HHLINA,
mporpamme ©OpPMaTUPOBATE NPWICKEHUE N0 ApoBHO 330aHHLIMW NapamMeTpamu,

O CTaHLapTHBIA,
BopMaTUPOBaTE NPUIOKEHUE NapaMeTpaMi Mo YMOIHaHMK .

e CHpocUTE HacTpoiKky.
OnA Beibopa pexxrma hopMaTUPOBaHWA NPWIOHKEHWA NP KEX 40M 3aMycKe MacTepa

PucyHok 5 - OkHo "Hacmpolxku". Bknadka "®opmamuposaHue”
OnucaHue HacTpoek Bkaagku "®opmaTuposaHue" npusegeHo B Tabauue 7.
Tabauya 7 - Bknadka "®opmamuposarue”. OnucaHue Hacmpoek

Hactpoiika OnucaHue

Mpu popmaTHpOBaHMK NPUAOXKEHUS ByAyT NPpUMEHeHbl NapameTpbl, 3aJaHHble

PacwmpeHHbIl
no/sib3oBaTe/sieM

Mpu popmaTHpOBaHUK NPUIOXKEHUS BYAyT NPUMEHEHbI CTaHAapPTHbIE NapaMeTpbl.

CTaHaapTHBIN
Aap Pexwm BbIbpaH no ymonyaHuio

BbiBOAMTL 3anpoc o Beibope pexuma byeT npu KaxAoM 3anycke MacTepa

CHpocnTb HAaCTpoWKy bopmaTMpoBaHUA

6.4 Brknagka "O nporpamme”

Bknagka "O nporpamme" cogepxuT cBegeHns ob ycTaHoBeHHOM 3k3emnasipe EanHoro KanenTa JaCarta:

HacTpoiiku X

OCHOBHbIe
NoruposaHue

EanHbin Knvent JaCarta

Bepcus 2.12.2 Cbopka 2228

TexHun4yeckas nogaep>xka:
+7 (495) 223-0001 (MHOrOKaHanbHbIA)
www. aladdin-rd.ru/supportitickets/create

BHuMaHune!

[aHHas NporpaMma 3aluLieHa 3aKoHoM 06 aBTOPCKUX Npasax
cornaweHnaMu. He3akoHHoe BOCMPOW3BE4EeHe NN PacnpoCTp:
nporpamMmel W/unv No6oi €€ HacTu BAEYET MParkAaHCKYI0, aAMUH
YrONOBHYIO OTBETCTBEHHOCTbL B COOTBETCTBUN C 33KOHOAATENLCTH
Ddepgepauunn,

© 1995 - 2019, 3A0 "AnagawvH P.[." Bce npasa 3awunuieHsbl

PucyHok 6 - OkHo "O npozpamme”
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7. ©®OpMaTUPOBAaHME 3/IEKTPOHHbIX K/04Yel

) Bo Bpemsi popmaTpOBaHMSA 3a4al0TCS OCHOBHbIE MapameTpbl paboTbl 31€KTPOHHbIX Katoyel. Mocne
: npouecca $opMaTUPOBaHUS SNEKTPOHHBIN KAOY CedyeT nepeAaTb KOHEYHOMY NOJ/Ib30BaTeN!o.

M PaboTa macTepa popmMaTUpOBaHMS NPUNOXKEHNS HAaCTPanBaeTCs BO Bkiagke "QopmaTmpoBaHme" B OkHe
HacTpoek. B aHHOM pa3gesie onvcaH npouecc npv BeibpaHHOM BapuaHTe popmaTnpoBaHus — "CopocuTb
HacTpouky" (nogpobHee cm. pasgen 6.3 Bknagka "QopmatuposaHme").

7.1  ®opmaTtuposaHue npunoxeHua PKI ¢ annnetom PRO

/% B npouecce popmatuposaHus npunoxeruns PKI c annietom PRO 3agatotcs Hosble PIN-kog
agmuHucTpaTtopa un PIN-koz nonb3oBaTe s C BO3SMOXHOCTbIO YKa3aHus A4/ HUX HacTpoek kayecTsa. JlaHHble
Mo/Ib30BaTES, XPAHALLMECS B MAMSATU NPUIOXEHUS (CepTUPUMKATbI 1 Katoum), ByayT yaaneHsi.

P Ansa noArOTOBKM 31e€KTPOHHOTO Kaloua k paboTe:
1. 3anyctute EguHbii KnnenT JaCarta n nepek/itoumnTech B pexuM agMUHUCTpaTopa.

2. [loacoeanHuTte BJ'IEKTpOHHbIﬁ KN4 K KOMMbIOTEPY. Ecnv BcTaBneH oguH KJ1K04, TO €ro HaCTpOVIKM B
LI,EHTpaﬂbHOVI 4aCTU OKHa 6YAET OTO6pa)KEHbI no YMO/I4aHUIO. B Cnyvyae npncoegnHeHNA HECKOJIbKUX
S/1EKTPOHHbIX K/'IIO‘-IEI\;I, HEO6XO,CI,VIMO Bbl6paTb OAWVH BHEKTpOHHbIl\/‘I KN4 U HepeVITM Kero HaCTpOVIKaM.

3. [eperigute Ha Bkaagky "PKI", ecsiv oHa He BygeT BoibpaHa aBTOMaTUYECKM.

POpMaTHUPOBaETH
4. HaxmuTe kHonky "QopmaTtuposaTh" - Q . OTobpa3uTcs cTapToBOE OKHO A/15 BbIOOpa

cnocoba dopmaTMpoBaHua:

MacTep $opMaTUpoBaHWA NpUAoXKeHUA PKI X

Cnocob chopMaTUpoBaHuA NPUIOXeHUA
BeibepuTe cnocob dopMaTupoBaHMA NpUNoMeHWd. Bl MOMETE COXpaHNTE cBoi Beibop
ONA AansHeRero MCnob30BaHNA.

PacllpeHHEIRA.
DopMaTHUPOBATE NPWIOHKEHUE NOAPO6HO 38 03HHEIMW NapaMeTRaMU.

®

CTaHOapTHEIRA.
DopMaTUROBaTE NPWUNCHKEHWE NapaMe TRPaMW MO YMONYEHWID,

O

D 3anoMHUTE Elbl60p anq ,D,aJ'IbHeI:dLLIEI'O WNCNoNE30BaHWA

PucyHok 7 - OkHo "Macmep gpopmamuposarus npunoxceHus PKI— Cnocob popmamuposarus npunoxceHus"

BbibepuTe pexum bopmaTnpoBaHms:

—  "PacwwupeHHbIn", yTobbl BpyUHYIO 334aTb NapaMeTpbl 31EKTPOHHOIO K/to4a B npouecce
¢dopmaTupoBaHus. [lanee npuBeseHo onmMcaHne NpoLesypbl B AaHHOM pexume;

—  "CTaHgapTHbIn", 4To6bl PopMaTUPOBATH 3/1EKTPOHHbIN K/HOY C MPUMEHEHMEM CTaHAAPTHbIX
napameTpos. Mpu Bbibope 3Toro pexxuma byayT nponyLeHbl lWaru Mactepa
$opMaTMpPOBaHWsA, ONMCaHHbIE B M.M. 6- 12
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5. Haxmute kHonky "Janee". OTobpasnTcs OKHO A4/ 3aaHNA MeTKM NpuaoxeHus. B nose "MeTka
MPUIOXEHUS" MO YMOHAHMIO YKA3aHO TeKyLLee MMsi METKU 3/1eKTPOHHOIO KJtoua. Mpu HeobxoAnmocTm
N3MeHUTe ero:

MacTep ¢popmaTUpoBaHMA NpUnoxXeHUA PKI X

ObazaTenbHbie NapaMeTpll
3afaliTe MeTKY NPUNOMEHWA Ha TokeHe W cnocob dopMaTUpoBaHWA

MeTka NpyUNoMeHA

JaCarta_name

Hanee = OTmeHa

1A%

PucyHok 8 - OkHo "Macmep popmamuposarus npunoxceHus PKI— 3adaHue memku"

6. HaxmuTte kHonky "Janee". OTobpasuTca okHO 3agaHus napameTpoBs PIN-koza nosb3oBaTtens u PIN-
KoZAa agMUHUCTpaTopa:

MacTep ¢opmaTHUpOBaHKUA NpunoxeHUAa PKI x

MopMaTUpOBaHUE NPUIoKEHUA
3apaiiTe napameTpkl

PIN-K04 NoNL30BaTENA

Makc. Konn4ecTBO NonelTok PIM-koga | 10 #
D MonL20BaTens onMeH cMeHUTE PIN-KoO Npw cnefylouem exone
PIN-K0O aAMWHWCTpaTOpRa
e S A
E E oa |1l -

Oanee k OTmeHa

-

PucyHok 9 - OkHo "Macmep gpopmamuposaHus npunoxceHus PKI —
3adaHue napamempos PIN-kodos nonb3osamens u PIN-koda admuHucmpamopa”

3anosHWTe NosiA B OkHe MacTepa GopmMaTMpOBaHMs B COOTBETCTBUM C onmncaHnem B Tabavue 8.

Tabauya 8 — @opmamuposarue npunoxceHus PKI. OkHo "3adaHue napamempos PIN-kodos nonb3osamens u PIN-koda

admuHucmpamopa"
Cekuusa Mone OnucaHue
PIN-kopg, MakcrmanbHoe KONNM4ecTBO HeBEePHbIX
nonb3oBaTtens nocsesoBaTesIbHbIX NONbITOK BBoAa PIN-koga
MakcrMmManbHOe KOMYeCTBO NOMbITOK
PIN-koza no/sib30BaTes, Noc/ie KOTOPOro BO3MOXHOCTb
ucnonbsoaHus PIN-koga nonb3osaTens byger
3absiokmpoBaHa
Ecan pnaxok ycTaHOBNEH, NO/b30BaTENb
Monb3oBaTtenb fo/KeH cMeHUTb PIN- AomkeH byaeT cmeHnTb PIN-kog nosb3oBaTtens
KOA npu CiejytoLlem BXOAE npy NepBOM MCMO/Ib30BAHNN 31EKTPOHHOMO

Knova. B NPOTMBHOM C/ly4ae OH He CMOXeT
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NPOAO/IKNTL PaboTy C 3TUM 3/1eKTPOHHbIM

Kt0HOM

PIN-kop Ecnn pnaxok ycTaHoBAEH, B MpoLecce

aagmuHuctpatopa PIN-kog agMuHucTpaTopa dopmaTupoBaHus byaeT 3agaH PIN-kog
aAMUHUCTpaTopa

BsecTu 3HayeHne PIN-koga agmMuHucTpaTopa
b0 oCTaBbTe 3HAYEHWE MO YMOYaHuIo (nose
aKTUBHO MPU YCTAHOBNEHHOM daxKe
"YctaHoBuTb PIN-kog agmuHuncTpaTopa')

PIN-kog agmMuHmncTpatopa

MakcnmanbHoe KONNMYeCTBO HeBEPHbIX
nocsesoBaTeNbHbIX NOMNbITOK BBOAA PIN-koga
aAMUHUCTPATOPA, NOC/e KOTOPOr0 BO3MOXHOCTb
ncnosb3osaHma PIN-koga agmuHmucTpaTopa
6yaet 3abnokmpoBaHa

MakcumanbHoe yncao nonbiTok PIN-
Koaa

7. Haxmute kHonky "Janee". OTo6pasnTca OKHO 3a4aHNA pacluMpeHHbIX NapaMeTpoB ¢bopMaTMpoBaHUs
3N1eKTPOHHOr O KJIoYa:

MacTtep dopmaTUpoBaHWA NpunoxeHua PKI b4

MopMaTUpoBaHUE NPUJIOKeHUA
YCTEHOBWTE KIIHOY MHULWANW3aLnn 1 UZMEHWTE ero, ecsiv 3To Heobxo gumo

KKy MHWLWanW3ag an

@ Menone30BaTe 3HAYEHWA MHALWaNW3aUWy KNYa no YMon4aHumw

O Mcnone3oBaTh )"KaSaHHbIIr‘I KINHY MHULLMEM 3L, i

¥ 13MEHWTE KAHY WHULWaIN3aL nn

@ Mo yMon4aHWo
O cayuaiHkii

O 370 3aHaqeHwe | |

Moo TeepH OEHNE | |

Odanee ‘ OTMeHa

PucyHok 10 - OkHo "Macmep gpopmamuposarus npunoxceHus PKI — 3adaHue pacwuupeHHbIx napamempos”
3ano/IHNUTe NoAs B COOTBETCTBUM C ONUCAHMEM B Ta6nmu,e 9.

Tabauya 9 - PopmamuposaHue 31ekmpoHHo20 kaw4a. OkHo "Macmep gpopmamuposarus npunoxceHus PKI— 3adaHue pacwupeHHbIx

napamempos”
Mone OnucaHue
Moaaepxka 2048- BbibpaTb NYHKT 419 NOAAEPXKKM 2048-6UTHBIX Ktoyen RSA.

butHoro kntoua RSA MpumeuaHue. 3nekmpoHHbie kato4u eToken PRO 32/64k He noddepxcusarom daHHy0

onyuro
BTopuuHas BbiNaAatoLL i CMIMCOK COAEPXUT YETbIPE MyHKTa:
ayTeHTUdUKALUSA KIOUOM " "
RGA . Hukorga He 3anpawuBaTh" — BTOpUYHAA ayTeHTUdMKaL s He
NPOV3BOANTCS;
e "Mpepgnarats no TpeboBaHuio NpunoxenHus (Prompt conditional)" - B

3TOM pexume NPUIOXKEHNA MOTYT 3anpaLiMBaTh NAPOJb ANA KAOUa
RSA, ecnv B HUX MpeAyCMOTpeHa Takas BO3MOXHOCTb;

e  "Bcerga 3anpawwvBaTb y noab3osatens (Prompt always)" — npu
reHepauum RSA knto4a, KaXAbll pas 3anpallvBaeTCs J0MNOJHUTENbHBIN
naposb RSA ans goctyna k 3Tomy katody. O4HaKo No/b30BaTelb MOXET
W He 334,aBaTb 40MNONHUTE/IbHbIA Nap0Jib, MPY 3TOM reHepaLms Katova
npogomkmnTcs 6e3 Mcnosib3oBaHUs A0MNOJHUTENbHOrO Napois RSA;
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Mone OnucaHue

e  "Bceraa (Mandatory)" — npu co3aaHum katoda RSA byaeT npeanoxeHo
3a/aTb AOMOJIHUTE/IbHBIN MAPOJIb ANSt 4OCTYNA K KAtouy. Mpy HaxaTum
KHonkwu "OK" reHepupyeTca K/toY, BBEZEHHbIN Napo/ib UCNO/Ib3YyeTcs B
KayecTBe A0MOJIHUTENbHOro Naposia RSA ans s3Toro Kaova

Pexum KalmpoBaHus CrMCOK COAEPXUT TPU MyHKTa:

NPUBATHbIX AaHHbIX " "
L4 BbiktounTs" — K3WNPOBaHME HE NPON3BOAUTCH;

e  "lNpwu Bxoge nonb3oBaTena" — K3WMPOBaHME NPOU3BOAUTCA NPU BXOAE
no/ab3oBaTe s, aHHble COXPaHAIOTCA B K3LUe /10 3aBepLUEHNA CceaHca
BX0Z43;

° "Bcerga" — K3WwmpoBaHue Npon3BOANTCA BCErja

VI3MeHUTb KtoY YcTaHOBUTL OTMETKY, ecnn HeO6XOAMMO N3MEHUTb NapaMeTpbl K/lko4a
MHULMaAn3aunm MHUUMaansaumm (cm. n. 8). Ecnv oTmeTka He YCTaHOBJ/IEHa, TO 6y,a,eT BbIMNO/IHEH
nepexoa Kn.g

8. Haxmute kHonky "Jlanee". OTo6pasnTCsi OKHO M3MEHEHWs NapaMeTpoB KJtoYa MHULLKAAN3aLMUN:

MacTep ¢popmaTUpoBaHUA NpunoxeHUAa PKI b4

MopMaTUpPOBaHUE NPUJIOXKEeHUA
YCTEHOBWTE KIKY MHULWEAW3EaLUWMA U U3MEHWTE ero, 8caW 3To Heobxoaumo

KHY MHALLWMEaNM3aumnm

@ MCNoNs30BaTe 3HAYEHWA MHULWANM3ALWA KNKYa No YMOIYaHW0
O Mcnone3oBaTe )"KaSaHHbII:‘I KNH4Y MHMLWannaal i

v M3MeHWTE KAKY WHWLWanU3aL

® Mo ymonyanmo
O cayqaitHsi
O 2T0 3Ha4YeHWe

MooTeepxaeHue

PucyHok 11 - OkHo "Macmep popmamuposaHus npunoxceHus PRO". OkHo "®opmamuposaHue npunoxceHus"

Mpy Heo6X0AMMOCTU M3MEHUTE 3aaHHbIE MO YMOYaHUWIO 3HAUYeHUs HacTpoek kavecTBa PIN-koaa,
PYKOBOACTBYSICb OMNMCAHMEM, NpUBeAeHHbIM B TabsmLe 10.

Mpu 3adaHuu Hogozo PIN-koda pekomeHdyemcs ucnonb3o08ams byk8bl MOALKO NAMUHCKO20 angasuma
(abc...z, ABC...Z), yugpsl (123...0) u cneycumsonsi (~!@#...). icnonb3o8aHue npobena u cumsonos
kupunauysl Hedonycmumo. MuHumansHas dauHa PIN-koda noab3osamens cocmasasem 6 CUMBOAOB.

YT106bI NPY BLINOJAHEHUM JaNbHENLINX OnepaL il opMaTUPOBaHMSA UCMO/Ib30BaTb YKa3aHHble
HaCTPOMKM B Ka4YeCTBE 3HAUYEHWNI MO YMONYAHMIO HAXMUTE KHOMKY "YCTaHOBWTbL MO yMOYaHMIO".

Tabauya 10 - EQuHbIlt kaueHm JaCarta. OkHo "Macmep popmamuposarus npunoxmeHus PRO — Hacmpoliku koHmpona kayecmsa PIN-
koda nonb3osamens"

Hactpoiika OnucaHue

MuHumansHasa anvHa PIN-koza MuHUManbHOE KOIMYeCTBO CUMBOJIOB, KOTOPbIE MOXHO UCMOb30BaThb B
PIN-koge

MUWHMManbHbIN cpok AencTeus PIN- MUWHMMaNbHBIN CPOK (B AHSX), B TEYEHME KOTOPOrO MOXHO UCMO/Ib30BaTh

Koga PIN-kog nonb3oBaTens

MakcumanbHbiv cpok aericteusa PIN-  MakcumanbHbIM CPOK (B AHSIX), B TEUYEHWE KOTOPOrO MOXHO UCMO/b30BaThb
Koga PIN-kog nonb3oBaTens
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HacTpoliika

MpeaynpexaeHne 0b ncteveHnn
PIN-koga (gHen)

WcTopus PIN-koga

BK/10UMTB pacluMpeHHbIN KOHTPO/Ib
kavectBa PIN-koaa

BepCcUA AOKyMeHTa: 1.0

OnucaHue

3a CKOJIbKO ZHel 1,0 OKOHYaHWA cpoka genctaus PIN-koga nonb3osaTens
aBTOMaTuyecku byAeT oTNpaBieHO COOTBETCTBYIOLLEE YBEOM/IEHNE

Yucno ncnonbsosaswmxca paHee PIN-kog08B noab3oBaTens, KOTopble
He/b3A NCMONb30BaTb NPY Ha3HaveHun Hoeoro PIN-koga nonb3osaTtens.
Hanpumep, eciv ycTaHOB/IEHO 3HaYeHWe «3», HEBO3MOXHO ByaeT
HasHaunTb PIN-Kkog nosib30BaTeNs, COBNAAAIOWMNIA C OAHUM 13 TPEX paHee
MCNO/Ib30BAHHbIX

YcTaHoBKa $1axka No3BOSET BbIMOJHUTL TOHKYIO HACTPOMKY KayecTBa
PIN-kog0B nonb3osaTtens (cm. n. 10). Ecan oTmeTka He ycTaHOBAEH], TO
6yaeT BbINO/IHEH Nepexos K M. 11

9. Haxmute kHonky "Janee". OTobpasmTcs OKHO paclIMpeHHbIX HacTpoek kavectsa PIN-koga

nosib3oBaTeN1A:

MacTep ¢opMaTHpoBaHWA NpUnoxeHWA PKI x

McTopua PIN-kona

MopMaTUpoBaHUe NMPUAOKEHUA
YCTaHOBWTE HAac TPOMKW KOHTPONA KadecTea NH-ko4a none3oeaTens

MiH. onwHa PIN-koga G
MuH, cpok gedcTewA PIN-kona 4]
Makc. cpok gefcTewA PIN-koga 0

Mpenynpex geHue ob ncTeqennn PIN-kona (gHei) | 0

[0 BkAw4nTE paclmpeHHLIR KOHTponk KadecTea PIN-KoAa

5]

AP A | dAp (A >

A

PucyHok 12 - OkHo "Macmep popmamuposarHus npunoxceHus PKI —

PacwupeHHble Hacmpolku koHmpons kayecmsa PIN-koda nonb3osamens”

BbInoaHWTE HaCTpOMKM KOHTpoAs kadecTBa PIN-koga nosib3oBaTensi B COOTBETCTBUM Tabauuen 11.

Tabauya 11 - OkHo "Macmep popmamuposaHus npunoxceHus PKI — PacuupeHHsie Hacmpoliku koHmponas kadecmsa PIN-koda

nons3osamena"

Hacrpolika OnucaHue

Bbinasatowwmi CnMcok CoAepXUT BapuUaHTbl MCnoib3oBaHua undp B PIN-koge
nosb3oBaTens:

YucnoBble CMMBOJIbI

e  He BaxHoO
e  3anpeleHo
e (Obs3aTtesbHO

BblnaAaPOLIJ,Ml\/II CNUCOK COAEPXUT BapnaHTbl NCNOJ/Ib30BaHNA aﬂd)aBl/ITHbIX
CMMBOJIOB BEPXHEro perncrtpa B PlN-KOAe Nno/ib30BaTeNIfA:

C/MBO/IbI BEpXHEro perncrpa

e  He BaxHoO
e  3anpeueHo
e (Obs3aTenbHO

BbinagatoLMii CMMCOK COZepXUT BapuUaHTbl UCMOJb30BaHUS adaBUTHBIX
CMMBOJI0B HMXHero pernctpa B PIN-koge nonb3osatens:

CYMBO/IbI HUXKHErO perncrtpa

e  HeBaxHo
e  3anpeueHo
e (Obs3aTenbHO
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HacTpoliika OnucaHue
BbinagatoLMin CnMCcok CoAepXUT BapUaHTbl MCMO/Ib30BaHUSA CreLnabHbIX
cumBonos B PIN-koge nonb3oBaTens:

CneunanbHble CUMBObI e  He BaxHO
e  3anpeuweHo
e (ObsizaTenbHO

MakcrmyMm nocnesosaTeslbHO Mcnonb3oBaHme nayumx nogpaj 04MHaKkoBbix cMMBo10B. CMMCOK COAEPXUT
NOBTOPSAIOLLNXCA CUMBOJIOB roJsie C BO3MOXHOCTbIO BbiGOpa 3Ha4YeHWs U3 AManasoHa oT 0 40 255

10. Haxwmute kHonky "Janee". OTobpa3utcs okHO MacTepa GOpMaTMPOBaHWSA NPUIOXEHUS A5 3a4aHNA
HoBoro PIN-koza nonb3oBaTens (CM. pUCYHOK 13). 3aMo/IHUTe NoAs ciedyowmnm obpasom:

— B none "Hosbin PIN-kog nonb3oBaTena" BBeaunTe 3HaueHne Hosoro PIN-koaa. Mo
YMOJ/IY@HUIO BCE BBOAMMbIE CUMBOJIbI 0TObpaxatoTcs B BuZe @ . YTobbI
MPOCMOTPETb/CKPbITL BBEAEHHOE B NOJ1E 3HAYEHUE UCMO/Ib3YITE KHOMKY ‘ﬁ’ /5:.?,-

— Bnone"MoaTteepauntb PIN-koa nonb3osaTens" seegute PIN-koga nosib3osaTesis NOBTOPHO.

MacTep dopMaTUpOEaHUA NpUnoXKeHUa PKI b

MopMaTHpoBaHUE NPUACKEHWA
3apanTe PIN-kog nons3oBaTans

Hoeelll PIN-Ko O Nofk30BaTens
es000000 &b
MoaTeepOnTe PIN-KOO NoNk30BaTENA

PucyHok 13 -- OkHo "Macmep gopmamuposarus npunoxceHus PKI - 3adaHue PIN-koda nons3ogamens”

11. HaxmuTe kHorky "/lanee". OTobpa3unTtcs okHo MacTepa GOpMaTUPOBAHUS NPUIOXKEHWUSA A5
NOATBEPXAEHWNSA BBEAEHHbIX HacTpoek. [pocMoTpuTe napameTpbl GOPMaTUPOBAHUS 3/1EKTPOHHOMO
ktoya. MNpn Heo6X0AMMOCTN BHECEHWUSI U3MEHEH W B MapameTpbl POPMaTUPOBAHUS HAXMUTE KHOMKY
"Haszaa" 1 BepHUTECH B HY)XHOM OKHO 1 OTPeAaKTUPyITe napameTpsl.

Mocne Hamcamus Ha kHonky "lModmsepdums" HayHemcsA npoyecc popmamuposarus, 8 xode KOMopo2o Bce

daHHbie 6ydym ydaneHbl U3 NaMAMU 31eKMPOHHO20 KAKYa
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MacTep popMaTUpoBaHWA NpUNoXeHWA PKI x

DopMaTUpoBaHMe NPUIOKEHUA
Haxae TogTeepOuTe' Bel npouaeeneTe dhopMaTUpOEaHNE NMpUioxeHns. B npolecce
hOpPMaTUPOBEHWA BCe OaHHbIE Dy ayT yAaneHsl.
OTHeT:
HazeaHwe 3HaveHWe -
06Lwme
VIMA NprnoM eHnA JaCarta_name
PIN-Ko 4 NoNe30BaTENA PIN-KD 4 NoNe30BaT..
¥npaeneHne PIN-KofoM nonesoBaTens
MaKc, KonM4ecTeD NonklITok PIN-Koga 10
Mone30BaTene O0MKeEH CMEHWTE PIN-Ko4 Npw cnegyroweM exode HeT
MonuTukKn PIN-KOofQa NoneL3oBaTena
MwH. gnuHa PIN-koga 6
MWH. cpok geicTenA PIN-koaa 0
Makc, cpok gedcTenA PIN-Kooa 0 v

PucyHok 14 - OkHo "Macmep gpopmamuposarus npunoxceHus PKI —lodmeepicdeHue Hacmpoek"

12. Haxmute kHonKy "MoaTBepauTh". ByaeT BoiNoAHATLCA popMaTUpOBaHUe NpuaoxeHus. Xog
BbINO/IHEHUs ByAeT 0TobpaxaTbCs B TekyLem okHe. o 3aBepLeHuto dopmaTnpoBaHus byaeT
oTobpaxeHa MHpopmauus 06 sTom:

MacTep dopMaTUpPOEaHUA NpUNoXKeHUA PKI b

(anMaTupclBaHue npunoxXeHWa Ha ToKeHe
PeS)’J‘IbTaTbI ¢JOpMaTHpOEIaHIr1F| NpUNoHEHWA Ha TOKEHE NepeyycieHHbl B 0THETE

OTyeT:

DOopMaTUPOBaHUE NPUNOMEHWA
+ ©OpMaTUPOBaHWE NPUNOXKEHNA YCMNELWHO BRINOMHEHD

PucyHok 15 - OkHo "Macmep gpopmamuposarus npunoxceHus PKI — Pesyasmamsi popmamuposarHus”
13. HaxmuTe kHonky "3aBepwmnTb" A5 BbIXOAa M3 MacTepa GopMaTUPOBaHUS.

7.2  ©®opmatmpoBaHue npunomeHnAa PKI ¢ annneTtoM Laser

B npouecce dopmaTtupoBaHus npunoxeHus PKI 3agatotca HoBble 3HaueHus PIN-koga agMuHMUcTpaTopa u
PIN-koga nosb3oBaTeN C BO3MOXHOCTbIO YKa3aHMa AN HUX HAaCTpoek KavecTsa. JlaHHble No/b30BaTeNs,
XpaHsLmecs B NaMmaTh NpUAoXeHns (cepTudurkaTsl U Katoun), byayT yaaneHsl B xoge dpopmatmpoBaHus. Jas
BbINOJIHEHUSA dOpMaTUPOBaHUS HeobxoaUM TekyLwnin PIN-Kog agMUHUCTpaTopa.

Pabota macTepa dopmaTMpOBaHMs HacTpamMBaeTcs BO Bkaagke "OopmaTnposaHme" B okHe HacTpoek. B
ZAaHHOM pasgesie onmncaH npouecc npu BbibpaHHOM BapuaHTe dopMaTUpoBaHus "COpocnTb HacTporKky"
(noapobHee cM. cM. pasgen 6.3 Bknagka "®opmaTtupoBaHue').

P Ana noAroTOBKM 31€KTPOHHOIO Kkaloua k paboTe:

1. 3anyctuTe EguHbii KnveHT JaCarta v nepekniountech B pexnum agMMHUCTPATOpPa.
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2. [loacoeAnHUTe 3N1eKTPOHHBIN KNIOY K KOMMbloTepy. Ecan BcTaBaeH OAMH KAOY, TO €r0 HaCTPOMKU B
LLleHTpabHOM YacTM OKkHa byzeT oTobpaXxeHsl Mo yMoa4YaHuio. B cnyyae npucoeAMHeHNS HECKOIbKNX
3/71eKTPOHHbIX K/touel, Heo6x0AMMO BblOpaTb O MH 31eKTPOHHbBIN K/IOY U NeperTH K ero HacTpoMKaM.

3. Mepeiiaunte no Bkaagky "PKI" n Haxmute kHonky "®opmaTtuposaTte". OTobpasnTCA CTapTOBOE OKHO
mMacTepa opmMaTUPOBaHUS:

MacTep ¢opMmaTUpoBaHWA NpUnoxeHua PKI X

Cnocob chopMaTUpoBaHuA NpUAoOXKeHKA
BuibepuTe cnocob dopmaTupoBaHus npunomeHns. Bel MomeTe
COXPaHUTE CEBORA BeIbop ONA OansHedWero UCNokE30BaHNA,

PacluvMpeHHEIRA.
DOpMaTUPOBATE MPUIOMEHWE NOLPODHO 3a0aHHEIMKU NapaMeTpaMA.

@®

CTaHnapTHLIA.
DOPMaATUPOBATE NPUIOMKEHWE NAPAMETPAMK MO YMONHAHW .

O

D 3anoMHWTE EIbIﬁOp anA ,D,EJ'II:;HBIFILLIEI'O HMCNoNBE20BaHWA

Oanee > OTMeHa

PucyHok 16 - - OkHo "Macmep popmamuposarus npunoxcerHus PKI". Cnocob popmamuposaHus npunoxceHus

4. Bbibepute pexumm popmaTnpoBaHus:
"PacwmpeHHbIn", 4Tobbl Bpy4YHYHO 334aThb NapaMeTpbl 3/1eKTPOHHOMO KJt0Ua B npoLiecce
¢dopmaTmpoBaHus. Jlanee npuseseHO ONMcaHve NpoLeaypbl B 4aHHOM peXuMme;

—  "CraHgapTHbIN", 4Tobbl HOPMaTMPOBATH NEKTPOHHbIN KHOY C NPUMEHEHNEM CTaHAAPTHbIX
napameTpos. [pu Bbi6Ope 3Toro pexuma 6yAyT NponyLLeHb! Warn MacTepa
¢dopMaTMpOBaHUS, ONMCaHHbIE B M.M. 6-11.

5. Haxmute kHonky "/lanee". OTobpa3nTca okHO MacTepa popMaTUPOBaHUS 415 BBOZA 00A3aTeNbHbIX
napameTpoB. 3ano/iHUTe obs3aTesIbHbIE M0J15 B OKHe MacTepa ¢popMaTUpOBaHUS:

— Bnone "PIN-kog agMuHucTpaTopa" eBeguTte Tekyliee 3HavyeHume PIN-koga. o ymoavaHuio
BCe BBOAVMbIE CMMBO/1bl 0TOOpaxatoTcs B Bue @ . 4YTobbl NPOCMOTPETH/CKPbITh BBEAEHHOE

B M0/1€ 3HAaYEHME NCMOb3YITe KHOMKY &2,
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— B nose "MeTka npuaoxeHus" Nnpu HeobXoAUMOCTU U3MEHNTE TeKyLlee 3HaYeHe MeTKM.

Macrep ¢popmaTupoBaHus npunoxenuns PKI X

ObasaTenbHbie NapaMeTphl
BeeauTe PIN-KOA afAMUHUCTPaTOPa, 3a4alNTe MeTKY NPUIOXKEHUA Ha
TokeHe 1 crnocob dopmaTupoBaHus

PIN-ko4 agMuHUCTpaTopa

| %

MeTka npunoXxeHnsa

lijacartal

< Hasapg Aar ‘ OTmeHa

PucyHok 17 - OkHo "Macmep popmamuposarus npunoxceHus PKI". Oba3amenbHeie napamempel

6. Haxmure kHonky "anee".

6.1. Ecin B cTapToBOM OKHe MacTepa opMaTHpoBaHus Hbin BbibpaH pacliMpeHHbIN pexxmnm
¢dopmMaTMpoBaHus, To 0TOHBPasnTCH OKHO A/1s BBOAA 3HaYeHMM kavecTBa PIN-koga
agMuHMcTpaTopa (cM. PucyHok 18).

6.2. Eciv 6bin BbiOpaH cTaHAapTHbIV pexxum GopMaTUPOBaHUS, TO NepermnTe K BbINMOJHEHMIO Wara 14.

MacTtep popmaTMpoBaHmsa npunoxeHusa PKI X

Ka4decTtBo PIN-koga agMuUHUCTpaTopa
YcTaHoBUTE HacTPoWku kadecTea PIN-Koga agMuHUcTpaTopa

Ba30Bble HACTPONKHK

MwuH. aauHa PIN-Koaa 4 4l
Makc. anuHa PIN-koaa |16 v
PaclinpeHHbIe HAacTPOMKKW

MWH. KONIMHeCTBO LNPOBbLIX CUMEO/IOB ‘ 0 e
MWH. KONM4ecTBO ByKBEHHbLIX CUMBO/IOB {0 é
MWH. KONN4eCTBO CUMBOJIOB HWKHEro pernctpa ‘ 0 Q
MWH. KONM4eCcTBO CUMBOJIOB BEPXHEro perucTpa [O #
MWH. Konn4ecTBO cneL. CUMBOJIOB ‘ 0 # |
Makc. Konn4ecTBO NOBTOPAKLWMWXCA CUMBOJIOB ‘ 16 i

< Haszag Oanee > OTMeHa

PucyHok 18 - OkHo "Macmep gpopmamuposarus npunoxceHusi PKI — Kasvecmso PIN-koda admuHucmpamopa"

I'Ile HEO6XOAMMOCTVI N3MEHUTE 3a4aHHble N0 YMONYaHUIO 3Ha4Y€HNA HAaCTPOeK Ka4yeCTBa P|N-KOAa,
PyKOBOACTBYACb OnncaHnem, npmeeeHHbIM B Ta6nv|u,e 12.
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Mpu 3adaHuu Hosozo PIN-koda pekomeHdyemcs ucnob3osams byk8bl MOALKO AAMUHCKO20 angasuma

(abc...z, ABC...Z), yugpsl (123...0) u cneycumsonsi (~!@#...). icnonb3o08aHue npobena u cumsonos

kupunauybl Hedonycmumo. MuHumansHasa dauHa PIN-koda nonb3osamens cocmasasem 6 cumMB008.

Tabauya 12 - OkHo "Macmep gpopmamuposarus npunoxceHus PKI". Kayecmso PIN-koda admuHucmpamopa

Cekuus

Basosble
HacTpoliKu

PacwupeHHble
noantmkn PIN-
Koga

nosab3oBaTens

Mone

MuHuManbHas ganHa PIN-koga

MakcumanbHas ganHa PIN-koga

MUWHMMaIbHOE KONYeCTBO
UMPPOBBIX CUMBOJIOB

MWHUMaIbHOE YMCOo 6YKBEHHbIX
CMMBOJ10B

MnHMManbHOE KOINMYecTBO
CMMBOJ10B HUXXHEIO perncrtpa

MWHMMaNbHOE KOAINYECTBO
CMMBOJIOB BEPXHEro permncrpa

MWHMMaNbHOE KOANYECTBO
crneunanbHbIX CUMBOJIOB

MakcmmanbHoe KoIn4yecTBo
NOBTOPAKOWMNXCA CUMBO/IOB

OnucaHune

MuHUManbHOE KOIMYECTBO CUMBO/I0OB, KOTOPbIE
MOXHO Mcnosib3oBaTb B PIN-koae

MakcnmansHoe yncno cumosaos B PIN-koge

OnpegenseT, cko/bKo LUPPOBbLIX CUMBOJIOB
Heobxo4MMo ncnoab3osaTh B PIN-koae

OnpegensieT, cko/ibko ByKBEHHbIX CUMBOJIOB
HeobxoAMMo 1cnoab3osaTh B PIN-koae

OnpegensieT, cko/ibko ByKBEHHbIX CUMBOJIOB B
HUXHEM perncrpe HeobxoA4MMO 1MCNo/Ib30BaTb B
PIN-koae

OnpegensieT, cko/ibko ByKBEHHbIX CUMBOJIOB B
BEPXHEM perucrTpe Heobxo4MMO NCMO/Ib30BaTh B
PIN-koae

OnpegenseT, CKo/IbKO CreLnasbHbIX (He
andaBUTHO-LUDPOBLIX) CUMBOJIOB HEOH6X0AMMO
mncnonab3oBaTtb B PIN-koae

OnpegensieT 41C/10 NOBTOPSIOLLUXCH CUMBOJIOB B
nobom mecte PIN-koaa

7. Haxmwute kHonky "flanee". OTobpasutca okHo ans BBoga HoBoro PIN-koga agMuHUCTpaTopa:

MacTtep ¢popmaTupoBaHusa npunoxxeHuns PKI X

e888@88H

dopMaTUpOBaHNE NPUIoKeHUs
3afanTe HacTpoiku PIN-Ko4a agMUHUCTpaTopa

[0 vctaHosuTs HoBLIA PIN-KOA agMUHMCTpaTOpa

Makc. noneiTok BEoaa PIN-koaa

| s Ag

15 4

PucyHok 19 - - OkHo "Macmep popmamuposaHus npunoxeHus PKI— Hacmpoliku PIN-koda admuHucmpamopa"

YkaxwTe PIN-koZ agMUHUCTpaTOpa U NapamMeTpbl ero pa3biokMpoBaHMe B COOTBETCTBUM C Tabavuen 13.
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Tabauya 13 — OkHo "Macmep popmamuposarus npunoxceHus PKI— Hacmpotiku PIN-koda admuHucmpamopa”

Mone OnucaHue

YcTaHoBKa $aaxka genaet 40CTynHbIMU Noas Aas BBoga Hosoro PIN-

YcTaHoBuTb HOBbIN PIN-KOA KOAa aAMUHMUCTPATOPa 1 A1 €r0 MOBTOPHOIO NOATBEPXAEHUS.

aAMUHUCTPaTopa .
B none Heobxoaunmo 3agaTb HOBbIM PIN-kog,
MoaTteepantb PIN-kog Beectu nogTeepxaeHne HoBoro PIN-koaa
MakcrmManbHoOe KoAnyecTso MakcvManbHO AOMYCTUMOE YNCA0 HEBEPHBbIX NOC/NEA0BaTE/bHbIX
nonbiTok BBOoAa PIN-koza nonbiTok BBoga PIN-koga agMuHncTpaTopa

8. Haxwmute kHonky "Janee". OTobpa3nTcs okHO 415 BBOAa NapameTpos kadectsa PIN-koga
nosib3oBaTens:

Mactep popmaTupoBaHus npunoxeHus PKI X

Ka4ecTBo PIN-koga nonb3osaTtens
YCcTaHoBUTE HacTpolku Kadecea MNH-kofa nons3oBaTens

Ba3oBble HACTPONKK

E] OrpaHuyeHune pasbnokunposok 1 ,‘,
MuH. gnuHa PIN-koga 4 ¢
Makc. anuHa PIN-koaa 116 i‘
PaclnpeHHLIE HAaCTPOMKK
MWH. KONM4ecTBO LU pOBLIX CUMBOSIOB 0 Q
MuH. Konn4ecTBO ByKBeHHbIX CUMBOI0B \0 $
MWH. KONMHECTBO CMMBOIOB HUXKHEro perncTpa \0 e
MWH. KONNYECTBO CMMBOJIOB BEPXHEro pernctpa 0 5
MWH, KoniM4ecTBO cneL. CMMBOJIOB ;0 Qﬁ
Makc. KoM4ecTBO NOBTOPAKOLWMXCA CUMBOJIOB : 16 %

< Hasapg Hanee > OTMmeHa

PucyHok 20 - - OkHo "Macmep gopmamuposarus npunoxceHus PKI — Kavecmso PIN-koda nonb3osamens”

Mpn HeobX0AMMOCTN U3MeHUTE 3aaHHble MO YMOYaHMIO 3Ha4eHMsA HacTpoek kadecTBa PIN-koga,
PYKOBOZACTBYSICb ONMCaHMEM, NpuBeAeHHbIM B TabsmLe 12.

Mpu 3adaHuu Hosozo PIN-koda pekomeHdyemcs ucnonb3osams byk8bl MOALKO AAMUHCKO20 angasuma
(abc...z, ABC...Z), yugpsi (123...0) u cneycumsonsi (~!@#...). icnonb3osarHue npobena u cumsonos
kupunauysl Hedonycmumo. MuHumansHas dauHa PIN-koda noab3osamens cocmasasem 6 CUMBOAO8.

3A0 "AnaganH P.[." 1995-2019 . PyKoBOACTBO aAMUHUCTPATOPA A5 ONEPALMOHHbBIX CUCTEM ceMencTBa Linux cTp. 27/53



EavHbin KavenT JaCarta

BepCcUA AOKyMeHTa: 1.0

9. HaxmuTte kHonky "[flanee". OTobpasnTcsa okHO Ans BBOAA HacTpoek PIN-koga nonb3oBaTtens:

MacTtep ¢popmaTupoBaHus npunoxeHus PKI X

dopMaTUpoBaHUe NpuaoXeHus

Twun PIN-koga

HacTponku MH-koaa

3afaiiTe HacTpolku PIN-Ko4a nosb308aTens

<

Makc. nonelTok BBoga PIN-koga

Bpems »xu3Hu PIN-ko4a, gHW

(10

<p| <>

0

[:] Monb3oBaTene Ao/MKeH NoMeHATL PIN-Ko4 npu NepeoMm Bxoge
D Monb3oBaTens A4omKeH noMeHsaTh PIN-kog nocse pasbnokmposku

< Hazag Oanee > OTMeHa

PucyHok 21 - OkHo "Macmep popmamuposarus npunoxceHus PKI — Hacmpotiku PIN-koda nons3o8amens’”

YkaxuTte 3HauyeHus HacTpoek PIN-koga nosib3oBaTensi B COOTBETCTBUM C TabavLen 14.

Tabauya 14 - OkHo "Macmep ¢opmamuposarus npunoxceHus PKI — Hacmpoliku PIN-koda nons3osamens”

Fpynna HacTpoiika

Tun PIN-koaa
Hactponkn PIN- - Makcumanshoe konmuectso
KoAa nonsbiTok BBOoZa PIN-koaa

Bpems xun3Hu PIN-koaa, AHK

Monb3oBaTenb J0aKeH
nomeHsATb PIN-koa npu nepsom
BXOje

Monb3oBaTenb J0/KeH
nomeHaTb PIN-koa nocne
pa3b10KkMpoBKM

OnucaHue

3HauyeHue BblNnajarowero cn1ucka onpeaesneHo
npuUNoXeHNeM, yCTaHOBNIEHHOM Ha TOKEHeE.

PIN — ans ayTeHTUdMKAL MM NONb30BaTENb 40/KEH
BBecTu PIN-kog nonb3osaTens;

MakcrmanbHO A0NYyCTUMOE YNCNO HEBEPHbIX
nocsiesoBaTe IbHbIX NONbITOK BBoAa PIN-koga
nosb3oBaTens

KonnuecTBo gHel, cnycTs KOTOpOe NoJ/ib30BaTe b
AosmkeH byaeT cmeHnTb PIN-kog nosib3oBaTens

Mpu ycTaHoBKe daaxka Nonb3oBaTeNto Heobxo4MMo
6yaeT cmeHnTb PIN-KOZA Npy NepBOM MCNO/b30BaHNUM
3N1eKTPOHHOrO K/oYa

Mpu ycTaHoBKe d1axka Nosib30BaTeNto Heobxo4MMO
6yaet cmeHnTb PIN-KOA nocne pa3bioknpoBKu
371€KTPOHHOrO K/II04a
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10. HaxmuTte kHonky "flanee". OTobpasutca ans BBoga HoBoro PIN-koza nosib3oBaTens:

MacTep ¢popMaTUpOBaHWMA NpUnoKeHUA PKI x

@opMaTUpPOBaHWE NMPUAOXKEeHUA
3apaiTe PIN-KoO Nonk30BaTeNA

YcTaHoBWTe PIN-Ko4 NnofNb3oBaTensd
HoBblid PIN-Ko O NoNk30BaTensA

MogTeepOonTe PIN-KoO Nnonk3oBaTensA

Oanee = OTMmeHa

PucyHok 22 - EQuHbliti knueHm JaCarta. OkHo "Macmep gpopmamuposarus npunoxceHus PKI". "®opmamuposaHue npunoxceHus

"

3ano/IHNUTe No/si B COOTBETCTBUM C ONUCAHMEM B Ta6l'|l/ILJ,e 15.

Tabauya 15 — OkHo "Macmep gopmamuposaHus npunomeHus PKI— 3adaHue PIN-koda nons3o0samens"

Mone

YctaHoBuTb PIN-KOZ4 nosb3oBaTens

Hosbit PIN-koA nosb3oBaTens

MoaTteepaunTb PIN-KOA,
nosb3oBaTens

OnucaHue

YcTaHoBUTb Gp1axoK, ecin HyxHO 3aaaTb PIN-kog nosnb3oBaTtens Ha aTane
¢dopmaTupoBaHus.

Ecan pnaxok otcytcTeyeT, PIN-KOA nonb3oBaTesis BO BpeMsi
$opMaTUpPOBaHKWA yCTaHOB/IEH He ByAeT — ero MoXHO byseT ycTaHOBUTb
nosxe (Ans 3Toro notpebyercs PIN-kog agMuHucTpaTopa)

BBecTn 3HaveHMe PIN-koza nosb3oBaTens (4aHHOE NoJsie akTUBHO
ycTaHoBaeHHOM dnaxke "YcTtaHoBuTb PIN-koZ4 nonb3oBaTens")

MoBTOpHO BBECTW 3Ha4YeHMe PIN-koga nonb3oBaTens

3A0 "AnaganH P.[." 1995-2019 . PyKoBOACTBO aAMUHUCTPATOPA A5 ONEPALMOHHbBIX CUCTEM ceMencTBa Linux cTp.29/53



EavHbI KnnenT JaCarta BepCUA AOKYMEHTa: 1.0

11. HaxmuTte kHonky "flanee". OTo6pasnTcs OKHO 4151 NOATBEPXAEHWUS YKa3aHHbIX HACTPOeK.

MacTtep popmaTupoBaHus npunoxeHus PKI X

dopMaTUpoBaHNe NPUIoXKeHUs
Hakas Mo TBepAUTL' Bel Npon3sefeTe GopMaTUPOBaHUE NPUIOXKEHUS.
B npouecce opMaTUpOBaHUA Bce AaHHble By ayT yaaneHs!.
OTYeT:
HassaHue 3HadeHune A
Obune
Ma npunoXxeHns 11111111
PIN-kog nonk3oBaTens PIN-kog nonek30...
Monutuku PIN-koga agMuHUCTpaTopa
MwuH. gnuHa PIN-koga 4
Makc. gnvHa PIN-koga 16
MWH. KONNYECTBO LU(POBLIX CUMBOJIOB 0
MWH. KoNn4ecTB0 ByKBEHHbLIX CUMBONOB 0
MWH. KONMYECTBO CUMBOJIOB HUXKHEro perucTpa 0
MWH. KONMYeCTBO CUMBOJIOB BEPXHEro perncTpa 0
MWH. KONM4ecTBO cnew. CUMBOMOB 0
MaKkc. KOSIM4eCTBO NOBTOPSAKOLWNXCA CUMBOOB 16
HacTtpoiiku PIN-koga agMuHUcTpaTopa
Hosulili PIN-Ko4 agMUHUCTpaTopa PIN-Ko4 agMWH...
A
Mawe mamaTaw nnana DN wAana 1is

PucyHok 23 - OkHo "Macmep gopmamuposarus npunoxceHus PKI — [lodmsepucdeHue popmamuposaHus”

12. Haxmute KHonky "MoATBepAMTL" AN Hava a GOPMaTUPOBAHMS.

Mocne Hamcamus kHonku "MModmsepdums" HavHemcs npoyecc hopmamuposaHus, 8 xode KOMopoz0
8ce daHHble 6ydym yoasneHbl U3 NAMAMU MOKeHd.

ByaeT nponsBoaunTbcs dopmaTuposaHme npuaoxenue PKI, xoz BeinosHeHWs popmMaTMpoBaHus 1 ero
pe3synbTaT OygeT oTobpaxeH B pUHaNbHOM OKHe MacTepa $popMaTUPOBaHUS:

MacTtep ¢popmaTpoBaHUA NpunoxeHWA PKI X

CDOpMaT“p()BaHME NnPpUNoOXeHWA Ha TOKeHe

PesynbTaThl (bOpMaTIprOEIaHI:‘Iﬂ NPMNOMEHWA Ha TOKEHE NepeYincieHHbl B
oT4HeTe

OT4eT:

ABTOPW3aLNA aOMUHUCTPaTOpa
DOpPMaTUPOBEHWE MPUIOXK EHIA
v DOpMaTUPOBEHWNE NPUIOMKEHWNA YCMELHO BLINOSHEHD

JaBeplnTh

PucyHok 24 - - OkHo "Macmep gpopmamuposaHus npunoxceHus PKI — Pesyasmamei popmamuposarus”

13. HaxmuTe kHOMKY "3aBepwmnTb" A1 BbIXOAa U3 MacTepa GOpMaTUPOBaHUS.
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7.3  O®opmatmposaHue npunoxeHna MOCT n STORAGE

P Ansa noaroToBKM 3N1eKTPOHHOrO Kalo4a K paboTe:
1. 3anyctutb EanHbii KnuenTt JaCarta 1 nepenTu B pexxuM agMUHUCTPATOPa.

2. [oacoeANHUTb HYXHbIV 31eKTPOHHbBIN K/IOY K KOMMbIOTepY, BbibpaTb ero B J1eBOM NaHe N U B
LLeHTPa/IbHOM YacTM OKHa B 3aBUCMMOCTM OT TOrO, Kakoe NMpU/IoXeHue YyCTaHOB/IEHO Ha K/toYe, BbiIbpaTb
Bknagky "rOCT" nan "STORAGE".

3. HaxaTtb kHonky "®opmaTtuposaTs”. BygeT oTKpbITO OKHO "MacTep $opMaTUPOBAHUSA NMPUIOXKEHUS

rocT™:
MacTep ¢popmaTpoBaHuUA npunoxeHua FOCT x

ObazaTenbHLEE NapaMeTpsl
BeeguTe PIN-Ko[ aOMWHWCTPaTOopa, 3afaifiTe METKY
NpUNoMeHUA Ha TokeHe W cnocob opmaTupeBaHwa

PIN-Ko O agMUHMCTRaToOpa

escccessee o S

MeTka npuioMeHns
CT1 test

YcTaHoBWTE PIN-Ko4 None3oBaTensA
HoBbiA PIN-Ko O NoNb30BaTenA

Iy Ib

MogTeepauTe PIN-KO4 Nonk3oBaTenA

DOanee = OTMeHa

PucyHok 25 - OkHo "Macmep gpopmamuposaHus npunoxceHus FOCT". "ObszamensHbie napamempe!”
BbINOAHWUTB HACTPOWKY AOCTYMHBIX NOJIENM coraacHo Tabavua 16

Tabauya 16 - EQuHbIt knueHm JaCarta. OkHo "Macmep gpopmamuposaHus npunoxceHus FOCT". "ObA3amensHeie napamempsi”.
OnucaHue Hacmpoek
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HacTtpoiika

PIN-koa agmuHucTpaTopa

MeTka NPUIOXKEHUA

YcTtaHoBuTb PIN-KoA nonb3oBaTens

HoBbil PIN-kog nonb3oBaTens

OnucaHue

Mone ans BBoAa Tekyuwiero PIN-kog agMuHUcTpaTopa

Mone a5 BBOAA Ha3BaHUS GOPMATUPYEMOrO NPUNOXKEHNS

YcTaHoBUTb Gaxok, ecin xotute 3a4atb PIN-kog,
nosib3oBaTesi BO BpeMsi GOpMaTUPOBaHMs.

MoxHo He 3agaBaTb PIN-koa nosb3oBatens. B atom
cnyyae ans nocneaytouien yctaHosku PIN-koga
nosab3oBaTtens Heobxoaunmo byaeTt npeabasutb PIN-kog,
aAMMHMCTpaTopa

BeecTu HoBbIM PIN-KoZ nonb3oBaTens (nosie akTUBHO, eCan
ycTaHoBaeH ¢aaxok "YcTaHoBuTb PIN-kog nonb3oBatens')
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Beectn noagTeepxaeHne Hosoro PIN-koga nosb3oBaTens
Mopteepantb PIN-Kog nosb3osaTens (none aKTUBHO, eC/M yCTaHOoBAEH GpaxokK "YCTaHOBUTL

PIN-kog nonb3oBatens™)

4. [epenTu K cneaytouLeMy Wary c nomolybio kHonkuy "Jlanee".Ha ware "QopmaTvpoBaHue npuaoxeHus" B
nose "OTyeT" oTO6paxKeHbl 3aAaHHbIe HACTPOMKM (CM. PucyHok 26). Ecin Bce yka3zaHO KOPPEKTHO, TO, C
MOMOLLbIO HAaXaTUsA Ha KHOMKY "MoATBEpANUTL", OCYLLECTBUTL Nepexos K npoueccy popmMaTMpoBaHus
MPWUIOXEHUA Ha TokeHe. B ciyyae, eci1 HeO6XOAMMO M3MEHWUTL HACTPOMKM, C MOMOLLLbIO KHOMKM
"Haszag" BepHyTbCsi Ha NpeAblAYLNIA LWar U U3SMEHUTb HACTPOMKMU.

MacTep dpopMaTUpOBaHUA NPUICKEHUA X

MopMaTUpoBaHUe NPUAoXeHUA

Harae 'BuinofHWTe' Bel NpouseefeTe GopMaTUpoBaHne NpuioseHns.
B npouecce hopMaTUPOBaHWA Bee AaHHsle by Oy T yaaneHs:.

OT4eT:
HaseaHne 3HaqeHne

Obwme

MIMA NpUAoHKEHWA CT1 test
PIMN-koO

PIN-k0 4 None3cBaTens ponesosaTens

A ByneT

ycTaHoBNeH

PucyHok 26 - EQuHbili knueHm JaCarta. OkHo "Macmep gpopmamuposarus npunoxceHus FOCT". "O6s3amensHsie napamemps!”
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5. Ha ware "®opmaTnpoBaHune NpuioxeHns Ha TokeHe" B nose "OTyeT" oTobpaxeHbl pesynbTaThbl
npouecca popMaTUPOBaHUSA NPUIOXEHWS (CM. PUCYHOK 27).

MacTep dpopmaTiupoBaHma npunoxeHus MOCT

OT4eT:

DopMaTHPOBAHME MNPHUICIKEHNA
YcTaHoBKa PIN-Kofa Nonb30BaTenA
+ DOPMaTUPOBAHNE NPUNOMEHUA YCMELWHO BEINCNHEHD

®opMaTUpoBaHWe NPUOXKEHWA HA TOKeHe
PesynbTaTel fopMaTUPOBaHWA NPUNOMKEHWA Ha ToKeHs
nepeYncneHHEl B 0THETE

PucyHok 27 - EduHeil knueHm JaCarta. OkHo "Macmep gpopmamuposarus npunoxceHus FOCT". "O6s3amensbHble napamempsi”

[ns 3akpbiTus okHa "MacTtep dopmaTmpoBaHusa npunoxernms FTOCT" HaxaTb KHOMKY "3aBeplunTb".

7.4  TpunoreHue OCT ¢ annnetoM KpUNTOTOKEH 2

[na NoAroTOBKM 3/1eKTPOHHOTIO K/to4a K paboTe HEO6X0AMMO BLIMOMHUTL CiegytolL e AeACTBUS:

1. 3anyctutb EgnHbIl kaneHT JaCarta 1 nepeiTv B peXxum agMUHUCTpaTopa.
2. ToacoeanHUTb HYXHBIV 31eKTPOHHbBIV K04 K KOMMbIOTEPY, BbIOpaTh ero B 1IEBON NaHe M 1 B

LLeHTPa/IbHOM YacTu OKHa nepenTu Ha Bkaagky "MOCT".
3. HaxaTb kHonky "®opmaTupoBaTh nosb3oBaTenem". byget oTkpbiTo okHO "PopmaTupoBaHve

npuaoXeHnsa noab3osatenem" (cm. PucyHok 28).

mDPMﬂTHPDHHHHE npyunoxeHWA noNbL3oBaTenem x

PIM-ko g

R

Hoeoe MMA

test

o

PucyHok 28 - EQuHbil kaueHm JaCarta. OkHo "®opmamuposaHue npunoxceHus nonb3osamenem"

4. 3anonHuTb nons: B nose "PIN-koa" BBecTn PIN-koa nonb3oBaTens, B none "HoBoe nma" — HazBaHus
dopmaTmpyemoro npunoxenus. Mocne yero Haxxmmute kHonky "OK" ans nepexoaa K npoueccy

dopMaTUPOBAHUS MPUIOXKEHUS.

B npoyecce popmamuposarus sce daHHbIE U3 NAMAMU NPUAOHEHUSA HA MoKeHe 6ydym yodaneHsi.
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5. Haware "®opmaTupoBaHve NpuaoxXeHUs Ha TokeHe" B nosie "OTueT" oTobpaxkeHbl pe3ybTaThl
npouecca popMaTUpOBaHUs NPUAOXKEHUS (CM. PUCYHOK 29). HaxaTb KHOMKY "3aBepnTb” Ans
3aBepLueHns npouecca.

NpunoxeHue oTHopMaTUPOBaAHO

o MpWAoXKEHNE YCrewHo 0 ThopMaTUpOBaHo

PucyHok 29 - EQuHeill knueHm JaCarta. OkHo "®opmamuposaHue npunoiceHus nons3osamenem”. "QopmamuposaHue npuNOMeHUs Ha

mokeHe"
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8. Onepauuun c PIN-Kogom nonb3osartena n PIN-kogom
aAMUHNCTPAaTOpPa

8.1 YcraHoBKa (cMeHa) PIN-Koga nonb3oBartena agMUHUCTPATOPOM

J19 HEKOTOPbIX MPUIOXKEHWIM a4MUHUCTPATOP MOXET 3aAaTb PIN-koA nosib3oBaTens, ec/im oH He Bbin
Ha3HauyeH BO BpeMs popMaTUPOBaHUS. TakxKe agMUHUCTPATOP MOXET CMeHUTb Tekylmi PIN-koz
nosb3osatens. MNogpobHee cm. . 3.2 “lNapaMeTpbl 371€KTPOHHbIX KJto4Yel npu noctaske" 1 n. 3.3 "Onepauuu
C 3/IeKTPOHHbIMK K/Ito4aMm".

/_/i PIN-koz nosib30BaTes1If UMeeT CBOM CPOK AeNCTBUSA. 3a 7 [HEN 1,0 OKOHYaHUS cpoka aencTeus PIN-koaa
i noJib30BaTe b NOJy4aeT yBeJoMieHMe 0 HeobxogmmocTu cMeHbl PIN-koga. MiHdopmMaLMoHHble cooblyeHuns
ByAyT MpUXOAUTL KaXAbIN AeHb 40 OKOHYaHWS cpoka AencTeus PIN-koga, noka oH He BygeT nsmeHeH.

Y [Ansa yctaHoBku nam cmeHbl PIN-koza nosnb3oBaTens a4MUHUCTPATOPOM 3/1eKTPOHHOMO KJ/to4a HeobxoaMMo,
4TO6bI HA 3TOM 3/1eKTPOHHOM K/toYe bbl1 ycTaHoBeH PIN-ko4 agMuHMcTpaTopa.

Mocne s8eoda HenpasuabHo20 PIN-k0da admMuHUCMPamopa Hecko1bko pas Noopad 31eKMpPOHHbIU KoY
6aokupyemcs. He donyckalime 6nokuposku PIN-koda admuHucmpamopa Ha 31eKmpOoHHbIX KA0Hax
JaCarta. PIN-ko0 admuHucmpamopa, 8 omau4ue om PIN-koda nosb3osamens, pazbaokuposams
HeB03MOMHO.

B cnyqae 610KUpoBKU 31KMPOHHO20 KAtoYa Nocae 8800a HenpasuibHo2o PIN-koda admuHucmpamopa
3/1eKMpOHHbIU K04 pasbaokuposams Henb3A. B amom cayqae moxcHo obpamumsca 8 caymby
mexnoddepicku u NepeuHuUyUAnU3UPOBAMb 31eKMPOHHBIU K4, HO ¢ nomepel 8cex OaHHbIX, XPAHAUUXCA
Ha Hem. JlaHHas onepayus docmynHa He 0415 8cex modenel 31eKkmpoHHbIX kKatoyed. [NodpobHocmu
ymoyHslime 8 cayube mexnodoepicku.

3agaHHOe KoAnyecTBo nonbiTok BBOAA PIN-Koga agMuHMCTpaTopa (a TakxKe ocTaBlueecs KOJIM4ecTBo
MOMbITOK) MOXHO Y3HaTb, 3anyctuB EguHbii KnneHT JaCarta, nepeinian Ha Bknaaky "MiHdopmaums o TokeHe"
M NOCMOTpPEB 3HayeHue, ykasaHHoe B nose "OcTanock nonbitok BBoga PIN-koga".

P Ana cmeHbl PIN-koAa nonb3oBaTeNs agMUMHUCTPATOPOM:
1. 3anyctute EanHbili KnnenT JaCarta n nepeksitountecs B peXXunmM ajMUHUCTPATOPA.

2. [oacoeAnHUTE 31e€KTPOHHBIN K04 K KOMMbloTepy. Ecan BCTaBAeH OAMH KAtOY, TO ero HaCTPOWMKM B
LLeHTpasIbHOM YacTu OkHa ByZeT oTobpaskeHbl MO yMonyYaHuMio. B cnyyae npucoeMHEHNA HECKONbKMX
3/71eKTPOHHbIX K/Itouel BblbepuTe HyXXHbIM 3/1eKTPOHHDIN K04 U NeperTn Ha BKAAAKY,
COOTBETCTBYIOLLLYIO MPUNOXEHWUIO, A5 KOTOPOro HeobxoAnMo cMeHnTb PIN-koa nosb3osaTens.

3. Haxmurte kHonky "YcTaHoBuTb PIN-koa nonb3osaTens”. Byget oTkpbiTo okHO "YcTaHoBeka PIN-koaa
nonb3oBaTens". 3anoNHUTe NoA ciedyolwmmM obpasom:

— B noJse "Texkywnit PIN-kog agmMuHucTpaTopa” BBecTn Tekywui PIN-ko4 agMUHUCTpaTop;

— B none "Hosbi PIN-kog nonb3oBaTena" BBeaunTe HoBbIM PIN-koA nosb3oBaTtens;
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— B nose "MoaTeepxzaeHne PIN-koga" BBeguTe HoBbIV PIN-ko4 Nnonb3oBaTesis NOBTOPHO.

EavHbIA KnuenT JaCarta - 0 x
EanHbin KnueHt JaCarta Ana.q‘. )™
Ivanov
| MHopMauna o TokeHe | PKI | I'OCT|
Onepauun ¢ NpUacKeHNeM
| E® = |
EmeHMTL PIIRKOL Q PopMaTUPOBaTh
SOMWHWCTRETOpE
Knw4u u cepTn  AKaThl [4 O

YeTaHoBUTE PIN-Kof NoNb3oBaTens... X

TekywWit PIN-Ko 4 agMUHMCTRaTopa

eeccecee | &%

HacTpoiku

Hoewlin PIN-ko 0 Nons30BaTEAA

MNepeknioYNTECA B pEXAM | | pOLekTH, Ana
nofk3cBaTenA 0000000 # AepXUMoro BeecTun PIN-kog...

MNoATEepAWNTE PIN-Ko4 Nons30EaTenA

PucyHok 30 - CmeHa PIN-koda nonb3osamens admuHucmpamopom. OkHo "YcmaHosums PIN-kod nons3o8amens”

4. Haxwmute kHonky "OK". B cnyuae Beoga BepHoro PIN-koga agmuHuctpatopa PIN-koga nosb3osaTens
byaeT usmeHeH. Ha sxpaHe oTobpasuTcsa coobueHre 06 sTom:

PIN-kog nonb3oBaTend ycTaHoBNEeH

o PIN-KO O NoNe30BaTENA YCNELWHD YCTAHOBNEH

PucyHok 31 - CmeHa PIN-koda nonb3o8amens admuHucmpamopom. CoobujeHue 06 ycmarHosneHHom PIN-kode

5. Haxmute kHonky "OK" A/19 3aKpbITUS OKHa coobLeHuns

8.2  PasbnokupoBaHue PIN-Koaa nonb3oBaTena B NPUCYTCTBUN aAMUHUCTPATOPA

PIN-kog nonb3oBaTesns A9 NPUIOXKEHUS, YCTAHOB/IEHHOIO Ha 3/1EKTPOHHOM K/tode Bi10KMpyeTCs B C1yyae
npeBbILLEHNSI MAaKCUMaJIbHOTO OMYCTUMOrO KOJIMYeCTBa Noc/e,0BaTe/IbHbIX HEBEPHBbIX NOMbITOK BBoAa PIN-
koga. Mpoueaypa paszbaoknposku PIN-koga nosb3oBaTens passivMiyaeTcs B 3aBUCUMOCTU OT NMPUIOXKEHUS,
YCTaHOBJ/IEHHOI O B NaMsTb 3/1IeKTPOHHOTO KJoYa:

e ansnpunoxenus PKI agMUHKUCTpaTOp A0/MKEH YCTaHOBUTL HOBbIM PIN-Ko4 nosib3oBaTes1s noc/e ero
pa3bnoknpoBaHus;

e ansnpunoxeruit FOCT n STORAGE pa3bnokunpoBaHue o0bHynsieT CYETUMK HEBEPHBIX MOMbITOK 40CTYNa,
3HayeHue PIN-koza no/ib30BaTe N1 OCTAETCA MPEXHUM.
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8.2.1 T[lpunosenue PKI

Mpu paz6nokuposaHuu PIN-koda nonb3o8amens das npunoxnceHus PKI admuHucmpamop donxceH
ycmaHosums Hosbil PIN-k00 nosb3o8amesns nocne e2o0 pazbaoKUpOBaHUS.

P Ans pas6bnokupoeauus PIN-koga nonb3oBatens ana npunoxenus PKI:

1. 3anyctuTe EanHbii KaveHT JaCarta v nepekntountecs B pexXxnm agMMHUCTPaTopa.

2. lMogcoeAnHUTE SNEKTPOHHBIN KAIOY K KOMMblOTepy. ECn BCTaBNEH OA4WH KtOY, TO ero HaCTPOVKM B
LLeHTpasIbHOM YacTu OkHa byZeT oTobpaxeHbl Mo yMoaYaHuo. B ciyyae npucoesHeHUst HECKOIbKUX
3N1eKTPOHHbIX K/H0YEN BbIGepUTE HYXXHbIN 3/1eKTPOHHbIN K/tOY 1 NEPENTU Ha BKAAAKY,
cooTBeTCTBYylOLW Y10 npunoxexuio PKl, ans koToporo Heobxoaunmo pasbiokunposatsb PIN-kog
nonb3osatens. KHonka "Pa3bnokunposate PIN-koa nonb3osatens" aktneHa, ecan PIN-kog
nosib3oBaTenst 3ab1o0KMpoBaH.

3. HaxmuTte kHonky "Pa3baokuposats PIN-koa". ByseT oTobpaxeHO 0HOMMEHHOE OKHO (CM. PUCYHOK 32).
3ano/iHUTe nons caegyowmnm obpasom:

— B nose "PIN-koa agmMuHUcTpaTopa” BBecTH Tekylw i PIN-kog agmMmuHucTpaTop;

— B nose "Hosbi PIN-kog nonb3osatens" BBegute PIN-kog Nosb3oBaTens, KOTOPbIN 40/KeH
6bITb Ha3HaueH nocsie pazb10KMpoBaHUS;

— Bnone "lMogteepxaerne PIN-koga" seegute PIN-koa4 nonb3oBaTens NOBTOPHO.

Ivanov

| MNHopMaLWA 0 TOKeHe | PKI | I'OCT|

Onepauwnu C NpUNoOXeHUeM

=5 3 |
%CMGHMTI: PIN-Ko 4 Q ®opMat apoBaTL
agMuHWCcTpaTopa fopMaTpoBaTh
Knwun n ceptudpmratel L O

Paz6nokupoBaTh PIN-Kog X

PIMN-KO L aQMWHWCTPaTOPa

esscssee | &b

acTROMKMW

Hoeblid PIN-ko g nonb3oBaTena

B cnucke g | | <#, 17
npocMoTp) 99000000 ‘ BeecTu PiN-kon
Heobxo g

nEpEKJ'HO'—IHTI:-C‘F! B pexXAM
nonb3oBaTENA

MoaTeepanTe PIN-Ko4 Nnonb3ogaTens

PucyHok 32 — PazbnokuposaHue PIN-koda nons3osamens dns npunoxmceHus PKI. OkHo "Pa36aokuposame PIN-kod"
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4. Haxmute kHonky "OK". B cnyyae BBoga BepHoro PIN-koga agmuHuctpatopa PIN-koga nosib3osaTens

byaeT pasbaokmpoBaH. Ha akpaHe oTobpasnTtcs coobuieHmne 06 aTom:

PIN-kop nonb2oBaTens pazbnokupoeaH

v PIN-k04 None30BaTenA yenewHo pasbnokmpoeax

PucyHok 33 - PazbaokuposaHue PIN-koda nons3ogamens ons npunoxmerus PKI. CoobujeHue 06 ycnewHom pas3baokuposaHuu

5. Haxmute kHorky "OK" ans 3akpbITHs OKHa cOObLLeHMS.

8.2.2 TlpunorweHue MOCT c annieToM KpunToToKkeH 1 npunoxeHne STORAGE

Mpu paz6nokuposaHuu PIN-koda nonb308amens cbpacbisaemcs cHémyuk HedepHbIx nonsimok s8eoda PIN-
koda nonb3o08amerns, npu 3mom camo 3HaveHue PIN-koda ocmaémcs Heu3meHHbIM. A5 usmeHeHUs
3HayeHus PIN-koda nonb3o8amens 8ocnons3ylimecs npoyedypol popmamuposaHus. B smom cayuae sce

daHHbIe ¢ kaya b6ydym yodaneHsi.

P Ana pas6bnokupoeauusa PIN-koga nonb3osaTtens agna npunoxeHuit FOCT u STORAGE:

1. nOACOEAMHMTb 3/'IEKTpOHHbIl\/’I KJ1l04, Ha KOTOpPOM HEO6XOAMMO paB6J’IOKVIPOBaTb P|N-K0ﬂ| NoJIb30BaATENA,

K KOMMbIOTEpY.

2. 3anyctutb EauHbin KnveHT JaCarta v nepeiitn B pexmm agMUHUCTPaTopa.

3. B ueBor nanenn EguHoro KnnerTa JaCarta BbiIbpaThb Hy>HbIN 31€KTPOHHbIN KAIOY U B LLeHTPa/IbHOM

yacTv nepeinTu Ha Bknagky "MMOCT" nan "STORAGE".

4. Ecnv PIN-kog nonb3oBaTtens 3absokmpoBaH, kHornka "PasbaokmpoBaTts PIN-kog " OyaeTt gocTynHa g5

HaxaTus (cM. PuUcyHok 34)

EAanHbIA KnueHT JaCarta

EaunHbin KnneHnt JaCarta

JaCarta

‘ MHgopMaumra o TokeHe | PKI | I'O-ZIT|

Onepaul.m C NpUunoxeHueM

CMeHWTE PIN-KO4 1
aiMUHWCTpaTopa Q dopMaTIpoBaTL 3@

PasbnokvpoBaTs |—
) %F’Il\l-m@l =‘ @‘Q—MEFHOCTHM

Knw4u U cepTUpUKaTH

acTpoRKK

B cnucke oTobpamaloTea Tonbko objegocTynHee obbekTel. Jas

MepeKNUYNTECA B pex
NRocMoTRa BOEX obLEKTOB MK PedaKTHROBaHWA COOSpMHUMOro

ONb30BATENA

HeobxoAMMO BEECTH PIN-KO4 Nok30BaTENA.

PucyHok 34 - EQuHbIl knueHm JaCarta. SnemeHm ynpasnerHus "Paszbaokuposams PIN-k00"
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5. HaxaTtb kHonky "OK" ans npogoskeHns npouecca pa3bs0kMpoBku. ByaeT OTKPbITO OKHO
"PasbnoknpoBaTb PIN-kog" (cM. PUcyHoK 35).
Paz6nokupoeaTek PIN-Kopg X
PIN-ko0 agMuHWCTpaTopa

escesscees | &

PucyHok 35 - EuHeil knueHm JaCarta. OkHo "Paz6aokuposams PIN-k00"

B none "PIN-kog agMuHucTpaTopa" BBeCTU Tekywnin PIN-kog agMMHMCTpaTOpa, NOC/e Yero HaxaTb
KHonky "OK".

6. [MpuycnewHow pasbiokuposke PIN-koAa nosb3oBaTensi 0TO6Pa3nTCA COOTBETCTBYOLLee CoobLLeHNne
(cM. PucyHok 36). HaxaTb kHonky "OK", 4Tobbl 3aKpbITb ero.

PIN-kop nonb3oBaTens pazbnokupoBaH

v PIMN-ko O Nonb3oBaTens ycnewHo pasbnokwposaH

PucyHok 36 - EQuHbIl kaueHm JaCarta. MiHpopmayuoHHoe coobuweHue 06 ycnewHol paszbaokuposke PIN-koda nonb3osamens

8.2.3 [punoxenune MOCT ¢ annnetoM KpunToToKeH 2 31

Ymobwbl pazbaokuposams PIN-k00 nons3o8amens dns npunomcerHus FOCT c annnemom KpunmomokeH 2
31, anekmpoHHBbIl ka4 0oaxceH 6bimb NPOUHUYUAAU3UPOBAH ¢ 3adaHHbiM PUK-kodom. lMpu
pasbaokuposaHuu PIN-koda nonb3osamens cobpackisaemcsa cyémyuk HesepHbix nonbimok 8soda PIN-koda
nosab3os8ames, npu 3mom camo 3HaveHue PIN-koda ocmaémcs HeusmeHHbIM

P Ana pas6bnokuposaHusa PIN-koga nonb3osaTtens ana npusoxeHusa FOCT c annaetom

KpuntotokeH 2 3:

1. 3anyctuTe Egunbii KnveHT JaCarta.
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2. [oacoeAnHUTE 31EKTPOHHBIN K/OY K KOMMbIOTEPY. ECM BCTaBAEH OAMH K04, TO ero HaCTPOWMKM B
LLleHTpa/IbHOW YacTu okHa BygeT oTobpaxeHbl no ymonvaHmio. KHonka "Pasbiokumposats PIN-kog" ans
npunoxenunst FTOCT annneta KpuntotokeH 2 31 akTnBHa, ecin PIN-koa nosb3oBatenst 3ab10kMpoBaH.
HaxmuTe kHonky "Pa3baokmposaTs PIN-koa'™:

EAVHBIA KnueHT JaCarta - 0O x

EanHbin KnneHT JaCarta Ana.q': )™

Ivanov

HazeaHune JaCarta-2 PKITOCT

CepWiHeIi HoMmep 15BCCADO

Obkem namaTw 80 Kb

CeobogHol namaTk 22 K6 (28%)

JC207-12.F27 v4.0

Homep mogenn
HaszoBuTe 3TOT HoMep Npw obpalleHun B TEXHWYECKYIO NOLAEPMKKY.

PKI

MpunoxeHna -
3alWW eHHEIA OCTYN K pecypcam

rocT
UwndpoBan nognnce

P:336J'IOKI.-1pOB:3TI:- PIN-kofg

HacTpoiku

HEFIEKJ'IK.\HHTI:-CH B pexum
AMWUHWCTpaTopa

PucyHok 37 — Pasbnokuposarue PIN-koda nons3osamens npunoxcerua [OCT annaema KpunmomokeH 2 3I1

3. bByaeT otobpaxeHo cTapToBOe OKHO MacTepa pasbiokuposanus PIN-koga. BeibepuTe onyumto
"Micnonb3osaTtb PUK-koa" n HaxxmuTe kHonky "Janee™:

MacTep paz6nokupoeaHus PIN-koaa b4

Cnocob paibnokupoBaHua PIN-koga
BuibepuTe cnocob pasbnokwposaHna PIN-koga.

O WcnonezoBaTe PUK-KO 4
P;aaﬁﬂomqpoaaﬂ:. PIN-kog ¢ nomowsw PUK-Koga

3anpoc - oTBEeT
PasbnoknpoBaTt PIN-kog, ucnon A MexaHW3Mm 3anpoc-oTBeT

(O Mo Bpemetn
0nA sToro TokeHa pa3bnokupoBaHue PIN-Koda no BpemMeHu
HeOoCTYNHO

=

PucyHok 38 — PazbnokuposaHue PIN-koda nonb3osamens npunoxcerus FOCT annaema KpunmomokeH 2 31.
OkHo "Macmep pasbnokuposaHus PIN-koda nonb3osamens"
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4. B nosiBuBLWIEMCS OKHe MacTepa pa3baokmposaHus PIN-koga BBeguTe 3HaveHne PUK-koga B none "PUK-
Ko4'" 1 HaxmuTe kHonky "PasbiokuposaTtb:

MacTtep pazBnoknpoeaHusa PIN-koga X

Paz6noknpoBaHie PIN-Kkoaa ¢ noMowklo PUK-koaa
Beeownte PUK-koLQ

PUK-KOZ
‘sssccccsee | &b

@ QcTanock MOMNkLITOK 10

PazbnokupoBaTe OTMeHa

-

PucyHok 39 - PasbnokuposaHue PIN-koda none3osamens npunoxceHus FOCT annnema KpunmomokeH 2 3I1 ¢ nomowbto PUK-koda

5. bByaeT BbinoaHaTbCA pasbiokuposaHme PIN-koga nosb3oBaTens. B cayyae ycnexa 6yget otobpaxeHo
COOTBeTCTBYlOL ee coobLieHue:

MacTep paz6nokupoeaHus PIN-koaa b4

PazbnokupoeaHue PIN-kopga
PesynbTaTel pasbnokuposanuna PIN-Koga npMBefeHsl B oTHeTe

OT4yeT!

PazbnoknposaHWe PIN-Koga
ObHOBNEHWE NapaMeTpoB
+ PasbnokunposaHue PIN-koga Bbl1o yenewHo BeiNoHEHo

~

PucyHok 40 - EQuHbit knueHm JaCarta. VIHpopmayuoHHoe coobujeHue 06 ycnewHol pazbaokuposke PIN-koda nons3osamens

6. HaxmuTe kHonky "3aBeplnTh" B OKHe MacTepa pa3bokMpoBaHUA A5 3aBePLUEHUS OnepaLuu.

8.3 PasbnokmposaHue PIN-koga nonb3oBaTena B YA3aNEHHOM perxunme

(,] Pas6soknposka PIN-koga nosib3oBaTens B y4a1EHHOM peXnMe A0CTYMNHA TONbKO A1 3/1eKTPOHHBIX K/toYel
¢ npunoxerusamu PKI c annnetom PRO u npunoxernmem FOCT c annietom KpuntoTokeH 2 (nogpobHee
cMm. . 3.2 "MapamMeTpbl 31eKTPOHHBIX K/toYer Npu noctaBke" 1 n. 3.3 "Onepawum € 371eKTPOHHbIMU
Kao4vamn").
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8.3.1

g

MpunoreHve PKI ¢ annnetom PRO

B pesysibTaTe pasbiokuposaHus PIN-koa nonb3oBaTesis 3/1eKTPOHHOMO Ktoua ¢ npuaoxeHuem PKI ¢
annaetom PRO BbinonHseTcs HazHavyeHWe HoBoro PIN-koza nosb3oBaTens n cbpoc A0 Hys cHeTumKa
nonbiTok BBOZa HeBepHoro PIN-koga nosnb3osaTtens.

Pas6noknposka PIN-koga nosib3oBaTens 31eKTPOHHOMO Ktoya ¢ npuaoxeHnem PRO B yganéHHOM pexunme
BO3MO>Ha Npwu BbINOJIHEHUU CheA YO NX ndOBVIl‘/JI:

® B OPraHM3aLmu J0/mKHa BbITb YCTaHOB/IEHA CMCTEMA YUYETA U YNpaBJ/ieHWs annapaTHbIX CPeACTB
ayTeHTUdMKALMW; B HACTOSALLEM JOKYMEHTe ANs npuMepa byaeT ncnonb3osBaTtbes cuctema JaCarta
Management System (JMS);

®  3/IeKTPOHHBIN KJIHOY, Nog/iexallnin pa3b10kMpoBaHuIo, Z,0/1KeH ObiTb 3aperncTpupoBaH B cUCTEMeE YYéTa
W yrNpaBJ/ieHNs annapaTHbIX CPeACTB ayTeHTUdUKAL MM 0 MOMEHTa ero 610KMpPOBKY;

®  3/1eKTPOHHBIN K04 J0/IKeH ObITb 0THOPMATUPOBAH C 3ajaHHbIM PIN-KoAOM agMUHMCTPaTOpa
(c™m. n. 7.1 DopmaTmpoBaHue npunoxerus PKI c annietom PRO).

Pasbnoknposka PIN-koga nonb3oBaTesis 3/1€KTPOHHOMO K/KOYa B Y4a/1EHHOM pexuMe npegnoaaraet
B3aMMOZeNCTBME NO/b30BaTE/N SNEKTPOHHOIO KAtoYa U agMUHUCTpaTopa BesonacHocTu. Mpu 3ToM Ha
KOMMblOTepe MoJib30BaTeNs A40/KeH ObiTb ycTaHoBAEH EguHbIl KnneHT JaCarta, a agMUHUCTpaTOp
6e30MacHOCTU JO/IKEH UMETb AOCTYN K CUCTEME YYETa U YNPaB/IEHUS annapaTHbIX CPeACTB ayTeHTUOUKAL MM
(B ;aHHOM nNpumMepe — Kk cucteme JMS).

P Ans pa36bnokupoBku PIN-koa nonb3oBaTena B ygaNéHHOM peXxume:

1. [pOUHCTPYKTMPOBATL NOAb30BaTe A (Hanpumep, No TesedoHy) NOAKIOUNTL 3/1EKTPOHHBIN KJIHOY C
3ab10kmpoBaHHbIM PIN-Ko40M K KOMMbloTepy v 3anycTuTb EanHbIn KanerT JaCarta. OkHo EaguHbIN
KnnenT JaCarta y nonb3oBaTesis 6yAeT BbIra4eTb Kak Ha PUCYHKE HUXKE:

EAavHbIA KnueHT JaCarta SO =] OC

Eaunbin KnueHt JaCarta Ana.a@"‘

pro

HassaHune JaCarta-2 PRO/IOCT
CepwitHbI Homep  02DEB998
Obbem namaTn 80 Kb

CceobogHoi namaTK 15 K6 (19%)

JC034-12.F27 v4.0

Homep mogenu
HasoBuTe 3TOT HOMep Mpu 0bpaLLeHUn B TEXHUHECKYH Mo4ASPXKKY.

PRO

MpunoxeHusa 2
SawuueHHbIn 4ocTyn K PaaGnOKMpoBaTb PIN-ko g nons3oBaTens...

pecypcam

EOLT.2 PaaGnOKMposaTb PIN-kog
Ludposan nognuce :

HacTpoikun

) TepekNoYNTLCA B pex
aAMUHWUCTpaTopa

PucyHok 41— EQuHbil KnueHm JaCarta. OmobpaxceHue 3abaokuposaHHo20 PIN-koda y none3o0s8amens
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2. [Nonb3oBaTesb JOKEH HaXaTb KHOMKY "PasbaokmpoBaTte PIN-kog nosb3osaTtens”. Ha akpaHe
nosib3oBaTensi byaeTt oTKpbITO OKHO "Pa3bnokmposaTe PIN-koga nonbsosatens” (cMm. PucyHok 42). B
nosie "3anpoc 3DES" creHeprpoBaHa nocie0BaTeIbHOCTb CUMBOJIOB A5 Y a/1eHHOM pa3610KMpOBKY.

Paz6nokupoeatb PIN-kog nonb3oBarens X

3anpoc 3DES
6F3D1929A36FEB80

OTBeT

HoBbIn PIN-K0o 4 nofnb3oBaTens

o

PucyHok 42 - EQunbil Knuenm JaCarta. OxHo "Pas6nokuposams PIN-koda nonb3osamens”. CeeHepupoB8aHHsill 3anpoc

3. [osnb3oBaTenb nepejaeTt azMMHUCTPATOPY NOCAEA0BaTENbHOCTb CUMBOJIOB, CrEHEPMPOBAHHY!IO B NOae
"3anpoc 3DES". MNepegaya MoxeT ObiTb BbINOAHEHa Nt06bIM yA06HbIM cnocobom, HanpumMep, no email.

4. AaMuHUcTpaTop 6e30MacHOCTU reHepupyeT OTBET CpeacTBamu cncTembl JMS v nepegaet ero
nosib3oBaTento NtobbIM yA06HbIM cnocobom, Hanpumep, no email.

U MogpobHee o paboTe B cucteme JMS cm. gokymeHT "JaCarta Management System. Pykosodcmso
admuHucmpamopa".

5. [lonb3oBaTenb BBOAUT NOC/EA0BATENbHOCTb CUMBOJIOB, MOMYYEHHYIO OT aAMUHUCTPaTOpa
6e3onacHocTu B nosie "OTBeT" B okHe "Pa3biiokuposats PIN-kog nonb3osatens” (cM. PUCyHOK 43).

Pazbnokupoeartb PIN-kog nonb3oBarens X

3anpoc 3DES
6F3D1929A36FEBSO

OTBeT

8278ABE46F11C828

HoBbi PIN-Ko 4 nonk3o0BaTensa

eccccccc0e | b

MogTeepanTh PIN-Ko4 nofb3oBaTens

PucyHok 43 - EQuHbil Knuenm JaCarta. OkHo "Pa36aokuposame PIN-koda nonb3osamens". BeedeHHbil omsem
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Kpowme Toro, nosb3oBaTtesib BBOAUT HOBbIN PIN-Ko4 Noab30BaTeNs B COOTBETCTBYOWEM nojie — "HoBbIM
PIN-kog nonb3oBatens".
Mo ymon4aHuio Bce BBOAMMbIE CMMBOJIbl OTOOpaxatoTcs B BUje @ . YTobbl NpOCMOTPeTh/CKpbITh

!
BBE/,eHHOE B M0J1e 3Ha4YeHMe UCMO/b3yNTe KHOMKY -¢~ / -:- " . B none "MoaTteepauntb PIN-koa
nosib3oBaTens" nonb3osaTenb BBOAMT PIN-koga nosib3oBaTenst NOBTOPHO (CM. PUCYHOK 43).
Mocne BBOAA Napo/ia Nosb3oBaTe b HaXmMaeT kHonky "OK".

7. Tpu KoppekTHO BBeAeHHOM oTBeTe PIN-Kog nosib3oBaTens 6yget pa3b1oKMpoBaH, Ha SKpaHe NosBUTCS

coobuieHne 06 3Tom (cM. PucyHok 44). B kayectse PIN-koga nosb3oBatens 6yaet HasHaveH PIN-kog,
BBeZEHHbIM NO/Ib30BaTE/IEM Ha LUare 5.

PIN-kop pasbnokupoBaH

o PIN-ko g ycrnewHo pasbnokuposaH

PucyHok 44 - EQuHbill knueHm JaCarta. OkHo "PIN-kod paz6aokuposaH"

MpunoxeHue MOCT ¢ annneTomM KpMNTOTOKEH 2

B pe3ysibTaTe pa3biokunposku PIN-koga nonb3oBaTe s 3/1eKTPOHHOMO K/KYa C YCTaHOBJ/IEHHbBIM
npunoxernnem FOCT c annaeTom KpynToToKeH 2 BbINOIHAETCA COPOC 40 HY/1A cHeTUMKa NOMbITOK BBOAA
HeBepHoro PIN-koga nosb3oBaTtens, npu 3ToM 3HaveHune PIN-Koza nosib3oBaTens He MeHAETCA U ocTaeTcs
TaKUM Xe, KakuM 6b110 4,0 pa3ba0KMpPOBKM.

Pasbnokuposka PIN-koza nonb3oBaTeNs 31eKTPOHHOMO Ktoua ¢ npuaoxerunem FOCT c annaetom
KpunToTokeH 2 B yAaN€HHOM pexunme MOXeT ObITb BbIMOJIHEHA TO/IbKO TEM K/OHOM aMUHUCTPaTOpa, Ha
KOTOPOM 3a6/10KMPOBaHHbIN 31€KTPOHHBIW KtOY Obl/1 BbINYLLLEH CPeACTBAMU MPOrpamMMbi
aAMUHUCTPUPOBaHUS, GYHKLMOHMPYIOLLLEN B COCTaBe CpeACTBa KpMnTorpaduueckon 3sawmTsl nHopmalmm
«ABTOMaTM3MpOBaHHOE paboyee mecTo agMuHuUcTpaTopa besonacHocTu JaCarta» (CK3UW APM AB JaCarta).

Pasbnokuposka PIN-koga nonb3oBaTesis 31eKTPOHHOMO K/OYa B Ya/I€HHOM pexuMme npeznonaraet
B3aMMOZENCTBME NOb30BaTe/IA 31EKTPOHHOI 0 K/Ya U agMUHUCTpaTopa besonacHocTw. Mpu 3ToM Ha
KOMMblOTepe No/b30BaTe s A0MKEH bbiTh ycTaHoBeH EgunHbin KaneHT JaCarta, a agMUMHUCTpaTop
6e3onacHocTn goskeH nmeTb gocTyn K CK3W APM AB JaCarta 1 MMeTb TOT K/1t04 aA4MUHUCTPUPOBAHUS, Ha
KOTOPOM 6bl/1 BbINyLLEH 3a610KMPOBAHHBIN 31EKTPOHHBIX KJIHOY.
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P Ana pas6bnokupoeku PIN-koa nonb3oBaTens B yaaNéHHOM pexume:

1. [pouHCTpyKTMpOBaTb NOJib30BaTeNs (HanpumMep, No TenedoHy) NOAKAOUNTL NEKTPOHHbIN KO C
3abnokmposaHHbIM PIN-KoZ0M K KOMMbOTepY 1 3anycTuTb EgnHbin KnneHT JaCarta. OkHO EgWHBIN
KnuenT JaCarta y nonb3osatens byseT BoIrAsAeTb Kak Ha PUCYHOK 45.

EAVHbIA KnneHT JaCarta

EauHbIn KnneHT JaCarta

JaCarta-2 ToCT

HaseaHne JaCarta PKITOCT
CepuniAHEIin Homep aD6844A4
Oftem namaTy 80 Kb

CeobogHOW NamMATW 29 K6 (37%)

Homep mogenwu

|C005-123),J01 v3.0
HasoBuTe 3TOT HoMep Npw 0BpaLLEHIN B TEXHUHECKYHO MO LEDKKY.

MpUNoKEHWA

Sa CMeHuTe PIN-Ko
SaLUMWEHHEIA 4OCTYN K pPECYPCaM Me ] <0

rocT2
Lmdpoeas noanvce

PazBnokmpoeaTe PIN-kog |

EPEKNNYNTECA B pex

PucyHok 45 - EQuHbIt Knuenm JaCarta. OmobpaxceHue 3a6aokuposaHHo2o PIN-koda 8 pexcume none3os8amens

2. [Mosnb3oBaTenb HaxumaeT kHonKy "Pa3baokmposaTs PIN-koa". ByseT oTKpbITO OkHO "MacTep
pasbnokuposaHus PIN-koga", B koTopoM gocTyneH Bbibop cnocoba paszbioknpoBkm (cM. PUCYHOK 46).

MacTep paz6nokupoeaHuna PIN-koga x

Cnocob pazbnokupoBaHua PIN-koga
BuibepuTe cnocob pasbnokuposaHus PIN-koga.

PucyHok 46 - EQuHeill KnueHm JaCarta. "Macmep pasbaokuposarus PIN-koda". OkHo "Cnocob paszbaokuposaHus PIN-koda"

3. [Monb3oBaTtenb BbIbMpaeT 3HauyeHMe "3anpoc-oTBeT" U HaXUMaeT KHormky "Janee". OTKpbIBaeTCs OKHO
A9 pa3b10KMPOBKM 3/1eKTPOHHOT O K/to4a. B nosie "3anpoc” cogepxuTcs aBToMaTnyeckn
CreHepupoBaHHOE 3HaueHune, NpeacTaBasiol ee co60M 3aNMCcaHHbIe NOAPSAS 16-3HaUHbIN CEPUMHBIN
HOMep 3/1eKTPOHHOT O K/04a U KOJIMYECTBO YCMELIHO BbIMOJ/IHEHHbIX Pa3610KMPOBaHMI AaHHOMO KJlo4a

(cm. PucyHok 47).
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B paccmaTtprBaeMom npumepe 3To nocseoBaTebHOCTb 4E3900181250304C0200, B KOTOPOWM
4E3900181250304C —16-3HauHbIV CEPUMHDBIN HOMEP 3/1IEKTPOHHOIO K/104a, 0200 — KOJIMYECTBO YCMeLHO
BbIMO/IHEHHbIX Pa3610KMpoBaHUIA.

Macrep paz6nokupoeanus PIN-koga X

PasbnokuposaHne PIN-Koa C MOMOLLLI0 Me@XaHM3Ma 3anpoc-oTeeT
MepenaiiTe 3anpoc BalweMy agMUHUCTpaTopy besonacHocTu n
BBEeANTE NosyYeHHbIN 0TBeT

3anpoc

: 4E3900181250304C0200

OTBeT

=t R o |

PucyHok 47 - EQuHeit Knuenm JaCarta. "Macmep pasbnokuposarus PIN-koda". OkHo "Pa3bnokuposaHue PIN-koda ¢ nomowbo
MmexaHu3sma 3anpoc-omsem". QopmuposaHue 3anpoca

4. Tonb3oBaTesb coobaeT agMUHUCTpaTOpy BesonacHoCTH 3HaveHme noas "3anpoc" tobbIM y4006HbIM

cnocobowm, HarpumMep, no email.
5. AamuHucTpaTtop 6e3onacHocTu reHepupyeT oTBeT cpegctBamm CK3M APM AB JaCarta v nepegaet ero

no/ib3oBaTesIto Takke tobbIM yA06HEIM cnocobom, Hanpumep, no email.

/j MoapobHee o paboTe B CK3M APM AB cM. gokymeHT "Cpedcmaso kpunmozpagudeckod 3auumel
uHgopmayuu «APM admuHucmpamopa 6e3onacHocmu JaCarta. [Ipoepamma adMuHUCMPUPOBAHUA.
Pykosodcmso onepamopa".

6. [Monb3oBaTesb BBOAUT OTBET B OJHOMMEHHOE MoJe U HaXMnMaeT KHorky "Janee" (cMm. PucyHok 48).

MacTep paz6bnokupoBanus PIN-koga X

PasbnokupoBaHue PIN-KOfa C NOMOLLbIO MeXaHW3Ma 3anpoc-oTeeT
MepeganTe 3anpoc BaweMy agMUHUCTpaTopy besonacHocTu n
BBEAMTE NOMYHEHHbIN 0TBET

3anpoc

| 4£3900181250304C0200

OTBeT

|54356G6789G3965)|

< Hasapg Lanee > OTmeHa

PucyHok 48 - EduHbliti Knuenm JaCarta. "Macmep pasbnokuposarHus PIN-koda". OkHo "PasbaokuposaHue PIN-koda c nomowjbro
mexaHu3ma 3anpoc-omsem". Bsod nonyueHHo2o0 omsema
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7. TMpu KkoppekTHO BBegeHHOM oTBeTe PIN-kog nosib3oBaTens 6yAeT pa3baokmMpoBaH, Ha SKpaHe NosBUTCS
coobuieHne 06 aTom (cM. PucyHok 49). B kayectse PIN-koga nonb3osaTtens byaet HasHaveH PIN-kog
nosib3oBaTens 40 ero 610KMPOBKU. 3HaUYeHME CYETUMKA YCMELLIHO BbIMOJIHEHHbIX Pa36/10KMpoBaHNN
JaHHOIO 3/1eKTPOHHOIO K/toYa ByAeT yBe/IMUEHO Ha eAVHNLLY.

MacTtep pazbnokupoeaHus PIN-koaa X

PasbnokupoBaHue PIN-koaa
PesynsTaTel pazbnokuposaHns PIN-Ko4a NpuBefeHsl B 0THeTe

OTyeT:

PasbnokuposaHue PIN-koga
ObHoBNeHWe NapameTpoB
v Pasbnokupoeanue PIN-koga bbino ycnewHo BeINonHEHo

PucyHok 49 - EQuHbili knueHm JaCarta. VIHghopmayuoHHoe coobujeHue 06 ycnewHom

pasbnokuposaHuu PIN-koda nonb3o8amens

8.4 V3meHeHue PIN-Ko4a agMUHUCTPATOPA

PIN-Kko4 agMUHWUCTpPaTOPa MOXET BbITb YCTAHOB/IEH HE BO BCEX MPUIOXKEHUSX B MAMSATU 31€KTPOHHbIX
kntoyet. MogpobHee cM. N. 3.2 "MapaMeTpbl 3/1eKTPOHHbIX K/OUYeN Npu nocrtaske".

Mocne 8Boda HenpasuabHo20 PIN-k0da admMuHUCMpPamopa Heckobko pas Nodpad 31eKmMpoHHbIU KoY
6aokupyemcs. He donyckatime 6nokuposku PIN-koda admuHucmpamopa Ha 31eKmpOoHHbIX KAYAX
JaCarta. PIN-ko0 admuHucmpamopa, 8 omau4due om PIN-koda nosb3osamens, pazbaokuposams
HeBO3MONCHO.

B cnyqae 610KUpOBKU 3N€KMPOHHO20 KA0YA MOXCHO 06pamumscs 8 cayiby mexnoddepucku u
nepeuHuyuanu3suposams 0aHHsIU kKoY. OOHaKo 8ce JaHHbIe, XpaHAWUECs Ha mokeHe, bydym yoaneHsi.

[,] 3azaHHoe KoMYecTBO NnonbiTok BBoAa PIN-koga agMUHUCTPaATOPa, a TakXe oCcTaBlleecs KOMYeCcTBO
MOMbITOK, MOXHO Y3HaTb, 3anycTuB EagnHbii KnnenT JaCarta. Ha Bknagke "MHpopmauus o TokeHe" B nose
"OcTanock nonbiTok BBoAa PIN-koaa agmuHmncTpaTopa”.

Ansa cmenbl PIN-koaa agmmHucrpartopa:

1. MNoacoeaVHUTb 3NEKTPOHHBIN K/tOY, HA KOTOPOM HEO6X0AMMO cMeHUTb PIN-Ko A agMUHUCTpaTOpa, K
KOMMblOTEpY.
3anyctuTb Egunbiv KnneHT JaCarta v nepeiTu B peXxunmM agMUHUCTpaTopa.
B sieBol naHenn BbIGpaThb HY>HbIN 31€KTPOHHbIN KAIOY 1 MEepPenT Ha BK/IaAKY, COOTBETCTBYIOLLYIO
NPUAOXeHUIO, ANA KOTOPOro Heobxoammo nsmennTts PIN-kog agMuHKUcTpaTopa.
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4. HaxaTtb kHonky "CmeHuTb PIN-koa agmMuHucTpaTopa”. bygeT oTkpbiTo 0kHO "CMeHuTb PIN-koAa
agMuHucTpartopa” (cM. PUcyHoK 50).

CmeHunTb PIN-Kop agMUHMCTpaTopa x

Tekywwi PIN-Kog agMUHWUCTpaTOoOpa

e00000000e IH

HoBel PIN-Kog aOMUHWCTRaTOpa

ecesscee &b

MogTeepOonTe PIN-KOO agMUHWCTRaTORa

PucyHok 50 - EQuHbit Knuenm JaCarta. OkHo "CmeHums PIN-koda admuHucmpamopa”

B none "Tekywmni PIN-kog agmuHncTpaTopa” BBecTM Tekywuii PIN-kog agMuHucTpaTopa.
B nonsx "Hosbi PIN-kog agmuHucTpaTopa” v "Moateepantb PIN-kog agMuHMUCTpaTOpa” BBECTU HOBbIN
PIN-koa agMUHUCTpaTOpa 1 ero noATBepXxaeHne COOTBETCTBEHHO.

o v

Hosbil PIN-k0od admuHucmpamopa 00axceH omau4amscs om mekyuje2o, uHaqe bydem omobpaieHo
uHgopmayuoHHoe coobujeHue 06 smom u kHonka "OK" 6ydem HedocmynHa 045 HaXamMUus.
HaxaTb KHonky "OK".

Mpu ycnewHow cmeHe PIN-koga agMUHKUCTpaTopa ByeT 0TobpaxeHo COOTBETCTBYOL ee coobLleHne
(cMm. PucyHok 51). Ans ero 3akpbiTva HeobxoamMmo HaxaTb kHonky "OK".

PIN-Kog aAMWHWUCTPaToOpa MUSMeHEH

PIN-K0J aAMUHUCTPETOPE YCMELWHO W3MEHEH

PucyHok 51 - EQuHeil knueHm JaCarta. MiHgpopmayuoHHoe coobujeHue o6 ycnewHol pasbnokuposke PIN-koda admuHucmpamopa
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S. HKOHTAKThbI

9.1 Odwuc (obwme BoNpoOCHI)

Agpec: 129226, MockBa, ya. [lokyknHa, 4. 16, cTp. 1, 7 3Tax, komnanua "AnagamH P.A4."
TenedoHsbl: +7 (495) 223-00-01 (MHOrOKaHa/bHbIN), +7 (495) 988-46-40

dakc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (obwwuit)

Web: https://www.aladdin-rd.ru

Bpems paboTbl: exeHEBHO € 10:00 £,0 19:00, KPOME BbIXOZHbIX U MPa3AHUYHBIX JHEW.

9.2 Texnogaeprka

Cnyx6a TexnoAAepXKu NPUHUMAET 3anNpOoCkl TO/IbKO B MMCbMEHHOM BUAE Yepes Be6-CalT:
www.aladdin-rd.ru/support/index.php.
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10. Pecypcbl

10.1 ABTOpCKME NPaBa, TOBAPHblE 3HaKW, OrPaHNYEHNA

JlaHHbBIV AOKYMEHT, BKAOYas NoABOp 1 pacnonoXeHe MANIOCTPaLUiA 1
MaTepuasnoB B HEM, ABISETCA 06bEKTOM aBTOPCKMX NPaB U OXPaHAeTCs B
COOTBETCTBWM C 3aKOHOAaTeNbCTBOM Poccuitckoit Pegepauuu.
ObnagaTenemM UCKNIOUNTENbHBIX aBTOPCKUX M UMYLLL@CTBEHHBIX NPaB
ansetca 3A0 "AnagavH P.A.".

Mcnosnb3oBaHve 3TUX MaTepuanos AtobbiM cnocobom 6e3 nMcbMeHHOro
paspelueHns NpaBoobiasaTens 3anpelyeHo U MOXeT NoB/ieyb
OTBETCTBEHHOCTb, NPesyCMOTPEHHYIO 3akoHogaTtebcTBoM PO. Mpu
nepereyaTke U MCMO/b30BaHNN aHHbIX MaTepuanos 6o al06oi ux YacTn
ccbinkm Ha 3A0 "Anagavi P.J." ob6s3aTenbHbI.

BnagenblieM 3aperncTpupoBaHHbIX TOBapHbIX 3HakoB "AnagauH", Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto B/1", norotvnos u
npaBoobaajaTenem UCKNOUNTENbHBIX NPAB Ha UX AW3alH U UCMNOAb30BaHKeE,
NaTeHTOB Ha COOTBETCTBYOW e NpoAyKThl aBaseTca 3A0 "AnaaanH P.4."

HasBaHWsA NpoYnx TEXHOIOr M, NPOAYKTOB, KOMMaHWM, yNIOMUHalOWMeCs B
ZaHHOM /JOKyMeHTe, MOryT fB/ISITbCA TOBAPHbIMM 3HaKaMM CBOMX 3aKOHHbIX
BAajenbLies.

OrpaHquHMe OTBETCTBEHHOCTU

NHdopmaLus, npuBeEHHas B AaHHOM JOKyMeHTe, NpeAHasHayeHa
NCKNHOYUTE/IbHO 419 O3HAKOMJIEHUSA U He ABNIAETCA Mcqepnblaanomeﬁ.
CocTaB NpoAyKTOB, KOMMOHEHT, UX GYHKLUK, XapaKTepUCTUKM, BEPCUH,
AOCTYNHOCTb U Np. MOTYT 6bITb M3MeHeHbl 3A0 "AnagauH P.J." 6e3
npeaBapuTe/ibHOro yBe40MAeHNA.

3A0 "AnaaaunH P.[." He rapaHTMpYyeT HY OTCYTCTBUS OWKNOOK B JaHHOM
/AOKYMEHTE, H1 TOrO, YTO OMMCaHHOE NporpammHoe obecriederue (MO) He
coaepxuT gedekTos, byaeT paboTaTb B NPON3BO/ILHO BbIGPaHHBIX YCIOBUAX
¥ NPU 3TOM Y/10B/IETBOPATL BCeM TPe6OBaHMAM, KOTOPbIe MOTYT BbITb K HEMY
npeAbABAEHbI.

3A0 "AnagavH P.J." He rapaHTUpyeT paboTocnocobHOCTb HesleranbHoO
NoJly4eHHOro NporpaMmMHoro obecneyeHuns. HenerasbHoe UCMO/Ib30BaHME

10.2 JIlMueH3noHHoe cornaweHune

Mo>anyicra, BHUMaTeNIbHO NPOYUTaNTE JaHHOE NLLEH3NOHHOE
COrNalleHve Npexae, YeM 1Crno/b30BaTb COAEPXMMOe AaHHOrO KOMMN/IEKTa
I/I/I/I/'II/I npex(p,e, yem 3arpy>KaTb nwnn yCTaHaB/‘IVIBaTb nporpaMMHoe
obecneyeHue.

Bce ykasaHus No MCNo/1b30BaHWIO NPOrpaMMHoro obecrneyeHus,
npeaocTaBaseMble 3aKpbiTbiM aKLMOHepHbIM obuecTBom "AnagavH P. 4."
(I/IJ'II/I J'I|06bIM ero AOHepHVIM npe,qnpvmmem — KaXa0e U3 HUX yI'IOMMHaeMOe
KaK "KoMnaHua"), NOAUMHAITCA 1 BYAYT NOAUYUHATHCA YCOBUAM,
OrOBOPEHHbIM B JaHHOM COT/1aleHMK. 3arpyxas A4aHHoe NporpamMmMHoe
obecneyeHue (Kak onpeAeneHo ganee no TeKCTy) U/uam ycraHasameas
ZlaHHOe nporpaMmMHoe obecneyeHue Ha Ball komMnbloTep W/WAK MCNo/b3yA
AaHHOe NporpammMHoe obecneyeHne nHbIM cnocobom, Bbl npuHnmaeTe
ZlaHHOE COor/lalleHne 1 CorallaeTech C ero yCJI0BUAMMU.

Ecnm Bbl He cornacHbl ¢ AaHHbIM COr/IaleHMEM, He 3arpyxanTe u/unm He
yCTaHaBAMBaWTe faHHOE NporpaMMHoe obecrneyeHne 1 He3amegNUTeNbHO
(He no3gHee 7 (cemu) AHeN C AaTbl 03HAKOMIEHUSA C HACTOSILL UM TEKCTOM)
BepHuTe 3T0T NpoAykT B 3A0 "AnagavH P.A.", yaanute AaHHoe
nporpamMmmHoe obecrneyeHve 1 Bce ero 4acTu CO CBOEro KOMMbIOTEPa U He
MCMo/b3yNTe ero HUKOUM 06pasoMm.

HacTtosiwee anueH3noHHoe cornaweHue (ganee "Cornawexue") anserca
ZOrOBOPOM, 3aK/IOYEHHBIM MEXAY Bamu (Gusnyeckum uam opnanyeckmm
JINLLOM) — KOHEYHbIM Nosib3oBaTenem (ganee "Monb3osatens") —u 3A0
"AnaaavH P.A." (aanee "KomnaHua") oTHOCUTENBHO Nepegayun
HENCK/II0UMTE/IbHOMO NpaBa Ha 1CMo/Ib30BaHNe HACTOALLEro NPOrpamMMHOro
obecneyeHus, ABNAIOLLErOCH UHTENNEKTYaIbHON COBCTBEHHOCTbIO
Komnanuu.

MpaBa 1 cobcTBeHHOCTD

AAHHOE COTJTALLEHME HE ABNAETCA COTJIALLEHVMEM O NPOJAXE.
MporpammHoe obecneueHne, Bk/IOYas BCe NepepaboTku, MCNpaBaeHus,
MOANDUKALNM, AOMNONHEHNSA, OBHOBNEHUS /UK YCOBEPLIEHCTBOBAHUS K
Hemy (Aasiee No BCceMy TeKCTy W /ItoboM ero 4acTu onpegensiemMmoe Kak
MporpammHoe obecneyerne nam MO),  cBA3aHHaA C HUM AOKyMeHTaL s
npeaHasHavaetca HE 119 NMPOAAXW v asnseTca n octaérea

UCKAIOUMTE IbHOM COBCTBEHHOCTbIO Komnanum.

Bce npaBa Ha MHTen1eKTyanbHyto COBCTBEHHOCTD (BKlouas, 6e3
OrpaHuYeHuiA, aBTOPCKME NpaBa, KOMMePYecKyto TalHy, TOBapHbIE 3HAKW, U
T.A4.), NOATBEPXAEHHBIE NN BKIOYEHHbIE B
NPUIOXEHHbIE/B3aNMOCBA3aHHbIE/MMEIOLL Me OTHOLLEHME K AaHHOMY

3A0 "AnaganH P.[." 1995-2019 . PyKoBOACTBO aAMUHUCTPATOPA A5 ONEPALMOHHbBIX CUCTEM ceMencTBa Linux

nporpamMmMHoro obecrneyeHuns 1 JOKyMEHTaL UK Ha Hero npecaeAyeTcs no
3aKOHY.

Bce YKa3aHHble JaHHble O XapaKTepUCTUKax NpoAYyKTOB OCHOBaHbl Ha
MEeXZYHapOAHbIX NN POCCUIACKUX CTaHAapTax U pe3y/bTaTax
TeCTVIpOBaHI/Iﬂ, I'IO}'Iy‘-IEHHbIX B HE3aBUCUMbIX TECTOBbLIX NN
cepTUPMKALMOHHBIX 1abopaTopusx, IM60 Ha NPUHATLIX B KOMMAHWUK
meToaukax. B gaHHoM gokymenTe 3A0 "AnagamnH P./1." He npegocTasnseT
HUKaKUX HU ABHbIX, HX NOJ pa3yMeBaeMbIX I'aPaHTVIlZ.

3A0 "AnagamH P.A." HE HECET OTBETCTBEHHOCTW (KAK B CUAY
ZIOFOBOPA, FPAX/JAHCKOMO NMPABOHAPYLLEHWS, BK/OYAS
XANIATHOCTb, TAK U B JIOEON MHOW ®OPME) MEPE/, BAMW U
HOBOW TPETHEN CTOPOHOW 3A JIOBbIE MOTEPW MW YBbBITKM
(BK/IOYASA KOCBEHHBIE, ®AKTUYECKUE UM MOBOYHBIE YBbITKMY),
BK/IIOYAS BE3 OFPAHUYEHWIA IOBLIE MOTEPY UM YBBITK
NPUBbINbHOCTU BU3HECA, MOTEPIO 4OXOAHOCTM UAN
PEMYTALMM, YTPAYEHHYO MM UCKAXEHHYIO MHOOPMALIMIO NN
JOKYMEHTALLMIO BCNEACTBWE MCMO/Ib30BAHWS MPOrPAMMHOIO
OBECMEYEHUS MU IOBEOrO KOMMOHEHTA OMUCAHHOMO
NPOAYKTA, AAXE EC/IV 3A0 "AnaaawH P.J1." BblIO MMCbMEHHO
YBE/ZJOM/IEHO O BO3MOXHOCTW MOAOBHbIX YEbITKOB.

FocysapcTBeHHOE peryiMpoBaHme U SKCNOPTHbINA KOHTPO/Ib

OnucbiBaeMbIi B ;aHHOM A,0KyMeHTe MPOAYKT (MM MPOAYKTbI) MOXeT
ABNATLCA UM COZepXaThb B cebe cpeAcTBO KpUNTOrpaduyeckom 3aluThl
nHpopmauum (CK3U), apasiol,eecs npegMeToM SKCMOPTHOMO KOHTPOS.
Bbl cornaluaeTtech € TeM, YTO NPOAYKT He By eT NOCTaBATLCS,
nepeAaBaTbCs UM IKCMOPTUPOBATLCSA B Kakyto-1bo CTpaHy, a Takxe
MCMo/Ib30BaTHCA KaKMM-MB0 NPOTUBOPEYaLL M 3aKOHY 06pa3oMm.

Bbl rapaHTupyeTe, uTo byseTe cobN0AaTb HAKNA/AbIBAEMbIE HA IKCMOPT 1
peaKcnopT NPOAyKTa OrpaHUyeHus.

CeejeHus, npuBeAEHHbIE B JaHHOM J0KYMeHTe, akTya/lbHbl Ha AaTy ero
ny6avkaymu.

PYKOBOZACTBY, iaHHble, cogepallnecs B HEM, a Takxe Bce npasa Ha MO
ABNAIOTCA U 6yAyT ABNATLCA CO6CTBeHHOCTbI0 nckaoumTebHo Komnanmm.
JaHHoe cornalweHune He nepesaét Bam npasa Ha MNporpammHoe
obecneyeHne, a MLLIb NPeOCTaBASET OrPaHNYEHHOE NPaBo Ha
MCNO/Ib30BaHNE, KOTOPOE NOAJIEXMUT OTMEHE COTIACHO YC/NOBUAM JaHHOrO
Cornawenus. Hnuto B gaHHom CornaweHun He NoATBepXAaeT oTkas
KomnaHuu oT npaB Ha MHTeNeKTya lbHYt0 COBCTBEHHOCTb MO Kakomy 6bl TO
HU 6b110 3aKOHOAaTENIbCTBY.

Jlnuensus

Komnanus HacToAW MM NpeaoCcTaBaAeT BaM, aBobl nony4vaete
MHAVIBVIAyaI'IbHOe, HEUCKNIOYUTENIbHOE N OT3biIBaemMoe orpaHquHHoe npaBo
Ha NCno/sib30BaHue AaHHOro MO TonbKo B ¢0pME MCNO/IHAEMOro KoAa, Kak
onuMcaHo B npuaaraemoit K MO TexHUYeCKON/3KCnayaTaLnoHHOM
AOKYMEHTaU N, U TONbKO B COOTBETCTBUN C YCNOBUAMU AaHHOIO
CornalweHus:

Bbl MOXeTe ycTaHOBMTL MO 1 MCNoAb30BaTh €ro Ha KoMMbloTepax,
Pacno/iIoXKeHHbIX B peaeniax Bawero npeanpuaTuA, Kak onncaHo B
COOTBETCTBYIOLLEN TEXHUYECKO/3KCNNYaTaLMOHHOM AoKyMeHTauun MO n B
HacToALLeM CorNalleHunm.

Bbl MoxeTe f06aBUTb/NpucoesnHKTL MporpamMmHoe obecneyeHue k
NporpamMmam A5 MObU/IbHbIX YCTPOMCTB C € JMHCTBEHHO Lienblo,
onuncaHHo B gaHHom CornatueHunn. MpuHUMas ycn1oBUs HacTosILero
cornawenus, Bol cornawaerecs:

- He UCMO/Ib30BaTh, He MOAMMULMPOBATL U He Bbl4aBaTb CybMLeH3nM Ha
AaHHoe MporpammHoe obecneyeHune un noboe apyroe MO KomnaHuy, 3a
WCKNKOYEHNEM ABHbIX pa3peLueHm71 B 4@HHOM COI’/‘IaLLIeHI/II/I,'

- He MOAVId)I/ILU/IpOBaTb, He €éMOHTUPOBAaTb, He AeKOMNUANPOBaTb, He
PEeKOHCTPYMPOBaTh, HE BAOU3MEHATbL M He PaCLIMPATL JlaHHoe
MporpammHoe obecneyeHue 1 He NbITaTbCs PACKPbITh (MOYUUTb) UCXOAHbIE
KOAbl AaHHOTO I'IporpaMMHoro OGECI‘IEHEHMH;

- He nomelaTb gaHHoe MporpammHoe obecrneyeHne Ha cepeep C
BO3MOXHOCTbIO 10CTyNa K HEMY TPETbUX JIUL, Yepes OTKPbITYIO CeTb;

- He UCMO/1b30BaTh Kakue bbl TO HY BbI10 pe3epBHbIe UM apXMBHbIE KOMUK
AaHHoro MporpamMmHoro obecriedeHus (MM No3BoAsATL KOMY-n6o ewyé
MCNo/b30BaThb Takne Konuu) ¢ 11060l MHOIA Lie/blo, KpOME 3aMeHbl ero
OPWIMHA/ILHOTO 3K3eMMJIAPA B C/lyYae ero paspyLieHns i Haamums
AedekToB.
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TpeboBaHUsA K UCMO/Ib30BaHUIO

MporpammHoe obecneyeHne J01KHO UCNOb30BATHCA U 06CAYXMBATHCA
CTPOro B COOTBETCTBUM C ONMUCAHUAMM U MHCTPYKLMAMU KoMnanuu,
I'IpI/IBeAéHHbIMVI B 4aHHOM 1 ApyI'VIX AOKyMeHTaX KOMI'IaHVIVI, B TOM 4Yncne Ha
nopTasne OHNaMH AOKyMeHTauuu Ans pa3paboTumkos KomnaHum
(http://developer.aladdin-rd.ru/).

WNcnonb3soBaHue MNO

Monb3oBaTenb BrpaBse:

- BOCMpou3BoAunTb MO NyTéM 3anncK ero B NaMsiTb 31€KTPOHHO-
BbIYNC/IUTE/IbHbIX MaLlLUUH ﬂO/'IbBOBaTeI'IH! orpaHu4yeHHoe npasom
MHCTaN/IALMWM, KOTIMPOBAHWSA 1 3amycka nporpamm Ans IBM;

- BcTpamBaThb MO /106bIM cnocobom B NpoAyKTel v pelueHns Monb3oBaTens;

- pacnpocTpaHaTh MO Ao6bIM CMocoboM MCK/IOUNTENBHO B COCTaBe
npoAYyKTOB U pelueHui Mosb3oBaTens.

Mpwu ncnosbsoBaHum 1 pacnpoctpaHenum MO Mosnb3oBaTtens 0ba3aH
PYKOBO/CTBOBATLCS /€M CTBYIOIL MM 3aKOHOAaTeIbcTBOM Poccuiickon
Degepaunun 1 MeXAyHapO/HbIM 3aKOHO/AaTe/IbCTBOM, YUYMTbIBas
OorpaHnyeHnsa n 40NoNHNTEIbHble TpeGOBaHlflﬂ, KOTOpbl€ MOryT BO3HUKATb B
CBA3M C 3KCMOPTOM WNPPOBabHbIX (KpUNTOrpapuyecknx) CpeacTs ¢
Tepputopum Poccuitckon Oegepaumn n UMNOPTOM Takux CPeACTB B Apyrue
CTpaHbl. B 4aCTHOCTH, OFpaHUYEHNS 1 0NOHUTE IbHbIE TpeboBaHWA MOryT
BO3HWKaTb NpyW pacnpocTpaHeHnk MO yepes MarasvHbl NPUIOXKEHUH,
coAepiall e pasnyHble MPUNOXEHUS A1 MOBU/IbHBIX YCTPOWCTB.
Ycnosus MCNOJ/Ib30BAHUSA, N3/10XKEHHbIE B HACTOALLEM COraialleHnu,
AeCTBYIOT B OTHOLWEHWM BCero cogepxumoro MO, B YacTHOCTH B
OTHOLWEeHUU:

- Av3aitHa (rpadmkK, PacnoNoXeHNs 31eMeHTOB 0GOPMAEHNS U T.1.);

- BCEX MHbIX 3/1IEMEHTOB, B TOM Unc/ie n306paxeHni, oHorpamMm, TeKCTOB.

I'IonyqaeMble Monb3oBaTeNnemM HEUCKAUYNTENbHbIE MMYyLLeCTBEHHbIE NpaBa
He BK/II04aloT NpaBa Ha nepezady TpeTbUM JINLaM Kakux-11bo npas Ha
BCTpaMBaHMWe, BOCMPOU3BeeHUe, PAaCcNpOCTPaHeHUe 1 UCMO/Ib30BaHNe
nporpamm 11 3BM He B cocTaBe NpogyKTOB U pelueHni Moab3oBaTens.
KomnaHusi coxpaHseT 3a coboii Bce UCK/IOUMTE NbHBIE NpaBa Ha MO u
BXOAfline B HEro KOMNOHEHTbI, BK/ItOYadA npasa Ha npesocTaB/ieHne
HENCK/TIOUYNTE/IbHbBIX N UCK/TIOUYMNTE/IbHbBIX MPaB TPETbUM JINLAM.
Monb3oBaTensb BNpase OCyL,eCTBAATL Ucnob3oBaHue MO B npegenax,
npeAyCMOTPEHHBbIX HacTosiIL MM CornalleHeM, UCKNOUNTENbHO Ha
TeppuTopun Poccuiickoin Gegepaumm.

O6cnyxmBaHue U NoAAepxKKa

KomnaHus He HecéT 0643aTeIbCTs Mo NpeA0CTaBAEHUIO MOAAEPXKKY,
obcnyxunBaHus, MognduKaL M UK BbIXOAY HOBbIX peansos MO.

OrpaHuyeHHasn rapaHTus

KomnaHus rapaHTMpyeT, 4To NporpamMmMHoe obecneyeHme C MOMeHTa
npuobpeTteHus ero Bamu B TeueHue 12 (4BeHaaLaTh) MecsLes bygeT
bYHKLMOHMPOBATL B NOHOM COOTBETCTBUM C €r0
TEXHUYECKOW/3KCMTyaTaLMOHHOM AOKYMEHTaL e, Npu ycaoBun, 4to MO
6yAeT NCNo/Ib30BaTbCS HAa KOMMbIOTEPHOM annapaTHOM obecneyeHnmn un ¢
onepawL oHHON CUCTEMOM, AN KOTOPOW OHO 6bio paspaboTaHo.

OTkas oT rapaHTum

KomnaHus He rapaHTUpyeT, 4To nporpamMmmHoe obecneyeHue byget
COOTBETCTBOBATbL Balumm xenaHusm 1 TpeboBaHUAM, UK 4TO ero paboTa
6yaeT becnepeboiiHoit namn besownbouHow. B 06bEéMe, MpesycMOTPeHHOM
3aKOHOAaTeNbCTBOM PD, KOMMNaHMsA OTKPLITO OTKa3bIBAETCS OT BCEX
I'apaHTl/Il‘/’I, He OrOBOpPEHHbIX 34eCb, OT BCEX UHbIX NOJpasyMeBaeMbIX
rapaHTui. Hu oAvH 13 Annepos, ANCTPUOBLIOTOPOB, NPOAABLOB, areHToB
WM COTPYAHUKOB KOMMAHMK HE YMOJIHOMOYEH NPOU3BOAUTb MOAMUPUKALLUM,
pacwmpeHns nan 40onoJIHEHUA K AaHHOIZ rapaHTuu.

Ecam Bel npoussenu kakue-anbo mogudukauum MO nav atoboit 13 ero
yacTelt BO BpeMsi rapaHTUIHOro nepuoga, MO noABepriock NoBpexaeHuto,
HEOCTOPOXHOMY W/ HEeMpaBuIbHOMY 06palLeHuto, ecn Bel Hapywmnam
noboe 13 ycnosuii HacTosiuero CornalleHuns, To rapaHTHs, ynomsaHyTas
Bbillie B pasgesie 5, byAeT HeMe1eHHO npekpalleHa.

FapaHTUs HeAeNcTBUTeNbHA, ecin MO 1CnoNb3yeTcs B COMETaHUM C UHBIM
annapaTtHbIM I/I/I/IJ'II/I nNporpaMMHbIM OGSCI'IeLIeHI/IEM, OT/INYHLIM OT OMUCAHHbIX
B TEXHWUYECKOW/3KCMNYaTaLMOHHOM 40KYMEHTAL UMW, UM UCMONb3YeTCs Ha
KOMMbloTEpE C J'”OGblM YCTAHOBJ/IEHHbIM HE/IML€H3MOHHbBIM MPOrpaMMHbIM
obecneyeHnem.

OrpaHuyeHune Bo3MeLLeHUs

3A0 "AnapgavH P.A.", 1995—2019T.

BepCcUA AOKyMeHTa: 1.0

B cniyyae HapylleHWs rapaHTK, OroBOpeHHoI Bbile, KoMnaHms MoxeT no
Co6CTBEHHOMY YCMOTpPEHMUIO:

- 3aMeHuTb MO, ec/m 3TO He NPOTUBOPEUNT BbILLEYNOMSAHYTOMY
OrpaHNYeHMIo rapaHTum;

- BO3MECTUTb CTOMMOCTb, BbinavyeHHyto Bamm 3a MO.

rapaHTMﬁHble Tpe6OBaHMH AOJ/DKHbI 6bITb BbICTAB/IEHBI B MMCbMEHHOM Bunae B
TeueHye rapaHTUIHOrO Neproza, HO He No3/Hee 7 (CeMu) iHel C MOMeHTa
obHapyxxeHus gedekTa, 1 cogepxaTb B cebe NoATBEPXKAEHUS,
yaosnetsopsitowme KomnaHuto. Beé MO (Bce ak3emnaspel, Umetowmecs y
Bac) f0/1xHo 6biTb BO3Bpall,eHo KomMnaHum 1 oTnpas/ieHo Bo3BpalyatoLyei
CTOPOHOW C ONJIa4eHHOM CTOMMOCTbIO NepeBO3KM U, MPU HEObXoAMMOCTH,
cTpaxoBku. dk3emnapbl MO A0/KHbI 6bITH OTNPaBAEHbI C KonWeln
NAATEXHBIX AOKYMEHTOB U HaK/aAHbIX.

WckntoueHne KoCBEHHbIX Y6bITKOB

CTOpOHbI Npu3HatoT, YTo MporpammHoe obecrneyeHve He MOXeT bbiTb
MONHOCTbIO NINLLEHO olWMBOoK. KoMnaHUs He HeCcéT OTBETCTBEHHOCTM (KaK B
CUNY ,0roBOPa, rPax/aHCKoro NpaBoHapyLWeHWUs, BKAOYas XalaTHOCTb, Tak
v B nto6oit nHo Gpopme) nepey, Bamu unm ntoboii TpeTbeit CTOpoHow 3a
nobble NoTepy MM ybbITKM (BKNKOYas KOCBEHHbIE, pakTuyeckne, NobouHble
VAW NOTeHLMabHbIe yBbITKM), BK/OYas, 6e3 orpaHuyeHuii, ntobblie noTepu
VAN y6bITKM NPUBbLINBHOCTY BU3HECa, NOTepIo 4O0XOAHOCTM UM penyTaLuu,
YTPaUEHHYIO NN NCKaXEHHYIO MHGOPMALLMIO UM JOKYMEHTaLLMIO
BC/IeACTBUE KAKOr0-IM60 NCNOb30BaHUS JaHHOIO NPOrpaMMHOro
obecneyeHns n/uam ntobov KOMNOHEHTbI 4AHHOMO MO, AaXe eCM KOMNAHWUA
MUCbMEHHO YBe,0M/IeHa O BO3MOXHOCTU NMOZ06HbIX YObITKOB.

OrpavaeHme OTBETCTBEHHOCTU

B cnyyae ecnm, HeCMOTPA Ha YCI0BUSA aHHOMO COr/1alleHns, KOMMNaHns
npu3HaHa OTBETCTBEHHOM 3@ YObITKM Ha OCHOBaHWUM Kakux-1mbo aedexTos
WM HECOOTBETCTBUSA NPOrpaMMHOro obecneyeHns Bawmm oxungaHmsm,
MoJIHaA OTBETCTBEHHOCTb 3a Ka)l(AbI[”l 3K3€MI‘IJ‘Iﬂp Ae¢eKTHOFO
nporpammHoro obecneuyeHus He ByAeT NpeBbiaTh CyMMbl, BbIMAa4Ye€HHOM
samu 3A0 "AnagavH P.[1." 33 310 MNO.

MpekpalieHne AeicTBUA COrnalleHus

B ciiyyae HeBbINOHeHMsA Bamu ycnoBuii gaHHoro CoratueHns AeicTaure
Bawweit anuersum n HacTosiwero Cornatwexus byseT npekpalyeHo.
Mocne npekpalyeHns AeNCTBUA 4aHHOTO JINLLEH3MOHHOMO COrNALLEeHNs:

- MLeH3Ks, NnpeAocTaBieHHasn Bam gaHHbiv CornalweHvem, npekpauiaet
CBOE leicTBUE, 1 Bbl Noc/ie eé npekpaleHus He CMOXeTe NPoAo/IXaTb
AanbHelilee NCNONb30BaHMe gaHHoro MporpammHoro obecneyeHms n
APYrVIX INLEH3VMOHHbIX [poAYKTOB;

- Bbl He3aMeIMTeNbHO BepHETe B KomnaHmio Bce ak3emnaspsl MO v Bce
KOMWM TakoBOTO M/uamn coTpéTelyaanuTe ntobyto nHpopmaumto,
COAEep>KalLytoCs B 31€KTPOHHOM BUje.

I'Ipumenumoe 3aKOHOAaTeNbCTBO

[JlaHHoe CornalueHune A0/1KHO 6bITb UCTONIKOBAHO M OMpPe/eNieHo B
COOTBETCTBUM C 3aKOHOAaTeIbCTBOM Poccuiickoit Pegepauum (3a
UCKIOUYEHNEM KOHGIMKTA MPUMEHEHMS MPABOBbIX HOPM), U TOJIbKO
POCCUICKMI Cy A YNOSTHOMOYEH OCYLLLECTBAATL NPABOCYANE B 06bIX
KOHGAMKTaX 1 cropax, BblTeKatoLUx 13 AaHHoro CornalueHns.
HeBO3MOXHOCTb 415 N106OW 13 CTOPOH BOCMOJ1b30BaTbCSA t0OLIM U3 MpaB,
npejocTaB/ieHHbIX enno AaHHOMY CornaLueano, VAW MPUHATL Mepbl NPOTUB
ZAPYroM CTOPOHbI B C/ly4ae to60oro HapyLueHus cBomx 06s13aTeNbCTs no
CornaleHno He 4,0/1KHO PacCMaTPMBATLCS Kak 0TKa3 3TOW CTOPOHbI OT
NoCNeAytoLEero NoHyXAeHWs K MPU3HaHUIO CBOVX MPaB UM COBEPLUEHUIO
nocaesyoWnx AeNcTBUIA B Clydae AaNbHENLWNX HAapyLUEHWUN.
[ocyAapcTBEHHOE PeryanMpoBaHMe U SKCMOPTHBIN KOHTPO/b

Bbi cornawaetecs ¢ Tem, 4to MO He 6yaeT Bamu noctaBasTbes,
nepe/AaBaTbCs UM 3KCMOPTUPOBATLCS B Kakyto-Mbo cTpaHy, a Takxe
MCMOJ1b30BaTbCs KaKUM-MB0 NPOTUBOPEYALL UM 3aKOHY U YCI0BUAM
HacTosero cornalwenus obpasom. MO sBAseTCH NpejMeToM
JL0NOIHATE/IbHOT O SKCMOPTHOIO KOHTPOIS, OTHOCSALerocs k Bam nau Baweit
topucAvKL K. Bbl rapaHTupyeTe, uTo byseTe cobloAaTh Hak/1ajbiBaeMble
orpaHuYeHns Ha akcnopT u peakcnopT MNO.

PasHoe

Hactosuwee Cornawexue npeactaBaset cobol NONHOE COrNalleHue,
OTHOCAWEECs K 4aHHON IMLLEH3WM, Y MOXET BbITb U3MEHEHO TO/ILKO
nocpeACTBOM NMMCbMEHHOMO COraLleHNs, NoANMcaHHoOro obenmu
cTopoHamu. Ecav BbINoHeHWe Kakoro-ambo yca0BUSA HACTOALLEro
CornaleHuns npeAcTaBAseTCA HEBO3MOXHbIM, Takoe ycnosue byzeT
CKOPPEKTUPOBAHO TONbKO B NpeAenax, obecneymsatowMx BO3MOXHOCTb
BbINOJIHEHUS JaHHOTO YC/I0BUS.

PyKOBOACTBO aAMMHUCTPATOPa A/ OMePaLMOHHBIX CUCTEM CEMEIICTBa
Linux My6anyHbIN

Ctp.51/53



EavHbI KnnenT JaCarta BepCUA AOKYMEHTa: 1.0

ANPOYUTAN N MOHAN HACTOALLEE MU EH3NOHHOE COMNALLEHUE MYHKTOB, TO AAHHOE IMUEH3NOHHOE COMMTALLEHWVE HE BCTYMAET
1 COMNACEH BbIMOJIHATL BCE EFO YC/10BUA. 4 NPUHUMAIO AAHHOE B LY, N A OBA3YIOCb HE YCTAHAB/IMBATb W HE UCMO/Ib3OBATb
JINLUEH3MOHHOE COTTALLEHWE LLEIMKOM. EC/IM 4 HE MPUHUMAIO AAHHOE NPOrPAMMHOE OBECMEYEHME.

3TO IMLEH3MOHHOE COr/TALLEHME NN XOTA Bbl OANH U3 EFO

3A0 "AnapgavH P.A.", 1995—2019T. PyKOBOACTBO aAMUHUCTPATOPA A/151 ONEPALMOHHBIX CUCTEM CEMENCTBA
Linux My6anyHbIN CTp.52/53



EavHbin KavenT JaCarta 1.0PyKOBOZCTBO aAMMHMUCTPATOPa AJ/151 OMEePaLMOHHbIX CUCTEM CeMelMCTBa Linux

Pernctpauua naMeHeHui

Bepcus MN3meHeHusn
1.0 Co3gaH J0KyMeHT
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