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1. TepMuHbI 1 onpeaeneHns

PIN-kop aAMMHUCTpaTOpa — CEKPETHAs NOCNEN0BATENBHOCTb, MU3BECTHAS TOIbKO 3aAMUHUCTPATOPY, KOTO-
pyto HE0OH6XOAMMO NpeabsSBUTL A AyTEHTUDUKALMM aAMUHUCTPATOPA B NPUIOKEHWUM NEKTPOHHOIO
K/toya.

PIN-koA noanucu — cekpeTHas Noc/ieo0BaTeNbHOCTb, M3BECTHAS TOJIbKO MOb30BaTE/N, KOTOPY HEO6XOo-
AMMO MpeabsBUTb /151 BbINMOSHEHMS ONepaumny 31eKTPOHHOM NOAMMUCH.

PIN-koa nonb3oBatens - CeKpeTHada nocnenoBaTe/ibHOCTb, MU3BECTHAA TOJ/IbKO MOJIb30BATENIO, KOTOPYHO
Heobxo0aMMO npeobaBuTb Ana ayTEHTVIq)VIKaLI,l/IM nonb30BaTeNsa B NPUIOXKEHUN INEKTPOHHOIO KakK4Ya.

PUK-kop - nocnenoBaTeNnbHOCTb CMMBOIOB, NO3BOAAOLWAS pa3bnokuposath PIN-koa nonb3oeaTens nocse
ero 6/10KMPOBKMU.

Annner - nporpamMMHoe obecnedyeHue, peanusytolee GYHKUMOHANbHOCTb NPUIOKEHUS 3NIEKTPOHHOIO
K/tova.

MpunoxeHue — nporpaMMHoe obecrneyeHune, yCTaHOBNIEHHOE B NaMATH 3NIEKTPOHHOIO Kitoua.

Cuétunk BBOAA HenpasunbHOro PIN-kopa - noacuctema, 6nokupytolas yCTpocTBO B ClyYae BBOAA He-
npaBunbHoro PIN-kozna onpeaenéHHoe KOMYeCTBO pas Nnoapsa.

INeKTPOHHbII KNKOY — annapaTHoe YCTPOMCTBO, NPeAHAa3HAYEHHOE AN ayTeHTUDUKALMMK, LUMbPOBAHMS,
paboTbl C 3N1EKTPOHHOM NOANMUCHIO, 6E30MACHOr0 XpaHEHUS AAHHbIX.
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2. Ha3HayeHne nporpammbl

Epunbit KnuenTt JaCarta npeacraensiet cobol nporpaMMHoe obecneveHue, obecneynBatowee paboty c
3N1eKTPOHHbIMK Kntovamm JaCarta/eToken B onepaumoHHbIX cucteMax cemerictea Linux. C noMolwbto Ean-
Horo KnueHTta JaCarta MOXHO MCNONb30BaTh 31EKTPOHHbIE Ktoun JaCarta ang MHTepaKTUBHOIO BX0OAA B
cUCTeMy, 3NEKTPOHHOM LndpoBor noanucu, goctyna K VPN.
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3. Obuwme cBegeHUA 06 3/1EKTPOHHbBIX KNKO4YaXx

3.1 [pwnorkeHua, annaeTbl U MOAENN 3N1EKTPOHHbIX KoYen

CDyHKLI,l/IOHaJ'IbHOCTb MOLENN SNEKTPOHHOrO KNo4Ya onpeaendaeTca npunoXXeHnamMu, yCtTaHOB/1EHHbIMUK B €€
namatu.

B namsaTtun anekTpOHHOro Knk4Ya MOXET ObITb YCTAHOBNEHO OHO MM HECKOJIbKO MPUNTOXKEHUI. YCTPOMCTBA,
B KOTOpbIX YCTAaHOBNEHO Bosiee 0AHOr0 MPUNOXKEHUS HA3bIBAKOTCS KOMOUHMPOBaHHbIMKU. Hanpumep, B
3nekTpoHHOM Kntode JaCarta-2 FTOCT yctaHoBneHo npunoxenune FOCT, B anekTpoHHOM kntoye JaCarta PKI
ycTaHoBneHo npunoxenue PKI, B kombuHmnposaHHow Mmogenu JaCarta-2 PKI/TOCT yctaHoBnEeHbl Mpunoxe-
Hus PKI v TOCT.

[pumeydanne. HanMeHOBaHUe PUIOKEHNS HE BCETAA COAEPXKUTCI B HA3BAHMU MOAESN S/IEKTPOHHOIO K/IHOYa.
Hanpumep, B mogenn knoyeii JaCarta PKI ycranosneHo nipunoxenne PKl, Ho B mogem JaCarta LT yctaHoB/1eHO
npunoxernne STORAGE. HazsarHne Mogen u rnpuaoXeHus 31EKTPOHHOIO K1o4a 0TOOPaXaercs B MHTEpQerice
Eauroro Knmenta JaCarta B pexxume 10/16308aress (CM. n1. 5 "Paborta B riporpaMme B pexuMe 10/16308aTesis’).

MpunoxeHne onpepenseT HEKOTOPbIA HABOP PYHKLMOHANBHOCTM 3NEKTPOHHOIO K/OYa, XapaKTepHbIl oNs
peleHns onpeaeneHHoro psaa 3agad. Tak, npunoxenue PKI obecneumBaeT noanepxKy 3anafHbiX Kpun-
TOANropMTMOB M MO3BOJISIET pellaTh LWWMPOKMI CNEKTP 3afay ayTeHTUdmKaumm, wndpoBaHms n paboTel €
3N1EKTPOHHOM NOANMCLI0 B KOPNOpaTMBHOM MHpacTpykType. MNpunoxernmne FOCT obecneyunsaet noa-
LLepXXKY POCCUIUCKMX KPUMTOANTOPUTMOB ANS pelleHuns 3a4ay ayTeHTudukauum, wnudpoBaHus n paboTsl ¢
3N1EKTPOHHOM NOANMUCLI0 B CMCTEMAX, TPeOYIoLWMX ncnonb3oBaHus anroputmos FOCT.

OpfHo v 1o e NPUNOXEHNE MOXXET UMETb Pa3/IMdHbIE peanm3aunn. KOHKPETHaﬂ peannsaunga npunoxeHnsa
Ha3blBaeTCa annaeToMm. B HacToawem OOKYMEHTE Npu ONMCaHUn KOHerTHOﬁ onepaunn Hag 3N1EKTPOHHbIM
KNKOYOM YTOYHAETCA HE TONIbKO NPpUNOXKEeHUEe, HO U annneT, peanM3yrou.|,M1?1 beHKLI,l/IOHaﬂbHOCTb OaHHOro
NpuUnoXxeHua.

[lpumep. B mogenax 3nekTpoHHsix kmoqes JaCarta PKI n JaCarta PRO ycraHosneHo npuioxenmne PKI, Ho B
mogenn JaCarta PKI gaHHoe ripuioxeHme peaam3oBaHo annaerom Laser, a B mogemm JaCarta PRO -annnerom
PRO. HazBaHume annnera KOHKPETHOro puI0XeHns 0Tobpaxaercs B uHtepgerice Eauxoro Knmexra JaCarta B
DEXUME GAMUHUCTPATOPA (CM. 1. 6 "PaboTa B NporpamMme B peXnMe aaMUHUCTPATOPa ).

CoOTBETCTBUE MPUIOXKEHMI, aNMNNETOB M MOLENEN NEKTPOHHbIX KOYEN, paboTa C KOTOPbIMK NOLAEPXKM-
Baetca B macOS npueeneHo B Tabnuue 1.

Tabnmya 1 - [lapameTpbl 3/1EKTPOHHBIX K/IKOYEH pH MOCTaBKe

MNpunoxenne u annner Mogenu 3neKTPOHHbIX KoYen

Mpunoxenue PKI, peanusosaHHoe annneToM JaCarta PKI

Laser JaCarta PKI/Flash
JaCarta PKI/TOCT/Flash
JaCarta PKI/BIO
JaCarta PKI/BIO/TOCT
JaCarta PKI/IOC;
JaCarta-2 PKI/TOCT
JaCarta-2 SE
JaCarta-2 PKI/BIO/TOCT
JaCarta-2 SF
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Mpunoxenne u annner Mogenu aneKTpOHHbIX KiloYei

Mpunoxenwne PKI, peanusoBaHHoe annieTom eToken PRO (Java)

PRO eToken NG-FLASH (Java)
eToken NG-OTP (Java)
JaCarta PRO
JaCarta PRO/TOCT

JaCarta PKI/TOCT. O6paTHas cOBMeCTMMOCTb C MPOAYKTaMu
koMnaHuu Aladdin

JaCarta-2 PRO/TOCT

Mpunoxenune FOCT, peannsoBaHHOe annne- eToken FOCT

TOM KpMI‘ITOTOKeH JaCarta TOCT
JaCarta PKI/TOCT
JaCarta PRO/TOCT

JaCarta PKI/FOCT. ObpaTtHas COBMECTUMOCTb C MPOAYKTaMM
komnaHum Aladdin

JaCarta FOCT/Flash
JaCarta PKI/FOCT/Flash
JaCarta PKI/BIO/FOCT.

Mpunoxenune FOCT, peanu3oBaHHOe anmnne- JaCarta-2 TOCT

Tom KpuntoTokeH 2 3N JaCarta-2 PKI/FOCT
JaCarta-2 PRO/TOCT
JaCarta-2 PKI/BIO/TOCT
JaCarta-2 SE
JaCarta SF/TOCT

MpunoxeHne STORAGE, peanusoBaHHoe an- JaCarta LT

nnetom DataStore JaCarta WebPass
JaCarta U2F/WebPass
JaCarta U2F

Mpunoxenune OTP, peanusosaHHoe annnetom | JaCarta WebPass
AladdinOTP JaCarta U2F/WebPass
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3.2 [NapaMeTpbl 3NeKTPOHHbIX KNloYei Npy NOCTaBKe

Bepcus pokymenTa: 1.0

Mpu nocTaBke 3/1EKTPOHHbIE KNHOYM UMEIOT NapaMeTpbl, NpuBeAeHHble B Tabnuue 2.

Tabmmuya 2 — [lapameTpsl 3/1EKTPOHHBIX KIIHOYEH MpH MoCTaBke

MpunoxeHue n annnet

MapameTp, onepauus

PIN-koa nonb3oBatens no ymon4aHuio *
PUK-kopg, ons pa3bnoknpoBaHus

PIN-koa agMMHMCTpATOpa NO YMONYaHUIO

@opmaTnpoBaHUe NpunoxeHus 6e3 HasHaYeHus
PIN-kopa nonb3oBartens (aAMUHUCTPATOP MOXET
HasHauuTb PIN-kopa nonb3oBatens nocne ¢op-
MaTUMpPOBaHMA)

MopmaTtnpoBaHue NpunoxeHus 6e3 HasHauYeHus
PIN-kopa agMuHUcTpaTopa

Mpu pasz6bnokuposaHun PIN-kofa nonb3osatens
cHpacbiBaETCA CYETYMK BBOAA HEMPABUIBHOMO
PIN-kona nonb3oBatens, npu 3TOM ...

Pas6nokuposaHue PIN-kopa nonb3osatens B
YAANEHHOM pexume

M3meHeHne PIN-koga nosnb3oBatens agMUHU-
cTpatopoM 6e3 popMaTMpoBaHuS

Mpunoxexue PKI
annnet PRO

1234567890
HE NPeayCMOTPEH
1234567890

BO3MOXHO

BO3MOXHO

... PIN-kop, nonb3o-
BaTeNa 3afaeTcs 3a-
HOBO

BO3MOXHO

BO3MOXHO

Mpunoxexue PKI
annnert Laser

11111111
HE NPeayCMOTPEH
00000000

BO3MOXHO

BO3MOXHO

... PIN-kop, nonb3o-
BaTeNa 3afaeTcs 3a-
HOBO

HEBO3MOXHO

BO3MOXHO

Mpunoxenne rOCT
annnet KpuntoTtokeH

HE YCTaHOB/EH
HE NPeayCMOTPEH
1234567890

BO3MOXHO

HEBO3MOXXHO

... PIN-kop, nonb3oBa-
TeNs OCTaeTCs Npex-
HUM

HEBO3MOXHO

HEBO3MOXXHO

Mpunoxenne rOCT
annnet Kpunroto-
KeH 2 3M

1234567890

HE NPeayCMOTPEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kop, nonb3oBa-
Tens 0CTaeTcs npex-
HUM

BO3MOXHO

HEBO3MOXHO

MpunoxexHune
STORAGE

annnet DataStore
1234567890

He NpeaycMoTpeH
He YCTaHOB/EH

HEBO3MOXXHO

HEBO3MOXXHO

PIN-kon nonb3oBa-
Tena ocraercs
NpeXxXHUM

HEBO3MOXHO

HEBO3MOXXHO

Mpunoxenne OTP
annnet AladdinOTP

HE YCTaHOB/MEH
HE NpeayCcMOTPeH
HE NpeayCcMOTPeH

BO3MOXXHO

onepaums He npegy-
CMOTpeHa

onepaums He npeay-
CMOTpeHa

HEBO3MOXHO

HEBO3MOXHO

* B 3aBMcMMOCTM OT NpaBun 6e3onacHoCTM Baweit opraHusaumm PIN-kon nonb3oBaTens no yMon4YaHWo MOXeT ObiTb U3MEHEH Nepes nepeaayeii 3/1eKTPOHHOIO Kito4ya nosb3oBaTtento. B Takom cyyae 3Have-
Hue PIN-Kkoza nosb3oBaTtens LOMKHO ObiTb COOBLLEHO AOMONHUTENBHO. B cnyyae 3aTpyaHeHui 06paTuTech K agMUHUCTPATOPY.
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3.3 WHdopmauma o PIN-Koge nonb3oBaTtensa

OcHOoBHble onepauuu, KOTOpble BbIMOAHAET NOb30BaTeNb B NpoLLEecce IKCMIYaTalMmM 3/1eKTPOHHOTO KITK4a
BbINOJIHAKTCS C npeabsasneHmemM PIN-koga nonb3oBartens.

PIN-kopa nonb3oBaTtens coobWaeT agMMHUCTPATOP NpU Nepeaaye Nofb30BaTEN0 3NEKTPOHHOMO KtoYa.
3HayeHue PIN-kooa MOXKET OTIMYATLCS OT TMMNOBOIO 3HAYEHMS, MepeyYeHb KOTOPbIX NPeACTaB/ieH B Tab-
nvue 2.

Ecnu B naMaTH aneKTPOHHOrO K/t04a 3aMMCaHO HECKOMBbKO npunoxenui, Hanpumep, PKI n FTOCT, To ang
Ka)XZoro npunoxeHus npenycMoTpeH cesoi PIN-kog nonb3osarens.

[pu rmostyqeHm 31EKTPOHHOIO K/IH04a HA PYKHU HACTOSITE/IbHO pEKOMEHAYeTCs cmeHnTs PIN-koa nosns3oBarens
(cm. 1. 5.3 "Uzmernernmne PIN-koga nosis3oBarens’).

PIN-kon nonb3oBatens MMeeT CPOK AeiCTBUS. 3a 7 AHEN A0 OKOHYaHMs cpoka feicteua PIN-kona nonb3o-
BaTeslb NONY4UT yBeLOMeHNWe 0 HeobxoamumocTu cMeHbl PIN-koga. MHdopmaumoHHble cooblueHuns 6ynyT
NPUXOAUTb Kb AeHb A0 OKOHYaHMs cpoka aenctemsa PIN-koaa, noka oH He ByaeT M3MeHeH.

B cniyyae BBOAA HeBepHOro 3HaueHus PIN-kofa nonb3oBaTens B KOMYECTBE pas, MPeBbILLAoLLEe YKA3aAH-
Hoe B HacTpolikax, PIN-koaa nonb3oBatens 6yaeT 3abnokmpoBaH. Mpu 3abnoknpoBaHHoM PIN-koge nonb-
30BaTeNIs HEBO3MOXHO BbIMOJIHEHWE OMEepaLMii C SNEKTPOHHBIM K/TKOYOM, KOTOpble TpebYyT NpeabsBieHus
PIN-kona nonb3oBartens.

[ns 3a610KMPOBaHHbIX NPUNOXKEHUI AOCTYNHA onepaums pazbnokuposaHus PIN-koga nonb3oBaTens. 31a
onepaumu BbINOAHAKTCS afAMUHUCTPATOPOM, OMUCAHUE ee BbINONHEHUS NPUBEAEHO B LOKYMeEHTe "EAWHbIN
Knuent JaCarta 2.12. PykoBoACTBO aAMMHUCTPATOPA A4J15 ONepaLyoHHbIX CUCTEM cemeicTaa Linux”.
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4. O630p N0/Ib30BaTENbCKOro MHTEpPPENCa

4.1 3anyck EgunHoro KnneHta JaCarta

b Ons 3anycka EguHoro KnuenTa JaCarta:

1. HaxmuTe KHOMKy n Bblbepute "YTunutel” — "JaCartaUC":

lpaduka
MyneTUmegna
Hay4Hble
Wrpoi
MobunbHble

BupTyaneHas knaeuatypa

) YTunuTel
%Banum ISO obpasa Ha USB HocuTenb

ClcTeMHBIE

-Kc:]HTen:L'THblﬁ nowick Recoll

Mocnearue @ MeHempkep paiinos MC

MNaHenb ynpasneHws

ﬂ Pabota c apxmBamu Ark

MeHegxep daiinos e e E e

@\ Ldposbie ceptudmkatsl XCA

JaCartaUC

Pucyrok 1 - 3anyck EanHoro Knnenta JaCarta
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2. OtkpoeTcs ocHOBHOe OKHO EguHoro Knuenta JaCarta, npy 3TOM B MAHENM YNPARNEHUS B HUXKHEN
4aCTM 3KpaHa NOSBUTCS 3HAYOK BbI30BA MEHH ObICTPOro 3amycka Nnporpammel — :

EpuHBIA KnueHT JaCarta

EavHbin KnueHT JaCarta

Moaxkniwounte TOKEH

He 06Hap)")KeH0 nognepxnBacmMelx MoOenel TOKEHOBE.

MogkntoHnTe USB - TokeH K USE - NopTy KOMMNBOTEPa WNWM BCTaBeTe CMapT - KapTy B
CMapT - KapT puaep.

HacTpoiku

_ MepekNYNTLCA B PEXKUM
) apmuHucTpaTopa

Eavnbiii Knn... Dﬂ' en B 11:43

PucyHok 2 - OcHoBHoe okHo EanrHoro Knnenta JaCarta n MeHKo 6bICTDOro 3arnycka B naHesm ynpasieHmus

Mo YMO/1YaHUK OCHOBHOE OKHO EnnHoro KnuenTa JaCarta OTKPbIBAETCA B pEXMME NONb30BaTENA.

YTt06bl 3aKpbITb OCHOBHOE OKHO EamHoro Knunenta JaCarta wenkHUTe KHOMKY "3aKpbiTh" B MpaBoM
BEPXHEM yr/y. 3HaYOK BbI30Ba MeHI0 BbICTPOro 3anycka NPOA0MKUT 0TOBpaxaTbCs B NaHenu ynpasne-

HUA.

4.2 MeHio 6bICTPOro 3anycKa

3HayoK BbI30Ba MEHI0 ObICTPOro 3anycka & oToBpakaeTcsl B NaHe M yNpoaBieHus (B HUXKHEN YacTu
3KpaHa) aaxe npw 3akpbiToM okHe EauHoro KnuenTa JaCarta M npegoctaBaseT A0CTyN K MEHIO BbICTPOro

3anycka.
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[lng BbI30Ba MeHI0 6bICTp0rO 3anyCka HaXXMUTe 3Ha40K § B NaHENN ynpaBieHUA:

ASTRALINUX

& EauMHulil KnneHdT JaCarta...
HacTpolkn...
O EguHom KnnedTe |aCarta...

BhlATK

J N B 11:47

3

PucyHok 3 —MeHro b6bicTporo 3anycka EauHoro Knnerra JaCarta

MeHio 6bICTPOro 3anycka CoLepXuT cieaytolwmne KOMaHabl:
e "Egunbint Knunent JaCarta" - oTKkpbiBaeT OKHO 0CHOBHOro uHtepdeica Eaunbin Knuent JaCarta.
e "Hactpo#iku..." — OTKpbIBAa€T OKHO HACTPOEK NPOrpaMmsi.

e 'O EpnHoMm Knuente JaCarta..." — OTKpbIBaeT OKHO CO CBefeHWsMU 0 nporpamme (cM. 4.4 "MpocmoTp
CBefEeHuI 0 nporpamme”).

e  "BbIiTM" — NO3BONSET BbIATM M3 NPOrpaMMbl, Mpy 3TOM 3HAYOK 5’ nepecraet oTobpaxaTbCs B NaHenn
yrpaBneHus.

4.3 PerunMbl paboTbl NpoOrpaMmbl

Enmubii Knuent JaCarta nogaepxvBaeT ciefyolme pexmnmbl paboTsl:

Pexx<MM nonb3oBaTtens — no3BoaseT NPpOCMaTpMBaTh KpaTKMe CBEAEHMS O NOACOEAMHEHHbIX 3NEKTPOHHbIX
Kntovax, cMeHuTb PIN-KoA nonb3oBatens, HasHauuTb MAK M3MeHuTb PIN-Koa noanucu, usMeHuTb METKY
3MIEKTPOHHOrO K/toYa.

Pexxkum dAMUHUCTPATOpPa — NO3BONAET NPOCMATPUBATb I'IO,EI.pO6Hb|e CBeAEeHUs O NOACOEAUHEHHDbIX NeK-
TPOHHbIX K/KOYaX M NPenoCTaBNAaAET AOCTYN K onepauuamMm Han NPpUNoXKeHUAMU 3NEKTPOHHOIo K4a m 06b-
€KTaMU KaXX[0ro npunoXxeHus.

4.3.1 TleperntoyeHne Mexay pexmmamm

YTtobbl ONpeaennTb B KAKOM pexknMe oTKpbITO OKHO EaunHbin Knunent JaCarta, HeobxoanmMo 06paTuTb BHU-
MaHWe Ha Ha3BaHWe KHOMKK "TlepeKnounTbCs B PeXUM ..." B OCHOBHOM OKHE MpOrpaMmbl (CM. pUCYHOK 2).
Ecnu kHOMKa nMeeT BUA:

(@) MepekNYNTECA B PEXM
O AAMUHWCTPATOPE

, TO BXO[] OCYILECTBNEH B PEXMUME NONb30BaTeNs;
L@ nonssosarens , TO BXOZ, OCYLLECTBNEH B PEXMME afMUHUCTPaTOpa.

» Ona nepeknww4vYeHna Mexay peXxmmaMu nonb3oBaTena U agMMHUCTpAaTOopa:

1. [Ona nepekntoveHns EanHoro Knuenta JaCarta u3 pexxuma nonb3oBatensi B peXxum agMUMHUCTpaTopa
HaXXMuTe KHONKY "[MepeknounTbcs B peXum agMuHucTpatopa’. MNpu nepBom HaxaTumn KHonku Byaet
oTobpakeHo coobLieHMe O NepektoYeHMM K PeXUM aAMUHMCTapaTopa. YcTaHoBKUTe 0TMeTKy "He
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oTobpaxatb 3TO co0bLEeHUe B fanbHenweM", 4ToObl He NpeaynpexaeHue B AanbHenlweM He oTobpa-

Xanocb:
MpeaynpexpaeHue X

PexuUM agMUHWCTPaTOopa NPeAHa3HaqeH ANA BbINONHEHWA
(D CepBUCHLX ONepauwil ¢ TOKEHOM WKW cMapT-KapTo.
EONEWWHCTED ONEPaLWMA B O3HHOM pexume TpebyoT 3HaHWA
PIN-KO4a aAMUHUCTPaTOpa NPUNOKEHWA Ha TokeHe (PIM-
KOLB 8OMUHUCTPaTOPa MOTYT BEITE Pa3NMYHEIMIA 05
pPazHeIX NPUNOMKEHWA).
Pexum NpegHa3sHaqYeH ONA TeXHWHEeCKUX CreunanncToB,

He oTobpamaTk 3To coobujeHe B gankHeiweam

PucyHok 4 — CoobLyeHne rpu nepekoyeHmmn B PEXUM aAMUHUCTPATOPA

2. [Onga nepekntoyenuns EaguHoro Knuexta JaCarta 13 pexxnMa agMUHUCTPATOpa B PEXMM NOJb30BaTENS
HaXXMUTe KHOMKY "[lepekntounTbCsa B pEXMM NoJsib3oBaTens”.

4.3.2 OCHOBHOE OKHO B peu1Me Nob30BaTeNA

Mo YMONY4aHMNIO OCHOBHOE OKHO EnnHoro Knuenta JaCarta OTKPbIBAETCA B pEXMME NONb30BaTENA. Ha pun-
CYHKe HMXXe npuBeneH s OCHOBHOINO OKHa B peXXMMe Nnosib30oBaTena ¢ NoAKNHOYEHHbIM K KOMNbHOTEPY
NnoNb30BaTeENA SNNEKTPOHHBLIM K/THOYOM!

EAWHLINA KnueHT JaCarta

EanHein KnneHt JaCarta

JaCarta

HazeaHue JaCarta PKIJrOCT

CepWiAHbIl Homep  9DG6B44A4

0Btem namaTy 80 Kb

CeobogHoOR namATK 29 Kb (37%)

]C005-123J01 v3.0
Ha3cBWTe 3TOT HOMep NpK 0BPELLEHMN B TEXHUHECKYH N0 LAEPHKKY.

PKI
MpunomeHWA . ] AT PIN-
P 3allWWeHHBIR 4OCTYN K pecypcam s I

rocrt

Luposan noanuces @ CmennTs PIN-kog

Homep mogenn

aCcTROMKK 9

EpPEKNUNTECA B paw
AMWHACTpaTOPA

PucyHok 5 - OcHosHoe okHo Eanroro Knnenta JaCarta B pexume r10/i6308atesis
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OcHOBHOE OKHO COAEepPXUT cnegyrumne obnactu:

O6nactb png oTobpaXkeHMs NOACOEANHEHHbIX K KOMMbIOTEPY 31EKTPOHHbIX K/OYEN.

Ecnu k komnbtoTepy nonb3osatens EantHoro Knuenta JaCarta He noacoeguHeH HU O4MH
3N1EKTPOHHbIM K04, TO faHHas 0bnactb nycTa.

Ecnu nofcoeaMHEHO HECKOBbKO 3NEKTPOHHbIX KNKOYEH, TO Anst paboTbl C KOHKPETHBIM
KJTIOUOM LLLENTIKHUTE 3HAYOK HY)XXKHOrO K/1t04a, Nocsie Yyero B 06nactu 4 6ynyT oTobpakeHsl
€ro OCHOBHble CBOWCTBA.

Bua 3Hauka, 0603HavaloWMM NOAKNOYEHHbIA 3NEKTPOHHbIN KNHOY pa3nyaeTcs B 3aBUCU-
MOCTM OT TMNa Ktoya. MepeyeHb 3HA4YKOB NpuBeaeH B NpunoxeHun A Ha cTp. 50

0O6nactb CoaepPXUT KHOMKK:

- KHOMKa [/15 BbI30Ba OKHa HacTpoek nporpammsbl. OnucaxHue
paboTbl C HAaCTpoMKaMu NpuBeaeHo B fokymeHTe "Eaunbin Knunent JaCarta 2.12. PykoBoa-
CTBO agMMHMCTpaTopa ana macOS’;

MNepekNeYNTLELR B pEHUM

aLMUHWCTpaTopa

- KHonka ang nepekntoyeHuns EomHoro Knuenra JaCarta B pe-
XXMM afiMMHUCTpaTOpa

3A0 "Anapaun P.A." 1995-2019 r.

OTKpbIBaET OKHO CO CBeAeHUsMU 0 nporpamme EamHbiin Knuert JaCarta

O6nactb gna oTobpaxkeHunst MHGOPMaLMK O BbIBpAaHHOM 31EKTPOHHOM KJTH04€E M KHOMOK
ynpaenenus PIN-kogamu nonbsosatens n PIN-kogaMum noanmucy NpunoXXeHuin 3neKTpoH-

HOTO KJ1to4a.

OCHOBHOE OKHO B peXmme 3AMUHUCTPATOPa

BuAa 0CHOBHOrO OKHA B peXXMMe agMUHUCTpaTOpa NPUBELEH HA PUCYHKE HUXKE:

HacTpoikin 9

) MepekniouMTECA B pes
nofk3oBaTens

EawHbIi KnneHT JaCarta

EanHbin KnneHTt JaCarta

JaCarta
J WHpopmaLmns o TokeHs W

WNHdropMauma o cHUTEIBaTe Ne
HazBaHWe cHNTRIBaTENA
WHcpopMaLma o TokeHe
HassaHue

Aladdin R.D. JaCarta [SCR Interface] (000000000000) 00 €

JaCarta PKI

Homep mogenn JC000-5w3.0
CepWilHEIA HoMEp CAALl8443
0bwan NamaTe 20 Kb
CeobogHan namATe 52 Kb (65%)
JaTa nponssogcTea 2018-01-10
WHdpopMaLua o npunoxeHun PKI

AnnneT PKI

Vma JaCarta
CepWAHLIA HOMED NPUNCHKEHWUA 4E46001258514C4E
CeobogHanA NamMaTe 53878 BalT
OnuHa PIN-Koaa [4..18]
PIM-kog YcTaHoBneH
MakKc. KonM4ecTBO NonelTok PIN-koga 10
OcTanock NnonelTok BBogda PIN-koga 10

OnuHa PIN-Ko8a afAMUHICTPaTopa [4..16]

Makc. MonkeITOK BEOAE

PIN-ko4a agMWHWCTpaTopa
JcTanock NonsITOK BBOLOE
PIN-koQa agMUHUCTpaTOpa

15

15

| 2

Pucyrok 6 — OcHoBHoe okHo EanHoro Knnenta JaCarta B pexmume aamMuHncTparopa

PykoBoacTBO nonb3oBaTens 41 onepaLmoHHbIX cMcTeM cemencTea Linux
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OCHOBHOE OKHO B pexuMme agMUHUCTPAaTopa COA4EPXUT cheayouwme obnactu:

O6nactb png oTobpaXkeHMs NOACOEAUHEHHbIX K KOMMbIOTEPY 3NEKTPOHHbIX K/OYEN.

Ecnu k komnbtoTepy nonb3osatens EantHoro Knuenta JaCarta He noacoeguHeH HU O4MH
3N1EKTPOHHbIN K04, TO faHHas obnacTtb nycTa.

Ecnm nopgcoeanHeHO HECKOMbKO SNNIEKTPOHHbIX KtoYen, To ans pa60TbI C KOHKPETHbIM
KNMHYOM LWENKHUTE 3HAYOK HY>XXHOIO K/1Ko4a, noc/ie 4yero B obnactun 4 6y,D,ET 0T06pa)KEH
MOJIHbIM CMMCOK ero CBOMCTB.

Bua 3Hauka, 0603HavaloWMM NOAKNOYEHHbIA 3NEKTPOHHbIN KNHOY pa3nyaeTcs B 3aBUCU-
MOCTM OT TMNa Ktoya. MepeyeHb 3HA4YKOB NpuBeaeH B NpunoxeHun A Ha cTp. 50

0O6nactb CoaepPXUT KHOMKK:

— KHOMKa An4 Bbl30Ba OKHa HAaCTPOEK NpOorpamMmmsl.

O MNepekNio4YWTLCA B pPEHAM
% nonb30cBaTena
- KHOMKa Ang nepekntovenmns EomHoro Knuenta JaCarta B pe-

XWUM NMoNb30BaTeNA

OTkpbIBaeT OKHO €O cBeaeHusMU o nporpamme Eamnbin Knunent JaCarta (cm. n. 4.4 "MNepe-
K/TIOUEHME MEXAY pexMMamn”)

O6nacTb ynpaBneHmns 3NeKTPOHHBIM KJIKO4OM, BbiOpaHHbIM B 061actu 1.

B pexuMe aAMUHUCTPAaToOpa AaHHAA obnactb npeancTaBseHa B BUAOe HECKOJIbKMX BKaAoK:

- Ha Bknagke "MIHpopMaums o TokeHe" oTobpaxaeTcs MHPOPMaLMS O CYUMTbIBATENE, UH-
dopMauna 06 3NeKTPOHHOM KtoUe U NPUNOXKEHUSX HA INEKTPOHHOM KJHo4Ye (CM. pucy-
HOK 6):

— Ha BK/NlagKe C HAMMEHOBaHMEM NPUNTOXEHUA O0CTYNMHblI onepauun C OaHHbIM NpUNoXe-
HMEM n 0bbekTamu, XPaHAWNMMUCA B NAMATU NEKTPOHHOTO K/to4a. [ns kaxporo npwuno-
XeHna npeayCcMoTpeHa oTaeibHaa BKNaakKa.

Ha pucyHke 6 3neKTPOHHbIV KNHOY COAEPXKMUT eAnHCTBEHHOE npunoxeHue PKI, nostomy
[aHHas 06nacTb cogepkuT BKNaaky "MHpopMauma o TokeHe" u Bknaaky "PKI" gnga ynpas-
nexus npunoxxenvem PKI n o6bekTaMmu B 3TOM NPUIOXKEHUM.
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4.4 [lpocMOTp CBeeHNI O NporpaMme

» Ana npocMoTpa cBeaeHUi o nporpamMe EanHbli KnuenT JaCarta:

1. B OCHOBHOM OKHe nporpaMmMbl HaXKMUTE KHOMKY C IOFTOTUNOM KOMNAaHMKN B BEPXHEM NMPaBOM yrny

Ana,q.quﬂj“
. bynet otobpaxeHo OKHO CO CBeAEHUSAMU O BEPCUMM NMPOrPaMMbl U KOHTaKTaMM TeXNoa-

LEPXKKU:
OcHoBHLIE
NorvposaHwe

Cpenosee e EavHbI Knnent JaCart

Bepcun 2.12.2 Chopka 2242

TexHudeckan nogonoep>xkKa.:
+7 (495) 223-0001 (MHOroKaHanbHEIRA)
www. aladdin-rd.ru/supportitickets/create

BHuUMaHWe!

[aHHaA NporpaMma 23Kl eHa 38KoHoM o 8B TopCcKUK Npaeax Ajfe
cornaweHnaMu, HesakoHHOe BOCMpOW3BedeHne Wunn pacnpocTp:
nporpammel U/unm niobol e HYacTW BNeY&T rpamiaHCKyo, a8 aMAH
YrONOBHYID OTBETCTBEHHOCTE B COOTBETCTBWN C 383KOHO4aTeNbC
Defepaun.

© 1995 - 2019, 3A0 "AnagawH P.[." Bce npaea 3aWjWUeHsbl

PucyHok 7 - MH@popmaunoHHoe okHo «O riporpammes

2. Haxmute kHonky "OK" png 3akpbITUs OKHa.

4.5 3aBepleHune paboTbl NporpaMmmbl

» Ona 3aBepweHns paboTbl MporpamMmmbi:

e AktuBMpYIiTE KOMaHAY "BbIiTn" B MeHt0 BGbicTporo 3anycka EamHoro Knuenta JaCarta (cM. pucyHok 3).

Pabota EgnHoro Knunenta JaCarta 6ypet 3aBeplueHa. 3Ha4oK & nepecTaHeT oTobpaxkaTbCs B NaHenu
ynpaBneHus.
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5. PaboTa B nporpamMmme B peHuMe Nnosib3oBaTeNns

B pexume nonb3osatens EanmHoro KnunenTa JaCarta pocTynHbl cnegylowye onepaumm ¢ 3S1eKTPOHHbIMM
K/Nt0YaMuU Ans He3abNOKMPOBAHHbBIX NPUTOXKEHWIA:

e  NpOCMOTP MHPOPMALMM 00 3NEKTPOHHOM KITHOYE;
®  UM3MEHeHWe MeTKM (NMepeMMeHOBAHUE) INEKTPOHHOIO K/0Ya;
e u3MeHeHue PIN-kopa nonb3oBaTens;

e  YCTaHOBKa, U3MeHeHue, pa3bniokmpoBaHune PIN-koma noanucu (ans 3NeKTPOHHbIX KJUEN C Npunoxe-
Huem FOCT ¢ annnetom KpuntotokeH 2 3MM).

5.1 MpocMoTp nHbopMaLum 06 3NeKTPOHHOM Kntoye

Ilnsa npocmoTpa nHdopmMaummn 06 3neKTPOHHOM Ktoue ¢ nomolbio EanHoro KnunexTa JaCarta He Tpebyetcs
aBTOPM3aLMS HA 3IEKTPOHHOM KJTHOYeE.

» Ona npocMoTpa MHbopMaLumn 06 3NeKTPOHHOM Kitloue:

1. 3anyctute Eannbint Knuent JaCarta u noaknoumTe 31eKTPOHHbIN KoY K pasbemy USB mnm cumtbiBa-
TeN0 CMapT-KapT KoMMbioTepa.

2. WHbopMauus 06 31eKTPOHHOM KAtode GyaeT oTo6paxeHa B OCHOBHOM OKHE HEMEAIEHHO, BbIMO/He-
HUS BOMONHUTENbHBIX LEACTBUIA He TpeByeTca. EC NoaKIUYEHO HECKONbKO 3MIEKTPOHHBIM KITHOUEH,
TO BbIGEPUTE 3HAUOK HYXKHOrO K/to4a B 06nacTu ciesa:

EAMHBIA KnueHT JacCarta - O x
EavHbin KnueHT JaCarta Ana.q“ Anu)"“

Ivanov

HazeaHwne JaCarta-2 PKrocTt

CepWAHEIA Homep  15BCCADO

Obbem naMaATK 80 Kb

CeobonHoi namaTk 19 K6 (24%)

JC207-12.F27 v4.0
HazoewWTe 3TOT HOMep Mpu 0BpaLLEeHIN B TEXHUHECKYHO MO0 08PMKY.

PKI
MpunoxeHns - “MEHWTE PIN-
P Sal MWL EHHEIA O0CcTYN K pecypcam RIS FEEOE
roct CMeHWTE PIN-kKo g
Lwndposan nognucs

Homep mogenwn

CmeHWUTe PIN-KoO nognuncK

acTpoMKn

MepekNoUNTECA B PEMMUM
AMWHMCTPaTOpa

PucyHok 8 — MH@opmaums o BbIEPaHHOM 3/1EKTPOHHOM K/IHOYE B PEXMME 10/1b30BATENS
[lng BbIGpaHHOrO KNOYA B pexmMe Nonb3oBaTens oTobpaxaercs cneayowas MHbopMaums:
— "HasBaHwue" - Ha3BaHME MOAENM 3NEKTPOHHOIO K/0Ya;
—  "CepuiiHbili HOMep" — CepUiHbIA HOMEp 31IEKTPOHHOTO K/HYa;
— "O6bem namMatU” — NOMHbIA 06BEM NAMATU 3NEKTPOHHOIO KIHYa;

— "CBoboaHoM namatn" — 06bEM CBOOOAHOM NAMSATU NEKTPOHHOIO K043,
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—  "Homep mMopenu" — HoMep Moaenu BbIbpaHHOro ktoya. B cnyyae Bo3HMKHOBEHMS npobnem npu
MCNOMb30BaHMM MOJb30BaTe b JOMKEH COOBLWUTL ITOT HOMEP B CIYXOY TEXHMYECKOM noa-
LepXKK;

—  "TlpunoxeHuna" - nepeyeHb NPUNOXKEHWUIA, YCTAHOBNEHHbIX B NaMATU SNEKTPOHHOrO Kitoya. lNep-
BbIM B CNMUCKE OTOBPaXKaeTcs MpUOPUTETHOE Ha JAHHOM KJTHOUE MPUIOXKEHME.

3. 3akpowTe ocHoBHOe okHO EgunHoro Knuenta JaCarta HaxkaTtmem KHOMKKM "3aKpbiTb” B 1IEBOM BEPXHEM

yrny.
5.2 I3MeHeHWe MeTKM (NeperMeHOBaHNE) 3NEKTPOHHOMO KoYa

[ng n3mMeHeHns MeTKM 3NeKTPOHHOr0 K/toya ¢ noMoulbio EauHoro Knuenta JaCarta Tpebyetca aBTopmsa-
LMa Ha 3NIeKTPOHHOM Kitove ¢ npeabsineHmMem PIN-koga nonb3osaTtens.
» Ins U3MEeHEHMs MeTKMU 3NeKTPOHHOTrO Kitoua:

1. 3anyctute EpmHbit KnueHT JaCarta v nofkntoumnTe 3NEKTPOHHBIN KoY K pazbemMy USB nnm cumntbiBa-
TeNo cMapT-KapT KoMnbloTepa. Ecim noaknoyeHo HECKONbKO 3NEKTPOHHbIX KNHOYeH, TO BbibepuTe
3HAYOK HYXXHOTO Kto4a B obnactu cnesa.

2. AxTmBMpy#Te KOMaHay "llepeMMeHOBaTb TOKEH" B KOHTEKCTHOM MEHK BblOpaHHOro 3Hauka. byget
0T06paXKEeHO 0JHOMMEHHOE OKHO:

EawvHBIA KnueHT JaCarta - 0O x
EanHbin KnueHt JaCarta Anagf J:lmf)“

Ivanov

W nepemenceare rocen iy

CepMﬁHuikmep 15BCCADOD

Obbem namaTw 80 Kb

CeobogHoi namaT 21 Kb (26%)

JC207-12.F27 v4.0
HazoBWTe 3TOT HOMep Npw 0BpaELLEHMN B TEXHWHECKYH NOO0EPMKY .

PKI
MpwunoxeHna " “MEHWTE PIN-
P SaWnWeHHEIR 0OCTYN K pecypcamM e
T OCT CMeHWTE PIN-KoL,
Lndposas nognuce

Homep mogenun

Tekywmia PIN-ko 4 none3oBaTenA
|eccccsee | &b
HacTpoikn
HEDEKJ'HO'-MTI:-CH B pexum
ajmunncTpatopa CepWiHeIil HoMep
Hosoe uma
|Petrov1 |
n OTMeHa

Pucyrok 9 - Bbi30B 0kHa "TlepenmeHoBaTs TOKEH " B PEXUME 10/1b30BATENIS

3. B okHe "TlepenMeHOBaTb TOKEH" 3aNONHUTE NONS:

— B none "Tekywwii PIN-kog nonb3osatens” BBeante PIN-kon nonb3osatens. Ecin Ha 3neKTpOHHOM
K/lI0Ye YCTaHOB/IEHO HECKO/BbKO NPUA0XeHUI, To BBeauTe PIN-Kom npunoxeHus, KoTopoe sBns-
€TCS MPUOPUTETHBIM — 3TO NPUNOXKEHWE 0TODPaXKAETCs NePBbIM B CMUCKE YCTAHOBEHHbIX NMPU0-
XXEHWUIA B OCHOBHOM OKHE;
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— B none "Hooe nMa" BBeAMTE HOBOE MMS 3/IEKTPOHHOIO KJtoua.

4. Haxmute kHonky "OK". B cnyyae ycnewHowm aBTopusaLmmn Ha 31eKTPOHHOM KJTK4e ero ums byaer mns-

MEHEHO:
EawvHBIA KnueHT JaCarta - 0O x
EanHbin KnueHt JaCarta Anagf J:lmf)“

I Petrov

HazeaHwe JaCarta-2 PKITOCT

CepWiHLIil Homep  15BCCADO

Obbem namaTw 80 Kb

CeobogHoi namaTk 21 Kb (26%)

JC207-12.F27 v4.0

Homep mogenun
HazoBuTe 3TOT HOMep MpK oBpaleH B TEXHWHECKYH NoL 0epMKY.

PKI
SalWMWLEeHHEIR 0OCTYN K pPECYpCamM

rocr CMeHWTE PIN-ko L
Lundposas nognuce

MpwunoxeHna CMeHWTbL PIN-Kog

CMeHWNTE PIN-KO O nognMcia

CTPONKN

MepeKNOYNTEER B PEMUM
MWUHMCTpaTopa

PucyHok 10 — OCHOBHOE OKHO B PEXMME [10/1b30BATENS. VIMS KITH0Y4a M3IMEHEHO

5.3 W3meHeHue PIN-Koaa nonb3oBaTtens

Onepauuns usmerneHus PIN-kona nonb3oBartens BbINOMHAETCS OTAENBHO AN KAKAOM0 MPpUIOXKeHUs, ycTa-
HOBNEHHOrO Ha 3/1IEKTPOHHOM KJ/t04Ye U AOCTYNHA TONbKO 419 He3ab/10KMPOBAHHOMO NMPUNOXKEHMUS C yCTa-
HoBneHHbIM PIN-kofoM nonb3osatens. [1ns BoinoNHEHWs onepaumnn TpebyeTcs npenbsBieHne TeKyLero
PIN-kona nonb3oBaTensi AAHHOIO MPUNOXKEHUS.

» Ona usmeHeHus PIN-kopa nonb3oBaTtens:

1. 3anyctute EanHbint Knuent JaCarta v noaknoumMTe 31eKTPOHHbIM Koy K pasbemy USB munm cuntbiBa-
TeN CMapT-KapT KoMnbloTepa. Eciv nofknoyeHo HECKOMBbKO 31IEKTPOHHBIX KoYel, To BbibepuTe
3HAYOK HYXXHOrO K/to4a B 0bnactu cnesa.
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Enunbit Knuent JaCarta 2.12 Bepcus pokymenTa: 1.0

2. B ocHoBHOM okHe EguHoro knueHTa JaCarta B pexxmme nosib3oBatenst HaxxMuTe KHOMky "CmMeHuTb PIN-
Ko4" Ang BbIOpAHHOrO NPUNOXeHMs (Ha CKPUHLLOTAxX HUXe npuseaeH npuMep cmenbl PIN-koaa npuno-

xeHnus PKIl):
EAWHBIA KnueHT JaCarta - 0O =
EavHbin KnneHTt JaCarta Anagf Am;)"

Ivanov

HazeaHwne JaCarta-2 PKIrOCT

CepWAHEIR Homep  1SBCCADO

Ofbem namaTn 20 Kb

CeobonHoi namaTn 21 Kb (26%)

JC207-12.F27 v4.0

Homep mogenn
HasoBwTe 3T0T HOMep NpW 0bpaLLeHn B TEXHUHECKYHO MO O 4epMHKY.

PKI
MpunoxeHna - “MEHI \-
I P SaWWWeHHEIA OocTynN K pecypcam SHEETE MR

rocTt

CMmeHnTE PIMN-ko g
Unpoeas nognce

CmeHnTe PIN-Kog nognnce

acTpOWKK

MepPEKNIYMTECA B PEMUM
AMWHWUCTpaTOPA

Pucyrok 11 - Bbi30B 0kHa "[lepenMeHOBaTs TOKEH " B PEXMME 10/1b30BATENS

3. bymert oTobpaxeHo okHO ans cMeHbl PIN-koga. 3anonHuTe nons B 0KHe cieaylowmmM 06pasom (cM. pu-
CyHoK 12):

— B none "Tekywuii PIN-koa" BBeaute PIN-kop nonb3oBaTens BbIOpaHHOro NpuioxeHus (B 4LaHHOM
npumepe npunoxenus PKIl);

— B none "Hosbili PIN-kon" BBeaute 3HavyeHmne HoBoro PIN-koga nosnb3oBaTens

[lpu 3a8aHmn Hooro PIN-ko4a pekoMeHayeTcs ucrnoib308arte OYkBbl TOSIbKO IATUHCKOIO an@asuTa
(@bc...z, ABC...2), ungppbi (123...0) u creycumsosbl (~/@#...). VMicrions3oBarnue npobesia u cuMBO/IOB
KUPUAINLbI HEAOMYCTUMO. MuHnmaibHas 4/mHa PIN-ko4a nosns3o8are/isi cocrasisier 6 CMMBOJIOB.
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Eamubin Knuent JaCarta 2.12 Bepcus pokymenTa: 1.0

— B none "Moateepantb PIN-kog nonb3oBatens” seeante 3HadeHne HoBoro PIN-koaa nonb3osartens

MOBTOPHO:
CMeHMTE PIN-Kop, X

TekylWw WA PIN-kog nons30BaTensA

eeeccsee | &%

HoBwll PIN-KoO None3oBaTensA

eeeccsee | &%

MogTeepauTh PIN-Ko4 Nonk3oBaTens

k

Pucyrok 12 — OkHo nsmeHenns PIN-ko4a nosns3osarens. 3HaqveHmns HoBoro PIN-koaa BBEAEHbI BEPHO

Hogoe 3HauyeHune PIN-koga nonb3oBatens He AO/MKHO COBMAAATh C ero TeKYLWMUM 3HaveHmeM. Ecau
3Ha4YeHUs CoBNAAAOT, TO ByneT oTobpaxeHo coobuieHne 06 3TOM M onepaumsa He byaeT npoaon-
XeHa (kHonka "OK" HeakTvBHa) [0 TeX Mop, Noka He byaeT BBeaeHo apyroe 3HayeHue PIN-koaa:

CmeHuTe PIN-kOg, x

TekylWw Wi PIN-Ko g NoNk30BaTannA

esccccee | &

Hoewld PIN-Kog None30BaTENA

‘eescceee | 4%

i\’ Hoewlid PIN coBNafasT ¢ TeKyL MM

MoaTeeponTe PIN-Ko4 Nnons3oceaTenn

-

PucyHok 13 - OkHo nameHenns PIN-koga nonb3osarens. 3Haqverme Hosoro PIN-koga coBrnaaaer ¢ rekywmm
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Eamubin Knuent JaCarta 2.12

3HaveHus, BBefeHHble B nong "Hoebit PIN-kog" 1 "Moateepantb PIN-koa nonb3oBaTens” foMKHbI
coBnagatb. Ecnv 3HaveHUs He coBnagatoT, To 6yaeT oTobpaxkeHo cooblieHne 06 3ToOM U onepa-
ums He Bypet npogomkeHa o Tex nop (kHonka "OK" HeakTMBHA) A0 Tex nop, noka He byaeT Bee-

AeHo gpyroe 3Havyenune PIN-kopa:

CmeHuT PIN-kog x

TekywWWiA PIN-ko 4 NonNs30BaTens

HoBwIiA PIN-KO L NoNb30BaTENA

MoATEepAnTE PIN-KoL Nons3oBaTenA

® FIN-kopf none3ocBaTens pasnvu4awToA

eeeccsee | b

escccsee | b

Bepcus pokymenTa: 1.0

Pucyrok 14 — OkHo usmeHenus PIN-ko4a nosns3osarens. 3HaqveHmns HoBoro PIN-koga He coBnagaror

Mo yMonuaHuio BBeLeHHble 3Ha4YeHnsa PIN-koaa nokasaHbl B CKpbITOM BUAE. YT06bI NOKa3aTth UX B

ABHOM BMAE HaXMUTE KHOMKY . Ons BO3BpalleHNAa K OTOGpa)KGHl/HO B CKPbITOM BMAE HaXMUTE

KHOMKY :

CmeHuTe PIN-kog, b4

Tekywnid PIN-Kog nonb3oeaTens

| 11111111 C=3

HoBwlA PIN-KoO NoNb30BaTENA

11111112 C=3

A

PucyHok 15 - OkHo nameHerns PIN-koga nonb3oBaress. OTOOpaxeHne 3Ha4eHnI o/1es B SBHOM Buae

4. Haxmute kHonky "OK". B cnyyae ycnewHow ayTeHTUdUKALMM B MPUNOXKEHUMN ITEKTPOHHOIO KKHOUa
PIN-kopa nonb3oBartens 6yaet USMeHeH:

PIN-kopg nonbL3oBaTensa U3MeHeH

v

PIN-ko 4 none3o0BaTenA yonelwHo N3MeHeH,

PucyHok 16 — OkHo "PIN-ko4a rno/1b308atens u3mMeHeH "

5. Haxmute kHonky "OK" B oKHe coobLeHns ans ero 3aKpbiTus.
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Eamubin Knuent JaCarta 2.12 Bepcus pokymenTa: 1.0

5.4 YctaHosKa PIN-Koga nognucm

Onepauus yctaHoBkM PIN-Koga noanucy BbINONHAETCS HAa 3NEKTPOHHbIX Kitovax ¢ npunoxermvem MNOCT u
annnetom KpuntotokeH 2 311 npu nony4YeHun 3nekTpoHHoro knto4a. PIN-koa noanucn Heobxopum ang
BbIMOSIHEHMUS OnepaLuin 3N1eKTPOHHOM NOAMUCH.

Onepauvm A0CTynHa TONbKO Ana H6386ﬂ0KMpOBaHHOFO NPUNOXEHUA. [ns BbINONHEHUS onepaunu Tpe6y-
€TCA NpeabaBiEHUE TEKYLLETO PIN-koaa nonb3oBartens AaHHOro NPUNOXEHUA.

Mocne ycraHoBku PIN-kopa noanucu goctynHa onepaums usmeHenus PIN-koga nognucm (cm. n. 5.5 "U3-
MeHeHue PIN-koga nognucu”).

PIN-koz noanucu 6710kupyeTcs nocie BBo4a HerpasuibHoro PIN-koga nognucu B Ko/m4ecTse pas,
[IDEBBILLAOLLYEE YKAZAHHOE B HACTPOMKAaX. L1 3a6/10kmpoBaHHoro PIN-koaa nognucy 4OCTynHa onepaums ero
paszbnokmupoBarus (cm. . 5.6 "Pazbnokuposarne PIN-koga nogrvcm’).

» Onsa yctaHoBku PIN-kKopa nognucu:

1. 3anyctute EanHbint Knuent JaCarta v noaknoumTe 31eKTPOHHbIM Koy ¢ npunoxenuem FOCT ¢ annne-
ToM KpuntotokeH 2 3M k pasbemy USB unu cuntbiBaTento cMapT-kapT KomnbloTepa. Ecam nogknioyeHo
HECKO/IbKO 3/IEKTPOHHbIX K/OYel, TO BbIGEpUTE 3HAYOK HYXXHOIO K/tova B 061acTy cnesa.

2. B ocHoBHOM okHe EguHoro knueHTa JaCarta B pexxmme nosib30BaTeNst HAXXMUTE KHOMKY "YCTaHOBUTb
PIN-kop nognucun” ansa npunoxenus NOCT:

EguHBIA KnueHT JaCarta - 0 x

EauHbIi KnueHT JaCarta m@»

JaCarta-2 roCT

Hassauwme JaCarta PKITOCT
CepviHein Homep  9D6844A4
Obbem NamaTH 80 Kb

CeoboaHoi namaT 29 K6 (37%)

JC005-123)J01 v3.0
HaszoeuTe 3TOT HOMEpP NpU OﬁpaI-I-I.EHHH B TexHWHeCKYH NOAASPHKKY.

PKI
MNpunoXeHA . T
P 3alMILEHHEIR JOCTYN K pecypcam CueHMTE PIN-K04

rocr
3nexTpoHHaA NogNncL

Homep mogenn

CMmeHnTe PIN-KO O

YecranoeuTe PIN-Kog nognucu

HacTpoikm

! MNepexknwYUTEER B pex
aAMHHHCTpaTOpa

PucyHok 17 - Egunbiii Knnent JaCarta. [n1aBHoe okHO
3. bypet otobpaxeHo OKHO Ans yctaHoBkM PIN-koga nognucu. 3anonHMTe Nons B OKHE cnefyowmMm o6-
pa3oMm (cM. pucyHok 18):
— B none "Tekywwui PIN-koa" BBegute PIN-kop nonb3oBaTens BbIOpaHHOro NpuioxeHus (B 4LAHHOM
npumepe npunoxeHunsa MOCT);

— B none "YctaHoButb PIN-kog noanucu” BBeguTe 3HayeHne Hosoro PIN-koga nognucy;
llpm 3agaHmm HoBoro PIN-kofa pekoMerayeTcsa Mcroib308ate ByKBbI TO/IbKO IATUHCKOIO a/i@asnTa
(abc...z, ABC...2), ungpsi (123...0) u cneycumsonel (~!@#...). Micnionb3o8arHme npobena u cumMBo/IoB
KUPHWINLIbI HEAOMYCTUMO. MuHuManbHas anmHa PIN-ko4a no/ib308atens COCTaBA[eT 6 CMMBOJIOB.
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Eamubin Knuent JaCarta 2.12 Bepcus pokymenTa: 1.0

— B none "Mogreepantb PIN-kop noanucn” BBeaute 3HaveHme Hoeoro PIN-koaa noanmcu no-
BTOPHO. [1pn 3TOM 3Ha4eHus, BBeaeHHble B nong " YctaHoButb PIN-koa nognucn” u "Moateepantb
PIN-kog nognucun” ponxkHbl coBnagatb. Ecnn 3HaveHns He coBnagatoT, To Byaet oTobpaxkeHo co-
obuweHne 06 3TOM M onepaums He ByaeT NpoAo/KEHA A0 TeX Nop, NoKa He byaeT BBeAEHO ApY-
roe 3HayeHue PIN-koga.

Mo YMONYaHUIKO BBEAEHHbIE 3HAYEHUA PIN-koga nokasaHbl B CKpbITOM BMAE. Ytobbl NOKa3aTb UX B AB-

HOM BUOE HAXMUTE KHOMKY . Ona BO3BpalWlEHNA K OT06pa)KeHM}O B CKpbITOM BMNAE HAaXMUTE

KHOMKY .
YcranoewnTe PIN-Kog nognucu X

PIN-KD 4 Nofb30BaTEnA

esccceee o4

YeTaHoeuTe PIN-Ko O noanmcK

essceeee e d

MogTeeponTe PIN-KoO nognncn

PucyHok 18 - OkHo ycraHosku PIN-koda nognmcn. 3Haq4eHns PIN-ko4a BBEAEHbI BEPHO

4. Haxmute kHonky "OK". B cnyyae ycnewHom ayTeHTUPUKALMM B MPUNOXKEHUM NEKTPOHHOIO K/to4a
PIN-kopa noanucu byaet yctaHosneH. Ha akpaHe nossuTca coobuieHne 06 aTom:

PIN-Kog nognucy

PIMN-KO O NOAMNMCK YCMELWHO NPOoUUMAaNMIMpOEaH.

Pucyrok 19 - EquHbii KnueHt JaCarta. OkHo "PIN-koaa mognvcy npomHuumam3o8aH "

5. HaxmuTte kHonky "OK" B okHe coobLieHus.

5.5 W3meHeHue PIN-Koga nognuncm

Onepauus usmeHermsa PIN-koga noanncK BbINOMHAETCS HA 3/1IEKTPOHHBIX KkoYax ¢ npunoxeHmem MOCT u
annnetom KpuntotokeH 2 3l ¢ yctaHoBneHHbIM PIN-koaa nognucu. Onepaums AOCTYMHA TONbKO Ans He3a-
610KMpPOBAHHOrO NpunoxeHus. [lns BoinonHeHns onepaummn nsmerHernus PIN-koga nognucu Tpebyetcs
npenbsasnexHue Tekywero PIN-koaa nosib3oBaTenst 4aHHOIO NPUIOXKEHUS.

» Ona usmeHeHunsa PIN-kona noanucu:

1. 3anyctute EauHbiit Knuent JaCarta u noaknoumTe 3NeKTPOHHbIM KoY ¢ npunoxenuem FOCT c annne-
ToM KpuntotokeH 2 31 k pa3bemy USB unu cuntbiBaTento cMapT-kapT KomnbloTepa. Ecnm nogknioyeHo
HECKO/bKO 3/1eKTPOHHbIX KIHOUel, TO BbiDepUTe 3HAUOK HYXXHOrO K/4Ya B 0bnactu cnesa.
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Enunbit Knuent JaCarta 2.12 Bepcus pokymenTa: 1.0

2. B ocHoBHOM okHe EpuHoro knvenTa JaCarta B pexxume nonb3oBatens Haxmute kHonky "CmenuTb PIN-
kon nognucu” pnsa npunoxenus NOCT:

EpuHbIi KnueHT JaCarta - 0 x
EanHbIi KnneHT JaCarta m‘\ )™

JaCarta-2 NroCT

HassaHwe JaCarta PKITOCT
CepuitHelit HoMep  9D6844A4
Ofem NamATH 80 Kb
CeoboaHoR NnaMATKH 29 K6 (37%)

JC005-123)J01 v3.0

Homep mogenn
HazosuTe 3TOT HoMep Npw obpalleHny B TeXHUHECKYH N0 4 4epMKKY.

PKI

NpunoxeHna -
3aWMLeHHbIA A0CTYN K pecypcam

CMeHUTE PIN-Ko4

rocrt

CmeHnTs PIN-Ko O
3NexTPOHHAaR Noannce

CMeHWTE PIN-KO 4 NOANWCH

LAV

HacTponku

! MepexnounTECA B pem
) apMUHMCTpaTopa

PucyHok 20 - Eannbii Knnent JaCarta. [nasHoe okHo

3. bypet otobpaxeHo okHO ans u3aMeHeHusa PIN-koga nognucu. 3anofiHUTe NOAs B OKHE CNeayrowmM ob-
pa3oMm (CM. pucyHok 21):

— B none "Tekywuii PIN-kon" BBeaute PIN-kop nonb3oBaTens BbIOpaHHOro NpuioxeHus (B 4LaHHOM
npumepe npunoxenuns MOCT);

— B none "Tekywwi PIN-kon nognucu” eeeamte PIN-koga noanucu;

— B none "Hoebii PIN-koa noanucun”’ Beeaute 3HaveHue Hosoro PIN-kopga noanucu. MNpu 3T7oM Ho-
Boe 3HaveHue PIN-koaa noanumcK He A0MKHO COBMAAaTh C ero TeKywwmM 3HayeHneM. Ecnm 3Have-
HMS COBMaAatoT, To ByaeT oTobpaxeHo cooblyeHre 06 3TOM 1 onepauus He 6yaeT NPoAoIKeHa
[0 Tex nop, Noka He byneT BBefeHo Apyroe 3HaveHue PIN-koaa.

[lpu 3a0aHmm HoBoro PIN-ko4a pekomeHayercs ncrosib30Bare OyKBbl TO/ILKO 1TMHCKOIo a/ipasuTa
(abc...z, ABC...2), ungpsi (123...0) u cneycumsosel (~1@#...). Micriosib308aHme npobesia 1 cuMBOJIOB
KUpMInLbl HeZomyctumo. MuHumanbHas 4mmHa PIN-koga noss308arens cocraBiser 6 CHMBOJIOB.

— B none "Mogreepantb PIN-kop noanucn” BBegute 3HaveHme Hoeoro PIN-koaa nognucu no-
BTOpHO. [1pn 3TOM 3Ha4eHus, BBeaeHHble B nons " Hosbit PIN-kog nognucun” v "Moateepauts
PIN-kon noanucu” pomxkHbl coBnagatb. Ecnu 3HayeHns He coBnapatoT, To ByaeTt oTobpaxeHo co-
obuweHne 06 3TOM 1 onepaums He ByaeT NpoAo/MKeHa A0 TeX Nop, Noka He byaeT BBeAEHO ApY-
roe 3HayeHue PIN-koga.
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Eamubin Knuent JaCarta 2.12 Bepcus pokymenTa: 1.0

Mo ymonyaHuio BBeaeHHble 3Ha4YeHUs PIN-koga nokasaHbl B CKpbITOM BUAeE. YTo6bl NOKa3aTh UX B SB-

HOM BUAE HAXKMUTE KHOMKY . [lna Bo3BpaLlleHns K 0TOBPaXEeHUIO B CKPbITOM BUAE HAXKMUTE

KHOMKY .
Hosuii PIN-kog nognuck X

PIM-ko 4 None3o0BaTens

Tekywwid PIN-Ko 4 nognnucu
20000000

Hogeklid PIN-K0,0 nognucK

eeeco0ee IH
MogTeepanTe PIN-KoO nognnck

Pucyrok 21 - OkHo nsmerenns PIN-koga nogmicu. 3Haverns PIN-kosa BBEAeHbI BEpHO

4. Haxmute kHonky "OK". B cnyyae ycnewHom ayTeHTUPUKALMM B MPUNOXKEHUMN SNEKTPOHHOIO K/to4a
PIN-kopa noanucu 6ypet yctaHoBneH. Ha akpaHe nossuTca coobuweHme 06 3ToM:

PIN-kog moannucn UameHeH

v PIMN-KO 4 NOANWCK YCNELWHD M3MEHEH.

PucyHok 22 - Eamnnbiii Knnent JaCarta. OkHo "PIN-koga noamucy ycraHoBieH "

5. Haxmute kHonky "OK" B oKHe co0bLeHMs A9 ero 3aKpbiTus.

5.6 Pa3bnokmposaHue PIN-Koga noannucu

Onepauus pasbnokuposaHus PIN-koaa noanucy BbIMOMHAETCS HA 3NEKTPOHHbIX KOYax C NPUSIOKEHWEM
FOCT c annnetom KpuntoTokeH 2 3I1 n 3a6noknpoBaHHbiM PIN-kogom noanmcu. Onepaums focTynHa
TOMBbKO 47151 HE3ab/10KMPOBAHHOIO MPUIOXEHMUS.

B pe3ynbrare pazbnokuposarmna PIN-koaa noanucu npomMcxoquT cOpoc CHETYMKA HEBEPHbIX 10MbITOK BBOAA
PIN-koza, 3HavyeHme PIN-koga noanucy ripu 3ToM He U3MEHSETCS.

[ins BbinonHeHWs onepauun pasbnokuposanus PIN-kopa nognucu Tpebyetcs npeabssneHme PUK-kopa
[LAHHOTO NPWIOXEHMS 3NeKTPOHHOrO Ktoya. MHdopmaumsa 06 yctaHoeke PUK-koaa oTobpaxaercs B oc-
HOBHOM okHe EanHoro KnueHTa JaCarta B pexxume agMuHucTpaTopa (cm. n. 6 "PaboTa B nporpamme B pe-
XUMe agMuHucTpartopa”).

Ecnu PUK-kop, He ycTaHOBNEH, TO BO3MOXEH BapuaHT pa3zbnokuposaHus PIN-koaa noanmcu ¢ ucnonb3oBa-
HMeM MexaHM3Ma "3anpoc-oTeeT'. B 3TOM cnyyae noTpebyeTcs yyacTve B npoueasype agMUHUCTPATOpa
6e30nacHoOCTU.

Mocne pasbnokupoBaHus PIN-koga noanucu goctynHa onepauus nsmeHeHus PIN-koga nognmcu
(cM. n. 5.5 "M3ameHeHue PIN-kopa noanucu’).

» Ona pas6bnokupoBaHua PIN-koga noanucu ¢ npeavasnenmem PUK-kopa:

1. 3anyctute Eaunbint Knuent JaCarta v noaknoumTte 31eKTPOHHbIM Koy ¢ npunoxennem FOCT ¢ annne-
ToM KpuntotokeH 2 3l k pasbeMy USB nnu cuntbiBaTento cMapT-KapT KOMNbloTepa. Ecam noaknoyeHo
HECKO/IbKO 3/IEKTPOHHbIX K/HOYel, TO BbIGepUTe 3HA4YOK HYXXHOrO Kto4ya B 06nacTu cnesa.
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Enunbit Knuent JaCarta 2.12 Bepcus pokymenTa: 1.0

2. B ocHoBHOM okHe EguHoro knuenTa JaCarta B pexxume nonb3oBatens Haxmute kHonky "Pasbnokumpo-
BaTb PIN-kop noanucn” ons npunoxernsa FOCT:

EAWHBIA KnueHT JaCarta - 0O =

EqnHbin KnueHT JaCarta m@"

Ivanov

HazeaHwe JaCarta-2 PKITOCT

CepWiHLIR Homep  1SBCCADO

Obkem namaTn 80 Kb

CeobogHoi namATk 22 Kb (27%)

JC207-12.F27 v4.0

Homep mogenn
Ha3o0BUTE 3TOT HOMEp MpK 0BpalleHUn B TeXHUHECKYHD NOOOSPMHKY.

PKI

MprnoxeHWA "
3alW MW eHHEIR JocTyN K pecypcamM

CMeHWTE PIN-kKo g

rocrt

HM¢pOEaﬂ noancs CMeHWnTe PIN-kKog

PEEEJ‘IOFII.-'IDOBBTI:- PIM-ko 0 nogrc

HacTpoikn

MepekNoUUTECR B PEXMUM
agMUHWCTpaTopa

Pucyrok 23 - Egunbii Knnent JaCarta. [nasHoe okHO

3. bypet oToBpaxkeHO CTapTOBOE OKHO MacTepa pa3bnokmnpoBaHua PIN-koga nognucu. Beibepute cnocob
pa3bnokupoBaHuMa "Mcnonb3oBatb PUK-koa":

MacTep paz6nokupoeaHua PIN-koga X

Cnocob paszbnokupoBanuna PIN-koga
BribepuTe cnocob pazbnokwpoBanwa PIN-kona.

0O VcnonesoeaTe PUK-KoA
PasbnokupoBaTs PIN-kog ¢ nomowsio PUK-koga

2anpoc-0TBET

ro TokeHa pasbnokuposaHne PIN-Ko4a No BpeMeHi
HEeLOCTYMHO

Oanee = OTMmeHa

Pucyrok 24 — Macrep paz6nokmuposarmns PIN-koga nognvcu. Beibop criocoba pa3bnokuposanmns "Mcronssosares PUK-koq”
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Eamubin Knuent JaCarta 2.12 Bepcus pokymenTa: 1.0

4. Haxmure kHonky "Janee”. bynet otobpaxkeHO OKHO MacTepa pa3bnokmpoBaHua PIN-koga nognucu
ans Beoga PUK-kopa npunoxenus. B none "PUK-kon" BBeamTe 3HavyeHne PUK-koaa. 3Havernme PUK-
Kon no ymonyanuio ans npunoxenmsa NOCT — 0987654321.

[pu npeBbiLeHnn LOMYCTUMOro KOIMYECTBA HEBEPHBIX MOMbITOK BBOAA PUK-koa 6/10kmpyercs.
Pazbnokuposanne PUK-koga cpeacreamu Eanroro kameHta JaCarta He npegycmoTpeHo. s
pazbnokuposanmns PUK-koga o6paturecs Kk aamMuHUCTParopy 6€30nacHoCTy.

MacTep pazbnokupoearHna PIN-koga x

PasbnoknpoBaHue PIN-koga ¢ noMowkio PUK-kona
BeeowuTe PUK-KO L4

PUK-koLg
eescscccee | &%

@ OcTanock NoMkITOK 10

PazbnokupoeaTe OTmeHa

Al

Pucyrok 25 - Macrep paz6nokuposarus PIN-koga nognucu. Beog PUK-kosa

5. Haxmure kHonky "Pa3bnokuposatb”. B cnyyae BBoga BepHoro PUK-koaa 6yaeT BbiNoSHEHO pa3bioku-
poBaHue PIN-koga nognucu. MHpopMaums ob 3ToM ByaeT oTobpaXkeHa B 3aKNIOUYUTENIbBHOM OKHE Ma-
cTepa pa3bnokMpoBaHuUs:

MacTep paz6nokupoeaHis PIN-koga x

Pa3zbnokuwpoBaHue PIN-koga
Pe3yneTaThl pazbnoknpoeaHvAa PIN-KoOa NpUBEe4eHEl B OTHETE

OT4eT:

PasbnokuposaHue PIN-koga
ObHoBNEHWe NapameTpos
+ PasbnokumpoeaHue PIMN-koga beuno yenewHo BeinonHeHo

A

PucyHok 26 - Macrep pa3bnokuposarms PIN-koga nogmucu. MH@opmaums o6 ycrnewwHom pa3bokupoBaHmm

6. HaxmuTe KHONKY "3aBeplmnTb”, YTOObI 3aKPbITb OKHO MacTepa pa3bioKMpoBaHUs.
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» Ona pasz6bnokuposaHua PIN-kopga nognmcu ¢ Mcnonb3oBaHMEM MeXaHU3Ma

"3anpoc-oTBeT":

1. BbinonHute warn 1-2 npouenypbl pasbnokuposanus PIN-koaa noanmcu ¢ npeabssneHnem PUK-koaa
(c™m. BblLwe).

2. B cTtapToBOM OKHe MacTepa pa3bnokupoBaHus PIN-kona noanucu Boibepute cnocob pazbnokuposa-
Hus "3anpoc-oTBeT":

MacTep pazbnokunpoeaHmns PIN-koga ®

Cnocob pasbnokupoBanuna PIN-koga
BuibepuTe cnocob pasbnokuposaHna PIN-Koga.

® VcnonezoeaTs PUK-KOLO
PasbnokupoBaTe PIN-KOA © MoMolkbo PUK-Ko4a

Q 3anpoc - oTBeT
PazbroknpoBaTe PIN-KO4, MCMONL3YHA MEXSHW3M 3anpoc-oTBeT

QBJ’IEE > OTmeHa

PucyHok 27 - Macrep pazbnokuposarnsa PIN-koaa nognucu. Beibop criocoba pa3bnokuposarms "3anpoc-orser”

3. Haxmute kHonky "[lanee". bynet otobpaxeHo OKHO MacTepa pa3bnokmpoBaHuna PIN-koga nognucu ¢
ABTOMATUYECKU CreHepMpPOBaHHbIM 3HaYeHMeM B none "3anpoc” (cM. pucyHok 28). MNepenanTe 310 3Ha-
YyeHne aaMUHUCTpaTopy 6e30MacHOCTM N6bIM yYA06HBIM CNOCo6oM, HanpuMep, no e-mail. Joxautech
oTBeTa. B npouecce 0XunaaHMa MOXHO 3aKpbITb OKHO MacTepa pa3bnokuposanusa PIN-koga nognucu.
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4. TMonyunTe OT aAMMHUCTpaTopa He3onacHOCTU 3HaveHue ansa pazbnoknposaHus PIN-koaa noanmcu u
BBeguTe ero B none "OTeeT":

MacTep paz6nokupoeaHna PIN-koaa x

PazbnokupoeaHue PIN-Kofa ¢ NOMOLLLID MexXaHW3IMa 3anpoc-oTBeT
MepenaiiTe 3anpoc BaweMy agMUHUCTpaTopy besonacHocT 1
EBEOWTE NONYHEHHEIR OTBET

3anpoc

| 4E410023216752570000 |

OTBET

| 9F4BB3CD02D01C7C |

A

Pucyrok 28 — Macrep pazbnokuposarmns PIN-koga nogmucu. [Tosny4erne 3anpoca u BBo4a oTBeTa

5. Haxmure kHonky "Janee”. byget BbinonHeHo paszbnoknposanune PIN-kopga noanucn. MHbopmaums o6
3TOM HyaeT oTobpaxkeHa B 3aKNOUYUTENbHOM OKHe MacTepa pa3bnoKnpoBaHus:

MacTep paz6nokupoeaHis PIN-koga x

Pa3zbnokuwpoBaHue PIN-koga
Pe3yneTaThl pazbnoknpoeaHvA PIN-KoOa NpUBE4eHEl B OTHETE

OT4eT:

PasbnokuposaHue PIN-koga
OfHoBNEHWe NapameTpoB
v PasbnokupoBaHue PIN-Ko4a beino yenewHo BeINofHEHD

a

PucyHok 29 - Macrep pa3bnokuposarms PIN-koga noamicu. MIH@opmauyms o ycrnewHom pas3bnokmpoBaHm

6. HaxmuTe KHOMKY "3aBepwmnTb”, 4TOObI 3aKPbITb OKHO MacTepa pa3bioKMpOBaHMUsI.
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6. PaboTa B NporpamMme B persnMe afiMMHUCTPATopPa

B pexume aaMUHUCTpATopa EonHoro Knuexta JaCarta OO0CTynHbI cnepywwme onepaunm C SNE€KTPOHHbIMU
KnK4YaMun onsa He336ﬂOKVIPOBaHHbIX I'Ipl/IfIO)KEHVIVK

e MIpPOCMOTpP MHGMOPMAaLMM O NPUIOKEHUAX HA INEKTPOHHOM KJIHOYE;

e  MOBTOPHAs MHULMANM3ALMA AATUMKA CTYHAMHBIX YMCEN.

e  [IMAarHOCTVKa NPUIOXKEHUS;

e  CO3A4aHMe 3anpoca Ha cepTUhMKAT M COXPaHeHMe ero B Gaitn no yKasaHHOMY MyTw;
e onepaumu c 06beKTaMM B MAMSTH 3NEKTPOHHOIO KIIH0Ya.

B faHHOM [OKYMEHTE OUCaHbl ONEPaLMH, KOTOPbIE HE TPEDOYIOT aBTOPHU3ALMHN HA INIEKTPOHHOM K/04e C
npegbssaeHnem PIN-koga aamurnctparopa. Onepaumm, tpebyrowmne 8eo4a PIN-koga agmuHucTparopa
onncanbl B JoKyMeHTe "Eannbivi Kiment JaCarta 2.12. PykoBoacTBo agmurnctparopa 418 macOS'”.

6.1 pocMoTp MHGOPMALMM O NPUNOHKEHUAX HA 3NEKTPOHHOM K/lto4e

[ng npocMoTpa MHDOPMALMM O NPUNOXKEHUSIX HA 3NEKTPOHHOM KJtove ¢ nomoulbio EanHoro Knuenta JaC-
arta He TpebyeTcs aBTOPM3aLLMA HA INEKTPOHHOM KJItoYe.

» ns npocMoTpa MHPOPMaLUM O NPUNOXKEHNAX HA INEKTPOHHOM Kiwue:

1. 3anyctute EpuHbit KnueHT JaCarta v nofkntoumnTe 3NEKTPOHHBIN KoY K pazbemy USB nnm cumntbiBa-
TeNo CMapT-KapT KOMMbioTepa.

2. WNHdbopmaums 06 anekTpoHHOM Kntove ByneT oTo6pa)keHa B OCHOBHOM OKHE HEMEAJIEHHO, BbIMOJHE-
HUS LOTOHUTENbHBIX AEeWCTBUI He TpebyeTcs. Eciv noaknioYeHO HECKONBbKO 31IEKTPOHHbBIM KIOYew,
TO BblbEpUTE 3HAYOK HYXKHOIO K/toua B 06/1aCT cnesa.

3. HaxmuTte kHonKy "llepekntounTbCsa B pexxmum aaMuHUcTpaTopa”. byaeTt oTobpaxeHO OCHOBHOE OKHO
EnmHoro KnuenTta JaCarta B pexvume agMuHUCTpaTopa:

EAuHBbIA KnueHT JaCarta - O x
EauHbin KnueHTt JaCarta Ana.q: )™
Ivanov
| VHbopMauma o TokeHe | PKI1 | rocTt
WHcpopManuua o cuuTHBaTENE A
HaseaHWe cHUTLIBaTENA Aladdin R.D. JaCarta [SCR Interface
WHcpopMaLna o ToKeHe
HazBaHwe JaCarta-2 PKIJTOCT
Homep mogenn JC207-12.F27 v4.0
CepWiAHEIA HoMep 15BCCADO
Obuwan NnaMATeL 80 Kb
CeobopgHan namATe 19 Kb (24%)
HNaTa npowssofcTea 2018-10-02
MHdcopMaymna o npunoxeHun PKI
AnnneT Laser
M= Ivanow
CepWAHLIR HOMEep NPWIOMEHNA 4E41002321675257
CeobogHan NnamaTe 20478 BalT
OnwHa PIN-koga [4..18]
PIN-kog YcTaHoBneH
Makc, Konu4ecTBO NonelTok BBoAa PIN-koga 10
OcTanock NonelTok BBoga PIN-koga 10
OnvHa PIN-KoOa agMUHWCTpaTopa [4..18]
Makc. KoNM4ecTBO NoMNLITOK BBOAE 5
PIN-koga agMUuHMCTpaTopa
COcTanock NONLITOK BBOAAE 5
PIN-koga agMuHWCTpaTopa
Cnocog ayTeHTM$MKau,MM PIN-KkD g
Cnocob ayTeHTudurkaymm
agMUHUCTpaTopa PIN-koA
Moooepxka 6MOMeTpMM HeT
WMHcpopMauma o npunoxedun MOCT
AnnneT KpunTtoTokeH 2 30N
ma JaCarta rOCT
CepWAHEIA HOMEP NPWNOMEHURA 4E41002321675257
T T CeobofHas namATk 20478 BaiT
N OnwHa PIN-koga [6..32] | L|Y

PucyHok 30 - MIH@opMaumsa 0 NpuaoXeHnsx Ha 3/1EKTPOHHOM KITIOHE B PEXMME aAMUHMCTPATOPA
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[lng BbIGPAHHOrO KNHOYA B peXMMe agMUHUCTPATOPA NO YMOTYaHUIO 0ToBpaxaeTcs Bkiaaka "MHdop-
MaLMsl O TOKEHe", B KOTOPOM COAEPXMUTCS MHDOPMALMS O CUMTbiBaTENe, MHGOPMaUMs 006 31eKTPOHHOM
KNto4e 1 MHOOPMALIMS O KAXKAO0M MPUNOXKEHUMN HA INEKTPOHHOM KITHOYe.

[lns Kaxkporo NpunoXKeHUs, yCTaHOBIEHHOTO B MAaMATU 3/IEKTPOHHOIO K/K04a, 0TOOpaXkaeTcs cienytro-
Waa nHpopMaLms:

— 3aronoBok "MHbOpMaLMs 0 NPUNOXEHUN <HIUMEHOBIHMUE MPHUITOKEHNST>" .

— "Annnet" - Ha3BaHWe anneTa, KOTOPbIM peanusyeT PyHKLUMOHANbHOCTb AAHHOIO NPUNOXKEHMS.
- "MmMa" - MeTKa annneTa.

—  "CepwiiHbIi HOMEp NPUIOXEHN]" — CEPUMHBIN HOMEP 3NEKTPOHHOIO Ktoua.

lpumeyanne. L1159 371€KTPOHHBIX K/toYes e Token Cepmiibiif HOMED MOXET OTAIMYATbLCS B 3aBUCHMMOCTH
OT MPHITIOXKEHMS.

— "CBobopgHas naMaTb" — 06bEM CBOOOAHOM NAMSATU 3/TEKTPOHHOIO KHOYa.
— "OnnHa PIN-kopa" — konnyectBo cumBonoB PIN-koaa nonb3oBartens NnpunoXeHus.
—  "PIN-kop" - ctatyc PIN-kopa nonb3oBatens NpunoXeHuns: yCTaHOBNEH/He YCTAHOBNEH.

—  "MakcumanbHoe Konm4ecTtBo nonbiTok PIN-koaa" — MakCMManbHO AOMYCTMMOE YMC/IO HEBEPHbIX
nocnepfoBaresbHbIX NonbiTok BBoaa PIN-kona nonb3oBartens.

— "Octanock nonbiTok BBoAa PIN-kopa" — KonuyecTBo HeBepHbIX NonbiTok BBoaa PIN-koaa nonb3o-
BaTens fo 6J10KMPOBKM BO3MOXHOCTU MCMoNb3oBaHMa PIN-koda nonb3oBaTens.

—  "OanHa PIN-kopa agMuHucTpatopa” — asivHa PIN-koaa agMuHMCTpaTopa BbIBpaHHOIo npunoxe-
Hus (Tonbko ans npunoxenuit PKI, STORAGE, TOCT ¢ annnetoM KpunToTokeH).

— "Makc. nonbiTok BBoaa PIN-koga agMUHKUCTpaTOpa” — MaKCMManbHO AOMYCTUMOE YUCI0 HeBep-
HbIX nocnenoBaTenbHbIX NONbLITOK BBoAA PIN-KoAa agMuHMCTpaTOpa (TONLKO ANS MPUNOKEHWUN
PKI, PRO, STORAGE, NOCT ¢ annnetoM KpunTOTOKEH).

—  "Octanocb nonbiTok BBoAA PIN-koga agMuHMCTpaTopa” — KOMYECTBO HEBEPHbIX NOMbITOK BBOAA
PIN-kopa nonb3oBartensi 4o 610KMPOBKM BO3MOXHOCTM Mcnonb3oBaHus PIN-koaa agMUHUCTpa-
Topa (Tonbko ans npunoxenuii PKI, PRO, STORAGE, TOCT ¢ annnetom KpuntoTokeH).

—  "Cnocob ayTeHTUdMKaALMM AAMUHUCTPATOPA" — YCTAHOBNEHHbI CNOCO6 ayTeHTUDUKALMKM 3LAMU-
HUCTpaTopa.

—  "PUK-kop" — npusHak Hanunuus yctaHoeneHHoro PUK-koaa (tonbko ans npunoxexus FOCT c an-
nnetom KpuntotokeH 2 301).

—  "Makc. nonbiTok BBoga PUK-koa" — MakcnManbHO AONYCTUMOE KOJIMYECTBO HEBEPHbIX NOCNEO0-
BaTeNbHbIX NonbiTok BBofa PUK-koza (Tonbko ang npunoxenus NOCT ¢ annnetom KpunrtoTo-
KeH 2 JI).

—  "Octanock nonbiTok BBoAa PUK-kopa" - konnuectso octaswmxcs nonbitok Beoaa PUK-koaa.
— "Bepcus TokeHA" — HOMep BepCuM INEKTPOHHOrO Ktoua (Tonbko ans npunoxexus FOCT).

— "Bepcus npunoxeHus' - HoMep BepCuM yCTaHoBeHHOro annneTta KpuntotokeH 2 3M1 (Tonbko
ans npunoxerusa FOCT ¢ annnetom KpuntotokeH 2 3MM).

—  "KonunyecTtso Ko4eBbIX Nap” — KOAUYECTBO K/IOYEBbIX NAp, XPAHALLMXCA HA TOKEHE Ha TeKyLLni
MOMeHT (Tonbko ang npunoxenua NOCT ¢ annnetom KpuntotokeH 2 311).

—  "KonuyectBo CEKpETHbLIX KYEN" — KOMMYECTBO CEKPETHBIX K/THOUEH, XPaHSILLMXCS HA TOKEHE HA
TeKyLMi1 MOMeHT (Tonbko ans npunoxerus FOCT c annnetom KpuntoTokeH 2 311).

—  "KonunyectBo OTKpPbITbIX KOYER" — KOMYECTBO OTKPbITbIX KNKOUEN, XPAHALLMXCSA HA TOKEHE Ha
TEKYLWMN MOMEHT (Tonbko ans npunoxenus FOCT ¢ annnetom KpuntoTtokeH 2 ).

— "PexwvM npenbsiBNeHUS KNHOYa agMUHUCTPATOPa” — YCTAaHOBNEHHBIN PEXWUM NpeabsBAEHUS KNoya
aAMUHUCTpaTopa (Tonbko ans npunoxerus FOCT)

—  "Konunyectso pa3bnokMpoBoK" — KOMMYECTBO YCMELWHO BbINONHEHHbIX pa3biokmpoBaHuii PIN-
Koaa nonb3oeatens (tonbko ans npunoxernmsa FOCT ¢ annnetom KpuntotokeH 2 M)
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6.2 HOBTOpHaFl nHnumManniaumnAa aatvymnKa CﬂyHaVIHbIX yncen

MoBTOPHAs MHMLMANU3ALMA JATYMKA CYHaHBIX YUCEN NPeayCMOTPEHA TONbKO A1 SNEKTPOHHbIX Ktoyewn
¢ npunoxenuem NOCT c annnetom KpunTtoToKeH.

[TOBTOPHYIO MHULMATINIAUMIO AATYMKE CTYYANHBIX YUCEN PEKOMEHAYETCS BbIMOTHATL HE DEXE, YEM Pa3 B TPy
roga (36 mecsues).
[lng nOBTOPHOM MHUUMANM3AUMM JATYMKA CNYYalHbIX Yncen ¢ nomouwbio EgmHoro Knunenta JaCarta Tpeby-
€TCS aBTOPM3aLMS Ha NIEKTPOHHOM Kitove ¢ npenbseneHnem PIN-koga nonb3osatens

P [lns nOBTOPHOI MHMLMANM3BALMMK AaTuYUKa Cy4YamHbIX Yucen:

1. 3anyctute EpuHbin Knuent JaCarta v nofknounTe 3NeKTPOHHBIN Koy ¢ npunoxenunem FOCT ¢ annne-
ToM KpuntoTokeH Kk pazbeMy USB unu cuntbiBaTeNto cMapT-KapT KoMMbloTepa. Ecnmn noaknioyeHo He-
CKONbKO 3N1eKTPOHHbIX KNHOUEN, TO BbiOEpUTE 3HAUOK HYXXHOMO K/toya B 0bnactu cnesa.

2. Haxmute KHOMKy "TepekntounTbCs B peXMM aaMuHMUCTpaTopa”. byaet oTobpaXkeHo OCHOBHOE OKHO
EomHoro Knuenta JaCarta B pexxume agMuHucTpaTtopa. Beibepute Bknaaky "TOCT", HAKMUTE KHOMKY
"Beectu PIN-kop" v B nosBuBLiemMcs okHe "ABTopu3aumsa” eeeante PIN-kon nonb3sosatens. Mocne aB-
TOMP3aLUMM HAXKMUTE CTaBLUYKO AOCTYNHOM AN HAXATUS KHOMKY "MHuumanmnsmposatb ACY":

EavHBIA KnueHT JaCarta - 0O x

EauHbm KnvenT JaCarta Anan@"
STANDART.SE
| MHdopMauna o TokeHe | Pkl IF I'O-:ZT|

Onepaumi C NpUunoxeHeM

YeTaHoBUTE PIN-  [aafh CozfaHune
Eeg)kon =‘ 3anpoca Ha MSTHOCTVHS
Nonb30BaTENA... cepTUduKaT

CMeHWTE PIM-kO ]_ MHWLWMENM3MPOBATE
458 eToaTo5s Q DOpPMaTWUDOBATH 3©\—;:_

Knio4n u cepTudguKaThl & O

WMuuuymanuzayma AcH

0NA BEINOAHEHWA MHULWann3aLnunm gaTHuKka
cnyqaﬁHux HUCEN HaXMUTe KHONKY
BEINOAHWTE. I'Ipou,ecc WHULWanU3ay i MoxeT
3aHATE oKono 3 MWHYT.

BeINoAHWTE OTmeHa

4%

HacTpoikn

MepeKNOYNTEELR B PEXMUM
nonL3oBaTens

PucyHok 31 - OkHo "MHnuymannsaums 4CH"

3. Haxmure kHonKy "BbinonHuTb". ByaeT BbinoNHATLCA npouenypa nHmumanusaumm JCY. Mpouecc 3am-
MET HekoTopoe BpeMs. Npu ycnelwHoM 3aBepLlIeHUN MHULMANU3aLmMm bynet otobpaxeHa MHGOpMaLMS
06 3TOM:

MHMUManu3auma ACY BeINONHEHA

\/ MHnywanuwsauywa [CY ycnewHo BuiNosHeHa

Pucyrok 32 - EguHbii KnueHt JaCarta. Bkaaaka TOCT'. YcenewHas namuymannzauymng 4CH
4. HaxHute kHonky "OK" ons 3akpbITMs OKHa.
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6.3 [narHocCTuKa NpunoHeHna

B xone onepauuun AMarHOCTUKKM BbIMOMHAETCS NpoBepka paboTbl 6a30B0OM PYHKLMOHANBHOCTM NPUIOXKE-
Hus. Onepaumsa auMarHocTMku npepycMotpeHa ans npunoxenus FOCT ¢ annnetamu KpuntotokeH n Kpun-
ToTOKeH 2 I

Ins nnarHoctuku npunoxenuns FOCT c annnetom KpuntotokeH 2 311 ¢ nomolwbto EanHoro Knuexta JaC-
arta TpebyeTcs aBTOpM3aLMa Ha INEKTPOHHOM Kitoue ¢ npeabsasneHnem PIN-kopa nonb3osatens. [ns aua-
rHocTuku npunoxenus FOCT c annnetom KpunToToKeH aBTOpM3auma He TpebyeTcs.

P [Ona AMarHOCTMKM MPUNOXKEHUS:

1. 3anyctute Eaunbint Knuent JaCarta v noaknoumTe 31eKTPOHHbIM Koy ¢ npunoxenuem FOCT ¢ annne-
ToM KpuntoTokeH kK pasbeMy USB unu cuutbiBaTeNnto cMapT-KapT KoMNbioTepa. Ecnu noakntoueHo He-
CKONbKO 3NEKTPOHHbBIX K/IKoUei, TO BbibepuTe 3HAYOK HYXKHOrO K/itoua B 06n1acTu cnesa.

2. HaxmuTte KHOMKY "Tlepekniountbcs B pexxmM afMUMHUCTpaTopa”. byaet oTobpaxkeHo 0CHOBHOE OKHO
EnnHoro Knuenta JaCarta B pexume agMuHucTpatopa. Beibepute Bknaaky "TOCT", HAOXXKMUTE KHOMKY
"Beectu PIN-koz" u B nosiBuBLwIEMCS okHe "ABTopu3aumsa” BeeauTe PIN-koa npunoxenus MOCT:

EAWHBIA KnueHT JaCarta - O

EqnHbin KnueHT JaCarta m@"

Ivanov

| MHhopMaL A o ToKeHe | PKIY| rOCT

Onepaul.m C NnpunoxeHweM

M \—E; Q BopMaTUpoBaThH I:?*

Knio4n n cepTuchukaThl EBES;

BBecTi PIN-KO0 None3oBaTens

esecccceee | %%

HacTpoiku

Y Fene _ B crnrc | EPIE]
) MepekNUYNTECR B PEXMUM PR E—
nonL30BaTensa POCM J\\._-n 3 0qg...

Heobxd

Coc [ oreee |

A

PucyHok 33 - ABTopu3zaums ¢ nomolybto PIN-Koaa nosib30Baress Ha 1eKTPOHHOM KtoYe B rpmuioxeHm [OCT
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3. KHonka "[umarHoctnka" ctaHoBMTCS fOCTynHOM nocne Beoaa PIN-koaa. Haxxmute kHonky “[dunarHo-
CTMKA" YTOObI MPUCTYNUTb K BbINOJIHEHMIO OMnepaumu. Ha akpaHe nosSBuTCS OKHO 4J19 3anycka AMarHo-
CTMKK. HaxxmmTe KHOMKY "BbInOAHUTL":

& EpuHbIA KnneHT JaCarta - 0O x
EaunHbin KnueHT JaCarta Ana.n': nm)w

Ivanov

| MHhopMaL A o ToKeHe | Pkl | I'O-:IT|

Onepaul.m C NnpunoxeHweM

e Q @ CozgaHwe
AwarHocTuka OpMaTWPOBaTE =‘ 3anpoca Ha
cepTudukaT

Knwo4u 1 cepTudpmuKaT

B O

AwnarHocTuka npunoxeHwa NrOCT

[NA BEINOMHEHNA OWarHOCTUKWN NPUIoM eHNA
FMOCT HaMMWTE KHOMNKY BLINONHWTL

BeinonHnT k OTmeHa

A

HacTpoiku

) MNepekNwunTLCA B PEMUM
nonk3oBaTend

PucyHok 34 - Bbizos onepaumn guarHoctukm rpuioxermns FOCT ¢ annnerom Kpunrorokern 2 31

4. bypeT BbINONHATL AnarHoctuka npunoxenuns FOCT. B cnyyae ycnewHoro 3aBeplueHms AMarHOCTUKK
6ypeT otobpaxkeHa nHGopmaums 06 3ToM:

AWarHocTUKa BeINoNHEHa

OwarHocTuka npunoxeHnA MOCT yonelwHo BeiNofHeHa

v

PucyHok 35 - MH@opmaums o 3aBepLueHmnn onepasmm anarHoctiku npunoxermns FOCT

5. Haxmute kHonky "OK" ong 3aKpbITMS OKHa.

6.4 Onepaunm c cepTUPUKATAMN B NMPUNOHKEHUN 3NEKTPOHHOMo Ko4a

[ng BbINONHEHUS onepau,mﬁ C CepTMCbMKaTaMM, XPpaHAWNUMUCA B NaMATU INEKTPOHHOIO K/K04a TPEGVETCFI
dBTOpM3aumda Ha 3INEKTPOHHOM KJ/to4e C NpeEAbABIEHNEM PIN-kopa nonb3oBarens.

6.4.1 Co3aaHune 33npoca Ha cepTudUKaT

P Nlna cospaHma sanpoca Ha cepTudukar:

1. 3anyctute EpmHbin Knuent JaCarta n nofknounTe 3NEKTPOHHBIN KoY K pazbemy USB nnm cuutbiBa-
TeN CMapT-KapT KoMMnbloTepa. Eciv noakntouyeHo HeCKONTbKO 3NEKTPOHHBIX KIlo4ei, To Bbibepute
3HAYOK HYXXHOrO K/to4a B 0bnactu cnesa.

2. Haxmute KHOMKy "[lepekntounTbCs B peXMM aaMMHUCTpaTopa”. byaeT oTobpaXeHO OCHOBHOE OKHO
EnmHoro KnuenTta JaCarta B pexxume agMuHUCTpaTopa. BoibepuTte BKIaAKy C HAUMEHOBAHMEM NPUIIO-
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XXeHws, AN KOToporo HeobxoAMMO €O34aTh 3anpocC Ha cepTuduMKaT (B AaHHOM npumepe BbibpaHo npu-
noxenue PKI) n Haxxmute kHomnky "Beectn PIN-koa'". B nosBuBwemcs okHe "ABTopusaums” sBeguTe
PIN-kop npunoxexus:

EAWHLIA KnueHT JaCarta - O %

EanHbin KnueHT JaCarta Ana.q@"

Ivanov

| MH(opMaLWa o ToKeHe I PKI | |'OCT|

Onepauuu C NnpunoxXeHweM

YcTaHoeuTe PIN- [ —
Cegxon \_G = |

NoNL30BaTENA. ..

CMeHWTb PIN-Ko g
POPMATUPOBESTE
a4MWHWCTpaTopa Q PopMaTUPOBaTE

Kawun n ceptudukatol M O

BeecTwn PIN-K0O NoNe30BaTENA

eccccece R

HacTponku

Y [Mepe _ Bcry KThigdna
) MepekAQ4MTECA B pEXUM B A PIN-Ko
nonL3gEaTena npo )'\\ BecTn og...

2 [=le]

AT

PucyHok 36 - ABTopmuzaumnsa ¢ nomouysto PIN-koga rnosib308atesis Ha 3/1EKTPOHHOM K/HOHE B puioxeHmn PK/

3. Haxmure kHonky "Co3aaHue 3anpoca Ha cepTudmKaT”, CTaBLUYH AOCTYMHOM NOCAe aBTOpM3aLMHM,
4TO6bI MPUCTYNUTD K BbIMOMHEHMIO onepaumMu. Ha akpaHe NosBUTCS CTapTOBOE OKHO MacTepa CO34aHus
3anpoca Ha cepTuduKaT. 3anonHuTe Nons cefylmnM 06pa3oM (CM. pUCYHOK 37):

— B none "Mms" BBEAMTE HAUMEHOBAHUA CO34aBaeMoro ceptudukara. lNone aBnsetca obsg3artens-
HbIM A9 3aNONHEHUS;

— B packpblBaoOLWeMcs cnucke "Tun Kto4eBon napbl” Bblbepute anroput™ WwWndposaHusa "RSA" (3a-
[aH no ymonyanuio) nmbo "EC";
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— B pacKpblBatoLWeMcs cnucke "PasMep ktoua” Boibepute pasmep OTKpbITOro Katova. Mo ymonya-
HMIO BbIOpaHO 3HaueHune "1024".

EAMHLIA KnueHT JaCarta - 0O =

EauHbin KnueHt JaCarta m@"

Ivanov

| MH(opMaLna o ToKeHe | PKI | |'O-CT|

Onepaumm C NnpunoxeHueM

YeTaHoBWTE PIN-  [eeps H

NONE30BATENA. ..

CMeHWTL PIN-KOA
LOpMaTHPOBETE
aaMUHWCTPaTopa C)\ POPMETMPOBATE

MacTep co3faHuA 3anpoca Ha cepTuduKaT x
K B O
3anpoc Ha cepTudukaTt
YKEKUTE UMA M NapaMeTpel KAKYeBol Napel AAA Co30aHuA

3anpoca Ha cepTudnKaT

imA
eaHoB
acTpolkK Knio4eean napa
MNepekNoYMTECA B pEXUM Tn KNIOYEBOW Napbl |RSA "|
Y NoNb30BATENA
Pasmep Kntoqa |1024 "|

EEJ’IEE * OTMeHa

AT

PucyHok 37 - Mactep co3aanmns 3anpoca Ha cepTu@ukar. BBoa MMEHM 1 NapameTpOoB KItoYeBOM apbl”

4. Haxmute kHonky "Janee”. byaeT oTKpbITO Cneayrolee OKHO MacTepa CO34aHUA 3anpoca Ha cepTudu-
KaT Ans BBOAA MapaMeTpoB COXpaHeHUs daina co3aaHus 3anpoca Ha cepTudukaT (CM. pucyHok 38).
3anonHuTe nons cnepywmm obpasom:

— B none "Mma danna” ykaxuTe nyTb coxpaHeHus daina 3anpoca Ha ceptudukar. [1ng storo
HaxxmuTe KHornky <0630p> u BbibepuTe HYXHYI nanky. o ymonuaHuio 3anpoc Ha ceptudumkar
byneT coxpaHeH B aiine C MMeHeM, COBNAAAIOLLEM C UMEHEM cepTudumKaTa, KoTopoe bbino Be-
[leHO B npeapiylleM okHe 1 ¢ pacwmpeHueM "pl0”. Mone sBngetcs obg3aTeNbHbIM NS 3anofHe-
HUS;

— B none "BoibepuTe dopmart 3anpoca’ BbibepuTe dopmMat daiina 3anpoca Ha ceptudmkat: "dainbl
X.509 B koguposke DER" nn6o "@aitnbl X.509 Base-64";
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— ycTaHoBuTe O0TMeTKy "KonunpoBaTb B Bydep 06MeHa", eCiv HY>XKHO CKOMMPOBATb 3anpocC Ha CepTu-
dukaT B bypep obMeHa. 3anpoc KonMpyeTcs B OAHY CTPOKY 6e3 Teros.

MacTep cozpaHuA 3anpoca Ha cepTudgmkat x

3anpoc Ha cepTudmnKaT
YKEKWUTE UMA haina U NapaMeTpel coxpaHeHua gaina ona
cO34aHWA 3aNpoca Ha cepTudguKaT

Mma dainna

|fhomefadmuser{ﬂor(ymeHTblMElaHoa.plO |

BuibepuTe dopmaT dhaiina sanpoca:

O ®alinel X.509 B Kogupoeke DER

(® ®aiinL X.509 B KoANpOBKe Base-64

[ Konmposats & Bydep obmena

)

Pucyrok 38 - Macrep cozaanns 3anpoca Ha ceptmgukar. BBoa napametpos garina 3anpoca Ha CepT@nKar

5. Haxmute kHonky "[danee”. byaet oTKpbITO Cieaytoliee OKHO MacTepa Co34aHus 3anpoca Ha cepTudu-
KaT As1s Bblbopa onumii UCNob30BaHMS AN CO34aHUS 3aMpoca Ha cepTUPUKAT (CM. pucyHok 39). Ycra-
HOBWTE OTMETKY B HY)HbIX NONAX:

— "undpoas nognuce” (BbIBPAHO NO YMONYAHMIO) ;
— "HeoTKa3yeMoCTb" (BbIOPAHO N0 YMONYAHMIO);

—  "wundpoBaHue Knovein” (BbIGpaHO NO yMONYaHuMI0);
—  "wudpoBaHUe AaHHbIX" (BbIOBPAHO MO YMOMYaHUIO);
— "cornacoBaHwue Kntoven”;

— "'mopnucaHue cepTuduKata C NOMOLLbIO Kaoya";

— "nmoanucaHue cnucka oT3biBa cepTUdUKaToB”;

— "Tonbko wudpoBaHue”;

—  TONIbKO pacwmdpoBaHue.

MacTep co3fiaHuWA 3anpoca Ha cepTUduMKaT 4

3anpoc Ha cepTudmkat
YKaMUTe ONUWUKM UCMOML30BaHNA 4N CO3AaHUA 3anpoca Ha
cepTuuKaT

cnone3zoBaHne KNK4Ya

LndpoBas nognncs

HeoTkasyemocTe

LncbpoBaHue KnoYei

LWundposaHue 0aHHEIX

CornacoBaHne KK4ei

MoAnUcEIBaHUE cepTUGUKATE ¢ MOMOLLEH KIHOYa
MoANUCEIBAHNE CIMCKA 0T 3bIBa CEPTU(HUKATOB

Tonsko WwudposaHue

OO0O00O0F”RRE

ToNbko paclnpoBaHne

)

Pucyrok 39 - Mactep cozaamnms 3anpoca Ha cepTugukar. Onumm ucrosib30Banns
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6. Haxmute kHonky "[danee". bynet oTKpbITO CneaytoLlee OKHO MacTepa CO34aHuMs 3anpoca Ha cepTUdu-

KaT 4S9 yKa3aHMs onuui npefHasHavyeHuns ons co3faHug 3anpoca Ha ceptudumkar (cm. pucyHok 40).
YcTaHOBWUTE OTMETKY B HYXXHbIX MOMSX:

— "'mpoBepka NOAJMHHOCTM KAneHTa" (BbIBpaHO MO yMONYaHUIO);
—  "33WMLEHHAs 3N1eKTPOoHHAas noyTa” (BbIGpaHO No yMoONYaHuio);
— "npoBepka NoAMHHOCTM cepBepa’;

- "nognucb Kopa”;

— "moBepeHHOe BpemMa'”.

MacTep cozjaHWA 3anpoca Ha cepTUdMKaT x

3anpoc Ha cepTudukaT

VKEMWTE ONUUK NpeOHa3Ha4YeHnA OA CO30aHUA 3anpoca Ha
cepTUhUKaT

HpE,D,HESHE‘-IEHME

MpoBepka NoAAVMHHOCTIA KAWMeHTa

ZallULLEHHAA 3NeK TPOHHARA NOYTa
MpoBepka NoANUMHHOCTI CEpBEpa

MoAnuch Koaa

OO0ORE

[oBepeHHoe BpemsA

Oanee * OTMeHa

Pucyrok 40 -Macrep co3garms 3anpoca Ha ceptm@ukar. Onumm npeaHasHaveHms

7. Haxmute kHonky "[anee". byaet oTKpbITO Cneaylollee OKHO MacTepa CO34aHUS 3anpoca Ha cepTudu-
KaT 415 NpOCMOTpa BCeX BBeAEHHbIX NapaMeTpoB CO343aBaeMOro 3anpoca Ha cepTudukart. nsg usme-

HEHMA NapaMeTPOoB HaXMUTE KHOMKY <Ha3an>, BEpHUTECh K HYXKHOMY OKHY v OTpeaaKkTupyiTe napa-
MeTpbi:

MacTep cozfaHnA 3anpoca Ha cepTudmrKaT X

3anpoc Ha cepTudmkaT
3anpoc Ha cepTUduKaT by aeT co34aH B cooTBETCTBAM €O

cneayroLWwmnmM:
OTyeT:
HazeaHuwe 3Ha4eHne =

MIMA NprnoMmeHns JaCarta Laser

MMA cepTuukaTa MeaHoB
Jjhomefadmuser/

L ERETE OoKyMeHTEIf
MeaHoe.pl0

TWUN KAKYa RSA

Pazmep knwo4a 1024

Mcnonb3oBaHWe K4a

HM¢pOBaﬂ nognuck Oa

HeoTkasyemMocTe Oa

LnchpoBaHne KNnoHei Oa v

Oanee = OTMmeHa

PucyHok 41 -Macrep cozgamnms 3anpoca Ha CepTU@uKar. [lapamerpsl 3anpoca Ha cepTu@mKkar
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8. Haxmute kHonky "[anee". byaeTt BbINONHATLCS CO34aHME 3anpoca Ha cepTudukaT. Xon BbiNOJHEHMS
onepaumu 1 ee pesynbTat byaeT oTobpaxeH B 3aKNOUYUTENBHOM OKHE MacTepa CO34aHuMs 3anpoca Ha
cepTudukat. @ann 3anpoca Ha cepTduKaT ByaeT COXpaHeH Mo YKa3aHHOMY NyTu:

MacTep cozgaHwnA 3anpoca Ha cepTudmKaT X

3anpoc Ha cepTUgMKaT
3anpoc Ha cepTUGUKET yenewHo co3faH

OTyeT:

3anpoc Ha cepTudukaT MBaHoB ¢ coxpaHeHuenm B dain fhome/
admuSErfﬂ,OK}fMeHTblfL"lElaHOEl.p 10

+ 3anpoc Ha cepTUAWKET YCNelWwHo co3aaH

| CoxpaHeHWe B dain

+ CoxpaHeHo B haiin

|

A
PucyHok 42 —Macrep cozgarms 3anpoca Ha CEPTUPUKAT. Pe3y/IbTaT CO34aHMs 3arpoca Ha CEPTUPHKAT

9. HaxmuTe KHOMKY "3aBepwmnTb” AN BbIXO4A M3 MAacTepa CO34aHMS 3anpoca Ha cepTUdMKar.

6.4.2 MnopT cepTndrKaTa

CeptuduKart, ycTaHaBAMBAEMbIN HA 3NEKTPOHHOM KJtO4e, UMEET CPOK AencTBuS. 3a 14 nHel L0 OKOHYaHMS
Cpoka fencTBus cepTudmKaTta Nonb3oBaTesb NOAYYUT YBeJOMIeHne 06 UCTeUYEeHMU CpOKa AENACTBUS CepTH-
dukaTa. MHDOpMaUMOHHbIe CO0BLLEHNS ByayT NPUXOANTb KaXKabl AeHb O OKOHYAHWUS CPOKa OENCTBUS
cepTudukaTa, NoKa OH He ByaeT 3aMeHeH.
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P Onsa uMnopTa ceptudmkaTa:

1. ABTOpM3YyWiTECH B MPUIOXKEHUMN ITEKTPOHHOTO KHOYA, B KOTOPOE HEOH6X0AMMO MMMNOPTUPOBaTb CEPTU-

dukaTt. HaxmuTe KHOMNKY E WM BbI3OBUTE KOHTEKCTHOE MeHI0 B none "Kntoum u ceptudukatsl v Bbl-
6epute koMaHay "MMnopT cepTudumkarta”:

EawvHBIA KnueHT JaCarta - 0O =

EanHbin KnueHT JaCarta Anagf gmf)“

Ivanov

| MHdopMauna o TokeHe | PKI | I'OCT|

Onepaunn C NpUnoXxeHeM

YCcTaHoBMTh PIN- [+ CosfaHne
Egkon I_E; |:-:* 3anpoca Ha
NoNb30BATENA.. CEPTUDMKAT
CMeHWTb PIN-KO 4
a4MVHMCTPaTOpa Q DopMaTNPOEaTE
Knwo4u n cepTUUKaTH EJES]
» P {dofc3d7e-fa75-424e-96d3-a746f5293573}
ObHOBUTE k

CTPORKN

HEFIEKJ'IKJHHTI:-CH B pPEMKWM
nonb30BaTENA

PucyHok 43 - Eannbiii Knnent JaCarta. KHonku nepexoaa k MMnopry AaHHbIX

2. byaer oTKpbITO CTapTOBOE OKHO MacTepa MMMopTa cepTudmkaTa (CM. pUCyHOK 44). 3anonHuTe nons
CnefyowmM 06pasoMm:

— B none "TyTb K hanny UMNOPTUPYEMbIX AAHHBIX" YKAXKUTE NYTb K UMNOPTUPYEMOMY CepTUDUKATY.
[lns aToro HaxxmuTe kHomky "O630p”" 1 B NOSIBUBLUEMCS OKHE NPOBOAHMKA BblibepuTe daiin ceptu-
dukaTa;
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— B none "MIMnNopTnpoBaTb B KOHTEMHEP" YCTAaHOBUTE OTMETKY, YTOObI BPYYHYIO 334aTb MMS KOHTEN-
Hepa, B KOTOpbIN ByneT uMnopTMpoBaH ceptudukart. B none "MMsa kKoHTelMHepa" BBeAMTE Ha3Ba-
HUe KOHTelHepa. Ecnm oTMeTKa He yCTaHOBNEHA, TO UMS KOHTEHepa byneT creHepuMpoBaHO aBTO-
MaTUYeCcKHy.

MacTep UMnopTa cepTudMKaTa X

MMnopT cepTudmMKaTa

YramnTe uma daiina, cogepmaliero cepTUQUKAT, U MMA KOHTeRHepa
(ecnu 3To Heobxoaumo), B koTopull ByneT wmnopTupoBaH cepTudiMkaT

MyTe K thaidmy MMNOoP TUPYEMEIX OaHHEIX

|fhomefadmuserf.J:l,oKymeHTbuivanov.cer

Daln MMeeT paclunpeHne .cer

®ain obmena nnyHoi nHbopmaunei B hopmaTe PFX MoMET cogepaTs
HecKoNbKO cepTUMKATOB W 3aKPLITHIA KNoY. Main UMeeT pacluMpeHue
pfx, ona umnopTa TpebyeTcA BBOA Napons.

MMNopTUPOBaTEL B KOHTeiHep

IMA KoHTeldHepa

=m

®aiin B hopmaTe DER cogep®nT 0QuH cepTUdUKaT no cTaHaapTy X.509,

hvanov

Oanee > OTMeHa

Pucyrok 44 - Macrep umnopra ceprugukara. [Tyt kK uMIopTupyembiM AaHHbIM

“¥

3. Haxmure kHonky "Oanee”. byaeT oTobpaeHO OKHO BBEAEHHbIX HACTpoeK UMNopTa. [Ins usMeHeHus
napamMeTpoB HaXMWTe KHOMKY "Hasan", BEpHUTECH K HYXXHOMY OKHY W OTPeAaKTUPYyMTe napameTpsl:

MacTep uMnopTa ceprugukara X

MunopT cepTudmkaTa
MPopT cepTudrkaTa ByaeT BEINONHEH B COOTEETCEMM C

HacTpolKamu:

OT4eT:

VIMA NpUiomeHrsA
MyTe K thainy

Mapone 3agaH
VIMA KoHTeAHepa

HaseaHwne

3Ha4qeHwne
PKI
Jhome/admuser/

OokyMeHThIf
ivanowv.cer

HeT
ivanowv

Oanee > OTMeHa

-

PucyHok 45 - Macrep umnopra ceprugukara. CoobiyeHmne 06 ycrnewHom UMNopTe CEPTUGHUKATa
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4. Haxmwute kHonky "Oanee”. byaeT BbINOAHATECS MMMOPT 06bEKTOB. X0 M pe3ynbTaT BbIMOJHEHUS one-
pauuu ByoyT oTobpaxkeHbl B 3aBepLUAOLLEM OKHE MacTepa MMMNopTa cepTudukaTa:

MacTep UMnNopTa cepTudMKaTa X

HMMnopT cepTucmkaTta
MNopT cepTUMKaTa yenewHo BeiNoaHeH

OT4eT:

MMnopT cepTudmrkaTa Uz daiina fhome/admuser/LokyMeHTrIfivanov.cer
+ MnopT cepTWVKaTa YCNewHo BLINoHeH

:3:aBe.pu.|L

-
A

PucyHok 46 - Macrep nmnopra ceprugukara. CooblyeHme o6 ycrnelwHoM UMIopTe CEPTUPHKATA

5.

HaxxmuTte KHONKy "3aBepnTb” Ons 3aBeplieHMs paboTbl MacTepa UMNopTa cepTUdUKATA U 3aKpbITUS
OKHa. MIMnopTupoBaHHble 06bekTbl ByayT oTobpaxeHbl B none "Knwouu u ceptudukatbl”:
EAWHBIA KnueHT JaCarta

EqunHbin KnueHTt JaCarta Ana.q': nmf)“

Ivanov

| MH(opMaL A o TokeHe | PKI | |'OCT|

Onepaumu C NnpunoxeHweM

YcTaHoBWTh PIN- [+ Co3faHune
:‘ 3anpoca Ha
DNE30BETENA... cepTuduKaT

CMeHnTE PIN-KDA
m b= ———= p P
aAMWHWCTPaTopa POPMETMPOBATE

Knw4n u ceptudukaTsl

B O
¥ e iVanowv
E.I Users

VN {dofc3d7e-ra7 5-824e-96d3-374615e9a57 3}

HacTpoikn

I'Iepew.mouuﬂ:.c-;u B pPEXMWM
none30BEaTENA

PucyHok 47 - OTobpaxkeHne umMnoprupoBarHHbiX 06beKTOB
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6.4.3  JKCMOPT CePTUPUKATA

P Nna skcnopTta ceptudukara:
1. ABTOpU3yWTECH B MPUIOXKEHUMN INEKTPOHHOIO KJ1H0Ua, M3 KOTOPOro HeobXxoaMMOo 3KCNOpPTMPOBaTh cep-

TMdukart. B none "Kntoun n ceptudmkatol” Bbibepute 3KCNOPTUPYEMBIN OOBEKT M HAXKMUTE KHOMKY
WU aKTUBMPYITE KOMaHAy "DKCnopT B dhamn" KOHTEKCTHOrO MEHK0 0bbekTa:

EAWHBIA KnueHT JaCarta - O %

EaunHbin KnueHT JaCarta m@"

Ivanov

| MHhopMaL A o ToKeHe | PKI | |'OCT|

Onepaumu C NnpunoxeHweM

YcTaHoeuTe PIN-  [es — Co3gaHune
Eeghron I_E; E* 3anpoca Ha
NoNbL30BaTENA... cepTUdMKaT
CMeHWUTL PIN-KO A
3AMUHUCTPaTopa Q DopMaTIPOBETE
Kniouun u cepTudmkaTn ¥ IR WM O v
w {0243e407-5e57-4236-8Bcec-d55e8...
E:- Users
B {dofc3d7e-fa75-424e-096d3-a746f5e. . MpocmoTp
[ mnopT cepTudukaTa

YOoanuTe

ObHOBWMTL

" YCTaHOBWTh MO yMOJHaHWHD

CTROMKK

) TepekNoUNTLEIA B PEXUM
nonb3oBaTens

Pucyrok 48 - EgnHbiii KnneHt JaCarta. KHormkm nepexosaa K 3KCropry AaHHbIX

2. byneT oTKpbITO CTapTOBOE OKHO MacTepa 3KcnopTa ceptTudukarta (CM. pucyHok 49). 3anonHute nons
cnepyrowmnm obpasomM:

— B none "MyTb kK panny ang skcnopra” yKaxuTe nyTb An9 skcnopTa daina. [Ing aToro Haxmure
KHonKy "O630p”" 1 B NOSBMBLUEMCS OKHE NPOBOAHMKA BblIbepuTE HYXXHYIO Nanky;
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— BblbepuTe TMN 3KCnopTMpyemoro darna — "®aiin B popmarte DER" nnm "®arin B dpopmate
Base64".

MacTep 3KcnopTa cepTUdmMKaTa x

3kcnopT cepTuchukaTa
YKaMuTe MMA daitna ona skcnopTa v ero hopMaT

MyTe K hainy oNnA sKkcnopTa

|,fhome,.fadmuserfﬂor{yMEHTblfivanov |

dain gna sKcnopTa MMeeT pacluMpeHne .Cer i COOepMNnT
cepTudukaT B hopmaTe PEM no cTaHgapTy X.508

Twn chaina onA skenopTa

(® ®aiin B opmaTe DER
(O oaitn B popmaTe Base6d

Oanee k OTmeHa

Pucyrok 49 - Macrep skcriopra cepru@ukara. BBos napametpoB 3KCopTupyemMoro @anna

3. HaxmuTte kHonky "[anee". byaet oTKpbITO CeayloLee OKHO MacTepa 3KCNopTa ceptudukaTa ansa npo-

CMOTpa BCEX BBEAEHHbIX NapaMeTpoB. 15 U3MeHEHUs NapaMeTPOB HaXMWUTe KHOMKy <Hasan>, Bep-
HUTECb K HY)KHOMY OKHY W OTpefaKkTUpyiiTe napaMeTpsbl:

MacTep skcnopTa cepTudUKaTa b4

IkcnopT cepTUdhUKaTa
SkcnopT cepTudukaTa ByaeT BLINONHEH B COOTBETCTEUN C

HacTpolKamK:
OTHeT:
HazeaHwne 3HaveHWue

MmA nprunoMeHna JaCarta Laser

MmaA cepTudmnkaTa Users
Jhomefadmuser/

Dain ona akcnopTa JoKkyMeHThIf
ivanov.cer

dopmaT anna DER

e

Pucyrok 50 - Mactep 3kcriopra cepru@ukara. Pe3yibTar skcropra
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4. Haxmwute kHonky "Oanee”. bypeT BbINOSHATLCS 3KCNOPT BbIOpaHHOro 0bbekTa. Xoa U pe3ynbTaT Bbl-
noNHeHus onepauun 6yayT oTobpaXkeHbl B 3aBEPLUAKLLEM OKHE MacTepa aKcnopTta ceptudumkaTta:

MacTep 3KcnopTa cepTUdmMKaTa x

3kcnopT cepTuchukaTa
SKenopT cepTUGHUKATE YCNewHo BeINoNHeH

OT4eT:

IkcnopT cepTudmkaTa "Users" B haiin fhomefadmuser/
LOoKyMeHThIf/ivanov.cer
+ JKCMOPT CEpTUHUKATS YCNEWHO BLINOAHEH

Pucyrok 51 - Macrep 3kcriopta ceprugukara. Pe3ysibTar skcriopra

JKCnopTMpyeMmbli harn HaXoAMUTCS B Nanke, ykasaHHOM Ha wware 3:

:3:aBep|.uL4T

A,

IF1 AokymeHTbl - MeHepxep daiinoe

®ailn  Bwg Cete Cepeuc Hactpoiika Cnpaeka

o w G Mankw DBHA b D:I e

Appec: @ KomnbsloTep > ®aiinoean cuctema > home »admuser > JOKYMEHTbI

»-al Hakonwtenw | WMeaHoe.p10

i
91 Gaiinosas crcrews |
v 'E_‘ NokaneHelii guck sda6 (fhome) -

v AomawHan (0:63:0x0:0x0%)
> I_Aliniter
» Buageo
+ 3arpyaku

N . A e e e,

ivanowv.cer (1.31 KB)

PucyHok 52 — MecroHaxoxaeHne 3KCrnopTmpyemoro ¢aina

5. Haxmute KHOMKy "3aBeplumnTh” B 3aKNHOUYUTENBHOM OKHE MacTepa 3KCnopTa cepTudukaTa (CM. pucy-

Hok 51) nng ero 3akpbiTus.
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6.4.4  TpocMoTp cepTUdMKaTa

P Nna npocMmoTpa ceptudmkaTa:
1. ABTOpM3YIiTECH B NPUNOXEHUM 3NEKTPOHHOIO K04, B KOTOPOM HE06X0AMMO NpOCMOTpeTb CepTUdH-

kaT. B none "Kntoum n ceptnudukatol” BbibepuTe CEpTUDUKAT M HAKMUTE KHOMKY # WU aKTUBUPYITE
komaHay "lMpocMoTp” B KOHTEKCTHOM MEHHK0 BbIOpaHHOro cepTudumkaTa:

EawvHbli KnueHT JaCarta - O x

EauHbin KnueHT JaCarta Man1 aun)

Ivanov

| WHpopMauws o TokeHe | PKI | rocT |

Onepauvm C NpyunoxeHuweM

VCTEHOBWTS PIN-  [53 I_:‘ Co3gaHue
Eegykon LG S 3anpoca Ha
nonb30BaTENA. . .cegTMQMKaT
CMeHnTe PIN-ko
SammvicTpsTops (X opMaTMposaTe
Knioun U cepTucbukaTal ¥ M DB WO Vv

w {0243e407-5e57-4236-8Bcec-d55e8,.,

M {dofc3d7e-fa75-424e-96d3-a746fSe...

[¥ UmnopT cepTudnkaTa

SKenepT B dain

¥YoannTe

0BHOBUTE

" ¥YCTaHoBWTE Mo YMONYaHUKD

MepeknounTECA B PEXUM
0Jb30BaTENR

PucyHok 53 - Eamunbiii Knnent JaCarta. KHomku nepexoaa k npocMoTpy ceprmgmukara

2. bByaeT OTKPLITO OKHO, COAEpIKaLlee CBEAEHNS O BbIBPaHHOM cepTudUKaTe:

& Users - 0O x

Users =

MoanwHHocTe: Users
Mpoeepen: DC-DCNCA-CA
Ncrexaet: 28.07.2020

~ MogpobHocTn

WMma nonyuatens

DC (Obnacte MMEH): local

DC (Obnacte MMEH): DC

CN (OBuwiee mma): Users

CN (Obwee nms): Ivan Ivanov

Wmsa Boigatowero

DC (Obnacte MMEH): local

DC (O6nacTs MMEH): DC

CN (O6uiee 1ma): DC-DCNCA-CA
BblfaHHBIA cepTUdmkaT

Bepona: 3

CepwiAHbIA HoMep: 25 BH BE BE B4 6A E9 FF ¥4 83 BS BZ

C5 6@ 60 B8 60 68 B4
He gefictBuTeneH go: 2019-07-29
He peficTenTeneH nocne: 2020-07-28

OTneuaTkm cepTudmKaTta

SHAT: 56 27 76 7F 41 58 80 FE 1D 3D 47 21
HE CF FE 80 31 33 78 48

3aKpbiTh

PucyHok 54 - OkHo npocmoTpa ceprugmkara
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3. [nd BbIxofa M3 OKHa MPOCMOTPA HaXMUTE KHOMKY "3aKpbITh".

6.5 Onepau,mm C obbeKTamMu B NPpUNOHKEHNN SNEKTPOHHOMO Kko4a

[lns BbINONHEHMS onepaumii C 06bEKTaMM, XPAHSLLMMUCA B NAMATU 3/1EKTPOHHOIO Ktoya TpebyeTcs aBTo-
p13aLmsi Ha 3/IEKTPOHHOM Kiltoue ¢ npeabseneHmeM PIN-kopa nonb3oBatensi.

Onepatpm ¢ 06beKTaMu B NaMATU 3/IEKTDOHHBIX KITHOYEH DEKOMEHAYETCA BbIMTOIHATE 10 YKA3AHUIO
aAMUHUCTPATOPA.

B naHHOM pasaene onepaumm ¢ 06bEKTaMM ONMUCaHbI Ha NpuMepe cepTUdMKaToB B NpunoxeHun PKI.
6.5.1 [pOCMOTP CNNCKa 06 BHEKTOB

P Onsa npocMoTpa cnucka 06beKTOB:

1. 3anyctute EanHbint Knuent JaCarta v noaknoumTe 31eKTPOHHbIM KoY K pasbemy USB mnm cumtbiBa-
TEeN0 CMapT-KapT KoMnbioTepa. ECiM noaKkIto4eHO HECKONBbKO 3EKTPOHHBIX KNHOUel, TO BbibepuTe
3HAYOK HY)XXHOrO KAto4a B 061acTu cnesa.

2. HaxmuTte KHOMKY "TlepekntoumnTbcs B pexxmM afMMHUCTPATOpa” U BbibepuTe BKIAAKY C HAUMEHOBA-
HWEM HYXHOro npunoxexus. B none "Knioun u ceptudukatel” bynet oTobpaxeH cnmncok oblenoctyn-
HbIX 0ObEKTOB, XPAHSALLMXCS B MAMSATH 3NEKTPOHHOIO K/toYa (CM. pucyHok 55). HaxkmuTe kHonky "Bee-
ctn PIN-koa", B nosiBuBluemMcs okHe "AsTopusaums” Beeamte PIN-koa nonb3osatens ans BbibpaHHOro
NPUNIOXEHUS:

EavHbIA KnneHT JaCarta

EauvHbIn KnueHT JaCarta Ana.q@“

Ilvanov

| WMHhopMauKa o TokeHe | PKI1 | I'O-CT|

Onepaumn C NpunoxeHWeM

YeTaHoBUTE PIN-  [eefh —
Egkon e %

NONE30BaTENA...

CMennTe PIN-kOA

SopmaTnposaTh
agMUHWCTpaTopa O\ POpMATADOBATE

Kno4n u cepTughuKaTh M O

¥ e {dOfc3d7e-fa75-424e-96d3-a746f5e..,
//@ OTKPBITLIA KoY

BeecTw PIN-Ko4 Nons3cBaTens

acTpoitku | 00000000 | #

B cnucke Hng

npocmoTiy oy BeecTun PIN-ko4...

Heobxon

NepeknNYNTECA B PEXKM
4 NoNb3I0BaTENA

-\

Pucyrok 55 - Crimcok 0614e40CTyIHbIX 0BbEKTOB B TAMATH 3/1EKTPOHHOIO K/IHOYa
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3. Tlocne ycnelwHon aBTopu3aumm 6yget LOCTYNeH Ans NPOCMOTPa NOMHbIMA CNMCOK 06bEKTOB, a TakKXe
NnosSBATCS KHOMKKW A8 ynpaBneHns obbektamu:

EavHbIA KnueHT JaCarta - O x

EanHbin KnneHt JaCarta m@"

Ivanov

| MHopMaLKWa 0 ToOKeHE | PKI | |'O-CT|

Onepaumm C NpUNoMeHWeM

YcTaHoenTe PIN-  [+s — Co3fanne
Cegykon \_G E* 3anpoca Ha
NoNL30BaTENs... cepTUdUKaT
CMeHWTE PIN-KO
B - e TpaTons (A ©opMaTMposaTh
Knoun u cepTucukathl LEES]

v b {dOfc3d7e-fa75-424e-96d3-a746f5e...
p OTKprTbIIﬁ KnH4
é@ BaKpblTbllﬁ KHDH

HacTpolkn

MepekNYNTECA B PEMKM
none3oBaTens

Pucyrok 56 — [TosiHbIVi Crincok 0O6bEKTOB B NaMATH 3NEKTPOHHOIO K/t04a
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6.5.2 YpaneHue 06beKToB

P Ona ynanenuns obbekra:
1. ABTOpM3YyNMTECH B NPUNOXKEHUM INEKTPOHHOIO K/KOYa, U3 KOTOPOro He06X0AMMO yaanuTb 0ObekT. B

none "Kntoun n ceptudukatbl” Bolbepute yaansiemblii 06beKT U HKMUTE KHOMKY m WU aKTUBUPYHTE
KOMaHAy "YAanuTtb" KOHTEKCTHOIO MeHH 0ObekTa:

EAWHBIA KnueHT JaCarta N

EqnHbin KnueHt JaCarta m@"

Ivanov

| MH(opMaLna o TokeHe | PKI | |'OCT|

Onepaumu C NnpunoxeHweM

YcTaHoeuTh PIN-  [es L:, Co3fnaHue
::émg E; =i 3anpoca Ha
NoONE30BATENA... ‘ cepTuduKaT
CMeHuTL PIN-KOA
aaMUHWCTpaTopa C)\ PopMATMPOBETE
Knio4n u cepTndmkaTii o M RATIO v

w {0343e407-5857-4236-8cec-d55e8, ..

Bb users

P {dofc3d7e-fa7s-424e-96d3-a746f5e...

MpocmoTp
[% NMnopT cepTudirkaTa

ZKcnopT B dain

R

~ ¥CTaHOBWTE N0 YMON4YaHWUID

ObHOBNTE

CTPORKN

) MepeknioUYnTECA B PEMUM
nofk3oBaTens

PucyHok 57 - Eamnnbiii Knnent JaCarta. KHOMku nepexona K yaaneHmo AaHHbIX

2. By,u,eT OTKPbITO OKHO O019 NOATBEPXAEHUA YOaNEeHUA:

YpaneHWe o6LeKToE

Bbl AeACTBUTENLHD X0TUTE YOanMTh BblgeneHHLIe
obbekTw?

PucyHok 58 - OkHo "VganeHne ob6bekToB”

3. Haxmute kHonky "[a" ans nonreepxaeHus. BoibpaHHbIM 06bekT ByaeT yaaneH M3 NnaMsTM 3NeKTPOH-
HOro K/toYa.
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O603HayeHue
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MpunoxeHne A. O603Ha4YEHMA IMNEKTPOHHbBIX Kto4ven

OnucaHue

MicroUSB-TokeH

USB-TtokeH JaCarta B Kopnyce nano

USB-TokeH JaCarta B kopryce nano ¢ KHOMKOWM

USB-TokeH JaCarta B kopnyce mini

USB-TtokeH JaCarta B kopnyce XL

CMapT-KapTa

eToken PRO (Java)

eToken NG-FLASH (Java)

eToken NG-OTP (Java)

JNeKTPOHHbIN KoY B popM-PpakTope Secure MicroSD

USB-ToKkeH B MeTannnyeckoMm Kopnyce

Type C-TOKeH B METaNIMYeCKoM Kopnyce

TN 3NEKTPOHHOTO K/oYa He onpenenéH

JNEKTPOHHbIN K04 HAXOAMTCA Ha CTaauu onpeaeneHus
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7. ROHTAKTbI

7.1  Odwuc (obme Bonpochl)

Anpec: 129226, MockBa, yn. [lokykuHa, a. 16, ctp. 1, 7 3tax, komnanus "Anapaud P.O."
Tenedonbi: +7 (495) 223-00-01 (MHOrokaHanbHbIn), +7 (495) 988-46-40

Makc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wui)

Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxepHeBHo ¢ 10:00 no 19:00, kpome BbIXOLHbIX M NPA3fHUYHbBIX OHEN.
7.2 Texnopaeprka

Cnyx6a Texnoaaepxku npUHUMAET 3anpockl TONLKO B NMUCbMEHHOM BUae Yepe3 Be6-caiT:
www.aladdin-rd.ru/support/index.php.
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Eamn

8.

8.1

3A0 "Anapaui P.." 1995-2019 .

HbI Knuent JaCarta 2.12

Pecypchbil

[laHHbI LOKYMEHT, BK/IK0Yas Noabop M pacnonoXeHWe UANKCTPaLnii u Ma-
TepuanoBs B HEM, IBNSETCS 06bEKTOM aBTOPCKMX NPaB U OXPaHSAETCS B COOT-
BETCTBMM C 3aKOHOAATENbCTBOM Poccuiickoit Menepaunu. Obnapgatenem
MCKNIOUMTENBHBIX aBTOPCKMX U UMYLLECTBEHHbIX NpaB sBnsetcs 3A0 "Anaa-
ovH P.O.".

Mcnonb3oBaHWe 3TUX MaTepuanos NtobbiM cnocobom 6e3 MMCbMEHHOro
pa3pelueHns npaBoobnasaTens 3anpeweHo U MOXET NOBeYb OTBETCTBEH-
HOCTb, NPeAyCMOTPEHHYIO 3akoHoAaTenbCcTBOM PO. Mpy nepeneyatke M uUc-
NoNb30BaHUK AAHHbIX MaTEpPUanoB NM6o Noboit Mx YacTu ccbinkn Ha 3A0
"AnapauH P.J." o6a3aTtenbHbl.

BnasenbLeM 3aperncTpupoBaHHbiX TOBapHbIX 3HaKoB "Anaaaunn”, Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "KpunTo BAl", norotunos v npa-
BOOG/IAAATENEM UCKMIOUNTENBHBIX NPAB Ha MX AM3aiH M UCTIONb30BaHMeE,
NaTeHTOB Ha COOTBETCTBYIOLLME NpoayKThl saBnsietcs 3A0 "AnapavH P.A.".

HaszBaHus npo4nx TEXHONOTUH, NpoOAYyKTOB, KOMNaHui, ynoMuHawuwmeca B
AaHHOM AOKYMEHTE, MOTYT ABNATbCA TOBAPHbIMU 3HAKaMU CBOUX 3aKOHHbIX
Bnagenbues.

OrpaH nyeHune oTBeTCTBEHHOCTU

MHdpopmaums, npuBeaEHHas B AaHHOM [OKYMEHTE, NpejHa3Ha4YeHa UCKIo-
UMTENbHO A1 03HAKOMIEHUS U He SIBNsSeTCs ucyepnbisatoei. CoctaB npo-
LYKTOB, KOMMOHEHT, UX QYHKLMM, XapaKTePUCTUKM, BEPCUU, BOCTYMHOCTb U
np. MoryT 6biTb M3MeHeHbl 3A0 "AnapamnH P.J." 6e3 npenBapuTeNbHOTO
yBEeLOM/EHNA.

3A0 "AnapauH P.[." He rapaHTVpyeT HM OTCYTCTBMS OWKMOOK B AAHHOM [0-
KyMeHTe, HW TOro, YTO onncaHHoe nporpaMMHoe obecneyenue (M0) He co-
nepxuT aedekTos, byaet paboTtaTb B NPOM3BONbHO BbIOPAHHbLIX YCIOBUAX U
npu 3TOM YA0BNETBOPSTb BCEM TPe6OBAHMAM, KOTOPblE MOTYT 6bITh K HEMY
npeabsBAeHbl.

3A0 "AnapauH P.[." He rapaHTVpyeT paboTocnocobHOCTb HeneraabHo no-
Nly4eHHOro NporpaMMHoro obecneuenus. HeneranbHoe ncnonb3osaHue

8.2 JlMueH3noHHoe cornaweHune

Moxanyicra, BHUMaTENbHO NPOYMTANTE AAHHOE NULEH3MOHHOE Ccornalle-
HMe npex/e, YeM UCNONb30BaTb COAEPXKMMOE JAHHOIO KOoMMekTa u/unm
npexne, YeM 3arpyxarb UIM yCTaHaBIMBATb NPOrpaMMHoe obecneyeHue.

Bce ykasaHus no ucnonb3oBaHWO NporpaMMHoro obecneyeHus, npeao-
cTaBnsieMble 3aKpbITbiM aKLIMOHepHbIM 0bwectBoM "AnanauH P. [." (unn
NoBbIM ero LOYEPHUM NPeanpUATUEM — KaXA0e U3 HUX YNOMUHaeMoe Kak
"KOMNaHMA"), NOAYUHAITCS U ByAyT NOAYMHATBCS YCNOBUSM, OFOBOPEHHbIM
B JaHHOM COTrNaleHnn. 3arpyxas gaHHoe nporpamMMHoe obecneyexue (Kak
onpeneneHo fanee no TekcTy) U/Mnu ycTaHaBnMBas AaHHOE NporpaMMHoe
obecneyeHne Ha Baww koMnbloTEP M/MAKM UCNONb3YS AAHHOE NPOrpaMMHoe
obecneuyeHne UHbIM cnocoboMm, Bbl NpuHMMaeTe gaHHOE CornalleHne u co-
rnawaerech C ero ycoBUSMU.

Ecnu Bbl He cornacHbl C A@HHbBIM COMMALLEHUEM, He 3arpyxaiiTe u/unm He
yCTaHaBNMBaliTe faHHOE NMporpaMMHoe obecneyeHne U He3aMeLIUTeNbHO
(He no3aHee 7 (ceMu) AHel C AaTbl 03HAKOMEHUS C HACTOALLMM TEKCTOM)
BepHuTe 3ToT NpoaykT B 3A0 "AnanavH P.[.", ynanute faHHOe Nporpamm-
Hoe obecneyeHne 1 BCe ero YacTu CO CBOETO KOMMbIOTEPA U He UCMOJb-
3yiTe ero HMKoMm obpasom.

HacTosuwee nuueHsnoHHoe cornawenune (panee "Cornawenune”) ssnsercs
[I0rOBOPOM, 3aK/t0UEHHbIM Mexay Bamu (pusnyeckum unm lopuanyeckum
NULOM) — KOHeYHbIM nonb3oBaTtenem (aanee 'Monb3oBatens”) — u 3A0
"AnapavH P.[." (nanee "KoMnaHusa") OTHOCUTENbHO Nepeaayn HeMCKNoun-
TeNIbHOTO NPaBa Ha MCMOb30BAHME HACTOSALLErO NPOrpaMMHOro obecneye-
HUS, SBNSIOLLErOCs MHTENEKTyaNbHOM cO6CTBEHHOCTbIO KoMnaHuu.

NpaBa 1 cobcTBeHHOCTL

JOAHHOE COMALUEHWE HE ABNAETCA COTMALLEHMEM O NMPOLAXE.
MporpaMmHoe obecneyeHune, BKNtOYas Bce nepepaboTku, UCNpaBieHus,
MoAMbUKaLMK, LOMONHEHNS, 0GHOBNEHUS U/WUNW YCOBEPLIEHCTBOBAHMS K
HEMy (manee no BCeMy TEKCTY U NtobOM ero yactu onpenensieMoe Kak lpo-
rpamMMHoe obecneyerue unu M0O), U CBA3aHHAsA C HUM LOKYMEHTaUMs Npea-
HasHavaetcs HE A1 MPOOAXMU v saBnsieTcs M 0CTaéTCs UCKIIOUUTENBHON
cobcTBeHHOCTbIO KoMnanum.

PykoBoACTBO Nonb3oBaTens Ans onepaumoHHbIX CMCTeM ceMeincTBa Linux

Bepcus pokymenTa: 1.0

ABTOpCKMe NpaBa, TOBapHble 3HaKW, OrpaHNYeHKA

NporpaMMHoOro obecrneyeHns 1 LOKYMEHTALMKU Ha Hero npecnenyertcs no
3aKOHy.

Bce ykasaHHble AaHHble O XapaKTepUCTUKax NPOAYKTOB OCHOBAHbI HA MeX-
[lyHAapOAHbIX UM POCCUICKMX CTaHAAPTaX U pe3ynbTaTax TeCTUPOBAHUS,
NOyYEHHbIX B HE3aBMCMMbIX TECTOBbIX MU CEPTUPUKALIMOHHBIX NabopaTo-
pusx, 16O Ha NPUHATLIX B KOMNAaHUM MeToaMKax. B aaHHOM fokyMmeHTe
3A0 "Anapau P.[." He npenocTaBnseT HUKAKMX HU SIBHbIX, HA NOApa3yMe-
BaeMbIX rapaHTUN.

3A0 "Anapamu P.0." HE HECET OTBETCTBEHHOCTM (KAK B CMJTY OTO-
BOPA, TPAXXOAHCKOIO MPABOHAPYLLUEHWS, BKNKOYASG XATATHOCTb,
TAK W B OGO MHOW ®OPME) MEPEL BAMW U IIOBOV TPETHEM
CTOPOHOW 3A JIOBbIE MOTEPU UM YBbITKM (BK/TIOYAS KOCBEHHDIE,
OAKTUYECKUE UM NMOBOYHbIE YBbITKW), BK/TKOYAS BE3 OTPAHUYE-
HWI NIOBbIE MOTEPU UMW YBbITKM NMPUBLITIBHOCTM BU3HECA, NMO-
TEPIO OXOQHOCTM UK PENYTALIMK, YTPAYEHHYIO UM UCKAXEH-
HYO MHOOPMALMIO NN AOKYMEHTALMIO BCIEACTBUE MCMNOJ1b30-
BAHWSA MPOrPAMMHOIO OBECIMEYEHMA U/WMNN NKOBOITO KOMMO-
HEHTA OMUCAHHOTO MPOLYKTA, OAXE ECNM 3A0 "Anapaund P.O."
BbI/10 MMCbMEHHO YBEOOMJ/IEHO O BO3MOXHOCTW MOAOBHbIX
YBbITKOB.

FocyaapcTBeHHOE perynMpoBaHue U SKCMOPTHbIM KOHTPOb

OnucbiBaeMbIi B JIAHHOM JOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET AB-
NSTbCS MU coflepKaTb B cebe cpencTBO KpUNTorpaduyeckoi 3almnTbl MH-
dopmaumm (CK3W), aensiowweecs npesMeToM 3KCMOPTHOTO KOHTPOAS.

Bbl cornalaetech ¢ TeM, 4To NPOAYKT He ByAeT NoCTaBAATbLCSA, Nepeaa-
BaTbCS UM IKCMOPTUPOBATLCSA B KaKYHO-NMBO CTPaHy, a TakKe MCMob30-
BaTbCs KakKMM-1Mb0o NpoTUBOPeYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTMpyeTe, 4To ByaeTe cobnoaaTb HaknaabiBaeMble Ha IKCMOPT U
pe3KcnopT NPoAyKTa OrpaHUYeHus.

CeeneHns, NpuBeAEHHbIE B AAHHOM [JOKYMEHTE, aKTyasbHbl Ha AaTy ero
nybamkaumu.

Bce npaBa Ha MHTenneKTyanbHyo Co6CTBEHHOCTb (BKAOYas, 6e3 orpaHuye-
HWIA, aBTOPCKME NpaBa, KOMMEPYECKYH TallHy, TOBapHble 3HaKK, U T.4.), NOA-
TBEPXAEHHbIE UMK BKNIOYEHHbIE B MPUIOXKEHHbIE/B3aWMOCBA3aHHblE/MMe-
loLLMe OTHOLIEHWe K JAHHOMY PYKOBOZACTBY, laHHbIe, COAEPXaLLMECcs B HEM,
a Takxke Bce npasa Ha M0 aBnaoTCca U 6yayT 9BNATLCS COOCTBEHHOCTbIO UC-
KNnoumTenbHo KoMnaHuu.

JaHHoe cornawenune He nepenaért Bam npasa Ha lMporpammHoe obecneve-
HU1e, a 1LLIb NPeAoCTaBNSeT OrpaHUYeHHOE NMPaBO Ha UCMO/b30BaHMUe, KO-

TOpPOE NMOANEXUT OTMEHE COrNAcHO ycnoBusaM aaHHoro Cornawenus. Huuto
B AaHHOM CornaleHuu He noATBepXKAaeT 0Tkas KoMnaHuu OT npaB Ha UH-
TeNNeKTyabHy COBCTBEHHOCTb MO KakoMy 6bl TO HU 6bIN0 3aKOHOAATENb-
cTBY.

JInuensus

KoMmnaHusa HacToswwmM npepocTtaBnset Bam, a Bbl nonyyaete uHAMBUAYyanb-
HOe, HeUCK/IIOUUTENIbHOE U OT3bIBAEMOE OrPaHUYEHHOE MPaBo Ha UCMOJb-
30BaHue AaHHoro 0 Tonbko B popMe MCNONHAEMOro KOAa, Kak ONUCaHo B
npunaraemoii k MO TexHUYeCKOoM/3KCNNyaTauMOHHOM JOKYMEHTaLMUH, U
TO/bKO B COOTBETCTBMM C YC0BUAMM aaHHoro COrnalueHms:

Bbl MoxeTe ycTaHoBUTb MO M MCMONb30BaTb €70 Ha KOMMbloTepax, pacno-
NOXEHHbIX B npefenax Bawero npeanpusaTus, Kak onucaHo B COOTBETCTBY-
IOLLEM TeXHUYECKOI/3KCNNyaTaLMoHHOM AokyMeHTaumu M0 1 B HacTosweM
CornaLeHuu.

Bbl MoxeTe f06aBUTb/NpucoeanHuTb MporpaMMHoe obecneyeHne K Npo-
rpamMMam a1 MOBUbHbIX YCTPOMCTB C €AMHCTBEHHOM Liefblo, ONUCAHHOM B
naHHoM Cornawenuu. MpuHKUMas yCIoBMS HACTOSLLEro cornalenus, Bol co-
rnawaerech:

- HEe UCMOoNb30BaTh, He MOAMGBULMPOBATL U He BblAaBaTh CYBAMLLEH3UM HA
naHHoe MporpamMmHoe obecneuyerue u noboe apyroe MO KoMmnaHuw, 3a
MCK/IOYEHUEM ABHBIX paspelueHuii B aaHHoM Cornaleruu;

- He MoAM(UUMPOBATD, HE AEMOHTUPOBATb, HE AEKOMMUAMPOBATL, HE pe-
KOHCTPYMPOBaTb, HE BUAOM3MEHSTb U HE PacLINpsTh AaHHOe MporpamMMHoe
obecneyeHne U He MbITaTbCst PACcKPbITb (MOTY4NUTb) UCXOAHbIE KOAbI AdH-
Horo MporpaMMHoOro o6ecneyeHus;
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- He noMeLLatb AaHHoe MporpaMMHoe obecrneyeHne Ha CepBep C BO3MOX-
HOCTbIO [OCTYNA K HEMY TPETbUX NIUL, YEPE3 OTKPbITYIO CETb;

- He UCMoNb30BaTh Kakue Bbl TO HK BblNO pe3epBHbIe UAKM apXMUBHbIE KOMUU
naHHoro MporpaMMHoro obecneyeHus (N1 NO3BONATb KOMY-NMBO ewwé nc-
nonb30BaTh Tak1e KOMMM) C NtoBOI MHOW LieNblo, KPOME 3aMEeHbl €ro Opuru-
HaNbHOTO 3K3eMMIsApa B C/Ty4ae ero paspyLeHns Uan Hannumns aedexTos.

TpeﬁOBaHMﬂ K UCNONb30BaHUIO

MporpaMMHoe obecneyeHne LOMKHO UCMONb30BaTLCA U 06CNYXMBATLCS
CTPOro B COOTBETCTBUM C ONUCAHUAMU U MHCTPYKUMaMM KomnaHuu, npuse-
[NEHHBIMU B IAHHOM M ApYrux AokyMeHTax KomnaHuuu, B TOM Yucne Ha nop-
Tane OHNMaiH fOKYMEeHTauum ans paspabotumkos Komnanum
(http://developer.aladdin-rd.ru/).

Ucnonb3osanue MO

Monb3oBaTens Bnpase:

- Bocnpon3soanTb MO nyTéMm 3anucym ero B NamMsTb 31EKTPOHHO-BbIYNCN-
TenbHbIX MalWwuH Monb3oBaTtens, orpaHMYEHHOE NPaBOM MHCTANNALMK, KO-
NMPOBaHMS M 3anycka nporpamm ans 3BM;

- BcTpauneatb M0 ntobbiM cnocobom B NpoayKTbl U pelueHus Monb3osatens;

- pacnpoctpaHsTb MO No6bIM CNOCOBOM UCKNIOUUTENBHO B COCTaBE Npo-
LyKTOB 1 peweHuit Monb3osarens.

Mpu ncnonb3osaHmu u pacnpoctpaHerum MO Monb3oBaTens 0653aH pyKo-
BOACTBOBATLCS AENCTBYIOLLMM 3aKOHOAATENbCTBOM Poccuiickoit Depepa-
LMK U MeXAyHapOAHbIM 3aKOHOAATEbCTBOM, YUMTbIBAS OFPaHUYEHUS U 00~
NoNHUTENbHble TPeBoBaHMS, KOTOpPble MOrYT BO3HMKATb B CBA3M C 3KCNOP-
TOM WMPPOBaNbHbIX (KpUNTOrpaduuecknx) cpeacTs ¢ Tepputopun Poccuin-
ckovt DesepaLmm ¥ UMNOPTOM TakKMX CPEACTB B Apyrue CTpaHbl. B yacTtHo-
CTW, OrPaHMYEHNA 1 JONONHUTENbHbIE TpEBOBaHMS MOTYT BO3HUKATb NpU
pacnpocTpaHerun 10 Yepes MarasuHbl NPUIOXKEHUI, CoAepXallue pas-
NINYHbBIE MPUNOXKEHUS AN MOBUBHBIX YCTPOMCTB.

YcnoBus MCNonb30BaHMS, M3M0XKEHHbIE B HACTOALLEM COrNaLIEHNK, Aeii-
CTBYIOT B OTHOLUEHMUM BCEro coaepxunmoro M0, B YaCTHOCTM B OTHOLIEHUM:

- Aun3aiiHa (rpaduku, pacnonoXeHns sneMeHToB 0hOpMIEHNA U T.N.);
- BCEX UHbIX INEMEHTOB, B TOM YMC/ie U306paxeHni, poHOrpamM, TEKCTOB.

Monyyaemble Monb3oBaTenemM HEUCKIOUUTENbHBIE MMYLLLECTBEHHbIE NpPaBa
He BK/MKYatoT Npasa Ha nepegavy TpetbmMM nMuam KaKuUX-1mbo npas Ha
BCTpalBaHWe, BOCNPOU3BEAEHUE, PaCNpOCTPAHEHWE U UCMO/b30BaHME Mpo-
rpamm ans 3BM He B coctaBe NpoayKToB M pelleHuit Monb3oBatens.
KoMnaHus coxpaHset 3a coboit Bce uckntouMTeNbHble npasa Ha MO v Bxo-
AsillMe B HEro KOMMOHEHTI, BK/OYas NMpaBa Ha NpefocTaBieHne HeUCKto-
UMTENbHBIX U UCKNIOUYUTENBHBIX NPaB TPETbUM ULAM.

Monb3oBaTenb BNpaBe OCyLECTBASTL MCMob3oBaHue 10 B npenenax,
npeayCMOTPEHHbIX HAaCTOAWUM COF}'IaLIJeHl/IeM, UCKNKOYUTENBHO Ha Teppu-
Topun Poccuiickoit Pepepaumu.

06cnyxuBaH1e U noanepxka

KoMnaHus He HecET 0653aTenbCTB N0 NPeAoCTaBAEHUI0 NOALEPXKKM, 0BCny-
XWBaHUS, MOaudUKaLMK Unmn BbiIxoay HOBbIX penusos 0.

OrpaHuyeHHas rapaHTus

KoMnaHus rapaHTUpyeT, 4To nporpaMMHoe obecrneyeHme C MOMEHTa npu-
obpeTeHus ero Bamu B Teuenne 12 (aBeHanuati) mecsues 6yaet GyHKUMO-
HMPOBAaTb B MOJIHOM COOTBETCTBUM C €r0 TEXHUYECKOM/3KCNyaTaLMOHHOMN
[IOKyMeHTauuel, npu ycnosuu, 4to MO 6ynet ncnonb3oBaTbCs Ha KOMMbiO-
TepHOM annapaTtHOM obecrneyeHnm 1 C onepaLmMoHHON CUCTEMOIA, NS KOTO-
poii oHo 6bino paspaboTaHo.

OTKas oT rapaHTUm

KoMnaHus He rapaHTUpyeT, 4To NporpaMMHoe obecnevyeHune byaet coot-
BETCTBOBATb BaluMM xxenaHusm 1 TpeGoBaHUsM, Uiu YTo ero paboTa byaet
6ecnepeboiiHoit unu 6esownbo4Hoi. B 06bEME, NpesycMOTPEHHOM 3aK0-
HoAaTeNnbCTBOM P, KOMNaHMS OTKPLITO OTKA3bIBAETCS OT BCEX rapaHTHiA,
He OroBOPEHHbIX 3[1eCb, OT BCEX MHBIX MOAPa3yMeBaeMblx rapaHTuid. Hu
OZIMH U3 AMNEepOB, AUCTPUBLIOTOPOB, NPOAABLIOB, areHTOB UM COTPYAHWUKOB
KOMMaH1U He yNoNHOMOYEH NPOU3BOANUTL MOAUDUKALIMM, PACLIMPEHUS UK
[OMOJHEHWS K BAHHOM rapaHTum.

Ecnu Bbl npoussenu kakue-nn6o mogudukaumm MO uam noboit U3 ero ya-
CTelt BO BpeMs rapaHTuitHoro nepuoaa, MO noaseprnocb NOBPEXAeHuUH,
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HEOCTOPOXHOMY MM HEMPABUILHOMY 06paLLEeHuIo, v Bbl Hapywuau nio-
60e 13 ycioBuit HacToswero CornalleHus, To rapaHTus, ynoMsHyTas Bblle
B pasgene 5, 6yAeT HeMeANeHHO npeKpalleHa.

[apaHTUs HepeicTBUTENbHA, ecn MO UCNOob3yeTcs B COYETaHUM C MHBIM
annapaTHbIM U/WNK NPOrpaMMHbIM 06eCrneyeHneM, OTIMYHBIM OT OMUCAH-
HbIX B TEXHUYECKOM/3KCNNYaTaLMOHHOM LOKYMEHTALMM, MU UCTIONb3YETCS!
Ha KOMMblOTEpe C /II0BbIM YCTAHOBNEHHbLIM HEIMLEH3UOHHBIM NPOrpaMMm-
HbIM 0becneyeHnem.

OrpaHu4eHue BO3MELLEHUS

B cnyyae HapyLlueHus rapaHTUmM, OroBOPeHHOM Bbilwe, KoMnaHus MOXeT no
CO6CTBEHHOMY YCMOTPEHWIO:

- 3aMeHuTb MO, ecn 3To He NPOTUBOPEYUUT BbILLIEYNOMSIHYTOMY OrpaHuye-
HUIO rapaHTuy;

- BO3MECTUTb CTOMMOCTb, BbinnayeHHyto Bamu 3a MO.

[apaHTUitHble Tpe6OBaHMS LOMKHbI ObITb BbICTABNEHbI B MUCbMEHHOM BUAE
B TEYeHMe rapaHTUIHOro Nepuoaa, Ho He nosaHee 7 (CeMu) aHel C Mo-
MeHTa 0bHapyxeHns aedekTa, u coaepxaTtb B cebe noaTBepxAeHUS, ya0-
Bnetsopstowme Komnanuto. Bcé MO (Bce ak3emnnspsl, uMetowwmecs y Bac)
[LOMXHO 6bITb BO3BpalLeHo KoMnaHuu 1 oTnpaeneHo Bo3BpaLLatoLLeit CTo-
POHOI4 C ONNAYeHHOM CTOMMOCTbBIO MEPEBO3KM U, MPU HEOBXOAMMOCTH,
cTpaxoBku. Ik3eMnnspbl MO [OMKHbI 6bITb OTNPABAEHBI C KOMMWEN NAATEX-
HbIX JOKYMEHTOB M HaKNaAHbIX.

McknioueHne KOCBEHHBIX YObITKOB

CTOpOHbI NpU3HatoT, 4To MporpaMMHoe obecneyeHne He MOXeT BbITb non-
HOCTbIO NNLLIEHO OWMBOK. KoMNaHMs He HeCET OTBETCTBEHHOCTM (KaK B Cuiy
[l0roBOPa, rPaXAaHCKOro NpaBoHapPYLIEHMS, BK/IOYas XanaTHOCTb, Tak U B
nioboit uHoi hopme) nepen Bamu unu ntoboii TpeTbeit CTOPoOHOM 3a Ntobble
notepu unu ybbITKM (BKIOUAA KOCBEHHbIE, hakTU4eckme, nobouHble nam
noTeHUManbHble YObITKM), BKAKOYas, 6€3 orpaHuueHuit, nobble notepu unm
yObITKM NPUBLINLHOCTM BU3HeCa, NOTEep0 AOXOAHOCTU UK penyTaLuy,
YTPaUYeHHY UM UCKaXEHHYIO MHPOPMALIMIO MW LOKYMEHTALMIO BCes-
CTBME KaKOro-1mbo Mcnonb3oBaHWA A4AaHHOrO NPOrpaMMHOro obecneyeHuns
n/mnu nio6oi KOMMNOHEHTbI AAHHOTO MO, AAXe eC/IM KOMMAaHWUS NMUCbMEHHO
yBeOM/IEeHa 0 BO3MOXHOCTM NOAO6HbIX YObITKOB.

OrpaH14eHue OTBETCTBEHHOCTH

B cnyyae ecnu, HECMOTPSA Ha YCNI0BMS LAHHOMO COrNaLLeHUs, KOMMNaHUS
Npu3HaHa OTBETCTBEHHOM 3a YObITKM Ha OCHOBAHWUMU Kakux-11M60 AedekTos
WM HECOOTBETCTBMS NPOrPaMMHOr0 o6ecneyerHns Bawmm oxuaaHusm,
NoJIHas OTBETCTBEHHOCTb 33 KaXAbliA 3K3eMNAAP AedeKTHOro NporpamMmm-
Horo obecneueHns He 6yaeT NpeBbIWaTh CyMMbI, BbiNnavyeHHon BamMu 3A0
"Anapamu P.L." 3a 370 MO.

I'Iperau.l.eHMe [OeACTBUSA CoralieHus

B cnyyae HeBbinonHeHns Bamu ycnosuii aaHHoro Cornawenus aeicraune
Bawweit nuueH3un u Hactoswero Cornawenuns byaeT npekpaLieHo.

Mocne npekpaleHns eicTBUS AAHHOTO JIMLEH3MOHHOIO COrNaLleHns:

- ULEeH3Ms, NpeaocTaBneHHas Bam gaHHbiM CornaweHnem, npekpaliaer
cBO& peicTeue, M Bbl nocne eé npekpalleHns He CMOXeTe NMPOAOIKATb
[anbHelLwee UCcnonb3oBaHue faHHoro MporpaMMHoro obecneyenns u apy-
MX IMLLEH3UOHHBIX [1pOAYyKTOB;

- Bbl HE3aMeANUTENbHO BepHETe B KoMnaHuio Bce aksemnnspbl M0 1 Bce
KOMWM TaKoBOro M/unu coTpérte/ynanure nobyo MHbOPMAaLMIO, Coaepxa-
LLYIOCSl B 37IEKTPOHHOM BUAE.

MpuMeHuMoe 3aKOHOAATENLCTBO

[anHoe CornaleHune A0MKHO BbiTb UCTONKOBAHO U ONpeAeneHo B COOTBET-
CTBMM C 3aKoHOLATENbCTBOM Poccuitckoit Mepepaumu (3a UCKNOYEHUEM
KOHMAMKTa NPUMEHEHWS MPABOBbIX HOPM), U TONbKO POCCUIACKUIA Cy A, ynon-
HOMOUYEH OCYLLECTBASTb NPaBoOCyAne B IH0ObIX KOH(AUKTAX U CNOpaX, Bbl-
Tekatwmx u3 aaHHoro Cornawenns. HeBO3MOXHOCTb Ans Nto6oit U3 cTo-
POH BOCMO/b30BaTbCs N06LIM U3 NPaB, NPefOCTaBNEHHbIX €/ N0 JaHHOMY
CornaweHuio, Unn NpUHATL Mepbl NPOTUB APYroil CTOPOHbI B Cly4ae Nto-
60ro HapyLeHus cBoux 0653aTenbcTs No CornaleHnto He AOMKHO pac-
CMaTpMBATLCS KAk OTKAa3 3TOM CTOPOHbI OT MOC/NEeAYHLLEro MOHYXAEHUS K
NPU3HAHUIO CBOMX NPaB UM COBEPLLEHMIO NOCNEAYIOLMUX AeACTBUIA B CNly-
4yae fanbHenLWnX HapyLeHWN.

oCyAapCTBEHHOE PEryNMpoBaHMUe 1 3KCMOPTHbINA KOHTPOb
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Bbl cornawaeteck ¢ TeM, uto M0 He 6yaet Bamu noctanstees, nepesa-
BaTbCS MM IKCMOPTUPOBATLCS B KaKyH-1MBO CTpaHy, a Takke UCMoJb30-
BaTbCsl KAKMM-IMB0O NMPOTUBOPEYALLMM 3aKOHY M YCIIOBMSM HACTOSILLErO CO-
rnaweHus o6pasoM. MO sBnsieTcs NpeaMeToM LOMONHUTENBHOMO 3KCMOPT-
HOro KOHTPONS, OTHOCAWerocs Kk Bam unu Baweit opucankumm. Bol rapaH-
TUpyeTe, YTo ByneTe COB/I0AATL HAKNAAbIBAEMbIE OrPAHUYEHUS HA IKCMOPT
1 peakcnopt MO.

PazHoe

Hacroswee Cornawexune npeacrasnser coboi NonHoe cornaiieHue, oTHo-
caueecs K JaHHOM NMLEH3UU, U MOXET BblTb U3MEHEHO TONbKO Nocpes-
CTBOM MUCbMEHHOTO COrNaLleHus, NOANUCaHHOro obenmm ctopoHamu. Eciu
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BbINOJIHEHME KaKoro-nnbo ycnosus Hactosiwero Cornawenus npeacTasns-
€TCSl HEBO3MOXHbIM, Takoe ycnoBue GyAeT CKOPPEKTUPOBAHO TOMbKO B Npe-
nienax, 06ecneynBatoLLmx BO3SMOXKHOCTb BbINONHEHWUS JAHHOTO YCIIOBHS.

A NPOYNTAN M NOHAN HACTOALLEEE IMUEEH3MOHHOE COTJTALLIEHME U
COTITIACEH BbINOJIHATL BCE EFO YC/10BUA. 4 MPUHMMAIO JAHHOE
JIMUEH3MOHHOE COITAWEHWME LENIMKOM. EC/IN 4 HE MPUHMMAIO
3TO NMLUEH3MOHHOE COMNMALWIEHME MU XOTA Bbl OAWH U3 ETO
MYHKTOB, TO JAHHOE JIMLIEEH3MOHHOE COMNALLEHME HE BCTYMNAET B
cnny, n 2 0bA3YIOCb HE YCTAHAB/IMBATD U HE UCMOIb30BATb AAH-
HOE NPOrPAMMHOE OBECMEYEHME.
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