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1. O OokymeHTe

1.1 Ha3Ha4deHue AOKYMEeHTa

[okymeHT npeactaBnsiet cobor pykoBoacTeo nonb3osatens ana N0 Egunbint Knuent JaCarta.

1.2  Ha Koro opueHTUpOBaH AaHHbIA JOKYMEHT

[lokymeHT npenHasHayveH nonb3osatenen MO Eannbin Knnent JaCarta, BnafenbLueB 31eKTPOHHbIX KO-
yewi JaCarta/eToken.

1.3  OpraHuzaumAa AoKYMeHTa

JLOKYMEHT pa3buT Ha HECKONbKO pa3aenoB:

e B pasgene 2 "OcHOBHble NOHATMSA" NpuBeaeHo HaszHadveHue N0 Egunbin Knuent JaCarta n nepedeHb
TEPMUHOB M COKPALLEHMIA, UCMONIb3YEMbIX B LOKYMEHTE;

e B pasgene 3 "O6bwue cBepeHMs 06 3NEKTPOHHBIX KNHOYaX" COLEPXKUTCS MHDOPMALMS O NpUIoXe-
HMAX, annaeTax 3NEeKTPOHHbIX KNKYen, 4ns paboTbl C KOTOPbIMU NpegHasHadyeHo MO EguHbiin Knu-
eHT JaCarta, a Takxe napaMeTpbl 31eKTPOHHbIX KIKOYEN NPU NOCTABKE;

e B paszene 4 "0630p Nonb30BaTENLCKOrO MHTEpdENCca” coaepXuTcsa MHbopMaums 06 OCHOBHbIX
npuemax pabotbl ¢ MO Eguubit Knuent JaCarta;

e B pasgene 5 "Pabota B nporpaMMe B pexxrMMe nonb3oBaTens” npuMBeaeHbl onepauum, cosepluae-
mble B M0 Egunbin Knuent JaCarta B pexxume nonb3oBaTtens;

e B pasgene 6 "PaboTa B nporpamMme B pexxMme agMUHUCTPATOPa” NpUBELEHbI OnepaLuu, coBepLiae-
mble B 10 Eaunbin Knuent JaCarta B pexxume agmMuHucTpatopa 6e3 seoga PIN-koaa agMUHKUCTpa-
TOpa 31EeKTPOHHOrO K/oYa.

1.4 PekoMeHAauum No UCNONb30BaHMIO AOKYMEHTa

[loKyMeHT peKkoMeHayeTCs UCMOMb30BaTh B KauecTBe 03HAaKOMUTENIbHOro MaTepuana (noapobHoro py-
koBoZAcTBa no ucnonb3osaHuto MO EamHbit Knuent JaCarta), a Takxke B KauecTBe CnpaBOYHUKA Npu pa-
6ote ¢ MO EauHbii KnueHt JaCarta.

,ﬂ,OKyMeHT peKOMeHA0BaH KaK as14 nocnenoBaTeslbHOro, Tak 1 anAa Bbl60p0‘4HOF0 n3yvyeHus.

1.5 CornaweHunAa no opopmneHunto

B maHHOM foKyMeHTe o5 NpeacTaBAeHUs CCbIIOK, TEPMMHOB M HaMMEHOBaHWIA, NPMMEPOB KoAa MNpo-
rpaMM MCMONb3YHTCA pasanyHble WPUThl M cpeacTBa odpopMaeHns. OCHOBHbIE TUMbl HAYEPTAHUM TeK-
CTa npuBeaeHbl B Tabauue 1.

Tabnmya 1 — InemeHTs 0QopmaeHns

Ctrl+X Ncnonb3yeTca ans BblAeNEHUS COYETaHUI KNaBuLL
file.exe Mcnonb3yeTcs ang BblaeneHus uMeH ¢haiios, KaTasoros, TEKCTOB NPOrpamMMm
Boidenenue Mcnonb3yeTcsa Ans BblAeneHUs OTAENbHbIX 3HAUYMMBIX C/TIOB M (pa3s B TEKCTe
[Mnepccbiaka Mcnonb3yeTcsa ANns BblAENEHUS BHELWHUX CCbINOK
Ccbinka [cTp. 3] Mcnonb3yeTcs Ans BblAENEHUS NEPEKPECTHbIX CCbINOK

Mcnonb3yeTcsa ang BolaeneHus MHGopMaLmu, Ha KOTopyto cneayet obpaTutb

BaxHo
BHUMaHue
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Pamka Mcnonb3yeTca ans BblaeeHNS BaXXHOM MHGOpPMALIMK, BbIBOA, pe3tomMe
U{ Ccbinka, npuMeyaHue, 3aMeTka
Sy CoBet
f 3arpyska (agpec ang 3arpysku 10, nokymeHTa)

@ Bonpoc
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1.6  ABTOpCKMWE NpaBa, TOBApHbIE 3HAKWN, OrpaHNYeHNA

[laHHbIV LOKYMEHT, BK/IKOUast Noa6op U pacnonoXeHue UANKCTpaLmii u Ma-
TepuanoB B HEM, IBNSETCS 06bEKTOM aBTOPCKMX NPaB U OXPAHSETCS B COOT-
BETCTBMM C 3aKoHoAaTenbcTBoM Poccuiickoit Menepaunmn. Obnasatenem
MCKNIOYMTENBHBIX aBTOPCKMX U MMYLLECTBEHHbIX NpaB sBnsetca 3A0 "Anaa-
ovH PO

Mcnonb3oBaHWe 3TUX MaTepuanos NtobbiM cnocoboM 6e3 MMCbMEHHOIo
paspelueHns NpaBoobnasaTens 3anpeLieHo U MOXET NoBeYb OTBETCTBEH-
HOCTb, NPeAyCMOTPEHHYIO 3akoHoAaTeNbCTBOM PX. Mpyu nepeneyatke U Uc-
NoAb30BaHWM AAHHbIX MaTepManoB 6o Noboi nx yactu ccbinkn Ha 3A0
"AnapauH P.J1." obs3aTenbHbl.

Bnapenbuem 3aperncTpMpoBaHHbIX TOBapHbIX 3Hakos "AnaaaunH’, Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto BJl", norotvnos u npa-
Bo06aAaTeNeM UCKKUUTENbHBIX NPaB Ha UX AWM3alH U UCNOb30BaHMeE,
NaTeHTOB Ha COOTBETCTBYIOLME NPpoayKThl sBnsietcs 3A0 "AnanauH P.A.".

Ha3BaHMs Npounx TEXHONOMUIA, NPOAYKTOB, KOMMNaHWUI, yNOMUHAIOLWMECS B
[laHHOM [OKYMEHTE, MOTYT ABAATLCSA TOBAPHbIMM 3HAKaMM CBOMX 3aKOHHbIX
BNajenbLies.

OepaHuquue omeemcmeeHHocmu

MHudbopmaums, npueenéHHas B JaHHOM LOKYMEHTe, NpeAHa3HayYeHa UCKo-
UMTENIbHO 151 03HAaKOM/EHUSA U He ABNSeTCs ucyepnbisaolleid. Coctas npo-
[lYKTOB, KOMMOHEHT, NX QYHKLMM, XapaKTEPUCTUKM, BEPCUM, LOCTYMHOCTb U
np. MoryT 6biTb M3MeHeHbl 3A0 "AnapamnH P.J." 6e3 npenBapuTenbHOrO
yBEAOMAEHMS.

3A0 "Anapaun P.[." He rapaHTUpyeT HM OTCYTCTBMS OWKMOOK B AAHHOM [0-
KyMeHTe, HW TOro, YTO onncaHHoe nporpaMMHoe obecneyenue (M0) He co-
nepxut fedekTos, bynet pabotaTb B MPOU3BOILHO BbIOPAHHbIX YCIOBUAX 1
npu1 3TOM yA0BNETBOPATb BCEM TPe6OBAHMAM, KOTOPble MOTYT 6bITb K HEMY
npeabaBAeHb.

3A0 "Anapaun P.[." He rapaHTpyeT paboToCcnocobHOCTL HeneraabHo no-
NYY4EHHOro NPOrpamMMHoro obecneyeHuns. HeneranbHoe MCNONb30BaHMe
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nporpaMMHOro o6ecneyeHns U AOKYMEHTALMK Ha Hero NpecieayeTcs no
33KOHY.

Bce ykasaHHble AaHHbIE O XapaKTEPUCTUKAX MPOAYKTOB OCHOBAHbl HA MeX-
[lYHapOAHBIX UM POCCUIACKMX CTaHAAPTAX M pesynbTaTaxX TeCTUPOBAHMUS,
MO/YYEHHbIX B HE3ABUCUMMbIX TECTOBbIX M/ CEPTUPUKALMOHHBIX 1abopaTo-
pusiX, IMBO Ha NPUHSATLIX B KOMMAaHUU METOAMKAX. B AaHHOM LoKyMeHTe
3A0 "Anapau P.J." He npenocTaBnseT HUKAaKMX HU SIBHbIX, HA NOApa3yMe-
BaeMbIX rapaHTuil.

3A0 "Anapamk P.I1." HE HECET OTBETCTBEHHOCTM (KAK B CUA1Y OTO-
BOPA, IPAX/IAHCKOTO NMPABOHAPYLLEHMS, BK/IIOUAS XANATHOCTb,
TAK 1 B IIO50M MHOWM ®OPME) MEPE BAMU U/IW NHOBOWM TPETbEM
CTOPOHOWM 3A JIOBbIE MOTEPU UMM YBBITKM (BKMIOYAS KOCBEHHBIE,
OAKTUYECKME MM NMOBOYHBIE YBbITKM), BK/IOYAS BE3 OPAHMYE-
HWI NIOBbIE NOTEPU MK YBbITKM MPUBbIIBHOCTM BU3HECA, MO-
TEPIO IOXOIHOCTM AW PEMYTALIMM, YTPAUEHHYIO MM UCKAKEH-
HYI0 MHDOPMALIMIO MM IOKYMEHTALIMIO BCIEACTBME UCMOMb30-
BAHMSI TPOTPAMMHOTO OBECTEYEHMS MMM NIIOBOTO KOMTO-
HEHTA OMMCAHHOTO MPOAYKTA, AAXKE EC/IN 3A0 "AnapauH P.A."
BbII0 MMCbMEHHO YBEIOM/IEHO O BO3MOXHOCTM NOAOBHbIX
YBbITKOB.

locydapcmeeHHoe pezynuposaxue u 3KCNOPMHBbIL KOHMPONb

OnucbiBaeMblit B AAHHOM JOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET 5B~
NATbCS UK copepxaTh B cebe cpeacTBO KpUNTOrpaduUecKoi 3almTbl UH-
dopmaunm (CK3W), ssnatowweecs npeaMeToM 3KCNOPTHOTO KOHTPONS.

Bbl cornawaetech € TeM, 4TO NMPOAYKT He ByaeT NocTaBnaTbCs, nepena-
BaTbCS MM IKCMOPTMPOBATLCS B KaKy0-MB0 CTPaHy, a TakKe UCNosb30-
BaTbCs KAKMM-IMBO NPOTUBOpEYaALLMM 3aKOHY 06Pa3oM.

Bbl rapaHTupyeTe, 4to ByaeTe coba0AaTL HAKNAALIBAEMBIE HA 3KCMOPT ¢
pe3KCNopT NPOAYKTA OrpaHUYeHUS.

CBefeHus, NpUBEAEHHbIE B AAHHOM [OKYMEHTe, akTyaslbHbl Ha AaTy ero
nyéamkaumu.

ctp.5/52
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1.7  JIMUEH3NOHHOE cornalleHne

MoxanyincTta, BHUMaTENbHO NpounNTaiiTe AaHHOE NNLIEH3UOHHOE cornalue-
HUe Npexze, YeM UCNONb30BaTb COAEPXKMMOE AAHHOTrO KOMMEeKTa u/unu
npexgae, YeM 3arpyxaTb UAKM yCTaHaBAMBaTb NPOrpaMMHoe obecneyexue.

Bce ykasaHus no Mcnonb3oBaHUIO NporpaMMHoro obecneyeHus, npeao-
CTaBnsieMble 3aKpbITbIM akLIMOHepHbIM obwectBoM "AnapaunH P. [." (nnm
NtoBbIM €ro JOYEPHUM NPeAnpUATUEM — KaXA0e U3 HUX YNOMUHAeMoe Kak
"KOMNaHWA"), NOAUYUHSIOTCS M BYAYT NOAYMHATLCS YCIOBUSAM, OTOBOPEHHbBIM
B JAaHHOM COrNaLleHun. 3arpyxas jaHHoe nporpaMMHoe obecneyeHue (Kak
onpeneneHo ganee no TekcTy) U/Mnu ycTaHaBAMBas AaHHOe NporpamMMHoe
obecneyeHne Ha Baww koMnbloTEP M/MAKM UCNONB3YS AAHHOE NPOrpaMMHoe
obecneyeHne UHbIM cnocoboMm, Bbl NpuHMMaeTe aHHoe cornalleHne u co-
rnawaeTech C ero yCoBUSAMU.

Ecnu Bbl He cornacHbl € AaHHbBIM COTNALLEHNUEM, He 3arpyanTe u/unu He
yCTaHaBNMBaliTe faHHOEe NporpaMMHoe obecneyeHne U HezaMeLIUTeNbHO
(He no3gHee 7 (ceMu) AHeW C AaTbl 03HAKOMIEHWS C HACTOALLUM TEKCTOM)
BepHuTe 310T NpoaykT B 3A0 "AnanavH P.[.", ynanute naHHOe nporpamm-
Hoe obecneyeHne 1 BCe ero YacTu CO CBOEro KOMrbioTepa U He UCMOsb-
3yiiTe ero HUKOMM 06pasom.

Hacroswwee nuueH3noHHoe cornawenue (nanee "Cornawenue”) agngercs
[IOrOBOPOM, 33K/IOYEHHbIM Mexay Bamu (pusnuecknm nunm topuanyeckum
NULOM) — KOHeYHbIM nonb3oBaTenem (aanee "Monb3oBatens’) — u 3A0
"Anapavi P.[." (nanee "KomMnaHusa") OTHOCUTENbHO Nepeaayn HemcKIoum-
TeNbHOro NpaBa Ha MCMONb30BaHME HACTOSALLErO NPorpaMMHoOro obecneye-
HUS, ABNAIOLLETOCH UHTENNEKTYaNbHOM COBCTBEHHOCTLIO KoMnaHuy.

lMpasa u co6cmeeHHocMb

JAHHOE COMNALUEHWE HE ABNAETCA COTTTALLEHMEM O NPOOAXE.
MporpaMmHoe obecneyeHue, BKNtOYas Bce nepepaboTku, UCNpaBieHus,
MoanduKaLumu, [OoNoNHeHUs, 0OHOBNEHNUS U/MNW YCOBEPLUEHCTBOBAHMUS K
HeMy (manee no BceMy TekcTy M ntoboi ero 4actu onpeaensemoe kak lpo-
rpaMMHoe obecneyeHune unu MN0), u cBI3aHHas C HAM AOKYMeHTaLMs npea-
HasHavaetcs HE A1 MTPOOAXMU u sBnsietcs M 0CTaéTC UCKIOUMTENbHON
cobcTBeHHOCTbIO KoMnaHum.

Bce npaBa Ha MHTennekTyanbHy COBCTBEHHOCTD (BKOYas, 6e3 orpaHuye-
HWIA, aBTOPCKME NpaBa, KOMMEPYECKYHO TaiiHy, TOBapHble 3HaKK, U T.4.), No4-
TBEPXAEHHbIE UMW BKIIOYEHHbBIE B MPUNOXKEHHbIE/B3aUMOCBS3aHHble/MMe-
loLLMe OTHOLLEHKE K AIAHHOMY PYKOBOACTBY, AQHHbIE, COAEPXKALUMECS B HEM,
a Takxe BCe npasa Ha M0 aBnatoTcs 1 ByayT 9BNATbCS COBCTBEHHOCTHIO UC-
KntounTenbHo KomMnaHuu.

[laHHoe cornaweHue He nepenaét Bam npaea Ha MporpammHoe obecneye-
HUe, @ 1L NPeAOCTaBSET OrpaHUYEHHOE NPaBO Ha MCMO/b30BaHUeE, KO-

TOpOE MOANEXUT OTMEHE COrNacHO ycnoBusaM AaHHoro Cornaiwenus. Huuto
B AaHHOM CornaleHnn He noaTBepxaaeT otkas KoMnaHum oT npae Ha UH-
TennekTyanbHyl COBCTBEHHOCTb MO KakoMy 6bl TO HM BbINI0 3aKOHOAATENb-
cTBY.

Jluyensus

KomnaHus HacToswmm npenoctasnset Bam, a Bol nonyyaete unavsmayans-
HOe, HeUCKYNUTEIbHOE M OT3biBAEMOE OrpaHMYeHHOe NPaBo Ha UCNOJb-
30BaHue gaHHoro M0 Tonbko B GopMe UCMONHAEMOro KoAa, Kak OMUCaHO B
npunaraemoii K MO TexHU4eCcKoi/3KcnNyaTaLuMOHHOM AOKYMEHTaLMK, U
TONIbKO B COOTBETCTBUM C YCNOBUAMM AaHHOro Cornawenus:

Bbl MoxeTe ycTaHOBUTb MO 1 MCNONb30BaTL €r0 HA KOMMbIOTEPAX, Pacno-
NOXeHHbIX B Npeaenax Bawero npeanpuatus, kak ONMCaHO B COOTBETCTBY-
IOLLLEN TEXHUYECKOW/3KCnNyaTauMoHHOM AokyMeHTauum MO 1 B HacTosweM
COrnaLeHnu.

Bbl MoxeTe no6aBuTh/NMprcoeanHuTb MNporpaMmHoe obecneyeHue K npo-
rpaMMam Ans MOBU/bHbIX YCTPOWCTB C €MHCTBEHHOM LieNbio, ONMUCAHHOM B
naHHoM Cornawerun. MpUHUMas ycnoBus HacTosLwero cornawenus, Bel co-
rnawaerech:

- HE NCMONb30BaTh, He MOAMPULIMPOBATL M He BblAABaTb CYBNNLEH3UM HA
naHHoe lMporpammHoe obecneyeHve u noboe apyroe N0 Komnanuu, 3a
MCKNIOYEHUEM SIBHBIX pa3peLeHnii B faHHOM Cornaliennu;

- He MOAUdULMPOBATb, HE IEMOHTUMPOBATb, HE LEKOMMUAUPOBATb, He pe-
KOHCTPYMPOBATb, HE BULOWU3MEHSATb U HE pacluMpsTh AaHHoe [porpaMMHoe
obecneyeHne U He NbiTaTbCs PACKPbITh (MOAYYUTb) UCXOAHBIE KOAbI AAH-
Horo MporpamMMHoro obecnevyexns;

- He noMewaTb AaHHoe lNporpaMMHoe obecneyeHne Ha cepBep C BO3MOX-
HOCTbIO [OCTYNa K HEMY TPeTbUX /UL, Yepe3 OTKPbITYIO CETb;
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- He UCMoNb30BaTb Kakue 6bl TO HY b0 pe3epBHbIE UK apXMUBHbIE KOMUK
naHHoro MNporpaMMHoro obecneyenns (Mnu No3BONSTb KOMY-MG0 eLwé uc-
nonb30BaThb TakMe KOMMM) € 06O MHOM LieNbio, KPOME 3aMeHbl ero Opurn-
Ha/IbHOTO 3K3eMNAIApa B C/Ty4ae ero paspyLleHns Uan Hannumns AedekTos.

Tpe6osaHus K UCnosbL308aHUKO

MporpaMMHoe obecneyeHne LOMKHO UCMNOb30BaTLCS U 06CNYXMUBATLCS
CTPOro B COOTBETCTBMM C ONMMUCAHUSMU U MHCTPYKUMaMM KomnaHuu, npuse-
[EHHbIMM B IAHHOM M ApYrUX AOKYMeHTax KoMnaHuu, B TOM uncne Ha nop-
Tane oHnalH LOKYMeHTauuu ans paspabotumkos KomnaHum
(http://developer.aladdin-rd.ru/).

HUcnonvzoeanue 10

Monb3oBaTens Bnpase:

- Bocnpon3soauTb MO nyTéM 3anucu ero B NaMsTb 3NEKTPOHHO-BbIYNCAN-
TeNbHbIX MawWwuH lMonb3oBaTens, orpaHMYEHHOE NPaBOM UHCTANNALMM, KO-
nMpoBaHus 1 3anycka nporpamm ansg 3BM;

- BcTpameatb M0 nobbiM cnocobom B NpoAyKTbl M pelleHns Monb3osatens;

- pacnpoctpaHsTb MO N06bIM CNOCOBOM UCKIOUUTENBHO B COCTaBE Npo-
LYKTOB v pelueHnii Nonb3osarens.

IMpu ucnonb3oBaHuu 1 pacnpoctpaHenunu MO Monb3osaTens 0653aH pyko-
BO/CTBOBATLCA AEMCTBYIOLLMM 3aKoHOAaTeNbCTBOM Poccuiickoit Penepa-
LMK 1 MeXAYHAPOAHbIM 3aKOHOAATENbCTBOM, YUYUTbIBAs OFPaHUYEHMS U [0~
nonHUTeNbHble TpeboBaHMA, KOTOPble MOTYT BO3HMKATb B CBA3M C 3KCMOP-
TOM WndpoBanbHbIX (KpunTorpaduyecknx) cpeacTs ¢ Tepputopun Poccuin-
ckoit MepepaLumm U UMNOPTOM TakUX CPEACTB B Apyrue CTpaHsbl. B yactHo-
CTW, OrPaHNYEHNSA U JONONHUTENbHbIE Tpe6OBaHUSA MOTYT BO3HMKATb MpU
pacnpocTtpaHenun N0 yepes MarasmHbl MPUAOXKEHMUIA, COAEpXaLLne pas-
NINYHbIE NPUNOXKEHNS ANt MOOUNbHbBIX YCTPOMCTB.

YCnoBus MCNonb30BaHMS, M3NOXKEHHbIE B HACTOALLEM COTNALLIEHNUN, Aei-
CTBYIOT B OTHOLLUEHWUM BCero coaepxumoro N0, B YaCTHOCTU B OTHOLIEHUMU:

- An3aiiHa (rpadmkm, pacnonoXeHns snemMeHToB 0hopMAEHNA 1 T.N.);
- BCEX MHbIX 3N1EMEHTOB, B TOM YncC/ie M306paxeHni, PoOHOrpamMm, TEKCTOB.

MonyyaeMsbie Monb3oBaTeNeM HEUCKIOUUTENbHbIE UMYLLLECTBEHHbIE MPaBa
He BK/IIOYAIOT NpaBa Ha nepeaavy TPeTbUM NMLAM KaknMX-nMbo npas Ha
BCTpPauBaHue, BOCNPOU3BeAeHMEe, PAaCNPOCTPAHEHNE U UCMOb30BAHMUE Mpo-
rpamm ans OBM He B cocTaBe NpoAyKToB M pelleHnii Monb3osartens.
KoMnaHus coxpaHseT 3a coboit Bce uckaoumTeNbHble npasa Ha M0 v BXxo-
[ALLME B HEFO KOMMOHEHTbI, BKNtOYasi NpaBa Ha NpefoCcTaBieHne HeUCKIo-
YUTENbHbIX N UCKNKYUTENbHbBIX NPaB TPETbUM NULAM.

Monb3oBaTenb BNpaBe oCyLWecTBnaTb ucnonbzosarue MO B npesenax,
npenyCcMoOTpeHHbIX HacToawmMm CornameHmeM, UCKNKOYUTENBbHO Ha TEPPU-
Topuu Poccuiickon Depepaumu.

O6cnyxusaHue u No0depiKa

KoMnaHus He HECET 06s13aTeNbCTB N0 NPEAOCTaBNEHMIO NOLAEPXKKM, 06CNy-
XMBaHUS, MOAUDUKALMM UK BbIXOAY HOBbIX penusos 0.

OzpanuyveHHas 2apaHmus

KomnaHus rapaHTupyeT, 4To nporpaMMHoe obecrneyeHne C MOMeHTa Nnpu-
obpeTeHns ero Bamu B Teyenne 12 (nBeHaauaTti) mecsues byaet GyHKLMO-
HMPOBATb B MOJIHOM COOTBETCTBUM C €r0 TEXHMYECKOM/IKCNIyaTaLMOHHOMN
[IOKyMeHTaLuei, npu ycnosuu, uto MO ByAeT Mcnonb30BaTbCs HA KOMMbiO-
TepHOM annapaTHoOM obecrneyeHnn 1 C onepaLuoHHON CUCTEMOM, ANSt KOTO-
poii oHo 6bino paspaboTaHo.

Omkas om 2apasHmuu

KomnaHus He rapaHT1pyeT, YTo nporpamMMHoe obecneyeHue byaeT cooT-
BETCTBOBATb BalumM enaHusiM 1 Tpe6oBaHUAM, UK YTO ero paboTa byaer
6ecnepeboiiHoi unn 6esownboyHoit. B 06bEME, NpesycMOTPEHHOM 3aKo-
HOAATeNbCTBOM PM, KOMNaHWS OTKPbITO OTKA3bIBAETCS OT BCEX rapaHTUiA,
HEe OroBOPEHHbIX 3[1€Cb, OT BCEX MHbIX NOAPa3yMeBaEMbIX rapaHTUit. Hu
OAMH U3 AUNepoB, ANCTPUGLIOTOPOB, NPOAABLLOB, areHTOB MM COTPYAHUKOB
KOMMaHUK He YNOSHOMOYEH NPOWU3BOAUTL MOANDUKALIMM, PACLUIMPEHUS UK
[IOMONHEHNS K AAHHOM rapaHTUu.

Ecnu Bl npoussenu kakue-nmb6o mogudukaumm MO uam noboii U3 ero ya-
cTeil BO BpeMs rapaHTuitHoro nepuoaa, MO noageprnock NOBpeXAeHuUHo,
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HEOCTOPOXHOMY MU HEMpPaBUAbHOMY 06palleHuto, ecnu Bbl Hapywmnu nio-
60€e 13 ycnoswuit HacTosiwero CornalleHus, To rapaHTus, ynoMsHyTas Bbille
B pasgene 5, bynet HeMeLIeHHO NpekpalleHa.

lapaHTUs HepelicTBUTENbHA, ecan MO UCNonb3yeTcs B COMETaHUMU C UHBIM
annapaTHbIM U/MAKU NPOrpaMMHbIM obecneyeHneM, OTANYHbLIM OT OMMUCaH-
HbIX B TEXHMYECKO/3KCMNIyaTaLUMOHHOM AOKYMEHTaLMK, AU UCNONb3yeTCs
Ha KoMnbtoTepe C N106bIM YCTAHOBNAEHHbIM HENULLEH3UOHHbLIM NPOrpamMM-
HbIM 0becneyeHnem.

OZPGHU'-IEHUG eo3MeuleHusa

B cnyyae HapyLueHus rapaHTm, OroBOPeHHOM Bbile, KoMnaHus MoxeT no
COBCTBEHHOMY YCMOTPEHHUIO:

- 3aMeHuTb MO, ecnn 3To He NPOTUBOPEYUMT BbILLEYNOMSIHYTOMY OrpaHuye-
HUIO rapaHTum;

- BO3MECTUTb CTOMMOCTb, BbinnayeHHyto Bamu 3a MO.

[apaHTUitHble Tpe6oBaHMS LOMKHbI ObITb BbICTABNEHbI B MMCbMEHHOM BU1ae
B TEYEHWE rapaHTUIUHOIo Nepmosa, Ho He nosaHee 7 (Cemu) AHeN ¢ Mo-
MeHTa 0bHapyxeHus fedekTa, U copepxatb B cebe NoaTBEpPXAEHMS, yA0-
Bnetsopstowme Komnanuto. Bcé MO (Bce ak3eMnnspel, uMetowmecs y Bac)
[OMXKHO BbITb BO3BpaLLeHO KoMnaHuu 1 0TNpaBieHO BO3BPALLAOLLEN CTo-
POHOW C ONNaYeHHOM CTOMMOCTbIO MEPEBO3KM U, NPU HEOBXOAMMOCTH,
CTpaxoBKku. k3emnnspbl MO [OMKHbI 6bITb OTNPABIEHbI C KOMWER NNATEX-
HbIX JOKYMEHTOB M HakNaAHbIX.

UcknroueHue KoceeHHbIX yobimKos

CTOpOoHbI NpU3HatoT, 4To MporpaMMHoe obecneyeHne He MOXeT BbiTb Non-
HOCTbtO NnLIeHo ownbok. KoMnaHus He HeCET OTBETCTBEHHOCTM (Kak B cuny
[l0roBOpPa, rpaXKaaHCKoOro NpaBoOHapYyLIEHNs, BKIKOYAs XanaTHOCTb, Tak U B
no60oit uHoit popme) nepen, Bamu unun noboii TpeTbeid CTOPOHOIA 3a Nobble
noTepu UK yBbITKK (BKMtoYasi KOCBEHHbIe, hakThyeckue, noboyHble uam
noTeHuuanbHble yObITKK), BKAtoYas, 6€3 orpaHuyeHuit, niobble noTepu um
y6bITKM NpUBBLINLHOCTM BM3HECa, NOTEPI0 AOXOAHOCTU UAK penyTaLun,
YTPaUYeHHYI0 MU UCKAXKEHHYIO MHDOPMALIMIO UK [OKYMEHTALMIO BChea-
CTBME KaKoro-nnbo Mcnonb3oBaHUs AAHHOTO NPOrpaMMHOro obecneyeHus
n/mnn ntoboi KOMNOHEHTbI AAHHOTO MO, AAXe eCNU KOMNaHMS MUCbMEHHO
yBeA0M/IeHa 0 BO3MOXHOCTM NOAOBHbIX YObITKOB.

OepaHuquue omeemcmeeHHocmu

B cnyyae ecnu, HECMOTPS HA YCNOBUS LAHHOMO COrNaLLEHUs, KOMNAaHUS
npu3HaHa OTBETCTBEHHOM 3@ YBbITKM HAa OCHOBAHWMM Kakux-1nbo aedekTos
WU HECOOTBETCTBUS NPOrPaMMHOIo obecneyeHns Bawmm oxuoaHusMm,
MO/Has OTBETCTBEHHOCTb 3@ KaX/AblA 3K3eMNsAP AedeKTHOro NporpamMm-
Horo obecneyeHus He 6yaeT NpeBbllaTb CYMMbI, BbinaayeHHoM BaMu 3A0
"Anapgmn P.L." 3a 370 MO.

MpexpaweHue delicmeus coenawieHus

3A0 "Anapamn P.L.", 1995-2019 r.

PykoBopacteo nonb3osatens ang Windows

B cnyuae HeBbinonHeHws Bamu ycnosuii gaHHoro Cornawenus aencramne
Bawei nuueHsum n Hactoswero CornaweHus 6yaet npekpaleHo.

Mocne npekpaleHns feicTBua AaHHOTO JIMLIEH3MOHHOIO COrNalleHns:

- MLEH3Ms, NnpefocTaBneHHas Bam gaHHbiM CornaweHuem, npekpawaer
CBOE peicTeue, n Bbl nocne eé npekpalleHns He CMOXeTe NpoaoMKaTh
[anbHelLWwee UCcnonb3oBaHue faHHoro MporpaMMHoro obecneyeHns u apy-
MX IMLEH3UOHHBIX [1pOayKTOB;

- Bbl HE3aMen/MTeNnbHo BepHéTe B Komnanuto Bce ak3emnnspbl M0 v Bce
KOMWM TaKOBOTO M/uUnu coTpéTe/ynanute nobyto MHDOPMaLMIo, conepxa-
LLYKOCS B 3/IEKTPOHHOM BULE.

ﬂpumeHumoe 3aKoH00amesbCmeo

[anHoe CornaweHune A0MKHO BbiTb MCTONKOBAHO U ONpeAeneHo B COOTBET-
CTBMM C 3aKOHOAATENbCTBOM Poccuitckoit Meaepaumnu (3a UCKIOYEHUEM
KOHG®AMKTA NPUMEHEHNUS NPABOBbLIX HOPM), U TONBbKO POCCUICKUIA CyA ynon-
HOMOYeH OCyLLeCTBAATb NPaBOCyAMe B NOObIX KOHGAMKTAX U Cropax, Bbl-
Tekatowmx u3 agaHHoro Cornawenus. HeBO3MOXHOCTb AN Nto6oit U3 cTo-
POH BOCMO/b30BaTbCS N0OLIM U3 NPaB, NPefOCTaBNEHHbIX €/ N0 AaHHOMY
Cornawenuio, Unn NpPUHATL Mepbl NPOTUB APYroi CTOPOHbI B CyYae Nio-
60ro HapyLeHus cBonx 0653aTenbcTs no CornalieHnto He AOMKHO pac-
CMaTpMBaTbCA KaK OTKA3 3TOW CTOPOHbI OT NOCNEAYIOLEro NOHYXAEHUS K
NPU3HAHMIO CBOMX NMPaB UM COBEPLLEHMIO NOCNEAYIOLWMX AeACTBUIA B CNlY-
4ae fanbHENWMNX HapyLWEeHNA.

F'ocyaapcTBeHHOE peryninMpoBaHue U 3KCMOPTHbIA KOHTPO/b

Bbl cornawaetecsb ¢ TeMm, yto 0 He 6yaet Bamu noctaBnsTbes, nepena-
BaTbCS MM 3KCMOPTUMPOBATLCS B KAKY0-MBO CTPaHy, a TakKe UCMob30-
BaTbCsl KAKUM-MOO NPOTUBOPEYALLUM 3aKOHY U YCIIOBUSAIM HACTOSLLErO CO-
rnawenus obpasom. MO saBngeTcs NpeAMETOM AOMNOAHUTENBHOIO 3KCMOPT-
HOro KOHTpONSs, oTHocsAwWwerocs K Bam unu Baweit topucamkumu. Bol rapan-
TUpyeTe, 4yto ByaeTe cobnoaaTb HaKNAAbIBAEMbIE OFPAHUYEHUS HA IKCNOPT
n peskcnopr MO.

Pa3zHoe

Hactosiwee Cornawenne npeactaBnsiet coboi NoaHoe CornalieHue, oTHo-
caweecs K AaHHOM NULEH3UU, U MOXKET BbiTb U3MEHEHO TONbKO NOoCpes-
CTBOM MUCbMEHHOTO COrNalleHus, NoANMCaHHOro obeMmmn ctopoHamu. Ecin
BbINOSIHEHME KaKoro-n1bo ycnoeus HacToswero CornaleHus npeacTasns-
eTCsl HeBO3MOXHbIM, Takoe ycnoBue 6yaeT ckoppekTMpoBaHO TONbKO B Mpe-
nenax, o6ecneyvBaloLLMX BO3MOXXHOCTb BbINONHEHWUS LAHHOTO YCIOBUS.

A NMPOYNTAN N NOHAN HACTOSALLEE TMUEH3MOHHOE COMMALLEHME U
COINTACEH BbINOJTHATDL BCE EFO YC/10BUA. 1 MPUHUMAKO JAHHOE
JIMUEH3MOHHOE COIMALWEHME LENMKOM. EC/TN 1 HE NPUHUMAIO
3TO IMUEH3MOHHOE COMMALLEHME MU XOTA bbl OANH U3 ETO
MYHKTOB, TO AAHHOE IMLUEH3MOHHOE COMNALLUEHWE HE BCTYMAET B
cmny, 1 4 ObA3YHOCb HE YCTAHAB/IMBATbL W HE UCMOJIb3OBATb OAH-
HOE NMPOrPAMMHOE OBECIMEYEHUE.
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2. (OcCHOBHbIe NMoHATKMA

2.1 Ha3Ha4veHune

Enunbit KnuenTt JaCarta npeacraenset coboli nporpaMMHoe obecneveHue, obecneynBatoee paboty c
3NeKTPOHHbIMK Kntovamm JaCarta/eToken B onepaumoHHoi cucteme Windows. C nomoubto EanHoro Knu-
eHTa JaCarta MOXHO MCNOb30BaTh INEKTPOHHbIE Ktoun JaCarta Ans MHTEPaKTUBHOMO BXOAA B CUCTEMY,
3NeKTPOHHOM undposoi noanuck, goctyna K VPN.

2.2 TepMuHbI 1 onpegeneHnA

PIN-k00 admMuHucmpamopa — cexpeTHasi Noc/ieA0BaTeNIbHOCTb, U3BECTHASA TOJIbKO aAMUHUCTPATOPY, KOTO-
pyto He0H6X0AMMO NpeabsBUTL ANS ayTeHTUdUKALMM aAMUHUCTPATOPA B NPUIOXEHUM INEKTPOHHOIO
Kntoya.

PIN-k00 nodnucu - CeKpeTHada nocnenoBaTeslbHOCTb, MU3BECTHAA TOJIbKO NMNOJ1Ib30BATENHO, KOTOPYHO Heobxo-
ANMO NpeanbasuUTb 414 BbINOJIHEHUA onepaunn BHEKTpOHHOﬁ noanucu.

PIN-K00 nonb30eamens — CeKpeTHasi NOC/IeL0BaTENIbHOCTb, U3BECTHAS TO/IbKO MO/Ib30BATENIO, KOTOPYIO
Heo6X0AMMO NpeabIBUTb /18 ayTEHTUDUKALMM NONb30BATENS B MPUTOXKEHUM SNEKTPOHHOIO KJToYa.

PUK-k00 - nocnefoBaTeslbHOCTb CMMBOJIOB, MO3BoOAsOWAs pa3bnokmuposatb PIN-koa nonb3osaTens nocne
ero 6J10KMpoBKM.

Annaem - nporpaMMHoe obecneyeHue, peanusytoliee GYHKUMOHANbHOCTb MPUTOXKEHUS INEKTPOHHOIO
Ktoua.

Mpunoxenue - NnporpaMMHoe obecneyeHne, yCTaHOBNEHHOE B NMaMATH 3IEKTPOHHOTO K/oua.

Cuémyuk esoda HenpasunbHo20 PIN-koda - nogcuctema, 610KMpyroLWwas yCTpOMCTBO B C/lyYae BBOAA He-
npasunbHoro PIN-kona onpeaenéHHoe KoMYecTBO pa3 Noapsa.

JnekmpoHHbIli KAY — annapaTHoe YCTPOWCTBO, NPeAHa3HAYEHHOE As ayTEHTUDUKALMM, LUMbPOBaHHUS,
paboTbl C 3N1EKTPOHHOM NOANMUCHIO, 6E30MACHOr0 XpaHEeHUS AaHHbIX.
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3. Obuwme cBegeHUA 06 3/1EKTPOHHbBIX KNKO4YaXx

3.1 [pwnoreHus, annaeTbl U MOAENN 3NEKTPOHHbIX KtoYei

CDyHKLI,l/IOHaJ'IbHOCTb MOLENN SNEKTPOHHOrO KNo4Ya onpeaendaeTca npunoXXeHnamMu, yCtTaHOB/1EHHbIMUK B €€
namatu.

B namsaTtun anekTpOHHOro Knk4Ya MOXET ObITb YCTAHOBNEHO OHO MM HECKOJIbKO MPUNTOXKEHUI. YCTPOMCTBA,
B KOTOpbIX YCTAaHOBNEHO Boiee 0AHOro NPUNOXKEHUS HA3bIBAOTCS KOMOUHMPOBaHHbIMK. Hanpumep, B
3nekTpoHHOM Kntode JaCarta-2 FTOCT yctaHoBneHo npunoxenune FOCT, B anekTpoHHOM kntoye JaCarta PKI
ycTaHoBneHo npunoxenue PKI, B kombuHmnposaHHow Mmogenu JaCarta-2 PKI/TOCT yctaHoBnEeHbl Mpunoxe-
Hus PKI v TOCT.

MpumeyaHue. HavMeHOBaHNE NPUTIOKEHUS HE BCEAA COAEPKUTCS B HA3BAHMM MOLAE/IM INEKTPOHHOIO KITHOYa.
Hanpumep, B mogenn knoyeii JaCarta PKI ycranosneHo nipunoxenne PKl, Ho B mogem JaCarta LT yctaHoB/1eHO
npunoxernne STORAGE. HazsaHne Mogen u rnpuaoxXeHus 3/1eKTPOHHOIO K1o4a 0TOOPaXaercs B MHTEpQerice
Eaunroro Knmenta JaCarta B pexume 10/16308aress (CM. 1. 5 "Paborta B riporpaMme B pexuMe 10/16308aTess ).

MpunoxeHne onpepenseT HEKOTOPbIA HABOP PYHKLMOHANBHOCTM 3NEKTPOHHOIO K/OYa, XapaKTepHbIl oNs
peleHns onpeaeneHHoro psaa 3agad. Tak, npunoxerue PKI obecneumBaeT noaaepxky 3anagHbix Kpur-
TOANroOpMTMOB M MO3BOJISIET pellaTh LWUMPOKMI CNEKTP 33434 ayTeHTUdUKaLUMK, wnudpoBaHus 1 paboTsl ¢
3N1EKTPOHHOM NOANMCLI0 B KOPNOpaTMBHOM MHpacTpykType. MNpunoxernmne FOCT obecneyunsaet noa-
[LepXXKY POCCUICKMX KPUMTOANTOPUTMOB ANS pelleHuns 3aay ayTeHTudumKaumm, umdposaHus 1 paboTsl ¢
3N1EeKTPOHHOM NOANMCLI0 B CUCTEMAX, TPeByoLWMX ncnonb3oBaHus anroputmos [OCT.

OpfHo v 1o e NPUNOXEHNE MOXXET UMETb Pa3/IMdHbIE peanm3aunn. KOHKPETHaﬂ peannsaunga npunoxeHnsa
Ha3blBaeTCa annaeToMm. B HacToawem OOKYMEHTE Npu ONMCaHUn KOHKPETHOﬁ onepaunn Hag 3N1EKTPOHHbIM
KNKOYOM YTOYHAETCA HE TONIbKO NPpUNOXKEeHUEe, HO U annneT, peanm3yrou.u/1171 CIJYHKLI,MOHaﬂbHOCTb AaHHOro
NpuUnoXxeHua.

Mpumep. B mogensx 3/1eKTpOHHbIX Katoyesi JaCarta PKI n JaCarta PRO ycranosneHo nipunoxerune PKI, HO B
mogenn JaCarta PKI gaHHoe ripuioxeHmne peaan3oBaHo anniaerom Laser, a B mogem JaCarta PRO -annnerom
PRO. HazBaHume annnera KOHKPETHOIo MpuaoXeHns oTobpaxaercs B uHtepgesice EanHoro Knnerra JaCarta B
DEXUME GAMUHUCTPATOPA (CM. 1. 6 "PaboTa B NporpamMme B peXnMe aaMUHUCTPATOPa ).

CoOTBETCTBUE MPUIOXKEHMI, aNMNNETOB M MOLENEN NEKTPOHHbIX KOYEN, paboTa C KOTOPbIMK NOLAEPXKM-
Baetca B macOS npueeneHo B Tabnuue 1.

Tabnmya 2 - [lapameTpbl 3/1EKTPOHHBIX K/IKOYEH pH MoCTaBke

Mpunoxenue u annnem Moodenu anekmpoHHbIX Ktoyeli

Mpunoxenue PKI, peanusosaHHoe annneToM JaCarta PKI

Laser JaCarta PKI/Flash
JaCarta PKI/TOCT/Flash
JaCarta PKI/BIO
JaCarta PKI/BIO/TOCT
JaCarta PKI/TOCT;
JaCarta-2 PKI/TOCT
JaCarta-2 SE
JaCarta-2 PKI/BIO/TOCT
JaCarta-2 SF
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Mpunoxenue u annnem Mooenu anekmpoHHbIX Ktoyeli

Mpunoxenwne PKI, peanusoBaHHoe annieTom eToken Anywhere

PRO eToken PRO (Java)
eToken NG-FLASH (Java)
eToken NG-OTP (Java)
JaCarta PRO
JaCarta PRO/TOCT

JaCarta PKI. O6paTHas cOBMeCTMMOCTb C NPOAYKTaMM KOMNaA-
Humn Aladdin

JaCarta PKI/TOCT. O6paTHas cOBMeCTMMOCTb C MPOAYKTaMu
koMnaHuu Aladdin

JaCarta-2 PRO/TOCT

Mpunoxenune NOCT, peanusoBaHHOe annne- eToken rOCT

TOM KpMI‘ITOTOKeH JaCarta TOCT
JaCarta PKI/TOCT
JaCarta PRO/TOCT

JaCarta PKI/FOCT. ObpaTtHas COBMeCTUMOCTb C MPOAYKTaMM
koMnaHuu Aladdin

JaCarta FOCT/Flash
JaCarta PKI/FOCT/Flash
JaCarta PKI/BIO/FOCT.

Mpunoxenune NOCT, peanusoBaHHOe annne- JaCarta-2 FOCT

ToM KpuntoTokeH 2 3N JaCarta-2 PKI/FOCT
JaCarta-2 PRO/TOCT
JaCarta-2 PKI/BIO/TOCT
JaCarta-2 SE
JaCarta SF/TOCT

Mpunoxenne STORAGE, peanusoBaHHoe an- JaCarta LT

nnetom DataStore JaCarta WebPass
JaCarta U2F/WebPass
JaCarta U2F

Mpunoxenune OTP, peanusosaHHoe annnetom | JaCarta WebPass
AladdinOTP JaCarta U2F/WebPass
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3.2 [NapaMeTpbl 3NeKTPOHHbIX KNloYei Npy NOCTaBKe

212

Mpu nocTaBKe 3/1EKTPOHHbIE KNHOYM UMEIOT NapaMeTpbl, NpuBeAeHHbIe B Tabnumue 2.

Tabmmuya 3 — [lapamerpsl 3/1EKTPOHHBIX KIIHOYEH MpH MoCTaBke

lpunoxeHue u annnem

Mapamemp, onepayus
PIN-koa nonb3oBatens no ymon4aHuio *

PUK-kopg, ons pa3bnoknpoBaHus

PIN-koa agMMHMCTpATOpa NO YMONYaHUIO

@®opmMaTnpoBaHue NpunoxeHus 6e3 HasHaYeHus
PIN-kopa nonb3oBartens (aAMUHUCTPATOP MOXET
HasHauuTb PIN-kop nonb3oBatens nocne ¢op-
MaTUMpPOBaHMA)

MopMaTUpOBaHME NPUNOXKEHMS BE3 HAa3HAYeHMS
PIN-kona agpMuHMCTpaTopa

Mpu pasz6bnokuposaHun PIN-kofa nonb3osatens
cHpacbiBaETCA CYETYMK BBOAA HEMPABUIBHOMO
PIN-kona nonb3oBatens, npu 3TOM ...

Pas6nokuposaHue PIN-koaa nonb3osatens B
YAANEHHOM pexume

M3meHeHne PIN-kKoga nosnb3oBatens agMUHU-
cTpaTopoM 6e3 hopMaTMpOBaHUs

MpunoxeHue PKI
annsaem PRO

1234567890

HE NPeayCMOTPEH

1234567890

BO3MOXHO

BO3MOXHO

... PIN-kop, nonb3o-
BaTeNa 3afaeTcs 3a-
HOBO

BO3MOXHO

BO3MOXHO

MpunoxeHue PKI
annnem Laser

11111111

HE NPeayCMOTPEH

00000000

BO3MOXHO

BO3MOXHO

... PIN-kop, nonb3o-
BaTeNa 3afaeTcs 3a-
HOBO

HEBO3MOXHO

BO3MOXHO

MpunoxeHue FOCT
annaem Kpunmomo-
KeH

He YCTaHOBNEH

HE NPeayCMOTPEH

1234567890

BO3MOXHO

HEBO3MOXXHO

... PIN-kop, nonb3oBa-
TeNs OCTaeTCs Npex-
HUM

HEBO3MOXHO

HEBO3MOXXHO

MpunoxeHue MOCT
annnem Kpunmomo-
keH 2 3l
1234567890

MOXeT ObITb YCTaHOB-
JIeH Kak onuus npwm
3aKase

HE NPeayCMOTPEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kop, nonb3oBa-
Tens 0CTaeTcs npex-
HUM

BO3MOXHO

HEBO3MOXHO

MpunoxeHue
STORAGE
annaem DataStore

1234567890

HE NPeAyCMOTPEH

He YCTaHOBNEH

HEBO3MOXXHO

HEBO3MOXXHO

PIN-kon nonb3oBa-
Tena ocraercs
NpeXxXHUM

HEBO3MOXHO

HEBO3MOXXHO

MpunoxeHue OTP
annnem AladdinOTP

He YyCTaHOB/1EH

HE NpeayCcMOTPeH

HE NpeayCcMOTPEeH

BO3MOXXHO

onepaums He npegy-
CMOTpeHa

onepaums He npeay-
CMOTpeHa

HEBO3MOXHO

HEBO3MOXHO

* B 3aBMCMMOCTM OT npaBun 6e3onacHoCTM Ballei opraHuzaumnm PIN-kon nonb3oBaTens no yMon4aHuio MOXeT ObiTb U3MEHEH Nepes Nepeaayeii 3NeKTPOHHOIO Kito4ya nosb3oBaTtento. B TakoM ciyyae 3Have-
Hue PIN-koaa nosb3oBaTtens LOMKHO ObiTb COOBLLEHO AOMONHUTENBHO. B cnyyae 3aTpyAHEHUI 06paTUTECh K aAMUHUCTPATOPY.
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3.3 WHdopmauma o PIN-Koge nonb3oBaTtensa

OcHOoBHble onepauuu, KOTOpble BbIMOAHAET NOb30BaTeNb B NpoLLEecce IKCMIYaTalMmM 3/1eKTPOHHOTO KITK4a
BbINOJIHAKTCS C npeabsasneHmemM PIN-koga nonb3oBartens.

PIN-kopa nonb3oBaTtens coobWaeT agMMHUCTPATOP NpU Nepeaaye Nofb30BaTEN0 3NEKTPOHHOMO KtoYa.
3HayeHue PIN-kooa MOXKET OTIMYATLCS OT TMMNOBOIO 3HAYEHMS, MepeyYeHb KOTOPbIX NPeACTaB/ieH B Tab-
nvue 3.

Ecnu B naMaTH aneKTPOHHOrO K/t04a 3aMMCaHO HECKOMBbKO npunoxenui, Hanpumep, PKI n FTOCT, To ang
Ka)XZoro npunoxeHus npenycMoTpeH cesoi PIN-kog nonb3osarens.

[pu rmostyqeHm 31EKTPOHHOIO K/IH04a HA PYKHU HACTOSITE/IbHO pEKOMEHAYeTCs cmeHnTs PIN-koa nosns3oBarens
(cm. 1. 5.3 "Uzmernernmne PIN-koga nose3oBarens’).

PIN-kon nonb3oBaTens MMeeT CPOK AeWCTBUS. 3a 7 AHEN 10 OKOHYaHMs cpoka aevicteus PIN-kona nonb3o-
BaTeslb NONY4UT yBeLOMeHNWe 0 HeobxoamumocTu cMeHbl PIN-koga. MHdopmaumoHHble cooblueHuns 6ynyT
NPUXOAUTb Kb AeHb A0 OKOHYaHMs cpoka aenctemsa PIN-koaa, noka oH He ByaeT M3MeHeH.

B cnyyae BBOAA HeBepHOro 3HayeHus PIN-kofa nonb3oBaTens B KOMYECTBE pas, MPEBbILLAoLLEe YKA3AH-
Hoe B HacTpolikax, PIN-koaa nonb3oBatens 6yaeT 3abnokmpoBaH. Mpu 3abnoknpoBaHHoM PIN-koge nonb-
30BaTeNIs HEBO3MOXHO BbIMOJIHEHWE OMepaLMii C SNEKTPOHHBIM K/TKOYOM, KOTOpble TPeOYyoT NpeabsBaeHus
PIN-kona nonb3oBartens.

[ns 3a610KMPOBaHHbIX NPUNOXKEHUI AOCTYNHA onepaums pazbnokuposaHus PIN-koga nonb3oBaTens. 31a
onepaumu BbINOAHAKTCS afAMUHUCTPATOPOM, OMUCAHUE ee BbINONHEHUS NPUBEAEHO B LOKYMeEHTe "EAWHbIN
Knuent JaCarta 2.12. PykoBoACTBO aAMMHUCTPATOPaA 419 ONepaLyoHHbIX CUCTEM cemeicTea Linux”.
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4. O630p NOMb30BATENLCKONro MHTEpPENnCa

4.1 3anyck EgunHoro KnneHta JaCarta

P Ans sanycka Edunozo Knuenma JaCarta:
1. B MeHo "Tlyck" aktnupyite koMaHay "Anapaud P.." — "EamHbiii Knuent JaCarta”™:

2. OtkpoeTcs ocHoBHOe OKHO EauHoro Knuenta JaCarta, npy 3TOM B MAHeNM YNPaBAEHUS B HUXKHEN
4aCTM 3KpaHa NosSIBUTCS 3HAYOK BbI30Ba MeHI0 ObICTPOro 3anycka nporpammbi §:

é’ Eannbiii Knnent JaCarta — O *
EanHbin KnneHTt JaCarta Ana:}:l.qun)”

I'Iop,xm-oume TOKEH

He oBHapy:keHo NoAgepKHEAEMEX MOLENEN TOKEHOE.

Mogknkounte USE-TOKeH K USB-NOpTy KOMNEKITEPA WM ECTAELTE CMAPT-KapTy B CMapT-KapT
puaep.

HacTpoiikn

A MepeknyYnTECA B PEXMM
MNoNL30B3TENA

Pucyrok 1 - OcHoBHoe okHo EamHoro Knnenta JaCarta
Mo YMONY4aHNIO OCHOBHOE OKHO EnnHoro Knuenta JaCarta OTKPbIBAETCA B pEXMME NONb30BaTENA.

3. Yrtobbl 3aKpbITb OCHOBHOE OKHO EamHoro Knuenta JaCarta wenkHUTe KHOMKY "3aKpbiTh” B NPaBoM
BEPXHEM Yr/y. 3Ha4YOK BbI30Ba MEHH0 BbICTPOro 3amnycka NpoAoIKXMT 0TOBpaxaTbCs B NaHenu ynpasne-
HUS.

4.2 MeHio bbICTPOro 3anycKa
3HayYyoK BbI30Ba MEHIO 6bICTp0FO 3anycka & 0To6pa>KaeTc;| B NaHENN ynpasneHna (B HUXXHEN YacTn

3KpaHa) Aaxe npu 3aKpbiToM okHe EanHoro Knuenta JaCarta n npepgoctasnseT 4oCTyn K MeHo BbICTporo
3anycka.
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[lng BbI30Ba MeHI0 6bICTp0FO 3anycCKa BbI30BUTE KOHTEKCTHOE MEHK0 3HAa4Ka & B NaHENN ynpaBieHUA:

o

& Enwnwiii Knuenr JaCarta...
HacTtpoiiku...

O Egunom Knnente JaCarta...

Beiitn

Pucyrok 2 —MeHro bbicTporo 3anycka EauHoro Kinerra JaCarta
MeHto BbICTPOro 3anycka COAepXUT Cneaytolime KOMaHabl:
e "EpuHbii Knuent JaCarta” — oTKpbIBaeT OKHO OCHOBHOro uHTepderica EaunHbin Knuent JaCarta.
e "HacTpoWku..." — OTKpbIBAaeT OKHO HACTPOEK NpOrpammsl.

e 'O EpnHom Knuente JaCarta..." — OTKpbIBaeT OKHO CO CBefeHWsMM 0 nporpamme (cm. 4.4 "MpocmoTp
CBefEeHuI 0 nporpamme”).

e  "BbIiTM" — NO3BONSET BbIATM M3 NPOrpaMMbl, Mpy 3TOM 3HAYOK é’ nepecraet oTobpaxaTtbCs B NaHeNn
yrpaBneHus.

4.3 PerunMbl paboTbl NpoOrpaMmbl

Enunbin KnuenT JaCarta nopaepxuBaet ciefyowme pexxumsl paboTbl:

Pexwum nonb3oeamens — No3BONSAET NPOCMATPUBATh KpaTKMe CBEAEHUA O NOACOEANHEHHbIX 3NEKTPOHHbIX
Kntovax, cMeHuTb PIN-KoA nonb3oBatens, HasHauuTb MAK u3mMeHuTb PIN-Koa noanucu, UsMeHuTb METKY
3M1EKTPOHHOrO K/toya.

Pexum aaMuHucmpamopa — NO3BONAET NPOCMAaTpMBATb FIO,CI.p06Hb|e CBefeHUs 0 NoACOeaMHEHHDBIX dNeK-
TPOHHbIX K/KOYaX U NPenoCcTaBNdaeT A0CTYN K onepaumuaMm Han NPpUNOXKEHUAMU INTEKTPOHHOIO K/iko4a U 06b-
€KTaMU KaXX[oro npunoxeHus.

4.3.1 TleperntoyeHne Mexay pexmmamm

Ytobbl ONpeaennTb B KAKOM pexknMe oTKpbITO OKHO EanHbin KnunenT JaCarta, HeobxoanMo 06paTuTh BHU-
MaHWe Ha Ha3BaHWe KHOMKK "TlepeKnounTbCs B PeXUM ..." B OCHOBHOM OKHE NporpaMMmbl (CM. pucyHok 1).
Ecnu kHOMKa nMeeT BUA:

f_‘
) MepexnounTeca B pexkum

[ aAMHUHKUCTRATOPAE

, TO BXO[, OCYyLLEeCTB/IEH B peXMMe MoJSib30BaTeN4,

)
#_-' MepernYMTECA B PEXMM

L nonesosatena

, TO BXOJ, OCYLLECTB/IEH B PEXMME agMUHUCTpaTOpa.

» Ana nepeknwyeHus mexody pexumMamMu nosb3oeamens u adMuHucmpamopa:

1. [Ona nepekntoueHns EanHoro Knuenta JaCarta u3 pexxuma nonb3oBaTtensi B peXxum agMUMHUCTpaTopa
HaXXMuTe KHONKy "[epeknounTbCs B peXMM agMUHMCTpaTopa'.

2. [Onga nepekntoyeHuns Eaunoro Knuerta JaCarta 13 pexmMa afiMMHUCTpaTopa B peXXuM Nonb3oBaTtens
HaXXMUTE KHONKY "[lepekntounTbCca B pexmM nonb3oBatens”.
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4.3.2 OCHOBHOE OKHO B pex1Me MnoJb30BaTena

Mo YMONY4aHNO OCHOBHOE OKHO EomHoro KnuenTa JaCarta OTKPbIBAETCA B PEXMME NONb30BaTENA. Ha pun-
CYHKe HMXXe npuBeneH s OCHOBHOINO OKHa B peXXMMe Nosib30BaTeNa C NOAKNHOYEHHbIM K KOMMNbHOTEPY
noNnb30BaTeENA NNEKTPOHHBLIM K/THOYOM!

& Egnneii Knuenr JaCarta — O P
Eannubii Knnent JaCarta O m@u
Ilvanov
HazeaHwne JacCarta-2 PEI/TOCT

Mpunoxenna  PKJ CmeHnTe PIN-koA

BezonacHell docmyn k pecypoam

rocT CmeHnTs PIN-Kog
FNeKmpoHHaA nodnuc
P oerntes CmennTe PIN-Koa nognucu

Homep mogenn JC207-12F27 vd.0

Hazoeume 3mom HoMep npu 0BPALEHLUL 8 MEXHUYECKYF0 noOdepxKy

Hacrpoiikn .

MepekAlYNTECA B PEXHM
3AMWHWCTPETOPA

Pucyrok 3 - OcHoBHoe okHO EamrHoro Knnenta JaCarta B pexvime rnosib308aress

OcHoBHOE OKHO CoAepXUT cnegyruime obnactu:

O6nactb ang oTobpaXkeHUs NOACOEAUHEHHBIX K KOMMbIOTEPY 3N1EKTPOHHbIX KNOYEN.

Ecnu k komnbtoTepy nonb3osatens EauHoro Knuexta JaCarta He noacoeguHEH HU OAMH
3M1EeKTPOHHbINM KJHOY, TO AaHHag obnacTb nycra.

Ecnu nopcoeamMHeHO HECKONBKO 31IEKTPOHHbIX KNoyen, To ans p360TbI C KOHKPETHbIM
KNHYOM WENKHNUTE 3HAYOK HY>XXHOIO K/llo4a, Noc/ie 4yero B obnactn 4 6y,£l,yT OTO6pa)KeHbI
ero OCHOBHble CBOMCTBA.

Bua 3Hauka, 0603HaYaloWMM NOAKNOYEHHDbIA 3NEKTPOHHbBIN KNHOY pa3nyaeTcsi B 3aBUCK-
MOCTM OT TMNa KAtoya. epeyeHb 3HAYKOB NpMBEAEH B NpunoxeHmu A Ha cTp. 50
0O6nacTb COEPXMUT KHOMKK:

"HacTpoikun” — KHOMKa N9 BbI30Ba OKHA HACTpoeK nporpaMmbl. OnucaHune paboTbl €
HacTpoiKaMu npuBeeHo B fokymeHTe "EamHbiin Knuent JaCarta 2.12. PykoBoacTeo aamu-
HucTpaTopa ans macOS”;

"MepekntounTbCs B PEXMM aAMUHUCTPATOPA" — KHOMKA A4 nepekntoyveHms EguHoro Knu-
eHTa JaCarta B pexum afMUHUCTPaTOpa

OTKpbIBaeT OKHO CO CBeaeHUsMU 0 nporpamme EamHbin Knuent JaCarta

3A0 "Anapgamid P.A.", 1995-2019 . PykoBogacteo nonb3osatens ais Windows ctp. 15 /52



Eaounbii Knuent JaCarta

212

O6nacTb ang oTobpaxkeHUs MHGOPMaLMK O BbIBPAHHOM 3NEKTPOHHOM KJTHOUE U KHOMOK
ynpasnenus PIN-kogamu nonbsosatens n PIN-kogaMum noanmucy NpunoXXeHuin 3neKTpoH-
HOro KJtoYa.

4.3.3 OCHOBHOE OKHO B penMe aaMUHNUCTPAToPa

Bna OCHOBHOrO OKHa B pEXMME aAMUMHUCTPATOPA NPUBEAEH HA PUCYHKE HUXKE:

& Egunoii Knuent JaCarta — O X
EanHbin KnneHt JaCarta N Ana‘:n.qun)"
lvanov
HIHpOpMaLUKA O TOKEHE PKI rocT
HazeaHwne JaCarta-2 PKI,TOCT
YcTaHoBAEHHEIE PKI, FOCT
NPUAOKEHNA
Homep mogenu JC207-12.F27 v4.0

Hacrpoitkn .

Me PEENRYHTECA B PeXiM
none30EaTENA

CepWiAHbBIA HoMep  15BCCADO
O6BEM MAMATH 80 KBaiit

CeobGogHan namate 20 KBaiit (25%)

N’

ModpofiHas UHHOPMOUUA...

PucyHok 4 - OcHoBHoe okHo EguHoro Knnenta JaCarta B pexmme aaMuMHUCTPATopa

OcHOBHOE OKHO B pexuMme agMUHUCTPATOpa COA4EPXUT cheayouwme obnactu:

O6nacTb Ans oTo6paXkeHUs NOACOEAMHEHHBIX K KOMTBIOTEPY 3NEKTPOHHbIX KIIOYEN.

Ecam k KOMMNbKOTEPY NONIb30BaTENA EamHoro Knuenta JaCarta He noacoeamHeH HWM OAMH
3I'IEKTp0HHbI171 KNKOY, TO AaHHAaA obnactb nycra.

Ecnv noacoeauHeHO HECKOMTbKO NEKTPOHHBIX KY€, TO A1 paboTbl C KOHKPETHbLIM
KJTIOYOM LLLESIKHUTE 3HAYOK HYXXKHOTO K/toua, nocsie Yero B 06nactu 4 bynet otobpaxeH
MOJIHbIMA CMMCOK ero CBOMCTB.

Bua 3Hauka, 0603HaYaoLW MM NOAKNOYEHHbIA 3NEKTPOHHbINM KNHOY pa3nnyaeTcs B 3aBUCU-
MOCTM OT TMNa KAtoya. MepeyeHb 3HA4YKOB NpuBeaeH B NpunoxeHun A Ha cTp. 50

O6nacTb coaepXXMUT KHOMKM:

"HacTpoMkun" — KHOMKa AN BbI30Ba OKHA HACTPOEK Nporpammsl.

"MNepekntounTbCS B PEXUM NOSIb30BaTens" — KHoMKa Ans nepekntodeHms EanHoro Knuexta

JaCarta B pexum nonb3osatens

OTKpbIBaeT OKHO CO cBeAeHUsMU 0 nporpamme EauHbit Knuent JaCarta (cm. n. 4.4 "Tepe-
K/IOYEHME MEXAY pexXMMamMn”)
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O6nacTb ynpaBneHuns 3NeKTPOHHBIM K/IKO4OM, BbiGpaHHbIM B 0bnactu 1.
B pexunme agMuHUCTpaTopa AaHHasg obnacTb NpefcTaBneHa B BUAE BKIALOK:

- Ha Bknagke "MIHpopmaums o TokeHe" oTobpaxaeTcs MHPopMaLmst 06 3NeKTPOHHOM

Kntoue u ccbinka "MoapobHas uHbopMaums..." (CM. pUCyHOK 4);

- Ha BK/1agKe C HAUMEHOBAHMEM MPUIOXKEHUS [OCTYNHbI ONEPALUK C LAHHBIM NPUSTOXKE-
HMEM U 0ObEKTAMM, XPAHSALLMMUCS B NAMATU 3NEKTPOHHOIO KtoYa. s Kaxaoro npuio-
YKEHMS NMPeasycMOTPeHa OTAENbHAs BKNAAKA;

Ha pucyHke 4 anekTpoHHbIW Kntod cogepxuT npunoxenune PKI u npunoxernne NOCT, no-
3TOMY AaHHas 0bnacTb copepXuT Bknaaky "MHdopMaumsa o TokeHe" u Bknagky "PKI" ons
ynpasneHus npunoxexHmem PKI n obbektamu B 3ToM npunoxxeHumn m Bknaaky "TOCT" gna
ynpasnenus npunoxenmem NOCT M 06bEKTAMM B 3TOM MPUNOXKEHUMN.

4.4 T[lpocMOTpP CBeAEHWI O NporpaMme

» lna npocmompa ceedeHuli o npoepamme EduHneili Knuenm JaCarta:

1. B OCHOBHOM OKHe MporpaMMbl HaXXMWUTE KHOMKY C JIOTOTUMOM KOMMaHUM B BEPXHEM MPaBOM yriy

Ana,q.quﬂj"

nmbo akTneupynte komanay "O EamHom KnunenTte JaCarta” B MeHto 6bicTporo 3anycka Eau-
Horo KnuenTa JaCarta (cM. pucyHok 2). byaet otobpaxeHo 0KHO CO CBEAEHUSMU O BEPCUU MPOrpaMMbl
M KOHTaKTaMu TEXMOALEPIKKM:

#o nporpamme Eauneii Knuwent JaCarta

EanHbin Knvent JaCarta

Bepcur 2.12.2 Chopka 2242

TexHWd4ecKan nogaepiKa:

+7 (495) 223-0001 (MHorokaHaneHbI)
aladdin@aladdin-rd.ru

JaHHaa Nporpamma 3aLuLLeHa 3akoHom of aETOPCKUX NPaBax W
MEAAYHAPCAHBIMW COTNALLEHNMAMKM, HE3AKOHHOE BOCNPON3BEAEHHE W/ MAN
pacnpocTpaHEHHE JAHHCA Nporpammel u/unn noboi e yacTn Bnedér
rpax*gaHCKy o, agMUHNCTPETHEHYH W YIONOBHYH) OTBETCTBEHHOCTE B
COOTBETCTBMW C 3aKoHojaTenscTBomM Poconiickoi @egepaymn,

© 1995 - 2019, 3AC "Anagamnn PJ." Bce npaea 3alUMLLEHEI

PucyHok 5 - MHgpopmaumnoHHoe okHo «O riporpammes

2. HaxmuTe KHOMKY "3akpbiTh" B NPaBOM BEPXHEM YIy AN 3aKPbITUS OKHa.

4.5 3aBepweHune paboTbl Nporpammbl

» Ana 3aeepweHus pa6omel npozpamMmmeli:

e AxTmBMpY#Te KOMaHAy "BbIiTn" B MeHI0 BbicTporo 3anycka EanHoro Knuenta JaCarta (CM. pucyHok 2).
Pabota EpnHoro Knunenta JaCarta 6ynet 3aBeplueHa. 3Ha4oK & nepectaHeT 0TobpaxaTbCst B NaHenu
yrnpaBneHus.
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5. PaboTa B NnporpamMmme B pexHuMe nosib3oBaTeNns

B pexume nonb3osatens EanmHoro KnunenTa JaCarta pocTynHbl cnegylowye onepaumm ¢ 3S1eKTPOHHbIMM
K/Nt0YaMuU Ans He3abNOKMPOBAHHbBIX NPUTOXKEHWIA:

e  NpOCMOTP MHPOPMALMM 00 3NEKTPOHHOM KITHOYE;
®  UM3MEHeHWe MeTKM (NepeMMeHOBaHMWE) INEKTPOHHOTO K/0Ya;
e u3MeHeHue PIN-kopa nonb3oBaTens;

e  YCTaHOBKa, U3MeHeHue, pa3bniokmpoBaHune PIN-koma noanucu (ans 3NeKTPOHHbIX KJUEN C Npunoxe-
Huem FOCT ¢ annnetom KpuntotokeH 2 3MM).

5.1 MpocMoTp nHbopMaLum 06 3NeKTPOHHOM Kntoye

Ilnsa npocmoTpa nHdopmMaummn 06 3neKTPOHHOM Ktoue ¢ nomolbio EanHoro KnunexTa JaCarta He Tpebyetcs
aBTOPM3aLMS HA 3IEKTPOHHOM KJTHOYeE.

» Ana npocmompa uHpopmayuu 06 31eKMPOHHOM KAKOYe:

1. 3anyctute Eannbint Knuent JaCarta u noaknoumTe 31eKTPOHHbIN KoY K pasbemy USB mnm cumtbiBa-
TeNl0 CMapT-KapT KoMMbioTepa.

2. WHbopMauus 06 31eKTPOHHOM KAtode GyaeT oTo6paxeHa B OCHOBHOM OKHE HEMEAIEHHO, BbIMO/He-
HUS BOMONHUTENbHBIX LEACTBUIA He TpeByeTca. EC NoaKIUYEHO HECKONbKO 3MIEKTPOHHBIM KITHOUEH,
TO BbIGEPUTE 3HAUOK HYXKHOrO K/to4a B 06nacTu ciesa:

§ EauHelit Knnent JaCarta - [} X
EauHbin Knuent JaCarta Ana':mn}"
lvanov
Haseanne JaCarta-2 PKI,TOCT
Mpuaoxenna  PK| CmennTb PIN-kog
JaCarta_name BezonacHeili Bocmyn K pecypan

roct CmeHnTs PIN-kopg,
SNeKMpPoHHAA NoonLc
4 1onues CmMmeHnTe PIN-KO4 nognucm

Homep mogenan JC207-12.F27 v4.0

Hazoeume 3mom HOMep npu oBPaWEHUL & MEXHUYECKYH NOGJEDHKY.

Hacrpoiiku

MepeknioYnTECA B PEHUM
aagMWUHWCTPATOpa

PucyrHok 6 - MIHpopmaLns o BbI6paHHOM 3/1EKTDOHHOM K/THOHE B PEXUME 110/1b30BaTENIS
[lng BbIGpaHHOrO KNOYa B pexrMe Nonb3oBaTeNs oTobpaxaercs cneayowas MHbopMaums:
— "HasBaHue" - Ha3zBaHWMe MOAENN SIEKTPOHHOIO K/OYa;

—  "TlpunoxeHns" — nepeveHb NPUNOXKEHUIM, YCTAHOBMIEHHbIX B MAaMATM 3N1EKTPOHHOrO Kitova. Mep-
BbIM B CMMUCKE OTODpaXKaAETCS NPUOPUTETHOE HA AAHHOM K/toye npunoxeHue. Ha npumepe, npum-
BEEHHOM Ha PUCYHKE 6 NMPUOPUTETHBIM NPUSIOXKEHNEM aBNsSeTCS npunoxexne PKI;
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—  "Homep mMopenu" — HoMep Moaenu BbIbpaHHOro ktoya. B cnyyae Bo3HMKHOBEHMS npobnem npu
MCMNOMb30BaHMM NONb30BATENb AO/MKEH COOOWMUTL 3TOT HOMEp B CNTyXBy TEXHUYECKOM noa-
LLEePXKM.

3. 3akpoWTe ocHoBHOe OkHO EgnHoro KnuenTta JaCarta Haxatnem KHOMKK "3aKpbiTh” B IEBOM BEPXHEM
yray.

5.2 W3MeHeHne MeTKu (NnepeuMeHOBaHMe) 3NEKTPOHHOMO K4a

[ng n3mMeHeHns MeTKM 3NeKTPOHHOr0 Ktoya ¢ nomoubio EauHoro Knuenta JaCarta Tpebyetcs aBTopmsa-
LMa Ha 3NIeKTPOHHOM Kitove ¢ npeabsineHmMem PIN-koga nonb3oBaTtens.

» Ana usmeHeHUs MemKU 31eKMPOHHO20 KAKYaA:

1. 3anyctute EpuHbit KnuenTt JaCarta v nofknoumnTe 3NEKTPOHHBIN KoY K pazbemy USB nnm cumntbiBa-
TEN CMapT-KapT KoMnbloTepa. Eciv noakntoueHo HeCKOIbKO 31IEKTPOHHbIX K/toYel, To BbibepuTe
3HAYOK HYXXHOTO Kto4a B obnactu cnesa.

2. AxTnBMpy#Te KOMaHay "TlepeMMeHOoBaTb TOKEH" B KOHTEKCTHOM MEHI0 BbIOpaHHOro 3Hauka. byaer
0T06paXKEeHO 0AHOMMEHHOE OKHO:

& Ennrienii Knuer JaCarta — a X
EanHbin KnneHT JaCarta m@"
Ilvanov
r"""l"‘“"'e"‘““‘"' TOKEH | barta-2 PKI/FOCT

MpunoxeHns  PKI CmeHnTL PIN-KOZ,

BezonacHelll docmyn K pecypoam

ecy

& MepenmeHoBaTe ToKeH * Cmenmtt PIN-koa
CmennTs PIN-Koa nognucu
Tewywmit PIN-kog nonssoeatens

| sesssene | #

0OpaLUeHUL 8 MeXHLYecKyrD noddepimy

CepuiiHblid HoMep

| 4E4100232

Hoeoe uma

| Petrov |

OTMeHa

Hactpoiku

MepekARYMTECA B PEXMM
3AMWHWCTRETORa

PucyHok 7 - Bbi30B okHa [leperMeHOBAaTs TOKEH " B PEXMUME 10/1b30BATENS
3. B okHe "TlepenMeHOBaTb TOKEH" 3aNONHUTE NONS:

— B none "Tekywuii PIN-kon nonb3oBatens” Beeante PIN-kon nonb3oBatens. Eciv Ha anekTpoHHOM
K/Io4e YCTaHOB/IEHO HECKOJIbKO NpUnoxeHui, To seeamte PIN-koa npunoxeHus, KoTopoe sBnS-
€TCS NPUOPUTETHBIM — 3TO NPUNIOXKEHME 0TODpaXKaeTcs NepBbiM B CMMUCKE YCTAaHOBAEHHbIX NPUO0-
>KEHUI B OCHOBHOM OKHE;

— B none "Hoeoe nMa" BBeAMTE HOBOE MMS 3/IEKTPOHHOIO KJtOYa.
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4. Haxmute kHonky "OK". B cnyyae ycnewHowm aBTopu3aLmm Ha 31eKTPOHHOM KJtode ero ums byner ums-

MEHEHO:
& EgvHeiii Knuent JaCarta — ] x
EanHbin KnneHT JaCarta Ana:)-‘l.tmn)“
Petrov
Petrov
Hazeanwne JaCarta-2 PKI/TOCT

Mpunoxedna Pkl CmMmeHUTb PIN-Koj4,

BesonacHeill docmyn k pecypcam

rocT CmeHnTs PIN-KOa
SNeKMPOHHAA nodnuce
P CmennTs PIN-kOoa nognucu

Homep mogenn JC207-12.F27 v4.0

Hazoeume 3o HOMEp npL 06PaWeHUL & MEeXHUYECKYI0 noddepxky.

Hacrpoiikn

MepekARYHTECA B PEXMM
3AMWHWCTPATOPA

Pucyrok 8 — OCHOBHOE OKHO B PEXMME [10/1b30BATE/IA. MIMS K/1H0Ya M3MEHEHO

5.3 W3meHeHne PIN-koga nonb3oBaTtensa

Onepauuns usmerneHus PIN-kona nonb3osartens BbINOMHAETCS OTAENBHO AN KAKAOM0 MpU0oXKeHUs, ycTa-
HOBNEHHOrO Ha 3/1IeKTPOHHOM K/toYe U AOCTYNHA TONbKO A1 He3abN0KMPOBAHHOIO NPUAOXKEHHUS C yCTa-
HoBneHHbIM PIN-kofoM nonb3osatens. [1ns BbINoNHEHWS onepauun TpebyeTcs npenbsBieHne TeKylero
PIN-kona nonb3oBaTensi AAHHOIO MPUNOXKEHUS.

» Ana usmeHeHusa PIN-koda nonv3osamensa:

1. 3anyctute EpmHbin Knuent JaCarta u nofknoumnTe 3NEKTPOHHBIN KoY K pazbemy USB nnm cuuntbiBa-
TeN CMapT-KapT KoMnbloTepa. Ecnm noaknoyeHo HeCKOTbKO 3NEKTPOHHBIX Kio4vei, To BbibepuTe
3HAYOK HY)XXHOrO K/to4a B 0bnactu cnesa.
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2. B ocHoBHOM okHe EguHoro knneHTa JaCarta B pexkmme nosib3oBatenst HaxxMmTe KHoMky "CMeHuTb PIN-
koa" oAng BbIBpAHHOrO NPUNOXeHMs (Ha CKPUHLLOTAxX HUXe npuseaeH npuMep cmeHsbl PIN-koga npuno-

xeHnus PKIl):
& Ennrienii Knuer JaCarta — a X
EanHbin KnneHt JaCarta m@"
Ilvanov
Hazeauune JaCarta-2 PKI/TOCT

MpunoxeHns  PKI CMeHnTL Pl o,q,

BezonacHelll docmyn K pecypoam "

rocT CmennTe PIN-KOg
S2NeKMPOHHAA nodnuce
P CmennTs PIN-kOoa nognKcu

Homep mogenn JC207-12F27 v4.0

Hazoeume 3mom HoMep npu oBPALYEHLUL 8 MEXHUYECKYF0 noOdepxiy

Hacrpoiikn

MepekAlYMTECA B PEXMM
— agMWHWCTpaTopa

PucyHok 9 - Bbi30B okHa "[leperMeHOBAaTs TOKEH " B PEXMME 10/1b30BATENS

3. bymert oTtobpaxeHo okHO ans cMeHbl PIN-koga. 3anonHuTe nons B OKHe cieaylowmM 06pasom (cM. pu-
cyHok 10):

— B none "Tekywwii PIN-koa" BBeaute PIN-kop nonb3oBaTens BbIOpaHHOro nNpuioxeHus (B 4LaHHOM
npumepe npunoxenus PKIl);

— B none "Hosbit PIN-koa" BBeaute 3HaueHne HoBoro PIN-koga nonb3oBatens

llpm 3apaHmm HoBoro PIN-kofa pekoMeHayeTcs Mcroib308ate OYKBbI TO/ILKO IATUHCKOIO aigasnta
(abc...z, ABC...2), ungpsi (123...0) u cneycumsonel (~!@#...). Micnionb3o8aHne npobesna u cumMBo/IoB
KUpmummubl HeZonycTumo. MunumansHas amHa PIN-koga nosb308aresns cocTaBiser 6 CMMBO/IOB.
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— B none "MoateepanTb PIN-kop nonb3oBatens” sBeante 3HadeHne HoBoro PIN-koaa nonb3osarens
MOBTOPHO:

§ Cmena PIN-koga nonszoeartens >

Terywmii PIN-kog nonsscearenna

[cecsenes B

Hogeii PIN-kog nonezoeatens
‘ LI I | #

MogTeepxaeHne Koga

PucyHok 10 - OkHo nsmeHerns PIN-koga nosb3oBarens. 3HaqveHnss HoBoro PIN-koaa BBeAeHbI BEPHO

& -

3HaueHus, BBeaeHHble B nons "Hoeblvi PIN-koa" v "MoaTeepamTb PIN-koa nonb3oBaTens” LOMXKHbI
coBnaaaTb. Ecnm 3HayeHus He coBnagatot, To byaet oTobpaxeHo cooblieHne 06 3ToM 1 onepa-
uMs He ByoeT npogo/mkeHa Ao Tex nop (kHonka "OK" HeakTMBHA) Ao Tex nop, noka He 6yneT BBe-
fAeHo apyroe 3HaveHue PIN-kopa:

§ Crena PIN-koga nonssoeatens *

Texywwii PIN-kog nonssoeatena

[sasssens | %%

Hoeenwt PIM-kog nonssoeatena
| [TITITIILY | ‘#’

MogTeepxaeHue koga

& PIM-koab! He coBnagatoT
BLINOAHWTE

PucyHok 11 - OkHo nsmeHernss PIN-koga nosb3oBarens. 3HaqveHmns HoBoro PIN-koaa He coBrnagarnt

EBEKPI:ITI:E
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Mo ymMonyaHuio BBELEHHbIE 3HI/I$1 PIN-kopa nokasaHbl B CKpbITOM Buae. YTobbl NnokasaTb Ux B
SBHOM HaXXMUTE KHOMKY . lns BOo3BpalLeHNs K 0TOBPaXKEHMIO B CKPbITOM BUAE HAXMUTE

KHOMKY :

4@' Cmena PIN-koga nonesoearens >

Terywmi PIMN-kog nonssoeatens

11111111 -

Hoewid PIN-kog nonesoeatena

11111112 -

Pucyrok 12 — OkHo usmeHenns PIN-kosaa rnosib308aresis. OTOOPaxXeHne 3Ha4eHui 11o1es B SBHOM BuAe

4. Haxmute kHonky "OK". B cnyyae ycnewHon ayTeHTMdUKaLMM B MPUNOXKEHUU INEKTPOHHOIO KNoYa
PIN-kona nonb3oBatens 6ynet U3MeHeH:

& Yenewno *

@ PIMN-koa Nonb30BATENA YCNELIHD M3MEHEH,

Pucyrok 13 - OkHo "PIN-koaa nosib308aresis u3MeHeH "

5. Haxmute kHonky "OK" B oKHe coobLeHMs Ans ero 3aKpbITus.

5.4 YctaHosKa PIN-Koga nognucum

Onepauus yctaHoBkM PIN-koga noanucy BbINONHSETCS HA 3NEKTPOHHbIX Katouax ¢ npunoxeHunem NOCT n
annnetoM KpuntotokeH 2 311 npu nony4yeHnn anekTpoHHoro kitoya. PIN-kog nognmcu Heobxoamm ans
BbIMONHEHNS OnepaLmii 3N1eKTPOHHOM NOANUCH.

Onepaums [OCTYyNHa TONbKO ANs HeE3abNOKMPOBAHHOIO NpuoxeHus. [1ns BbINONHEHUS onepauuu Tpeby-
eTca npenbsasneHue Tekylwero PIN-koaa nonb3oBartens 4aHHOMO NPUAOXKEHUS.

Mocne ycraHoBku PIN-kopa noanucu goctynHa onepaums usmeHeHust PIN-kopa nognmcu (cm. n. 5.5 "Us-
MeHeHue PIN-kopma nognucu”).

PIN-koa nognucu 61okupyercs nocie BBoaa HernpasuisHoro PIN-koga nognvcu B kosmyecrse pas,
MIPEBLILLIAIOLLEE YKAZAHHOE B HACTPOLKax. s 3a6okupoBarHHoro PIN-koga noamucu 40CTynHa onepaums ero
paszbnokmupoBanus (cm. n. 5.6 "Pazbnokuposarmne PIN-koga nogrnvcm’).

» Ana ycmaHoeku PIN-koda nodnucu:

1. 3anyctute EauHbiit Knuent JaCarta v noaknoumTe 31eKTPOHHbIM KoY ¢ npunoxenuem FOCT c annne-
ToM KpuntotokeH 2 3M k pasbeMy USB nnu cumtbiBaTento cMapT-kapT KoMnbloTepa. Ecnu noakntoueHo
HECKO/bKO 3/1eKTPOHHbIX KHOYel, TO BbiDepUTe 3HAUOK HYXXHOrO K/4a B 0bnactu cnesa.
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2. B ocHoBHOM okHe EguHoro knueHTa JaCarta B pexkmme nosib30BaTeNst HAXXMUTE KHOMKY "YCTaHOBUTb
PIN-kop nognmcun” ons npunoxenumsa FOCT:

& EawHeiit Knuent JaCarta — O ®
EanHbin Knnent JaCarta m@"
lvanov
HazeaHwe JaCarta-2 PKI/TOCT

Mpunoxedna Pkl CmMeHUTb PIN-KOZ4,

BesonacHeill docmyn k pecypcam

rocT CmennTs PIN-kOa

3/1exmpOHHAA noduce ¥craHoenTe PIN-KOg nognncek
N

Homep mogenn J1C207-12.F27 vd.0

Hazoeeume 3mom HoMep npu 0BPAWEHUL 8 MEXHUYECKYHD NoddepxKy.

Hacrpoiikn

MepekARYHTECA B PEXMM
3AMWHWCTPATOPA

PucyHok 14 - [nasHoe okHo EguHoro Kimerta JaCarta. KHorka "Ycanosute PIN-kog noamicn” aktmBHa

3. bynet otobpaxeHo OkHO Ans yctaHoBkM PIN-kopga noanucu. 3anonHuTe Nons B OKHe cnefywmum ob-
pa3oMm (CM. pucyHok 15):

— B none "Tekywwmit PIN-kon" BBeaute PIN-koa nonb3soBatens npunoxenus FOCT;

— B none "YctaHosutb PIN-kog nognucu” BeeguTe 3HayeHne Hosoro PIN-koga nognucy;

[lpu 3a8aHmn Hooro PIN-ko4a pekoMeHayeTcs ucrnoib308ate OYkBbl TOSIbKO IATUHCKOrO an@asuTa
(@bc...z, ABC...2), yngppei (123...0) u cneucumsosbl (~/@#...). Micrions3oBamnue npobesia u cuMBO/IOB
KUPUAINLbI HEAOMYCTUMO. MuHnumaibHas 4/mHa PIN-ko4a nosie308are/isi cocrasisier 6 CMMBOJIOB.

B none "MoareepamnTb PIN-koa nognucun” BBeamTe 3HavyeHue Hosoro PIN-koga nognucu no-
BTOPHO. [1p1 3TOM 3HaueHus, BBeAeHHble B nons " YcraHoBuTb PIN-koa noanucun” u "MoatesepanTb
PIN-kon nopnucu” pomxkHbl coBnagatb. Ecnu 3HaueHns He coBnapatot, To OyaeTt oTobpaxeHo co-

obLieHne 06 3TOM 1 onepauus He ByaeT NPOLO/MIXeHa O TeX Nop, Noka He ByaeT BBeAEHO ApY-
roe 3HaveHue PIN-koga.
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Mo ymonyaHuio BBeaeHHble 3Ha4YeHUs PIN-koga nokasaHbl B CKpbITOM BUAeE. YTo6bl NOKa3aTh UX B SB-

HOM BUAE HAXKMUTE KHOMKY . [lna Bo3BpaLlleHns K 0TOBPaXEeHUIO B CKPbITOM BUAE HAXKMUTE

KHOMKY .

é’ ¥eranoewnte PIN-kog nognvcn >

Terywmii PIN-kog nonsscearenna

P |

¥cranoewnte PIN-kog nognvck

[cecersanes |

MNoaTeep#xaeHne Koga

Pucyrok 15 - OkHo ycraHosku PIN-koga nognvcn. 3Haqveqmns PIN-koga BBeAeHb BEPHO

A

4. Haxmute kHonky "OK". B cnyyae ycnewHon ayTeHTMdUKaUMmK B NPUIOXKEHNUN SNEKTPOHHOIO K1H0Ya
PIN-kopa nognucu 6yaet yctaHosneH. Ha akpaHe nossutcs coobuieHne 06 sTom:

& Yenewno *

@ PIMN-koa nognnon yCnewHo NpoMHALWaNNEMpoBaH.

=

PucyHok 16 - Cooblyermne o6 ycnewHor numnuymnamsaummn PIN-koga noancn

5. Haxmute kHonky "OK" B oKHe coobLieHus.

5.5 W3meHeHue PIN-Koga nognucu

Onepauus nsmeHeHms PIN-koga noanucy BbINOMHAETCS Ha 3/IEKTPOHHBIX Knoyax ¢ npunoxenmem FOCT u
annnetoM KpuntotokeH 2 31 ¢ yctaHoBneHHbIM PIN-koga nognucn. Onepaums AoCTynHa TONIbKO A9 He3a-
6,710KMpOBAHHOIO NpunoXxeHus. [1ng BoinofHeHMs onepaumn nsMeHenus PIN-koaa noanmcu Tpebyetcs
npepbsBneHue Tekylwero PIN-koaa nonb3oBaTens LaHHOrO NPUIOXEHUS.

» Ana usmeHeHua PIN-koda nodnucu:

1. 3anyctute EauHbinn Knuent JaCarta u noaknoumTe 31eKTPOHHbIM Koy ¢ npunoxeHuem FOCT c annne-
ToM KpuntotokeH 2 3l k pasbemy USB unu cumtbiBaTento cMapT-kapT KomnbtoTepa. Ecnv nogkntoveHo
HEeCKOJIbKO 3NEKTPOHHbIX K/toYel, TO BbibepuTe 3HAaUOK HYXKHOMO Ktova B 061acTu cnesa.
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2. B ocHoBHOM okHe EpuHoro knvenTa JaCarta B pexxume nonb3oBatens Haxmute kHonky "CmenuTb PIN-
kon nognucu” pnsa npunoxenus NOCT:

& EguHenii Knvent JaCarta — O ®
Eannbin Knnent JaCarta m@"
Ilvanov
Hazeanne JacCarta-2 PKI/TOCT

MpunoxeHns  PKI CmeHnTL PIN-KOZ,

BezonacHelll docmyn K pecypoam

rocT CmeHnTs PIN-kog
S2NeKMPOHHAA Nodnuc
P i CmeHnTs PIN-kop no,qnncu

Homep mogenn JC207-12.F27 v4.0

Hazoeume 3mom HoMep npu oBPALYEHLUL 8 MEXHUYECKYF0 noOdepxiy

Hactpoiku

MepekARYMTECA B PEXMM
3AMWHWCTRETORa

PucyHok 17 - Eamnnbii Knnent JaCarta. [nasHoe okHo

3. bypet otobpaxeHo OkHO ans u3MeHeHusa PIN-koga nognucu. 3anofHUTe NoAs B OKHE CNeayrowmM ob-
pa3oMm (cM. pucyHok 18):

— B none "Tekywwii PIN-kon" BBeaute PIN-kop nonb3oBaTens BbIOpaHHOro NpuioxeHus (B 4LaHHOM
npumepe npunoxeHuns MOCT);

— B none "Tekywwii PIN-kon nognucun” eeeamte PIN-koga noanucu;

— B none "Hoebii PIN-koa noanucun” Beeamnte 3HaveHue Hosoro PIN-kopaa noanucu. MNpu 3ToM Ho-
Boe 3HaueHue PIN-koga noanucK He fOMKHO COBMNAaAaTh C €ro TeKyLWMuM 3HaveHmeM. Ecnm 3Have-
HMS COBMaAatoT, To ByaeT oTobpaxeHo cooblyeHne 06 3TOM 1 onepauus He 6yaeT NPoAoIKeHa
[0 Tex nop, noka He byaeTt BBeAeHO Apyroe 3HavyeHue PIN-koga.

[lpu 3a8aHmn HoBoro PIN-ko4a pekomMeHayeTcs UCoIb30BaTs OYKBbI TO/IbKO IATUHCKOrO an@asnta
(abc...z, ABC...2), ungpsi (123...0) u cneycumsosel (~1@#...). Micriosib308aHme npobesia 1 cuMBOJIOB
KMPpHANLbI HEZOMYCTUMO. MuHnmasibHas 4/mHa PIN-koda nosns3oBaresisi cocrasisier 6 CMMBO/IOB.

— B none "Mogreepantb PIN-kop noanucn” BBeaute 3HaveHme Hoeoro PIN-koaa nognumcu no-
BTOpHO. [1pn 3TOM 3Ha4eHus, BBeaeHHble B nons " Hosbit PIN-kog nognucun” v "Moateepauts
PIN-kop noanucn” nomkHbl coBnagate. Ecniv 3HaueHUs He coBnagatoT, To ByaeT 0To6paXxeHo co-
obLieHne 06 3TOM 1 onepaums He ByaeT NpofoMKeHA A0 TeEX MOp, MOKa He ByAeT BBeAEHO Apy-
roe 3HaveHue PIN-koga.
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Mo ymonuyaHuio BBeaeHHble 3Ha4YeHns PIN-kopga nokasaHbl B CKpbITOM BuAe. YTo6bl NokasaTth Ux B SB-

HOM BUAE HAXKMUTE KHOMKY . [lna Bo3BpaLlleHns K 0TOBPaXEeHUIO B CKPbITOM BUAE HAXKMUTE

KHOMKY .

Q@ CrmennTe PIMN-kog nognincn *

PIM-kog nonezoearens

Terywwmii PIN-kog nognucn

Hoewiii PIMN-kog nognmncu
[TITTTITTL] #
MogTeep#aeHne koga

BuINoAHUT

L3

,

Pucyrok 18 - OkHo nsmeHenns PIN-koga nogrnvicn. 3Haqerns PIN-koga BBeAeHbI BEPHO

4. Haxmute kHonky "OK". B cnyyae ycnewHon ayteHTudUKaumMm B NPUNOXKEHUM INEKTPOHHOIO KYa
PIN-kopa nognucu 6yaet yctaHosneH. Ha akpaHe nossutcs cooblieHne 06 3ToMm:

& Yenewro *

® PIMN-koa noanuci yonewwHo W3MeHeH.

=

PucyHok 19 - Eannbiii Knnent JaCarta. OkHo "PIN-koga noamicy ycraHoBieH "

5. Haxmute kHonky "OK" B OKHe cO0bLWeHMs Ans ero 3aKpbITUS.

5.6 Pa3sbnokuposaHue PIN-koga nognucu

Onepauus pasbnokmpoBaHma PIN-koga noanmncy BbIMOAHAETCS HA 3NEKTPOHHbIX K/OYaX C NPUNOXKEHUEM
FOCT c annnetom KpuntoTokeH 2 3I1 u 3a6noknpoBaHHbiM PIN-kogom noanmcu. Onepaums focTynHa
TOMbKO A/151 HEe3ab/I0KUPOBAHHOIO MPUIOXEHMS.

B pe3ynbrate pazbnokuposarus PIN-ko4a rnoanmcu npomcxoaquT COpoC CHETYMKA HEBEPHbIX 10MbITOK BBOAA
PIN-koza, 3HavyeHme PIN-koga nognucy ripu 3ToM He U3MEHSETCS.

[ns BbinonHeHus onepaumn pasbnoknposaHus PIN-kopa noanucu tpebyetcsa npepbssneHme PUK-kopa
[LAHHOTO NPUNOXEHMS 3NEKTPOHHOro Kntoya. MHdopmaumsa 06 yctaHoBke PUK-koaa oTobpaxaeTcs B oc-
HOBHOM okHe EanHoro KnueHTa JaCarta B pexxume agMuHucTpaTopa (cm. n. 6 "PaboTa B nporpamme B pe-
XUMe agMuHucTpartopa”).

Ecnun PUK-kop He yCTaHOB/EH, TO 06paTUTECh K aflMMHUCTpATOpy Ans pasbnokvposaHus PIN-koaa noa-
nucu.

Mocne paszbnokuposanus PIN-koma noanmcu goctynHa onepaums nsmeHeHuns PIN-koga nognucu
(M. n. 5.5 "M3meHeHue PIN-kopa noanucu’).

» Ana pasénokuposaHus PIN-koda nodonucu:

1. 3anyctute EauHbint Knuent JaCarta u noakntoumTe 3NeKTPOHHbIM KoY ¢ npunoxeHuem FOCT c annne-
ToM KpuntotokeH 2 3M k pasbeMy USB nnu cumtbiBaTento CMapT-KapT KoMMbloTepa. Ecnu noakntoueHo
HECKO/bKO 3/1eKTPOHHbIX KHOUEN, TO BbiDepUTe 3HAUOK HYXXHOrO K/4a B 0bnactu cnesa.
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2. B ocHoBHOM okHe EguHoro knvenTa JaCarta B pexxume nonb3oBatens Haxmute kKHonky "Pasbnokupo-
BaTb PIN-kop noanucn” ons npunoxernsa FOCT:

& EawHeiit Knuent JaCarta — O ®
EanHbin Knnent JaCarta m@"
lvanov
HazeaHwe JaCarta-2 PKI/TOCT

Mpunoxedna Pkl CmMmeHUTb PIN-Koj4,

BesonacHeill docmyn k pecypcam

FOCT - PIN-ko4 nognuck 23abnoknpoBaH CmennTs PIN-KOa

2NeKMPORHAR nodnuce
Pa3zbnoknpoBath
1Y

Homep mogenn JC207-12.F27 v4.0

Hazoeume 3o HOMEp npL 06PaWeHUL & MEeXHUYECKYI0 noddepxky.

Hacrpoiikn

MepekARYHTECA B PEXMM
3AMWHWCTPATOPA

Pucyrok 20 - EguHbiii Knnent JaCarta. [nasHoe ok+Ho, PIN-kog noamicyu 3ab/10kupoBaH
3. bypnet oTobpaxeHo okHo ans BBoda PUK-kopa. B none "Tekywuit PUK-koa" BBEeAMTE Tekyluee 3HaYe-
Hue PUK-kopa. 3HavyeHne PUK-kog no ymonyaHuio ana npunoxenuns NOCT - 0987654321,
[pu npeBbiLIeHun JOMYCTUMOro KOIMYECTBA HEBEPHbIX MOMbITOK BBOAA PUK-koa 6/10kmupyercs.
Pa3z6nokuposarne PUK-koga cpescreamm Eamunoro kamerra JaCarta He nipegycmoTpero. s
paszbnokmuposanns PUK-koaa o6paturecs Kk aaMuHUCTparopy 6€301acHoCTH.

é’ PazBnoknpoeka PIN-koga nonesceatens >

Tekywmid PUK-kog

(T 11T 111011} #

Ax

Pucyrok 21 - OkHo a5 BBoaa PUK-koaa npu pa3bnokuposanm PIN-koga nogmcu
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4. Haxmute kHonky "Pasbnokmposath”. B cnyvae Beoga BepHoro PUK-koaa 6yaeT BbinosHEHO pa3bioku-
posaHue PIN-koga noanmcu. MHpopmaums 06 atom byanet otobpaxeHa B COOOWEHNM:

& Yenewno *

® PazBnoknpoBka npowwna yenewro. Cuétunk cwnbGok eBoaa PIN-koga nognuck oBHynén

=

PucyHok 22 - Coobuyerme 06 ycnewHom pazbnokuposarmm PIN-koga nognmcmu

5. [Ing 3aKpbiTUs OKHA COOOLLEHNS HAaxXMUTe KHOMKY "OK".
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6. PaboTa B NnporpamMme B peHume agMUHUCTPAToPa

B pexnme agMUHUCTpaTopa EomHoro KnuenTa JaCarta OO0CTynHbI cneanywwme onepaunm C SNE€KTPOHHbIMU
KnK4YaMun onsa H6336}'IOKVIDOBaHHbIX I'Ipl/lﬂO)KEHl/If;IZ

npocMoTp l/IHCDOpMaLI,l/IVI 06 3N1IEKTPOHHOM Ko4Ye U NPUNOXKEHUAX HA S/TIEKTPOHHOM KNHOYE;

MOBTOPHast MHULMANM3ALMA AATYMKA CTyYaMHbIX YMCEN (A9 INEKTPOHHbIX KNHOYEN C MPUNOKEHUEM
OCT c annnetom KpuntoTokeH);

[AMarHOCTUKA NPUNOXEHUS (81 SNEKTPOHHBIX Kntoyen ¢ npunoxernmem FOCT c annnetom KpuntoTo-
KeH);

NpOBEpPKa LLeNIOCTHOCTU NMPUNOXEHUS (/19 INEKTPOHHbIX Kntoyen ¢ npunoxeHunem MOCT ¢ annneTom
KpuntoTokeH 2 3M);

onepaunun c cemechKaTaMM: CO34aHue 3anpoca Ha CepTVIqu/IKaT M COXpaHeHWe ero B Cbaﬁﬂ No yKa3aH-
HOMY nyTHu, UMNOpT CepTl/ICblAKaTa B NaMATb 3IEKTPOHHOI0 KKo4a, 3KCnopT CepTMd)MKaTa 13 NaMAaTu
3N1EKTPOHHOr0 Knto4a, NpocMoTp CepTl/Id)l/IKaTa, XpPaHALWEeroca B NnaMAaTmn 3N1E€KTPOHHOTO KNkKo4a;

onepauun c 06bekTamMu B NamsTH 31IEKTPOHHOrO Kit4a: NpoCcMOTp CrCKa 06BbEKTOB, XpaHALWMNXCA B
naMATU NIEKTPOHHOrO K/ko4Ya, yaaneHue 06BEKTOB M3 NaMsATH 31EKTPOHHOIO K/koYya.

B AaHHOM [OKYMEHTE OfUCaHbI OMEPAaLInM, KOTOPbIE HE TPEBYIOT ABTOPU3ALIMU HA S/IEKTPOHHOM KITHOYE C

npegvssaeHmnem PIN-koga agmurnctparopa. Onepaumm, tpebyrowme B8o4a PIN-koga agamuHucTpatopa

onmcanbl B JokymeHTe "Eannbiii Knment JaCarta 2.12. PykoBogcrso agmuuuctparopa 4159 Windows'.

6.1 [pocMoTp MHGOPMaLUMM O MPUNOKEHUAX H3 3NIEKTPOHHOM Klloye

[ng npocMoTpa MHDOPMALMM O NPUNOXKEHUSIX HA 3NEKTPOHHOM KJltove ¢ nomoubio EanHoro Knuenta JaC-
arta He TpebyeTcs aBTOPM3aLMS Ha SNEKTPOHHOM KITloue.

» Ana npocMompa uHgopMayuu o NPpuUIOIKEHUIX HA 31IeKMPOHHOM Kialuye:

1.

3anyctute Eaonubii Knuent JaCarta M noaknoumTe 3n1eKTPOHHbIN KoY K pasbeMy USB unu cumtbiBa-
TN CMapT-KapT KOMMbioTepa.

NHpopMaums 06 3neKTpOHHOM Kitoue bynet otobpaxeHa B OCHOBHOM OKHe HeMe[JIeHHO, BbiMO/He-
HWMS LOMOJIHUTENbHBIX AEWCTBUI He TpebyeTca. ECnv noaKIo4YeHO HECKONbKO 3N1EKTPOHHbIM KIHOYEHN,
TO BbibepuTe 3HAUYOK HYXKHOTO K/itoua B 06nacTu cnesa.
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3. HaxmuTte KHOMKy "TlepekntounTbCsa B pEXMM afMUHUCTPATOpPaA” U BO BKNagke "MIHpopmaLumus o TokHe"
HaxxmuTe ccbinky "MoapobHas nHdopmaums..." (cm. pucyHok 4). bynet otobpaxeHo okHo "[MoapobHas
MHPOpMaLMs 0 TOKeHe":

& MoapobHan nHGopMaLnA o TOKEHE *
Wndopmayua o cumteiBaTEne

Haseanue ARDS JaCarta 0
Hudopmawumna o TokeHe

HazgaHwne JaCarta-2 PEI/TOCT
Homep mogenn JC207-12.F27 w40
CepuitHBIA HoOMEpD 15BCCADD
OBwEM NnamaTu 80 KBaiir
CeoBogHan namaTe 20 K6anT(26%)
[ara nponzeoacTEa 2018-10-02
Wndopmayna o npunomenun PKI

Annner Laser

MeTka vanov
CepuiiHEIR HOMED NPUAOKEHWA AE41002321675257
CeoBogHan namaTe 214206

Oauna PIN-koga nonezoearens [4..16]

PIM-kog nonszoeatena ¥cTaHoBNEH
MakcumansHoe yncno noneirok 6ecga PIN-koga nonssosatens 10

Yucno ocraewmxca noneirok eBoga PIN-koaa nonszoearens pin: 10

Anuna PIN-koaa agMuHucTpaTopa [4..16]
MakcumansHoe yncno noneirok 6ecga PIN-koga agmuHncTpatopa 5

Yucno ocraewmnxca noneimok BBoga PIN-koaa agmuHncTpaTopa 5

Cnocob ayTeHTMdHKALMK NONEI0EATENA PIM-kog

Cnocob ayTeHTMGMKELMKM agMUHMCTpaTopa PIMN-kog
Mogaepska BUOMETPUN Her
Wndopmayua o npunowenun NOCT

Annner Kpwntotoken 2 310
MeTka JaCarta TOCT
CepuiiHEIR HOMED NPUAOKEHWA AE41002321675257
CeoBogHan namaTe 214206

PIMN-kog nonezoeatena ¥cTaHoBNEH
MakcumansHoe uncne noneirok eBoga PIN-koga nonezoeatens 10

Yucno ocTaswmxca noneitok 6eoga PIN-koga nonssosatena 10

Oaunna PIN-koga agmuHncTpaTopa [6.32]

Cnocob ayTeHTMdHKALMK NONEI0EATENA PIM-kog

PIMN-kog nognucu ¥cTaHoBNEH
Makc. noneitok eeoga PIMN-koga nognmncw 10

OcTtanock noneirok eeoga PIN-koga nognuecu 10

PUK-kog ¥cTaHoBNEH
Makc. noneimok eeoga PUK-koga 10

OcTtanock noneirok eeoga PUK-koaa 10

Bepcwa npunoxenna 255

KonuuecTEo KNHOYEERX Nap 0

KonnuecTeo cekpeTHEIX KNHOYei 0

Konn4ecTeo oTKpbITX KAHOYER 0

Pexim NpessaeneHua KNHYa 34MUHNCTPATopa OTtkpeiTan dopma
Yucno pazBnokvpoeok 0

Pucyrok 23 - OkHo "[logpobHas uHGopmaums o TokeHe "
OkHo "ToapobHag nHpopmaums o TOKEHE" COAEPXKUT UHDOPMALMIO:
— 0 CuMTbIBaTeNE 3NEKTPOHHOrO K/K4a B COCTaBe:
= "Ha3BaHWe" - HaMMEHOBAHME CYUTbLIBATENS;
—  MHbOpPMALMIO O TOKEHE B COCTABE:
= "HazBaHue" — Ha3BaHWE 3NEKTPOHHOrO KNHYa;
= "Homep mMozenun" — HOMep MOAenun 31eKTPOHHOro K/Ya;
= "CepuiiHblit HOMEpP" — CEpPUIHBIA HOMEP 3IEKTPOHHOrO KtoYa
= "O6beM nNamsaTM" — NOHbLIA 06BEM NAMATM 3NEKTPOHHOrO KJloYa;
= "CBob6oaHOM NaMaTH" — 06bEM CBOOOAHONM NAMSATU EKTPOHHOIO KHYa;
= "[laTa Npou3BOACTBA" — AaTa NPOM3BOACTBA 3NEKTPOHHOMO K/HYa.

—  ANA KaXA0ro NpuUnoXeHus, yCTaHOBEHHOMO B NaMsTV 3NEKTPOHHOrO KNtova, oTobpaxaeTcs cne-
Aylouias MHpopmaums:

= 3aronoBoK "MIHpopMaLMsi O NPUNOXKEHUN <HAUMEHOBAHME IPHUIOKEHNF>".
=  "Annnet’ - HasBaHMe annneTa, KOTOpbI peannsyet YHKLUMOHANBHOCTb 4AHHOIO NPUIOXKe-
HUS.
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=  "Mmga" - MeTKa annneTta.
= "CepuiiHblii HOMEpP NPUNOXKEHNS" — CEPUIHBIA HOMEP 3EKTPOHHOIO KoYa.

ﬂpuMeanue. Lns S/IEKTPOHHbIX kmoyved eToken C'E’pMﬁHb/ﬁ HOMEP MOXXET OT/IN4YaTbCs B 3aBUCHMO-
CTU OT TIPUTIOXKEHHA.

= "CBoboaHas namsaTh" — 06bEM CBOOOAHOM NAaMATU INEKTPOHHOIO K/toYa.
= "lnmHa PIN-koga" - konnyectso cumBonoB PIN-koga nonb3oBaTens NpunoXXeHus.
=  "PIN-kog" - ctatyc PIN-koAa nosnb3oBatens NpunoXeHus: yCTaHOBNEH/HE YCTAaHOBNEH.

= "MakcumanbHoe konu4yectBo nonbiTok PIN-koga" - MakcMManbHO AONYCTUMOE YMCNO HEBep-
HbIX NocneaoBaTeNbHbIX NonbiTOK BBoAa PIN-koga nonb3oBaTtens.

= "Octanocb nonbiTok BBOAA PIN-koga" — konm4ecTBo HeBepHbIX NonbiTok BBoda PIN-koza
nonb3oBaTens 40 6J10KMPOBKM BO3IMOXHOCTM Mcnonb3oBaHusa PIN-kopga nonb3oBartens.

= "[nnHa PIN-koga agMuHucTpatopa” - anuHa PIN-koga agMuMHUCTpaTopa BbiIGpaHHOro npuao-
XeHus (tonbko ans npunoxenun PKI, STORAGE, TOCT c annnetom KpunTtoToKeH).

= "Makc. nonbiTok BBoAa PIN-koaa agMuHMUCTpaTopa” — MakCMMaNbHO AOMNYCTUMOE YMCIO He-
BEPHbIX NOC/eL0BaTENbHbIX NOMbITOK BBoAA PIN-kopa apMuHUCTpaTOpa (TONbKO Ans npuo-
xenwuit PKI, PRO, STORAGE, NOCT ¢ annnetom KpuntoToKeH).

= "Octanocb nonbiTok BBoAA PIN-Koga agMuHMCTpaTopa” — KOMYECTBO HEBEPHBIX MOMbITOK
BBoaa PIN-kopa nonb3oBatens o 6n10KMpOBKM BO3MOXHOCTM MCNonb3oBaHus PIN-koaa aa-
MuUHUCTPaTopa (Tonbko ang npunoxenuit PKI, PRO, STORAGE, NOCT c annnetom KpuntoTo-
KeH).

= "Cnocob ayTeHTUdMKaLMM agMUHUCTPATOPA" — YCTAHOBNEHHbIM CNOCO6 ayTeHTUdUKaLMM aa-
MWHUCTPATOPA.

=  "PUK-kop" - npu3Hak Hanuums yctaHoneHHoro PUK-kona (Tonbko ansg npunoxenus MOCT ¢
annnetom KpuntotokeH 2 3T1).

= "Makc. nonbiTok BBoga PUK-koa" — MakcMManbHO AOMNyCTUMOE KOSIMYECTBO HEBEPHbIX nocsie-
foBaTenbHbix nonbiTok BBoaa PUK-kopa (Tonbko ang npunoxenuns NOCT ¢ annnetom Kpunto-
ToKeH 2 3I1).

= "OcTanocb nonbiTok BBoAaa PUK-kopa" — KonmMuyecTBo ocTaBLIMXCS NonbiTok BBoga PUK-koaa.
= "Bepcus TOKeHa" — HOMep BepCUM 3NEKTPOHHOrO KtoYa (Tonbko ansg npunoxenuna FOCT).

=  "Bepcus npunoxeHuna" - HoMep Bepcum yctaHoBneHHoro annneta KpuntotokeH 2 M1 (Tonbko
ans npunoxenus FOCT ¢ annnetom KpuntotokeH 2 ).

= "KoAnMyecTBO KAKYeBbIX Nap" — KOMYECTBO KAKYEBLIX Nap, XPaHALLMXCS HA TOKEHE Ha TeKy-
KA MOMeHT (Tonbko ang npunoxenus FOCT c annnetom KpuntotokeH 2 3I1).

= "KonnyecTBo CeKpeTHbIX Kouen" — KONMYeCTBO CEKPETHBIX K/OYEN, XPaHSLLMXCA Ha TOKEHe
Ha TeKywMi MOMeHT (Tonbko ans npunoxerms FOCT ¢ annnetom KpuntotokeH 2 3MM).

= "KoAnM4yecTBO OTKPbITbIX KOUen" — KONUMYeCTBO OTKPbITbIX KHYEN, XPaHALWMXCS Ha TOKEHE Ha
TeKyLMIN MOMEHT (Tonibko anst npunoxerus TOCT c annnetom KpuntoTokeH 2 3M).

*  "PexuM npenbaBneHus knoYa afMMHUCTPATOPA” — YCTAHOBNEHHbIM PEXUM NpeabsBAeHus
Ko4a agMUHUCTpaTopa (ToNbko ang npunoxenus FOCT)

=  "KonnyectBo pa3bnokMpoBOK” — KOJIMYECTBO YCMELHO BbINONHEHHbIX pa3bnokmupoBaHuii PIN-
KoZa nonb3oBatens (tonbko ang npunoxenus FOCT c annnetom KpuntotokeH 2 3M1)

6.2 [loBTOpPHaA MHUUNAIM3AUNA A3TYMKAE C/IYYaNHbIX Ynucen

MoBTOPHAs MHULMANU3ALMS AATUMKA CIYHAMHbIX YMCeN NPefyCMOTPEHA TONbKO ANS 3NEKTPOHHbIX Ktouei
¢ npunoxenuem NOCT c annnetom KpunToToKeH.

[TOBTOPHYHO MHULMATNIALMIO AATYUKAE C/TYYaNHBIX YHCENT PEKOMEHAYETCS BbIMTOIHATE HE PEXE, YEeM Pa3 B Tpu
roaa (36 mecsues).
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[lng nOBTOPHOM UHUUMANM3AUMM JATYMKA CNYYaRMHbIX Yncen ¢ nomouwbio EgmHoro KnunenTa JaCarta Tpeby-

eTCs aBTOPMU3aLMS Ha 3NEKTPOHHOM KJitode ¢ npeabssieHnemM PIN-kopa nonb3osatens

P Ona noemopHoii uHUYUANU3IAUUYU dAMYUKA CAYHATHBIX YUCEN :

1. 3anyctute EpuHbit Knuent JaCarta u nofkntounTe aNeKTPOHHBIN Kntod ¢ npunoxenunem FOCT ¢ annne-
ToM KpuntotokeH k pazbeMy USB unu cuutbiBaTento cMapT-KapT KoMnbtoTepa. Ecnu noakntoueHo He-
CKONbKO 3NEKTPOHHbBIX KY€, TO BblbepuTe 3Ha4YOK HY>KHOr0 Ktoya B 06nactu cnesa.

2. Haxmute KHONKy "lMepekntounTbCs B peXMM aaMmUHMUCTpaTopa” u BbibepuTe Bknaaky "TOCT" pna po-

cTyna kK onepauusam npunoxernmsa FOCT ¢ annnetom KpunToTOKeH:

§ Eguneii KnuenT JaCarta
EanHbin KnnenT JaCarta

STANDART.SE

MHpopmauma o TOKeHe PKI [ rocT rocT

Onepauny ¢ NpPUACHKEHUEM

. 14 Whnumanusuposats
DopMATMPOEATD.. 3 cy
AcY...

"
X
mCMEHMTb PIM-kog — Co3aats sanpoc Ha e
= AWErHOCTUKA. .
BAMUHUCTPATOPA.,

O x

AnagavH )“

CEETMQMKET...
KAloum 1 cepTrdukats O
O6bekTbl He HalgeHb!
HacTpoiikn B cnucke omoBpaxawmeca moaeko ofufedocmynHele obbexme. Beectw PIN-koa
[ina npocMompa ecex offbekmoe uny pedaxmuposanus coJepxLMO20

) MepeknmunTboA B pesnm neobroduma eeecmu PIN-x00 nonssoeamens.
nonb30BaTeNns

PucyHok 24 - Bknaaka 'TOCT" B ocHoBHOM okHe Eanroro Knnenta JaCarta. Knonka "Mnnymnamsnposars [CY... " aktmeHa

3. Haxmure kHonky "MHuumanusmposatb CY...". byaeT oTobpaxeHo okHo ang seoga PIN-koaa nonb3o-

BaTena NpuUnoXeHua:

& roct ®

Beeawute PIN-kog nons3oeatena

| (1111 X11]1])] ‘ #
o | o

N\

PucyHok 25 - OkHo aBropuzaumm B ripunoxerm [OCT
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4. B cnyyae ycnewHow aBTopu3anmu B NpunoxeHun byaet otobpakeHo OKHO 3amnycKka MHUMUManmM3aumm
[ATYMKA CNYYarHbIX YnUCen:

& Navugmanuzauna 1CH *,

AnA BEINOAHEHNA MHULMANU3IALMN AGTHWKE CAYHEAHBIX HMCEN HAXKMNTE KHOMKY
"BeINOAHKTL".

BelnonHeHne cnepauyn 3aiiMEeT 0KOMO TPEX MUHYT

BEINONHUTH| k OTMEHa
a

Pucyrok 26 — OKHO 3a11yCKa MHULMATN3ALUMN AATYNKE CATYHaNHBbIX YUCENT

5. Haxmute kHonky "BeinonHuTb". ByaeT BbINoNHATbCS Npouenypa uHuumanmsauuu LCY. Mpouecc 3ai-
MET HekoTopoe Bpems. [pu ycnewHoM 3aBepLueHnr UHULManu3aummn byaet oTobpaxeHa MHPopMaLms
06 3TOM:

4§' WMHnupanuzaymna Jatunka Chydainex Yucen *

® MHMLManIaLma 4aTumneka cnyqaidHen YMcen BBINGAHEHE YCNELLHD

—

P,

Pucyrok 27 — Coobuiyermne 06 YOKOHYAHN MHMUMATNIALUMN AATYNKE CITYHaMHbIX Yucae

6. HaxHute kHonky "OK" ons 3aKpbITMS OKHa.

6.3 [dnarHoCTuKa NpuUnoeHus

B xone onepaumm AMarHOCTUKKM BbINOMHSETCS NpoBepka paboTbl 6a30B0W QYHKLMOHANBHOCTU NpUIOXe-
Hua. Onepaums AnMarHocTMKK npeaycmotpeHa ans npunoxernsa FOCT ¢ annnetom KpunTtoTokeH. Ans Bbl-
NoJIHEHMS onepaunmn He TpebyeTcs aBTOpMU3aLUs B NPUIOXKEHNUN.

P fAns duazHocmuku npunoxwenus FOCT:

1. 3anyctute EauHbinn Knuent JaCarta u noaknoumTe 3neKTPOHHbIM Koy ¢ npunoxeHuem FOCT c annne-
ToM KpuntotokeH K pasbemy USB unu cumtbiBaTento cMapT-kapT KoMnbtloTepa. Ecan nogkntoveHo He-
CKOJIbKO 3/1eKTPOHHbIX K/to4ei, TO BbibepuTe 3HaYOK HYXXHOrO Kito4a B obnactu cnesa.
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2. Haxmute KHOMKy "TlepekntoyumnTbCs B peXMM agMuMHUCTpaTopa”. byaeT oTobpaxkeHo OCHOBHOE OKHO
EomHoro KnuenTta JaCarta B pexxume agMuHucTpaTtopa. Beibepute Bknaaky "TOCT" ons goctyna K one-
pauuam npunoxenums FOCT ¢ annnetom KpuntoTokeH.

& Egnneii Knnent JaCarta — O *
EanHbin KnnenT JaCarta Ana':gnm.)n
STANDART.SE
VHGopMaLmMa o TOKEHE PKI __I'OCT_- roct

OnepauuK ¢ NPUAOXKEHUEM

e QGJD T— Muuunanusnposare
LE; p p
b 3= acy..
%CMEHMTI: PIM-koa =L Co3nats 3anpoc Ha =%
= P\q,—lguamccnma...
AAMWHWCTPATO B3 a CEpTUdUKAT..,

= 3

KoUK 1 cepTMdnKaTel <

P
,,? BrinonHaeTca guarHocTuka, A auTe...

ObbeKTbl HE HaAEHbI

HacTpoiiku B cnucke omoBpaxaromea moaeko obledocnynHeie o0Lekmsl. Bsectu PIN-kog

17 npociiompa ecex o0kekmoe LAY pedakmupoeaHuUa codepxumMozo

MepeknYHTECA B PEXHM reotxodumo egecmu PIN-kod none30eamens.
F NONL30E3aTENR

Pucyrok 28 - Bknagka "TOCT" B ocHoBHOM okHe EamHoro Knnenta JaCarta. KHonka "[uarHoctmka... " akTmBHa

3. Haxmute kHonky "uarHocTmka". byaeT BbinonHATbCA AmMarHocTnka npunoxerms FOCT. B cnyyae
YCMELWHOro 3aBeplUeHns AMarHoCTUKKM Bynet otobpaxeHa MHbopMaLms 06 3TOM:

& Nnarnocruka =

® Juarnoctuka npunoxenna [OCT 3aeepluena yonewHo

“

PucyHok 29 — MH@opmaums o 3aBepLUEHN OnepaLmm narHoctiku npunoxermns FOCT

4. Haxmute kHonky "OK" ons 3akpbITMS OKHa.

6.4 T[lpoBepKa LUenoCTHOCTU NPUIOHKEHNA

B xone onepauuu npoBepKM LLENOCTHOCTU BbINONHAETCS NMPOBEPKA KOHTPOJIbHOM CYMMbI NPUITOXKEHMUS.
Onepauus npoBepku LEenoCcTHOCTM npeaycMoTpeHa ansa npunoxenus FOCT ¢ annnetoM KpunToTo-
KeH 2 3[1. [Inga BbinonHeHMs onepauun He TpebyeTcs aBTopU3aLms B NPUTOXKEHUM.

» Ansa duazHocmuku npunoxceHusa FOCT:

1. 3anyctute EpuHbit Knuent JaCarta u nofknoumTe 3NeKTPOHHBIN Kntod ¢ npunoxenunem FOCT ¢ annne-
ToM KpuntotokeH 2 31 k pa3bemy USB unu cuutbiBaTento cMapT-kapT KomnboTepa. Ecam nogknoyeHo
HECKO/bKO 3/1eKTPOHHbIX KHOUEN, TO BbiDepUTE 3HAUOK HYXXHOrO K/4a B 0bnactu ciesa.
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2. Haxmute KHOMKy "TlepekntoyumnTbCs B peXMM agMuMHUCTpaTopa”. byaeT oTobpaxkeHo OCHOBHOE OKHO
EomHoro KnuenTta JaCarta B pexxume agMuHucTpaTopa. Beibepute Bknagky "TOCT" ons goctyna K one-
pauusam npunoxerums FOCT ¢ annnetom KpuntotokeH 2 3.

& Egnneii Knnent JaCarta — O *
EanHbin KnnenT JaCarta Ana':gnm.)n
lvanov
MHpopMaUna o TOKEHe PKI "I'OCT"

OnepauuK ¢ NPUAOXKEHUEM

—%| [poeepuTh e
|/\o\_,—| DopmaTMpoBaTk...
LENOCTHOCTD. A

% 15’ |_:‘ Co3aaTh 3anpoc Ha
1 'cegm@nkﬂ

KAtoum M. pTHGUKaTH <

A =
& [NpouzE0gNTcA NPOBEPKE KOHTPONEHOR CyMMEbL...

fag

O61beKTbl He HalgeHol

HacTpoiiku B cnucke omoBpaxaromea moaeko obledocnynHeie o0Lekmsl. Bsectu PIN-kog

17 npociiompa ecex o0kekmoe LAY pedakmupoeaHuUa codepxumMozo

MepeknYHTECA B PEXHM reotxodumo egecmu PIN-kod none30eamens.
F NONL30E3aTENR

Pucyrok 30 - Bxknagka "TOCT" B ocHoBHoM okHe EamHoro Knnenta JaCarta. KHonka "[quarHoctuka... " akimeHa

3. Haxmurte kHonky "[1poBepuTb LeNOCTHOCTL". byaeT BbINOMHATLCS NpoepKa LenoCTHOCTU NPUSIOXKeHHUS
IFOCT. B cnyyae ycnewHoro 3aBeplieHms onepauun bynet otobpaxeHa MHbopMaLms 06 3ToMm:

& MpoBEpUTE LENDCTHOCTE... X

(D Mpoeepka KOHTPOABHCA CyMMEl NPCALEHE YCNELWHO

=

PucyHok 31 - MH@opmaums o 3aBepLueHmn onepaLmm rnpoBEPKM LENOCTHOCTH ripunoxermns [OCT

4. Haxmute kHonky "OK" nns 3aKpbITUS OKHa.

6.5 Onepaumnm c cepTUPUKATAMN B NMPUNOHKEHUN 3NEKTPOHHOMO Ko4a

[ng BbINONHEHUS onepau,mﬁ C CepTMCbMKaTaMM, XPpaHAWNUMUCA B NaMATU SNEKTPOHHOIO KK4a TDEGVETCFI
dBTOpM3alMAa Ha 3N1IEKTPOHHOM K/llo4e C npeabaBieHnem PIN-kopa nonb3oBarens.

6.5.1 Co3aaHune 33npoca Ha cepTudUKaT

P [ns co3daHus 3anpoca Ha cepmugukam:

1. 3anyctute EpumHbit Knuent JaCarta n nofknoumnTe 3NEKTPOHHBIN KoY K pazbemy USB nnm cuuntbiBa-
TeN CMapT-KapT KoMnbloTepa. Ecnv noakntoueHo HeCKObKO INEKTPOHHBIX KIko4ei, To Bbibepute
3HAYOK HYXXHOrO K/to4a B 0bnactu cnesa.
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2. Haxmute KHOMKy "TlepekntoyumnTbCs B peXMM agMuMHUCTpaTopa”. byaeT oTobpaxkeHo OCHOBHOE OKHO
EomHoro KnuenTa JaCarta B pexxume agMuUHUCTpaTopa. BoibepuTte BKIaAKy C HAUMEHOBAHWEM NPUIIO-
XeHus, AN KOTOpPoro HeobxoAMMO COo34aTh 3anpoc Ha cepTuduMKaT (B AaHHOM npumepe BbibpaHo npu-
noxenue PKI) n Haxxmute kHonky "Co3aaTh 3anpoc Ha cepTuduKaT'. B nosBMBLLUEMCS OKHE C HAUMEHO-
BaHMeM npunoxenus seeante PIN-kon nonb3oBartens:

ﬁ Eamneli Knnent JaCarta — O *
EauHbin KnneHT JaCarta AnaaauH)™
Ilvanov
lvanov MHpopMauna o ToKeHe | PKI 1 rocT

Onepauyn ¢ NpUACHKEHNEM
%}'CTEHDEMWPIN-KD,& n{,CMEHMTbF’IN-mﬂ. = (Co3gate sanpoc Ha
NONb30BATENS. .. AMUHUCTpATOPa. ‘ce ITHQMKAT. .
.Ah

ILE; Qﬂ)ogmamgusam...

#

KAKuM 1 cepTHMKaThI 'S

& PRl ®

Beeante PIN-kog nonszoearena

[eenenens @

Hacrpoiiku B cnucke omoBpaxaromea maasko ofwedocmynHee oBLekmel. Beectu PIN-Kog

1A npocMompa ecex o6bEKTNOE WU pe0aKMUPOEaHUR COOEDKLIMOZ0

MepeknYNTECH B PEAMM Heobxodumo eeecmu PIN-kod noibaoeamens.
NoAL30EATENA

PucyHok 32 - ABropmu3zaumsa ¢ nomouybto PIN-koga nosib30Baresis Ha 3/1EKTPOHHOM Ktoye B ripuaoxeHm PK/

3. Haxmure kHonky "OK". B cnyyae ycnewHol aBTopusaumum B NpunoxeHun byaet otobpaxkeHo 0KHO
"Co3paHue 3anpoca Ha cepTMOUKAT” (CM. pUCYHOK 33). 3anonHMTE Nons Ciefylowmm obpasom:

— B none "Mms" BBEAMTE HAMMEHOBAHWUA CO34aBaemMoro ceptudukara. lNone aBngsetca obsa3artens-
HbIM ON19 3aMONIHEHUS;

— B none "Micnonb3oBaHMe KNoYa" YCTAHOBUTE OTMETKY B HYXXHbIX MONSX:
=  "undposas noanuch” (BbIGpaHO N0 YMONYAHUIO) ;
=  "HeOTKa3yeMOoCTb" (BbIBpAHO NO YMONYAHMIO);
= "lwmndposaHue knoden" (BbIGpaHO NO YMONYAHUID);
= "wundpoBaHue AaHHbIX" (BbIOPAHO MO YMOMYAHUIO);
= "cornacoBaHue Knuen";
= "noanucaHue ceptudumkaTa C MOMOLLbIO Ktoya";
=  "noAanucaHue Cnucka oT3biBa cepTudmKaToB”;
= "TONbKO WndpoBaHue”;
= TONbKO pacudpoBaHue.
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— B none "MpepHa3HavyeHWe" yCTaHOBUTE OTMYTKY B HYXKHbIX MONSX:
= 'MmpoBepkKa NOAMMHHOCTY KAMeHTa" (BbIDpPAHO MO YMONYaHUIO);
= "3aWMILEHHAN 3N1eKTPOHHAs noyTta” (BbIGpaHO Mo yMONYaHMIO);
=  "mpoBepka NOAJMHHOCTM CcepBepa’;
=  "nmognucb Kopga";
= "noBepeHHOe Bpems'.

— B packpbiBatoweMmcs cnucke "Tun kyesBon napsbl” Boibepute anroput™ wudposaHms "RSA" (3a-
[aH no ymonyanuw) nmbo "EC";

— B packpbiBatowemca cnucke "Pasmep kntoya” Boibepute pasmMep OTKpbITOro kitoya. Mo ymonua-
HUIO BbIbpaHO 3HauveHune "1024".

& Co3zganne 3anpoca Ha cepTidmkat >

Mma | IEaHOE

McnonesosaHne knoda

Uwudposan nognuce

HeotkasyemocTs

WndposanHue karoyed

WndpoeaHue gaHHbx

] Cornacoeanne knrouei

[] MoanmnceieaHue cepTdHKATE © NOMOLLE KIHHE
[] Moanmceisatne cnncka oT3b1Ba CEpTUHUKATOR

[ Tonbke wnpposaHue

[ Tonske paclwndposaqme

MpegHazHadeHne

Mpoeepka NOAAMHHOCTH KNMEHTE
33LMLLEHHAA INEKTPOHHAA NoYTa
[] Mpoeepka noganHHocTh cepeepa
] MNoanwce koaa

[ Adoeepentoe spemn

Knrouesan napa

Tun knrovuesoid napel ‘ R5A \J ‘

Pasmep knroua ‘ 1024 \J ‘

PucyHok 33 — OkHo "Co3aaHmne 3anpoca Ha ceprmpukar”

4. Haxmute kHonky "Co3aaTb”. bynet oTkpbiTo okHO MpoBogHuka Windows ans Bbibopa nanku coxpaHe-

HUS 3anpoca Ha cepTUdMKaT. BoibepuTte HYXKHYIO Nanky 1M BBeAWUTE UM daiina, B KOTOPOM CNeayeT co-
XpaHWTb 3anpoc Ha cepTudUKar.

5. Haxmure kHonky "CoxpaHutb" B okHe [poBogHuka Windows. byaeT BbINONHATLCA reHepauns Kntue-

BOM Napbl U CO3aaHMe 3anpoca He cepTudumkaTt. Ha akpaHe 6yaet otobpaxaTbcs nHdopmaums o npo-
uecce:

K1

, CozgaHne KN YeEoi napel.

PucyHok 34 - MH@opmaums o npoLecce co3faHms 3anpoca Ha CEpTUPHKAT
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Mo okoH4aHuM npouecca bynet oTobpakeHO OKHO C MHPOPMaLMeEN O NMyTM COXPAHEHMUS 3anpoca Ha
cepTMdUKaT:

& CozaaHne s3anpoca Ha cepTudgmkat *

. . . . OTKpLITL KaTanor
3anpoc Ha cepTdimkat Ha wmA 'MeaHoe' cosgan v coxpanéd B gaiim
'Ch\3anpocel Ha ceptrdmkatiMeance.p1l
L pruc L Konwpoeate

k

b

PucyHok 35 - MH@opmaums o 3aBepLueHmnn CO3A4aHns 3anpoca Ha CEPTUPHUKAT

6. [lpn HeobxoanmocTn oTkporiTe nanky B MNposoaHmke Windows, B kotopoi EguHbiin Knuent JaCarta
COXPAHMA 3aMnpocC Ha CepTUDMKAT HaxXaTMeM KHOMKM "OTKPbITb KAaTanor” uam CKONMpymnTe 3anpoc Ha
cepTnduKaT B 6ydKkp o6MeHa HakaTmeM KHonku "KonuposaTb'.

7. Haxmute KHOMKY "3akpbITh” 414 3aKpbiTUs okHa "Co3aaHue 3anpoc Ha cepTudumkaT'.

6.5.2 MnopT cepTndmrKaTa

CeptuduKart, yCTaHaBAMBAEMbIN HA 3NEKTPOHHOM KJtO4e, UMEET CPOK AencTBuS. 3a 14 oHen L0 OKOHYaHMS
Cpoka fencTBus cepTudukaTta Nnonb3oBaTtesb NONyYMT yBeaoMeHne 06 UcTeYeHnn CpoKa AeCTBUS cepTu-
dukaTa. MHDOpMaUMOHHbIe COOBLLLEHUS BYyayT NPUXOANUTb KAXKAbIM AeHb A0 OKOHYAHMS CpOKa AEeNCTBMS
cepTudukaTa, Noka oH He ByaeT 3aMeHeH.

P Ans umnopma cepmudukama:

1. 3anyctute EanHbinn Knuent JaCarta u noaknoumTte 31eKTPOHHbIN KoY K pasbemy USB munm cumtbiBa-
TeN0 CMapT-KapT KoMMbloTepa. Ecnv nogkntoueHo HeCKOIbKO 3NEKTPOHHBIX Kto4Yei, TO Bbibepute
3HAYOK HYXXHOrO K/to4a B 06n1actu cnesa.

2. Haxmute KHOMKy "TepekntounTbCs B peXXMM aaMuHMUCTpaTopa”. byaet otobpaxkeHo OCHOBHOE OKHO
EnnHoro Knuenta JaCarta B pexume afgMuHucTpatopa. Beibepute Bknaaky ¢ HAUMEHOBaHWEM NPUO-
XXeHWsl, B KOTOpOe cneayeTt MMNoOpTUPOBaTb CepTUdUKAT (B AAHHOM NpuMepe BbIBpaHO NpunoxeHue
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PKI) n Haxkmute kHonky "BeecTtn PIN-koa". B nosBuBLIEMCS OKHE C HAUMEHOBAHWEM MPUSIOXKEHUS BBE-
ante PIN-Kon nonb3oBaTenst 4aHHOMO NPUIOXKEHUS:

& Eguneii Knuent JaCarta — ] he

EanHbin KnneHTt JaCarta Ana:}:l.ﬁuﬂ)"

Ivanov

MHpopMaumA o TokeHe | PKI rocT

Onepauny ¢ NPUACHKEHUEM

%}'naﬁoﬁmb PIM-kog %CMEHMTbPIN-KDﬂ —a C0343TH 330poc Ha
NONbI0EATENA. ., 2OMMHUCTPATOPA... ‘cegmgmam..

e

Qmogmamgosam...

=

Kntoun 1 cepTrdmkars O

& Pr x

Beegute PIN-kog nonezoeatena

| LITIII 1T ) | #
oo

-

£
B cnucke omofpaxaomea moaeko obuedocmynHee o0Lerms. Beectu PIN-koa ‘

[na npocmompa ecex ofibexmoe Wil pedakmupoeaHUA codepxuMozo
HMTBCA B PEAHM neobxodumo eeecmu PIN-x00 nonesoceamens.

PucyHok 36 - ABTopu3aums B npuoxermm PKI
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3.

Haxmute kHonky "OK". B cnyyae ycnewHolm aBTopusaummn B npunoxeHuu B none "Knwouun n ceptmdu-
KaTbl" BypeT oTobpaXkeH MOMHbIM CMMCOK 0OBbEKTOB AAHHOMO MPUNOXKEHUS U CTAHYT AOCTYMHbI KHOMKM
ANS BbINOSHEHUS Onepaumii Hag 06bekTamu:

& EgvHeiii Knuent JaCarta — ] x
EanHbin KnneHTt JaCarta Ana:}:l.nun)“
lvanov
WMH$popMaUmna o TOKeHe PKI roct

OI'IGPEI.[,HH C NpyUaoXeHnemM

%}‘CTEHDEMW PIM-kog %CMEHMTI: PIM-kog [=e CosgatssanpocHa
NONB30EATEN..., MUHWCTPETORE. .. ‘ CEPTUHMKAT..,

ILE; Qmopmamgoﬁaﬂ:...

i

Knoun 1 cepTuhrkaThl 4 O
ﬁ 3AKPBITEIA KoY -

Wunopt |
¥ OBHOBWTb CMIMCOK k

HacTpoiikn
|

Me PEKNHYHTECA B PEXKMM
nNoNE30E3TENA

PucyHok 37 - [TosiHbIF CIMCcOK OObEKTOB MPUIOKEHNS M KOMaHAA "MmmopT”

HaxkxmuTe KHOMKy E WM BbI30OBUTE KOHTEKCTHOE MEHI0 B none "Kntoum u cepTudukatsl " Boibepute
komaHay "MImnopt". bynet oTobpaxkeHo OKHO 4SS MMopTa cepTudKaTa. 3anofiHMTE NoAs CeayHLWUM
0bpazom:

— B none "TlyTb K UMNOPTUPYEMbBIM AaHHbIM" YKAXUTE NYTb K UMNOPTUPYEMOMY cepTudukaty. ns
3TOro HaxmuTe KHonky "0630p..." 1 B nosiBuBwemMcs okHe MposoaHuka Windows BbibepuTe daiin
ceptudmkara;

—  ecM UMNOpPTUPYEMbI CePTUDMKAT COAEPXKMUT 3aALUMLLEHHBIM NApONeM 3aKpbITbliA K04, TO BBE-
AuTe ero B none "Beegute naponb, 3aLUMLLAOLWMIA 3aKPbITbIA KNoY";

—  eCM UMNopTMPYeMbI cepTUdUKAT COAEPXKUT LIEMOYKY CEPTUPUKATOB 6onee BbICOKOrO YPOBHS, TO
A9 3arpy3Ku B NaMsTb 3IEKTPOHHOIO K/H04a BCeW Lenoyku cepTudKaToB YCTaHOBUTE OTMETKY B
none "3arpy3uTb BCIO LieNoYKy";
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— B nose "3apatb MMS KOHTEeMHepa " YCTAaHOBUTE OTMETKY, YTOObl BPYUHYIO 334aTb MMSI KOHTEMHEPa,
B KOTOPpbI ByaeT MMNOpTMPOBaH cepTudmKat. B none HUxXe BBeauTe MMS KoHTeWHepa. Ecam oT-
MeTKa He YCTAHOBNEHA, TO UMS KOHTeHepa OyLeT CreHepupoOBaHO aBTOMATUYECKMU.

& MrnopT cepTdmkaTa AW KOHTERHEpE X

MyTe K Gaiay MMNOPTHMPYEMBIX JaHHBLIX

|Documents\#E,uHHh|ﬁ Knnen-lf\lvanov.cer‘

BBEAMTE Napob, 3alMIAKLWA 3aKPLITLIA KoY

| | &

|:| 3arpy3nThb BCHY LIEMDYKY

333Tk MMA KOHTEAHEDE

| VEGHOE ‘

OTmeHa

PucyHok 38 — OkHo "MIMIopT cepTngmkara mm KoHTesHepa "

™

5. Haxmute kHonky "MMnopT". byaeT BbINOAHATLCS UMMOPT cepTUdKaTa B NaMATb MPUNOXKEHUS SNeK-
TPOHHOro Kntoya. M0 3aBepLlieHnn onepaumnm Ha IKpaHe NosBUTCA cooblieHne 06 3ToM:

& Yenewno >

(D MmMnopT nponseegéH ycnewHo.

=

PucyHok 39 — OkHo "MIMIopT cepTmgmkara mim KOHTeNHepa "
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6. Haxmute kHonky "OK" ofig 3aKpbITMS OKHA coobuweHmns. UMnopTupoBaHHblie 06bekTbl 6yayT oTobpa-
XeHbl B none "Knwun n ceptudmkatbl”, @ TakKe CTaHYT AOCTYMHbI KHOMKKM AJ19 BbINOAHEHMS onepauni
Hag 06bekToM:

& EgvHeiii Knuent JaCarta — ] x
EanHbin KnneHTt JaCarta Ana:}:l.nun)“

lvanov

Mupopmauna o TokeHe | PKI roct

Onepauyu ¢ NpUAcKeHneM

%yCTEHDEMTme'KDQ %CMEHMTI: PIM-kog [=e CosgatssanpocHa
NONB30EATEN..., BAMWHUCTPATOPE. .. ‘cegmgmxam..

ILE; Qmogmamgoﬁam...

i

Knoun 1 cepTuhrkaThl ‘ﬂ’ E B m O

E‘aél\ran Ivanaov 1.3 KBaT

| ﬁ IAKPBITRIA KoY - |

HacTpoiikn

Me PEKNHYHTECA B PEXKMM
nNoNE30E3TENA

Pucyrok 40 - OTobpaxkeHne umMnopTupoBarHHbix 06bEKTOB

6.5.3  JKCMOpT CepTUdUKaTa

P [ns skcnopma cepmugukama e ¢paiin:

1. ABTOpU3YMITECH B NPUIOXKEHUM INEKTPOHHOIO KNKOYa, U3 KOTOPOro HE0BX0AMMO 3KCMOPTUPOBAThL Cep-
™Mdukar (cm. n.n. 1-3 npouenypsl uMnopTa ceptudukaTta B n. 6.5.2). B none "Kntoun u ceptudumkarsl”
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. A o "
BblbepuTe 3KCNOPTUPYEMBIN 0OBEKT U HAXKMUTE KHOMKY D UNN aKTUBUPYHITE KOMaHAy "JKCnopT B
dann" KOHTEKCTHOrO MEHI0 0bbekTa:

& Egunoii Knuent JaCarta — O X
EanHbin KnneHt JaCarta Ana:}:l.nun)“
lvanov
MHpopMauma O TOKEHe PKI rocT

Onepauny ¢ NpUAcHKEeHUeM

%}rCTEHDEMTme'KDQ %CMEHMTme'KD =L Co3gaTh 3anpoc Ha
N0Ab30E3TENA. . BAMWUHUCTPATOPA. . ’ CEPTMDMKAT...

\:E; Qwogmamgoﬁam...

A

KAKYA 1 cepTIdrKaTEl L IAEIER IES;
Eélvan Ivanov 1.3 KBaiiT ‘
ﬁ 3AKPHITHIA KNHOY

Npocmorp
Wrnopt
JkcnopT 'k
Yaanute ax

4% OBHOBWTE CIMCOK

Hacrpoitkn

) MepekNioUNTEEA B PEXUM
NoAL30E3TENA

Pucyrok 41 - Ikcnopr aanHbix EanHbiii Kmment JaCarta. KHomku nepexosa Kk 3KCropry AaHHbIX

2. byneT oTKpbITO OKHO ANS yKa3aBaHMs NapaMeTpoB 3KCNopTa cepTudumkarta (CM. pucyHok 42). 3anon-
HWUTe nons cnefylnM 06pa3oMm:
— B none "YkaxuTe NyTb M Mg danna...” ykaxute nyTb 1 uMa danna gna skcnopta darna. na
3TOro HaxxmmTe KHonky "O630p” 1 B nosBmBwEMCS okHe lNpoeoaHunka Windows Bbibepute Hyx-
Hyto nanky. Pagmo kHonka "B dann" npu 3ToM gonxkHa 6biTb BbibpaHa:

& JkcnopT cepTudinkara >

YKa¥uTe NyTe M UMA Gaiina AnA coXxpaHeHUA 06bEKTa

| Ch\IkcnopTieaHoe.cer ‘

Pucyrok 42 — OkHo "Ikcriopr ceptugukara”

3. Haxmute KHOMKy "DkcnopT”. byaeT BbINOAHATLCS 3KCNOPT BbibpaHHOro obbekTa. Pe3ynbTaT BbiMoHe-
HWS onepauumn ByaeT oTobpaXKeH B OKHe COobLeHNs:

& Yenewro =

CepTHHUKAT YCNEeWHo CoXpaHeH B Gain:
C:\3KcnopT\MEaHOB.cer

R

Pucyrok 43 — OKHO pe3y/IbTaToB 3KCopTa
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6.5.4 [pocMOoTp CepTUdUKATA

P Ona npocmompa cepmugukama:

1. ABTOpM3YIiTECH B NPUNOXEHUM 3NEKTPOHHOIO K04, B KOTOPOM HE06X0AMMO NPOCMOTpeTb CepTUdH-
KaT (cM. n.n. 1-3 npoueaypbl uMNopTa ceptudukaTta B n. 6.5.2). B none "Kntoumn un ceptudukatsl” Bbibe-
puTe CepTUDMKAT U HAKMUTE KHOMKY ‘#" WK aKTUBMPYITE KoMaHay "MpocMoTp” B KOHTEKCTHOM
MeH0 BbIBpaHHOro cepTudumkaTa:

& Egvnbiii Knuent JaCarta — ] b
EanHbin KnueHt JaCarta Ana:gnun)m
lvanov
MHpopMaLua o TOKEHe PKI roct

Onepauyu ¢ NpUACKeHneM

%yCTEHDEMTme'KDQ %CMEHMTI: PIM-kog [=e CosgatssanpocHa
NONB30EATENM. ., BAMWHUCTPETOPE. . ‘cegm@mxam..

[:E; Qﬂ)ogmamgoﬁam...

i

KAtoumn v cepTudrKaTh LY EEER RS )
E‘aél\ran Ivanaov 1.3 KBaT
ﬁ IAKPBITRIA KNy
Mpocwmotp
Wrnopt 1&;
Jkcnopt
Yaanute

% OBHOBWTE CINCOK

HacTpoiikn

Me PEKNHYHTECA B PEXKMM
nNoNE30E3TENA

PucyHok 44 - Eannbii Knnent JaCarta. KHomku nepexoaa k npocMoTpy ceprugmnkara
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2. By,u,eT OTKPbITO OKHO, CcoaepXXallee cBeaeHuna o Bbl6paHHOM CepTMd)MKaTe:

o Ceprudukar X
Ofwme COCTEE  [yTe cepTHdMKaLIM
MokazaTe: | <Bee> ~
Mone 3HaueHve &
BBEDCMF! V3
BCepmﬁHblﬁ HoMER 2500000004653 7f7488b5b2c. ..
B."-\HI'DDHTM noAnKMo shalRsA
Elkém-anropmm MOAMKCKA shal
[Elvsaarens DC-DCNCA-CA, DT, local
LEAcTEMTENEH C 29 mona 2019, 13:45:33
B,D,eﬁtrBMTenEH no 28 wonA 2020 r. 13:45:33
[l rufireer Twan Tuannw |leere 0T lneal N7
CBORCTE. .. KonupoeaTte B dalin...
| oK k |

Pucyrok 45 — OKHO npocmoTpa cepTmpmkara

3. [lns BbIXOAA M3 OKHa NPOCMOTpa HaxkmuTte KHomnky "OK".

6.6 Onepaunn c 06beKTaMn B MPUIOHKEHNN INEKTPOHHOMO KKOYa

[Lns BbINONHEHUS OnepaumMit ¢ 06beKTaMM, XPaHSALWMMUCS B NMaMSTU 3NEKTPOHHOTO K/toya TpebyeTcs aBTo-
pU3auMs Ha 3NEKTPOHHOM Kitoye ¢ npenbseieHnemM PIN-kona nonb3oBatensi.

Onepaumn ¢ 06beKTamu B IamMAT 3/1EKTPOHHBIX KITKOYEH PEKOMEHAYETCA BbIIOHATE 110 YKA3aHUIO
aAMUHUCTPATOPA.

B naHHOM pa3pene onepaunu ¢ 06beKTaMM ONUCaHbI HAa NpUMepe cepTUdUKATOB B NpunoxerHun PKI.
6.6.1  [pOCMOTp CMNCK3 06 BEKTOB

P Ana npocmompa cnucka 06veKkmos:

1. 3anyctute EanHbint Knuent JaCarta u noaknoumTe 31eKTPOHHbIN KoYy K pasbemy USB mnm cumtbiBa-
TeNo CMapT-KapT koMnbloTepa. Ecin nofknto4eHo HeCKONbKO 3NEKTPOHHbIX KNHoYel, To BbibepuTe
3HAYOK HY)XXHOTrO0 K/to4a B 061actu cnesa.
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2. Haxmute KHOMKy "TlepekntoyunTbCs B pEXMM aAMUHUCTPATOPaA” 1 BbibepuTe BKNaaKy C HAMMEHOBA-
HMEM HYXKHOTrO npunoxeHus. B none "Knwoun u ceptudmkatol” 6yaet otobpaxkeH CNMCoK obLenocTyn-
HbIX 0OBEKTOB, XPaHSLLMXCS B MAMSTH 3/1EKTPOHHOIO K/toYa (CM. PUCYHOK 46).

& Eguneii Knuent JaCarta — ] he
EanHbin KnneHt JaCarta Ana:}:l.ﬁnn)“
lvanov
MHEOpMaUKMA o TOKEHE PKI rocT

Onepauny ¢ NpUAcHKeHUeM

%}rCTEHDEMTb PIM-kog %CMEHMTbPIN-KDﬂ —a 034316 330poc Ha
NONbI0EATENA.., AAMMHUCTPATOPA... *cegm@mam..

ILE; Qmogmamgoﬁam...

A

Kntoun 1 cepTrdmkars O

E:. Ivan lvanaov 1.3 K6air

[na npocMompa ecex ofibekmoe il pedaxmuposarus codepxuUMoz0

MepekARHMTECA B PEHKM Hepbxodumo geecmu PIN-k00 nonesoeamens.
nonb30BaTeNns

Hacrpoiiku B cnucke omoBpaxawmca moaeko ofufedocmynHele obbexme. Bsecti PIN-kog

~

PucyHok 46 - Crincok o614efoCTynHbIX 0ObEKTOB B NaMATH 3/IEKTPOHHOIO K/H0Ya

3. Haxmure kHonky "Beectu PIN-kog", B nosiBusliemcs okHe "ABTopusaums” seeamte PIN-koa nonb3osa-
Tens Ang BbI6GpaHHOrO NPUNOXKEHMS:

& prl ®

Beeawte PIN-kog nons3oeatena

| (111111 111] | #
o [ omer

.
A

PucyHok 47 — OKHO aBTopm3aumm B rPUIOKEHNN 3/IEKTPOHHOIO K/oYa
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4. Tocne ycnewHow aBTopu3aumm byaeT LOCTYNEH AnsS NPOCMOTPA MOMHbIMA CMMCOK 0ObEKTOB, a TaKXe
NnosSBATCS KHOMKKW A8 ynpaBneHns obbektamu:

& Eguneii Knuent JaCarta — ] he

EanHbin KnneHTt JaCarta Ana:}:l.unn)“

Ivanov

MHpopMaumA o TokeHe | PKI rocT

Onepauny ¢ NpPUACHKEHUEM

%}'naﬁoﬁmb PIM-kog %CMEHMTbPIN-KDﬂ —a C0343TH 330poc Ha
NONbI0EATENA. ., 2OMMHUCTPATOPA... ‘cegmgmam..

ILE; Qmogmamgosam...

A

Kawoun 1 cepTndunkatsl ‘ﬂ’ E B m O

!
Eél\ran Ivanov 1.3 KBaliT ‘

6@ ZAKPHITHIA KU

Hactpoiku

Me PEKNYATECA B PEXKNM
none306aTena

PucyHok 48 - [TosiHbI Crincok 0ObEKTOB B 1aMSTH 3/IEKTPOHHOIO K/I4a
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6.6.2 YpaneHue 06beKToB

P Ans ydaneHus o6vekma:
1. ABTOpM3YyNMTECH B NPUNOXKEHUM INEKTPOHHOIO K/KOYa, U3 KOTOPOro He06X0AMMO yaanuTb 0ObekT. B

none "Kntoun n ceptudukatbl” Bolbepute yaansiemblii 06beKT U HKMUTE KHOMKY m WU aKTUBUPYHTE
KOMaHAy "Yoanutb" KOHTEKCTHOIO MEHH 0ObekTa:

§ EanHeii Knwent JaCarta — [} s
EanHbin KnneHT JaCarta m‘:mnju

Ivanov

MHpopmauma o ToKeHe PKI rocT

Onepauny ¢ NpPUACHKEHUEM

%}'CTEHDEme PIM-kog mCMEHMTme'KDﬂ — C0343TH 330poc Ha
NONbI0EATENA. ., 2OMMHUCTPATOPA... ’cegmgmam..

\:E; Qmogmamgosam...

KAKUA M CepTUOHKATEI Lk [ A 0O
E Ivan lvanov 1.3 KBaliT
ﬁ 3AKPHITHIT KU
Npoemorp
Wmnopt
3kcnopt

Yaanute Ik
3  OBHoewTs cincok A%

Hactpoiiku

) MepekniounTbea B pEXm
NoAE30BaTENA

PucyHok 49 - Eannbiii Knnent JaCarta. KHomku nepexoaa K yaaneHmto AaHHbIX

2. bByaer oTKpbITO OKHO AN MOATBEPXKAEHMS YAANEHUS:

& Vpanenue obvexToe >

@ Bul AfCTBUTENBHO XOTUTE YAANWTE BblASNeHHbIE OBBEKTEI?

G L

Ar

Pucyrok 50 - OkHo "VganeHne o6bekToB”

3. Haxmute kHonky "0a" ans noaTeepxaeHus. BolbpaHHbIM 06bekT ByaeT yaaneH U3 NaMsTu 3NeKTPOH-
HOro K/toYa.
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MpunoxeHne A. O603Ha4YEHMA IMNEKTPOHHbBIX Kto4ven

O6o3HayeHue OnucaHue

l.' MicroUSB-TokeH

H USB-TokeH JaCarta B kopnyce nano

HID USB-TokeH JaCarta B kopryce nano ¢ KHOMKOWM
E.: USB-TokeH JaCarta B kopnyce mini

HI (Q USB-TokeH JaCarta B kopnyce XL

- CMapT-KapTa
H- eToken PRO (Java)
HICE eToken NG-FLASH (Java)
H'@E‘ eToken NG-OTP (Java)

JNeKTPOHHbIN KoY B popM-PpakTope Secure MicroSD

-] USB-ToKkeH B MeTannnyeckoMm Kopnyce
.-] USB Type-C TokeH B MeTannnMyeckoM Kopnyce

Hn TWN 371EKTPOHHOTO KNtoYa He onpeaenéH

JNEKTPOHHbIM K04 HAXOAMTCA Ha CTaauu onpeaeneHus
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7. ROHTAKTbI

7.1  Odwuc (obme Bonpochl)

Anpec: 129226, MockBa, yn. [lokykuHa, a. 16, ctp. 1, 7 3tax, komnanus "Anapaud P.O."
Tenedonbi: +7 (495) 223-00-01 (MHOrokaHanbHbIN), +7 (495) 988-46-40

Makc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wui)

Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxepHeBHo ¢ 10:00 no 19:00, kpome BbIXOLHbIX M NPA3fHUYHbBIX OHEN.
7.2 Texnopaeprka

Cnyx6a TexnoaaepKk1 npUHUMAET 3anpochl TOMLKO B MUCbMEHHOM BUE Yepes3 Be6-caiT:
www.aladdin-rd.ru/support/index.php.
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Perncrpauna nameHeHum

Bepcus UsmeHeHus

11 O6HOBNEHbI CKPUHLLOTbI, UCMPABAEHO GOPMATUPOBAHME K BbIXOAY HOBOM

cbopkn EK 2.12.2.2222

1.0 Co34aH [4OKYMEHT

HopoTKO 0 KOMNaHuu

Komnanwus "Anapamd P.." ocHoBaHa B anpene 1995 roga u sensetcs
pPOCCUICKMM pa3paboTYMKOM (BEHAOPOM) CPeLCTB 3aLmuThl MHOpMa-
umm.

KoMnaHws aBnseTcs npusHaHHbIM 3KCNEPTOM U IMAEPOM POCCUIACKOTO
pbIHKa cpeacTB ABYX(}AKTOPHOM ayTeHTUdUKaLMM Nonb3oBaTenen,
3N1EKTPOHHOM MOANUCHU U 3aLUNTbI AAHHBIX.

OcHoeHble HanpaeneHusa

— Ob6ecneyeHne 6e3onacHoro AocTyna K UHOOPMALMOHHBIM pe-
cypcam npennpusTus, e6-nopranam u 06nauHbIM cepsucam
(cTporas aByx- 1 TpExdaKTOpHasA ayTeHTUDMKALMA).

— DnekTpoHHas noanuch (3N ¢ HensBneKaeMbIM 3aKpPbITbIM Kito-
4yoM, popmupyemas B 3aluLLEHHOM ynne), PKI.

— 3alwuTa NepcoHanbHbIX AaHHbIX, JAHHBIX HA AMCKaX KOMMbloTe-
poB, cepeepoB, 6a3 AaHHbIX.

— Bce ocHOBHble NpoayKTbl MMeOT HeobXoAnMble cepTUdUKaTbI
DCTIK, ®CB 1 MuHucTepcTBa 060pOHBI (BKAtOYas paboTy ¢ ro-
CTaiiHoi Ao yposHs cekpetHoctn CC).

JluueHsuu

— KOMMaHUa UMeeT Bce HeobxoanMmble nuueHsmn GCTIK Poccum,
®CB Poccumn v MuHucTepcTBa 060poHbI Poccum ans npoekTupo-
BaHus, Npon3BoacTBa U noaaepxkn C3M u CK3WU, Bkntovas pa-
60Ty C rocTaiHOM M NPOM3BOACTBO MPOAYKLMMU B paMKax rocobo-
poH3akasa.

— CuctemMa MeHeoKMeHTa KayecTsa NpoayKLmmn B komnanum ¢ 2012
r. cootBetcTByeT cTaHaapTy FOCT ISO 9001-2011 v umeer cooT-
BETCTBYLOLME CepTUdMKATBI.

— CucTeMa NpoeKTUPOBaHUS, pa3paboTku, NPOM3BOACTBA U NOA-
LlepXXKWU NpoAyKLMKU COOTBETCTBYET TpebOBaHWAM POCCUIACKOrO
BOeHHoro ctanaapta FOCT PB 15.002-2012, Heobxoaumoro ans
y4acTus B peanvsaumm rocobopoHsakasa.

Jinuensnn OGCTIK Poccum N2 0037 1 N2 0054 ot 18.02.03, N2 3442 ot 10.11.2017
JNvuensun OCB Poccun N2 12632 H o1 20.12.12, N2 30419 ot 16.08.17

AnagauH)™

JNnueHsns Munuctepctea obopoHbl PO N2 1384 ot 22.08.16
CucteMa MeHeaXXMeHTa KayecTBa KOMMaHuu cooteeTcTayeT TpebosaHusam ISO/MCO 9001-2011

Ceptndmkar CMK TOCT P MCO 9001-2011 N2 POCC RU.MC72.K00082 ot 10.07.15
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