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1.1

1.2

1.3

1.4

1.5

1.6

O OOKyMeHTe

Ha3Ha4vyeHne fokymMeHTa

JlokyMeHT npegcTaBsisieT coboi pyKOBOACTBO MO YCTaHOBKE, HACTPOMKE M UCMO/Ib30BAHMIO KOMMOHEHTa
JaCarta APM YL, siBnsitolero 4yacTbto nporpamMmHoro obecneveHus Egunbii KnveHT JaCarta.

Ha Koro opveHTUpOBaH AaHHbIV JOKYMEHT

[ OKyMeHT npeZHasHaueH 415 agMUHUCTPaTopoB 6e3onacHocTu.

[ OKyMeHTbl, pekoMeHayeMble 4717 NpeaBapuTesibHOro NpoYTeHns (M3y4eHunn)

1.  [JokymeHT "EauHbii KnneHT JaCarta. PykoBogcTBO agMuHucTpaTopa'.

2. [JokymeHT "EaunHbin KanenTt JaCarta. PykoBoacTBO noab3oBaTens"”.

OpraHmnsauua AoKyMeHTa

JloKyMeHT pa3buT Ha HeCKOIbKO pa3enos:
e B pa3gene 2 "Obuwue cBegeHns" npueseHa ocHoBHas Hdopmauus o JaCarta APM YL.

e B pasgene 3"YcrtaHoBka u yaanerue JaCarta APM YL" npuBegeHo onncaHme cucteMHbix Tpebosa-
HUM K KOMMbIOTEPY M ONMCaHWe npoLeayp YCTaHOBKM U yaaneHns JaCarta APM YLI.

e B pa3sgene 4 "Hactpowika JaCarta APM YL|" cogepxuTca onucaHme pexmnmMoB paboTbl U HAaCTpoek
JaCarta APM YL ans co3paHus 3anpocoB Ha cepTudMKaT B aBBTOHOMHOM M aBTOMaTUYECKOM Pexu-
Max.

e B pa3sgene 5 "Bbinyck ceptudmkaTa ¢ npumeHeHnem JaCarta APM YL" cogepxumTcs onucaHue npo-
LeAyp Bbinycka cepTUdUKATOB A5 31eKTPOHHbIX kKatover nocpegcteom JaCarta APM YL B aBTO-
HOMHOM W aBTOMaTUYECKOM pexxmmax.

B KOHLe OKyMeHTa NpuBeeH NpesMeTHbIN ykazaTesb (CM. CTP. 53).

PekoMeHaauun No UCNONb30BaHNIO AOKYMEHTA

JloKyMeHT peKoMeHAyeTCs MCMO0/Ib30BaTh B KayeCTBe 03HaKOMUTE/IbHOro MaTepuana (noapobHoro py-
KOBOZ,CTBa MO yCTaHOBKe M HacTponke JaCarta APM YLl), a Takxe B kauecTBe cnpaBoYHKMKa Npu paboTe ¢
JaCarta APM YLI.

JloOKyMeHT peKOMeHA0BaH KaK A5 MOC/1e0BaTE/IbHOTO, Tak U A9 BbIGOPOYHOrO U3yYeHus.

CornaweHua no 0oboOpMNEHUIO

B faHHOM foKyMeHTe AN15 NpeACTaB/eHUs CCbIIOK, TEPMUHOB M HAMMEHOBAHWIM, MPUMepPOB KoAa Npo-
rPamMM MCMOb3YIOTCS pas/inyHble WpUThI U cpescTBa odopmaeHns. OCHOBHbIE TUMbl HAYEPTaHUIN Tek-
CTa npuseeHbl B Tabauue 1.

Tabauya 1 — SnemeHmel opopmaeHus

[Mone] Wcnonb3yeTtca Ans BblAeNeHNA HaUMeHOBaHWIM none, 610KoB, 3aki1a/0kK
3KPaHHbIX GopM

<KHonka> WNcnonb3yeTtcs 4219 BblAENEHUS HAUMEHOBAHMWI KHOMOK
MeHito: WMcnonb3lyeTca Ans Bbl4eIeHNSI HAMMEHOBAHWI MYHKTOB MEHH0
Ctrl+X Mcnonb3lyeTca AN BblgeNleHNS COYETAHUI KAaBUILL

Fille.exe MCI'IOJ'IbBYETCﬂ ANA BblaeneHna nMeH d)amnos, KaTa/1IoroB, TEKCTOB NpOrpamMm
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TepmuH WNcnonb3yeTtcs AN BblAe/IeHUS NEPBOro U MOC/AeAYIOLMX BXOXAEHUI onpe-
AeNfemMoro B 0KyMeHTe TepMUHa B TEKCTe JO0KyMeHTa

BblAeﬂeHMe |/|CI'IOJ1b3yETCF| ANd BblgesieHNa OTAe/ibHbIX 3HA4YMMbIX C/Z1IOB U ¢pa3 B TeKCTe
[vnepccolsika Mcnonb3syeTcs A9 BblAeNeHUS BHELHWNX CCbIIOK
a NcnonbsyeTtcs ans BoigeneHus MHGOpMaL MK, Ha KOTOPYLO ciesyeT obpaTuTb
aXKHO BHMMaHWe

‘ Pamka Ncnonb3yeTtcs Ans BblAeeHUsi BOXHOW MHPOPMaL MK, BbIBOA, pestome

/f Ccblsika, pUMeYaHue, 3aMeTKa

~

y=’ Cosert

f 3arpyska (agpec gnq 3arpysku 10, gokymeHTa)

@ Bonpoc

1.7  0603Ha4eHnA N COKpaLLeHuA

Tabauya 2 — O6o3Ha4eHUsA U COKpawjeHus

APM ABTOMaTM3npoBaHHOe pabouee MecTo
yy Y A0CTOBEPSIOW NI LLEHTP
upP LleHTp pernctpaumm ceptudmkaTos

1.8 HKnwo4deBsble cnoBa

3anpoc Ha cepTudUKaT, CePTUDUKAT, 3/IEKTPOHHDIN KAtOY, Y 40CTOBEPSIOWUNIA LLeHTp, LleHTp peructpa-
LMK, aBTOHOMHBIN pexxunM paboTbl, aBTOMATUYECKUIA peXIUM paboTbl.
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1.9  ABTOpCKMWE NpaBa, TOBApHbIE 3HAKWN, OrpaHNYeHNA

JlaHHbIV 4OKYMEHT, BKAOYas NoA60p 1 pacnonoXeHne ANIOCTPaLiA 1
MaTepunasios B HEM, ABNAETCH 06bEKTOM aBTOPCKMX MPaB M OXPAHAETCSH B
COOTBETCTBUM C 3aKOHOAaTeNbCTBOM Poccuiickoit Gegepauun. Obnagate-
NleM NCKI0UNTE IbHBIX aBTOPCKMX M UMYLLLECTBEHHbIX NpaB aBseTca 3A0
"AnagavH P.A.".

Mcnonb3oBaHue 3Tx MaTepuanos obbim cnocobom 6e3 nncbMeHHOro
paspelueHuns npaBoobiagaTens 3anpeLieHo U MOXET NOB/IeYb OTBETCTBEH-
HOCTb, NPeAYCMOTPEHHYIO 3aKoHoaTenbcTBoM PO. Mpu nepeneyatke u
MCMO/Ib30BaHUM AaHHbIX MaTepranoB Anbo Ntoboi Ux YacTu ccbinkm Ha 3A0
"AnapavH P.J." oba3aTesnbHbl.

BragenbLem 3aperncTpupoBaHHbIX TOBapHbIX 3HakoB "AnaaavH", Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "KpunTto B/J", norotunos u
npaBoobaajaTenem UCKNOUNTENbHBIX NPAB Ha UX AW3aNH U UCMO/Ib30BaHWE,
NaTeHTOB Ha COOTBETCTBYIOL e NpoAyKTbl aBaseTcs 3A0 "AnaganH P.A4.".

HasBaHWsA NpoYnX TEXHOIOr M, NPOAYKTOB, KOMMaHWM, yNoOMUHaloWMecs B
AAHHOM AOKYMEHTE, MOryT ABNIATLCA TOBaprIMVI 3HaKaMKn CBOUX 3aKOHHbIX
BNaAeNblieB.

OrpaHquﬂme OTBETCTBEHHOCTU

NHpopmaums, npueséHHan B JaHHOM JOKYMeHTe, NpegHa3HaueHa UCKto-
UMTENbHO A/15 03HAKOM/IEHUSA U He fiBAsieTCa ncyepnbiBatoLyeit. CocTas
NPOAYKTOB, KOMMOHEHT, UX GYHKLMM, XapaKTepUCTUKK, BEPCUM, 4,0CTYN-
HOCTb 1 Np. MOTYT BbITb U3MeHeHbl 3A0 "AnaaavH P.A." 6e3 npegBapuTens-
HOrO yBes0MAEHNS.

3A0 "AnagavH P.J." He rapaHTUpyeT HU OTCYTCTBUSA OWKGOK B 4aHHOM
AOKYMEHTE, HW TOro, YTO ONMUCaHHOe NporpammMHoe obecneverune (MO) He
cosepXuUT AedekToB, byaeT paboTaTb B MPOU3BO/IbHO BbIOPaHHbBIX YCIOBUSX
1 NpuY 3TOM Y/10BNIETBOPSATL BCeM Tpeb6oBaHMAM, KOTOpble MOTYT BbITh K Hemy
npeAbaBaeHbl.

3A0 "AnagavH P.A." He rapaHTUpyeT paboTocnocobHOCTb HesleraabHoO
NoJlyYeHHOro NPorpamMMHoro obecneyeHuns. HeneraabHoe Ucnoab3oBaHne

3A0 "AnapgavH P.A.", 1995—2019T.

PykoBOACTBO agMUHMCTPaTOpPa

NPOrpamMMHoro obecrieqeHus 1 J0KyMeHTaL UM Ha Hero npecieAyeTcs no
3aKOHy.

Bce ykasaHHble ZlaHHble 0 XapaKTepuCTMKax NPOAYyKTOB OCHOBaHbI Ha MeX-
AYHAPOZAHBIX UM POCCUMACKUX CTAHAAPTAX U pe3y/ibTaTax TeCTUPOBAHUS,
FIOny‘-IeHHbIX B HE3aBUCUMbIX TECTOBbIX NN CepTVIqJVIKaLI,VIOHHbIX na60paTo-
pVIﬂX, nbo Ha I'Ipl/IHﬂTbIX B KOMMaHUM MeTOAMKaX. B AAHHOM p,oxymeHTe
3A0 "AnagavH P.1." He npe0CTaBASET HAKAKUX HU AIBHBIX, HU NOApasyMe-
BaeMbIX rapaHTUN.

3A0 "AnaganH P.A." HE HECET OTBETCTBEHHOCTW (KAK B CUAY A0-
FOBOPA, FPAXAAHCKOIO NPABOHAPYLLUEHWSA, BK/TIOYAA XA/IAT-
HOCTb, TAK B /IIOBOM MHOW GOPME) NEPE/ BAMU NN OGO
TPETbEN CTOPOHOV 3A JIOBBIE MOTEPU UM YBITKI (BKHOYAS
KOCBEHHbIE, PAKTUYECKWVE NN MOBOYHbBIE YBbITKW), BKIOYAS
BE3 OMPAHUYEHWIA JIOBBIE MOTEPU WM YBbITK MPUBbLIIBHOCTM
BM3HECA, MOTEPKO AOXOAHOCTU AN PENYTALUW, YTPAYEHHYO
NN NCKAXEHHYHO MHOOPMALLMIO UV AOKYMEHTAL KO BCNIEA-
CTBWE MCMOJIb3OBAHMA MPOTPAMMHOIO OBECMNEYEHUA NN
JIIOBOr0 KOMMOHEHTA OMUCAHHOI O MPOAYKTA, AAXE EC/IN 3A0
"Anaaavn P.4." BbINO MTMCbMEHHO YBEJOMJ/IEHO O BO3MOXHOCTW
NOAOBHbIX YBbITKOB.

FocysapcTBeHHOE peryiMpoBaHme 1 SKCNOPTHbINA KOHTPO/Ib

OnucbiBaeMblii B JaHHOM A0KYMEHTE MPOAYKT (MM MPOAYKTbI) MOXET fiB-
NIATLCA AN COAEPXaTb B cebe cpescTBO KpUNTOrpaduyeckom 3aLuThbl UH-
dopmaumm (CK3W), ABnstoweecs npesMeTOM 3KCMOPTHOTrO KOHTPOAS.

Bbl cornalaeTtech € TeM, YTO NPOAYKT He By eT NOCTaBAATbLCS, NepesaBaTb-
canam 3KCI'IOpTl/IpOBaTbC$I B KaKyIO-fIVI6O CTpaHy, a TakKXe UCMo/1b30BaTbCH
KakuM-1160 NpoTMBOpeYaLL MM 3aKOHY 06pasom.

Bbl rapaHTupyeTe, 4To GyaeTe cobatoaaTh HaKNaAbIBAEMbIE Ha SKCMOPT U
Pe3KCnopT NPOAYKTa OrpaHUYeHus.

Ceegienns, npuee&HHbIE B JaHHOM JOKYMEHTE, akTya/lbHbl Ha AaTy ero
ny6avkauymu.

My6anuHbIN Crp.5/54
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1.10 JIMueH3nOoHHOoEe cornalleHne

MoxanyncTa, BHMMaTe/IbHO NPOYMTANTE JlaHHOE NINLLEH3MOHHOE Corlallie-
HU1e NpexJe, YeM UCMO/Ib30BaTb COAEPXKMMOe AaHHOMO KOMMIeKTa n/uan
npexae, Yem 3arpyxaTb UM yCTaHaBAMBaTL NpOrpaMMHoe obecneyeHue.

Bce yka3saHus No MCNob30BaHMIO NPOrpaMMHoro obecrneyeHuns, npejocTas-
NfieMble 3aKpbITbIM aKLMOHEPHbIM obLecTBoM "Anaaaut P. 4." (nam nobbim
€ro J04epHNM NpeAnpUATUEM — Kax0e U3 H1X yNoMMHaeMoe Kak "komna-
HMA"), NOAYMHAIOTCSH U ByAYT NOAUMHATLCA YCNOBUAM, OFOBOPEHHbIM B
ZAaHHOM cornalleHunu. 3arpyxas AaHHoe nporpammHoe obecneuyerue (kak
onpezeneHo ganee no TeKCTY) U/UAKN yCTaHaBAMBaA JaHHOE NPorpaMMHoe
obecneyeHve Ha Bal KOMNbIOTEP U/WAW UCNONB3YA AaHHOE NPOrpaMMHOe
obecneyeHmne MHbIM CI'IOCOGOM, Bbl npvmwmae're AQHHOe cornaweHue n
cornawaeTtecb C ero yC/lOBVIHMVI.

Ecm Bbl He cornacHbl ¢ AaHHbIM COralleHneM, He 3arpyxanTe u/unm He
yCTaHaB/MBalTe JaHHOe NporpaMMHoe obecneyeHne U He3amMe A IMTeNbHO
(He no3gHee 7 (cemu) AHeN € AaTbl 03HAKOM/IEHUS C HACTOALL UM TEKCTOM)
BepHuTe 3ToT NpoAykT B 3A0 "AnaaaunH P.A.", yaanute saHHOe nporpamm-
Hoe obecrneyeHKe 1 BCe ero Y4acTi CO CBOETO KOMMbIOTEPa U He UCMO/b3yNTe
ero HMKoum obpasom.

HacTtosiwee anueH3noHHoe cornawwenue (ganee "Cornawexue") apnserca
ZOrOBOPOM, 3aK/IOUYEHHBIM MeXAY Bamu (dbusnueckum nam opuanyeckum
JINLLOM) — KOHEYHbIM NoJsib3oBaTenem (ganee "Monb3osatesns") — u 3A0
"AnagavH P.[." (nanee "KomnaHuna") oTHOCUTENbHO NepeAaym HeMCKIUM-
Te/IbHOrO NpaBa Ha MCMo/Ib30BaHWE HACTOALLEro MPOrpamMMHOro obecneyve-
HUS, ABNAIOWErocs MHTEeNNeKTYyaNbHOW COBCTBEHHOCTbIO KoMNaHwu.

MpaBa 1 co6cTBEHHOCTDL

AAHHOE COMNALLEHWE HE ABNFAETCA COMNALLEHMEM O NPOAAXE.
MporpammHoe obecneyeHne, BK/IOUas BCe nepepaboTku, MCnpaBaeHus,
mMoandMKaLuK, A0MNOAHEHNs, 0BHOBNEHNS U[UN YCOBEPLLEHCTBOBAHMSA K
Hemy (Aasnee No BceMy TeKCTy M itoboit ero YacTu onpegensiemoe Kak Mpo-
rpamMmmHoe obecneyeHune uau MO), 1 cBA3aHHasA C HUM JOKYMEHTaLLMSA Npeg-
HasHavaeTcs HE 419 MPOAAXW 1 siBasieTcs 1 OCTaéTCs UCKNOUNTENbHON
cobcTBEHHOCTbIO KoMnaHuu.

Bce npaBa Ha MHTeN/leKTya IbHYt0 COBCTBEHHOCTL (BKOYas, 6e3 orpaHuye-
HUIA, aBTOPCKME NpaBa, KOMMEPYECKYIO TaliHy, TOBapHble 3Haku, U T.4.),
I'IOATBep)KAéHHbIe WAV BKIOYEHHbIE B MPUNOXKEH-
Hble/B3aMMOCBS3aHHbIe/MMeloLL e OTHOLLeHMWE K JaHHOMY PYKOBOACTBY,
AaHHble, cogepxallecs B HEM, a Takxe Bce npasa Ha MO asasatoTcs n byayT
ABNATLCS COBCTBEHHOCTBLIO MCKNIOUMTE/IbHO KOMNaHuu.

JlaHHoe cornaleHwue He nepeAaét Bam npasa Ha MporpammHoe obecneve-
HVe, a b NPeA0CTaBAAeT OrPaHNUYeHHOE NPaBo Ha MCMO/Ib30BaHMe,
KOTOPOE MOANEXUT OTMEHE COr/1IaCcHO YCA0BUAM AaHHOro CornaweHus.
Huuto B aHHOM CornalleHnn He noATBepkAaeT oTkas KomnaHuu oT npas
Ha MHTENNeKTyaIbHY0 COBCTBEHHOCTb MO KakoMy 6bl TO HY BbII0 3aKOHOAa-
TeNbCTBY.

JInyeHsusa

Komnanus HacToswmm npegocTasnseT Bawm, a Bol nonyyaete nHanemayans-
HOe, HeNCKJ/IIUYNTEIbHOE U 0T3biBaeMOe OrpaHUYeHHOe NPaBo Ha UCMO/b30-
BaHWe gaHHoro MO Tonbko B opMe UCMONHAEMOro KOAA, Kak OnmcaHo B
npunaraemoit k MO TexHUYeCKoN/3KCNNyaTaLMOHHOW A0KyMeHTaL UK, 1
TO/IbKO B COOTBETCTBUM C yCNOBUAMMU AaHHOro CoralieHuns:

Bbl MoxeTe ycTaHoBUTb MO 1 MCNoNb30BaTL €ro Ha KoMMbloTepax, pacno-
JIOXKEHHbIX B peaesiax Bawero npeanpuATUA, Kak onmMcaHo B COOTBETCTBY-
foLL el TeXHUYECKOM/3KCMNyaTaloHHOW AoKyMeHTauumn MO v B HacToseM
cornalweHum.

Bbl MOXeTe 406aBUTb/NprcoeanHUTS MporpammHoe obecneyeHwe K npo-
rpamMmam A1 MOBU/IbHBIX YCTPOMCTB C € 4AMHCTBEHHOM Lie/bto, ONMCAHHOM B
AaHHom CornaweHnn. MpUHMMas yCI0BMA HAaCTOsLLero coraalleHuns, Bel
cornalaeTech:

- He UCMO/Ib30BaTh, He MOAN(ULMPOBATL U He Bbl4aBaTh Cy6NMLEH3MN Ha
AaHHoe MporpamMmmHoe obecneyeHue n ntoboe gpyroe MO Komnaruy, 3a
UCKKOYEHNEM ABHbIX pa3peLueHm71 B AAHHOM COI’/‘IaLLIeHI/II/I,'

- HEe MOAUPULMPOBATD, HE 4EMOHTUPOBATDL, HE AeKOMNUANPOBATb, HE pe-
KOHCTPYMPOBaTb, He BUAOM3MEHSTb U He PaclIMPATL gaHHoe MporpamMmHoe
obecreyeHue 1 He NbITaTbCSH PACKPbIT (MONYUNTL) UCXOAHbIE KOAbI A@HHOMO
MporpammHoro obecneyeHus;

- He nomelLaTb gaHHoe MporpamMmMHoe obecrneyeHre Ha cepBep C BO3MOXHO-
CTbiO 4,0CTYNa K HEMY TPETbUX /WL, Yepes OTKPbITYIO CeTb;

- He UCMO/Ib30BaTb Kakue Bbl TO HK BbII0 pe3epBHbIE UM APXMBHbIE KOMUK
AaHHoro MporpammHoro obecneyeHus (MM NO3BOAATL KOMY-M60 el é
MCMo/1b30BaTh Tak1e KOMKK) C Nt0BOIM MHOM LieNiblo, KPOME 3aMeHbl ero opu-
rMHa/IbHOTO 9K3eMMJisipa B C/ly4ae ero paspylleHns Uan Haanuus gedekTos.

Tpe6oBaHWA K UCMONBb30BaHUIO

3A0 "AnapgavH P.A.", 1995—2019T.
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MporpammHoe obecneyeHne J0MKHO MCNO/Ib30BATLCA 1 06CAYXMBATHCA
CTpOI’O B COOTBETCTBUM C ONMUCAHUAMU U VIHCprKLI,l/IﬂMl/I KOMI'IaHI/II/I, I'IPVIBE-
AEHHBIMU B JaHHOM U APYruX A0KyMeHTax KoMnaHuu, B TOM Yncae Ha nop-
Tasie OHNaWH J0KyMeHTaLumn Ans paspaboTumkos Komnanum
(http://developer.aladdin-rd.ru/).

Wcnonb3oBaHue MNO

Monb3oBaTe b BipaBe:

- BOCNpou3BoAnTb MO nyTéM 3anucK ero B NamMaTb 3N1eKTPOHHO-
BbIYUC/INTE/IbHbIX MaLLUMNH rlOJ'IbBOBaTeHH, orpaHnyeHHoe NpaBoM UHCTaNNA-
LK, KOMMPOBaHUS 1 3anycka nporpamm Ass 3BM;

- BcTpamBaThb MO tobbiM cnocobom B NpoAyKThl U pelleHns Monb3oBaTens;

- pacnpocTpaHaTh MO A06bIM CNoco60M UCKIIOUNTENBHO B COCTaBE MPOAYK-
TOB U1 pelueHunii Monb3oBaTtens.

Mpwu ncnonb3oBaHWUK 1 pacnpoctpaHeHnm MO Monb3oBaTenb 0ba3aH pyko-
BO/CTBOBATLCS AeMCTBYIOW MM 3aKOHOAaTeNbCTBOM Poccuiickoint Peaepa-
Unn 1 MeXAyHapoAHbIM 3aKOHOaTe/IbCTBOM, YYUTbIBAA OrpaHNYeHNA n
A0NONHNUTEIbHblEe TPebOoBaHMs, KOTOpble MOTYT BO3HWKaTb B CBA3M C 3KCMOP-
TOM WMPOBa/bHBIX (KpUNTOrpaduyecknx) cpeacTs ¢ Tepputopun Poccuii-
ckon QesepaliMm M UMNOPTOM TakKWX CPeACTB B Apyrie CTpaHbl. B YacTHo-
CTW, OrPaHNYEHUS U JONO/HNTE IbHbIE TPe6OoBaHNSA MOrYT BO3HUKATbL NPy
pacnpocTpaHerum MO yepes MarasuHbl NPUAOXKEHWI, COAepiKallue pasany-
Hble MPUNOXKEHUS ANS MOBU/ILHBIX YCTPOMCTB.

YC/I0BMS NCMO/Ib30BAHMNS, U3/I0XKEHHbIE B HACTOALLEM COTNalleHnN, Aei-
CTBYIOT B OTHOLLEHMM BCero coAepxumoro MO, B YaCTHOCTM B OTHOLUEHUM:

- Av3aiiHa (rpaduku, PacnosioXeHNs 31IeMeHTOB OpOPMAEHUS U T.N.);
- BCEX MHbIX 3/IEMEHTOB, B TOM YMC/le 306paxeHnil, pOHOrpamMm, TEKCTOB.

I'IonyqaeMble Monb3oBaTeNleM HEUCKIKOUYUTE/IbHbIE UMyl ecTBeHHbIE NpaBa
He BK/II0YaloT NpaBa Ha nepezady TPeTbUM L,aM Kakux-11bo npas Ha
BCTpaMBaHuWe, BOCNPOM3BeeHne, PacnpocTpaHeHne 1 1Cno/ib3oBaHue
nporpamm A5 3BM He B cocTaBe NpoAyKTOB U pelleHuii Monb3osaTens.
KomnaHus coxpaHseT 3a coboii Bce ncklounTenbHble npaea Ha MO 1 Bxo-
AflLMe B HErO KOMMOHEHTbI, BK/KOYas NpaBa Ha NpeAocTaBeHne HeMcko-
YNTE/IbHbIX N UCK/TIOYNTEIbHBIX NPaB TPETbUM JINLLAM.

Monb3oBaTens BNpaBe OCylecTBAATL UcNob30oBaHKe MO B Npegenax,
npe/AyCcMOTPeHHbIX HacTosW MM CornalleHem, MCKAOUNTENIbHO Ha Teppu-
Topwuu Poccuiickoin Qegepauuu.

O6cnyxuBaHue 1 NoaaepxKa

KomnaHus He Hec&T 0653aTesIbCTB N0 NPesoCTaBAeHNIO NOAAEPXKKM, 06Cay-
XMBaHWA, MOANPUKALUM MW BbIXOZY HOBbIX penn3os MO.

OrpaHuyeHHan rapaHTus

KomnaHus rapaHTUpyeT, 4To NporpammHoe obecrneyeHne C MOMeHTa npuob-
peTeHus ero Bamu B TeueHue 12 (4BeHagLaTH) MecsLieB bygeT GyHKLMOHM-
poBaTb B MOJIHOM COOTBETCTBUM C €r0 TEXHUYECKOM/3KCNNYyaTaLMOHHOM
J0KyMeHTaLMel, Npu ycnosun, uto MO byaeT MCnonb30BaTbCA Ha KOMIbIO-
TEPHOM annapaTHoM obecrneyeHnn 1 ¢ onepaLMoHHON CUCTEMOW, ANt KOTO-
poit oHo 6b1n10 paspaboTaHo.

OTkas oT rapaHTum

KomnaHus He rapaHTupyeT, 4To nporpamMmmHoe obecrneyeHue bygeT cooTBeT-
CTBOBaTHL BalmM XenaHnam u TpeboBaHUsaM, UK uTo ero pabota byaet
6ecnepeboiiHoit uan 6esowmnbouHoi. B 06béMe, NpeaycMOTpeHHOM 3aKo-
HOAATeNbCTBOM P(D, KOMMaHUA OTKPbITO OTKa3blBa€TCA OT BCEX I'apaHTl/Il\/lI, He
OrOBOPEHHbIX 34,€Cb, OT BCEX UHbIX MOAPa3yMeBaeMbiX rapaHTUid. Hu oguH
13 ANNEepOoB, AUCTPUOLIOTOPOB, MPOAABL,OB, areHTOB UM COTPYAHUKOB
KOMMaHUM He YNONHOMOYEH NPOU3BOAUTL MOAUPUKALIUM, PACLIMPEHNS NN
AO0NONHEHNA K AaHHOl‘/’I rapaHTuun.

Ecnu Bel npoussenu kakme-anbo moaudukauum MO nav ntoboit 13 ero
yacTeil BO BpeMmsi rapaHTuitHoro nepuoaa, MO nogBsepriocs NOBPeXAEHHIO,
HEOCTOPOXHOMY M/ HENpPaBU/bHOMY 06palleHIio, ecan Bl Hapywwnan
noboe 13 ycnoBui HacToswero CornalleHuns, To rapaHTus, ynomMsaHyTas
BbllLe B pasgesie 5, 6yAeT HeMeAeHHO NpeKpalleHa.

FapaHTus HegencTBUTeNbHA, ecn MO NCNOL3YEeTCs B COYETAHUM C UHBIM
annapatHbiM I/I/l/lﬂl/l nporpaMMHbIM O6eCI'IeHeHMeM, OT/ZIMYHBLIM OT ONMMUCAHHbIX
B TEXHUYECKOM/3KCMNYaTaLMOHHOM AOKYMEHTaL MM, MU UCTIONb3YeTCs Ha
KOMMbIOTEPE C JItO6bIM YCTaHOB/IEHHBIM HENMLLEH3MOHHbBIM MPOrPaMMHbIM
obecneyeHnem.

OrpaHuyeHune Bo3MeLeHUs
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B cnydae HapylleHWs rapaHTyK, OroBOPEHHO Bblle, KoMnaHWs MoXeT no
co6CTBEHHOMY YCMOTPEHMIO:

- 3aMeHunTb MO, ec/n 3To He NPOTUBOPEUNT BbILIEYNOMSAHYTOMY OrpaHuye-
HUIO rapaHTuK;

- BO3MECTUTb CTOMMOCTb, BbinayeHHyto Bamm 3a MO.

rapaHTMFIHbIe TpeGOBaHVIH AOJDKHbI 6bITb BbICTaB/IEHbI B MMCbMEHHOM BnaeB
TeueHue rapaHTUIMHOIO NepUOA], HO He No3AHee 7 (CeMU) AHel C MOMEeHTa
obHapyxeHus gedekTa, 1 cogepxaTb B cebe NoATBEPXKAEHUS, YA0BETBO-
pstowne Komnanuio. Bcé MO (Bce ak3emnaspsl, MMetowwnecs y Bac) goaxHo
6bITb BO3BpaLLeHo KoMMNaHuu 1 0TnpaB/ieHo BO3BpaLlatoLLeit CTOPOHOM ¢
onJla4yeHHOW CTOMMOCTbIO NepeBO3KM U, MPU HEOBXOAMMOCTH, CTPaXOBKH.
Sk3emnanpbl MO f0/KHbI 6bITb OTNPaBAEHbI C KOMMEW NAATEXHbIX J0KYMeH-
TOB U HaK/1Ia4HbIX.

WcktoueHne KOCBEHHbIX y6bITKOB

CTOpOHbI NpW3HaloT, YTo MporpaMmHoe obecneyeHne He MOXeT BbITb NoA-
HOCTbIO NMLLEHO oWMBoK. KoMnaHus He HeCET OTBETCTBEHHOCTM (KaK B CUAy
A0roBopa, rpaxk4aHCKoro npasoHapyLweHns, BK/to4as XaiaTtHOCTb, Tak U B
noboit Hon popme) nepes Bamu nam niobovi TpeTbel CTOPOHOM 3a Ntobble
noTepu nam ybbITkM (BKNIOUAsA KOCBEHHbIE, pakTUYeCcKue, No6OoYHbIe nan
noTeHuMabHble YObITKM), BKOYas, 6€3 orpaHnyeHuid, Ntobble noTepu nam
y6bITKM NPUBLINBHOCTYN BK3HEC], MOTEPIO 4OXOAHOCTY UM penyTaLun,
YTPaAUEHHYIO NN UCKAXEHHYIO MHPOPMALMIO MW JLOKYMEHTALMIO BCIEA-
CTBMe Kakoro-Mbo 1CroIb30BaHWS JaHHOro NPOrpamMMHOro obecneyeHns
I/I/I/Iﬂl/l N060N KOMMOHEHTbI AAHHOrO No, Aaxe ec/in KOMNaHUSA MMCbMEHHO
yBe/,0M/IeHa 0 BO3MOXHOCTU NOA06HbBIX y6bITKOB.

OI'PaHVI‘-IeHVIe OTBETCTBEHHOCTU

B cnyyae ecimn, HECMOTPA Ha YCI0BUA JaHHOIO COrNaLleHNs, KOMNaHna
NpY3HaHa OTBETCTBEHHOM 3a YBbITKM Ha OCHOBaHWMM Kakux-nbo gedekTos
WM HECOOTBETCTBUA NPOrpaMMHOro obecneyeHns Bawmnm oxunaaHumam,
NoJIHas OTBETCTBEHHOCTb 33 KaX/bli 3k3eMnAsp AepeKTHOro NPorpamMmHo-
ro obecneyeHusi He byeT NpeBbIWaTb CyMMbI, BbinslayeHHol Bamu 3A0
"Anagavn P.4." 3a 310 MO.

MpexkpalieHne AeNcTBUA COrNalleHUs

B c/iyyae HeBbINOAHeHWs Bamu ycnosuii gaHHoro CornalueHns gencTemne
Bawweit MueHsnm n Hactosiwero Cornatexus bygeT npekpalyeHo.

Mocne npekpatyeHnsa A4enNCTBUA 4aHHOTO JINLLEH3MOHHOMO COralleHNs:

- MLeH3us, npeAocTaBaeHHan Bam gaHHbiv CornalleHnem, npekpaiaeT
CBOE geWicTBue, U Bbl nocsie e€ npekpalleHns He CMoXeTe NPOA0XaTb

3A0 "AnapgavH P.A.", 1995—2019T.
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JanbHelilee NCNO/Ib30BaHWe AaHHoro MporpamMmHoro obecnevyerus u
APYTUX INLLEH3UOHHBIX MPOAYKTOB;

- Bbl He3aMeA/IMTeNbHO BepHETe B KomnaHuio Bce ak3emniapsl M0 v Bce
KOMWM TakoBOro n/uam coTpéTelyanuTte ntobyto MHGopmaLmio, cogepxa-
yt0CA B 31€KTPOHHOM BUAe.

I'IpumeHumoe 3aKOHO4aTeNbCTBO

[AanHoe CornalleHne A0/KHO ObITb UCTONKOBAHO U OMNpeeneHo B COOTBET-
CTBUM C 3aKOHOAaTeNbCTBOM Poccuiickoit Deaepaunm (3a MckoueHnem
KOH}IMKTa NPUMEHEHNS NPaBOBLIX HOPM), M TO/ILKO POCCUIACKMIA Cya ynon-
HOMOYEH OCyLLLeCTBAATbL NPaBOCyAue B 06bIX KOHMAMKTAX M CropaX, BbiTe-
Karouwmnx n3 gaHHoro CornaleHns. HeBO3MOXHOCTb A5 06O U3 CTOPOH
BOCMO/1b30BaTbCs Nt06bIM U3 NpaB, NpeA0CTaB/IeHHbIX it No gaHHoMmy Co-
rAalleHUIo, AW NPUHATL MePbl NPOTMB APYroii CTOPOHBI B Cyyae Ntoboro
HapyleHWs cBonx obs3aTesbeTs no CoralleHuio He A0/1HO paccmaTpu-
BaTbCA KaK OTKas 3Toun CTOPOHbI OT NOC/IeAYyOWero NoHy>XXAeHUs K NpU3sHa-
HUIO CBOWX NPaB MW COBEPLIEHNIO MOC/eAYIOLULMX AeNCTBUIA B CyYae Aalb-
HeMLWNX HapyLLeHNA.

[ocypapcTBeHHOE perynpoBaHue U SKCMOPTHBIN KOHTPOb

Bbl cornawaeTech ¢ Tem, 4to M0 He byaeT Bamu nocTaBnaThbCs, NepesaBaTtb-
CSl UM 3KCMOPTUPOBATLCA B KaKyto-1MB0 CTpaHy, a Takke MCMNo/1b30BaTbCs
KakunM-160 NpoTMBOpPEYaLL MM 3aKOHY U YCNOBUAM HACTOSLLErO Coralle-
Hus obpasom. MO sBAseTCA NPpejMeTOM A0MO/IHUTE/IbHOTO 3KCMOPTHOrO
KOHTPOIA, OTHOCALLerocs K Bam naun Baweit topucgmkumu. Bol rapaHtupye-
Te, 4To byAeTe cobnogaTb HakNaZbIBaeMble OrPAHUYEHUS HA SKCMOPT U
peakcnopt MO.

PasHoe

Hacroswee CornaleHune npeAcTaBaset coboi NOIHOE COrNalleHne, OTHO-
CALLEeCs K AaHHOM IMLEH3WH, 1 MOXET 6biTb U3MEHEHO TOILKO NOCPeA-
CTBOM NUCbMEHHOro CoraaleHns, No4NMCaHHoOro O6eVIMl/I CTOpOHaMI/I. Ecan
BbINOJIHEHNE KaKOI’O-fIVI6O yCI'IOBl/Iﬂ HacToduwero CornaweHnusa I'IpeACTaBJ'Iﬂ-
€TCs HEBO3MOXHbIM, TaKoe yc1oBue 6yaeT CkoppeKTUPOBaHO TOIbKO B
npeaenax, 06ecneymBatoLLx BO3MOXHOCTb BbINOJHEHWUS AAHHOMO YC/I0BUS.

AMNPOYUTAN N MOHAN HACTOALLEE NTMUEH3NOHHOE COMNTALLEHUE
N COMNACEH BbIMOJIHATL BCE EFO YC/1I0BUA. 4 NPUHUMAKO 4AHHOE
JIMLUEH3WNOHHOE COMNALLEHUE LLEIMKOM. EC/IU 4 HE MPUHUMALO
3TO IMUEH3NOHHOE COIrNALLEHWE NN XOTA Bbl O4WNH U3 ETO
MYHKTOB, TO IAHHOE IMLLEH3VMIOHHOE COTJIALLEHWE HE BCTYNAET
B CMNY, N A OBA3YKOCb HE YCTAHAB/IMBATbL N HE NCMOJ/Ib30OBATH
AAHHOE MPOrPAMMHOE OBECIMEYEHNE.
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2. 0O6buwwme cBeageHuna o JaCarta APM YU

JaCarta APM YLl npeacTtaBnisieT cobolt KOMNOHEHT NporpaMMHoro obecneyenns EgnHbI KnveHT
JaCarta.

JaCarta APM YL| no3BonasieT reHepnpoBaThb KtOYEBble Napbl C UCMO/Ib30BaHMEM BCTPOEHHbIX KPUNTO-
rpadnueckmx BOIMOXHOCTEN 3/1eKTPOHHBIX katoden JaCarta-2 FTOCT, JaCarta-2 SE, JaCarta FOCT,
eToken FOCT 1 MHbIX KOMBUHMPOBaHHbIX MOAes1el, BKAtoUatoLwmx B cebs npunoxeHune FOCT, a Tak-
xe GopMMpoBaTb 3aNPOChl K YA0CTOBEPSAIOLLEMY LLEHTPY Ha NoJlyYeHne cepTudmKaTa OTKpbITOro
KJIIOYa M 3aNMUCbIBaTb MNOJTyYEHHbIE CepTUDUKATLI B NAMATL 3/1eKTPOHHOTO K/toYa.
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3.

3.1

3.2

YcTaHoBKa 1 yaoaneHune JaCarta APM YL

OnucaHne nakeToB YCTAHOBKU

JaCarta APM YLl BxoauT B cocTaB nporpaMmHoro obecneyenus Eaunbii KnmenT JaCarta v He umeeT
OTZe/IbHOro nakeTa ycTaHoBKW. YcTaHoBka JaCarta APM YL, npoucxoauT c nomolybio AnUcTpmnbyTunea
EanHoro KnuenTa JaCarta. Auctpnbytus EguHoro KavenTa JaCarta Bk/toUYaeT NakeTbl yCTaHOBKMY,
npviBegeHHble B Tabauue 3.

Tabauya 3 - Makems! ycmaHosku ducmpubymusa EduHsiti Knuenm JaCarta

daiin OnucaHue

JaCartaUnifiedClient_x.x.xx.xxx_win-x86_ru-Ru.msi [MakeT ycTaHOBKW A1 32-Pa3psAAHbIX ONepaLMOHHbIX CU-
cTeM

JaCartaUnifiedClient_x.x.xx.xxx_win-x64_ru-Ru.msi MakeT ycTaHOBKW 419 64-pa3psAgHbIX ONepaLMOHHbIX CU-
cTeM

CnctemHble TpeboBaHMA

CuctemHble TpeboBaHMS K KOMMbIOTEPY, Ha KOTOPOM A0JKeH bbiTb ycTaHoBAeH JaCarta APM YL
npusegeHbl B Tabanue 4.

Tabauya 4 — CucmemHsle mpebosaHus

TpeboBaHue CoaepxaHue

32/64-paspagHble Bepcus Microsoft Windows 7 Service Pack 1;
32/64-pa3pagHbie Bepcus Microsoft Windows 8;
32/64-paspagHbie Bepcus Microsoft Windows 8.1;
MoazepXvBaeMble ONepaLuoHHbIE CU- 32/64-paspsaHeie Bepcus Microsoft Windows 10;
CTeMbI Microsoft Windows Server 2008 R2 Service Pack 1;
Microsoft Windows Server 2012;
Microsoft Windows Server 2012 R2;

Microsoft Windows Server 2016

JaCarta FOCT;

JaCarta PKI/TOCT;

JaCarta PRO/TOCT;

JaCarta PKI/BIO/TOCT;

JaCarta-2 FOCT;

JaCarta-2 F'OCT (KpunTtoTokeH/KpuntoToKeH-2);

JaCarta-2 PKI/TOCT;
MoaAepXMBaeMble MOAENN SNEKTPOH- JaCarta-2 PKI/TOCT (KpunToTokeH/KpunToTOKeH-2);
HbIX K/1to4eun JaCarta-2 PRO/TOCT;

JaCarta-2 PKI/BIO/TOCT;

JaCarta-2 SE;

JaCarta SF/TOCT;

JaCarta FOCT/Flash;

JaCarta PKI/TOCT/Flash;

JaCarta PKI/BIO/TOCT/Flash;

eToken FOCT

Mopaepxwnsaemble YL ABTOHOMHBIW pexuM:
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TpeboBaHue

HeO6XOAMMbIe annapaTHble cpeAcTBa

PexomeHgyeMoe paspelueHie skpaHa

JononHutensHoe NO

Apyrve TpeboBaHus

3.3 YcraHoBKa JaCarta APM YU

CogepixaHue
e Jliobon YL, nogaepsxuatowmin PKCS #10 3anpocsbl
ABTOMAaTUYECKUI PEXUM:

e  Kpuntollpo YL 2.0

USB-nopT (an19 TokeHOB). [l1si cMapT-KapT HEOOX0AMMO Hainume Nog-
K/IFOYEHHOMO CUMTbIBATENA CMAPT-KapT. [15 91€KTPOHHbBIX KAtoYel B
¢dopm-pakTope microSD MOXHO 1CMO/Ib30BaTb CaeAytoliee 0bopygo-
BaHuMe:

. Pa3bém microSD
. Pa3bém SD yepes nepexogHuk microSD-to-SD
o USB-nopT yepes nepexoAHuk microsD-to-USB

[N 3n1ekTpoHHbIX Katouel B dopM-dpakTope microUSB MOXHO Ucnob-
30BaTb C/iegytoliee obopysoBaHue:

®  USB-noprtuepes nepexogHunk microUSB-to-USB

[Jns koppekTHOro otobpaxeHus nHtepdenca JaCarta APM YL peko-
MeH/AyeTCsl yCTaHOBUTb pa3pelleHre MOHUTOopa He Huxe 1024X768 (Mu-
HUManbHoe paspelueHne: 800 x 600)

Microsoft .NET Framework 4 1 Bbiwe

KpunTtollpo CSP Bepcuu 3.6 1 Bbile

[Jns paboTbl B aBTOMaTMUECKOM pexume (pexume online) Heobxogmmo:
. Joctyn k YL KpunTolMPO
. YcTaHOB/IEHHble CepTUPUKATBI:

. KopHeBoli cepTudukat YL, KpunTolPO ([ oBepeHHble KopHeBble
LleHTpbI cepTudMKaL um)

e CepTudukat OnepaTopa n/van AAMUHUCTPATOPA, KOTOPLIN byseT
MCMoNb30BaH Ans ayTeHTudUKauum B LleHTpe Pernctpauum (JlnuHoe
XpaHunuue cepTndmKaTos)

Meped ycmaroskol JaCarta APM Y| y6edumecs 8 mom, 4mo komnbromep coomsemcmayem

mpebosaHusam, npusedeHHbIM (CM. n. 3.2).
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» Ansa yctanoBku JaCarta APM YL:

1. B3aBucnmocTu oT paspagHOCTLM onepaLMOHHOM CUCTEMBI 3aMyCTUTb Gaia yCTaHOBKM
(cm. n. 3.1). ByaeT oTobpaxeHo okHO MacTepa ycTaHoBKM EguHbin KnneHT JaCarta.

ﬁ Eaunbiii Knuent JaCarta X

Bac NpUBETCTBYET NPorpaMMa yCTaHOBKH
Eaunbiit Knuent JaCarta

Mporpamma Eaunbiin KnueHT JaCarta 6yaeT ycraHoBneHa Ha
KOMNbIOTEP. [INs NPOAOITKEHNA HEXKMUTE KHONKY «[laneex»,

MPEAYNPEXAEHWME: JaHHas nporpamMMa 3alluuleHa 3aKoHaMu
06 aBTOPCKMX NPaBax ¥ MEXAYHaPOAHLIMA COrNaLLEHUAMM,

< Hasaa E Danee > ; OTMeHa

PucyHok 1 — OkHo npusemcmaus macmepa ycmaHosku EQuHeil KnueHm JaCarta

2. HaxmwuTe kHonky </lanee>. ByaeT ocylecTB/IeH Nepexo K okHY [JIMLeH3MOHHOoe cornalueHue].

ﬁ‘ Eavnbiit Knuent JaCarta

Baxso: A

Noxanyicra, BHMMaTENbHO npouYMTanTe nasHoe
NMMUEeH3MOHHOS CcOoDJlameHue, Npemne u[WeM OTKPHTbh OakeT C
NpOoTpaMMHEM oBecneuenuem w/vm MICNIONB30BaTh ero

comepzEyvMoe u/WmM Opexne, dYeM 3arpy®maTh WMAM YyCTaHaBIMEAThH
nporpamqHoe obecneuexHue.

Bce yKasaHug no VCOONES0BaHMUD HacToSmeTro
nporpaMMHOTO oBecneuesus (BrRO¥aA, 6e3 orpasEuMYeHM
BubimoTexy, YTWIMTH, Oalye AONA cKauusBasusa c Web-camnra,

~T DA Thr remmom e trem e e mvmarTa sty L IR

(O A He NPUHMMEIO YCNOBMA NMUEH3MOHHOMO COrNaLIEHUA

< Hasaa 1| fanee > H OTMeHa

PucyHok 2 — OkHo [/luyeH3uoHHoe coenauieHue] macmepa ycmaHosku EouHbil Kauenm JaCarta

3. O3HaKOMbTECbCﬂMLI,EH3VIOHHbIM corsaweHunem.

3.1. Ecsv Bbl cornacHbl ¢ ycnoBuaMu JIMLEH3MOHHOIO CoralleHus, Bbibepute NyHKT [A npuHK-
Mato ycnoBus JINLLEH3MOHHOrO cornalleHmsa] u HaxmmuTe KHonky </lanee>. ByaeT oTKpbITO
OKHO [Bna yctaHosku].

3.2. Ecsv Bbl He cornacHbl € yc10BUAMU JIMLLEH3MOHHOTO CoralueHus, Bolbepute nyHKT [ He
npuHUMalto ycnosua JIMLEeH3MOHHOro cornaeHnal u Haxmute kHonky <OTMmeHa>, npekpa-
TWB YCTaHOBKY.
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ﬂ Eannelit Knwnent JaCarta

BribepuTe BMA yCTaHOBKM,

() Cranpaprnan

ByaeT yCTaHOBMEH CTEHAAPTHLIN HABop KOMMNOHEHT NporpaMMe!,
(TpebyeTca Donble MECTA Ha AWCKE.)

Bribop HeohXOAMMEIX KOMOOHEHTOE NporpaMMel. PaccuvTara Ha
OMbLITHEIX NONE30BaTENEHA,

YCTaHoBKa EQMHEIA KnneHT JaCarta B:
C:'\Program Files\JaCarta Unified Client}, MEMEHWTE. ..

S o

PucyHok 3 — OkHo [Bud ycmaHosku] macmepa ycmaHosku EQuHbit Knuenm JaCarta

4. BblbepuTe BUA ycTaHoBKM <BbibopoyHas>. Mpy HE06XOAMMOCTM MOXHO YKa3aTb ApPYyrov NyTb
ycTaHoBku EgnHbin KnnenT JaCarta. [lns aToro HeobxoMmo HaxaTb KHOMky <M3mMeHUTb> 1 B
CTaHAAPTHOM AMasIoroBOM OKHE BbI6paTh HYXHYI0 AnpekTopuio. [as nepexoga K cneaytoLemy
wary ycTaHoBKM HaxmMuTe </Jlanee>.

@ MogpobHoe onvcaHne kKoMnoHeHToB EaunHbIN KaveHT JaCarta npeAcTaBneHo B OKYMeHTe
"EaunHbin KnvenT JaCarta. PykoBoAcCTBO agMuHuctpaTopa". s yctaHoBkM komnoHeHTa JaCarta
APM YL| socTaTo4HO BbIbpaTh YCTaHOBKY ABYX KOMNOHeHTOB: [EaMHbIN kaneHT JaCarta] u
[JaCarta APM YLL].

5. B okHe [BbibopoyHan ycTaHoBKa] (CM. PUCYHOK 4) B cnincke KOMMNOHEHTOB BbibpaTh <JaCarta APM
YL>, packpbITb BbINaAatoLMi CIMCOK C NMOMOLLbIO 3/1eMEHTa =un yKa3aTb Heob6XoMMYI0 ONL Mo
yctaHoBku. HaxaTb KHoMKy </lanee> Ana nepexoja K caefytouiemy wary.

ﬁ Egmnem Knwnewt JaCarta

LLEnKHKTE SHAY0K B TMCKE HIDKE yTobEl MEMEHMTE cnocob YCTaHOBEKM KOMOOHEHTA.

= ONWUCEHKME KOMMoHEHTA
EguHeii KnneHT JaCarta
JaCarta Securlogon KnKMeHT anA BeiNycKa

g cepTUDMKETOE Ha Ha JaCarta-2
JaCarta WebPass Tool FOCT, JaCarta MOCT 1 eToken
-------- I JaCarta APM ¥L| MoCT.

= [JaHHbii KOMNOHEHT By4eT yCTaHOBAEH HA NOKANEHBIA HECTKMR ANCK.

=18 JaHHBIA KOMNOHEHT W BCE NOAKOMMNOHEHTE! ByayT YCTAHOBNEHE! HA NOKANEHBIR HECTKMA JUCK.

¥ JaHHBId KOMMOHEHT BYAET HEAOCTYTEH.
Ej —— —

-
OWCKE,

Cnpaeka < Haszan OTMeHa

PucyHok 4 — OkHo [BbibopouHas ycmaHoska] macmepa ycmaHosku EduHeild KnueH#m JaCarta
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6.

7

2.0

B okHe [[JonosHuTenbHble NapaMeTpbl paboTbl] BbibepuTe cnocob aBTomaTHyeckoro obHose-

HUA:

PucyHok 5 — OkHo [/JononHumensHele napamempsl pabomsi] macmepa ycmarosku EQuHbit KaueHm JaCarta

"MpoBepsiTb HaMuNe O6HOBNEHUI';

"He npoBepaTb Hannuve o6HOBAEHMI".

ﬂ Eannelit Knunent JaCarta

Beibop cnocoba aeToMaTHuecKoro obHoBNEHHA:
(®) PoBEPATE HANWYME OBHOBNEHM.

() He npoBepaTE Hanuuue ofHOBNEHMI,

« Hasaa |f YCTaHOBMTE ] | OTtmeHa

HaxaTb kHOMKy <YCTaHOBUTb> 1 NepeinTu K NpoL,eccy yCTaHOBKMU.

ﬂ Eannelit Knunent JaCarta

[oHanTEeCk OKOHYaHWA YCTEHOBKKM EQWHLIN KneHT JaCarta, 3To maweT
3AHATE HECKOMBKO MUHYT,

CocToaHue:

PucyHok 6 — lMpoyecc ycmaHosku EQuHbill Knuenm JaCarta
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2.0

8. To3aBepLieHMM ycTaHOBKM ByaeT oTobpaxeHo cooTBeTCTBYoLLee OKHO (cM PucyHok 7). [ns 3a-

BepuweHuna npouecca yCTaHOBKU HEO6XOAVIMO Ha>XaTb KHOMKY <[oTOBO>.

ﬂ EanHeli Knwent JaCarta oy

MporpaMmMa yCTaHOBKH 2aBEplIeHa

MporpammMa EQMHEI KaedT JaCarta yonewHo ycTaHoBNEHa,
[nA KopPEKTHOA paboTel BCEX KOMMNOHEHTOE PEKOMEHAYETCA
MEepe3arpy3uTh KOMNBKOTED,

PucyHok 7 — OkHo 3asepuweHus ycmarosku EQuHbil KaueHm JaCarta

9. [MepesarpysuTb KoMnbloTep, BbibpaB </la> B NOABMBLUEMCS OKHE.

ﬂ CeegeHWA o Nporpamme ycTaHoek Egnnelii Knunent Ja..

Ana Toro yTolbl M3MEHEHHMA EAMHEI KnueHT JaCarta
BCTYMAMKM B 0ANy, HEoBXoAKMO NEPe3arpysUTE
KoMNBOTER, HammuTe «fla», yTobsl COENaTE 5TO
cefvac, ik «HeT:, 4Tobbl BoINONHUTL Nepesarpyswy

MO3HE BPYHHYIO,

PucyHok 8 — CoobujeHue o Heobxodumocmu nepe3azpy3ke KOMnbroMepa
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3.4 Ypanenue JaCarta APM YU

» Ana yaaneHusa JaCarta APM YL:
1. [ocnegosatenbHo BbibpaTh [Myck]— [[MaHenb ynpaBaeHus]— [[porpamMMbl 1 KOMIOHEHTbI].

2. B okHe [[MporpamMmbl 1 KOMNOHeHTbI] BbiAennTb EanHbii KnveHT JaCarta 1 Ha naHesn MHCTpY-
MEHTOB HaXaTb KHOMKY </I3MeHUTb>.

[E] Mporpammel n KoMIOHEHTE - O x
&« v M [ « MNporpammer > [porpammel 1 KOMOOHEHTEL v O Monc: Mporpammer v komno.. ©
MaHens ynpasnenna —

AOMaLLHAR CTpaHMLE YpaneHwe nam M3mMeHeHwe nporpammbl

[na yaaneHua nporpaMmel BeIGEpUTE €€ B CIMCKE W WENKHWUTE "YaanuTe', "HMamenuts" nnn
MpocmoTp ycTaHoBAEHHBIX

oBHOBREHNT "BoccTanoenTe".

&) Binrouerne wn orirouetne _
comnoHerTos Windows ¥nopagounte *  Yaanute Boccranoente Bz - 0
Ycranoeka Hosoi nporpammel  HMma - | VISMEHEHME yCTaHDBKM MpOrpamuel. Yeranoss
1z cem [ Microsoft Server Speech Recognition Language - TEL.. Microsoft Corporation 05.03.201.

[ Microsoft Server Speech Text to Speech Voice (en-US,... Microsoft Corporation 05.03.201.
[ Microsoft Speech Platform VXML Runtime (x64) Microsoft Corporation 05.03.201.
E@- Microsoft Unified Communications Managed AP14.0... Microsoft Corporation 12.03.201.
[®| Microsoft Visual C++ 2008 Redistributable - x64 9.0.3...  Microsoft Corporation 21.02.201
[#5| Microsoft Visual C++ 2008 Redistributable - ¥86 9.0.3...  Microsoft Corporation 21.02.201.
ﬁ Microsoft Visual C++ 2012 Redistributable (x64) - 11.0... Microsoft Corporation 05.03.201.
mVMware Tools Vhware, Inc. 21.02.201
f Eavneiid Knnent JaCarta Aladdin R.D. 01.08.201:

< >
Aladdin R.D. Bepcuna npogykra:  2.12.0.1938
6 Cewinka cnpaskw:  http://www.aladdin-rd.ru

PucyHok 9 — OkHo [[Tpoepammbl u KOMNOHeHMbI]

3. ByaeT oTkpbITO OKHO MacTepa ycTaHoBku EauHbin KnneHT JaCarta. Ans nepexoaa K
CNedyloleMy LWary HaxaTb KHonky </lanee>.

12 Eaurenii Kavent JaCarta et

Bac NpHBETCTBYET NPOrpaMMa yCTaHOBKH
Eaunblii KnuedT JaCarta

MporpaMMa yCTaHoBKH NPeAoCTABUT BO3MOKHOCTE M3MEHWTE,
WCMPSEMTE MKW YAENMTE EAMHEN KnueHT JaCarta. Ana
MPOATHEHHA HEKMUTE KHONKY «fanees,

NPEAYMPEXAEHME: [aHHas nporpamMMa SaMILeHa 3aKoHaMA
of SETOPCKMX NPEBaX M MEXA YHAPOAHEIMA COrNALWEHHMAMH,

PucyHok 10 — Macmep ycmarosku EduHsill KnueHm JaCarta

3A0 "AnapgavH P.A.", 1995—2019T. PykoBoacTBO agMUHUCTPaTOpa My6anyHbIN Ctp.15/54



JaCarta APM YL,

4. B okHe [M3meHeHuWe, ncnpaBneHune unm yganenve Eannbii Knvent JaCarta] Boibpats onyumto
<N3mMeHnTb> 1 HaxaTb KHoMKy </Jlanee>.

12 Eaumeni Knnewr JaCarta *

@ HamenuT b

MoABMTCA AMENoroE0e OKHO "BLIf0poYHaR YCTAHOBKE", B KOTOPOM

@ M3MEHEHIME YCTAHABNMBAEMEIN KOMNOHEHTOE EquHei Knent JaCarta.
MOHHO MIMEHWTE CNOCOD YCTEHOBKM KOMNOHEHTOE,

ID HcnpasuTh

QnepaLyy MMPaBNAKDTCA OTCYTCTEYHOWMWE MNK NOBPER AEHHDIE

ﬁ Wcnpaenere owmbiox 8 EquHeit Knuent JaCarta, Mpu ewiBiope aasHoR
thalinel, APNbIKKA M 38MI04 DEECTPA.

OYnam‘lb

@ ¥aaneHwe EauHent KnvedT JaCarta ¢ KoMnetoTepa.

< Hazaa |I Hanee > I | OTMeHa

PucyHok 11 — Bbibop onepayuu macmepa ycmarosku EQuHbit KaueHm JaCarta

5. AnayaaneHuns komnoHeHTa JaCarta APM YL, Heobxoammo BeibpaTh ero B nepeyHe
KOMMOHEHTOB, PaCKPbITb BbIMAAAOLLMIA CIMCOK € MOMOLLbIo 3nemeHTa (X v B nossuBwemca
KOHTEKCTHOM MeHHo BbIOpaTh NyHKT </laHHbIN KOMMNOHEHT ByAeT HegocTyneH>. [ocsie HaxaTb
KHONky </lanee>.

1% Eammeni Knnent JaCarta *

LLIENKHWMTE SHEYOK B TIMCKE HITKE yToBEI MEMEHUTL cnocod YCTAHOBKK KOMMOHEHTA.

= OMMCaHNE KOMMOHEHTa
EauHeii KnuenT JaCarta

JaCarta Securlogon KNWeHT anA Beinycka

cepTudMKaToE Ha Ha JaCarta-2
JaCarta WebPass Tool FOCT, JaCarta MOCT W eToken

&= Ad | JaCarta APM Y| roCT.

7 = JaHHbli KOMNOHEHT BYAET YCTAHOBAEH HE NOKANBHBIA MKECTKMA ANCK,

=J8 JaHHblil KOMNOHEHT W BCE NOAKCMNCHENTBI By0yT YCTaHDBAEHE! HA NCKAABHBIN HECTKHH JUCK.

& ooroeroereere

PLES—

OWCKE,

| < Hasaa || fanee > I | OTMeHa

PucyHok 12 — OkHo [BbibopoyHas ycmaHoska] macmepa ycmaHosku EduHbit Knuenm JaCarta
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6. B okHe [[JononHuTenbHble NnapameTpbl paboTsl] BbibpaTh cnocob aBTOMaTUYECKOrO
06HOBNEHWMSA, HaXaTb KHOMKY <M3MeHWUTb> 1 J0XAATHCA OKOHYAHNSA YAA/IeHUSI KOMMOHEHTA.

12 Eaunenii Knvent JaCarta >

Beibop cnocoba aBToMaTwueckoro obHoBnEHHA:
{®) MpoBEpATE HANWHME OBHOBNEHMI.

() He npoBepATE HanuMe ofHOBNEHMI,

« Hasan |f M3MEHNTE ;l OTtreHa

PucyHok 13 — OkHo [flononHumensHble napamempsl pabomsi] macmepa ycmaHosku Edurbit KnueHm JaCarta

7. [ocne 3aBeplueHNsi BHECEHUS U3MEHEHUI NporpamMmon byeT oTobpaxeHO COOTBETCTBYIOL ee
OKHO.

152 Egunbiii Knnent JaCarta >

MporpaMma YCTAHOBKH 2aBeplieHa

MpOrpamMMa YCTaHOBKM YOeWHO M3MEHMNE EguHBI KnueHT
JaCarta. HasmuTe kHonky «MoToB0* ANA BolXoaa 13
NporpaMMbl YCTEHOBKK,

PucyHok 14 — YcnewHoe ydaneHue KOMNOHeHMa ¢ NOMOWbo macmepa ycmaHosku EQureil Knuexm JaCarta

8. [epesarpysuTb KOMMbIOTEP NOC/Ie OTOBPaXKeHUsI COOTBETCTBYIOLLEro NpeaynpexaeHus.
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4. Hactpomnka JaCarta APM YU

4.1 Pexumbl pabotbl JaCarta APM YU

JaCarta APM YL no3BosisieT co3zaBaTb 3anNpochl M 3anncbiBaTb CePTUGUKATLI B NAMATb 3/1eKTPOHHbIX
KJItoYel Kak B aBTOHOMHOM, TaK U B aBTOMaTUYECKOM pexunme.

ABTOHOMHBI pexxkum (pexum offline) He TpebyeT cBsA3M ¢ LeHTpom pernctpaumm (LIP) n npegHasHa-
YeH /19 CO3aHNsA 3anpoca Ha cepTUUKAT B Cydasix OTCYTCTBUA coeAnHeHus ¢ LIP. B atom cayvae
3anpoc coxpaHseTcs Ha HocuTesb MHbopmaLum (am otnipasasieTcs B L|P no anekTpoHHOM nouTe),
Aoctasnsietcs B LIP ans Bbinycka cepTudumkaTa, NOCAe Yero BbinyLLeHHbIN cepTUdMKaT Ha HocuTene
MHpopMaLmm (M6 NO 371eKTPOHHOM NOYTE) A0CTABASETCS NO/Ib30BaTENIO A5 3aNMUCH Ha TOKEH.

ABToMaTMUeckuit pexxum (pexxum online) npegycmaTpuBaeT co3zaHue coeguHerus ¢ P, cosgaHue
3anpoca Ha cepTudukaT, perncrpaums sanpoca B L|P 1 nosyyeHne nosb3osaTenem roToBoro cepTu-
dukara.

4.2  3anyck JaCarta APM YU

» Ansa 3anycka JaCarta APM YL:
1. MocnegoBaTenbHo BbibpaTh [Myck] = [AnagauH P.A.] — [KoHconb JaCarta APM YLL].

A
l Anagaun P

Equneiia Knuenr JaCarta

KoHcont JaCarta APM Y11

-
@ MacTep tTexnogaepskin ANaAaMH...

-iIEI Ypanute Eaunilid Knuwent JaCarta
I 1

PucyHok 15 — PacnonoxceHue KoHcons JaCarta APM YL 8 merio [[Tyck]

2. byaet oTkpbITO OKHO KOHCOAM [JCM].

JCM - [KopeHe koHconutJaCarta APM YL — O *,
@aiin  Jedctewe  Bug  MsBpannoe Owkne  Cnpaeka - 8 %
| 2am = H
(13 Kopets konconn ran Appec Uentpa Permcrpaumn Ceptudukar onepatopa

] JaCarta APM YL

Het snemeHToB Ana DTDﬁpEJKEHI.ﬂH B 3TOM BHAE.

PucyHok 16 — KoHcons JCM
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4.3

perunme paboThl

» lnA co3paHmna 3anpocoB Ha cepTuduKaT B aBTOHOMHOM pexume:

1.

2.

3A0 "AnapgavH P.A.", 1995—2019T.

B neBoi yacTv naHenn y obvekTa [JaCarta APM YL|] BbI3BaTb KOHTEKCTHOE MEHIO U BblbpaTb

Hactporka JaCarta APM YL onA co34aHnA 3anpocoB Ha CepTUGUKAT B aBTOHOMHOM

nyHKT [CBOMCTBa] (CM. PucyHok 17). Takum 06pa3om MOXHO ByseT Npom3BeCcTH pefakTUpPOBaHue

napameTpoB BbIMycKa 3anNpocoB Ha cepTUdUKAT M 3anncb cepTUPMKATOB Ha TOKEH.

Cozpate coeguHerne c LIP

Bug

Hoeoe okHo oTCH2 A3

OEHOBUTE

JKCNOPTUPOEATE CIINCOK...
CeoiicTea

Cnpaeka

<

Co3aate 3anpoc Ha cepTUdMKaT (aBTOHOMHED)

3anncaTte Ha TOKEH CepTUdKKaT (ABTOHOMHO)

ma DTDGFIE)KEHMR B 3TCM BWAE.

& JCM - [Kopens konconuJaCarta APM YL{] — O e

& ®aiin  Jeiictene  Bug  WsBpannoe Okno  Cripaeka - 8 X

e zE |

(3 Kopers konconn ran Appec cnyxBel perncTpagmum Cepmudmkart goctyna k ciyxb
] JaCarta APM YLL

OTKpeITWE OKHE CEOACTE BRIBpaHHOro obbekTa.

PucyHok 17 — KoHconb JCM. lyHkm meHto [Ceolicmsa]

B nosiBuBLemcs okHe (cM. PucyHok 18) Ha Bkaagke [LLabnoHbl 3anpoca] cyuiecTByeT BO3MOX-
HOCTb HaCTPOMKM NapaMeTPOB KaxA0ro 13 WwWabs10HOB 3amnpoca Ha cepTndUKaT, a Takxe pesak-
TUPOBaHWs COAEPXMMOro WabNoHOB 3anpoca Ha cepTudmKaT.

Ceovictea: JaCarta APM YL, x
Mankw AnA aaHHLD LTl
\aBnoHel sanpoca Wmn koHTelHepa
|la6noH Sanpoca Ha CepTMEMKET:
Subject i
MapameTpel waknoHa
WameruTs...
OmaeHa MpuMeHUTE

Ceofictea: JaCarta APM YL,

Mankn AnA AaHHsX
WaBnoHe! sanpoca

LlaGinoH =anpoca Ha CepTADMKET:

WWpacy et
Wra koHTERHEpE

Subject

bject
Key Usage
Exended Key Usage
Subject Atemative Names
Signature Tool

Certificate Policies

Certificate Template
MonbsoEaTENLCKWE AAHHLIE

Omvena

MpureHrTE

PucyHok 18 — Cgolicmsa: JaCarta APM Y. Bknadka [LLlabaoHel 3anpoca]. Hacmpoliku

Bknagka cogepxuT cieytoLme HacTPOMKM:

Beinagatownin cnncok [LLabnoH 3anpoca Ha cepTudurkaT] — cogepxuT cregytouimne WwabnoHbl:

—  [Subject] (pacwmperme "CybbekT").

—  [Key Usage] (pacwmpeHue "Vicnonb3oBaHue kato4a').

PykoBOACTBO agMUHMCTPaTOpa

My6anyHbIN
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—  [Extended Key Usage] (paclumpeHue "YayyiieHHbIn kaoy").

—  [Subject Alternative Names] (paclumnpeHnue "AnbTepHaTrBHble MMeHa cybbekTa").

—  [Signature Tool] (pacwupeHwne "HassaHne cpegcTaa IMM").
—  [Certificate Policies] (pacwupenue "MonnTnkm ceptudpnkarta").

—  [Certificate Template] (pacwwmperme "LLabnoH cepTudukata”).

— [Monb3oBaTenbckune gaHHble] (pacwmperue "Monb3oBaTenbCkMe AaHHbIE").

7 Copepxumoe 3Tvx WabnoOHOB MOXeET BbITb MCMO/Ib30BAHO NPK CO34,aHNM 3anpoca Ha cepTudukaT. B
Lies1fX aBTOMaTM3aLMm AeNcTBU NoNb3oBaTeNs 1 yA06CTBa Npun co3gaHnm 3anpoca Ha cepTudukaT

— wabnoHbl MOryT BbITb HACTPOEHBI (MogpobHee cMm. onvcaHue cekuun [MapameTpsbl WwabsoHa] Huxe).

rnacHo pernameHTy Y.

([ LLabnoH [Monb3oBaTesibekme gaHHble] (CM. PUCYHOK 19) CAy>XUT A5 3a4aHWS AOMOJHUTE/IbHBIX MO-
Jlell, KOTopble He BXOAAT B 3anpocC 1 cepTUUKAT, @ Hy>XHbl, Hanpumep, A5 coxpaHenus B b/ co-

MankK ANA AaHHLX Wpmep il
WaEnoHe sanpoca Mma koHTeiHepa
WafnoH sanpoca Ha CepTMDhMKET:
MonksoEaTenbCKIMe AaHHBIE
MNapameTpel wabnoHa
WameHuTs...
[] PenakmipyeTca npu cosgaH sanpoca
& Pegakrop wabnoxa ] x
{ ~
name : "Subject DN template”,
componentsBDN : |
elements : [
{
NamePropID : '1",
PropCount - "1",
DisplayMame : '"Howmep nacnopTa’,
ShortName : "CepMa M HOMED VOOCTOBSPSHMA IDIIHOCTH',
Displaylrder - "7",
ObligatoryCount =z '1°'
T
{
WNamePropID : 'Z2°',
PropCount - "1",
DisplayMame : 'Hem smmasHc’,
ShortName : 'Ha3sanMe NOOPaSOSTeHMA, SHOSBNETO
OoEyMeHT ",
Displaylrder - "&°'
N
{ W
OmeHnTs

PucyHok 19 — Cgolicmea: JaCarta APM YU. Bknadka [LLlabaoHbl 3anpoca]. Pedakmop wabnoHa

e Cekuyusa [MapameTpsbl WwWabaoHa] CTAHOBUTCS JOCTYNHOW AN peAakTUPOBaHUs nocae Bblbopa

wabsioHa B BbiNnagatowem cnucke. CoaepxuT ceAyoLne HacTPOUKMK:

- [AOGaBMTb pacwumpeHne B 3anpoc] - NOCTaBJ/IeEHHaA rasiovka A06aBl1ﬂeT AaHHOe pacwmnpeHune B 3a-

npocg;

- [PEAaKTMPYETCFI npun co3gaHunmn BBI'IpOCG] — NOCTaBJ/IeHHAA raJioyka rno3BO/IAET PeAaKTUPOBATb NOAA

wabnoHa HEeNnocpeACTBEHHO NPU CO34aHUN 3anpoca.

—  KHonka <M3meHuTb> - 3anyckaeT PegakTop wabsoHa, KOTOPbIV No3BoAsSET 0TOOPasUTb U U3MEHUTb
no.s BeibpaHHOro Wab1oHa 3anpoca, a Takke yCTaHOBUTL 0TobpaXkaeMble B No/IsX WabioHa 3Hayve-

HWA MO YMOJIYaHUIO.

3A0 "AnapgavH P.A.", 1995—2019T. PykoBoacTBO agMUHUCTPaTOpa
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0 Mpu HaXxaTum Ha KHonky <M3meHUTb> BygeT oTKpbIT PegakTop wabioHa, B KOTOPOM MOXHO Mpo-

” CMOTpeTb U M3MeHUTb Habop aTpnbyToB, 0TobpaxkaeMbIx B fa/ibHeNLWeM Npu 3anycke MacTepa co-
CTaBJ/IeHWs 3aMpoCa, a TakXXe YCTaHOBUTb 3HaYeHWs aTpubyToB, KoTopble byayT oTobpaxaTbcs no
YMOJIHaHUIO.

LabnaoH 0ns 3anpoca Ha cepmuguxkam xpaHumcs 8 popmame JSON. Jnas kawdozo napamempa 8
wabnoHe 90aMCHO 6bIMb YKA3AHO:

NameProplD — Homep napamempa;

OID - o6vekmHbIli udeHmugbukamop napamempa;
PropCount — konuyecmaso 3Ha4eHull napamempa;
DisplayName — omobpaxcaemoe 8 duanoze ums napamempa;
ShortName — kopomkoe ums napamempa;

Def — 3HayeHue no ymonyaHuto;

DisplayOrder — Homep, 3adarowuli nopsdok omobpaxceHus napamempos 8 duano2ax.

3. HaBknaake [IMsi KOHTeHepa] Npon3BOAMNTCA 3aaHNe MMEH KOHTEMHEPOB.

Ceofictea: JaCarta APM ¥L, *
[Manim ana gaHHEX Wpwep T
WaBnoHsl sanpoca WmA koHTeiHepa

(®) TeHepUpyETCA CNyYaRHOE UMA
() TerepupyeTca no wabnoHy
Container-%5r

(0 3anpaumsaeTca y nonssosatens

BriGepuTe cnocod reHepaLwAW MMEHM KOHTERHEDS,
CONEPHALLErD KINYSEYHD Napy.

Omvena T

m

PucyHok 20 — Csolicmsa: JaCarta APM YL|. Bknadka [Vimsa koHmeliHepa]

Hactpowiku Bknagku [iMa koHTeMHepa] onucaHbl B Tabsimue 5.

Tabauya 5 — Cgolicmea: JaCarta APM Y. Bknadka [ms koHmeliHepa]. Hacmpoliku

HacTpoiika OnucaHue

leHepupyeTCcs CayyariHoe nms B npoujecce co3faHus KOHTeHEpa reHepupyeTcs ClydaliHoe 3HaueHue,
KOTOPOE UCMO/b3yeTCs B KAYECTBE MMEHW STOrO KOHTEMHepa

[Mo3BonsieT 3a/4aTb WabaoH NMeHU KOHTef/'lHepa, no KOTopomy 6yAET
rEHepmpyeTcﬂ no Lua6nOHy aBTOMaTUYeCKN Cd)OpMVIpOBaHO nva KOHTeVIHepa.

Mpumepsl wabaoHoB:
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HacTpoiika OnucaHue

36I’IpaLLIVIBaETCﬂ Y nonb3oBaTesif

{TokenSN, o, 5} — noaCTpOKa M3 MepBbIX NATU CUMBOJIOB
CepuIMHOro HoMepa TOKeH3;

{TokenSN, 4, 4} — noAcTpoKa 13 YeTblpex CUMBOJIOB,
HauMHas ¢ 4-oro (zero based) cumBona, cepUNHOro Home-
pa TOKeHa;

{TokenSN, o, -1} — cTpoka ¢ cepUMHbIM HOMEPOM TOKEHa;
{RND, o, 5} — cTpoKa U3 NATK C1yYariHbIX CUMBOJIOB;
{RND, 5, 5} — cTpOKa 13 NATU C/TyYaliHbIX CUMBOJIOB;
{RND, o, -1} — cTpoKa 13 32 Cy4YanHbIX CUMBOJIOB;
{GUID, o, -1} — yHMKanbHbIN ngeHTUdMKaTOP;

\{GUID, o, -1}\} — yHVKanbHbIN NAEHTUPUKATOP, 3aKt0-
YeHHbI B UrypHble ckobky;

{2.5.4.3, 0, 5} — NepBble 5 CUMBOJIOB 3Ha4YeHUs aTpmbyTa C
OID=2.5.4.3

|_|pl/l co3gaHumn KOHTEI‘/IIHepa No/ib30BaTe/lb 40/1KeH CaMOCTOATE/IbHO
BBECTU UMSA AN4 3TOro KOHTEI‘/IIHepa

4. HaBknagke [Manku Ana AaHHbIX] 334a10TCA NYTU COXpaHeHUs AaHHbIX. OTKpbITME okHa [O630p

nanok] Ans Boibopa AMPEKTOPUM OCYLLLECTBSETCS C MOMOLLbIO HaXAaTUS Ha KHOMKY <= >,

WafnoHe! sanpoca
[MankK anA naHHLE

Wrma koHTElHEpE
Wpwep Tl

Manka ana PKCS #10 sanpocos:

|C:\Users\ADMwHw3TpaTop.NOF{TH\JaCarta CA Manager\0f|

[Manka anA cepTMhUKaToE:

|C:\Users\Au.|u1un:TpaTop.NOHTH\JaCarta CA Manager\Of'|

Manka anA AoNONHUTENEHED ASHHED:

|C:\Users\Au.|u1un:TpaTop.NOHTH\JaCarta CA Manager\Of'|

OB3op nanok

*

- PaBouwnii cton

a ApmuHRCTpaTop

[ 3roT komnstoTep
EnBnuoTern

o¥ Cemo

[E8 Nanene ynpaenenna

&l Kopzuna

Cozaath nanky OTMeHa

0K COmaeHa MpumernTe

PucyHok 21— Cgolicmsa: JaCarta APM YL|. Bknadka [[Tanku 05 daHHbix]

OnvcaHWe HacTpoek BKAaA KM NpuBeZeHo B Tabauue 6.

Tabnuya 6 — Ceolicmsa: JaCarta APM YL|. Bknadka [[Tanku 015 daHHbix]. OnucaHue nonell

Mone

Manka agna PKCS #10 3anpocos

3A0 "AnapgavH P.A.", 1995—2019T.

OnucaHue

PykoBOACTBO agMUHMCTPaTOpa

MankKa, B KOTOpyto 6yayT COXPaHATLCA 3aMpPOChl HA cepTUdUKaTbI
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Mone

Manka ans ceptnudurkaTos

Manka ANA A0ONONIHUTE/IbHbIX AaHHbIX

OnucaHue

Manka, B KOTOPYIO C/IeAyeT COXPaHATb CepTUPMKATLI, KOTOpble ByAyT
3anucaHbl B NaMATb 3/1eKTPOHHOr O Kto4a

Manka, B koTopyto ByAyT COXPaHATLCS 40MNOAHUTE/IbHbIE JaHHble O
no/sb3oBaTe/sle, BBEAEHHbIE B MPOLeCce CO3/4aHua 3anpoca cepTuduka-
Ta. JlaHHble 6yayT coxpaHeHbl B dopmaTe XML

5. HaBknaake [WWpndTbi] 3a4at0TCa HACTPOMKM OTOOBPaXKeHMs CTaTUCTMYECKOro U peAaKTupyemo-

ro TeKCTOB.

Ceolictea: JaCarta APM ¥L, *

WaBnoHe! sanpoca
TMankn anA AaHHLD Wpep e

Mpmep oToBpaxeHtA:

WA koHTERHERE

La6noHe! pacMpEHHA:

[] Nonesosatens ¥L1
[ Bxoa co cmapT+apToit

YCTaHOBWTE WpKDTEI, Mcnonesyemele B MacTepa.

LpweT cTaTMYECKOrD TEKCTA. ..

WpMerT NonA peaak TMPOBaHUA....

Ommera

MprMeHnTE

PucyHok 22 - Caoticmsa: JaCarta APM YL|. Bknadka [LLipugpmei]

OnvcaHWe HacTpoek BKAaA KM NpuBeeHo B Tabauue 7.

Tabauya 7 — Cgoticmsa: JaCarta APM Y. Bknadka [LLpugmei]. OnucaHue Hacmpoek

HacTpoiika

Mpumep oTobpaxeHus

LpundT cTaTMyeckoro TekcTa

LLipndT nons peAakTupoBaHus

3A0 "AnapgavH P.A.", 1995—2019T.

PykoBOACTBO agMUHMCTPaTOpa

OnucaHune

MpepacTasnseT coboli rpynny ¢ NpMMepamn pasHbiX TEKCTOB:

e <lllabnoHbl paclumMpeHuns> - 3aAaeT NPUMep NpegcTasie-
HUSI TEKCTa B CTaTUYECKOM BUAE, T.€. TEKCT CAYXMUT TO/IbKO
ANs oTobpaxeHus uHbopmalmm;

e  <[osb3oBaTtens YL>u <Bxoa co cMapT-kapTol> - 3agaeT
npumep npeacTaB/eHns TekcTa B AMHaMUYECKOM BUAe,
T.e. TeKCT pacnonaraeTcs BMecTe € 3/1leMeHTaMu ynpas/ie-
HUsI (KHOMKa, 4ekBOKC, BbINAAAIOLL A CMUCOK U T.4,.)

CNyXuT ANs U3MeHeHUs WpndTa CTaTUYECKOoro TekcTa. Mo HaxaTUio Ha KHOMKY
NPOUCXOAMT OTKpbITUE OKHa [LLIpndT]. Bua okHa npvBegeH Ha PUcyHoK 23.
OxkHo [LLpndT] copepknT cTaHAapTHBIN Habop HAaCcTPOeK ANS U3MEHEHUS BHeLU-
Hero B1Aa TekcTa (HaumMeHoBaHMWe WpUdTa, ero pasmep 1 HayepTaHue, BUA U
T.4.)

CRyXXuT AN USMEHEHWS AMHAMUYeCcKn U3MeHsieMoro TekcTa. 1o HaxaTuio Ha
KHOMKY NPOUCXOAUT OTKpbITUeE okHa [LLpndT]. Bug okHa npusegeH Ha PUCyHOK

My6anyHbIN CTp. 23/54
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2.0

HacTpoiika OnucaHue
23. OkHo [LpndT] coaepxuT cTaHAapTHbIN Habop HAaCTPoeK AJ1A U3MEHeHUs
BHELLUHEro BUAa TeKCTa (HauMeHoBaHwe WpudTa, ero pasmMep 1 HayepTaHve, BUA
nT.A.)
Wpndt X
WpmgpT: HavepTarwe: Pasmep:
Microsoft Sans Serif 0fbIYHEIA 2 | 0K |
icrasort Sans Serif Bl
Palatino Linotype HEFTOHHEN 10
Segoe MDL2 Assets NONYXHUPHLIH 1;
Segoe Print AOMYXHDHbE 14
Segoe Script v 6 v
BuaousmeHeHne Ofpaseu
[ 2auepiry i
AaBbbG
[ NMonyeptcHy i T
Habop cumeonos:
Kipunniua w
PucyHok 23 - Csolicmea: JaCarta APM YL. Bknadka [LLpugpmsi]. Hacmpolika wpugpma
6.

Mocne 3aBepleHna HaCTpOeK Ha BCeEX BKJIagKaxX HEO6XOAVIMO Ha>aTb KHOMKY <OK>, yTObbI CO-

XPaHUTb CAe/laHHbl€ U3SMEHEHUA U 3aKPbITb OKHO HAaCTpOeK.

4.4
CKOM perkmmMe paboThbl

4.4.1

» ina cozpaHmnna coegnHenuns ¢ Llentp

1.  OTkpbITb KoHconb JaCarta APM YL.

2.
nyHKT <Co3gaTb coeguHeHue c L|P>.

Hactponka JaCarta APM YL onA co3gaHnA 3anpocoB Ha CepTUOUKAT B aBTOMATUYe-

Co3agaHne coeguHeHva ¢ LleHTpom Pernctpaumm

om Perunctpauyunu:

B neBoi yactu naHenn y obbekTta <JaCarta APM YL|> Bbi3BaTb KOHTEKCTHOE MEHIO U BbIbpaTh

&£ 1om - [Kopenb konconutJaCarta APM ¥L1]

& aiin  Jeiictene  Bug WzBpanHoe

&z | mE = HE

Okne  C

npaeka - & X

[Z1 Kopedb konconm

H ran
] JaCarta APM YLL

Cozgate coeguHeHme ¢ LIP

Bug

Hoeoe okHo oTCH2 A3

OBHoBUTE

JKCNOPTMPOBATE CIMCOK...
CeoiicTea

Cnpaeka

<

Co3aate 3anpoc Ha cepTuduKaT (BBTOHOMHED)

3anucate Ha TOKEH CEpTMKKAT (aBTOHOMHO)

Appec cnyxBel perncTpagum CepTudmkar goctyna k cnyxb

OB AnAa DTDGFIE)KEHMR B 3TOM BWAE.

Cospanmne coeguienna c LP ¢ ncnonssosanmnen ceptudukara onepatopa v agpeca LIP

PucyHok 24 — KoHcons JCM. Co3daHue coeduHerus ¢ LJP

3A0 "AnapgavH P.A.", 1995—2019T.

PykoBOACTBO agMUHMCTPaTOpa

My6anyHbIN CTp. 24 /54



JaCarta APM YL,

2.0

3. bBypet oTkpbITO OKHO [MacTep co3gaHus coegmHenms c LIP]. ns nepexoga K caegytowemy wary
HaxaTb KHomnky </lanee>.

w MacTep cosganna coeguHenua c LIP O X

Hobpo noxanosate B Mactep

CcO31aHHuA coefMHeHuA ¢ LleHTpom
Perncrpaumm.

h

x MEICTep ApeoHasHa4Yed ANA CO3A3HWA COSaWHEHWA C

_1¥ Kpuntollpo UP. [na sToro HeoGxo 4MMo YKasaTe a0pec U
= CEPTARWKAET onepaTopa, Heoﬁmﬂ.HMble ANA CoeOJWHEHWA ©

LeHTpom PervcTpacsm.

[[] Boneuwe He nokassiEaTe 3Ty CTDERILY

< Hazan JEESpWHTE

PucyHok 25 — Macmep co3daHus coeduHeHus ¢ L{P

4. BokHe [Agpec LleHTpa Peructpaumu] Heobxoammo BBecTn agpec Beb-cepsuca LleHTpa Peru-
cTpaymm (cm. PucyHok 26). JlomeHHoe 1Ms Beb-cepBrca 0/1)KHO COOTBETCTBOBATb LOMEHHOMY
MMeHU CepBU1Ca, yKasaHHOMY B cepTudurkaTe agMuHucTpaTopa/onepaTopa. Obpauweruve k P no
IP-agpecy HegonycTumo. Eciv BBeAeHHbIV agpec HEKOppekTeH, KHomka </lanee> byaeT Hego-
CTyMHa ANS HAXaTUS.

Mocne BBOJa ajpeca HaXaTb KHOMKY <,£|,anee> ANAa nepexoja K ciegyrowemy wary.

3A0 "AnapgavH P.A.", 1995—2019T. PykoBoacTBO agMUHUCTPaTOpa My6anyHbIN

w Mactep cozgaHua coeguHerua c LLP Od >
Appec cnyxbo perucTpalss
VicauTe URL agpec crywbl pericTpaLy AnagauH o

URL appec cryxbbl pervc TpaLmn
https:/Aocalhost/ra |

< Hasan 3aBepWwnTs

PucyHok 26 — Macmep co3daHus coeduHeHus ¢ LYP. OkHo [Adpec caymcbbl pecucmpayuu]
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5. B okHe [CepTudukaT gocTyna K cyxbe pernctpaymm] ¢ nomoLLbio KHOMKK <BbibpaTte cepTudu-
KaT> NMepemnTyn K OKHY C nepeyHem cepTndrKaToB.

w MacTep cosganna coeguHenna c LP
Cepmdwixar gocTyna K cnyxte permcrpawsm

BeiGepuTe cepTWEUKaT AocTyna K cnyxGe perncTpawmi na NMYHoro

XPEHWINLLE CEPTUDNKETOE

CyBuekT:

Beinan:

CepuitHeIi Homep

Cpok neficTeus:

WenonssoeaHue knoua:

O X

AnagguH)™

Brifpats cepmidmKaT...

< Haszaa Oanee =

ZaEepwnTe

PucyHok 27 — Macmep co3daHus coeduHeHus ¢ LJP. Ok+o [Cepmugpukam docmyna k cayxube pecucmpayuu]

6. BbibpaTb cepTudMKaT agMUHUCTPaTOPa UK onepaTopa L P 13 imuHoro xpanuauwa ceptuduka-

TOB.

BezonacHocrs Windows

. Username
WNzaatens: Aladdin Private Root(3.15)

Heicteutenan ¢ 08.02.2018 no 08.02.2020

[MpocMoTpeTs cBOKCTBa cepTHdmnkaTa

Bonblue Ba PHaHTOB

Username
WMsaatens: Aladdin Private Root(3.15)
Heicteutened c: 08.02.2018 no 08.02.2020

MWHWCTRATO
Anl paTop

Mzaatens: AoMUHUCTRaTOPR
[eticteutened c: 02.03.2018 no 06.02.2118

AaMMHUCTpaTOR
Mz aatene: serv-NORTH-CA
OetictemteneH ¢ 02.03.2018 no 01.03.2020

| OK OTmeHa

PucyHok 28 — Macmep co3daHus coeduHeHus ¢ L|P. lNepeyers cepmughukamos

3A0 "AnapgavH P.A.", 1995—2019T.

U3 AU4HO20 XpaHuauwa cepmuqﬁuKamoe

PykoBOACTBO agMUHMCTPaTOpa

My6anyHbIN
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7. Mocne Buibopa cepTudmkata noss B okHe [CepTudukat gocTyna k ciyxbe pernctpauun] byayt
3anoJ/iHeHbl JaHHBIMKW aBTOMaTHyecku. Jis nepexoa k otyeTy o pabote MacTepa co3gaHus co-
eAunHeHus ¢ LUP 1 npocmoTpa nogpobHocTen HaxaTb KHoMKy </lanee>. [ins 3aBepLueHns cosa-
HUs coeAunHeHns ¢ L|P 6e3 o3HakomieHns ¢ NogpobHOCTAMM yCTaHOBKM HaXaTb KHOMKY <3a-
BEPLWNTbL>.

E’ Mactep cozgarna coegunenna c LP O X

Cepmwgwkar gocTyna K cnyxte perucTpaumm
BuifepuTe cepmihukaT gocTyna K cryxie perncTpaw Ms NuyHoro aa
XPEHWUMWLLE CEPTUGMKATOR AnagauH

CyGbexT E=Uzername@aladdin+d ru, CN=Username.
QU=Consutting, OU=NEW, DC=aladdin, DC=ru
Beinan: CM=Aladdin Private Root(3.15), DC=aladdin, DC=ru
CepuitHeii Homep 630000115211030C170ADESE79000000001152
Cpok geicTema: c 08.02 2018 15:26:16 no 08.02 2020 15:36:16

WcnonesoBanme Knowa:  3aWWWEHHER INeKTpoHHEA nouta, Mposepka
NOANMHHOCTH KnkeHTa, Bxoa co cMapTapToi,

I Brifipate cepTMgMKaT...

< Hasan Oanes = FaBEpILMTE

PucyHok 29 — Macmep co3daHus coeduHeHus ¢ L{P. OkHo [Cepmugukam docmyna k cayxcbe pecucmpayuu]
€ 3aN0NHeHHbIMU OaHHBIMU

8. Tpwu HaxaTuu Ha NpeAblAyLLeMm ware KHonku </lanee> byseT oTobpaxeHO OKHO € NogpobHo-
CTAMM CO34aHunA coegunHeHms ¢ LIP.

w MacTtep cozgaHna coegnrerna c P O >

MacTtep cosnanuma coeMHenma ¢ LIP
3aeepwnn paboTty

* MoppoBHocTh:

. |Anpec cryxGol perncTpawan: hitps://localhost /=
Wrar cyGrexra: OU=EFS File Encryption Certificate,
L=EFS, CN=Username

CoemvMHEHWE COZAAHD.

MacTep yoenewHo sasepwmn padoTy.

< Hasan Oanee = ZaBepwnTs

PucyHok 30 — OkHo 3asepweHus Macmepa co3daHus coeduHeHus ¢ L|P
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9. [MMocne coepuHenuns c LLP B koHconm JaCarta APM YL, y ob6bekTa <LleHTp Peructpauuun> byayt
oTObpaxeHbl goYepHue 06beKTbI.

& ®aiin Jeictene

X A= (Y

& IeMm- [KopeHe koHconu\JaCarta APM ¥YU\LlenTp Peructpauum - cpca2lfinal]

Bua MW3bpanHoe QOkvo Cnpaska

O

X

g X

(1 Kopenb koHcoam
v & JaCarta APM YL

] m LlenTp Pernctpaumnm - cp

Wran

@ 3anpocsl Ha ceptudumiar [Bee]
% Ceprudmrare: [Beel

2¢ 3anpocel Ha pernctpaunto [Bee)
1 MNonssosarenn [Bce]

w 3anpocel Ha oT3bie [Bee]

PucyHok 31 —- KoHcone JCM. /JouepHue obbekmel LjeHmpa Peaucmpayuu

4.4.2 HacTponKka napamMeTpos coegnHeHusa ¢ LleHTpom Perncrpaumm

Mocne COo34aHnAa coegnHeHna c L||P (cm. n. 441) HEO6XOAVIMO HaCTpPOUTb NapamMeTpbl COeAUHEHUA C

LiP.

» lnAa HacTpoWkM MapamMeTpoB coejguHeHUd ¢ LleHTpom Peructpauyun:

1.  OTkpbITb KoHconb JaCarta APM YL.

2. BneBoi naHenny obbekTa [LeHTp Pernctpaynm] BbiaBaTb KOHTEKCTHOE MEHIO U BbIOPATL MYHKT

[CBowcTBa).

PucyHok 32 — KoHconb JCM. Hacmpolika napamempos coeduHeHus ¢ L|P

3A0 "AnapgavH P.A.", 1995—2019T.

&M - [Kopene konconmn'JaCarta APM YL\l enTp Permncrpavm -

& aiin Jeiictene  Bug MsBpannoe OxHo  Cnpaeka

o= | 75 = HE

[Z1 KopeHs koHconu Wma

~ ] JaCarta APM YUl
m UexTtp Pernctpaumm - loy
Cozaate gyBAnkaT coejuHEHHA
Bug »

Hoeoe okHo OTCHOAS

¥aanute

Mepenmerceate
OBHOBNTE
3KCNOPTHPOBATE CANCOK...
CeoiicTea

Cnpaeka

PyKOBOACTBO agMUHUCTpaTOPa My6anyHbIN
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3. BokHe [CBoncTBa: LleHTp Peructpauuun] Ha Bknagke [LLiabaoHbl 3anpoca] npegcraBaeHsi
HaCTPOMKM NapamMeTpoOB 1 peakTUPOBaHME COAEPXMMOro Kaxoro u3 wabso0HoB 3anpoca Ha
cepTudumkar.

Ceofictea: Lentp Pernctpaunm - localhost *

[ManiK AnA gaHHED Coemrerme c LUP Wpd T
WabnoHbl 53npoca spanuve cepvevikatos  MIMA KoHTelHepa

aBnoH sanpoca Ha CepTUMKET:
Subject w

MNapameTpel wabnoHa

() Wenonb3oBaTh 3a0aHHBIA WaknoH

® Jarpyxate ¢ Uentpa Pervctpawm npy cosmaHm
sanpoca

Iui
T

Omvena MMpw

PucyHok 33 - Csoticmsa: Ljenmp Peaucmpayuu. Bknadka [LLlabnoHel 3anpoca]

OnwucaHuWe HacTpoek NpunBeseHo B Tabauue 8.

Tabauya 8 — Cgolicmaa: LjeHmp Pecucmpayuu. Bkaadka [LLlabaoHs! 3anpoca]. OnucaHue Hacmpoek

dnemeHT uHTepdeiica HacTpoiikn/Onucanue
SnemeHT <LLlabnoH 3anpoca Ha CoAepXnT PacKpbIBaIOLWMIACS CMNCOK U3 CegytoLmX LWabioHOB:
ceptndukat>

e [Subject] (pacwupenue "CybbekT").
e [Key Usage] (pacwmpenue "Micnoab3osaHune katoua").
e [Extended Key Usage] (pacwmpeHue "YayylieHHbln kaou").

e  [Subject Alternative Names] (pacwmpeHuve "AnbTepHaTVBHble
MMeHa cybbekTa").

e  [Signature Tool] (pacwupeHune "HassaHue cpeactsa 3M").
e  [Certificate Policies] (pacwmpeHnue "Moantunkm ceptudukarta”).
e [Certificate Template] (pacwupenue "LLlabnoH cepTudpukarta").

e [[Monb3oBaTenbckne gaHHbie] (pacwmpeHue "Monb3oBaTesb-
CKMeE AaHHble").

M CogepxunMoe faHHbIX WabNoHOB MOXET BbITb MCMO/Ib30BaHO NpwU CO-
3/laHWM 3anpoca Ha cepTudukart. [ g aBTomaTM3aLnm AencTBUi
nosib3oBaTeNsi U y4,06CTBa NpU CO34aHMM 3anpoca Ha cepTudmkaTt
MOXHO HaCTpOUTb WabioHbl (NoApobHee cM. onucaHme cekunm <Ma-
pamMeTpbl WabaoHa> Huxe).

M LLIabnoH <Monb3oBaTenbCkme gaHHble> (CM. PUCYHOK 19) CAYXUT Ans

~ 33/,aHUA JOMNOSHUTE/IbHBIX MOJIEN, KOTOPbIE HEe BXOAST B 3aMpocC v
cepTUdUKAT, a HYXHbI, HaNpUMep, A/t coxpaHeHus B B/} cornacHo
pernameHTy Y.
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dnemeHT uHTepdeiica HacTpoiikn/Onucanue

Cekuusa <MNapameTpsbl wabsoHa> Copepxur:

e KHorkKy </3mMeHUTb> — 3anyckaeT PegakTop WwWab10Ha, KOTOPbIN
no3Bo/ifieT 0To6pasnTb M U3MEHUTL NoJIsA BbibpaHHOro WwabsioHa
3anpoca, a Take yCTaHOBUTb 0Tobpaxkaemble B Mo/isAX WabsoHa
3Ha4YeHUA No YMOJTHaHUIO;

o <AO6aBVITb pacwmpeHmne B 3anpoc> — AOGaBﬂHeT AaHHOe pac-
LwinpeHue B 3anpog;

L] <Mcnonb3oBaTtb 3aAaHHbIVI wabaoH> — no3soasaeT Bbl6paTb AaH-
HYIO onuuio;

e  <3arpyxatb ¢ LlenTpa Pernctpaunv npu cosgaHnm 3anpoca> —
3arpy>aeT BblbpaHHbIN WabaoH 3anpoca Ha cepTudmUKaT n3
LleHTpa Pernctpauuy;

M <3arpyxatb ¢ LieHTpa Peructpauunm npu co3gaHmm 3anpoca> BK/O-
~ 4YeHa Mo YMOJIYaHWMIO, Tak Kak PEKOMEHAYETCS UCMO/b30BaThb 3Ty On-

Luto

e  <PepakTupyeTcs npu cO34aHMM 3anpoca> — N03BOAAET pejak-
TUPOBAaTb 3HaYeHUs NOJeN 3anpoca Ha cepTuduKaT

4. HaBknagke [M3aaHuve cepTudnkaTos] npescTtassieHbl GyHKLMK, 4OCTYNHbIE A5 BbIMYCKAEMbIX
cepTUPMKaToB.

Ceoiictea: LenTp Permcrpaumm - localhost *

Mankk anA gaHHED CoemiaHenue o LUP WpepTel
lWaGnoHe sanpoca  ManaHWe cepTMOWKETOE  MmA konTeliHepa

Mcnonesoeanne LienTtpa PerwcTpalm

WMzpaeate cepmadmkat & UP, nenonezya APM

HDDLI.E—'CC EbINYCKa TOKEHOE

[ ¥oanst crapeil cepbmkar nocne oSHoBNEHAR

|-||:IDL|.E-'CC OT3bIEQ TOKEHOE

Yoanate CEPTHPMKAET NOCNE OTSRIES

Omaera MprMeHATE

PucyHok 34 — Cgolicmsa: LjeHmp Pezucmpayuu. Bknadka [M30aHue cepmugpukamos]

OnucaHue HacTpoek Ha BkaagkKe [M3aaHure cepTudukaTos]:

e  Onuwus <Mcnonb3soBaHue LleHTpa Pernctpaumm> oTBEYaET 32 aBTOMATUYECKUI BbINYCK CEPTH-
¢dvkaTa B L|P npu co3gaHum 3anpoca onepaTtopomM, ec/iv 3TO NO3BOJISAET NoAUTUKA. Ecan He rc-
Mo/Ib30BaTb 3Ty OMLUMIO, TO HEO6XOAMMO NOC/e perncTpaLum 3anpoca B LLP BpyyHyto noaTeep-
AnTb ero ¢ nomoubto APM AamuHunctpaTopa LLP KpunTtollpo.
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L4 OI'ILI,VIFI <|_|pOLJ,ECC BbIMyCKa TOKEHOB> OTBEYaeT 3a YAaJ'IEHVIE/COXpaHEHI/Ie CTaporo CepTMd)VIKaTa
nocne obHoBaeHunA. Ecan He ncnonb3oBaThb 3Ty onuwuto, To nocne obHOoBAEHUSA CTaprVI CepTVICI)VI-
KaT GYAET COXpPaHEeH Ha 3/1eKTPOHHOM KJ/1to4Ye BMeCTe C HOBbIM CepTVICI)VIKaTOM.

e  Onuus <Mpouecc oT3bIBa TOKEHOB> OTBEYAET 3a YAaNeHMe/coXxpaHeHNe cepTudmkaTa nocae oT-
3blBa 13 0bpaLLeHNst aHHOrO TOKEHa.

5. HaBknagke [MIms koHTelHepa] (cM. PUCyHOK 35) 3aZ@Hbl HACTPOMKM, ONMMCaHNE KOTOPbIX NpuBe-
AeHo B Tabauue 9.

Ceoiictea: LlenTtp Perucrpaumum - localhost *

Mankk anA gaHHED CoemiaHerue o LUP WpepTel
laGnoHe sanpoca  MsnaHwe ceptuovikatos  MIMA KonTelinepa

(®) eHepupyeTCA chyYaiHoE MMA
(") MevHepupyeTcA No wWaBnoHy
Container-35r

() ZanpawMEasTCA y Nonk3oBaTens

BrifepuTe cnocol reHepaLn MMeHW KoHTERHEPE,
COOEMXALLErD KIOYEEYID Napy.

Omaera MprMeHATE

PucyHok 35 — Cgolicmsa: LjeHmp Peaucmpayuu. Bknadka [Mms koHmeliHepa]

Tabauya 9 — Ceolicmsa: LjeHmp Pecucmpayuu. Bknadka [Mmsa koHmeliHepa]. OnucaHue Hacmpoek

HacTpoiika OnucaHue

<[eHepupyeTCs cayyariHoe Umsi> B npouecc co3gaHuns KoHTeHepa reHepupyeTcs CyyaliHoe 3HaueHue, KOTo-
poe 1CMoJib3yeTcs B KayecTBe MMEHM 3TOrO KOHTeHepa

Mo3BosiseT 3aAaTh WabnoH MMeHU KOHTelHepa, Mo KoTopoMmy byseT aBToMa-
TUYeCcKkn ChOPMUPOBAHO MMS KOHTENMHEpa.
Mpvimepsbl WabaoHOB:

e {TokenSN, o, 5} — NoACTpoOKa M3 NEPBbLIX NATU CUMBOJIOB CEPUN-
HOro HoMepa TOKeHa;

<[eHepupyeTcs no WwabaoHy> e  {TokenSN, 4, 4} — NnoACTpOKa 13 YETbIPEX CUMBOJIOB, HAYMHASA C
4-oro (zero based) cumBosia, cepuitHOro Homepa TOKeHa;

e {TokenSN, o, -1} — cTpoka ¢ cepuiHbIM HOMEPOM TOKEH3;
e {RND, o, 5} — CTpOKa M3 NATU C/Ty4aliHbIX CUMBOJIOB;
e {RND, 5, 5} — cTpoka 13 NATH CyYalHbIX CUMBOJIOB;

e {RND, o, -1} — cTpoKa 13 32 C/ly4ariHbIX CMBOJIOB;
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HacTpoiika OnucaHue
e {GUID, o, -1} — yHW1KaNbHbIV AEHTUDUKATOP;

e {\{GUID, o, -1}\} — yHUKa/IbHbIA UAEHTUUKATOP, 3aKTHOUEHHbIN B
durypHsole ckobku;

e {2.5.4.3,0, 5} —nepBble 5 CMMBOJIOB 3HaueHWs aTpubyTa c OID =
2.5.4.3

I'IpM co3jaHunn KOHTeVIHepa No/ib30BaTe/lIb 40/1KEH BBECTU CaAMOCTOATE/IbHO

<3anpauw|BaeTcs1 Y noab3oBaTena> o
BBECTU UMA A1 3TOIrO KOHTenHepa

6. HaBkniagke [Manku Ans gaHHbIX] 3a4at0TCA MYTU COXPaHEHWS KOMUIM 3aNpoOCoB Ha cepTUdMKAT U
cepTUPMKaTbLI NP aBTOMATUYECKOM BbIMycke cepTudumKaTa. NogpobHoe onmcaHne HacTpoek
npvBegeHo B Tabauue 10.

Ceofictea: Llentp Pernctpaumm - localhost X

Wa6norel sanpoca  Msgadve cepmidikatos  Mima konTelinepa
Manku ANA AaHHLD Coemrerve c LP WpmepTs

Manka ana PKCS #10 zanpocos:
|:::\Users\AD.MMHMCTpaTop.NOHTH\JaCarta CA Manager\Orl

MManka anA cepTMEMKaTos:
|C:\Users\Au.MHHuc:TpaTop.NOHTH\.JaCarta CA Manager\Orl

MManka anA gonoNHATENEHEDRX A8HHEDS
|C:\Users\AD.MMHMCTpaTop.NOHTH\JaCarta CA Manager\Orl

Cmmera MpMeHuTE

PucyHok
36— Cgolicmaa: LjeHmp Pecucmpayuu. Bknadka [[lanku a5 daHHbIX]

Hacmpoliku Ha daHHoU 8knadke He06X00UMbI, eCaU Hy#HO COXPaHUMb Konuu 3anpocos u
cepmughukamos npu aBMoMamuyeckom sbinycke cepmugukama.

Tabauya 10 — Colicmea: LjeHmp Pecucmpayuu. Bkaadka [[Tanku 0 daHHeix]. OnucaHue Hacmpoek

HacTtpoiika OnucaHue
<MNanka gns PKCS #10 3anpocos> Manka, B KOTOPYto ByAYT COXPaHATLCA 3aNPOoChl Ha cepTUOUKATHI

Manka, B KOTOPYO BYAYT COXPaHATLCS KOMWUU CepTUOUKATOB NPULLIEALLME U3
<Manka gns cepTndmkaTos> ! Pyto byay P P prLieA
LLP 1 3anncaHHble Ha TOKeH
lManka, B KOTOpYto ByAyT COXPaHATLCSA AOMONHUTE/bHBIE JaHHbIe O MOJb30-
BaTe/ie, BBeAEHHbIe B MpoLiecce CO3AaHusA 3anpoca ceptudukaTta. JaHHble
6yayT coxpaHeHbl B popmaTe XML

<lanka Ans J0NONHUTENIbHBIX
AQHHbIX>

3A0 "AnapgavH P.A.", 1995—2019T. PykoBoacTBO agMUHUCTPaTOpa My6anyHbIN Ctp.32/54



JaCarta APM YL

7. HaBknagke [CoeguHeHnue ¢ L|P] MOXHO M3MeHWTb HAacTporiku coegmnHenus ¢ LIP (nosie <URL aga-

pec danna .svc Beb-cepsuca LleHTpa Peructpayumm>), Boibpatb gpyroi ceptndumkat (KHomnkKa

<BbibpaTh cepTnduMKaT>) M NpoBepUTL coeamnHeHme ¢ LIP (kHonka <MpoTecTnpoBaTh coeguHe-

Hue c LP>).

Ceofictea: Lentp Perwctpaumm - localhost X

WaBnoHsl sanpoca  Msgadve cepmapmkatos  Mma konTelitepa

MMarkW ANA AEHHBD CosgmHenme c LUP ey T

URL appec gaina svc sefcepenca LleHtpa PervcTpawwm:

hitps:/ Aocalhost/ra/Reguth Legacy Service sve

CepTiuKaT onepaTtopa anA coegaHeHnA o LIP

BriBpate cepmvdmiar...

CyfbeKT: CN=AgmunncTpatop, CN=Users,
DC=serv, DC<ocal

BrigaH: CN=serv-NORTH-CA, DC=serv,
DCHocal

CepuitHeIit HoMED: 30000000029FD5EOBZ9BE7B 781000
000000002

c 02.03.2018 11:53:43 no 01.03.2020
11:53:43

Cpok aeficTBMA:

Wcnonesosanue kniova: AreHT 3anpoca CEpTATRMKaTE

MpoTecmposate coemmHerve ¢ LIP

Omversa

MprMeHUTE

PucyHok 37 — Cgolicmea: LjeHmp Pecucmpayuu. Bkaadka [CoeduHeHue ¢ LJP]

8. TMocne 3a4aHNA BCEX HACTPOEK HaXXaTb KHOMKY <OK> ANA COXpaHeHUA 3a4aHHbIX HACTPOEK.

HaxaTtue Ha KHorKy <[puMeHnTb>, 4TObbI HACTPOMKK BCTynuamn B cuny. OkHo [CBowcTBa: LieHTp
Perucrpauwmu] BygeT 3akpbiTo.
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5. Bbinyck ceptndmKkaTa ¢ npumMmeHeHnem JaCarta APM YU
5.1 BbinycK cepTudUKaTa B aBTOHOMHOM perknMe
Jina cozdarus 3anpoca Ha cepmugukam 8 aBMoOHOMHOM pexcume He mpebyemcs co3oaHue
coeduHeHus c LJP.
Bbinyck cepTuduKaTta B aBTOHOMHOM peXMme peKoMeHayeTcA BbINONHATL B CAeAytoLLei nocneosa-
TeNbHOCTU:
1. Co3aaTb 3anpoc Ha cepTUPMKAT B aBBTOHOMHOM pexume (CM. . 5.1.1).
(} Co3gaHHbIN ¢ nomolybto JaCarta APM YL 3anpoc Ha cepTuduMKaT aBTOMaTUYeCKM COXPaHAeTCs B
L
MaMsTV 31eKTPOHHOTO KJ/Ik04a, NOCPeSCTBOM KOTOPOro OH Bbin co3gaH. Kpome Toro, oH moxeT
6bITb COXPaHEH MO MyTH, YKa3aHHOM B HACTPOMKax NapaMeTpoB coesuHeHus ¢ LileHTpom Pern-
cTpayum (cm. none [Manka gna PKCS #10 3anpocoB] Ha pucyHke 36).
2. lepesaTb co3aaHHbIN 3anpoc Ha cepTudmkaT B LleHTp Pernctpayum KpuntolPO YL ans BbI-
nycka cepTudurKaTa Ha ero ocHose (M. n. 5.1.2).
3. CoxpaHWTb NOJyYeHHbIN cepTUHUKAT B NAMSATU IEKTPOHHOIO KJto4a (CM. M. 5.1.3)
5.1.1 Co3gaHne 3anpoca Ha cepTUdUKaT
Co3zgaHHbIn ¢ nomolybto JaCarta APM YL 3anpoc Ha cepTuduMKaT aBTOMaTUYECKM COXPaHAeTCs B Na-
MSATU 31€KTPOHHOT O KJI0Ya, NOCPeACTBOM KOTOPOro OH 6bi/1 co3gaH. Kpome Toro, oH MoxeT 6biTb
COXpaHeH B
» ina co3paHuna 3anpoca Ha cepTudukar:
1.  OTtkpbiTb KoHconb JaCarta APM YLL.
2. B nesow naHenu okHa [JCM]y obbekTa JaCarta APM YL| Bbi3BaTb KOHTEKCTHOE MEHIO U BbIGPATh
nyHKT <Co3AaTb 3anNpoc Ha cepTUPMKAT (ABTOHOMHO)>.
& JCM - [Kopene konconniJaCarta APM Y1) — O *,
&' ®aiin  fOeficrene  Bug  WsBpannoe Okno  Cnpaeka - 8 X
= =25 H
(13 Koperis korconn H Hran Appec cnyxBel perncTpaumn
& JaCarta APM
Cozpate coegmuenne ¢ LIP 1A B 3TOM ENgE.
Co3aate 3anpoc Ha cepTudmkaT (3BTOHOMHD)
3anucaTte Ha ToKeH cepTudmkaT (BETOHOMHD)
Bug, S
Hoeoe okHo oTCHXAd
QBHOBNTE
3KCI‘IDpTHpDEETb CNWCOK..
CeoicTea
Cnpaeka
£ >
CDiﬂ,EHHE3EI‘IpDCE no LIJEﬁJ'IDH}r W CCPAHEHWE EMD H3 JWCK
PucyHok 38 — KoHconb JCM. Co3zdaHue 3anpoca Ha cepmugpukam
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3. bByaeT oTkpbITO OKHO MacTepa co3gaHuns 3anpoca. Jas nepexoAa K nepeomy wary HeobxoAnmo
HaxaTb <flanee>.

&' Macrep cosaanua PKCS 210 zanpoca O *

Hobpo noxanosate B Mactep
co3nanuA PKCS #10 zanpoca Ge3

?3 noaxknioyeHns K LIP

%

MacTtep npegrasHaseH anA cosaarwa PKCS #10 sanpoca
' Ha cepTMuKaT Ges nogniodeHns K LeHtpy PerucTpawm.
Ona coznaHMA 3anpoca HeotxoQMMo NoaroTOEMTE 08HO
WnK Heckoneko yoTpolicTs JaCarta /e Token MOCT, a Takoke
BEECTW AAHHBIE O NONBS0BATENE.

AnagauH)™

[[] Boneuwe He nokassiEaTe 3Ty CTDERILY

< Hasan | Oanee > I|3EEE'DLLIHTb

PucyHok 39 — Macmep co3daHus PKCS #10 3anpoca

4. BygeT oTkpbiTo okHO [CocTaB paclumperus cepTudumkata "McnonbsosaHue katova'"]. 3agatb 06-
NacTb MCMO/b30BaHMA K/IKO4a MOXHO C MOMOLL b0 YCTaHOBKM COOTBETCTBYOLWMX $paaxkoB. Mo-
C/le yero 419 nepexoja K ciejytoLiemy Wary HaxaTb KHomky </lanee>.

&' Macrep cosaanua PKCS 210 sanpoca O *

Cocrae pacumperma ceptwpukara “Mcnonssosanme kmoya™

JapaiTe cocTae pacwipeHkA "Mononssoeanne Knoua" A

AnagavH

OBnacTe MCNonb30BaHMA:

Lnshposan nognvce
HeoTpexkaemocTs
[] Wwebposarme knwoueit
[ Wnepposanme gamHsmx
[] Cornacosarme kmoueit
[] Noammceisanie cepdukaTos
[] Neammceisanme cricka otssisa (CRL)
[] Tenske wndbposatie
[] Tonsko pacwwaposka

| < Hazan || Hanee = ||3EEE'DLLIHTb|

PucyHok 40 — Macmep cosdaHus PKCS #10 3anpoca. OkHo [Cocmag pacwuupeHus cepmugbukamay.
Mcnonb3osaHue kaoya
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5. bBygaeTt oTkpbiTo okHO [CocTaB paclumpeHus ceptudmkaTa "YaydweHHsin katou"]. 3agatb obnacts
pacLIMpeHus KJ0Ua MOXHO C MOMOLL b YCTaHOBKM COOTBETCTBYOWMX daaxkos. MNMocae yero
ANA NepexoAa K cieAyloleMy Wary HaxaTb KHomnky </lanee>.

& Macrep cosgarmna PKCS #10 sanpoca O >

ZapaliTe cocTas paclwmpera Y nydweHHeR Koy

AnagauH|”

OEnacTe Menonb30BaHUA:

Bxoa co cMapTapToi

[] 3awmwerHan snexTpoHHan nouta

[] Nonezosatens LeHtpa Peructpawm, HTTP, TLS knuexT
MpoBEpKa NOAMMHHOCTA KNWEHTA

[] Nposepra noanuHHocv cepeepa

[] Bpementibit goctyn k Lisnmpy Peructpawn

[] YetaHoska oTMETHW BpEMEHI

[ Neanmeesane koaa

< Hazan Danee = JaBepwnTs

PucyHok 41— Macmep cozdaHus PKCS #10 3anpoca. OkxHo [Cocmas pacuwiupeHus cepmugukamaj. YayyweHHsll K4

6. B okHe [[Mons cepTudmkaTal HEO6XOAMMO BBECTU AaHHbIE, KOTOPbIE BYAYT BK/IHOYEHbI B NOAS
ceptudmkata "CybbekT" (0653aTesIbHbIE NO/IA OTMEYEHbl CUMBOJIOM (*) UM 3HAUYKOM . MNoka
nosie c 06a3aTe/IbHbIM 3aM0J/IHEHVEM He By eT 3an0J/IHEHO, K CeA YO eMY LWary HEBO3MOXHO

byaeT nepeiitn). Mocne 3anosHeHUs HEOBXOAMMBIX MONEN HaXaTb KHOMKY </lanee>.

& Macrep cosparma PKCS #10 sanpoca O >

Mons cepmadgwakara "Cybbext™
YiakuTe CESASHWA ANA 3EN0NHEHWA Nonel cepTugukaTa "CyfberTt
OERrzaTensHeEle ANA S3NONHEHWMA NONA NOMEYEHE! ciMEonom (7]

AnagaunH|™

OBwee umn )

MoppasaeneHue

OpraHuzaun

lopon

OBnact

Ctpana/pervon RU
3neKTpoHHEA NoyTa

D6wee wan ()
KopoTkoe HammeHosaHwe nonA: TN
0ID: 2543

< Hazan ZaEeplMT

PucyHok 42 — Macmep co3daHus PKCS #10 3anpoca. OkHo [[Tons cepmugpukama]
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7 B okHe [PaCLIJMpEHMe cemecI)MKaTa] 3ano/IHnuTe nona HEO6XOAVIMI>IMVI AaHHBbIMU N HAXXMNTE

<fanee>.
&' Macrep cosaanua PKCS 210 zanpoca O *
Pacumperine ceptmpmkara " HononHurensHoe mmA cybbexra™
YHaEwuTe CBEAEHWA ANA SENONHEHWA NONSH PACLUMPEHUA AnaaauH)™
cepgmikata " HononHuTensHos A cyfeekta”. OBasatensHee ana a4
SEN0MHEHWA NOMA NOMEYEHE! CUMBONDM (7}
Pamununa
BusHec-+aTteropua
HazsaHwe nogpasaeneHia
HazeaHue opraHusaLym Ca0
Appec e-mail
Agpec URL http://wwow some-site.nu
MouToBLIA aapec Mockea, yn. OokykiHa
MpnonHuTensHoe onvcanme CMCTEME SALLMILEHHOIA 3MEKTPOHHON NoYTs
Wrma yuacTHrKa
Parmnmn
HaumeHoBaHWe NonA: sumame
0ID: 2544
< Hasan Oanee > JaEepwnTE

PucyHok 43 - Macmep co3daHus PKCS #10 3anpoca. OkHo [PacwupeHue cepmugukamaj

8. B okHe [[aHHble nonb3oBaTens] 6yayT oTobpaxeHbl BCe HACTPOEHHbIe paHee KOMMOHEHTHI. [No-
CJ/1e NPOBEPKM UX KOPPEKTHOCTU HEOBXOAMMO HaxaTb KHOMKY </lanee>.

& Macrep cozaarmna PKCS #10 sanpoca O >
NanHbe nonb3osaTens
M = )
pOEEpETE KOPPEKTHOCTE BEEASHHEI AAHHED AnanauH|™
v KomnoHeHTw nona sanpoca “Cybwexkt” ~
Ofwee wmn 7) PHO
Ctpana/pervon RU
v  Komnowents pacumpetina "AnbrepHameHoe mmna cybbexra”™
HazeaHwe opraHu3awm QAC
Appec URL hitp://www some-site.ru
MouToBEIA Aapec Mockea, yn. OokykuHa
[ononHuTensHoe onvcanme CycTemMa SaWMUEHHo 3NeKTRoRHOA No
v  KomnoweHts pacumperna "Henonbsosanme kmoya™
Lnepposan nogrmce MpucyTcTByeT
HeoTpekaemocTe MpucyTcTEYET
v  KpMNoHEHTH pacuMpesna ~YmydueHHbE Kmoy™ v
< Hazan Hanee = ZaEepwUT

PucyHok 44 - Macmep co3daHus PKCS #10 3anpoca. OkHo [/JaHHble nonb3o8amensi]
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9. B okHe [Bbibop TokeHa] HEODXOAMMO YyKa3aTb 3/1IEKTPOHHbIN KJ/tOY, AJ151 KOTOPOro CO3AaeTcs 3a-
npoc Ha cepTuémkaT. HaxaTb kHonky </lanee>.

&' Macrep cosaanua PKCS 210 zanpoca O *

Besfiop TokeHa

BeiGepuTe ToKEH ANA rEHEPALAW KNIDYEBO0A Napsl M COSAaHUA

PO
FAMNPOCA HA CEpTUDMKAT AnagaunH
Kpunonposaiipep: | |GOST B 34 10-2001 w
TokeHbI: e
ARDS JaCarta
BN
0012584 E
KoHTeiHep: |De?35534»3300~1f&6—b4f5—695€fc4d05d? |
PIN+on; |onnnn. |
< Hasan Hanee = JaEepwnTE

PucyHok 45 - Macmep cosdaHus PKCS #10 3anpoca. OkHo [Bbibop mokeHa]

10. Ec/M 371eKTPOHHBIN K04 He MoACOeMHEH K KOMMbloTepy, To oTobpasunTcs okHo [MacTep co-
3paHne PKCS#10 3anpocal.

3A0 "AnapgavH P.A.", 1995—2019T. PykoBoacTBO agMUHUCTPaTOpa My6anyHbIN

B Macrep cosaanua PKCS #10 zanpoca O >

Besfiop TokeHa
BrifepuTe TOKEH ANA FEHEPELIM KIDYES0M Naps M COSLaHWA
SAMNPOCA HA CEPTARMKET

AnagguH|™

KpunTonposaiasp: =
TokeHe!:

KonTelitep: | 48cedaT6-He2-462c-0533-df59496ad e |

PIN+on; |onnnn. |

< Hazan Oanee > 2aBepwnTe

PucyHok 46 - Macmep co3daHus PKCS #10 3anpoca. OkHo [Bbibop mokeHa].
Kntoy He nodcoeduHeH k komnslomepy

Crp.38/54



JaCarta APM YL,

2.0

11. Ec/M 371eKTPOHHbIN K/HOY NOACOEAMHEH K KOMMbIOTEPY, HO He BbibpaH B okHe [Bbibop TokeHa],

3A0 "AnapgavH P.A.", 1995—2019T.

To B noJie [TokeHbl] bygeT oTobpaxeH 3Ha4oK npegynpexgerus. Heobxoanmo BeibpaTh TOKEH,

nocne yero 6yAeT AOCTYNHa A/ HAaXaTUA KHomnka <Janee>.

@ Mactep cosganma PKCS #10 zanpoca

d >

BwiGop TOKEHa

BrifiepuTe ToKeH ANA FEHEPALMKM KNOYES0A Napbl M COSA3HWA
3anpoca Ha cepTMhMKaT

AnagauH)™

Kpwntonposainnep:

TokeHe!:
ARDS JaCarta D
4C54001832114B41

IS

1)

[BbIEEpMTE TOKEH |

KoHTe#tep: |dfc&‘?21—33af4eb}adﬂc-ﬁ1 H7c1555%8

PIM+og: |u"uu"

< Hazan Darnee >

JaBepwnTs

PucyHok 47— Macmep co3daHus PKCS #10 3anpoca. OkHo [Bbibop mokeHa].

Kntoy nodcoeduHeH k Komnstomepy, HO He 8bI6PAH

12. Ecsav npu HacTpowke cBoncTB LieHTpa Peructpaumm Ha Bknagke [ViMa koHTelHepa] 6bina Bbl-
6paHa onuwma <3anpalmBaeTcs y noab3oBaTens> (CM. no4pobHee 419 aBBTOHOMHOMO pexuma
CTp. 21, aBTOMaTUYECKOro pexuma — cTp. 31), To nose [KoHTerHep] ByaeT nycToe, a psA0oM C HUM
ByaeT 3HavoK npeaynpexaeHus. Nocne BBoga UMeHU KOHTeMHepa KHomMKa </lanee> cTaHeT A0-

CTYMHOW A/19 HaXaTws.

@ Macrep cozganna PECS #10 sanpoca

O X

Besbop Tokena

BrifepuTe TokeH ANA reHEpaLMK KMioyesoi Napkl M COSAaHWA
33NPOCa Ha CEPTUDHKET

AnagguH|™

Kpunmorposaripep: |GOST R 34.10-2001

TokeHb!:
ARDS JaCarta 0
4C54001832114B41

KoHTefHep: 0 ||

PIN+oa:

| TpebyeTcA BBOJ HA3BAHWA KOHTENHERA l_

< Hazan

Oanee >

JsEEpWHTE

PucyHok 48— Macmep co3daHus PKCS #10 3anpoca. OkHo [Bbibop mokeHa]. 3adaHue umeHu koHmeliHepa

3Hauerue PIN-koda no ymonyaHuro: 1234567890. Ecau Ha mokeHe ycmaHosneH dpyaol PIN-kod, mo

C/zeayem BBecmu eco.

PykoBOACTBO agMUHMCTPaTOpa

My6anuHbIA Crp.39/ 54



JaCarta APM YL,

13. ByaeT oTkpbITO OKHO [[eHepaLms 3anpoca Ha cepTudUKaT]. B namMaTn 31eKTPOHHOrO KtoYa

KOHTEI\/’IHep 6YAeT CO34aH aBTOMaTn4eCcku.

1’ MacTep cozganua PKCS #10 3anpoca

O X

lNexnepaumn sanpoca Ha cepTMdwMKaT
[Mpw reHepaLv 3anpoca Ha CepTURMKET ByayT NpoM3BELEHE!
CNegyime AeACTEMA

AnagguH|™

[EHEOSLINT KITONESOrD KOHTEIHENS HE TOKEHE
MNearoToexa panHeo ana PKCS #10 sanpoca
Cosganne PKCS #10 sanpoca

CoxpaHeHwe cEefeHWid 0 3aNpoce Ha TOKeH

CepuitHeIR HoMED ToKEHa: 50684484

CepuitHEIR HOMEP MPHUNOXKEHA: 4C54001253434C50

< Hazan

Oanee =

ZEEepwnTe

PucyHok 49 - Macmep co30aHus PKCS #10 3anpoca. OkHo [[eHepayus 3anpoca Ha cepmugbukam]

14. Mocne CO34aHunA 3anpoca un CI)OpMMpOBaHVIFI KOHTeVIHepa B NaMATU SNEKTPOHHOI 0 KAKo4a, no-

ABUTCA OTYeT 0 paboTe MacTepa co3ganusa PKCS #10 3anpoca.

@ Mactep cozganma PKCS #10 zanpoca

d >

* MoppoBHocT:

Macrtep cospanuma PKCS #10
3anpoca 3asepuun paboty

55_PHOp10

2 [Cepuiinbii Homep Tokena: SDE844A4
CepuitHeii Homep npunoxeHnA; 4C54001258434C50

3anpoc Ha CEpTMERMKAT YCMeWHo COSAaH.
3anpoc coxpaned & gaine: C:h\Users
“AamuHiucTpaTop. NORTHYaCarta CA Manager
WOffline’\Cert Requests\2018_08_17_17-38-

MacTep yenewHo sasepuwmn paboTy.

< Hasan

Hanee =

15. 3aKpbITb OKHO NMporpaMmbl MacTepa co3AaHus 3anpoca C NOMOLLbIO KHOMKM <3aBepLUnTb>.

Mpu Haxcamuu kHonku <Ha3ad> 6ydem ocyujecmsieH nepexod Ha HAYANbHYIO CMPAHUYY C

coxpaHeHuem paHee 88e0eHHbIX OaHHbIX.

3A0 "AnapgavH P.A.", 1995—2019T.

PykoBOACTBO agMUHMCTPaTOpa

PucyHok 50 — OkHo 3asepuieHus Macmepa co3daHus PKCS #10 3anpoca

My6anyHbIN

2.0
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JaCarta APM YL,

» lnAa npoBepku coxpaHeHUs 3anpoca Ha cepTUUKAT B NaMATU EKTPOHHOTO KJtOYa:

1. 3anyctutb MO EagunHbiii KnveHT JaCarta. D1eKTPOHHBbIN KoY 40/1KHbI 6bITb MPU 3TOM NOA KO-
YeH K KOMMbIOTEpPY. 3anpockl Ha cepTUPMKaTbI, 3aNMCaHHbIe B MAMSATH 31EKTPOHHOI O KJI04a,
oTobpaxatoTcs B nose [Kawoum n ceptndurkaTbl], 4OCTYNHOM B peXMME afMUHUCTPaTOpa.

§ Eguneiii Knwent JaCarta — [} X
EanuHbin Knnent JaCarta Ana‘\.q.qun)“

JaCarta

MHpopMmauna o TOKeHe PKI rocrt

Onepaunn ¢ NpUIoKeHnem

JaCarta \_E; Q Memmanusaposare... 3 %l.wm

%CMEHMT!: PIM-koa =, Co3nate 3anpoc Ha
-‘ JnarHocTuka..,

2AMWHWCTPATOPa... CEPTUPUKAT...

KAloum 1 cepTudmKaTsl O
0e785a394-8300-4f96-b4f5-695efc4d05dT 0.3 KBaiT
p OTKPEITEIA KAKY 512 But

B cnucke omofipaxaromca moaeko obiyedocmynHeie 00Lekmebl, Bzectu PIN-kog

Jna npocMompa ecex ofibekmoe WU pedakmupoeaHus codepuMo20
MepEkNOUMTECA B PEXUM Heobxodumo esecmu PIN-kod nofezoeamens.
0Nb30EBaTENA

PucyHok 51— EQuHbili Knuenm JaCarta. Co30aHHbIl 3anpoc Ha cepmugbukam

5.1.2 06paboTKa 3anpoca Ha CepPTUDUKAT B aBTOHOMHOM permnme

» ina o6paboTku 3anpoca Ha cepTudMKaT B aBTOHOMHOM pexume:

1. OTnpaBuTb Pain 3anpoca (KOTOPbLIN HAXOAWUTCA B Nanke, 3aZaHHoOM Ha Bkaagke [[anku aAns
JaHHbIX] B HacTpolikax ceoncTe LleHTpa pernctpauunm) B LieHTp Peructpauumn KpuntolPO YL,
rae AamuHuctpatop ¢ nomouybto N0 APM agmuHuctpaTopa LieHTpa Permnctpauunm BbInOAHUT
psA onepauuii 419 OCyLL,eCTBAEHNS BbiNycka cepTudukaTa.

Jina asmoHomHoz20 pewcuma omnpasaame ¢galin zanpoca moxuHo 8 ntobol Ljenmp Pecucmpayuu.
Ana asmomamuyeckozo pexcuma — moasko 8 Ljenmp Pecucmpayuu KpunmollPO Y.
2. TMocne Bbinycka ceptudukata B LP pann ceptndumkarta byset coxpaHeH Ha HOCUTENb U OTMpaB-

NsieTcs nofb3oBaTento (1Mo oTnpassieH MO 3/1eKTPOHHON NoyTe) ANs 3anmcu cepTudukaTa Ha
3N1eKTPOHHbIN K/OY.

3A0 "AnapgavH P.A.", 1995—2019T. PykoBoacTBO agMUHUCTPaTOpa My6anyHbIN Ctp. 41/54



JaCarta APM YL,

5.1.3 3anucb cepTUPUKATa B NAMATb 3IEKTPOHHOMO K43

> AJ’IH 3anucum cemebMKaTa B NaMsaTb 3/1EKTPOHHOro KJjlo4a:

1. 3anyctuTb KoHconb JaCarta APM YLI.

2.0

2. Bnesow naHenn okHa [JCM]y obbekTa JaCarta APM YL BbI3BaTb KOHTEKCTHOE MEHIO 1 BbIGpaTh
MYHKT <3anucaTtb Ha TOKeH cepTUdUKAT aBTOHOMHO>.

& aiin Oeiictene

Bua  WsbpanHoe Okno  Cnpaeka - 5 X

K ARl RESE 7 B

&M - [KopeHe konconu'JaCarta APM ¥L1] — O X

[Z1 KopeHb koHcoaw

JaCarta A=" """
Cozaate coeguHerne c LIP

Co34aTk 33Npoc Ha cepTdMKaT (BETOHOMHD)

3anucate Ha TOKEH CEpTUdMKAT (3BTOHOMHO)

Ewng

Hoeoe okHo oTCHo 43

OBHosnTe

Jken OpTUPOBATE CAWCOK...

CeoiicTea

Cnpaexa

Wnan Appec cnyxBel perncTpaumm

MEHWA B 3TOM BUAE.

< >

Mownck B nanke CEpTHq)HKETOB W 33N1UCk MX H3 TOKEH

PucyHok 52— KoHcone JCM. 3anucb cepmugukama Ha mokeH

3. BbyaeT oTkpbiTo 0OkHO MacTepa 3anucu ceptudmkaTo 6e3 nogkatoueHus k LLP 3anucn ceptudu-
kaToB. [la19 nepexoa K cieaytolemMy LWary HaxaTb KHOMKy </lanee>.

[# Macrep sanucn ceprudmaron O X

HNobpo noxanoBatk B Mactep 3anucu
cepTUUKaTOB Oe3 NoOAKMIYEHUA K

MacTep npegHasHaYeH ANA SAMMCKH CEpTURMKATA HE TOKEH
* Mo paHes BeINYLWEHOMY Sanpocy Ha cepTudukaT. MacTep
He ucnonbayeT nogeniodeque K LenTtpy Pervctpawm.

[] Bonslue He nokassiEaTs 3Ty CTPEHILY

< Hasap FEEEpWnTE

PucyHok 53 — Macmep 3anucu cepmugbukamos 6e3 nodknroyeHus «k LjP

3A0 "AnapgavH P.A.", 1995—2019T. PykoBoacTBO agMUHUCTPaTOpa My6anyHbIN
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4. HeobxoanMmo BbIAEANTL 3/1EKTPOHHbIN KtoY, BBCTU PIN-KoZ nosib3oBaTe s 3/1eKTPOHHOro
KAtoYa Npu HeobxoauMocTr (No ymondaruio PIN-kog 3agaH) U HaxaTb KHonNKy </lanee>.

[# Macrep 3anucy ceprudmkatoe O *
Besfiop TokeHa
BrifepuTe ToKeH ANA 38MNCKH BEIMYLUEHHOMO CEPTMRUKETE AnaganH)™
TokeHs!: =T
ARDS JaCarta
Bimga
0012584 0

PIN+«op: |(eesessssse

< Hazan JEESpWHTE

PucyHok 54 —Macmepa 3anucu cepmugukamog 6e3 nodkaroyeHus k LjP. OkHo [Bbibop mokeHa]

2.0

3Hayerue PIN-koda no ymonyaHuro: 1234567890. Ecau Ha mokeHe ycmaHosneH dpyzol PIN-kod, mo

cneayem BBecmu eezo.

JelicTBrs Npu oTobpaXkeHNM 3HauKa NpeAynpexAeHuns 0KoJ10 NoAs [ToKeHbl] aHasI0rMyHbI Aen-
CTBUSIM B NMPOLLeAYpPe CO3ZaHns 3anpoca Ha cepTudumkat (cm. cTp. 38).

5. CepTMq)VIKaT 6y,a,eT 3anncaH B NaMATb 3/IEKTPOHHOI O K/1t04a aBTOMAaTUYECKN.

Eﬁ MacTep 3anncn cepTrdmeatos

O >
3anmce cepTMEMKATa HAa TOKEH
MMpK 3ENMCK CEPTUDMKETE Ha TokeH GyayT NPOM3BELEHE! CNEOYIOLNE o
OEWCTEWA M&MHH

mmnmrﬁm

3annch CEPTUQMKETE Ha TOKEH

CepuitHLIR HOMED TOKEHE 50684404
CepuitHeIR HOMED MpMNOXKEHWA: 4C54001253434C50
< Hazan [anee > ZaBepWwnTs

3A0 "AnapgavH P.A.", 1995—2019T.

PucyHok 55— Macmepa 3anucu cepmugukamos 6e3 nodkatoyeHus k LP.
OkHo [3anuck cepmugbukama Ha mokeH]

PyKOBOACTBO agMUHUCTpaTOPa My6anyHbIN
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6. [Mocne 3anucu cepTudmKaTa B NamMsaTb 3NEKTPOHHOI O KtoYa, byAeT oTobpaXkeHO OKHO npo-
rpamMmbl Mactepa ¢ MHpopmaLimen o pesysibTaTe onepauyuu. s 3akpbiTUs OKHa He0bxoAMMO
HaXaTb KHOMKY <3aBepLunTb>.

[ Macrep sanucw ceprudmkatos O *

MacTtep 3anucu ceptudmKkaTos
3aBepiumMn paboTy

g MNoppoGHocT:

. |Cepuitibiit Homep TokeHa: JD6E44A4
CepritHei Homep npunoxequa: 4C54001258434C50

Haigeno ceptudmrarce: 1
3anucaHo Ha TokeH cepTidmkarce: 1

BbinycTiTs HoBLIA CepTMgMKaT. HaxmuTe KHonKy

Oanes.

< Hazan | Oanee > | |3EBE'DLLIHTb|

PucyHok 56 — OkHo 3asepweHus Macmepa 3anucu cepmugpukamos 6e3 nodknrtoyeHus k LjP

Mpu Haxcamuu kHonku <Janee> Macmep sbinycka cepmugbukamos 6ydem 3anyujeH 3aH080 ¢
o4ucmxol paHee 88e0eHHbIX JaHHBIX.

3A0 "AnapgavH P.A.", 1995—2019T. PykoBoacTBO agMUHUCTPaTOpa My6anyHbIN CTp. 44 [ 54
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» lnAa npoBepKku coXxpaHeHUs cepTUPUKAT B NaMATH IeKTPOHHOTO KJloYa:

1. 3anyctutb MO EagunHbiii KnveHT JaCarta. 31eKTPOHHBIN KoY 40/1KHbI 6bITb MPU 3TOM NOA KO-
ueH k komrbtoTepy. CepTuduKaThl, 3anMcaHHble B NaMATU 3/1eKTPOHHOr 0 K/tova, oTobpaxatoTcs
B nose [Kntoun 1 ceptudumkatsl], 4OCTYNHOM B pexxnmMe aMMHUCTPaTOpa.

§ Eguneiii Knwent JaCarta — [} x
EanuHbin Knuent JaCarta Ana‘\n.qun)“

JaCarta

MHpopMmauna o TOKeHe PKI rocr

OnepaunK ¢ NPUACKEHHEM

JaCarta \_E‘i Q [T 3 %Mm
%CMEHMTb PIM-koa |_?‘ Cosnats 3anpoc Ha @
B JMarHOCTUKA..,
BAMUHWCTPATOPE. . 'cepm@mar..
KAloumM 1 cepTuduKaTsl O
0e785a594-3300-4f96-b4f5-695efc4d05d7 0.3 KBaiT

=] | 0e785a394-8300-4f96-b4f5-695efc4d05d7

ﬁ 3AKPHITHI KA0Y

ﬁ OTEPHITHIA KNKY 512 6ur
E DD 0.76 Kéair

HacTpoiikn B cnucke omobpaxaromea moaesko obujedocmynHeie 06LeRMBLL BeecTi PIN-Ko4

Ana npocMompa ecex ofibexmoe wiu pedakmupoeanus codepuMozo

MepeknoUnTECA B PEXM Heobxoduno esecmu PIN-kod noas3osamens.
ONne30EBaTENA

PucyHok 57— EQuHbill Knuenm JaCarta. OmobpaxceHue cepmugukama 8 namamu 31eKmpoHHO20 KAo4a

5.2  Bbinyck cepTMduKaTa B aBTOMATUYECKOM penMe

BHumaHue! [lns co30aHus 3anpoca Ha cepmugukam 8 asmomamuyeckom pexcume mpedyemcs
co30aHue coeduHeHus ¢ L|P.

Mpu pecucmpayuu 3anpoca Ha Hecyujecmayroujezo noib3osamens, oH bydem asmomamuyecku
co3daH, ecau y AdmuHucmpamopa/Onepamopa ecms coomsemcmayroujue npasa.

5.2.1 Co3aaHuve 3anpoca CepTUPUKATa B 3BBTOMATUYECKOM PEHKMME

» Ans cospaHuA 3anpoca Ha cepTuduKaT B aBTOMaTUUYECKOM peXxume:
1.  OTkpbITb KoHconb JaCarta APM YLI.

2. Co3patb coeagmnHeHune c Llentpom Pernctpauum (cMm.n. 4.4.12Co3aaHne coeguHenmns c LieHTpom
Perucrpayun).
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JaCarta APM YL 2.0

3. PackpbiTb 06bekTbl kopHs [JaCarta APM YU ], BbibpaTh 06bekT [Monb3oBaTenu (Bee)]. B nepeyHe
no/ib3oBaTe el BblbpaTh No/b30BaTe s, KOTOPOMY CO34aETCs 3anpocC Ha cepTUPMKAT M BbI3BaTb
KOHTEKCTHOE MeH10. B Hem BbI6paTh MyHKT <Co34aTb 3anpoc Ha cepTUdPuKaT>.

JCM - [KopeHb KoHconw' JaCarta APM YL\LlenTp PerucTpaywd - cpca20finaliNonbsosaTen [Bee]]

& waiin fefictene  Bua  Msfipanmos  Okno Cnpaska |;|i]§]
e A2l ol 7 | =
(L) KopeHs koHconm OpraHrzauma ~ | AeficTeun
B =i Py
= O Uentp Pervcrpaunm - cpea PorawKonera AxTHBEH
3anpock! Ha cepTHHK: OpraHuzaumaTest AKTHBEH  jmsus Bra 4
[ [y Ceprdrratel [Bee] OpratH3auMa AKTUBEH  UMR HoBO® OKHO 0TCHOAA
r 3anpack Ha parncpar 2306.2018 14:36 OpraHusauMA AKTUBEH  BrIpL
. ;':;::::"::';‘:::";EEU 27072018 1458 DA Tapaue Awrusen  guid | | & OBrosuTe
29082018 14:32 Kornarua "Anagam . AktueeH  Aaad Cnpaexa
27062018 11:05  vola@bos.ik HIHKS AxtuseH  Bonc
23072018 1306  bbbbbbbbbbbbbbbbbbbbb.. 6S66665666656666.. Axtueen 6666
23072018 11:15  test2@testru Anagaup PO WMeen..  Aktusen  Kear Co348Tb 38NPOC Ha CEpTHBHKAT
29082018 16:03 ANaAanH=ANa00UH .. AKTUBEH  Afsr—
13122017 17:04 Ananaun PO, AxrugeH  Admi Cnpagka
2307.2018 11:58 Anangue Mccnenos..  Axktusen  [letp
2307.2018 14:43 Ananaur Wccnegos...  Axtueen  [Terp
2308.2018 1811 Company Axtueen  Towe =
o I ol P Ll_l
Co3AaHHE 33NPOCa HA CEPTHBMKAT ANA NONB3OBATENA € MCNONB3OBAHMEN MO ASHHBIX

PucyHok 58 — KoHconb JCM. Co3daHue 3anpoca Ha Hosbil cepmughukam

4. bBygaeT oTkpbIT MacTep co3ganus PKCS #10 3anpoca. [11 nepexoia K HacTporkaM co3aHus
3anpoca HeobXoAMMO HaxaTb KHOMKy </lanee>.

B Macrep cosaanua PKCS #10 zanpoca O >

Nobpo noxanosate B Mactep
co3nanua PKCS #10 zanpoca

MacTep npegHazHaded ana cozganma PEKCS #10
33NPOCa Ha CepPTUAdWKAT, MCNOABZYA NOAKNDYEHNE K
y". LieHTpy Pervcrpagyn, s co3gaHua sanpoca
HeaBXOAMMO MNOATOTOEMTE O4HO WK HECKONBKD
YCTPOMCTE JaCarta/eToken MOCT, a TakKe BEELCTH
JAaHHbEIE O NoONL30EaTENe,

[[] Bonsle He nokassiEaTs 3Ty CTPAHALY

< Hazan 3aBepWwnTE

PucyHok 59 — Macmep co3daHus PKCS #10

5. HacTpoiku co3gaHus 3anpoca Ha cepTUdMKaT, UCNOoNb3ys nogktodeHme k LieHTpy Peructpa-
LIUM aHaNorMUYHbl HACTPOIMKAM CO3/,aHNs 3aMpoca Ha CepTUGUKAT B aBTOHOMHOM pexume. Mo-
ApobHO co3sanua 3anpoca 6e3 nogkaoueHns k LieHTpy Peructpayum npuseseHo B n. 5.1.1.
Heobxosmmo noBTOpUTS Waru 3 — 10.

6. TpoBepuTb, 4TO 3anpoc oTnpasieH B L|P moxHo B KoHconn JaCarta APM YL, BoibpaB obbekT
[3anpockl Ha cepTudUKaT].

5.2.2 3anucb cepTUdUKATA B NaMATb 3/IEKTPOHHOM0 K/to4a B aBTOMATUYECKOM perknume

» Ans 3anucu cepTudmnKata B NaMATb 3IeKTPOHHOTO KJloYa:

1.  OtkpbiTb KoHconb JaCarta APM Y.
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JaCarta APM YL,

2.0
2. PackpbiTb 06bekTbl kKopHs [JaCarta APM YL], BbibpaTb 06bekT [3anpockl Ha cepTudukaT], y Hero
BbI3BaTb KOHTEKCTHOE MeHI0. B MeH10 BbibpaTh NyHKT <[MoayunTb roToBbIN cepTUdmMKaT>.

& JCM - [Kopene konconu\JaCarta APM YL\ ewrp Pernctpauum - cpea2lfinal3anpocs: Ha ceprudmkar [Bee]] - O *
& ®aiin  Jeiictene  Bug WsBpannoe  Owkno  Cnpaeka -8 %
Lo AReal el 7|
@ KopeHe koHconm Wpenmag...  Cratyc sanpoca larta paccmoTtperna WpeHmidmkaTtop nankm lWaBnoH cepmagwmkaTa (01 ™
~ O] JaCarta APM Y| 13507 Jamepiuen 07.082018 1745 Jbeclebd-Deele711-adcf-005056b4750f 126432246038

v G Uenp Perucrpauym - cpca20final 13613 Jaepuen 30.08.2018 11:41 Zheclebd-leel-e711-adcf-D0505604756F  1.2.643.2.250.1.9.714112
> @) 3anpocei wa cepmdukat [Beel || 13520 Jamepuen 30.08.2018 11:49 beclebd-Deele711ade-0050560475f  1.2.643.2.2.50.1.9.714112
> [By Cepruguxarei [Bee] 13631 Jasepuwen 30.08.2018 13:00 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
> [B¥ 3anpocel Ha peructpaumio [Bee] || 13636 Jasepuwen 30.08.2018 13:20 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
> & Nonesosatenn [Bee] 13639 Jasepuwen 30.08.2018 13:24 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
> q} 3anpocel Ha oT3bie [Bee] 13640 Jaseplen 30.08.2018 13:26 2beclebd-Deel-e711-adcf-00505604 750 12643225015 71411%

13641 Jasepuwen 30.08.2018 13:27 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13646 Jasepuwen 30.08.2018 13:46 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13657 Jasepuwen 30.08.2018 14:22 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13662 Jasepuwen 30.08.2018 14:43 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13664 Jasepuwen 30.08.2018 15:21 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13663 Jasepuwen 30.08.2018 15:20 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13665 Jasepuwen 30.08.2018 15:23 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13666 Jasepuwen 30.08.2018 15:25 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13667 Jasepuwen 30.08.2018 1551 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
0 Hoseiit 2becleSd-Desle711-adcf-005056b4750F  1.264322.46.0.8

0 Omnoren 31.08.2018 15:54 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13704 OBpabamisastcs  31.08.2018 15:30 2becle5d-Desle711-adcf-005056b4750F  1.2.643.2.2.46.0.0

13705 Opabatoisastcs  31.08.2018 15:49 2becle5d-Desle711-adcf-005056b4750F  1.2.643.2.2.46.0.0

13712 Jasepuwen 31.08.2018 1717 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
0 Hoseiit 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13715 Jasepuwen 31.08.2018 17:44 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13587 Jasepuwen 29.08.2018 16:48 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13588 Opabatoisastcs  29.08.2018 16:48 2becle5d-Desle711-adcf-005056b4750F  1.2.643.2.2.46.0.0

13604 Jasepuwen 29.08.2018 19:33 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
13605 Jasepuwen 29.08.2018 19:35 2becle5d-Desle711-adcf-005056b4756F  1.2.643.2.2.50.1.9.714112
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PucyHok 60 — KoHcons JaCarta APM Y. Mony4ums 2omosbiti cepmugukam

3. bByaeT otkpbIT MacTep 3anucu ceptudukaToB. s nepexosa K HaCTPoMKam 3anucu ceptuduka-
Ta HeobX0AMMO HaxaTb KHOMKY </lanee>.

3A0 "AnapgavH P.A.", 1995—2019T.

El?g MacTep 2anuck cepTudukatos

O s

JNobpo noxanoBaTtsk B MacTep 3anucu

cepTumuKarTos

MacTep npegHasHaYEH ANA SaNMCK CERTUDMKATE Ha TOKEH
Mo paHes BeIMyLLEHOMY Sanpocy Ha cepTwdgmikat. Mactep
MCNoneEsyeT NognoueHWe K LeHtpy Peructpawm.

[[] Bonblue He NOKESEIBATE 3Ty CTPEHULY

< Hasan JasepwnTs
PucyHok 61— Macmep 3anucu cepmugukamos
PyKOBOACTBO agMUHUCTpaTOPa My6anyHbIN

Crp. 47/ 54




JaCarta APM YL 2.0
4. HacTponku 3anucm cepTudmkaTa Ha TOKEH, UCMO/b3Ys Mo KAoUYeHMe K LleHTpy Peructpaymm
QHaNOrMYHbI HACTPOMKaM 3anncu ceptudmrKaTa B aBTOHOMHOM pexnme. MogpobHo HacTporikm
3anucu ceptTudukata be3 nogkatoderus K LieHTpy Pernctpaumm npreegeHsl B n. 5.1.3. Heobxo-
AWMO MOBTOPUTL Waru 4 — 6.
5.3 O6HoBNeHue cepTUPUKATa 4N1A CyLLeCTBYIOLLEro Nonb3oBaTens
» Ana obHoBNAeHUA cepTuduUKaTa CylWwecTBYOIWeEro nonb3oBaTensa:
1.  OtkpbiTb KoHconb JaCarta APM YL.
2. PackpbiTb 06bekTbl KOpHSA [JaCarta APM YL|], BbibpaTh 06bekT [3anpockl Ha cepTudmkat]. Boi-
3BaTb Y HEro KOHTEKCTHOE MEeHIO M BblbpaTb NyHKT <OBHOBUTL MMEIOWNIACS cepTUPMKAT>.

& JCM - [Kopene konconu\JaCarta APM YL\ ewrp Pernctpauum - cpea2lfinal3anpocs: Ha ceprudmkar [Bee]] - O *
& ®aiin  Jeiicteme  Bug  MsBpannoe Okro  Cnpaeka - 8 X
ol AR4 1z
@ Kopene konconn WaeHme... Cratyc sanpoca  [ata paccmoTpeHuA WaeHmdukatop nanku WaBnoH cepmgukcara (01 ™
v O JaCarts APM VLY _ 13507 Jamepiuen 07082018 1745 ohecOebd-Deele7i1-adcH-00505604750F  1.264322.46.08

v G Uenmp Perucrpauym - cpca20final 13619 Jasepuen 30082018 11:41 hecle5d-DeeleT11-adcf- 00505604750 1.2.643.2.250.19.714112
& 3an 7 —— e 30082018 11:49 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
B Cep - *' le 30082018 13:00 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
¥ 3an Mony4uTs roToBbIA cepTudukat le 30082018 13:20 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
& Mos - , e 30082018 13:24 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
99 2an le 30082018 13:26 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112

Hosoe okHo oTcroaa le 30082018 13:27 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
S le 30082018 13:46 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
le 30082018 14:22 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
Cnpaska le 30082018 14:43 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
- S— 30.08.2018 15:21 becleSd-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
13663 amepuen 30082018 15:20 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
13665 amepuen 30082018 1523 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
13666 amepuen 30082018 1525 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
13667 amepuen 30.08.2018 1551 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
0 Hoseiit hecleSd-leel-e711-adof-D0S05604750F  1.2.643.2.246.0.8
0 Omnoven 31082018 1554 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
13704 Ofpafamemaetcs  31.08.2018 15:30 hecleSd-leel-e711-adof-D0S05604750F  1.2.643.2.2.46.0.0
13705 Ofpafamemaetcs  31.08.2018 1549 hecleSd-leel-e711-adof-D0S05604750F  1.2.643.2.2.46.0.0
13712 amepuen 31082018 1717 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
0 Hoseiit becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
13715 amepuien 31082018 17:44 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
0 Hoseiit becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
0 Hoseiit becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
13587 amepuien 29082018 16:43 becDe5d-leel-e711-adef-D0505604750F  1.2.643.2.250.1.9.714112
13588 Ofpafamemastcs  29.08.2018 16:48 hecleSd-leel-e711-adof-D0S05604750F  1.2.643.2.2.46.0.0
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HEpEEbII‘I)"CK CEFITIM“JMKETE, HaXCAALLEroCA Ha TOKEHE

PucyHok 62 — KoHcons JaCarta APM YLJ. O6Hosume umerowjutics cepmugukam

3A0 "AnapgavH P.A.", 1995—2019T.

PykoBOACTBO agMUHMCTPaTOpa

My6anyHbIN
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JaCarta APM YL,

3. bBygeT oTKpbITO OKHO MacTepa obHoBAeHUSs cepTUdUKaToB. [Ns Nepexosa K HacTpolkam 06-
HOBJIeHUSI cepTUPMKaTa HeobXOAMMO HaxaTb KHOMKY </anee>.

B Macrep obnosnenna ceprudmukaros = lDL)_(]

[obpo noxanosatb B Mactep
obHoBnNeHUs cepTudukaTos

. MacTep npeaHasHaueH AnA CO3A3HWA 33Mpoca Ha
.4 0BHOBNEHWE CEPTUPMKAETA, UCNONB3YA NOAKMIOYEHNE K
2 }’ Lextpy Peructpawm.

™ Bonbiue He nokasbiBaTs 3Ty CTPEHMLLY

< Hazan I Danee > I 3&eﬂ.I.MTbJ'
7

PucyHok 63 — Macmep obHosneHus cepmugukamos

4. B okHe [Bbibop cepTudmkaToB] Heobxoamnmo BbibpaTh cepTUdMKAT, KOTOPLIN CiegyeT 0OOHOBUTL
Ha 371eKTPOHHOM KJltoue. [lns nepexoja K ciegytolemy Wary HaxaTb KHoMKy </Janees>.

B Macrep obnosnenna ceprudmkaros = IDL)_(]
Boibop cepmmemkaTos
BcTasbTe ToKeH U 0TMETLTE CEPTUPMKATBI, KOTOpbie TpebyeTca AnanauH)™
o6HoBuTb. [InA nonyyeHnA NoapobHLIX CBEAEHWI O CEpPTUPMKATE AA

caenaiTe ASOMHOM KWK NO ero HasBaHWIo.

CepMduKaThl Ha TOKEHE:

S JaCarta 0 | CN=MHuumans Pamunus

< Hazan Danee > I 3aaep|mtb/l
7

PucyHok 64 — Macmep o6HosneHus cepmugukamos. OkHo [Bbibop cepmugukamos]
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JaCarta APM YL,

5. BokHe [BBog PIN-koga] BBecTu PIN-kog (ecnm PIN-kog oTanvaetcs ot PIN-koga no ymonua-

HWIO) M HaxaTb KHonky <OK>.

¥ iBesopn PIN-kona

PIN-«oa no yMonuaHuio He NoaxoaMT ANA MOAKMKYEHHOr0 TOKEHa.
Beemite npasunerbit PIN-+«oa, nubo Haxmute "Otvena", ecnm oH
HeussecTeH

X

Cwmsisatens: [ARDS JaCarta 0

PIN«oa: |

| 0K I Omvena

4

PucyHok 65— Macmep obHosneHus cepmugukamos. OkHo [Beod PIN-koda]

2.0

6. B okHe [O6HOBAEHMe cepTdMKATOB] aBTOMATUHECKU MPOUCXOAUT OOHOBEHNE CepTUUKATOB.

Mocne 3aBepleHund npouecca reHepaumm 3anpoca Ha obHoB/IEHNE 6YAET aBTOMaTU4eCKHn Cco-

BEPLUEH NepPEX0Z CNeAyioLemy Lwary.

B Macrep obrHoBnennn ceprndukaros i = [D|5]
O6HoBnEHNEe CEPTUPUKATOB
[Mpu reHepawm 3anpoca Ha oBHOBNEHWe cepTudnKaTa ByayT AnagavH oA

nNpou3BeaeHsl cneayowne AeiCTBUA

lNeHepaumna KMOYEBOro KOHTEHHEPA HA TOKEHE
MoaroToBKa AaHHBIX ANA 38NPoca Ha 06HOBNeHue
CospaHue 3anpoca Ha oBHOBNEHNE CEPTUDMKAETE
PerucTpaws sanpoca s LIP

Coxpatietine ceeaeHWi 0 3anpoce Ha TOKeH

CepuitHblit HOMEp TOKeHa: 0153000715357063

< Hazan Lanee > I 3asepwwrb/l

7

PucyHok 66 — Macmep obHosneHus cepmugpuxamos. OkHo [O6bHosneHue cepmugbukamos]

3A0 "AnapgavH P.A.", 1995—2019T. PykoBoacTBO agMUHUCTPaTOpa

My6anyHbIN

Crp. 50/ 54



JaCarta APM YL 2.0

7. bBypeT oTobpaxeHo okHO 3aBeplueHMs MacTepa 06HoBAEHMS CepTUPUKATOB C pe3yibTaTamm
obHoBneHWA cepTudUKaTa. [115 ero 3aKpbITUS HEODXOAMMO HaXaTb KHOMKY <3aBepLUnTb>.

i

MacTtep obHOBNEeHMA CepTUUKATOB
3aBeplumn paboTy

MNogpoGHocTi:

{ |MacTep ycnewno sasepwmn paboTy.

[

[T OmepeiTe MacTep 3anvcy cepTMdMKaTos. Haxmute
KHOMKY "23EeplMTs .

< Hasag Danes = Eaaepunm/l
7

PucyHok 67 — OkHo 3asepweHus Macmepa cozdaHus PKCS #10 3anpoca
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JaCarta APM YL, 2.0

6. HOHTAKTbI

6.1  Odwuc (obLime BonpocChl)

Agppec: 129226, MockBa, ya. [lokyKWHa, 4. 16, CTp. 1, 7 3Tax, komnanusa "AnaganH P.4."
TenedoHsbl: +7 (495) 223-00-01 (MHOrOKaHabHbIN), +7 (495) 988-46-40

Pakc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (o6uiunit)

Web: https://www.aladdin-rd.ru

BPEMH paGOTbI: eXXeJAHEBHO € 10:00 40 19:00, KPOME BbIXOAHbIX N MPa3gHUYHbIX AHEVI.

6.2 TexnogaepHka

Cnyx6a TexnoAAepXKu NPUHUMAET 3aNpOoCkl TO/IbKO B MMCbMEHHOM BUAE Yepes Be6-CalT:
www.aladdin-rd.ru/support/index.php.
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JaCarta APM YL, 2.0

6.3 [lpeaMeTHbIN yKa3aTenb

A C
AHHOTaUMA, 5 CucteMHble TpeboBaHus, 11, 12
N T
JIMLLEH3NOHHOE CcoralleHmne, 13 Tabavua, 6
o Texnoapepxka, 54
E)
Oduc, 54

dnemeHTbl 0opopmMaeHUs, 5
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JaCarta APM YL,

Pernctpaumna n3MeHeHui

1.4

Bepcus MN3meHeHus
1.4 AkTyanusaumns ¢opmaT1poBaHUA U BEPCTKU B COOTBETCTBUM C KOPMOPATUBHbLIM LWab10HOM
1.3 3ameHa ckpuHWwoToB Ana MO EgmHbin KnnenT JaCarta Bepcunn 2.12;

3ameHa ckpuHwoTos Ana APM YU 2.0;

MN3meHeHUs faHHbIX B M. 1.2 CucTeMHble TpeboBaHus;

WcnpaBaeHune 3ameyaHunii

1.1 3ameHa ckpuHwoToB A5 MO EanHbin KnvenT JaCarta Bepcun 2.11

1.0 Co3gaHune JoKyMeHTa

HOpOTKO 0 KOMMNAaHWK

Komnanus "Anagavn P./1." ocHoBaHa B anpene 1995 roAa 1 sBaseTca
poccuiicknm paspaboTunkom (BeHAOPOM) CPeACTB 3alnTbl HGOpMa-
uuu.

Komnanusa aBnseTcs NPU3HAHHbLIM 3KCNEPTOM N INAEPOM pOCCMﬁCKOrO
pbiHKa CpPeACTB ABYXpaKTOPHOM ayTeHTUdMKaL UM nosb3oBaTenew,
371€KTPOHHOM NOAMMUCH U 3aLUTbI AAHHDIX.

OCHOBHble HanpasaeHus

— ObecneyeHne He3onacHoro 4octyna k MHGOPMaLMOHHBIM pe-
cypcam npeanpuaTus, Beb-nopTanam 1 061auHEIM cepBrcam
(cTporas AByx- 1 TpéxdakTopHas ayTeHTUPMKaLMS).

— DnekTpoHHas nognuce (3 ¢ HemsBaeKaeMbIM 3aKPbITbIM KJtO-
yom, opmupyemas B 3awmiiéHHOM yune), PKI.

— 3al1Ta NepCoHasibHbIX AaHHbIX, aHHbIX Ha AMCKaX KOMMbloTe-
poB, cepBepoB, 6a3 AaHHbIX.

— Bce 0CHOBHbIE NPOAYKTbI UMEIOT HEOBXOAMMbIe CepTUdUKATBI
®CTIK, PCB 1 MuHncTepcTBa 060pOHBI (BKAOUas paboTy ¢ roc-
TalHOM A0 ypoBHs cekpeTHocTn CC).

JlvyeHsun

— KOMMaHua nmeeT Bce Heobxoaumble anuensun QCTIK Poccum,
®CB Poccumn 1 MunmcTepctea 060poHbl Poccun A8 NpoekTupo-
BaHUA, NPOM3BOACTBA v nogaepxkun C3M n CK3W, Bkatouas pabo-
Ty C rOCTaltHOW 1 NPOV3BOACTBO NPOAYKL MM B paMKax rocobopoH-
3aKasa.

— CucTema MeHeXMeHTa KayecTBa NPOAYKLUM B KOMMNAHWUM € 2012
r.coorsetcrayeT ctaHAapTy FOCT ISO 9001-2011 1 UMeeT COOT-
BETCTBylOLNE CepTUPMKATDI.

— Cuctema NpoeKkTUPOBaHUS, pa3paboTku, NPOM3BOACTBA U MOA-
AEPXKN NPOAYKLMM COOTBETCTBYET TpeboBaHMAM POCCUINCKOTO
BOeHHoro cTaHgapta FOCT PB 15.002-2012, HeobxogMmoro Ans
y4acTus B peanvsaLum rocobopoHsakasa.

JinyeHsnm OCTIK Poccum N2 0037 1 N2 0054 0T 18.02.03, N2 3442 OT 10.11.2017
JinyeHsnm OCB Poccnm N2 12632 H oT 20.12.12, N2 30419 0T 16.08.17

pa NnueHsns Munnctepcta o6opoHbl PO N2 1384 oT 22.08.16
Ana,qﬂ ”H Cuctema MeHeXKMeHTa KauecTBa KOMMaHWKM cooTBeTcTByeT TpeboBaHusm ISO/MCO goo1-2011
CepTudukat CMK FOCT P MCO goo1-2011 N2 POCC RU.MNC72.K00082 0T 10.07.15

© 3A0 "Anapgavn P.[.", 1995—2019. Bce npasa 3awiuieHs
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin-rd.ru Web: www.aladdin-rd.ru
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