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1.5

O OoKyMeHTe

Ha3Ha4vyeHne fokymMeHTa

JlokymeHT npegcTaBasieT coboi pykoBOACTBO nosib3oBatenst aa N0 EgnHbin Knnent JaCarta.

Ha Koro opMeHTUpOBaH AaHHbLIN 0OKYMEHT

JlokyMeHT npeAHasHayeH g9 noab3osatenen MO Eannbii KnveHT JaCarta, BfagesibLyeB 31€KTPOHHbIX
kntoyen JaCarta/eToken, Bragetownx PIN-kog0M agMUHUCTPATOPa 3/1eKTPOHHOMO K/tOUa, @ Takxe 411
aAMUHUCTpaTopoB 6e3omacHoCTy.

OpraHmn3auua AoKyMeHTa

JloKyMeHT pa3buT Ha HeCKO/IbKO pa3Aenos:

e B pa3sgene 2 "OcHoOBHble MOHATUA" NpMBeAeHO HasHaveHue MO EguHbin KnnenT JaCarta u nepeyeHb
TEPMMHOB 1 COKPALLEHUIM, NCMOJIb3YEMbIX B JOKYMEHTE;

e B pasgese 3"06wme cBefeHNs 06 31EKTPOHHbIX KOYax" coAepXunTcs MHdopmaLLms o Npuaoxe-
HUSIX, annJieTax 3J1eKTPOHHbIX K/touen, 415 paboTbl ¢ KoTopbiMM NpegHasHaveHo MO EguHbii Kan-
eHT JaCarta, a Tak>e NapamMeTpbl 31€KTPOHHbIX K/HOYEN Npu NOCTaBKE;

e B pasjese 4 "YCTaHOBKa NPOrpamMmbl’ COAEPXMUTCS ONMcaHKne npoueaypbl yctaHoBKM MO EgWHbIN
KnneHnT JaCarta c nomoLbio MacTepa yCTaHOBKW U B pexXrMe KOMaHZAHOM CTPOKY;

e B pa3gese 5 "M3MeHeHWe, UCNpPaBAEHWE, YAaNEHWE MPOrPaMMbl" COAEPXMUTCS ONUCaHUe NpoLeayp
nsmeHeHus, yaanenus MO Egunbiii KnnerT JaCarta c noMoLbio MacTepa yCTaHOBKM U B pexunmMe Ko-
MaH/HOW CTPOKWY;

e B pa3sgene 6 "Hactpoiika paboTbl nporpammbl" nogpobHo onmcaHbl HacTporiku MO EanHbii KaveHT
JaCarta;

e B pasgese 7 "OopmaTMpoBaHMe 3N1EKTPOHHBIX KAtoYen" onmcaHbl OCHOBHbIE NMpuemMbl GopmMaTUpoBa-
HUS Pa3/INYHBIX MOZAENEN 3NEKTPOHHBIX KAtoYew;

e B pa3sgene 8 "Onepauunm c PIN-kogom noab3sosatens n PIN-kogom agmmHmcTpaTopa” npuseseH no-
PAZOK BbINoHeHWst onepauui ¢ PIN-kogom nosb3osatensi v PIN-kog0oM agMUHMCTpaTOpa A1 pas-
JINYHBIX MOAENEN SNEKTPOHHBIX K/HOYeN;

e B pa3jese g, 10 AaHbl yKazaHWsa no paboTe c komnoHeHTamu MO EguHbii KnneHT JaCarta — BupTy-
anbHbIM cumTbiBaTenem JaCarta CCID, ytuanton JaCarta APM YL;

e B pa3sjesie 11 COAEPXMUTCS OMUCaHME NPOLEAYpPbl CUHXPOHMU3aLLMUA NAapOIeN SNEKTPOHHOIO K/toYa 1
yyeTHOW 3anucu gomeHa Windows;

e B pa3gene 12 "MacTep TexnoAAepxKu'" NpUBEAEHO ONMCaHMe akTUBaLLUKM cbopa AMarHOCTUYECKOM
nHdopmMaL MM 06 aBapUNHBIX CUTYaLUAX, CTYYMBLUMXCS Y MOIb30BaTENEN C NOC/IeAyioLLel OTNPaBKON
cobpaHHOM nHdOpMaL MK B CTyXOY TEXHUYECKOM NoaAepXKKM KoMnaHun AnagavH P. .

PeHOMeH,D,aLI,I/IM no NCNoNb30BaHUIKO AOKYMEHTAa

JlOKyMeHT peKOMeHAYyeTCs UCMO0J/Ib30BaThb B KaYeCTBE 03HAKOMUTENbHOro MaTepuaa (nogpobHoro pyko-
BOACTBA MO YCTaHOBKE, HAacTpolke 1 ucnoab3osaHuio MO EauHbit KnneHT JaCarta), a Takxe B kayecTBe
cnpaBoyHuka npu pabote ¢ MO EguHbin KanenT JaCarta.

JloKyMeHT peKoMeHA0BaH Kak 415 N0C/1e0BaTeIbHOrO, Tak U A5 BbIBOPOYHOr0 U3yyeHus.

CornaweHua no obopMIeHUIO

B saHHOM foKyMeHTe AN15 NpeACTaB/IeHUs CCbIIOK, TEPMUHOB U HAMMEHOBAHWM, MPUMEPOB KOZa Npo-
rPamMMm MCMOb3YIOTCS pas/inyHble WpUThl U cpegcTBa odopmaeHns. OCHOBHbIE TUMbl HAYepPTaHUM Tek-
CTa npuBeeHbl B Tabsmue 1.
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Tabauya 1 — SnemeHmsl 0opmneHus

Ctrl+X McnonbayeTcs A5 BblA@NEHUA COYETaHMI KNaBULL
file.eoxe WcnonbayeTcsa Ans BolgeneHns umeH Gpalios, KaTasoros, TEKCTOB NPOrpaMm
BuigeneHve McnonbayeTcs A5 BblAENEHUS OTAE/bHbIX 3HAYMMbIX C/10B 1 Gpa3 B TeKcTe
FMnepccbiika VcnonbayeTcs A5 BblA@NEHUSA BHELIHNX CCbIOK
WcnonbayeTcsa ans BolgeneHns MHGOPMaL KM, Ha KOTOPYIO caeayeT 06paThTb
BaxHo
BHMMaHMWe
‘ Pamka McnonbayeTcs A5 BblAeNeHUs BaxHOW MHGOPMaL MK, BbIBOZ, Pe3toMe
)
Y Ccblnka, NprMeyYaHmue, 3amMeTka
,»’:';\)
\ o CoBeT

3arpyska (aapec anq 3arpysku 0, gokymeHTa)

4
@ Bonpoc
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1.6  ABTOpCKMWE NpaBa, TOBApHbIE 3HAKWN, OrpaHNYeHNA

JlaHHbIV 4OKYMEHT, BK/OYas NoA60p v pacnonoXeHe ANIOCTPaLUIA U Ma-
TEpUanoB B HEM, ABNAETCH 06BEKTOM aBTOPCKMUX NPAB U OXPaHSAETCS B COOT-
BETCTBUM C 3aKOHOAaTeIbcTBOM Poccuiickoit Pegepauun. Obnagatenem uc-
KIOUNTE/IbHBIX aBTOPCKMX U MMYLLeCTBEHHbIX NpaB asaseTcad 3A0 "AnaaanH
P.A.".

Mcnonb3oBaHve 3TUX MaTepuanos obbim cnocobom 6e3 nncbMeHHOro pas-
peLueva npasoo6naAaTenn SBI'IPELIJ,EHO N MOXET NnoB/1e4Yb OTBETCTBEH-
HOCTb, MPeAyCMOTPeHHyt0 3akoHoAaTenbcTBoM PO. Mpu nepeneyaTke u uc-
No/b30BaHUM AaHHbIX MaTepUasoB 6o Ntobow Ux YacTu ccblnkn Ha 3AO
"AnapavH P.J." oba3aTenbHbl.

BragenbLieM 3aperncTpupoBaHHbIX TOBapHbIX 3HaKkoB "AnagaunH", Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "KpunTo B/}", norotunos v npa-
B006/1aZlaTe/IeEM UCK/KOUUTE/bHBIX MPAB Ha UX AW3alH U UCNONb30BaHWe, Na-
TEHTOB Ha COOTBETCTBYOWMeE NpoAYyKTbl aBaseTcs 3A0 "AnagaunH P.A4.".
HasBaHWsA NpoYnX TEXHOIOr MK, NPOAYKTOB, KOMMaHWM, yNOMUHaoWMecs B
AAHHOM AOKYMEHTe, MOI’yT ABNATbCA TOBaprIMVI 3HaKaMn CBOMX 3aKOHHbIX
BAajeNbLeB.

OrpaHquﬂme OTBETCTBEHHOCTU

NHpopmaums, npuesEHHan B JaHHOM JOKYMeHTe, NpegHa3HaueHa UCKo-
UMTENIbHO 4151 03HAKOM/IEHUSA U He SBAsieTCA ncyepnbiBatoLyeit. CocTas npo-
ZYKTOB, KOMMOHEHT, UX GYHKLMW, XapaKTePUCTUKK, BEPCUM, AOCTYMHOCTb 1
np. MoryT 6biTb M3mMeHeHbl 3A0 "AnagauH P.J." 6e3 npeABapUTeNbHOro
yBeAOM/IeHUA.

3A0 "AnasavH P.J." He rapaHTUpyeT HU OTCYTCTBUS OWMBOK B aHHOM 4,0-
KyMeHTe, HY TOro, 4TO onncaHHoe nporpamMmHoe obecneuyerue (MO) He co-
AEepXUT AedekToB, byaeT paboTaTb B MPOM3BO/ILHO BbIGPAHHbIX YCNOBUSX 1
Npv 3TOM YZ,0BNeTBOPATbL BCeM TpeboBaHUAM, KOTOPble MOTYT BbITb K HEMY
npeAbaBaeHbl.

3A0 "AnagavH P.J." He rapaHTUpyeT paboTocnocobHOCTb HesleraabHoO no-
JNly4eHHOro NporpamMMHoro obecnevyeHus. HeneranbHoe ncnonb3oBaHne
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nporpamMMHOro obecrneyeHns 1 JOKYMEHTaL MK Ha Hero NpecaeAyeTcs no 3a-
KOHy.

Bce yka3saHHble ZlaHHble 0 XapaKTepUCTMKax NPOAYKTOB OCHOBaHbI Ha MeX-
AYHAPOZAHBIX UM POCCUMACKMX CTAHAAPTAX U pe3y/ibTaTax TeCTUPOBaHWS, No-
I'Iy‘-IeHHbIX B HE3aBUCUMbIX TECTOBbIX NN CepTMq)VIKaLI,I/IOHHbIX na6opaTo-
pVIﬂX, nbo Ha I'Ipl/IHﬂTbIX B KOMMaHUM MeTOAMKaX. B AAHHOM p,oxymeHTe
3A0 "AnagavH P.J1." He npe0CTaBASET HAKAKUX HU AIBHBIX, HU NOApasyMe-
BaeMbIX rapaHTUN.

3A0 "AnaaauH P.A." HE HECET OTBETCTBEHHOCTM (KAK B CUY 40rO-
BOPA, TPAXAAHCKOIO NPABOHAPYLLEHUA, BKIIOYAA XANAT-
HOCTb, TAK N B /IHOBEOM MHOW GOPME) NEPE/J BAMU NN NHOBOM
TPETbEN CTOPOHOW 3A /IIOBbIE MOTEPU UM YEBITKW (BK/IHOYAS
KOCBEHHbIE, DAKTUYECKWE NN MOBOYHbIE YBbITKW), BK/IHOYASA
BE3 OrPAHUYEHWI JIOBbIE MOTEPW MW YBbITKM MPUBbLINIBHOCTA
BU3HECA, MOTEPIO 4OXOAHOCTUN AN PENYTALMW, YTPAYEHHYIO
NN UCKAXEHHYHO MHOOPMALLAIO NN AOKYMEHTALMIKO BCNEA-
CTBUE NCNOJIb3OBAHNA MPOrPAMMHOIO OBECNEYEHNA NN
JIIOBOrO KOMMOHEHTA OMUCAHHOI O NPOAYKTA, AAXE EC/IN 3A0
"Anaaavn P.4." BbINO MTMCbMEHHO YBEJOMJ/IEHO O BO3MOXHOCTU
NOAOBHbIX YBbITKOB.

FocysapcTBeHHOE peryiMpoBaHme U SKCNOPTHbIN KOHTPO/Ib

OnucbiBaeMblii B JaHHOM A0KYMEHTe NMPOAYKT (MM NPOAYKTbI) MOXET SiB-
NIATLCA AN COAEPXKaTb B cebe cpescTBO KpUNTOrpadbuyeckoi 3aLuTbl UH-
dopmaumm (CK3W), ABnstoweecs npesMeTOM 3KCMOPTHOTrO KOHTPOAS.

Bbl cornalaertech € TeM, YTO NPOAYKT He ByAeT NoCTaBAATLCA, Nepesa-
BaTbCA WM SKCMOPTUPOBATLCS B KaKyto-MB0 CTpaHy, a Takxe UCMo/b30-
BaTbCs Kak1M-1M60 NPOTUBOpPEYaLL M 3aKOHY 06pasom.

Bbl rapaHTupyeTe, uTo byseTe cobN0AaTb HAKNAAbIBAEMbIE HA SKCMOPT U pe-
3KCMOPT NPOAYKTA OrpaHNYeHUA.

CegeHus, NpuBeAEHHbIE B JaHHOM AOKYMEHTE, akTya/lbHbl Ha AaTy ero ny6-
MKaumu.

My6AnuHbIA Ctp.6/90
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1.7  JIMUEH3NOHHOE cornalleHne

MoxanyncTa, BHMMaTe/IbHO NPOYMTANTE JlaHHOE NINLLEH3MOHHOE Corlallie-
HU1e NpexJe, YeM UCMO/Ib30BaTb COAEPXKMMOe AaHHOMO KOMMIeKTa n/uan
npexae, Yem 3arpyxaTb UM yCTaHaBAMBATL NporpaMMHoe obecneyexue.

Bce yka3saHus No MCNOb30BaHMIO NPOrpaMMHoro obecrneyeHuns, npeAocTas-
NfieMble 3aKpbITbIM aKLMOHEPHbIM obwecTBoM "AnaaavH P. 4." (nam nobbim
€ro J04epHNM NpeAnpUATUEM — Kax0e U3 H1X yNoMMHaeMoe Kak "komna-
HMA"), NOAYMHAIOTCS U ByAYT NOAUNHATLCSA YC0BUAM, OFOBOPEHHbIM B aH-
HOM corsialeHun. 3arpyxas AaHHoe nporpaMmHoe obecneyeHue (Kak onpe-
JeNleHo Jasee No TeKCTy) U/UAK yCcTaHaBAMBasA JaHHOe NporpammHoe obec-
neyeHne Ha Baw komnbloTEp M/MAK UCNOAB3YS AaHHOE NporpaMMHoe obec-
neyeHme MHbIM CI'IOC060M, Bbl npmmmaeTe AaHHOe cornalleHne n cornawlae-
Tecb Ccero \/CJ'IOBMHMVI.

Ecnm Bbl He cornacHbl ¢ AaHHbIM COraleHMeM, He 3arpyxanTte n/unm He
yCTaHaB/MBalTe JaHHOe NporpaMMHoe obecneyeHne U He3aMe A IMTeNbHO
(He no3gHee 7 (cemu) AHeN € AaTbl 03HAKOM/IEHUS C HACTOALL UM TEKCTOM)
BepHuTe 3ToT NpoAykT B 3A0 "AnaaaunH P.A.", yaanute saHHOe nporpamm-
Hoe obecrneyeHKe 1 BCe €ro YacTui CO CBOETO KOMMbIOTEPA U He UCMO/b3yiTe
ero HMKoum obpasom.

HacTosiwee anueH3noHHoe cornaweHue (ganee "CornaweHuve") apnserca
ZOrOBOPOM, 3aK/IOUYEHHBIM MeXAY Bamu (dbusnueckum nam opuanyeckum
JINLLOM) — KOHEYHbIM NoJsib3oBaTenem (ganee "Monb3zosatens") — u 3A0
"AnagavH P.[." (nanee "KomnaHuna") oTHOCMTENbHO Nepesayn HeMCKIoun-
Te/IbHOrO NpaBa Ha UCMOJ/Ib30BaHME HACTOALLEro NPOrpaMMHOro obecneye-
HUS, ABNAIOWErocs MHTeNNeKTYyaNbHOW coBCTBEHHOCTbIO KoMnaHuu.

MpaBa 1 co6cTBEHHOCTHL

AAHHOE COMNALLEHWE HE ABNAETCA COMNALLEHMEM O NPOAAXE.
MporpamMmHoe obecneyeHue, BKOYas Bce NepepaboTku, UCNPaBAEHUS, MO-
AnUKALMM, A0MNONHEHNS, OBHOBNEHNS /UM YCOBEPLIEHCTBOBAHMS K HEMY
(Aanee no Bcemy TekCTy 1 Nto6OV ero yacTu onpegensemoe kak Mporpamm-
Hoe obecneyervie un MO), 1 CBA3AHHASA C HUM JOKYMEHTaL s NpegHasHa-
yaetcs HE 1/1I MPOAAXM v sBnsieTcs 1 0CTaéTCA NCKIOUUTENbHON COb-
CTBEHHOCTbIO KoMnaHuu.

Bce npaBa Ha MHTeN1eKTyabHYo COBCTBEHHOCTD (BKloYas, 6e3 orpaHunye-
HWIA, aBTOPCKME NpaBa, KOMMepUeckyto TaliHy, TOBapHbIe 3HAKK, U T.A.), NO4-
TBEPXAEHHbIE UNW BKNIOUYEHHbIE B MPUIOXKEHHbIE/B3aMMOCBSA3aHHbIe/UMeto-
LMe OTHOLWEHME K JaHHOMY PYKOBOZCTBY, AaHHbIE, COAepXalluecs B HEM, a
Takxe Bce npasa Ha 10 aBAsioTCA U ByAyT ABNATLCA COOCTBEHHOCTHIO UC-
KAUYUTENBHO KOMNaHu.

JlaHHoe cornaleHwue He nepeAaét Bam npasa Ha MporpammHoe obecneve-
HVe, a b NPeA0CTaBAAeT OrPaHNYeHHOE NPaBO Ha MCMO/Ib30BaHUe, KOTO-
poe NoANexXnT OTMEHe COracHo ycnoBuaM gaHHoro Cornawenus. Huuto B
AaHHom CornalleHnn He NoATBepxXAaeT oTkas KoMnaHum OT npaB Ha MHTen-
NleKTyasIbHYI0 COBCTBEHHOCTb MO KakoMy Bbl TO HU 6bI10 3aKOHOAaTeNbCTBY.

JlnueHsus

KomnaHus HacToswmum npegoctasaseT Bam, a Bol nosyyaete uHAUBUAYaNb-
HOe, HEeUCK/IUMTE/IbHOE U OT3bIBaEMOE OrpaHMYeHHOE NPaBO Ha UCMOJIb30-
BaHue gaHHoro MO To/1bko B GOpMe UCNOHAEMOr0 KOAa, Kak OMMCaHo B
npunaraemoit k MO TexHUYeCKoN/3KCNNyaTaLOHHOW A0KyMeHTaL UK, 1
TO/IbKO B COOTBETCTBUM C yC10BUAMM gaHHoro CornalleHns:

Bbl MOXeTe ycTaHOBUTL 10 1 1CM0/1b30BaTL €ro Ha KOMMbIOTepPaX, Pacrnoo-
XeHHbIX B npeenax Ballero npeanpuaTus, kak onncaHo B COOTBETCTBYIO-
el TeXHNYeCKON/3KCNNyaTalOHHOW AokyMeHTaLum MO v B HacTosLeM
cornalueHnu.

Bbl MoxeTe A06aBUTL/NpUCOesnHUTL MporpamMmmHoe obecneyeHue K npo-
rpamMmam A1 MOBU/IbHBIX YCTPOMCTB C € AMHCTBEHHOM Lie/blo, ONMCAHHON B
AaHHom CornalweHuu. MPUHMMasn yCN0BKS HACTOsLLLEro corlalleHns, Bel co-
rnawaeTech:

- He UCMO/Ib30BaTb, He MOAM(ULMPOBATL U He Bbl4aBaTb Cy6AMLEH3UM Ha
AaHHoe MporpammHoe obecneyeHune n ntoboe apyroe MO Komnanwy, 3a uc-
K/tOYEHMEM SIBHBIX Pa3peLleHuii B 4aHHoM CornalueHuny;

- He MOAMPULMPOBATL, HE JeMOHTUPOBATb, He eKOMMUAMPOBATb, He pe-
KOHCTPYMPOBATb, HE BUAOU3MEHATb N HE PAaCLIMPATL JaHHOe I'IporpaMMHoe
obecrneyeHune 1 He NbITaTbCH PACKPbITb (MONYUNTL) UCXOAHbBIE KOAbI AAHHOMO
MporpammHoro obecneyenus;

- He NoMeLLaTb JaHHoe MporpamMmMHoe obecrneyeHwe Ha cepsep C BO3MOXHO-
CTbIO ,0CTYNa K HEMY TPETbUX JINLL, Yepe3 OTKPhITYIO CeTb;

- He UCMO/Ib30BaTb Kakue Bbl TO HK BbI10 pe3epBHbIE UM apXUBHbIE KON
AaHHoro MporpammHoro obecneyeHus (MM NO3BOAATL KOMY-IMB0 el é nc-
No/1Ib30BaTb Takue KOnuu) ¢ 060 MHOW Lie/1blo, KpOMe 3aMeHbl €70 Opuri-
Ha/NIbHOTO 3K3eMM/ISPa B C/lyYae ero paspyLueHns Uam Haanuns AedekTos.
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TpeGOBava K UCMNOJ/Ib30BAHUIO

MporpammHoe obecneyeHue 40KHO NCMOIb30BATLCA M 06CAYKMBATLCA
CTpOI’O B COOTBETCTBUM C ONMUCAHUAMU U VIHCprKLl,l/IﬂMl/I KOMI'IaHI/II/I, I'IPVIBE-
AEHHBIMU B @HHOM M APYTWX AOKyMeHTax KoMnaHuu, B TOM umce Ha nop-
Tasie OHNaWH JoKyMeHTaLumn Ans paspaboTtumkos KomnaHum
(http://developer.aladdin-rd.ru/).

Wcnonb3oBaHue NO

Monb3osaTtens Bnpase:

- BocnpounssoanThb MO nyTém 3anmcyK ero B NnamMaThb 31€KTPOHHO-BbIYNC/IN-
Te/IbHbIX MaluH Mob30BaTeNs, OrpaHNYeHHOe MPAaBOM UHCTAIALMM, KOMK-
poBaHus 1 3anycka nporpamm aAns 3BM;

- BcTpamsaThb MO tobbiM cnocobom B NpoAyKTbl v pelueHs Moab3oBaTens;

- pacnpocTpaHsaTb MO NtobbIM CNOCOBOM UCKAIOUYNTENBHO B COCTAaBE NPOAYK-
TOB v pelweHuit Mosib3oBaTens.

Mpu ncnonb3oBaHuK 1 pacnpoctpaHeHum MO Mosb3oBaTeNb 06s13aH pyko-
BO/ACTBOBATLCA 4ENCTBYIOW MM 3aKOHOAAaTeNbCTBOM Poccuiickon Qegepa-
Unn 1 MeXAYHapOAHbIM 3aKOHOA,aTe/IbCTBOM, YYUTbIBAA OrpaHNYeHna n 40-
NO/IHNUTE IbHbIE TPeboBaHMsA, KOTOPble MOTYT BO3HUKaTb B CBSI3M C SKCMOPTOM
W1pPoBasbHbIX (KpUATOrpapuyeckmnx) cpeAcTs C TepputTopum Poccuiickoi
degepaLuv 1 UMMNOPTOM TaKUX CPEACTB B Apyrue CTpaHbl. B yacTHoCTH,
OrpaHNYeHus 1 J0M0JIHUTEIbHble TpeboBaHUA MOTYT BO3HMKATb NPy pac-
npocTtpaHeHun MO Yepes MarasnHbl NPUNOXKEHUI, COAEPXKaLLMUE PA3ANYHbIE
NPUNOXKEHUSA A5 MOBUJIbHBIX YCTPOICTB.

YcnoBusA NCNONb30BaHMUSA, U3/10KEHHbIE B HACTOSAILLEM COrNaLLEHNH, Aeit-
CTBYIOT B OTHOLLEHMM BCero coAepxummoro MO, B YaCTHOCTM B OTHOLIEHUN:

- An3aiiHa (rpadyviku, PacnoNoXeHNs 31eMeHTOB 0GOPMAEHNS U T.N.);
- BCEX MHbIX 3/IEMEHTOB, B TOM YMC/le 306paxeHnil, pOHOrpamMm, TEKCTOB.

I'IonyqaeMble Monb3oBaTeNleM HEUCKIKOUYNUTE/IbHbIE UMyl ecTBeHHbIE NpaBa
He BK/IOYAIOT NpaBa Ha nepezavy TPeTbWM JML,aM Kakux-a1Mbo npas Ha
BCTPavBaHu1e, BOCIPOU3BEAEHIE, PACPOCTPaHEHME U UCMO/Ib30BaHME NPo-
rpamm a5 3BM He B cocTaBe NpoAyKTOB v pelueHuit Mosib3oBaTens.
KomnaHus coxpaHsieT 3a coboii Bce ncklounTeNbHble NpaBa Ha MO 1 Bxoas-
LMe B HErO KOMMOHEHTbI, BK/IOYas MPaBa Ha NPeA0CTaBIeHNE HENCKOUM-
T€/IbHbIX N UCK/TIOYNTE/IbHBIX NPaB TPETbUM JINLLAM.

Monb3oBaTens BNpaBe oCylecTBAATL UcNob3oBaHKe MO B Npeaenax,
npeAyCcMOTPEeHHbIX HacTosW MM CornatleHnem, UCKAOUNTEIbHO Ha TEPPUTO-
pun Poccuiickoit Qegepaun.

O6cnyxuBaHue U NoaAepxKa

KomnaHus He Hec&T 063aTesIbCTB N0 NPesoCTaBAEHMIO MOAAEPXKKHM, 0bcay-
XMBaHWA, MOANPUKALUM MW BbIXOZY HOBbIX penn3os MO.

OrpaHuyeHHan rapaHTus

KomnaHusa rapaHTupyeT, 4To nporpamMmHoe obecneyeHne ¢ MOMeHTa npuob-
peTeHus ero Bamu B TeueHue 12 (4BeHagLaTH) MecsiLieB 6yaeT GyHKLMOHU-
poBaTh B MOAHOM COOTBETCTBUM C €r0 TEXHUYECKOM/3KCMNAyaTaLMoHHOM A40-
KyMeHTaLmew, npu ycnosuu, u4to MO byaeT MCNoab30BaTbCA HA KOMMbIOTep-
HOM annapaTHOM obecrneyeHnm 1 C onepaLMoHHON CUCTEMON, A4St KOTOPOI
OHO 6b1/10 paspaboTaHo.

OTkas oT rapaHTum

KomnaHus He rapaHTupyeT, 4To nporpamMmmHoe obecrnedyeHune byseT cooTeeT-
cTBOBaTb Bawmm xenaHvam u TpeboBaHuaM, UK uTo ero pabota byaeT 6ec-
nepe6oiHon nnm 6esownboyHol. B 06béme, NpesycMOTPEHHOM 3aKOHO/a-
TeNbcTBOM P®, KOMNaHUs OTKPBLITO OTKA3bIBAETCS OT BCEX FrapaHTUA, He Oro-
BOPEHHbIX 34€Cb, OT BCEX UHbIX NOAPa3yMeBaeMbIX rapaHTMﬁ. Hun OA4AVH N3
AWNEPOB, ANCTPUOBLIOTOPOB, NPOAABLLOB, ar€HTOB UM COTPYAHWMKOB KOMMa-
HUM He YNONHOMOYEH NPON3BOAUTE MOANPUKALMM, PACLUMPEHWUS UK A0-
NOJIHEHUSA K AaHHOI‘/‘I rapaHTuu.

Ecau Bel npoussenu kakve-an6o mogudukau v MO nam noboin 13 ero ya-
CTell BO BpeMsi rapaHTuitHoro nepuoga, MO nozsepraocs NoBpexAeHuio,
HEOCTOPOXHOMY UM HenpaBW/bHOMY obpalyeHnto, ecam Bel Hapywmnam nto-
60e 13 ycnosuii HacToswero CornalleHns, To rapaHTUs, yNoMsiHyTas Bbille B
pasgene 5, byseT HeMeA/IeHHO NpeKpaLLeHa.

[apaHTus HegelcTBUTENbHA, ecan MO UCNo/Ib3yeTCs B COYETAHWUM C UHBIM
annapaTtHbIM /UK NPOrpaMMHbIM obecneyeHneM, OTIMYHBIM OT OMMUCAHHBIX
B TEXHWYECKOWM/3KCMTyaTaLMOHHOM A0KYMEHTaL UM, AW UCMOJIb3yeTCs Ha
KOMMbloTEpe C 06bIM YCTaHOBIEHHBIM HENMLLEH3UOHHBIM MPOrPaMMHbIM
obecneyeHnem.
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OrpaHuyeHune Bo3MeLLeHUs

B c/ly4ae HapylleHWs rapaHTVK, OrOBOPEHHO Bbile, KoMMaHWs MOXeT no
COb6CTBEHHOMY YCMOTPEHMUIO:

- 3ameHuTb M0, eciv 310 He NPOTUBOPEYUT BblLLEYNOMAHYTOMY OrpaHuye-
HWUIO rapaHTunu;

- BO3MECTUTb CTOMMOCTb, BbinayeHHyto Bamm 3a MO.

I'apaHTmZHble TpeGOBaHVIH AOJDKHbI 6bITb BbICTAB/IEHbI B MMCbMEHHOM BnaeB
TeyeHue rapaHTUIHOrO NeproAa, HO He No3zHee 7 (Cemu) AHel C MOMeHTa
obHapyxeHus gedekTa, 1 cogepxaTb B cebe NoATBEPXKAEHUS, YA0BETBO-
pstowne Komnanutio. Bcé MO (Bce ak3emnaspsl, MMetownecs y Bac) goaxHo
6bITb BO3BpaLLeHo KoMnaHuy 1 oTnpaB/ieHOo BO3BpaLlatoLLeii CTOPOHOM C
or/Jla4eHHOM CTOMMOCTbIO NePeBO3KM 1, NPY HEOHXOAMMOCTH, CTPAXOBKM.
Sk3emnspbl MO 40/1KHbI 6bITE OTAPaBEHbI C KONUE NAATEXHBIX J,0KYMeH-
TOB U HaK/1IaA4HbIX.

WcknoueHne KoCBEHHbIX y6bITKOB

CTOpOHbI NpU3HaloT, YTo MporpammHoe obecneyeHne He MOXeT BbITb Nos-
HOCTbIO NMLLIEHO oWMBOoK. KoMnaHus He HeCET OTBETCTBEHHOCTM (KaK B CUTY
Z,0roBOPa, rpax/aHCKoro NpaBoHapyLIeHNs, BK/tOYas XanaTHOCTb, Tak 1 B
noboit Hon popme) nepes Bamu nam ntoboii TpeTbeit CTOPOHOIA 3a Ntobble
noTepu nam ybbITkM (BKNIOUAsA KOCBEHHbIE, pakTUyeckune, NobouHble nam no-
TeHLManbHble y6bITKNM), BKAlOYas, 6e3 orpaHnyeHUi, atobble noTepu nam
y6bITKM NPU6LINBHOCTM B13HECa, NOTEPIO 4O0XOAHOCTM MU penyTaLuu, yTpa-
YEHHYIO U/ UCKaXEHHYI0 MHOPMALIMIO UM JOKYMEHTALLMIO BCIEACTBUE
KaKoro-nmbo Mcnosib30BaHMs AaHHOrO NPOrpaMMHoro obecneyeHuns nunm
060N KOMMOHEHTbI AQHHOr0 NO, Aaxe eC/M KOMNaHNA MMCbMEHHO YBEA0M-
JleHa 0 BO3MOXHOCTM MOJ06HbIX y6bITKOB.

OI'PaHVI‘-IeHVIe OTBETCTBEHHOCTU

B cnyuae ecan, HECMOTPA Ha YCI0BUA AAHHOMO COMaLIEHNS, KOMNaHWA Npw-
3HaHa OTBETCTBEHHO 3a Y6bITKM Ha OCHOBaHUM KakuX-1bo gedpeKkTos nam
HeCOOTBETCTBUA NPOrpaMMHOro obecneyeHns Balwmm oxunaaHnam, nosHas
OTBETCTBEHHOCTb 3@ KaX /bl 3k3eMnAAp AedekTHOro NnporpammHoro obec-
neyeHus He byZeT NpeBbIWaTb CyMMbI, BbiNadeHHo Bamu 3A0 "AnaaavH
P.A." 33310 NO.

MpexkpalieHne AencTBUA cOrnalleHus

B cnyyae HeBbinoHeHUs Bamu ycnosuit ganHoro CornalleHns aeincreme Ba-
wen nnueHsnn n Hactoswero Cornawenuns bygeT npekpalleHo.

Mocne npekpatyeHnsa AeNCTBUA AaHHOTO JINLLEH3MOHHOTO COrNaLleHus:
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- nLeH3mns, npeAocTaBsieHHas Bam gaHHbiM CornalleHvem, npekpalyaeT
CBOE gelicTBue, 1 Bbl nocne eé npekpall,eHns He CMOXeTe NPOA0/IXaTb
AanbHelilee NCNONb30BaHWe gaHHoro MNporpammHoro obecneyenus u apy-
FUX JINLLEH3UOHHBIX MPOoAYKTOB;

- Bbl He3aMeAnTeNbHO BepHETe B KomnaHuio Bce sk3emnaspsl M0 n Bce ko-
n1M TaKoBOro u/uan cotpétefyaanute nobyto MHGopmaLmio, cogepsally-
t0Cs B 3/1€KTPOHHOM Buje.

I'IpumeHumoe 3aKOHO4aTeNbCTBO

[lanHoe CornatueHune 40KHO BbiTb CTOIKOBAHO U OMPeAeeHo B COOTBET-
CTBWM C 3aKOHOAaTeIbCTBOM Poccuitckoit Gegepaumm (3a nckatoveHnem
KOH}/IMKTa MPUMEHEHWS MPABOBbIX HOPM), U TO/ILKO POCCUIICKWIA Cya ynon-
HOMOYEH OCyLLLeCTBAATbL NPaBOCyAue B 06bIX KOHMAMKTAX M Cropax, BbiTe-
Kawwmx 13 gaHHoro CornalueHns. HeBO3MOXHOCTb A5t /1060 13 CTOPOH
BOCMOJ1b30BaTbCSA /I06LIM U3 MPaB, NPeJ0CTaBAeHHbIX el Mo gaHHomy Corna-
LIEHWIO, UM MPUHSATH MePbl MPOTUB APYroW CTOPOHbI B C/1y4Yae Nto6oro Hapy-
LeHWs cBOUX 06513aTe/1beTe Mo COrNaleHMIo He A0/IKHO PaccMaTpUBaTLCS
Kak 0TKa3 3TOW CTOPOHbI OT MOCAEAYIOLLEr0 NOHYXAEHUS K MPU3HaHUIO
CBOWX MPaB UM COBEPLUEHWIO NOCIEAYIOWMUX AENCTBUI B Cy4Yae fanbHen-
LIMX HapYLIeHWN.

[ocyAapcTBEHHOE perynpoBaHmne U SKCMOPTHbIN KOHTPO/b

Bl cornawaeTeck ¢ Tem, uto MO He 6yaeT Bamu nocTaBAsaThCA, Nepeja-
BaTbCA MM 3KCMOPTUPOBATLCA B KaKylo-11Mb0 CTPaHy, a Takxe 1CNo/b30-
BaTbCs KakUM-/IMB0 NPOTUBOPEYaL MM 3aKOHY U YC/0BUSM HaCTOAILLErO CO-
rnawenuns obpasom. MO aBAseTCA NpeAMETOM JOMNOHUTENLHOMO SKCMOPT-
HOrO KOHTPO/IS, OTHOCALLerocs k Bam uam Baweit lopucankuun. Bel rapaHTy-
pyeTe, uTo byaeTe cobaoAaTb HakNa/blBaeMble OrpaHMUYEHUs Ha SKCMOPT 1
peakcnopt MO.

PasHoe

Hacrosuiee Cornawenne npescraBaseT coboi NoaHoOe coraalleHne, oTHO-
csleecs K AaHHOM MLLeH3MK, U MOXET 6biTb U3MEHEHO TO/IbKO NOCpeA-
CTBOM NWCbMEHHOrO COrNaLIeHWs, NoANUcaHHoro obenmm ctopoHamu. Ecam
BbIMO/IHEHWNE Kakoro-mbo ycnosus HacToswero CornalleHus npeacTtaBas-
€TCsi HEBO3MOXHbIM, Takoe ycnosue 6yAeT CKOppeKTUPOBAHO TO/IbKO B Mpe-
Aenax, obecneurBaloL X BO3MOXHOCTb BbIMOJHEHUS JaHHOIO YCI0BUS.

ANPOYNUTAN N MOHAN HACTOALEE TMLIEEH3VMOHHOE COTTALLEHWE
W COrNACEH BbINONHATL BCE EFO YC/I0OBUA. 4 MPUHUMALIO AAHHOE
JIMUEH3NOHHOE COTNNALLEHWE LEJIMKOM. EC/IN A HE MPUHUMALO
3TO IMLUEH3NOHHOE COIrNALLEHWE NN XOTA Bbl O4WNH U3 ETO
MYHKTOB, TO AHHOE IMLLEH3VMIOHHOE COTJIALLEHWE HE BCTYNAET
B CMNY, N A OBA3YHOCb HE YCTAHAB/IMBATL U HE NCMOJ/Ib3OBATb
AAHHOE NMPOrPAMMHOE OBECIMNEYEHME.
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2.

2.1

2.2

OCHOBHBbIe NOHATMA

Ha3Ha4veHune

EanHbin KnnenT JaCarta npegctaBasieT cobon nporpammHoe obecneyeHune, obecneymsatouiee paboTy ¢
31eKTpoHHbIMU Katodamu JaCarta/eToken B onepauMoHHbIX cnucTemax cemerctea Microsoft Windows. C no-
moubto EanHoro KnneHta JaCarta MOXHO MCNOAb30BaTb 3/1eKTPOHHbIe katoym JaCarta A1t MUHTEPaKTUBHOIO
BXO/,a B CUCTEMY, 3/1eKTPOHHOM LinppoBsor nognuck, goctyna k VPN.

TepMuHbI 1 onpegeneHna

P|N-KOA AaAMUHUCTPATOpPa — CceKpeTHada NoC/1e40BaTe/IbHOCTb, U3BECTHAA TO/IbKO aAMUHUCTPATOPY, KOTO-
pyto HEOGXOAMMO npeabvaBUTb 404 aYTEHTMCIDMKaU,I/IVI AAMUHNCTPATOPA B NPUSTOXKEHUN S/IEKTPOHHOIO
K/1to4a.

PIN-koa nognucm — cekpeTHaa noc/ie40BaTeNIbHOCTb, M3BECTHAA TOJ/IbKO NOJ/1Ib30BAaTE/IHO, KOTOPYIO Heobxo-
AVMO NpeabABUTb A4/14 BbINONHEHWA onepauynn 3/'IEKTp0HHOl‘;1 noanuncu.

PIN-koa nonb3oBatens — CeKpeTHada nocaneA0BaTe/IbHOCTb, M3BECTHAsA TOJ/IbKO NO/1Ib30BaTE/1t0, KOTOPYIO
HEOGXOAVIMO npeavasuTb 414 BYTEHTVIq)VIKaLI.VIVI no/ib30BaTe 1 B NPUIOXKEHUN SN1E€KTPOHHOTI O K/tO4a.

PUK-koa — nocnesoBaTeibHOCTb CUMBOJIOB, N03BoJIAlOLan pa3baokmpoaTth PIN-kog nonb3oBaTtens nociae
ero 6710kMpoBKMU.

Annnet — nporpammMmHoe obecneyeHue, peasmsytoliee GyHKLUOHATbHOCTb NMPUIOXEHUS 3/1EKTPOHHOMO
K/toYa.

anUlO)KEHVIe — nNporpamMmMHoe O6ECHE‘-{EHVIE, YCTaHOBJIEHHOE B NaMATU 3/1IEKTPOHHOI O K/1Ko4a.

CuéTumnk BBoAa HenpasuabHoro PIN-koga — nogcuctema, 610kmpytowas yCTpoMCTBO B C1yyae BBOZA He-
npasuabHoro PIN-koga onpegenéHHoe KONNM4ecTBo pas NoAPsAA,.

dopmaTupoBaHue — npoLesypa yCTaHOBKa OCHOBHbIX NapamMeTpoB paboTbl 3/IEKTPOHHOMO KJ1tOYa, BbIMOHS-
emas aZiMMHUCTPaTOPOM.

DNeKTPOHHBIN KAIOY — annapaTHOe YCTPOMCTBO, NpeHa3HaYeHHOe A5 ayTeHTMMKAL MK, WNdPOBaHNS,
paboTbl C 3/1eKTPOHHOMN NOAMNUCHIO, 6E30MaCHOro XPaHEHNS JaHHbIX.
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3.

3.1

ObLne cBegeHMA 06 3NEKTPOHHbBIX K/IKo4ax

rlpl/ll'IOH'(EHVIFI, annneTbl n MoaeNn 3N1eKTPOHHbIX Ko4ven

(DYHKLI,VIOHa}'IbHOCTb MOAEeNN 3N1EKTPOHHOTI O K/1to4a onpeAaenaeTcs NpuioXeHnamMmn, yCtaHOB/1I€HHbIMU B ee
namMmAaTK.

B namsTV 31€KTPOHHOr O KJ/Ito4a MOXET bbITb YCTaHOB/IEHO OAHO UM HECKO/IbKO MPU/IOXKEHUIN. YCTPOMCTBa, B
KOTOPbIX yCTaHOBJ/IEHO H0J/1ee 04HOrO NPUIOXEHNSA HA3bIBAIOTC KOMOMHWPOBaHHBIMU. Hanpumep, B 3/1eK-
TpoHHOM Kktoye JaCarta-2 TOCT yctaHoBneHo npunoxeHune TOCT, B anekTpoHHOM kitove JaCarta PKl ycTa-
HoBAeHo npuaoxenue PKI, B koMmbuHmupoBaHHon Mmogenu JaCarta-2 PKI/FTOCT ycTaHOBAEHbI NPUIOXEHUS
PKInTOCT.

MpumeyaHue. HaumeHosaHue npunoiceHUs He 8ce20a co0epiUMcs 8 HA38aHUU MOJenu 3NeKMPOHHO20 Kt0Ya.
Hanpumep, 8 modenu knroyell JaCarta PKI ycmaHosneHo npunoxceHue PKI, Ho 8 modenau JaCarta LT ycmaHosneHo
npunoxceHue STORAGE. HazsaHue modenu u npunomeHus 31eKmpoHHo20 kao4a omobpaxcaemcs 8 uHmepgelice
EduHozo Knuenma JaCarta 8 pexcume nosnb308amens.

MpunoxeHue onpeAensieT HEKOTOPbIN HAOOP PYHKLMOHABHOCTU 31EKTPOHHOTO K/H04a, XapaKTepHbIV A5
peLleHnsi onpegeneHHOro psaaa 3agad. Tak, npuaoxeHue PKI obecneunBaeT nogaepxky 3anagHbliX Kpun-
TOA/NrOPUTMOB W MO3BOJIAET pellaTh LWWMPOKMI CNeKTpP 3a4ay ayTeHTUdMKaLmn, WndpposaHms 1 paboThbl ¢
3/1eKTPOHHOM MOAMUCbIO B KOPNOpaTUBHOM MH$pacTpykType. MNMpunoxeHne FOCT obecneunsaeT NoAAEPXKKY
POCCUMCKNX KPUNTOANTOPUTMOB AJIS peLleHUs 3a4a4 ayTeHTUPUKaL MK, WNPpoBaHMs 1 paboTbl C 31eKTPOH-
HOW MOANUCBIO B CUCTeMax, TpebytoLwmx ncnoibsoBaHus aaroputmos FOCT.

OAHO N TO Xe NPUN0XKEHNE MOXET MMETb Pa3/inyHble peannsayunn. KOHerTHaﬂ peannsayunsa npuaoxeHuna
Ha3blBaeTcs annsieTtom. B HacTofAWEeM AOKYMeHTe Npu onncaHnm KOHerTHOl‘/'I onepauunn Haj 3N1€KTPOHHbIM
KNHOYOM YTOYHAETCA HE TO/IbKO NPUJIOXKEHUNE, HO U annaeT, peanm3y|ou.|,m‘/'1 CI)yHKLI,VIOHaJ'IbHOCTb AaHHOro npu-
NNOXXEeHUA.

Mpumep. B modensix anekmpoHHsix kntoyel JaCarta PKI u JaCarta PRO ycmarosneHo npunoxceHue PKI, Ho 8 modenu
JaCarta PKI daHHoe npunoxceHue peanusosarHo annnemom Laser, a 8 modenu JaCarta PRO —annnemom PRO. HazsaHue
annsema KoHKpemHo20 npuaoxceHuUA omobpaxcaemcs 8 uHmepgelice EduHozo Knuenma JaCarta 8 peucume
admuHucmpamopa.

CooTBeTCTBME NPUNOXKEHUN, aNMAeTOB U MOAENeN NeKTPOHHbIX K/toyel, paboTa ¢ KOTOpbIMU MOAAEPXKMNBaA-
eTCs B ONepaLMOoHHbIX cMCTeMax ceMelcTBa Linux npuBeseHo B TabauLe Huxe.

Tabauya 2 — [Napamempel 31ekmMpOHHBIX Katodell npu nocmaske

MpunoxeHune n annnet Moaenu 3n1eKTpOHHbIX Katouein
MpunoxeHwne PKI, peasnnsosaHHoe annne- JaCarta PKI
Tom Laser JaCarta PKI/Flash

JaCarta PKI/FOCT/Flash
JaCarta PKI/BIO

JaCarta PKI/BIO/TOCT
JaCarta PKI/TOCT;
JaCarta-2 PKI/TOCT
JaCarta-2 SE/PKI/[TOCT
JaCarta-2 PKI/BIO/TOCT
JaCarta-2 SF
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I'Ipvmox(eHMe nannner

Mogenu 3/1IEKTPOHHbIX Kao4uen

MpunoxeHne PKI, peannsosaHHoe anne-
Tom PRO

eToken Anywhere
eToken PRO (Java)
eToken NG-FLASH (Java)
eToken NG-OTP (Java)
JaCarta PRO

JaCarta PRO/TOCT

JaCarta PKI. O6bpaTHas cOBMECTMMOCTb C NPOAYKTaMU KOM-
naHuu Aladdin

JaCarta PKI/FOCT. ObpaTHas COBMECTUMOCTb C NPOAYKTaMM
komnaHmm Aladdin;

JaCarta-2 PRO/TOCT

MpunoxeHne TOCT, peannsosaHHoe an-
nnetom KpunToTokeH

eToken FOCT
JaCarta F'OCT
JaCarta PKI/TOCT
JaCarta PRO/TOCT

JaCarta PKI/FOCT. ObpaTHas COBMeCTUMOCTb C MPOAYKTaMM
komnaHum Aladdin

JaCarta TOCT/Flash
JaCarta PKI/TOCT/Flash
JaCarta PKI/BIO/TOCT

Mpunoxenne FOCT, peannsosaHHoe an-
nnetom KpuntotokeH 2 3[1

JaCarta-2NOCT
JaCarta-2 PKI/TOCT
JaCarta-2 PRO/TOCT
JaCarta-2 PKI/BIO/TOCT
JaCarta-2 SE/PKI/[TOCT
JaCarta SF/TOCT

Mpunoxenne STORAGE, peannsosaHHoe
annnetom Datastore

JaCarta LT
JaCarta WebPass
JaCarta U2F

MpunoxeHne OTP, peannsoBaHHoe annae-
Tom AladdinOTP

JaCarta WebPass
JaCarta U2F/WebPass
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3.2

Mpu nocTaBKe 3/1eKTPOHHbIE K/OUYM UMeIoT NapaMeTpbl, MprBejeHHble B Tabauue 2.

MapaMeTpbl 3NeKTPOHHbBIX KMloYei Npy NOCTaBKe

Tabauya 3 - Mapamempsi 31eKMPOHHbIX KAtoYel npu nocmaske

MpunoxxeHue n annaet

MapameTp, onepauus

PIN-kog nosnb3oBaTens N0 yMOAYaHMIO
PUK-kog anst pa3bnokunposanus

PIN-kog agMuHMCTpaTOpa MO YMOAYaHMIO

®opmaTupoBaHue 6e3 HasHaveHusi PIN-koga
nonb3oBaTens (a4MUHUCTPATOP MOXET Ha3Ha-
unTb PIN-KOZ nosnb3oBaTens nocae popmaTmpo-
BaHUA)

®opmaTtnpoBaHue 6e3 HasHayveHus PIN-koaa aj-
MUHUCTpaTopa

Mpu pa3zbnokuposaHum PIN-koga nosnb3oBaTens
cbpacbiBaeTCs CYETUMK BBOAA HEMPABUJ/IBHOMO
PIN-Kkoga nosb3oBaTens, Mpy 3TOM ...

PasbnokuposaHue PIN-koga nonb3oBaTens B
yAanéHHOM pexume

MN3meHeHne PIN-koza nosb3oBaTens agMuHm-
cTpaTopom 6e3 popmaTupoBaHus

Mpwunoxxenune PKI
annnaet PRO

1234567890
He NpesyCcMOTpeH
1234567890

BO3MOXXHO

BO3MOXXHO

... PIN-koa nosb3o-
BaTe s 334aeTcA 3a-
HOBO

BO3MOXHO

BO3MOXHO

Mpwunoxxenune PKI
annaert Laser

11111111
He NpegycMoTpeH
00000000

BO3MOXXHO

BO3MOXXHO

... PIN-koa nosb3o-
BaTe s 334aeTcA 3a-
HOBO

HEBO3MOXXHO

BO3MOXHO

Mpunoxxenne rOCT
annnet KpyntoTokeH

He yCcTaHoBJIeH
He npeAycMoTpeH
1234567890

BO3MOXHO

HEBO3MOXHO

... PIN-kog nosnb3oBa-
TeNs ocTaeTcs npex-
HUM

HEBO3MOXHO

HEBO3MOXHO

Mpunoxxenne NOCT
annaet KpuntoTokeH
23N

1234567890

He NpesycMoTpeH

HEBO3MOXHO

HEBO3MOXHO

... PIN-koa nosb3oBa-
TeNf OCTaeTCs npex-
HUM

BO3MOXXHO

HEBO3MOXHO

MpunoxeHune
STORAGE
annaet DataStore

1234567890
He npejyCcMoTpeH
He YCTaHOBJIEH

HEBO3MOXXHO

HEBO3MOXXHO

PIN-kog nonb3oBa-
TeNs ocTaeTcs npex-
HUM

HEBO3MOXXHO

HEBO3MOXXHO

Mpunoxxexnne OTP
annnet AladdinOTP

He yCTaHOB/IeH
He NpejycMOTpeH
He NpejyCcMOTpeH

BO3MOXXHO

onepauus He npegy-
CMOTpeHa

onepauus He npegy-
CMOTpeHa

HEBO3MOXHO

HEBO3MOXHO

* 3HaueHune PUK-koga yKasaHO 415 31eKTPOHHbIX K/lo4el, NOCTaBAAoWMXCA OTPopMaTUpoBaHHbIMU. MickntoueHnem seastoTcs mogens JaCarta-2 SE/PKI/FOCT, koTopasi cogepxuT npunoxenune FOCT c annne-
Tom KputoTokeH 2 3l — oHa noctasastoTtca ¢ PUK-kog0m no ymonuanuio 1234567890

3A0 "AnagauH P.A.", 1995 - 2019r.

PykoBoacTBO agMuHucTpaTopa aas Windows

cTp.12/90



EavHbin Kavent JaCarta

3.3  Onepaumm c 3NeKTPOHHBIMU KNKYaMm

AOCTyrIHbIe onepaunn C SN1eKTPOHHbIMU K/1loHaMK, C yKa3aHMEM HY>XKHOIo pexmnma pa6OTbI n HEO6XOAVIMOCTI/I aYTEHTMd)VIKaLI,VIVI ANA coBeplleHnsa onepaunn npmBeaeHbl

B Tabauue 3

Tabauya 4 — NepedeHs onepayull ¢ 3A€KMPOHHLIMU KAYAMU

MNpunoxeHune n annaet Mpunoxerune PKI

Onepauus B Egwinnin
Kauenr JaCarta

®opmaTupoBaHme 3/1eKTPOH-

HOro K/o4a

YcTaHoBka (cmeHa) PIN-koaa
no/sib3oBaTenNs aMUHUCTPATO-

pom

CwmeHa cBoero PIN-koaa nosb-

30BaTesieM

CwmeHa cBoero PIN-koga agmum-

HUCTPaTOPOM

YcTaHoBka (cmeHa) PIN-koaa

noAnncKM No/ib3oBaTe/ieM

Pas6nokunpoaHue PIN-koga
nosib3oBaTe e B MPUCYTCTBUN

AAMUHUCTPATOpa

YpaneHHoe pasbnokuposaHue

PIN-kopa nonb3oBatens

Onepauum c obbekTamu B na-

MATU SNEKTPOHHbIX K/toyen

MpocMOTp KpaTKUX CBeAEHUN O
NnoACoeMHEHHOM 371eKTPOH-

HOM KJ1to4e

MpPOCMOTP MOJIHBIX CBEZEHUI O
NoACOeANHEHHOM DN1EKTPOH-

HOM KJ/llo4e

Co3paHue 3anpoca Ha cepTudu-

KaT
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Mpwunoxxenune PKI
annaert Laser

PIN-koa He TpebyeTca Tpebyetcsi PIN-kog agmu-

Tpebyetcs PIN-kog aa-
MUHUCTpaTopa

Tpebyetcs PIN-kog agmu-

TpebyeTcsi PIN-kog,
nosb3oBaTens

TpebyeTcsi PIN-koa nosb-

Tpebyetcs PIN-kog aa-
MUHUCTpaTopa

Tpebyetcs PIN-kog agmu-

TpebyeTtcs PIN-kog aa-
MUHUCTpaTopa

Tpebyetcs PIN-kog agmu-

PIN-kog He TpebyeTcs

TpebyeTtcs PIN-kog,
nosb3oBaTens

Tpebyetcsi PIN-koa nosb-

PIN-kog He Tpebyetcs PIN-koa He TpebyeTcs

PIN-Kkog He TpebyeTcs

PIN-kog He TpebyeTcst

TpebyeTtcs PIN-kog,
nosb3oBaTens

Tpebyetcsi PIN-kog nosb-

Mpunoxenne rOCT
annaet KpyntoTokeH

TpebyeTtcs PIN-kog agmu-
HUCTpaTopa

He gocTynHo

TpebyeTtcsi PIN-kog nosb-
3oBaTess

TpebyeTtcs PIN-kog agmu-
HUCTpaTopa

He gocTynHo

TpebyeTtcs PIN-kog agmu-
HUCTpaTopa

He gocTynHo
TpebyeTtcs PIN-kog nosb-

30BaTend

PIN-koa He TpebyeTcs

PIN-koga He TpebyeTtcs

TpebyeTtcs PIN-kog nosb-
3o0BaTess

PykoBoacTBO agMuHucTpaTopa aas Windows

MpunoxxenHne rOCT

MpunoxeHune

annnet KpuntotokeH 2 31 STORAGE

TpebyeTtcs PIN-kog nosb-
30BaTens

He gocTynHo

TpebyeTtcs PIN-kog nosb-
3oBaTens

He gocTynHo

TpebyeTtcs PIN-kog nosb-
3o0BaTens

Tpebyetcsa PUK-koz
PIN-koa He TpebyeTcs
TpebyeTtcs PIN-kog nosb-

30BaTend

PIN-koa He TpebyeTtcs

PIN-koga He TpebyeTcs

TpebyeTtcs PIN-kog nosb-
3o0BaTess

cTp.13/90

annnet Datastore

Tpebyetcsi PIN-kog agmu-
HUCTpaTopa

He gocTynHo

TpebyeTcsi PIN-kog nosb-
3oBaTeNst

Tpebyetcs PIN-kog agmu-
HUCTpaTopa

He gocTynHo

He gocTtynHo

He gocTtynHo

TpebyeTcsi PIN-kog nosb-
3oBaTeNst

PIN-koa He TpebyeTcs

PIN-koa He TpebyeTcs

He gocTynHo

MNpunoxenue OTP
annset AladdinOTP

DYHKLMOHaNBHOCTb OTCYT-
cTByeT

@yHKLMOHaNBHOCTb OTCYT-
cTByeT

TpebyeTcsi PIN-kog nosb-
3oBaTeNst

@yHKLMOHaNBHOCTb OTCYT-
cTByeT

DYHKLMOHaNBHOCTb OTCYT-
cTByeT

@yHKLMOHaNbHOCTb OTCYT-
cTByeT

DYHKLMOHaNBHOCTb OTCYT-
cTByeT

DYHKLMOHaNBHOCTb OTCYT-
cTByeT

PIN-koa He TpebyeTcs

PIN-koa He TpebyeTcsi

@yHKLMOHaNbHOCTb OTCYT-
cTBYEeT
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4., YCTaHOBKa Nporpammbl

4.1  CucteMHble TpeboBaHWA

CuctemHble TpeboBaHMS K KOMMbIOTEPY, HAa KOTOPOM ycTaHassMBaeTcs EanHbin KavenT JaCarta npu-
BeZeHbl B Tabavue 4.

Tabauya 5 — CucmemHele mpebosaHua

TpeboBaHue CopepxaHue

Microsoft Windows Server 2008 SP2 (32/64-6uT): Standard, Enterprise, Datacenter
Microsoft Windows 7 SP1 (32/64-6u1T): Professional, Enterprise, Ultimate

Microsoft Windows Server 2008 R2 SP1: Standard, Enterprise, Datacenter
MoaAepxvBaemble onepa- Microsoft Windows 8.1 (32/64-6uT): Core, Pro, Enterprise

LMOHHbIE CNCTEMbI Microsoft Windows 10 (32/64-6vT): Home, Professional, Enterprise

Microsoft Windows Server 2012: Foundation, Essentials, Standard, Datacenter
Microsoft Windows Server 2012 R2: Foundation, Essentials, Standard, Datacenter

Microsoft Windows Server 2016

SNeKTpoHHbIe katoun eToken:

e eToken PRO (Java)

e eToken NG-FLASH (Java)

e eToken NG-OTP (Java)

e eTokenOCT
SneKkTpoHHble kKatoum JaCarta:

e JaCarta PKI

e JaCarta PRO

e JaCartalOCT

e JaCartalT
e JaCarta FOCT/Flash
MoAAepxyBaembie Mo- e JaCarta PKI/Flash
J€NV SNEeKTPOHHbIX KO-
el e  JaCarta PRO/TOCT
e  JaCarta PKI/TOCT
e JaCarta PKI/[TOCT/Flash
e JaCarta SF/TOCT
e JaCarta-2IOCT
e  JaCarta-2 PKI/TOCT
e  JaCarta-2 SE/PKI/TOCT
e JaCarta-2SF
e JaCarta-2 PRO/TOCT
e JaCarta WebPass
e JaCarta U2F/WebPass
e JaCarta U2F
Jna USB-TokeHoB ncnosb3yetcst USB-nopt.
[ns cMapT-KapT He06X0AMMO HaNMUME NOAKIOYEHHOMO CYMTLIBATENA CMapT-KapT. s
3/1eKTPOHHBIX K/touen B dopMm-dakTope microSD MOXHO UCM0/1b30BaThb Cedytollee
AnnapaTHble cpescTBa o6opyAoBaHMe:

e  pas3béMm microSD;

e  pa3bém SD yepes nepexogHuk microSD-to-SD;
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TpeboBaHue CopepxaHue

wee obopyaoBaHue:

e  USB-nopT yepes nepexogHuk microSD-to-USB.

Jlns 31eKTPOHHbIX Katouen B popM-dakTope microUSB MOXHO Mcno/ib30BaTb Clegyto-

e USB-nopt uepes nepexoaHunk microUSB-to-USB.

Ans Type-C TokeHos ncnonbsyetca USB Type-C nopt

Pa3speleHwne skpaHa PekomeHayeTcs He HMXKe 1024x768

4.2  OnucaHne NakeToB YCTaHOBKU

Anctpubytuns EguHoro KnnenTa JaCarta BkatoyaeT nakeTbl yCTaHOBKM, NpUBeAEHHbIE B Tabsmue 5.

Tabauya 6 — [MepeveHb nakemos ycmaHosku ducmpubymusa EduHbil KnueHm JaCarta

bdain

OnucaHune

JaCartaUnifiedClient_2.12.2.2260_win-x64_ru-Ru.msi

MakeT ycTaHOBKYM AN151 64-X pa3psAAHbIX ONepaLMOHHbIX
cuctem Microsoft Windows

JaCartaUnifiedClient_2.12.2.2260_win-x86_ru-Ru.msi

MakeT yCTaHOBKVI ana 32-X pa3pHAHbIX OI'IepaLI,VIOHHbIX
cuctem Microsoft Windows

4.3 06a3atenbHble Mepbl NPegoCTOPOHKHOCTA

npunomceHud.

4.3.1 OcobeHHOCTW paboTbl ¢ JaCarta microSD

EduHbili KnueHm JaCarta yxce codepucum modyns JC-Client, nosmomy He pekomeHdyemcs
ycmaHasausams JC-Client Ha komnsromep ¢ ycmaHosaeHHbiM Edurbim KnueHmom JaCarta.
OmdenbHas dononHumensHas ycmaHoska JC-Client moxcem Hapywums Hacmpoliku EQuHozo
Knuenma JaCarta u 8bi38ame owubku npu Nocaedyoujux ycmaHosKax U yoaneHusx smux

Mpwu paborTe ¢ JaCarta microSD Ha naaHweTax, ocHalweHHbIx OC Microsoft Windows 8.x, MoryT Bos-
HUKHYTb NpobsieMbl NpuY Nepexoge B SHeprocbeperatowmnn pexmum n obpaTHo. PekomeHgyeTcs uc-
nosnb3osaTb JaCarta microUSB-TokeH BMecTo JaCarta microSD Ha nnaHweTax ¢ OC Microsoft

Windows 8.x 1 BblLLe.

4.3.2 0cobeHHOCTWN YCT3HOBKM 1N paboTbl COBMECTHO ¢ JMS

e  EauHbii KnneHT JaCarta 2.12 coBmecTum ¢ JMS 3.4+

o  EauHbin KnnenT JaCarta 2.11 coBmectum ¢ JMS 3.1.

e  EauHbin KnnenT JaCarta 2.9 coBmectum ¢ JMS 2.2 1 2.3.

e  EauHbii KnveHnT JaCarta 2.8 pekomeHayeTcs MCNob30BaTh € 6os1ee paHHUMU Bepcuamu JMS.

e EauHbi KnvenT JaCarta 2.7 He pekoMeHyeTcs UCMoJib30BaTb COBMECTHO ¢ JMS.

4.3.3 0cobeHHOCTN NCNONb30BaHMA 3M1EKTPOHHBIX Ktoven eToken CryptoPro n JaCarta CryptoPro

[ns ncnosb3oBaHUs 31eKTPOHHbBIX Katover eToken CryptoPro n JaCarta CryptoPro Heobxogumo,
4TO6bI Ha KOMMNbOTEPE ObINI0 YCTAaHOBIEHO NPOrpaMMHoe obecneyeHns g4 paboTel ¢ CK3U KpunTo-

Mpo ®KH CSP.
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4.4  YCTaHOBKA NpOrpaMMbl C MOMOLLIbIO MacTepa YCTaHOBKM

4 Ansa yctanosku EanHoro Kamnenta JaCarta c nomowblo mactepa yCTaHOBKM:

1. BoWauTe B cMCTeMy NoOZ y4eTHOM 3aMmCbio C MpaBaMu aAMUHUCTPATOPa U 3anycTuTe nakeT ycTa-
HoBkM EgnHoro KanenTa JaCarta (MmeHa nakeTos ycTaHoBkM EgnHoro KnnexTa JaCarta npvse-
ZeHbl B M. 4.2 "OnucaHue nakeToB ycTaHoBkK"). BygeT oTobpaxkeHo CTapTOBOE OKHO YCTaHOBKM

nporpamMmsi:

ﬁ Eannrena Knwent JaCarta

Bac NpHBETCTBYET NPOrpaMMa yCTaHOBKH
Equublit Knuwent JaCarta

Mporpamma Equdent KnwenT JaCarta Dyoer yoTaHoEneHa Ha
KoMNboTeR, [n8 NPoAOTREHWA HEHMUTE KHoNKY «flanees,

MPEAYNPEXAEHME: JarHaa nporpaMMa SaMWEeHS SaKoHaMA
00 aBTOPCHMX NPEBAX M MEXUI YHAPOAHEIMA COrNALLEHUAMM,

< Haszan | Hanee > k | OTHeHa

PucyHok 1 - OkHo npugemcmaus macmepa ycmarosku EQuHbit KnueHm JaCarta

2.  Haxmute kHonky "/lanee". BygeT oTobpaxeHo okHO ¢ "/lnLeH3noHHoe cornawerue". O3Ha-
KOMbTEeCb C TEKCTOM JINL,eH3MOHHOMO COrNalleHus.

2.1. Ecau Bbl He cornacHsl ¢ ycnoBusMu JINLEH3MOHHOMO coraalueHus, Bbibepute nyHKT "A He NpUHUMato
ycnoBus JINLeH3NoHHOro cornaleHma™ n Haxmmute kHonky "OTmeHa". YcrtaHoska EgmHoro KnnenTa
JaCarta 6yseT npekpalyeHa.

2.2. Ecam Bbl cornacHbl € ycnoBusamMm JINLEH3MOHHOMO coralleHus], Boibepute NyHKT "A npuHMMato ycao-
BuS J/INL,@H3MOHHOro cornaweHns”.

ﬁ Epunbiid Knwent JaCarta

Bamso: ~

HoxamyrcTa, EHMMAaTENEHO OpoYMTANTE HaHHOE
MMILEH3WMOHHOE CODJIAaNIEHWE, MNpEemAe YeM OTKPHTE NaKeT C
OpOTp a4 obecnedeHMeEM /1w MCOONABS0EATE ero
comcpmyMOe M/MIM Opemnos, YeM 3Iarpy®aTh MM YCTaHAaENMMEBATh
nporparEos obecnedeHME .

Bce YHEa3aHWA oo MCOONE30EaHWD HacTOoAmEDC
nporparmMEono ofecneuseHEMA (Brmmuas, Ges OrpaHEMYE 51T
BMBIMOTERM, VTWIMTH, Gainw »[ng cradYMeasEva c Web-caira, v
R Tas Y R - S, R

I (®) A NPUHUMEHD YCTIOBMA MMUEH3MOHHOT O COrMELIEHMS I

o A HE MPUHUMEHD YCNOBMA MMLEH3MOHHOMD COrNaLleHHA

< Hasaa [lanee = OTmeHa
:g‘ 0

PucyHok 2 - OkHo "/luyeH3uoHHoe coznaweHue" macmepa ycmaHosku EuHbill Knuenm JaCarta
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EavHbin KavenT JaCarta

3. Haxmute kHonky "/Jlanee". ByAeT oTKpbITO OKHO "Bug yctaHoBKM" (CM. pUCYHOK 3). Bbibepute
BWJ, YCTaHOBKM NPOrpamMMbl 1 NpU HEOBXOAMMOCTU U3MEHUTE NyTb ee YCTaHOBKM:

— BblbepuTe 3HaueHue "CTaHgapTHasA" (MO YMOYaHUIO) A5 YCTAHOBKM CTaHAapTHOro Habopa
KomnoHeHToB: "EguHbin KnneHT JaCarta", "YnpaBneHue TokeHom", "Mogaepxka bromet-
puun", "YctaHoska Athena CSP B kauecTBe KpunTonpoBaiepa no ymoadyaHuo". B ciyyae
BblIOOpa CTaHAAPTHOW YCTAHOBKM NepenuTe K BbINMOJHEHMIO LIara 5 4aHHOM npoueaypb.

— BblbepuTe 3HauYeHwme "BoibopoyHas” Aas Bbibopa 13 ykazaHHOro Habopa KOMMOHEHTOB.

@ Mpumeuanune. KomnoHeHT "EguHbin KnneHT JaCarta" sBnsieTcs 0693aTeNbHbIM U yCTaHaB-
/IMBaeTCs BCerga, He3aBnCMMO OT BbIOPAHHOMO TUMA YCTAaHOBKM.

—  NpW HeobX0AMMOCTN U3MEHUTE YKa3aHHbIM MO YMONYAHWMIO NyTb YCTAHOBKM NPOrpPaMMbl.
[ns 3Toro HaxmMuTe KHonky "M3MeHuTb..." 1 B oTKpbIBLIeMcs okHe [MpoBogHuka Windows
BbIbEpUTE HY>XXHYIO Nanky.

ﬁ Eguubiia Knwent JaCarta

BeiBepuTe BUA YCTEHOBKK,

() CcranpapThan

BYAeT yCTaHoENeH CTaHAAPTHEIA Ha00p KOMNOHEHT NPOrpaMMel.,
(TpebyeTca Donblue MECTA Ha AWCKE. )

(®) Bmibopounan

Bribop HeobxoAMMEIX KOMMOHEHT 0B NPOrpaMMeBl. PaccduTaHa Ha
OMBITHEIX NONE30BaTENEH,

YcTaHosKa EAWHEN KnuerT JaCarta B:

C:\Program Files\JaCarta Unified Client), WMZMEHWTE. ..

< Hazaa | Oanee = k| OTHeHE

i

PucyHok 3 - OkHo "Bud ycma+osku" macmepa ycmaHosku Edurbil Knuenm JaCarta

4. Haxwmute kHonky "Janee". B ciiyyae BbIGOpOYHOM YCTaHOBKM Oy eT 0TO6paXkeHO OKHO A /15 Bbl-
6opa 13 cnegytowero Habopa KOMMOHEHT:

= JaCarta SecurLogon;

= JaCarta WebPass Tool;

= JaCarta APMYL;

"  YnpaB/ieHune TOKeHOM;

= Togaepxka buomeTpuy;

= YcraHoBka Athena CSP B kayecTBe KpunTOnpoBalrgepa No YMOAYaHWIO;

= /lpaviBepbl:
— Noaaepxka JaCarta Virtual Reader;
— Noaaepxka paboTbl ycTapeswux Mmogenen JaCarta B npoayktax VMware;
— Moaaepxka JaCarta PKI c obpaTHOM COBMECTUMOCTbIO;
— TMopaepxka JaCarta Secure MicroSD;
— Moaaepxka eToken PRO 32K/64K (USB eToken Driver).

@ n pumeydyaHue. OnuncaHne KOMMOHEHTOB npvmBeAeHO B MPUIOXKEHUN A.
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ﬁ Epunbiid Knwent JaCarta

LU EAKHUTE 3HAY0K B CIMCKE HWHKE, yTobkl M3MEHWUTL cnocof YCTEHOBKM KOMNOHEHTE.

ONMcaH1e KoMNoHEHTa

BazoBkIi Habop KOMNOHEHTOE
ana paboTsl NporpamMMe!.

EAMHBIA KnueHT JaC ~
JaCarta SecurLogon

JaCarta WebPass Tool

JaCarta APM YL

YNpasneHue TOKEHOM

Moonepska BHoMETDMM

YeTaHoeka Athena CSP B KaYecTBe Kpil

Lpaiisep! [lnA AHHOro KOMNoHeHTa

- ¥ - | Nopaepwka JaCarta Virtual Read TpebyeTon 61MA Ha WeCTKoM
- ¥ = | Nonpepsxka paboTel ycTapesLwm ancke.

- ¥ - | Nopnepwka JaCarta PKI ¢ ofpaTt o

e o e Ve e R

£ >

Cnpaexka < Hasaa | Oanee = | OTMeHa

v
3

PucyHok 4 - OkHo "BblbopoyHas ycmaHoska" macmepa ycmaHogku EQuHeil KnueHm JaCarta

[ns yctaHoBku TpebyemMoro KOMMNoHeHTa B OkHe "BblbopoyHas ycTaHOBKa" B CTPOKe C Ha3Ba-
HNEM HY>XHOIO KOMMOHEHTa HaXXMUTe Ha 3Ha4YoK EI 1 B BbiNadakolwem cnncke BblﬁepMTe Heobxo-
AVMYIO ONUUIO YCTaHOBKUA:

JaHHbIN KOMNOHEHT BYAET YCTaHOBIEH Ha IOKANbHDIIA XKECTKMI ANCK.
=38 [aHHbIi KOMNOHEHT W BCE NOAKOMMOHEHTbI ByAYT YCTaHOBNEHbI Ha NOKaNbHbIN KECTKWIA ANCK.

X

JlaHHbIi KOMNOHEHT BYAET HEAOCTYNEH.

PucyHok 5 — Onyuu ycmaHosku KoMnoHeHma

Mpu HaxaTum Ha kHonky "Cnpaska" byaeT oTKpbITo okHO "CoBeTbI NO BbIGOPOUHOM yCTaHOBKe",
cogepxallee nogpobHoe onncaHme CoCTOAHUIA YCTaHOBKU KOMMOHEHTOB:

PucyHok 6 - OkHo "Cosemel no 8bibopo4Hol ycmaHoske" macmepa ycmarosku EQuHbil KnueHm JaCarta

ﬁ Eavnbiit Knuent JaCarta

iv 3HA4Y0K PRAOM C HA3BaHWEM KOMMOHEHTa NOKA3bIBAET COCTORAHUE YCTaHOBKM
KOMMOHEHTa. LLIeNnKHUTE 3TOT 3Ha4oK, 4106k PacKpbiTb MEHIO COCTORHUSA
YCTGHOBKM ANA KSKA0ro KOMNOHEHTa.

JlaHHOE COCTORHME YCTAHOBKM 03HE4YaeT, YTO KOMMOHEHT ...
=~ GYIIET NONHOCTBIO YCTaHOBNEH Ha NOKanbHbIM XXECTKWIA ANCK.

ByAET conepXaTh NOAKOMNOHEHTLI HA NOKANBHOM KECTKOM AMCKE.
X v| e byaer ycrarosnen.

[1= I 6yne'r YCTaHOBNEH NPWU NEPBOM MCNONb30BaHA.

@_ -| ByneT ycraHoBneH Ans 3anycka no ceTu.

CS—
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5.

6.

3A0 "AnaganH P.A.", 1995 — 2019r.

HaxmuTe "Jlanee" B okHe "BbibopoyHas ycTaHoBka". BygeT oTobpaxeHo okHo "YcTaHoBKa npo-

rpammel":

ﬂ Eannrena Knwent JaCarta

HanMUTE KHOMKY “¥CTaHoBMTE ", YTofbl HEYaTE YCTaHOBKY EAMHEIA KueHT
JaCarta Ha KoMOBOTER,

< Hasan " VCI'E!HOEMTI:* | OTMeHa
N\

PucyHok 7 - OkHo "YcmaHoska npoepammsbl” macmepa ycmarosku EduHeilt KnueHm JaCarta

HaxxmuTte kHonky "YcTaHoBUTL". ByeT BbINONHATLCS YCTaHOBKA BbIGpaHHbIX KOMNOHEHTOB Egu-
Horo KnnenTa JaCarta. Xog yctaHoBkM oTobpaxaeTcs B okHe " YcTaHoBka EgnHbIn KameHnT JaC-
arta" B BMAe nHagunkaTopa:

ﬂ Eannei Knnent JaCarta - X

HoaWTECE OKOHYaHWA yCTaHoEKkKM EamnHsni Knnent JaCarta, 3To mokeT
38HATE HECKONEKO MUHYT.

CocToAHuE:

PucyHok 8 - [poyecc ycmaHosku EQuHbit Knuenm JaCarta

PykoBoacTBO agmuHucTpaTtopa ans Windows
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7. TMocne 3aBeplueHUs yCTaHOBKM 0TOBPasUTCS cieaytollee OKHO € MHbOpMaLMeit 0 3aBepLLIeHNM
YCTaHOBKM:

ﬁ Eannrena Knwent JaCarta

MporpaMMa yCTaHOBKH 3aBeplieHa

MporpaMMa EQMHei KnueHT JaCarta yoNewWwHo YCTaHOENEHE.,
[nA KoppeKTHOM paboTe BCEX KOMNOHEHTOB PEKDMEHA YETCA
NepesarpysuTh KOMNBOTED.

< Hasan | loToBo kl OTMeHa

A%

PucyHok g - OkHo 3asepweHus ycmaHosku EduHbiti KnueHm JaCarta

8. HaxwmuTe kHOMKY "MoTOBO". MNepe3arpysnTe KoMnblOTEp, €M byaeT 0To6paXKeHO COOTBETCTBY-
olee npeaynpexzaeHue:

ﬁ CeefeHNA o Nporpamme yeraHoekn Eguneni Knnent Ja...

Al [1na Toro yTobbl M3meHeHA EquHei KnuedT JaCarta
ECTYTMIN B CATY, HEOBXOAMMO NEPEZArPYEMTE
KOMMBKOTEp, HapkmuTe «flax, yTobbl coenaTs 3To
celid4ac, WM «HeTs, 4Tobbl BEINGNHUTE NEPE3arpysky
No3#e BPYHHYIO.

[ Her
L3

PucyHok 10 - OkHo "CsedeHus o npoepamme ycmarosku EQuHbild KnueHm JaCarta”

9. bByaert BbinoAHEeHa nepesarpyska KOMMbIOTEPa, Noce 3aBeplieHns EanHbi KaveHT JaCarta ro-
ToB K pabore.

4.5 0cobeHHOCTM ycTaHoBKM EanHbIN KnneHT JaCarta Ha OC Microsoft Windows XP ¢
yCTaHOBNEHHbIM aHTuBMpycom Dr.Web

Ecnum ycranoska Egunbivi KnneHT JaCarta nponcxoamnT Ha komnbtoTepe ¢ OC Microsoft Windows XP u
C yCTaHOB/IeHHbIM aHTUBMpPYcom Dr.Web, To nepeg ycraHoBkol EanHbin KnveHnT JaCarta Heobxo-
JVMO BbINOJHUTb CAeAYIOLMe JeNcTBUS:
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1. 3anycTutb SpiDer Agent, Haxas 3Hauok &

2. Pasbnokuposats SplDer Agent. /111 BHECEHWSA U3MEHEHWUI HaXaTb KHOMKY

3. HaxaTb noasuBLwytocs kHonky "HacTpowiku" -

3A0 "AnaganH P.A.", 1995 — 2019r.

Dr.Web ana Windows
Mai Dr.Wehb
NuueHsuA OcTanock 29 AH
MHCTRYMEHTE

KOMNOHEHTHI 3aLThl

) 3arpyska hainnos 8%

CkaHep

~ B EIE R

dh @

Ha naHenu 3aja4 B 06,1acTW yBe4OMIEHWIA.

PucyHok 11 — AHmusupyc Dr.Web. Pazbaokuposka 3nemeHmos ynpasneHus

# :

Dr.Web ana Windows

Mo Driweb

NuueHsuA OcTanock 29 A4

MHCTRYMEHTEI

KOMNOHEHTLI 3aLMUThI

OBHOBNEHWE He TpefyeTcA

CkaHep

dh (8 @

PucyHok 12 — AHmusupyc Dr.Web. SnemeHm ynpasneHus "Hacmpolku"

PykoBoacTBO agmuHucTpaTtopa ans Windows
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EavHbin KavenT JaCarta 2.12

4. BokHe "HacTpowikun" BbibpaTh onuumto "KOMNOHeHTbI 3aWwmThI":

(GHactpodkn =Y
HacTponku Maponk
3alMWaTE Naponem HacTpoiki Driweh
CCHOBHBIE OTKN. = |
POgUTENLCKWA KOHTEOME ‘ VSMEHITE TaRams |
VICKAD4EHMA
[RHRE e YnpasneHue HacTpoiiKkamu

Bbl MOKETE COXPaHMTE HACTPOMKM NPOAYKTA HA KECTKMIA AMCK B BUAE (haina,
MMMNOPTMPOBATE WX M3 (haNa MNKM BOCCTAHOBMTE HACTPOMKM N0 YMOMYaHMID.

VBMEHUTE v

PucyHok 13 — AHmusupyc Dr.Web. Ok+o "Hacmpotku"

5. B okHe "KomnoHeHTbl 3awumTel" BoIbpaTh onuyuto "MpeBeHTMBHANA 3alMTa" M YCTAaHOBUTL 4151
obbekToB napameTp "Pa3spewaTs":

@ KoMMoHeHTh! YpoBeHs BnoknpoBki NoA03pUTENLHBLIX ASHCTBUIA
3a U-—W‘Tbl MNEb30BaTENLCKNI v ]

3aWwmnzemen obbexT PaspewsTe | Cnpawssats  3anpewsTe
LENOCTHOE TS 3AMYUEHHER NOHN0HKEHH @) - O A @7
LIEn0CTHOC T (haiAn0E NoNb30saTened O (@, Ol
®aitn HOSTS @) @) ®
HU3KOYDOBHEBLE AOCTYT K AUCKY O O (.
3aroyaKa ApaHBEN0B 0 O O
M3pamMeTPsl 3aMYTKa NPUNOKEHIR (IF .. . O O
Lpaieept MybTHMEAMAHEX YCTRORCTE (® O O
NapameTpsl oBancHky Winlogon O O C
HoTudusaTopsl Ainlogon . O O
ABTCRAMYCK OTONCHKA WINGows . O O
ACCOLMALIMM UCNONHREMEX DEAN0B O O ()
MONUTUKK OTPERHYEHUA 3AMYCKE NOOT. O () O
Mnammke Internet Explorer (BHO) . O (@)
AETC3AMYCK NPOTPasi 0l O O
ABTOSAMYCK NONMTHE Ol O O
KOM@HIypaLmA GE30NacHor pesmma @) O (o)
NapaMeTpsl MEHERAEPa CECTHI O O ()
CuUcTEMHBIE CIMyKDb @ ‘3 O
L —

PucyHok 14 — AHmusupyc Dr.Web. OkHo "KomnoHeHmer 3aujumsi”
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6. 3akpbITb okHO "HacTponkun" n yctaHoBuTb EgnHbIn KavenT JaCarta (cm. . 4.4 "YcTaHoBKa npo-
rpammbl C MOMOLLbIO MacTepa YCTaHOBKKU").

Ecau npu ycmarogke 10 EduHbili KnueHm JaCarta 6ydem seibpara onyus "lMposepsme Haauvue
06HosneHull", mo nocne nepe3sazpysku OC mouem NoABUMbLCS OKHO, NpedcmasneHHoe Ha PucyHok

5.

Dr.Web Firewall K

Dr.teb Firewall has detected network activity

& JaCarta Unified Client

Application name & JaCarta Unified Client

Application path: C:AProgram Files\aCarta Unified Client\aCartaUC.exe
Digital signature; ¢ Not signed

Address: top:#F217.23.142.74 (www. aladdin-rd.ru)

Port: 80 (wwwe-http)

Direction: Outbound

There is no appropriate rule for this application

Create rule... I Block once | Allow once |

PucyHok 15 - AHmusupyc Dr.Web. UHgopmayuoHHoe okHo

Mocne nosiBieHUs faHHOTO OKHa HeobxoanMo co3aaTh npasusio aas Dr.Web, cornacHo koTo-
pomy MO EaunHbii KnneHT JaCarta cmoxeT obpalatbcs no agpecy www.aladdin-rd.ru gns npo-
BEPKM Ha/IMYMs OOHOBAEHUIM U UX YCTAHOBKM.

[ns co3ganus npaBuaa cnesyeT HaxaTb kKHonky "Create rule. lanee B nosBuBLIEMCS OKHE
(cM. PucyHok 16) Heo6X04MMO PacKpbiTh BbINAZAAOLWMIA CMUCOK U BbIOPaTh OAHO U3 3HAYEHWI:
"Allow network connections for application on 80" nau "Allow all network connections" nau
"Create custom rule". Mocne HaxaTb "OK".

f;;ﬂDr.Web Firewall

JaCarta Unified Client

Application name: & JaCarta Unified Client

Application path C:AProgram Files\JaCarta Unified Client\JaCartalC.exe
Digital signature; % Not signed

Address: tep:/i217.23.142.74 (www. aladdin-rd.ru)

Part; 80 {wwaw-http)

Direction Outbound

B Apply predefined rule

Allow netwark connections for application on port 80 (wwaw-http) ¥

Allow network connections for application on port 80 {www-http)
Block netwark connections for application on port 80 {www-http)
Allow all network connections

Block all network connections

C n tule

() Details oK Cancel

PucyHok 16 - AHmusupyc Dr. Web. Beibop npasuna

3A0 "AnaganH P.A.", 1995 — 2019r. PykoBogcTBO agMuHucTpaTtopa Ans Windows cTp. 23/90


http://www.aladdin-rd.ru/

EavHbin KavenT JaCarta 2.12

4.6

46.1

B cnyyae, ecam b6bina BoibpaHa onuyus "Create custom rule", 6yaeT otobpaxkeHo okHo (cMm. Pucy-
HOK 17), B KOTOpPOM Heobxoaunmo HaxaTb "OK" gns 3aBeplueHus.

' x|
JaCarta Unified Client
Application name: 4 JaCarta Unified Client
Application path C:AProgram Files\aCarta Unified Client\JaCartaUC.exe
Digital signature: % Not signed
Address tep:#f217.23.142.74 (www. aladdin-rd. ru)
Port 80 (wwwe-http)
Direction QOutbound
B Apply predefined rule
’ Create custom rule 'J
Rule name: |A|lowtcpvd:/f217.23.142.74:80 |
Description: |R’u|e description ‘
Action: \ Allow packets v ’
Network protocol: vaa - ’ Transport protocol: ‘TCF’ o ‘
Direction: ‘ Outbound v | Logging ‘ Off |
Remote address: ‘ Equal v ’ Remote port: ‘ Equal v ‘
[217.23.142.74 | 80
( X\ Details QK | Cancel |

PucyHok 17- AHmusupyc Dr.Web. 3asepwieHue Hacmpoliku npasuna

YCTaHOBKa NPOrpamMMbl B perrMe KOMaHOHON CTPOKK

YcTaHOBKa NpOrpaMmbl B pexXmMMe KOMaHZHOW CTPOKM BbiNoHAeTcs ¢ nomolubio Windows Installer —
Cpe/CTBa YCTaHOBKM, U3MEHEHWS U BbINOJIHEHUS OMepaLnii U3 KOMaHAHOW CTPOKMU.

CoserT. [ns nonyyenus cnpasku no Windows Installer akTusupyiite komaHay meHto "lMyck — Cay-
*ebHble — Windows — BbinosiHuTe". B nosiBMBLIEMCS OKHe "BbINOAHWUTL" BBEANTE KOMaHAY
"msiexec" 1 HaxxmuTe KHorky "OK". BygeT oTkpbiTo okHO "YcTaHoBl MKk Windows" co cnpaBkoi o
nporpamme.

MmeHa nakeTtoB ycTtaHoBkM EgmHoro KnvenTa JaCarta npuBegeHsbl B N. 4.2 "OnncaHne nakeToB ycTa-
HoBKMK".

P Ana ycranosku Egunoro Knmenta JaCarta B peXXmme KOMaHAHOMU CTPOKMK:
1. BolauTe B cMCTeMy MO YYE€THOM 3aNUChIO C NPaBaMu aMUHUCTPATOPA.

2. 3aKkpoiTe BCe NPUIOXEHUS 1 3anycTuTe npuaoxeHne "KomaHgHas cTpoka" oT UMeHU aZMUHK-
cTpatopa. Ans aToro BbibepuTe MeHto "Myck — CnyxebHble — Windows — KomaHgHas ctpoka”
W akTUBMpPYMTe KOMaHAy "/ ononHnTeNbHO — 3anyck OT UMEHW agMUHUCTpaTopa".

3. B KomaHAHOW cTpoke BBeAUTe KOMaHAY YcTaHOBKM EgunHoro KnneHTta JaCarta ¢ nomoubio Win-
dows Installer c HeobxoAMMbIMUM MapameTpamu, HanpumMep:

msiexec /i C:\JaCartaUnifiedClient 2.12.2.2260 win-x64 ru-Ru.msi

MapameTpbl EaMHOro Knnernta JaCarta npy yCTaHOBKE B PeXMME KOMaHOHOW CTPOKM

Mpu ycTaHOBKE NPOrpamMMbl B peX1Me KOMaHAHOMN CTPOKM CyLL,eCTBYET BO3MOXHOCTb 33/,aBaTb 0CO-
6bie napameTpbl EguHoro KnverTa JaCarta v ux 3HauyeHus. [nd 3agaHus napaMeTpoB UCMO/b3yiiTe
cneayowmnn popmat:
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msiexec /i JaCartaUnifiedClient 2.12.2.2260 win-x64 ru-Ru.msi IAPA-

METP=3HAUEHVE [IAPAMETP=3HAUEHVE /gb

Cnucok napameTpoB ycTaHoBkM EanHblin KavenT JaCarta npu ero yctaHoBKe B peXXuMe KOMaHAHOM

CTPOKM NpeacTaB/ieH B Tabanue 6.

Tabauya 7 — Mapamempel 015 ycmaHosku Edurozo KaueHma JaCarta 8 pexcume komaHoHoU cmpoku

MapameTp

INSTALL_BIO

INSTALL_SECURLOGON

INSTALL_GINA

INSTALL_CRYPTOPRO_JCP

INSTALL_CRYPTOPRO_CSP

INSTALL_SIGNALCOM_CSP

INSTALL_BIO_CITRIX

INSTALL_JACARTA_VR_DRIVER

INSTALL_CCID_FIX

INSTALL_JCPRO_CLIENT

INSTALL_MICROSD_SC_READER

3A0 "AnagavH P.[.", 1995 — 2019r.

3HaueHune

[o]

PykoBogcTBO agMuHucTpaTtopa Ans Windows

OnucaHue

He ycTtaHaBAMBaTL NogaepxKy buomeTpum

YcTaHOBUTbL NOAAep3KKy BromeTpum

He yctanaBanBaTh YcTaHOBMTHL KOMMOHEHT SecurLogon
YcTaHoBMTb KOMMNOHeHT SecurLogon

YctanoBuTb GINA gns 6uometpum (Microsoft Windows XP)

He yctanaBauBaTb GINA gns 6uometpun (Microsoft Windows
XP)

He yctanaBamBaTtb nogaepxky ans CPRO JCP

YctaHoBuTb nogaepxky ana CPRO JCP. YcTaHoBKa BO3MOXHA
TONbKO NpKW Haanymm yctaHosneHHoro CPRO JCP n JRE.

He ycTanaBamBaTtb nogaepxky ana CPRO CSP

YctaHoBuTb nogaepxky ana CPRO CSP. YcraHoBka BO3-
MO>Ha TO/IbKO MpK Haanymm yctaHosneHHoro CPRO CSP

He ycTanaBamBaTtb nogaepxky ana SCOM CSP

YctaHoBuTb nogaepxky gna SCOM CSP YcraHoBka BO3-
MOXHa TO/IbKO NPU Haan4nm yctaHosneHHoro SCOM CSP

He ycTaHaBauBaTh kameHTCknii komnoHeHToB Citrix g5 6uo-
MeTpuu

YcTaHOBUTb KAMeHTCkuM komnoHeHT Citrix 4ns 6uomeTpum (o
MK 1). YCTaHOBKa BO3MOXHA TO/IbKO NPU HAIMYUK YCTaHOB-
nenHoro Citrix-client

He ycTaHaBauBaTh ApaliBep 415 BO3MOXHOCTM UCMOJ/1b30Ba-
HUSI BUPTYaNibHbIX cunTbiBaTeNel JaCarta

YCTaHOBUTb ApaiBep A/151 BO3MOXHOCTU MCMOb30BaHUS BUP-
TyanbHbIX cunThiBaTeNen JaCarta

He ycTaHaBnuBaTh gpansep noa4epxku paboTsl ¢ ycTapes-
wrmMn moAensmu TokeHoB JaCarta (BbiNyck 4,0 2014 roga
BK/IlOYMTE/IbHO) B uHbpacTpykType VMware

YcTaHOBUTb ApaiiBep nogepxku paboTsl ¢ ycTapeBLUIMMM MO-
aensamm TokeHoB JaCarta (BbINyCK 40 2014 roAa BKIOYM-
TeNbHO) B MHPpacTpykType VMware

He ycTaHaBnuBaTb gpaviBep nogaepxku paboTsl ¢ MOgenMU
TokeHoB JaCarta PKI c o6paTHOM COBMECTUMOCTbIO

YcTaHOBUTb g paiiBep NoAAepxKn paboTbl C MOAeNAMU TOKe-
HoB JaCarta PKI c o6paTHOM COBMECTUMOCTbIO

He ycTaHaBavBaTh AgpaliBep noaaepxkm paboTsl ¢ Mogensmu
TokeHoB JaCarta B ¢opm-dakTope Secure MicroSD
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MNapameTp 3HayeHue OnucaHue
1 YcTaHOBUTb ApaiiBepa Nogaepxku paboTsl C MogensMm Toke-
HoB JaCarta B popm-dakTope Secure MicroSD
INSTALL_ASEDRIVE o He ycTaHaBAuBaTb gpariBep 415 BOSMOXHOCTU paboTsl € ycTa-
peBWMMN MOAENAMU CMAPT-KapT puaepos Athena
1 YcTaHOBUTb ApaviBep A4/ BO3MOXHOCTU paboTsl € ycTapes-
WMMWU MOAENSAIMU CMapT-KapT puaepos Athena
INSTALL_JACARTA_CCID_DRIVER o He ycTaHaBAuBaTb gpaiiBep A/ BO3MOXHOCTN UCMNO/1b30Ba-
Hus JaCarta Ha Windows 8.1 x64
1 YcTaHOBUTb ApaiiBep A/ BO3MOXHOCTU UCMOJ/Ib30BaHUS
JaCarta Ha Windows 8.1 x64
INSTALL_ATHENA_CSP o He yctanaBausaTbh kpuntonposarigep Athena CSP
1 YcTtaHoBUTb kKpunTonposaigep Athena CSP
INSTALL_DEF_ATHENA_CSP o) YctaHoBuTb Athena CSP B kauecTBe KpunTonpoBangepa no
YMO4aHUIO
1 He yctaHaBauBaTb Athena CSP B kauecTBe KpunTonposam-
Jepa rno yMoa4aHuio
INSTALL_JCWEBPASS o He yctanaBauBaTtb ytuamty JaCarta WebPass Too
1 YcTaHoBuTb yTuAnTy JaCarta WebPass Tool
INSTALL_TOKEN_MNG ¢} YCTaHOBUTb KOMMOHEHT YNpaB/ieHNe TOKEHOM
1 He ycTaHaBanBaTb KOMMNOHEHT Ynpas/ieHne TOKEHOM
INSTALL_CA_MANAGER ¢} YctaHosuTb yTranty APM YL,
1 He yctanaBamBatb ytuanty APM YL
INSTALL_CERTS CepTudukaTsl A9 NPOBEPKU NOANUCK ApariBepoB
INSTALL_MSVC8o0_CRT Runtime ot MS Visual Studio 2005 (419 KoppekTHOl paboTbl
yacten ot JC-Client)
INSTALL_MSVCgo_CRT Runtime ot MS Visual Studio 2008 (8215 KoppekTHOW paboTbl
JaCarta APM YLI)
INSTALL_DIFXAPI Difxapi.dll ana paboTbl custom actions ncnpaBasioLWmX ycTa-
HOBKY Z,paniBepoB
INSTALL_JC_CLIENT YcraHoska JC-Client 6.40
=) .
= Mpumep. KomaHaa yctaHoskn EanHoro KnverTta JaCarta B pexxvnme KOMaHAHOM CTPOKM B C/lyyae

3a4aHNA 40NOJIHNTE/IbHbIX MapaMeTpOB:

msiexec.exe /i C:\JaCartaUnifiedClient 2.12.2.2260 win-x64 ru-Ru.msi
INSTALL7CCID7FIX=O INSTALLiJCPROi(:LIENT:O INSTALLiMICROSDisciREADER=O

/gb

B aaHHOM npumMepe byaeT BbinosHeHa ycTaHoBka EgnHoro KavenTa JaCarta co creaytowmmum napa-

mMeTpamu:

e INSTALL CCID FIX=0-HeycTaHaBAMBaTb gpaiBep noAjepxkun paboTbl C ycTapeBLwMM
mMozensimu TokeHoB JaCarta (BbiNycK 4,0 2014 roZa BKAOUMTEIbHO) B MHbpacTpykType VMware;
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e INSTALL JCPRO CLIENT=0 —He ycTaHaBAMBaTb ApaiBep Noaaepxku paboTsl ¢ MOAENSMU
TokeHoB JaCarta PKI c obpaTHOM COBMECTUMOCTBIO;

e INSTALL MICROSD SC READER=0 —HeyCTaHaB/i1BaTb ApalriBep NojAepxku paboTsl ¢ Mo-
aenamu TokeHoB JaCarta B dopm-dakTope Secure MicroSD;

e /agb-«kmou Windows Installer, B cooTBeTCTBMM C KOTOPbLIM ByAeT 0TOBPaXEH X0g yCTaHOBKM,
MNPV 3TOM He HMKaKMX BOMPOCOB MO/Ib30BaTelt0 3a/,aH0 He byseT, Takxe v He byzeT oTobpa-
XaTtbcs kHorka "Cancel" ("OTmeHa").

4.7  OCobeHHOCTU 0TOBPareHnA NANTHM YrpasBneHne TOKEHOM Noc/ie YyCTAaHOBKU EANHbIN
KnuenT JaCarta

Mocne 3aBeplueHns ycTaHOBKM EaunHbIv knneHT JaCarta n nepexoga B 3kpaH 61okmnposku Windows,
byaeT oTobparxkeH aneMeHT ynpasseHus "YnpasaeHune TokeHoM". OH NosBASETCA B C/1yYae, eC/I B
XOZe YCTaHOBKM Bbin BbIbpaHbl 0AUH U3 ciegytownx Buaos: "CtaHgapTHas" nam "BeibopouHas ¢
KOMMOHeHTOM YnpassieHne TokeHoM" (cM. PucyHok 18).

admin_test

R admin_test

R user_test

PucyHok 18 - SnemeHm ynpasneHus Ha 3kpaHe baokuposku Windows

CKpbITb 0OTODpaxeHWe JaHHOrO 3/1eMeHTa yrpaBAeHUs MOXHO C MOMOLLbIO YA aeHNst KOMMNOHEeHTa
"YnpaBsieHve TokeHoM". [las 3Toro HeobxoMMo noc/iegoBaTesIbHO BbibpaTh "lMNaHesb ynpaeaeHuns",
"Mporpammbl u komnoHeHTbI", "EgnHbin KnneHT JaCarta" v HaxaTb KHonky "M3meHuTs". Mocne Yero
NCKAIOYUTb KOMNOHEHT "YnpaB/ieHne TOKeHOM" 13 yCTaHOBJ/IEHHbIX KOMMOHEHTOB:
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% [nasHas

Haitu napametp

Mpunoxexus

IS MPHUAOKEHUA U BOIMOXHOCTH
IS [PUAOXEHMA MO YMONYAHUID
Il ABTOHOMHbIE KapTH!

] MNpuaoxeHua ana Be6-caiTos

N BocnpowaseaeHue suaeo

M PUNOXeEeHNA N BO3MOXHOCTU

Eanteid Knuenr JaCarta 101 MB
Aladdin RD, 08.02.2018
2.11.0.1708

& Eapemmii Kanesr JaCarta

LLENKHITE IHEOK B TWCKE Hoxe, JTobst ool yer

Ormcarme XoMnoHeHTa
KOMNOHEHT ANA BENTONHE-4
ON=PMISE C TOXSHON A0 BXIAS B
CACTEMY. BLROMEHIE NO3SONRET
TEODATL rPadE oGt

| eHTEpec ELiroro Knvesra

T E3 Javeeniii xoMnonenT SYAET YCTINOBAEH M3 AOKAABILIR XECTKI ANCK,
RE=T " Bce nopx SyayTye ra

M MECTIHA ANCK.

| coma | <t |[mawes ]| omee

PucyHok 19 - VickatoyeHue komnoHeHma "YnpasneHue mokeHom"
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5. W3MeHeHue, ncnpaBnexue, yaaneHne NnporpamMmbi

Meped ydaneHuem unu obHosneHuem EduHozo KnueHma JaCarta o6s3amenbHo y6edumecs 8 mom,
Ymo Ha sawem KoOMNbiomepe HacmMpoeHa xoms 6bl 00HA y4emHas 3anucb, KOMopas No3goasem
8x00UMb € AOMUHUCMPAMUBHBIMU NOAHOMOYUAMU NPU NOMOUWU I02UHA U NAPOAS, MO ecmb 6e3
UCN0/b308aHUS MOKEHOB8 U CMAPM-KAPM.

5.1 WV3meHeHWe Nporpammel

N3meHeHne EanHoro KnnenTa JaCarta BkitoyaeT B cebs M3MEHeHMe nepeyHs ero yCTaHOB/IEHHbIX
KOMMOHEHTOB.

P Ana usmenenuns Egqunoro Kauenta JaCarta:

1. [porpammbl 1 KOMNOHEHTLI". ByeT OTKPbITO O4HOMMEHHOE OKHO:
« v 4 [ » MaHensynpaenerna » Tporpammel > [porpammel n KOMIOHEHTSI v O Mouck: Mporpamme! 1 KOMNOHEHTE! »r
@aiin  [paska Bua Cepeuc

Manene ynpaenesua —

R —— Yaanenve uam usmeHeHue NporpamMmel

Jna yaanenua nporpammel BeIGEpUTE e B cnncke W WenkiuTe "Yaanute", "Mamenunte" waw "Bocctanosuts”,
MpocMoTp YCTaHOBNEHHBIX

obHosneHuil
& Brarouerne unn oTkAroueHne o
komnonerTos Windows Y¥nopagounte ¥ Yaanute | Msmennte | BoccranoswTe HS - 0
¥cTaHoeka Hoeoil nporpammer Mma 'k‘ Wzparene Y¥eramoene.. Pasmep Bepcun |
W3 CETH
i
-
A —— — ——
f EauHbiid KnunenT JaCarta Aladdin R.D. 24.07.2019 132 MB 21222242
— o _ - v/
Aladdin R.D.  Bepcun npogykra: 21222242 Ceegernn of obro.  httpy//www.aladdin-rd.ru/catalog/jacarta_unifiedclie.. |
~ Cceinka cnpaekn:  httpy//www .aladdin-r... Pasmep: 132 MB
0 Cceinka Ha cnyxBy..  hitpy//www.aladdin-r...

PucyHok 20 - OkHo "[Tpozpammbl u KOMNOHEHMbI". VI3MeHeHue npo2pammsi
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2. B cnucke ycTaHoBeHHbIX Nporpamm BbibepuTe "EauHbin KaneHT JaCarta" v HaxXMuTe KHOMKY
"M3meHnTb". OTOHPa3MTCA OKHO NPUBETCTBUS MacTepPa YCTAaHOBKMU:

ﬁ EanHeiii Knnent JaCarta *

Bac NpUBETCTBYET NPOrpaMmMa yCTaHOBKH
Equubiil Knwent JaCarta

MporpaMMa YCTaHOBKK MPEAoCTaBMT BOSMOMKHOCTE MSMEHH TS,
MMPABHTE MMM YAANHTE EfkHelt KnkwenT JaCarta, [na
NPOACIKEHWA HEHMATE KHONKY «fanees,

MPEAYNPEXAEHME: [aHHas NporpamMMa SaMIWLEHS SAKOHSMA
00 aETOPCOUX NPEBAX M MEXLYHAPOAHEIMA COrNALEHAAMA,

< Hazaa I lanee > ‘J | OTmeHa

R

PucyHok 21 - EQuHeil KnueHm JaCarta. OkHo npugsemcmasus macmepa ycmaHo8sKu

3. Haxmure kHonky "[lanee”. B noasmewemcs okHe "VMiaMeHeHMe, ncnpas/ieHne nan yaaneHue
EaunHbin KnnenT JaCarta" Boibepute onuumio "M3mMeHunTb":

ﬁ EanHeiii Knnent JaCarta *

@ HamennTb

W3MEHEHME YCTEHAENMBAEMEIX KOMNOHEHT 08 EAWHEIA KnueHdT JaCarta.
MoABMTCA AManoroBoe okHo BeibopoYHas YCTAHOEKE", B KOTOPOM
MOMKHO W3MEHUTD CNOCof YCTEHOBKW KOMNOHEHTOE.

O Hocnpaente
@ Weonpagnerve owmbor 8 EQuHbt Knuent JaCarta, Mpw Beifope aaHHoi

OMEPELMH MCMPEENAKTCA OTCYTCTEYHOWME MM NOBPEXAEHHEIE
k], APNLIKK U 3EMKCH PEECTPA.

O Yoamutb

@ Yaanenwe EouHeii KnuwenT JaCarta © koMnbioTepa.

| < Hasan || lanee = kJ | OTMeHa
4y

PucyHok 22 - OkHo "V3meHeHue, ucnpasneHue uau yoaneHue EQuHeild KaueHm JaCarta"
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4. Haxmute kHorky "/lanee". BygeT oTobpaxeHo okHO "BbibopoyHas ycTaHOBKa KOMMOHEHTOB
EavHbii knneHT JaCarta", B KOTOPOM BO3MOXXHO M3MEHUTb NepeyYeHb YCTaHOBIEHHbIX KOMMOHEH-
A : y
ToB EguHbin KnnenT JaCarta

5.2  VcnpasneHne nporpamMmel

WNcnpaBneHne nporpammel no3soasieT 406aBUTb OTCYTCTBYIOLLME AN UCTIPABUTL MOBPEXAEH-
Hble balinbl, ApAbIKU U 3anucK peectpa EguHbin KnvenT JaCarta.

Mepeg 3anyckom npoLesypbl UCNpaBaeHUs yoeauTech, 4TO NakeT ycTaHOBKM EgnHoro KaveHTa
JaCarta xpaHWTCS NO TOMY e MyTK, YTO 1 B XOZE ero yCTaHOBKM.

P Ans ucnpasnenus Egunoro Knuenta JaCarta:
BbinosHMTe Wwarn 1, 2 npoueaypbl USMEHEHUS NporpaMMmbl (CM. M. 5.1 "I3MeHeHne nporpammbl").
B okHe "M3meHeHue, ncnpaenerune v yganenve Egunein Knvent JaCarta" (cm. pucyHok 22)

BbibepuTte onuumio "cnpaButb”.
3. Haxmute kHonky "/Jlanee". ByseT otobpaxeHo okHO "VicnpaBaeHue nporpamMmbi™:

ﬁE;.'—:."\'.'E—-..‘—.C.‘—.ia s

ﬁ HakMuTe KHomKy MonpaenTe”, YTofbl MCNpaerTe EQMHeI KnueHT JaCarta.

< Hazan | WenpaBuTe kl OTHeHa

—al N
PucyHok 23 - OkHo "VicnpasneHue npoepammb”

4. Haxmute kHonky "McnpasuTb". ByAeT BbINONHATLCA MOUCK NakeTa ycTaHoBKM EgnHoro KnvenTa
JaCarta no Tomy e NyTH, 4TO 1 B XOAe ero yCTaHOBKM.

5.3 YaaneHwve nporpamMmbl
5.3.1 YpganeHue nporpammbl C NOMOLLbIO MacTepa yaaneHus

4 Ansa ypanenua EguHoro Knumenrta JaCarta:

1. AkTtusupyrte meHto "Myck — AnnaguH P.A. —Yaanute Eaunbiii KnvenT JaCarta". Ha skpaHe
byaeT oTobpaxeHo coobuieHue:

Yeranoewmk Windows
Bbl AEICTBUTENLHO XOTUTE YAANMTE 3TOT NPOAYKT?

| Na i | Her

PucyHok 24 — [NodmsepicderHus ydaneHus EduHozo KnueHma JaCarta
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2. Haxwmute "Ja" B okHe coobuieHns. byaeT BbINOSHATLCS yaaneHMe. [0 OKOHYaHWUM yAaieHUs Ha
3KpaHe NosBUTCA coobLLeHMeE C NPeAIoXKEHNEM Nepe3arpy3sku KOMMbIoTepa:

]‘E CeefeHNA 0 Nporpamme ycraHoskn Eguneii Knnent Ja..,

Ana Toro 4Tobbl MsMeHeHuA EauHbi KnueHT JaCarta
ECTYMWIK B CUNY, HEODXDAMMO NEPE3arpYsHTE
KOMMBKOTEp, HapkmuTe «flax, yTobbl coenaTs 3To
ceiyac, WK sHeTs, YTobel BEINOAHUTE NEPEZArPYIKY
No3#e BPYHHYIO.

PucyHok 25 - OkHo "CsedeHus o npozpamme ycmaHosku Edursill Knuewm JaCarta"

3. Haxmwurte kHonky "/Jla". ByaeT BbINONHATLCA Nepe3arpyska kKoMmnbioTepa. o okoHYaHWe nepesa-
rpysku npoueaypa yaanenus EguHoro Knnert JaCarta 6yzeT 3aBeplueHa.

5.3.2 YganeHue NporpamMmbl B PEHMUME KOM3HOHON CTPOKU

P Ans yaaneHusa EamHoro KnneHTta JaCarta B peXxume KOMaHAHOM CTPOKMU:
1. BoWauTe B cMCTeMy NOZ yHeTHOM 3anMunCbio C MpaBaMmn agMUHUCTPaTOpPa.
2. 3aKponTe BCE NPUIOXKEHUS.
3anycTuTe UHTEpPNpeTaTop KOMaHAHOM CTPOKM OT MMEHU afMUHUCTPATOPa.

4. BbInosHUTe KOMaHAY Msiexec B ciegytolwem popmaTe:
msiexec /x JaCartaUnifiedClient x.x.xx.xxx win-x86 ru-Ru.msi

rae JaCartaUnifiedClient x.x.xxX.xxx win-x86 ru-Ru.msi —wumsayCcTaHOBOUY-
Horo ¢anna EguHbin KnnenT JaCarta ansa 32-6uTtHomn nnatdopmbl.

[Ans 64-6uTHOM NnaTdoOpMbl 3aMeHUTE 3TO UM Ha

JaCartaUnifiedClient x.x.xx.xxx win-x64 ru-Ru.msi.YTo6bl BbINONHNUTB yaa-
NleHune B NoJlyaBTOMaTUUYECKOM pexumMe, To ecTb 6e3 HeobXoAMMOCTH NOATBEPXAeHUs Aei-
CTBUW, AobaBbTe B KOHLLe CTPOKM NapameTp /J.

5. [Tocne Toro kak EgunHbin Knnent JaCarta byaeT yaaneH, nepesarpysute KOMnbloTep.
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6. HacTtpomnka paboTbl NporpamMmbl

4 Ana Hactpoiikn EanHoro KaneHnta JaCarta:

1. AKTUBMpYMTE NyHKT "HacTpolikin" B MeHIo ObICTPOro 3anycka nam Haxmute KHonky "Hactponku”
B JIEBOM HUXHEM YTy OCHOBHOIO OkHa EgnHbin KnneHT JaCarta. ByaeTt oTkpbITO OKHO

"Hactpowku":
§ Hactpoikm “

OcHoBHbIE | AuarHocTika Securlogon  SlorvpoeaHue

OBHoBNEHKE Mpoeepate obHoBNEHNA ¥

OToBpamaTe 3HaYOK NPUACKEHWA B 0BN3CTH YBEACMAEHWI

Mma gomeHa Ana CUHXPOHNZaUMN naponei

Coc ] oo

PucyHok 26 - OkHo "Hacmpotiku". Bkaadka "OcHosHble"

2. TepenaunTe K Hy>HOW BKIaAKe:
—  "OcHoBHble" — COAEPXUT OCHOBHbIE HacTpolikn EgnHoro KavenTa JaCarta;
—  "[wnarHocTnka" — cogepXxuT KOMaHAy ANA NPOBEPKN LLeIOCTHOCTU NPOAYKTa;
—  "JlornpoBaHue" — coZep>XUT HaCTPOMKK ormpoBaHua EauHoro KnvenTa JaCarta;
- "SecurLogon?;
— "Onporpamme" — npegoctaBnseT nHédopmayumio o Bepcun EguHoro Knnenta JaCarta.

3. BHecuTe Heobx04MMble U3MEHEHUS B HACTPOMKM U HaxxmuTe kHonky "OK". MiameHeHus byayT
COXpaHeHbl, OKHO HacTpoek byaeT 3akpbiTo. [/ BbIXOAa M3 OKHa HacTpoek He3 coxpaHeHUs
BHECEHHbIX U3MEHEHUIN HAXMUTe Ha KHonky "OTMeHa".

6.1 Brnagka "OcHoBHble"
6.2 Brnagka "OcHoBHble"
OnucaHue HacTpoek Ha Bkaazke "OcHoBHble" nprBegeHo B Tabsamua 8.
Tabauya 8 — Bknadka "OcHosHble". OnucaHue Hacmpoex

Hactpoiika OnucaHue

Bbinagatow i CnMcok CoAepXuUT ABa NMyHKTa:

ObHosneHve e  "He npoBepatb o6HoBNeHUs" - EguHbIN KnneHT JaCarta He bygeT
npoBepATb HanuMe 06HOBEHUN;

1 Bknagka "SecurLogon" MOXeT OTCyTCTBOBaTb, eC/v He Bbii ycTaHoB/ieH komnoHeHT JaCarta Secur-
Logon. MogpobHee 06 ycTaHOBKE KOMMOHEHTA CM. M. 4.4 "YCTaHOBKa NPOrpamMmbl C MOMOLLbIO Ma-
cTepa yCcTaHoBKN"
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KonupoBsaTb cepTundukaTsl B
JIOKa/IbHOE XpaHuAuLL e

OTobpaxaTb 3Ha4YOK NpuIOXKe-
HUsi B 061acTW yBE4OMACHNN

MMsi AoMeHa AN15 CUHXPOHM3a-
LMK naposien

6.3 Brnagka "OuarHocTnKa"

e 'lMposepsaTtb 06HOBNEHMA" - EANHBIN KnneHT JaCarta 6yaeT npose-
pATb Hannyme obHOBEHNN

HacTtpolika HepegakTupyemas B pamkax paboTsl ¢ EguHbii KanenT JaCarta.
Ecan dnaxok yctaHoBAeH, cepTUdUKaTbl B MaMATU MOACOEAMHEHHbIX d/1eK-
TPOHHbIX K/toYer byayT KONMPOBATLCA B /IOKa/IbHOE XPaHUAMLLE cepTUdmKa-
TOB.

Ecnn HeobxoAMMO CHSATb AaHHYIO rafoyky, He0bX0ANMO B pexunmMe nmeHe-
HWA HACTPOeK 3anyCTUTb yCTaHOBKY EauHbI KnneHT JaCarta 1 Ha ware "/Jo-
No/IHUTEIbHble NapamMeTpbl paboTbl" CHATL rasouky "YCTaHOBUTL A5 BCEX
nosib3oBaTenen".

OnpegensieT, byaeT M 0TOOpaxaTbCs 31€MEHT yNpaB/IeHUs ﬁ B obnactu
yBeAOMIEHN.

CoaepxuT none Ans otobpaxeHus nmeHn gomeHa Windows, B koTopom 3a-
perncTpmpoBaHa y4eTHas 3anuncb nosb3osaTens. [locie BBOAa UMEHN J,0-
MeHa CTaHOBUTCA JOCTYMNHOM KHOMKa cMeHbl PIN-koga v napons gomeHa.
OnucaHue npoueaypbl cMeHbl PIN-Koga 1 napons gomeHa npvBeAeHo B pas-
aene 11.CUHXpoHU3aLMs Napoen 31eKTPOHHOMO K/KoYa U YYeTHOM 3anucum
AomeHa Windows.

OnvcaHue HacTpoek Bkaagku "AnarHoctuka" (cm. PucyHok 27) npveegeHo B Tabamua 9.

& Hactpoiiku

I=]
nodoxdume.

CQcHoBHBIE | JAWArHOCTHKE | SecurLogon  florvpogaHue

LlenocTHocTE NpoAyKTa: NpoiigeHo yonelwHo

3dece bl MOKEME SBINOIHUME NDOEEDKY

LeMaCmHOCMU, HaxMUme KHONKY “BeinoIHUme™ U BeINoAHWTE

*

Coc ] onen

PucyHok 27 - EuHeil knueHm JaCarta. OkHo "Hacmpoliku". Bknadka "fuazHocmuka”

Tabauya 9 - Bknadka "fuazHocmuka”. OnucaHue Hacmpoek

HacTtpoiika

BbinonHntb

3A0 "AnagavH P.[.", 1995 — 2019r.

OnuncaHue

BbinonHseTca nposepka wenoctHoctu EqnHoro Knnenta JaCarta c nocnegy-
oL MM 0TOBpaxeHWeM pesynbTaToB NpoBepku (cM. PUCyHOK 28)
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& Uenocrrocts npoaykTa X

@ LlenocTHoCTE NpogykTa: NPoRgEHo YONeLWHD

PucyHok 28 - Edunbiti knueHm JaCarta. OkHo "Hacmpotiku”. Bkaadka "/JuaeHocmuka". MIHghopmayuoHHoe 0KHO 0 pe3ynbmam nposepku
yesnocmHocmu

6.4 Bknagka "SecurLogon”

Ecnv B xoae yctaHoBku EgunHoro KavenTa JaCarta 6b11 ycTaHoB/IeH KOMMNOHeHT SecurLogon, To
Bk/1agKa "SecurLogon" 6yseT oTobpaxeHa B okHe "HacTponku" (cM. PucyHok 29). OnucaHue
HaCTpoeK BK/aAKuM npusegeHo B Tabauua 10.

& Hactpoiiku X
OcHoeHble [uarHoctuka  SecurLogon | florupoeanue

AaHHble nuuenzumn SecurLogon:
Craryc: He yctaHoBneHa
3aKkaHuuBaeTca:

Opranunzayua:

YCTaHOBUTE ANLIEH3MIO SecurLogon...
o | oo

"

PucyHok 29 - EQuHbill knueHm JaCarta. OkHo "Hacmpotiku”. Bkaadka "/ZJuaeHocmuka

/J MogpobHee npo paboTy ¢ npoaykTom JaCarta Securlogon cM. fokymeHTe
"JaCarta_SecurLogon_1.2_AdminGuide".

Tabauya 10 - Bknadka "SecurLogon". OnucaHue Hacmpoek

Hactpoiika OnucaHue

OTKpbIBAET A MaN0roBoe OKHO AN Bbibopa 1 ycTaHoBKM darna anueHsum Mo
JaCarta SecurLogon ¢ nocnegytowmnm oTobpaxeHnem MHPopmaLum o ctaTyce
NLEH3MN

YCTaHOBUTL INLLEH3MIO Secur-
Logon

6.5 Bknagka "JlormposaHue"

OnucaHwue okHa "HacTtpoliku" Ha Bkiagke "JlormpoBaHue" (cMm. PucyHok 30) npuBegeHo B Tabavua
11.

BHumaHue! [lodpobHee 06 U3MeHeHUU HACMPOoeK 02UPOBAHUSA Yepe3 pedakmop peecmpa CM.
dokymeHm "Edunbili KnueHm JaCarta. VIHcmpykyus no cbopy duaeHocmuyeckol uHgpopmayuu".

ModpobHsie caedeHus o BkHYEHUU U HACMPOUKAX 102UPOBAHUA MAK Hce U3/10XeHbl 8 base
3HaHul: http://kbp.aladdin-rd.ru/index.php?View=entry&EntrylD=95
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& Hactpoiiku x

CcHoBHble  [luarHoctuka SecurLogon | JIOTHPOEaHKE

Eanneir Knnent JaCarta

YpoBeHb AETaNN3aLMKN | Brikntouen v |
MyTs Kk daiimy | | 06zo0p..
Eannan Bubnnoreka PKCS #11

YpoBEHb AETANN3LMKN | CranaapTHbIi v |

MyTe K daiiny | | 0620p..

m OTmMmeHa

PucyHok 30 - EQuHbIl knueHm JaCarta. OkHo "Hacmpolku". Bknadka "/loeuposaHue"

HacTpoiika

Tabauya 11 - Bknadka "/loeuposaHue". OnucaHue Hacmpoek

OnucaHue

3agaeT HacTporiku normpoBaHns EguHoro KavenTa JaCarta:

e  "YpoBeHb geTanusauumn" — ans Bbibopa onuuii: BeikatoyeH /
CTaHzapTHbIN.

CermeHT "EguHbin KanenT JaC-

arta"

e [one "MyTb k panny" — ans otobpaxeHusa nyTu K Ganny c so-
ramu.

e KHonka "O630p" — ans yka3aHus MecTa pacrnosioxeHus daina ¢
noramu

3agaeT HacTpoliku orvpoBanus EguHon 6ubanotekn PKCS #11:

e  "YpoBeHb geTanusauumn" — ans Bbibopa onuuii: BeikatoyeH /
CTaHzapTHbIV | PacumpeHHBbIN.

CermeHT "EamMHan bubamoreka

PKCS #11"

3A0 "AnaganH P.A.", 1995 — 2019r.

e [one "MyTb k panny" — ans otobpaxeHusa nyTu K Ganay c so-
ramu.

e KHonka "O630p" — A/19 yKasaHWa MecTa pacnosioxeHus darna c
noramu
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7. ©®OpMaTUPOBAHME 3/TIEKTPOHHbIX K/o4YelN

Bo Bpemsi popmMaTpOBaHMA 3a4at0TCS OCHOBHbIE MapameTpbl paboTbl 31eKTPOHHbIX Katoyew. Mocne
npouecca $opMaTUPOBaHUS SNEKTPOHHbIN K/OY CegyeT nepesaTb KOHEYHOMY M0/1b30BaTEIO.

S

7.1  ®opmaTtuposaHue npunoxeHua PKI ¢ annnetom PRO

B npouecce popmaTtmposaHus npunoxerus PKI c annnetom PRO 3agatotcs Hosble PIN-koZ4 agMUHK-
cTpatopa u PIN-koa nonb3oBaTe s C BO3SMOXHOCTbIO YKa3aHMA A/ HUX HacTpoek kayecTsa. JlaHHble
no/ib30BaTe s, XpaHaLLMecs B NaMATU NpUAoXeHUs (cepTudurKaTsl 1 Katoumn), byayT yaaneHs..

P Ana noArOTOBKM 31eKTPOHHOTO Kaloua k paboTe:
1. 3anyctuTe EanHbii KaneHT JaCarta v nepexkatountecs B pexxnm agMMHUCTpaTopa.

2. [loacoeanHUTE 31EKTPOHHBIN KAOY K KOMMbloTepy. ECn BCTaBAeH OAMH KoY, TO ero
HaCTPOMKM B LLeHTPaIbHOM YacTu okHa ByeT oTobpaxkeHbl N0 yMoNYaHMio. B ciyyae npucoegu-
HEHWS HECKOIbKMX EKTPOHHBIX KAtoUel, He06X04MMO BbIGPaTh OAUH TOKEH U MEPENTU K ero
HacTporKam.

3. [epewTtn Ha Bknagky "PKI", ecam oHa He ByaeT BoibpaHa aBTOMaTUYECKM.

Q DopMAETMPOEATE...

4. HaxaTb kHonky "®opmaTtuposaTth" - L~ OTobpasutcs okHo "GopmaTupoBaHue
npuaoxeHuns".
§ DopMaTMpOEAHWE NPHACHKEHNA *
WA TokeHa

¥cranoewte PIN-kog nonszceatens

Hoeeid PIMN-kog nonszoeatena

Moareepaute PIN-kog nonssoeatens

& Hoeeii PIMN-kog nonesoeatena He 3a4aH

AONONHUMENbHO... 3aKpLITh

PucyHok 31 - EQuHbIll knueHm JaCarta. Bknadka "PKI". OkxHo "®opmamuposaHue npuioxceHus"

5. 3ano/IHUTbL nons AAHHbIMU B COOTBETCTBUU C ONUCaHUWEM, NpuBeAeHHbIM B Ta6m/|u,a 12.

Tabnuya 12 - @opmamuposaHue npunoxceHus. OkHo "@opmamuposaHue npunoxceHua". OnucaHue Hacmpoek

Mone OnuncaHue

3ajaTb B N0/le Ha3BaHWe 31eKTPOHHOIO K/toYa (Hanpumep, nms byay-

Nma TokeHa
uiero BaagenbLa)

YcTaHoBUTb GpaxoK, ecnn HyxHo 3agaTtb PIN-kog nosnb3oBaTens Ha

3Tane $opmMaTUpOBaHUS.
YctaHoBuTb PIN-koA nonb3o-

BaTens Ecaun pnaxok otcyTcTyeT, PIN-ko4 nonb3oBaTens BO BpemMs popmaTu-

poBaHWA yCTaHOB/IEH He byzeT —ero MoxHo byeT ycTaHOBUTb Mo3Xe
(ansa aToro notpebyetcs PIN-kog agMuHucTpaTopa)
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BeecTu 3HaueHue PIN-koaa nosb3oBaTens (4aHHOE nojie akTMBHO yCTa-

HoBbil PIN-kog nosnb3oBaTens " "
HoBneHHOM dnaxke "YcTaHoBUTb PIN-kog nosb3oBaTens")

MopTeepante PIN-kog nosb3o-

MosBTOpHO BBECTH 3HauYeHMe PIN-koga noab3oBaTens
BaTens

6. /[4N5 HAaCTPOMKM A0MOIHUTENbHBIX NAapaMeTpoB GOPMATUPOBAHUS HAKMUTE KHOMKY "ZlonoHuM-
TesIbHO", B NPOTMBHOM C/ly4ae nepexoAuTe K Wary 15 HacTosLwern npoueaypbl. MNocie Haxatus
Ha KHonky "JlonosHnTensHo" ByaeT oTKpbITO OKHO "PaclunpeHHble napameTpbl dopMaTMpoBa-
HWs TokeHa" (cm. PucyHok 32).

& PaclumpenHbie napameTpel GOpMaTUPOBaHNA TOKEHE X

MapameTpsl | Monutuka PIN-KOA3 PacliMpeHHble NapameTpsl

PIN-K0A nonb3zoBatens

<>

Makcumansroe uncno nonsitok PIN-xoga | 10

E] Monb3soearens gomken cmennts PIN-kog

PIN-KOA agMUHMCTPaTOPa

D Ycranoeuts PIN-xog agmunmncrparopa

Coc | oo

"

PucyHok 32 - EQuHeil knueHm JaCarta. @opmamuposarue npunoxceHus. OkHo "PacuiupeHHele napamemps! popmamuposaHus mokeHa

7. [pousBecTu HaCTPOWMKM NapaMeTpoB, PyKOBOACTBYSCb ONMUCaHMeM, NpuBeAeHHbIM B Tabanua
13.

Tabauya 13 — QopmamuposaHue npunoxmeHus. OkHo "PacuiupeHHsie napamempsi hopmamuposaHus moxkeHa"

Cekuus Mone OnucaHue
PIN-koa nonb- MakcrmanbHoe KOAMYeCTBO HEBEPHbIX NOCe/0-
BaTe /ibHbIX NonbiTok BBoAa PIN-koga nonb3oBa-
30BaTesA MakcMMaabHOE HYMCNO MOMbITOK A A
TeNsi, Noc/e KOTOPOro BO3MOXHOCTb MCMO/b30-
PIN-koga

BaHus PIN-koga nonb3osaTens byaet 3abnoku-
poBaHa

Ecnn dnaxok ycTaHOB/IEH, NO/Ib30BaTE/b A01-
XeH byaeT cmeHnTb PIN-koZ4 nonb3oBaTens npu

Monb3oBaTenb AO0/KeH CMeHUTb
nepBoOM MCMNO/Ib30OBAHUN 3/IEKTPOHHOIO K/1to4a. B

PIN-kop,
NPOTUBHOM C/ly4ae OH HE CMOXET NPOA0/IKUTb
pa60Ty C3TUM 3/1EKTPOHHbLIM KNHOYOM
PIN-kog aamu-  YctaHoBuTb PIN-KOA agMUHNUCTPa- Ecnu dnaxok yctaHoBseH, B npoLjecce dopmaTu-
HUCTpaTopa Topa posaHus byaeT 3agaH PIN-koa agmMuHmcTpaTopa
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BeecTtu 3HaueHwme PIN-koga agMmHMcTpaTopa
PIN-kog aamuHucTpaTopa (nosie aKTMBHO NpU YCTaHOBIEHHOM (Jiaxke
"YcraHosutb PIN-Kog agmMuHmncTpaTopa")

MakcrmanbHOe KOIMYeCTBO HEBEPHbIX MOC/IeA0-
BaTe/IbHbIX NONbITOK BBOAA PIN-koza agMUHU-
CTpaTopa, Noc/e KOTOPOro BO3MOXHOCTb UC-
nonb3osaHus PIN-koga agMuHucTpaTopa byaer
3abn0knpoBaHa

MakcrManbHOEe YMC0 MOMbITOK
PIN-koga

8. [MMepewTn Ha BkAagky "Moantmka PIN-koga". OKHO npuMeT BUJ, NpuBeAEeHHbIV Ha PUCYHOK 33.

I Hacmpoliku Ha daHHol 8knadke omHocamca monsko k PIN-kody noas3osamens.

q,@ PacwimnperHble napameTpel popMaTMPOBaHUA TOKEHA X
Napamerpst | Monntika PIN-X0A3 | PacWwmperHsie NapaMerpsl
bazoesie noanTruky PIN-KOA3 nons3oBartens
Munumansras gnnna PIN-xoga 6 ¢
Munnmanehsiit cpok geficrena PIN-xoaa 0 :
Maxcumanstsii cpox geiicrens PIN-xoaa 0 c
Mpeaynpexaenne o6 ncrewennn PIN-xoaa (aneit) 0 ¢
Wcropua PIN-xoaa 6 ¢
PacwupenHsie noantukn PIN-Koaa noas2oBarens
D BrarounTs paclumpennsin kontpons kavectsa PIN-xoga
Yucnossie cumeonsi B3 v
CHMEONDI BEPXHErO PErncTpa . v
CHMBONDI HIKHErD perncTpa Ban 4
CneunansHbie cCHMBONBI % v
MakcHMyM NOCNEACBATENLHO NOBTOPAIOLLMXCA CHMBONOB :
o |

PucyHok 33 - EQuHbit knueHm JaCarta. @opmamuposaHue mokeHa. OkHo "PacwupeHHsle napamemps! hopmamuposaHus mokeHa".
Bknadka "Moaumuka PIN-koda"

9. BbInosHUTL HacTpoliky. OnMcaHue AONONHUTE/IbHBIX HACTPoeK Ha Bkaaake "Moantmka PIN-
koaa" npusegeHo B Tabavua 14.

Tabauya 14 — opmamuposaHue npunoxceHus. OkHo "PacwupeHHsle napamempsi popmamuposaHus mokeHa". Bkaadka "Moaumuxa PIN-
koda"

Cekuus Mone OnucaHue

MWHUMaIbHOE KONYECTBO CMMBOJIOB, KOTOpPbIE

MuHumanbHasa gavHa PIN-koga
MOXHO Mcnosab3oBaTth B PIN-koae
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ba3oBble noau-
Tnm PIN-koza
no/ib30BaTe s

PaclwmpenHsble
noanTmnkun PIN-
KoZa nosb30-
BaTens

3A0 "AnagavH P.[.", 1995 — 2019r.

MuHUManbHbIN cpok AericTBus PIN-
KoAa

MakcrManbHbI CPOK AeNcTBUS
PIN-koga

MpeaynpexgeHue 06 ncteveHnn
PIN-koaa (aHewn)

WNcTopusa PIN-koaa

BKtoUNTb pacliMpeHHbI KOHTPOJIb
kavyectBa PIN-koaa

Yuncnosble CUMMBO/IbI

C/MBO/IbI BEpPXHEro permcrpa

CYMBOJIbI HUXKHETO perncTpa

CI'IELI,VlaI]beIe CMMBOJ1bI

MaKCVIMyM nocnepoBaTesibHO No-
BTOPAKOLWNXCA CUMBOJIOB

PykoBogcTBO agMuHucTpaTtopa Ans Windows

MUHUMaNbHBIN CPOK (B AHSX), B TeYEHME KOTO-
poro MOXxHo ncnosab3osats PIN-kog nonb3osa-
Tens

MakcuManbHbIV CPOK (B AHSIX), B TEYEHUE KOTO-
poro MOXxHo ncnoab3osats PIN-kog nonb3osa-
Tens

3a CKONIbKO fHEW 4,0 OKOHYaHWA CPOKa AencTBus
PIN-koga nonb3osaTtens asTomatuyecku byaer oT-
npaB/seHo COOTBETCTBYIOLW Ee YBEA0MIEHNE

Yucno ncnonbsosasmxcs paHee PIN-kog0B
no/ib3oBaTe s, KOTOpble He/b35 UCMO/b30BaTb
npw Ha3HavyeHnn Hosoro PIN-koaa nosb3oBa-
Tena. Hanpumep, ecam yCTaHOBNEHO 3HaYeHne
"3", HeBO3MOXHO byaeT HasHaunTb PIN-kog,
no/ib30BaTe/Isl, COBMAaAAoL MM C OAHUM U3 TPEX
paHee 1CMo/b30BaHHbIX

YcTaHoBKa ¢axka No3BOSET BbINOJAHUTL TOH-
Kyt HacTpoMky kavectBa PIN-koz0B nosnb3oBa-
Tens

BbinagatoL Mii CMCOK COAEePXMUT BapUaHTbl UC-
nonb3oBaHus Lmbp B PIN-koge nonbosaTens:
e HeBaxHo
e  3anpeleHo
e (Obs3aTtesbHO
BbinagatoLw M cnnMcok CoAepXuT BapuaHTbl UC-

N0J/1b30BaHWst a/1paBUTHbBIX CUMBOJIOB BEPXHETO
perucTpa B PIN-koae nonb3oBaTtena:

. He BaxHO
e  3anpeueHo
e  (ObsasaTenibHO
Bbinagatoww i cnnMcok CoAepXuT BapuUaHTbl UC-

noNb30BaHUA an¢aBVITHbIX CMMBOJI0B HUXXHEro
peructpa B PIN-koae nonb3oBaTtena:

. He BaxHO
e  3anpeueHo
e (Ob6sasatenbHo
Bbinazatoww i cnucok CoAepXUT BapuUaHTbl UC-

No/Ib30BaHUS cneumanbHbix cumBoaos B PIN-
KoZe nojab3oBaTens:

° He BaxHO
e  3anpeleHo
e (Obsa3aTenbHO
Mcnonb3oBaHue naywmx nogpas o4MHaKoBbIX

cumBosioB. Cnncok COAEPXUT NONE C BOSMOXHO-
CTbiO Bbl60pa 3Ha4YeHnAa U3 AnanasoHa OoT 0 40

255
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10. [lNepeWTu Ha BkNaaKy "PaclumpeHHble napameTpbl” (CM. PUCYHOK 34).

Bropuuanan ayTentudicauna wnoves RSA

& PaclunperHble NapameTpel GopMaTMpoBaHA ToKEHa

MNapametpel  Moantuka PIN-kKoga | PACUUpEeHHLIE NapaMeTpel
PacluMpeHHbIe NapameTpsl

Moaaepxoca 2048-6utnoro knrowa RSA

Hcnone3oBaume Kapua

Hukorga

Pexuwm k3wumposanua npueatHbix gaunse | Huworga

IR0 MU KO LRI TG LU

PucyHok 34 - EQuHbil knueHm JaCarta. ®opmamuposaHue mokeHa. OkHo "PacuiupeHHsie napamempsl hopmamuposaHus mokeHa'".
Bknadka "PacwupeHHsie napamempsi”

BbINosHWUTB HacTpoky. OnMcaHWe J0MNOJHUTENbHBIX HACTPOEK Ha BKAagKe "PaclumpeHHble na-
pameTpbl" npuBegeHo B Tabauua 1s.

Tabauya 15 - QopmamuposaHue mokeHa. OkHo "PacwupeHHsie napamempsl hopmamuposaHus mokeHa". Bknadka "PacwupeHHsle napa-

Cekuus

PacwmpeHHbie napa-
MeTpbl

Mcnonb3oBaHue Kato4a
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mempabl"

Mone

Moaaepxka 2048-6uUTHOro
Kato4va RSA

BratounTb nogaepxky cepTu-

dukauunm FIPS

BTopuuHas ayTeHTUdMKaLUS
Kntoyom RSA

PykoBogcTBO agMuHucTpaTtopa Ans Windows

OnucaHue

BbibpaTh NYHKT 419 NOAAEPXKKM 2048-6UTHBIX K/tO-
yen RSA.

U SnekTpoHHble katoun eToken PRO 32/64k He
NOAAEPXKUBAIOT 3TY OMNLMI0

BbibpaTb NyHKT 419 GOpMaTUPOBaHKSA YCTPOMCTB B
pexunme cooTBeTCTBMA CTaHAapTy FIPS.

FIPS (Federal Information Processing Standards) —
yTBEPXAEHHbIN NpaBuTenbcTBom CLUA Habop cTaH-
[,apTOB, HanpaB/IeHHbIX Ha Y/yULleHWe yrpaBieHNs
M MCMO/1b30BaHNSA KOMMbIOTEPHbBIX U TENNEKOMMYHM-
KaLMOHHBIX CUCTEM CBS3U

Cnncok coAepXXnT YeTbipe MyHKTa:

e "Hukorga"- BTOpuyHas ayTeHTUbUKa-
Li1si He MPOU3BOAUTCS;

e '"Mpepnaratb no TpeboBaHmIo Npuo-
xeHus (Prompt conditional)" - B 3Tom
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Pexwum KawmpoBaHus npw-

BaTHbIX AaHHbIX

peXunme npuaoXeHnsa MoryT 3anpaLum-
BaTb MapoJib A1 Katova RSA, ecin B
HUX NpeAyCcMOTpeHa Takas BO3MOX-
HOCTb;

"Bceraa 3anpalwmveaTh y No/ib30Ba-
Tens (Prompt always)" — npu reHepa-
Lun RSA kntoya, Kaxabiv pas 3anpa-
LIMBAETCH AOMONHUTENbHBIN Naposb
RSA ans goctyna k 3ToMy Katouy. Oga-
HaKO Mo0/1b30BaTe/Ib MOXET U He 334a-
BaTb ZOMNOJIHUTE/IbHBIN Naposib, Npu
3TOM reHepaL s Kao4a NPOA0IXKNTCA
6e3 MCNo/Ib30BaHNS AO0MNONHUTENb-
Horo napons RSA;

"Bcerga (Mandatory)" —npwu co3gaHum
Knoua RSA byseT npeanoxeHo 3a-
AaTb A0MNO/IHUTEIbHBIV NAPOJIb AN15
A0cTyna K kaouy. Mpu HaxaTum
KHonkKn "OK" reHepupyeTca Katoy,
BBE/,E€HHbI Nap0/ib UCMOJ/Ib3YeTCS B
KayecTBe J0NOJIHNTE/ILHOrO Napoas
RSA pns 3TOro kato4a

CrnnCoK COAEPXUT TPU MyHKTa:

"Hukorga" — kawmnpoBaHue He Npoms-
BOAUTCS;

"Mpwn BxoAe nosib3oBaTens" — K3WMpo-
BaHVe NPOV3BOAMNTCA NPY BXOAE NOJb-
30BaTef, AaHHble COXPaHAIOTCA B
K3lle /10 3aBepLIEHNs CeaHCa BXOAa;

"Bcerga" — KaWmMpoBaHme Npon3Bo-
AUTCA BCerja

11. Haxmute "OK", yTobbl 3aKpbITb OKHO pacLUMpPeHHbIX NapameTpoB ¢pOpMaTUPOBaHMWSA 3N1EKTPOH-

HOr o KJ/lto4a.

12. B okHe "®opmaTupoBaHue npuaoxeHus" HaxmumTe "BoinosHnUTL".

13. lMoaTBepANTE CBOW BbI6Op B 0TOOpasMBLIEMCS OKHE NPeaynpexXAeHus.

14. [lpuycnewHom npouecce GopMaTUpoBaHUs 0Tobpas3nTCca cOOTBETCTBYOLLee coobLeHNne —
HaxmuTe "OK", 4yToObI 3aKpbITH €rO0.

7.2  ©®opmatmpoBaHue npunoxeHnAa PKI c annnetom Laser

B npouecce dopmaTmpoBaHusa npunoxenus PKI 3agatoTcs HoBble 3HaueHus PIN-koga agMUHNCTpa-
Topa u PIN-KkoAa nosib3oBaTeNs C BO3SMOXHOCTbIO YKa3aHUA 418 HAX HacTpoek KayecTBa. JlaHHble
NoJ/Ib30BaTENS, XPAHALLMECS B MAMATU NPUIOXKeHUA (CepTUdUKaTbI U KaouM), BYAYT yaaneHbl B Xoae
dopmaTupoBaHus. s BbinosHeHUs GopMaTUPOBaHNS Heobxoaunm Tekywui PIN-koa agMuHucTpa-

Topa.

7.2.1 HacTtponkn popmaTnpoBaHnA

[n9 NoAroTOBKM 3/1eKTPOHHOTO K/to4a K paboTe HEO6X0AMMO BLIMOMHUTL CieaytolL e AeACTBUS.

1. 3anyctutb EauHbin KnnenT JaCarta v nepenTu B pexmm agMUHUCTpaTOpaA.
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2. [MoAcoesVHUTL 31EKTPOHHbIN K04 K KOMMbIOTEpY, BbiGpaTh ero B 1eBol NaHenn nHtepderica
EanHbin KnveHT JaCarta v B LeHTpasibHOM YacTu okHa BbibepuTe Bkaaaky "PKI".

3. HaxaTb kHonky "®opmaTtuposaTh". BygeT oTKpbiTO 0kHO "PopmaTrpoBaHme NpuaoxeHus" (cMm.

PucyHok 35).

PIN-kog agmuHucTpaTopa

ma TokeHa

e 4 -
CIOTHLITIE D Hih

& DopMaTMpPoBIHNE NPUNOHKEHNA X

¥eranoente PIN-kog nonesosatena

Hoeetii PIN-koa nons3oeatens

Moareepgute PIN-kog nonezoeatens

PucyHok 35 - EQuHeil knueHm JaCarta. @opmamuposarue mokera. OkHo "®opmamuposaHue npunoxceHus"

4. BbINOsHUTL HacTponky. OnucaHme obwmx napameTpos popmMaTMpoBaHNUS NpuBegeHo B Tabanua

16.

Tabauya 16 — OkHo "®opmamuposaHue npunoiceHus"

Mone

PIN-kog agMuHucTpaTopa

Nma TokeHa

YctaHoBuTb PIN-KkoA nonb3oBaTens

Hosebin PIN-koa nonb3oBaTens

MNopTteepantb PIN-kO4 Nosib3oBaTens

OnucaHune

Beectu Tekywuit PIN-kog agMuHucTpaTopa

BBecTu Ha3BaHWe 31eKTPOHHOIO K/toYa (HanpumMep, 3To
MOryT 6bITb UM U pamuans Byayluero BnajenbLa)

YcTaHoBUTb GpIaxoK, ecm xotute 3agatb PIN-kog nonb3so-
BaTe/is BO BpeMsi GopMaTUpoBaHus. MoXHO He 3asaBaTb
PIN-kog nonb3osaTens, ecam:

®  1CNO/Ib3YeTCs 31eKTPOHHbIN KAOY C MpUOo-
xeHuem PKI/BIO, 1 Bbl XOTUTe yCTaHOBUTL
AN5 N0/1b30BaTeNs TO/IbKO BUOMeTpUIecKyto
ayTeHTudUKaumio (nogpobHee cM. Tabamua
17);

®  HeobxoanMo 3aaaTb PIN-koz noab3oBaTens
no3sxe. B aTom cnyvae ans nocnegytouen
yctaHoBkM PIN-koza nosib3oBaTens Heobxo-
AviMo ByaeT npeabasuTb PIN-KoA agMUHU-
cTpaTopa

BeecTu HoBbIM PIN-KoZ nonb3oBaTens (nosie akTUBHO, eCAn
ycTaHoBaeH ¢aaxok "YcTaHoBuTb PIN-kog nonb3oBatens')

Beectn noagTteepxaeHne Hosoro PIN-koga nosb3oBaTens
(nosie akTUBHO, ecnn ycTaHoBAeH $Aaxok "YCTaHOBUTb
PIN-kop nonb3osaTensn")
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5. /[lNs HACTPOMKM A0MOSIHUTENbHBIX NapaMeTpoB GpopMaTUPOBaHUA HaXMMTe KHOMKY “/lononHum-
TesIbHO", B NPOTMBHOM C/ly4ae nepexoAunTe K Wary 13 HacToswen npoueaypsl. [ocne HaxaTus
"JlonofHNTeNbHO" ByeT OTKPbITO OKHO "PaclunpeHHble napameTpbl GOpMaTUpPOBaHMSA TOKeHA"
(c™m. PucyHok 36).

q@ PaclumpeHHele napameTpel GopMaTIpOBEHNA TOKEHE X

PIN-kog nons3oBaTens

Tun PIN-koga

MakcumaneHoe yncno neneimok eeoaa PIN-koga 10 ¢
A

Bpema xamzHn PIN-koaa, gHin o v
A

MakcumaneHoe Bpema k3wmposanua PIN-kKoaa, MuHyThl o v

D Monbsoeatens gomked nomenats PIN-kog npn nepeom exoae

D Monezoearens gonsked nomenate PIN-kog nocne pasbnokmpoekn

PIN-KOA agMWHWCTpaTopa

D Yeranosute Hoeeni PIN-kog agannucrpartopa
MakcumaneHoe yncne neneimok seoaa PIN-koga 15

D PaspeluwTs pasbnoknpoBKy © MCNONb30BAHNEM MEXGHWIMAE “3aNpoc-oTEET"

iecmso PN

A
v

Kauecmso PIN-koda

PucyHok 36 - EQuHeil knueHm JaCarta. @opmamuposarue mokeHa. OkHo "PacuiupeHHsie napamempsl popmamuposaHus mokeHa"

6. BbINONHWUTBL HACTPOMKY COMIACHO OMUCAHUIO PACLUMPEHHbIX MapamMeTpoB GOPMaTUPOBAHUS, NpK-
BeZeHHOMy B Tabauua 17.

Tabauya 17 - EQuHbIt knueHm JaCarta. @opmamuposaHue mokeHa. OkHo "PacuupeHHble napamempsl popmamupo8aHus mokeHa"

Cekuus

Hacrpoiika OnucaHue

Tun PIN-koaa

PIN-kog nonb-
30BaTens

MakcmmanbHoe Yncno no-
nbiTok BBoAa PIN-koza

3A0 "AnagavH P.[.", 1995 — 2019r.

B03MOXHbI YeTbipe BapmaHTa:

e  PIN-anq ayTeHTUdUKaL MM NONb30OBATEb /01
xeH BBecTu PIN-kog nosb3osartens;

e  BIO - anq ayTeHTMdUKaLUM NONb30BATE b A0-
XKeH MpUI0XMUTL NaseL, K CKaHepy OTne4yaTkos
nasbLeB (TOJIbKO A5 3/IEKTPOHHBIX K/OYel €
npunoxeHuem PKI/BIO);

e PINwau BIO — gns ayTeHTUdMKaAL UM NO/Ib30BaA-
TeNb A0/KEH cAenaTb 04HO U3 AByx: BBecTn PIN-
KOZ NoJ/Ib30BaTeNs AN MPUIOXUTL Nanew, K cka-
Hepy oTnevyaTKoB NabLes (TO/IbKO A1 3/1eK-
TPOHHbIX KAtouel ¢ npunoxeruem PKI/BIO);

e  PINuBIO - gns ayTeHTUdMKaL MM NOSb30BaTE b
AonxeH kak BBecTu PIN-kog nosb3oBaTens, Tak 1
NPUAOXNTb Nanew, K CkaHepy OTNe4YaTKoB Nasib-
LeB (TO/IbKO A5 SNEKTPOHHbBIX K/OYel C Mpuio-
>xeHuem PKI/BIO)

MakcrmanbHO A0MYCTUMOE YMC/I0 HEBEPHbBIX NOC/ e 0BaTe b-
HbIX NonbITOK BBOAA PIN-koaa nonb3oBaTens

PykoBogcTBO agMuHucTpaTtopa Ans Windows CTp. 44/ 90
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PIN-kog agmn-
HUCTpaTopa

3A0 "AnagavH P.[.", 1995 — 2019r.

Bpems xu3Hn PIN-koaa

MakcnmanbHoe Bpemsa K3-
wuposaHua PIN-koaa

Monb3oBaTe b 40/IKEH NO-
meHATb PIN-kog npw nep-
BOM BXO/e

Monb3oBaTe b 40/IKEH NO-
meHATb PIN-kog nocne pas-
6710kMpOBKM

YcTaHoBUTb HOBbIN PIN-koA
aAMUHUCTPaTOpa

PIN-kog agMuHucTpatopa

MakcrmanbHoe 4mcnio no-
nbiTok BBoga PIN-koga

PaspewnTb pa3biokMpoBKy
C UCMO/Ib30BaHUEM Mexa-
HU3Ma 3anpoc-oTBeT

PykoBogcTBO agMuHucTpaTtopa Ans Windows

KosnnuecTBo gHen, cnycTsi KOTOPOE N0/b30BaTe/ b A0JXKeH Oy-
aet cmeHuTb PIN-koa nosnb3oBaTens

B TeueHune kakoro BpemeHu (B MmHyTax) PIN-koa noab3oBaTens
6yaeT K3WMPOBaATLCA HA KOMMbIOTEPE, K KOTOPOMY NMOACOeA-
HEH 3/1eKTPOHHBbIN K/toY

Mpu ycTaHoBke $naxka noab3osatesto byseT Heobxo4 Mo
cmeHuTb PIN-KoA npu nepBoM 1Cno/ib30BaHNM 31€KTPOHHOIO
Kao4a

Mpu ycTaHoBKe $aaxka noab3osaTesto bygeT Heobxo4MMo
cmeHnTb PIN-KkoZ nocne pa3b10KMpPOBKM 31€KTPOHHOMO K/toua

YcTaHoBKa daaxka fenaeT 4OCTYMHbIMU NOAA AN BBOAA HO-
Boro PIN-koga agMMHUCTpaTopa 1 A9 ero NoBTOPHOIO MOA-
TBEPXAEHUSA

BeeauTte 3HayeHne Hosoro PIN-koga agmuHuctpatopa. Koy ag-
MWHUCTPATOPa MOXeT bbITb:

®  3HayYeHMeMm, COOTBETCTBYIOL UM YyCTaHOBAEHHOMY
KayecTBy naposien (cM. kayectBo PIN-koga Huxe);

e ktoyom 3DES (ecnm ycTaHoBeH daxok "Paspe-
WNTb pa361I0KMPOBKY C MCMOJ/Ib30BAaHNEM MeXa-
HW3ma “3anpoc-oTeeT”")

MakcrmanbHO A0MYCTUMOE YMC/I0 HEBEPHbIX NOC/e0BaTe /b-
HbIX NonbITOok BBOoAa PIN-koga agMuHmucTpaTopa

Mpu ycTaHoBke daaxka nocsie GopmMaTMpOBaHUSA NOABASETCS
BO3MOXHOCTb Pa3b/I0KMPOBaTh 31€KTPOHHbIN K/IOY B YA aNEH-
HOM peXxmnMe, CNoJb3ya MexaHu3Mm "3anpoc-oteet". [na 3Toro
Takxe B nose PIN-kog agMUHUCTpaTopa Heo6XoAMMO 3a4aTb
3HauveHue katoya 3DES, koTopbiit OyAeT BbINOAHATL GYHKL MO
PIN-kopa agMuHUcTpaTopa
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7. 3agaTb HacTpolikm kayecTBa PIN-koga nosb3osaTtens v PIN-koZa agMMHUCTPATOPa MOXHO C No-
MOLL b0 31eMeHTa ynpasaeHus "Kayectso PIN-koga" B cooTBeTCTBYOWMX CeKLmMAxX. OKHO
HacTpoek kayecTBa PIN-koga nosib3oBaTens npescraBieHo Ha PucyHok 37. OnucaHme HacTpoek
kavecTBa PIN-koga npvBegeHo B Tabsamua 18.

¢o Kauectso PIN-koaa nonbsosatena X
bazoBble HacTpouku PIN-KoAa
D Orpanun4enne pasbnoknposok @ ‘
,7,,;,_‘
MunumaneHas gnuna PIN-koga 4 T ‘
A |
MakcumansHaa gnuHa PIN-koaa 16 y ‘
PaclwimnpeHHble HacTpoiku PIN-koaa
MuHWManeHoE Ycno UM pPoBLIX CUMBONOB 0 : ‘
MuHuMmaneHoe Yo ByKBEHHBIX CUMBONOB 0 # ‘
MWHWMaNbHOE YMCNO CUMBO/IOB HWKHETD pErncTpa | 0 : ‘
MWHUManeHOE YUCAO CUMBO/IOB BEPXHETO perncTpa | O : ‘
MWHMMaNEHOE YMCNO CNEUNANbHEIX CUMBOOE 0 : ‘
MakcnmaneHOE YMCI0 NOBTOPOB CUMEBO/IOB 16 e ‘

PucyHok 37 - EQuHebil knueHm JaCarta. @opmamuposaHue mokeHa. OkHo "Kayecmso PIN-koda nonb3o0samens”

U Mpw 3agaHnm HacTpoek k KavecTBy PIN-Koga pekomeHayeTca caegyiollee:

®  U1Cnosb3oBaTh BYKBbLI TO/IBKO NaTUHCKOro andasuTa (abc...z, ABC...Z), undpsl (123...0) n cnew-
cumBOSbl (~1@#...);

e  MMHWUMaNbHagA AaunHa PIN-koaa — 6 cuMmBOAI0OB.

I'IpM 3asaHun PIN-koga HeaAo0nyCTUMO UCNO/Ib30BaHNE npo6ena M CMMBOJIOB KNPWUIINL, bl

8. Haxmwute "OK" gn51 cOXpaHeHMs HaCcTpoeK.

Tabauya 18 - EQuHbIt knueHm JaCarta. ®opmamuposaHue mokeHa. OkHo "Kadecmso PIN-koda nonb3osamens”

Cekuus

ba3oBble
HacTpowku PIN-
KoAa

PaclmpenHsble
HacTpolikm PIN-
Koza

3A0 "AnagavH P.[.", 1995 — 2019r.

HacTtpoiika

OrpaHuyeHune pasbaokmpo-
BOK

MwuHnmanbHas gamHa PIN-
KoAa

MakcumanbHasa ganHa PIN-
Koza

MuHUManbHoe Yncso uud-
POBbLIX CUMBOJIOB

MuHMMaIbHOE Yncao byk-
BEHHbIX CMBO/10B

PykoBogcTBO agMuHucTpaTtopa Ans Windows

OnuncaHue

YcTaHoBuTe GNaXOK U 3a4aMTe KONMYECTBO BO3MOXKHbIX Pas-
610kmpoBok 3abnokmposaHHoro PIN-koaa

MuHUManbHoe Yncno cumeosios B PIN-koae

MakcumanbsHoe ymcno cumoaos B PIN-koge

OnpegensieT, Ckobko LidPOBbLIX CUMBOJIOB HEOOXOAMMO UC-
nosb3oBaThb B PIN-koze

OnpegensieT, ckobko ByKBEHHbIX CUMBOJIOB HEOH6XOAMMO UC-
nosb3oBaThb B PIN-koze
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MUWHMMaNbHOE YNCNO0 CUM-
BOJIOB HMXHEro permcrpa

MuHMManbHOE YN0 Cnm-
BOJIOB BEPXHEro perncrpa

MuHMManbHoe Yncao cne-
LnanbHbIX CUMBOJI0B

MakcumanbHoe 4Mcao no-
BTOpPOB CMMBO/10B

Onpep,enﬂeT, CKOJ1IbKO 6yKBEHHbIX CMMBOJ1I0B B HUXXKHEM perm—
cTpe HeobxoanMo ncnonb3osaTb B PIN-koge

OnpegensieT, ckoibko ByKBEHHbIX CUMBOJIOB B BEPXHEM peru-
cTpe HeobxoanmMo ucnonbsosaTs B PIN-koge

OnpegensieT, Cko/bKo cneLmnanbHbiX (He andaBuTHoO-UUdpo-
BbIX) CUMBO0./10B He06X041MMO Mcrnoab3osaTh B PIN-koae

OnpegensieT YNCA0 NOBTOPSIOLLMXCA CUMBOJIOB B Jlo6oM MecTe
PIN-koga

9. BeinonHuTe cnepyouine AEI\/’ICTBVIH B 3@aBUCMMOCTU OT NPUJIOXKEHUNA, YCTAHOB/ZIEHHOIO Ha 3/1€K-

TPOHHOM KJ1toYe:

—  PKI-nepexoauTe K Wwary 13 HacTosLLel NpoLeaypbl.

—  PKI/BIO —ecnu B nose "Tun PIN-koga" BbibpaHo 3HaveHume "BIO", "PIN uau BIO" uan "PIN n
BIO", HaxxmuTe "HacTpowku 6uomeTpun”. ByaeT oTKpbiTo okHO "HacTpoikn bruometpun

(c™m. PucyHok 38).

ysacunsianaee [FAR]

& Hactpoiike Gnomerpas T X
MaxcusmansHos konmuecTED ) -
OTNEYSTEDE
MumsmanpHos KIYECTe0 OTREYATER | - -
NE YMoAYINHIO =
BepOATHOCTE NOMHOFD ADAYCKBND | 4 0o o

1

PucyHok 38 - EQuHbIl knueHm JaCarta. ®opmamuposaHue mokeHa. OkHo "Hacmpoliku 6uomempuu”

10. OcylecTBUTb HACTPOMKY NapamMeTpoB, ONMCaHUe KOTOpbIX NpuBedeHo Tabavua 19.

Tabauya 19 - EQuHbIt knueHm JaCarta. @opmamuposaHue mokeHa. OkHo "Hacmpotiku 6uomempuu”

HacTtpoiika

MakcmmanbHOe KOIMYecTBO OTNeYaT-
KOB

MuHMMaNbHOe KavecTBO OTNeYaTKa fno
YMOYaHu1Io

BepoATHOCTb SI0XKHOr 0 Aonycka no
ymonuanmio (FAR)

OnucaHune

OnpegensieT MakCMMasibHOE KOIMYeCTBO OTNeYaTKOB Nasib-
LLeB N0/1b30BaTe/s, KOTOPOE MOXHO COXPaHWUTL B NaMATH
371eKTPOHHOrO KJtoua JaCarta (0T 1 40 10). B kKaxA0M KOH-
KPeTHOM C/lyyae noJsib30BaTe /b CMOXET BblbpaTh, KaKoM OT-
neyaTokK nasblia UCnoNb30BaTh.

MuHUManbHOE pekomMeHayemMoe 3HayeHne: 2

OnpegensieT rpaHNUYHOE 3HauYeHWe KayecTBa U3obpaxe-
Hus. EC/iM KayecTBO M306pakeHns HUXeE JaHHOMO 3Have-
HUSI, COXpaHeHWe O0TNeYaTKOB Ma/ibLeB N0/Ib30BaTENS HE
byaeT NponsBoAUTLCS

OnpegensieT BEpOSATHOCTb JIOXHOO A0MycKa (T.e. Bepo-
ATHOCTb, C KOTOPOM CUCTEMA CUMTLIBAHMSA OTMEYATKOB
nanbLeB oWMHOYHO ayTeHTUULUPYET Nob30BaTENS).
BeposiTHOCTb /IOXXHOIO ZoMnycka onpeAensieTcs Kak cooT-
HOLUEHWE BO3MOXHOIO KOJIMYECTBA OWNOBOYHOM NAEHTU-
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buKaLmm K Yncny nonbiTok ayteHTUdMKaLmm. CootseT-
CTBEHHO, BEPOSITHOCTb J,0/I)XHOI0 J0MyCKa 1:100 Bbille,
YeM BEPOATHOCTb JIOXHOI0 40MyCKa 1:1000

11. Haxmute "OK", 4T0obbI COXPaHUTL U3MEHEHWSA HacTpoek BruomeTpun.
12. Haxmute "OK", yTobbl 3aKpbITb OKHO 40MNO/IHUTE/IbHBIX HACTPOEK GOpPMaTUPOBaHKS.

13. B okHe dpopmMaTUpPOBaHUS 31eKTPOHHOIO K/toYa HaXXMuTe "BbiNoHUTL" U MoATBepAUTE CBOM
BbIbOp B 0TO6pasmBLLEMCS OKHe NpeAyrnpexAeHns.

Ecau 8bl uHUYUAnu3upyeme 31ekmpoHHbIL KoY ¢ noddepickol buomempuu cnedyem

pykosodcmsosamscs n.7.2.2. QopmamuposaHue ¢ uomempudeckumu napamempamu.

14. Bcnyyae ycnewHoro gopmaTrpoBaHMa TokeHa 0TobpasunTca cooTeeTCTByOWEee coobueHue.
A8 ero 3aKkpbITMs HeobX0A4MMO HaxaTb kHomky "OK".

7.2.2 ©®OpPMaTUPOBaHME C BUOMETPUYECKMMM NAPAMETPAMMU

Ecav Bbl dopMaTHpyeTe an1eKTPOHHBIN KoY C bB1oMeTpUYeCcKMMM HaCTPOMKaMu, Yepes HekoTopoe
BpeMs nocsie 3anycka npotecca ¢opmaTMpoBaHus oTobpasmTcs okHO "Perncrpatus otrneyaTkos"
(c™m. PucyHok 39).

Perucrpauwa OTNEYATKOB X

Perncrpauua otne4yaTkos

YKaute nanew AnA M3MeHeHus oTneyaTka

CKaHep 0TNeYaTKos:

IBSAPI 0 ¥, l

Kavectso: |50 | BeposaTHOCTb noxHoro gonycka: |1:10000 v]

| OTMEeHUTD

PucyHok 39 - EQuHbil knueHm JaCarta. OkHo "Peaucmpayus omneyamkos"
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1.

Ha cxemaTnyeckom M306pa)KEHVIVI !'IaAOHEI\/’I OTMETbTE ra/IoyuKom naneuy, KOTOprl\/’I 6YAET OTCKa-

HMPOBaH Bo BpeMs bopMaTUpoBaHus (CM. PUCYHOK 40).

Peruc'rpaunﬁ OTNEYaTKCB

Perucrpayusa oTneyaTKkos

YKaxuTe nanew Ana M3MeHeHusa oTneyaTka

X

Kavectso: |50 v| BeposiTHOCTb noxHoro gonycka: |1:10000 v]

CKaHep 0TNeYaTKos:

]BSAPI 0 ¥, ]

3apErMCTPUPOBaTE | OTMEHUTD

PucyHok 40 - EQuHbili knueHm JaCarta. OkHo "Pezucmpayus omnedamkos”. Beibop naabya dns ckaHuposaHus

2. Tpv HEOBXOAMMOCTN U3MEHUTE AOMOJIHUTE/IbHbIE MapaMeTpbl CKaHMpoBaHuA. OnncaHue go-
MOJIHUTE/IbHBIX MapaMeTPOB CKaHUPOBaHUS NpvBeZeHo B Tabanua 20.

Tabauya 20 - EQuHeil knueHm JaCarta. OkHo "Peaucmpayus omneyamkos”. OnucaHue Hacmpoek

Hactpoiika

Cka Hep OTnevYaTKoB

KavectBo

OnucaHue

|/|CI'IOI'Ib3yeMbIVI CKaHep OTnevYaTKoB na/ibLeB

C nomoLbio BbiNaAatoLero Cnucka 3a4aTb rpaHUYHOE 3Ha-
YyeHWe KavecTBa usobpaxeHus. Ecam kayecTBo n3obpaxe-
HUS HUXKE 4aHHOTO 3HAYEHUS, COXPaHEHWe OTNeYaTKoB
nasbleB NoAb3oBaTens He 6yaeT NPoU3BOAUTLCS

C NOMOLbIO BbiMagakoLlero Cnncka 3aj4aTb BEPOATHOCTb
JIOXHOro Aonycka (T.e. BEepPOATHOCTb, C KOTOPOVI cncrtema
CYNTbIBAHUA OTNEYaTKOB Na/ibLeB ownboYHO ayTeHTM¢M-
uupyet ﬂOﬂbSOBaTeﬂﬂ). BepOﬂTHOCTb JIOXKHOro gonycka

BepOﬂTHOCTb JIOXKHOrO fonycka onpeaensaeTca Kak COOTHOLWeHNe BO3SMOXXHOI0O Ko/inyecTea

3A0 "AnagavH P.[.", 1995 — 2019r.

OWMBOYHOM NAEHTUDUKALUM K YACTY MOMBITOK ayTEHTUDU-
Kauun. CoOOTBETCTBEHHO, BEPOSITHOCTb JOJIXHOIO 0MNycKa
1:100 BbllLe, YeM BEPOATHOCTb JIOXKHOMO 0MyCKa 1:1000.

PeKOMeHAyeMOE 3Ha4eHue: 1:10000
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3. Byaywun Bnageney 31eKTPOHHOI O KJ/IH0Ya AOJIKEH NPUAOXKNTL OTMEYEHHBIV NaseL, K CKaHepy
OTMeYaTKoB Masbles. MNoc/e cCUNTbIBaHMSA OTNEeYaTOK NasibLa 0Tobpas3nTcs B okHe (cM. PucyHok

41).

ptﬂ‘l(‘l’pﬂu”ﬂ oTne<aTeoe

Perncrpayua oTne4yaTkos

MpunoxuTe nanell K ckasepy Ans Npoeepkn wabnova

X

-

-
38

v

Kavecrso: |50 ‘l SepoATHOCTL NOMHOMND A0NYKa: Il:lOCOD ']

PETHITRHECODT |

Crwermo

PucyHok 41 - EQuHbIl knueHm JaCarta. OkHo "Peaucmpayus omneyamios". Pe3ysibmam c4umel8aHus omneyamka naasya

4. Tlocne Toro, Kak NpPUAOXEHHbIV Nanew byaeT ybpaH co ckaHepa oTneyaTkos, byAeT oTobpaxeHo
MH$OPMaLMOHHOE OKHO (CM. PUCYHOK 42). [lN9 3aKpbITUA OKHA HaxMuTe KHomky "OK".

Message

e
§ /,l LLiabnoH oneyaTka COXpaHEH ANA PErncTpaLum.

X

PucyHok 42 - Edurbill knueHm JaCarta. OkHo "Peeucmpayus omneyamkos". MIHpopmayuoHHoe coobueHue o coxpaHeHuu omneyamka

5. B okHe perncTpauunv oTneyaTKoB CTAHET JOCTYNHOM A1 HAXATUs KHOMKA "3aperncTpupoBath".
HaxxmuTe kHomKy "3apernctpupoBaTs”. ByaeT oTobpaxeHo MHPOPMaLMOHHOE OKHO C pe3y/bTa-
TOM perncrpaumnm otneyatka (cM. PucyHok 43). [ns 3akpbiTUa okHa HaxxmuTe kHonky "OK".

Message

< >| Oneyartkn nanbues 33perncTprMpoBaHbl Ha TOKEHE.

X

PucyHok 43 - EQuHbIl kauenm JaCarta. OkHo "Peaucmpayus omneyamxos”. IHghopmayuoHHoe coobujeHue o pecucmpayuu omneyamka

3A0 "AnaganH P.A.", 1995 — 2019r. PykoBogcTBO agMuHucTpaTtopa Ans Windows
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6. Ecam B HacTpolikax popmaTMpoBaHus Bbl10 yKasaHo, YTO B NaMsATU 1€KTPOHHOIO KoY HYXHO
COXPaHWUTb HECKOJ/IbKO OTMEeYaTKOB Ma/ibL,eB, MOBTOPUTE HEOOXOAMMBIE Laru HacTosILL el npoLe-
AYpbl ANA COXPAHEHMS X BCEX.

7. TMpuycnewHom 3aBepLieHMn GopMaTUpOBaHUs 0TO6Pa3nNTCS COOTBETCTBYOLee coobuieHne
(cM. PucyHok 44). Haxxmnte "OK" ans ero 3akpbitms.

§ YenewHo >

@ Mpwnoxenne ycnelwHo oTdopMaTMpoEaHD.

OK

PucyHok 44 - EQunbill knuenm JaCarta. OkHo "Peaucmpayus omne4damkos”. IHgopmayuoHHoe coobujeHue o hopmamuposaHuu npusao-
HeHua

7.3  ®opmaTtuposaHue npunorxerua MOCT n STORAGE

P Ana noaroToBKM 3N1eKTPOHHOTO Kalo4a Kk paboTe:
1. 3anyctutb EguHbiii KnnenT JaCarta v nepeiTi B peXXmm agMMHUCTPaTopa.

2. [MoAcCOeAVHUTD HYXHbIN 31eKTPOHHbBIN K04 K KOMMblOTepy, BbIbpaTb ero B J1eBOM NaHeAun 1 B
LLeHTPa/IbHOM YaCTM OKHa B 3aBUCMMOCTM OT TOFO, KaKoe NMpUIoXeHue YCTaHOB/IEHO Ha KJIoYe,
BbIbpaTh Bkagky "ITOCT" mam "STORAGE".

3. HaxaTb kHonky "®opmaTtuposaTb". BygeT oTkpbiTO 0kHO "QopmaTrpoBaHme NpuaoxeHus" (cMm.
PucyHok 45).

& DopMATHPOEIHME NPUNCHKEHNA X

PIMN-kog agmuHrcTpaTopa

| | &b

Mma TokeHa

¥cranoente PIMN-kog

Hoewiii PIN-koa none3oeaTtens

| | &b

Moareepante PIM-koa nonszosatens

BinoaHnT 3aKphITh

PucyHok 45 - EQuHbIl knueHm JaCarta. OkHo "®opmamuposaHue npunoxceHus"

4. BbINOsHUTB HacTpoliky. OnrcaHue HacTpoek GOpMaTUPOBaHMWSA 31EKTPOHHOIO KJto4a NpuBe-
AEHO HMXe:

Tabauya 21 - EQuHbIlt knueHm JaCarta. OkHo "®opmamuposaHue npunoxceHus". OnucaHue HaACMpoex

Hacrpoiika OnucaHue
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PIN-kog aamuHucTpaTopa Mone ans BBOAa Tekywero PIN-koA agMuHUCTpaTopa

Vimsa TokeHa Mone ans BBOAA Ha3BaHUA GOPMATMPYEMOrO NPUNOXKEHNS

e /na dopmatupoBaHusa npunoxenus FOCT —
YCTaHOBUTb GNaXoK, ecam HeobXoANMO 3a-
aaTtb PIN-kog nosib3oBaTens Ha sTane ¢pop-
MaTMpPOBaHUS. TakKe MOXHO CHATb GaxOK U

3agaTtb PIN-koa nosb3oBaTens nosxe;
YctaHoBuTb PIN-kog nonb3oBatens
e /1na dopMaTUpPOBaHNSA NMPUNOXKEHUS

STORAGE - npunoxerne STORAGE He mo-
xeT 6bITb popmaTuposaHo 6e3 PIN-koga
noJ/ib30BaTeNs, MO3TOMY He/b3si CHATb paia-
XKOK

Mone pns BBoga HoBOro 3HayeHms PIN-koga noab3oBaTens
Hosbilh PIN-kog nonb3oBaTens (nosie aKTUBHO, TOJIbKO €C/M YCTaHOB/EH $axokK "YcTaHo-
BuTb PIN-Kkog nonb3oBatens.")

Mone ans BBOAA NOATBEPXAEHMA HOBOrO 3HaYeHns PIN-
MoaTteepanTb PIN-KOA nonb3osaTens Koga nosb3oBaTtens. (Mosie aKTUBHO, TO/IbKO €C/IN YCTaHOB-
neH pnaxok "YcraHosuTb PIN-ko4 nonb3osaTens.")

5. HaxmuTe KHOMKy "BbINO/HUTL" 1 MOATBEPAUTE CBOW BbIOOP B OKHE C MpeaynpexAatolMm coob-
L eHneM.

6. [MpuycnewHoro popmaTnpoBaHus byaeT oTobpaxkeHO COOTBETCTBYIOLLEe COODLeHMe.
HaxxmuTe kHonky "OK" ans ero 3akpbitms.

7.4  Tpunorenue OCT ¢ annneTtoM KpUNTOTOKEH 2

Anﬂ noATOTOBKU 3/1EKTPOHHOTIO KJ/l0o4Ya K pa60Te:

1. 3anyctutb EguHbIl kaveHT JaCarta v nepeiiTv B pexumm agMUHUCTpaTopa.

2. [MoACOeAVHUTD HYXHbIN 3N1EKTPOHHBIN K/OY K KOMMbIOTEpPY, BbIOpaTh ero B JIeBOM NaHENN U B
LLeHTpa/IbHOM YacTu OKHA nepenTu Ha Bkaagky "MOCT".

3. HaxaTb kHonky "®opmaTupoBaTth nosb3oBaTenem". byget oTkpbITo okHO "PopmMaTupoBaHve
npuioxeHus nonb3osaTesem" (cM. Ownbka! MCTOYHUK CCbINKN He HallAeH.).

PucyHok 46 - EduHbill knueHm JaCarta. OkHo "®opmamuposaHue npunoieHus nons3osamenem"
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4. 3anonHuTtb nonsa "Mmsa tokeHa" n "Beeaunte PIN-koa nonb3oBaTens”, nocse 4ero HaxmmTte
KHOMNKY "BbinonHuTs".

5. bByaeT oTobpaxeHo MHPopMaLMoHHoe coobleHne c nHbopMaLMent 0 TOM, YTO B XO4e NpoLecca
dopmMaTMpoBaHuWs BCe AaHHble ByAyT yAaneHbl U3 NaMsaTK TokeHa (cM. PucyHok 47). Ans npo-
ZoJKeHus npolecca GopMaTUpOBaHMA NPUIOXEHUS HE0BX0AMMO HaxaTb KHonky "Mpogon-
XUTb".

& Npegynpexaenne >

Brumanue! B npouecce dopmaTMpoBaHWA BCe JaHHEBIE M3 NAMATK
NPUAOHEHMA Ha ToKEHE ByayT yaaneHbl.

MpoaomxKUTE OTMEHKWTE

PucyHok 47 - EQuHeil knueHm JaCarta. OkHo "[MpedynpexcdeHue"

6. B wnHbOPMaLMOHHOM OKHe O pe3yabTaTax GpopMaTUPOBaHUSA (CM. PUCYHOK 48) HaxaTb KHOMKY
"OK" g9 3aBepLueHns npouecca.

& Yenewno >

(D Mpunoxenne ycnelwHo oTgopMaTnpoBaHo.

PucyHok 48 - Edutbili knueHm JaCarta. IHghopmayuoHHoe coobujeHue o pe3yabmamax npoyecca popmamuposaHus

3A0 "AnaganH P.A.", 1995 — 2019r. PykoBogcTBO agMuHucTpaTtopa Ans Windows cTp. 53/90



EavHbin KavenT JaCarta 2.12

8. Onepauuun c PIN-Kogom nonb3osaTtena un PIN-kogom agmum-
HUCTpATOPa

8.1 YcraHoBKa (cMeHa) PIN-Ko4a nonb3osaTtena agMUHUCTPATOPOM

[l19 HEKOTOPBIX MPUIOXKEHWI a4MUHUCTPATOP MOXeET 3aAaTb PIN-KoA nosib30BaTenNs, eC/iM OH He
6b11 Ha3HayeH BO BpeMsi popMaTMpoBaHus. Takxke aAMUHUCTPATOP MOXET CMEHWUTL TekyLwuii PIN-
KOoZ nosb3oBaTes.

{,{ PIN-kog nosib30BaTes1If UMeeT CBOM CPOK AeNCTBUSA. 3a 7 JHEN [0 OKOHYaHUS cpoka gercTeus PIN-
KOZ.a No/b30BaTe b NoJly4YaeT yBe0M/IeHNe 0 HeobxoanmocTu cmeHbl PIN-koga. IHpopmaunoHHble
coobuieHuns byAyT NPUXOANTb KaX bl AeHb 1,0 OKOHYaHWA cpoka aencTBus PIN-koZa, noka oH He
byAeT U3MeHeH.

)
Y Jna yctaHoBku nam cmeHbl PIN-koga nonb3oBaTesis agMUHUCTPATOPOM 3/1EKTPOHHOO KJlto4a Heob-
XOAMMO, YTOObI Ha 3TOM 3/1EKTPOHHOM KJtoye Bbin ycTaHoBaeH PIN-kog agMuHUCTpaTopa.

Mocne seoda HenpasuabHo20 PIN-k0da admMuHUCMPamopa Hecko1bKo pa3 Noopad 31eKmpoHHbIU
ka4 brokupyemcs. He donyckalime 6aokuposku PIN-koda admuHucmpamopa Ha 31eKmpoHHbIX
kmtodax JaCarta. PIN-ko0 admuHucmpamopa, 8 omauyue om PIN-koda nonb308amens,
pa3ba0kupos8ams HeBO3MOMHO.

B cnyyae 610kuposku 31eKMPOHHO20 KA04a NOC/ae 8800a HenpasuabHo20 PIN-koda
adMuHUCMPamopa 31eKMpoHHbIL K04 pa3ba0Kkuposams Heab3A. B smom cayyae moxcHo
obpamumscs 8 cymby mexnoddepiKu U NepeuHUYUAAU3UPOBAMb 3AeKMPOHHBIU KAK0Y, HO C
nomepell 8cex OaHHbIX, XPAHAWUXCA Ha Hem. JaHHas onepayus docmynHa He 015 8cex modenell.
ModpobHocmu cnedyem ymoyHAMb 8 caywcbe mexnodoepiku.

3agaHHOe KoAnyecTBo nonbiTok BBoAa PIN-koga agMuHucTpaTopa (a TakxKe ocTaBLueecs Koanye-
CTBO MOMbITOK) MOXHO Yy3HaTb, 3anyctuB Egunbii KnveHT JaCarta, nepenas Ha Bkaagky "MHdopma-
LLMA O TOKeHe" 1 MoCMOTpeB 3HayeHne, yka3aHHoe B nose "OcTanock nonbiTok BBoga PIN-koaa".
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P Ana cmeHbl PIN-KOA Nonb3oBaTeNs agMUHUCTPATOPOM:

1. [loAcoeAMHUTb 31eKTPOHHDIN K/IOY, HAa KOTOPOM HEOBXOAMMO yCTaHOBUTb/cMeHUTb PIN-kog
nosib3oBaTens. 3anyctutb EanHbii KnvenT JaCarta v nepenT B pexxnm agMmnHUCTpaTopa.

2. B neBol naHenu BbI6paTh HYXHbIV 31€KTPOHHbIN KoY. B LLeHTpasibHOM YacTy OKHa NepenTu Ha
BKJ/1aZ|KY, COOTBETCTBYIOLLYIO NMPUIOXKEHUIO, A1 KOTOPOro HEO6X0AMMO Ha3HAUUTL (CMEHUTH)
PIN-kog nonb3oBaTtens.

3. HaxaTb kHOMNKy "YcTaHoBuTb PIN-koa nosib3osatens". ByAeT oTkpbiTo OKHO "YcTaHoBka PIN-
KoZga nosab3oBatensa':

@Q Ycraroeka PIN-koaa nonszoeatens X

Texywmii PIN-koa agMuHucTpatopa

&

Hoewiii PIN-kog nonezoeatens

MoaTeepkaeHne KoAa

& Hoewiii PIN-koa He 33aaH

PucyHok 49 - OkHo "YcmaHoska PIN-koda none3osamens"

4. Bnone "Tekywui PIN-kog agMuHUcTpaTopa” BBeCTU Tekyw i PIN-kog agMUHUCTpaTopa.

B nonsx "Hosbit PIN-kog nonb3osatens” u "MoagreepxaeHue PIN-koga" ykasaTtb cooTseT-
CTBEHHO HOBbIY PIN-K0Z nosib3oBaTe s U NOATBEPXAEHME.

6. HaxaTtb kHonky "OK".

7. TMpwuycnewHon yctaHoBke HoBoro PIN-koAa nonb3oBaTesis 0TO6pasnTCs COOTBETCTBYIOLLee CO-
obuweHwne, HaxmuTe "OK" A1 ero 3akpbITuS.

8.2 PasbnoknposaHue PIN-Koga nonb30BaTeNnAa B NpUCYTCTBUM 3AMUHUCTPATOPA

Ecan nonb3oBaTtens NpeBbiCcMA MaKCMMasibHOe A0MYyCTUMOE YMCI0 NOC/e0BaTe /IbHbIX HEBEPHbIX
nonbiTok BBoAa PIN-koaa, To oH 610kmpyeTcs. Mpoueaypa pasbaokuposku PIN-koga nosnb3oBatens
pa3sinyaeTca B 3aBUCUMMOCTU OT NPUNOXEHUSA, YCTAHOBJ/IEHHOIO B NaMATb 3/IEKTPOHHOIO KJ/1KO4a:

e  PKIwu PKI/BIO — nocne pa3b10kMpOBKUM afMUHUCTPATOP A0/1KEH YCTAaHOBUTb HOBbIM PIN-koz
nonb3oBaTens.

e [OCT 1 STORAGE — pa3bnokupoBka 06HyASIE€T CHETUMK HEBEPHbBIX MOMbITOK AOCTYNA, 3HaYeHUe
PIN-koga nosb3oBaTeNs OCTAETCA NPEXHUM.
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8.2.1 Mpunoxenune PKIn PKI/BIO

P Ana pas6bnokupoeaHusa PIN-kog nonb3osaTtens:

1.

5.

MoACoeAMHNUTL 3/1eKTPOHHBIN K04, Ha KOTOPOM Heobxoaumo pasbiokunposaTtsb PIN-kog nosb-
30BaTens, K KOMMbIOTepY.

3anyctuTb EgnHbin KnnenT JaCarta v nepeitu B pexXxnm agMUHUCTPaTOpa.

B neBowi nanenu EguHoro KnverTa JaCarta BblbpaTh Hy XXHbIN 31eKTPOHHbIN KJHOY U B LLEHTPab-
HOW YacTu nepenTu Ha BKkAagKy "PKI".

Ecam PIN-kog nonb3oBaTens 3abnokmposaH KHorka “"Pasbnokmposats PIN-kog nonb3osaTens”
byaeT gocTynHa Ans HaxaTus (cMm. PucyHok 50). MiHaue kHonka 3abaokmpoBaHa.

& Envneis Knners JaCarta - O X

EauHbii Knuent JaCarta A,mm“ )

JaCarta

Vingopmauumn o Tokewe | PKI | SecurLogon

Onepaunu C NPUAOXKEHHEM

sor\ PasBnoxupopars PIN-
Winumanusuponars..
r—‘a.-r. NOALIOBATONS ... Q !
mx merture PIN-xog "_:' Cozgars sanpoc Ha
AAMWHUCTDASTDD a. - ‘ cepTi I MXAT.
Knoum u ceprnduxarel MO

MCR MOAsX0 06U EdocmynHee ofbexmes.

Hacrpoiiku

YENITIOR LAY

Ana rpocson JOEAHUA CODEPXUMO0

epe WTBCR & pencisl reovodureo eeecmu PIN-x0d noms308aMmens,
+ No. aTenn

PucyHok 50 - EduHbiti knueHm JaCarta. SnemeHm ynpasaerus "Pazbaokuposams PIN-k00"

Mocne HaxaTus Ha kHonky "Pasbaokuposatsb PIN-kog" 6yseT oTkpbiTo okHO "PasbiokunpoBaTth
PIN-koa":

.O Pas6nokupoeka PIN-koaa nonssosatens X

Texywnii PIN-koa agmuHncTpatopa

[— | %%

Hoebii PIN-koa nonezosatens

s £

MoaTeepxaeHmne Koaa

s |

BbinoaAHUTL 3aKpbiTh

PucyHok 51 - EQuHeil knueHm JaCarta. OkHo "Pa36nokuposams PIN-koda"
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6. Bnone "PIN-kog agMuHucTpaTopa" BBeCTU Tekylwmii PIN-Koa agMUHUCTpaTopa.

7. B nonsix "Hosbin PIN-kog nonb3osatens' n "MoaTtsepantb PIN-kog nosb3oBaTens" BBeCTH Ho-
Bble PIN-kog nosib3oBaTens M ero noaTBepXAeHne COOTBETCTBEHHO. [Tocae yero HaxaTb KHOMKY
IIOKII

8. Tpu ycnewwHown pa3baokmposke 1 HazHaveHMM HoBoro PIN-koga nosb3oBaTens otobpasmTcs
cooTBeTCTBYtoLee coobuieHmne (cM. PUCyHOK 52) — HaxaTb kHomKy "OK", 4Tobbl 3aKpbiTh ero.

& Yenewno X

Pas6nokuposka npowuna ycnewHo. Cuérumnk owmbok esoga PIN-koaa

nonb3oeaTens obHyneH

PucyHok 52 - iHgpopmayuoHHoe coobujeHue 06 ycnewHoll pasbaokuposke PIN-koda nonb3osamens

8.2.2  [punoxeHne MOCT ¢ annnetoM KpuntoTokeH 1 npunoxeHne STORAGE

P Ana pas6bnokuposaHuusa PIN-kog nonb3oeaTtens:

1. [loAcoeANHUTL 31eKTPOHHBIN K04, Ha KOTOPOM Heobxozunmo pa3baokunposaTe PIN-kog nosib-
30BaTesif, K KOMMbIOTEpY.

2. 3anyctutb EguHbin KnnenT JaCarta u nepenTu B peXmM aZMUHUCTPATOpa.

3. B neBovi naHenun EgunHoro KnvenTta JaCarta BbIOpaTh HY>HbIV 31€KTPOHHBIN KJOY U B LLeHTPasib-
HOM YacTn nepenTu Ha Bkaagky "MOCT" nam "STORAGE".

4. Ecam PIN-koa nonb3oBaTtens 3abaokupoBaH, kHonka "PasbnokunpoBaTs PIN-kog " byaeT go-
CTYNHa AA5 HaxaTus (cm. PucyHok 53)

ﬁ Eammieii Knuent JaCarta — () X

EanHbin KnneHdt JaCarta A@'
eToken GOST

Wsdopmayna o tokewe | | OCT | SecurLogon

O

P € NPUAC

oo Paztinoknposars PIN- 1
Riiaaaisaboiain. Ak
1:@; NONBIOEATENA.. Q i 3‘2'\

Catesats PIN-x0a =a (03233 0< IAZ® 11
m 1esiTs PIN-%0a S C034aT= 220p0C HA m,.ma HOCTHYE
AAMNHMCTEATOPS, — M cepinduxar .

KMO4M M CepTUGHKATLE O
88093866-a3¢e4C1b-bbb4-C7da87ed2115 03 K6
&_j OTKPETEIN KAOY 512 6ur

comynHee 00bexmet Beectin PIN
JPOBAHUR CODEPKUMOZ0 -

HacTtposuxn

MTBLR B PEnM
ens

PucyHok 53 - EQuHbil knueHm JaCarta. SnemeHm ynpasaeHus "Pasbaokuposams PIN-k00"
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5. Tocne HaxaTus Ha kHonKy "Pa3bnokunpoBaTs PIN-kog nonb3oBatens" 6yAeT OTKPbITO OKHO C
npeaynpexaeHrem o TOM, 4TO B XOAe npouecca pa3bioknposku bygeT obHy1eH cHeTYMK nonbl-
Tok BBOZA PIN-koaa (cM. PUCYHOK 54).

& Mpeaynpexaerue ? X

Ana npunoxenns FOCT onepaumna pasbnoknposkn cEognTca K cbpocy
CYETHMKA HEBEpPHBIX nonbiTok Beoga PIN - koaa nonesosatens. Takoe
MOBEAEHWE FAPAHTUPYET, YTO HUKTO KPOME NOJL30BATENA HE CMOXKET
noAy4uTh 40CTyn K Karovy 301,

Ecan PIN - koa nonbsosatens 6e3B03BPaTHO yTPa4EH, TO EAMHCTEEHHBIN
BLIXOA — MHMUMANU3NpoBeaTe npunoxenne ¢ YIANEHWEM ecex obwekTos
NPUOKEHMA W NX NOCNEAYHOLLMM NEPEBLIMYCKOM.

D He oTobpaxkats 370 cO0BLLUEHNE B AaNbHENLLEM

PucyHok 54 - EQuHblill knueHm JaCarta. OkHo ¢ npedynpexcdeHuem 06 06HyneHue ciemyuka 8goda PIN-koda

6. HaxaTtb kHonky "OK" ans npogoskeHns npouecca pa3bsokmpoBku. ByaeT oTKpbITO OKHO "Pas-
6nokmposatb PIN-koa" (cM. PucyHok 55).

@ Paz6nokupoeka PIN-koga nonbsosatens X

Tekywmit PIN-koa agmuHucTpatopa

| s

DAHWTL ’ 3aKpbiTh

PucyHok 55 - EQuHbIl knueHm JaCarta. OkHo "Pa3baokuposams PIN-k00"

7. B none "PIN-kog agmMuHucTpaTopa" BBeCTH Tekywunin PIN-kog agMmMHMCTpaTOpa, NoC/e Yero
HaxaTb KHonky "OK".

Mpu paszbaokuposke PIN-koda nonb3osamens cbpacsisaemcs CHémyuK HegepHbIX NONbIMOK 8800a

PIN-koda nons3o8amens, npu smom camo 3Ha4deHue PIN-koda nosb3osamens ocmaémcs

HeusmeHHbIM. [Tpu Heobxodumocmu usmeHums 3HayeHue PIN-koda nosb3o8amens

socnonb3ylimecs npoyedypol popmamuposarus. B smom cayqae sce daHHble ¢ katoya 6ydym
yoasieHbl.

8. TMpwuycnewHown pasbaokmposke PIN-koga nonb3oBaTesss 0TO6pasnTCs COOTBETCTBYHOLLEE CO0b-
weHwue (cM. PucyHok 56). Haxatb kHonky "OK", yTobbl 3aKpbIThb ero.

& Yenewno X

Paz6nokupoeka npoLuna ycnewHo. Cuérunk owmbok ssoaa PIN-koza

nonb3oeatens oBHyNEH

PucyHok 56 - EQuHbiti knueHm JaCarta. VIHpopmayuoHHoe coobujeHue 06 ycnewHol pazbaokuposke PIN-koda nons3osamens

8.2.3 T[punoxeHne MOCT c annnetoM KpUnToToKeH 2

[f} Jns Toro utobbl pazbaokmnposaTts PIN-kog nosb3oBaTens, 3NEKTPOHHBIM KoY ¢ annaeTom KpunTo-
TOKEH 2 A,0/1)KeH ObITb MPOUHMULMANN3MPOBAH C 3aAaHHbIM PUK-kog0M.
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P Ans pasz6nokupoeaHus PIN-kog nonbsosaTens:

1. [loAcoeANHUTL 31eKTPOHHBIN K04, Ha KOTOPOM Heobxozmnmo pa3baokunposaTe PIN-kog nosib-
30BaTe/f, K KOMMbIOTEpY.

2. 3anyctutb EguHbin KnnenT JaCarta 1 nepenTu B peXumm aJMUHUCTPaTOpa.

3. B neBowi naHenn EguHoro KnvenTta JaCarta BblOpaTh HY>HbIV 31€KTPOHHBIN KJOY U B LLeHTPasib-
HOM YacTu nepenTun Ha BKAaaky "TOCT".

4. Ecan PIN-koa nonb3oBaTtens 3ab10knpoBaH, kHornka "Pa3bnokuposats PIN-koa nons3osatens”
ByaeT AOCTyNHa AN5 HAXATUS:

& Eaunenii Knnent JaCarta - O X
EanHbin KnneHTt JaCarta Ma<AAun>"

JaCarta-2 TOCT

JaCarta-2 FOCT MHpopmauua o Tokene | FOCT

Onepaunun ¢ NpuaOXeHnem
@ Mpoeeputs = Co32aTh 33NpoC Ha
UENOCTHOCT... ‘ cepTUdmKaT...

Wnuumnanusuposate
Pasbnokuposars...

Knroum 1 cepTumKaTel O

PucyHok 57 - SnemeHm ynpasnerus "Pasbaokuposams PIN-kod nons3osamens”

5. [TMocne HaxaTusa Ha kHonKy "Pa3bnokunpoBaTs PIN-kog nonb3osatens" 6yaeT oTKpbITO OkHO "Ma-
cTep pasbiokupoBanus PIN-koga nosb3oBaTens” (cM. PucyHok 58).

go Paz6Bnoknpoeka PIN-koaa nonbsosatens X

Texywmit PUK-kog

| E-:
S —
‘ BLINOAHUTE '

PucyHok 58 - EQuHbll knueHm JaCarta. OkHo "Pa3bnokuposkaPIN-koda nonb3osamens”

6. Bnone"PUK-kog" BBecTn Tekywmin PUK-Kkoa, nocsie yero HaxaTtb kHomky "Janee".

7. TMpuycnewHoit pa3baokmMposke 0TobpasnTcs cooTBeTCTBYOWEee coobleHre. [lns ero 3akpbITUs
HaXaTb KHOMKY "3aBeplunTb".

& Yenewno X

Pas6nokuposka npowuna ycnewro. Cuérumnk olumbok eeoaa PIN-koga nonbsosarena

0BHynEH

PucyHok 59 - EQuHbiti knueHm JaCarta. VIHpopmayuoHHoe coobujeHue 06 ycnewHol pazbaokuposke PIN-koda nons3osamens

8.3 PasbnokmposaHue PIN-koga nonb3oBaTena B YA3aNEHHOM perunme

Pas6nokunposka PIN-koza nosib3oBaTens B y4anéHHOM pexumMe J0CTyMNHa TObKO A1 3/1eKTPOHHbIX
katoder ¢ npunoxerusamu PKI c annietom PRO 1 npunoxennem FOCT c annieTom KpunToTokeH 2.
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8.3.1

4

MNpunoreHve PKI c annnetom PRO

B pesysnbTaTe pasbiokuposaHus PIN-koza nonb3oBaTess 3/1eKTPOHHOMO Ktoua ¢ npuioxeHuem PKI
c annaeTtomM PRO BbinoaHseTcs HazHaveHne HoBoro PIN-koga noab3oBaTtens u cbpoc A0 HyAs cyeT-
4MKa nonblToK BBOAa HeBepHOro PIN-kosa noab3osaTens.

Pas6noknposka PIN-koza nosib3oBaTens 3/1eKTPOHHOMO K/toYa ¢ npuaoxeHnem PRO B yaanéHHom
pexrme BO3MOXHa Npw BbINOJIHEHUUN CeA YW NX ndOBVIﬁ:

® B OpPraHM3aLmu J0/mKHa BbITb YCTaHOB/IEHA CMCTEMA YUYETA U yNpaBJ/ieHMs annapaTHbIX CPeACTB
ayTeHTUdMKALUK; B HACTOSALLEM JOKYMEHTE A8 NpuMepa byaeT ncnoib30BaTbCsa cMCTEMA
JaCarta Management System (JMS);

®  3/1eKTPOHHbIM KoY, NoAJexalnii pa3b10KMpoBaHMIO, A0/1KeH bbITb 3aperncTpMpoBaH B CU-
cTeMe y4éTa 1 ynpaB/ieHWs annapaTHbIX CpesCcTB ayTeHTUdUKaLUM 40 MOMeHTa ero 610Kku-
poBKMW;

®  3/1eKTPOHHBIN K04 J0/1KEH ObITb 0TGOPMATUPOBAH C 3agaHHbIM PIN-KoZAOM agMUHUCTPaTOpa
(c™m. n. 7.1 DopmaTrpoBaHue npunoxerus PKI c annaietom PRO).

Pasbnoknposka PIN-koga nosnb3oBaTesis 31eKTPOHHOMO K/KOYa B Y4a/1EHHOM pexuMe npegnoaaraer
B3aMMO/eNCTBME NOb30BaTe 1S 91€KTPOHHOIO K/toYa 1 agMuHUcTpaTopa 6esonacHocTu. Mpu 3Tom
Ha KOMMblOTepe No/b30BaTe/A J0/KeH bbiTb ycTaHoBeH EanHbln KavenT JaCarta, a agMUHUCTpa-
Top 6€30MacHOCTN AOMKEH UMETb AOCTYM K CMCTEME YYETA U yNpaB/IeHNs annapaTHbIX CPeACTB
ayTeHTUdMKaLUM (B faHHOM npuMepe — K cnucteme JMS).

Jna pasbaokmposku PIN-kog nosib3oBaTtens B y4anEHHOM pexunMe HeobX0ANMO BbIMONHUTL Cleay-

ol ne AencTBns:

1. [MpoWHCTPYKTMPOBaTb NoJIb30BaTeNs (Hanpumep, no TenedoHy) NoAKIOUNTb SNEKTPOHHBIN
KAtou ¢ 3a610kMpoBaHHbIM PIN-kog0M K KOMMbloTepy U 3anycTuTb EguHbin KavenT JaCarta.
OkHo EguHbin KnneHT JaCarta y nonb3oBaTtens byaeT BoirnsgeTb Kak Ha PucyHok 60.

& Eauneiii Knuent JaCarta - (=] X
EanHbin Knnent JaCarta Ma:AAuH>“

JaCarta PKI

JaCarta PKI
HaszsaHue JaCarta PKI

Mpunaoxenna  PKI - 3abnoknpoeaHo PazbnokupoBaTtb

BezonacHeili docmyn K pecypcam

Homep mogenn JC100 v2.1

Hasoeume 3mom Homep npu 06pauieHUU 8 MexXHUYECKYH0 nod0epXKy.

Hacrpoitkn

MepexnoynTLCa B PEXUM
3AMMHMCTPaTopa

PucyHok 60 — EQuHbili Knuenm JaCarta. OmobpaxceHue 3abaokuposaHHo2o PIN-koda y none3o08amens
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1.

PucyHok 61 - EQuHbIl KaueHm JaCarta. OkHo "Pasbnokuposka PIN-koda nons3ogamens”

QO Pas6nokupoeka PIN-koaa nonbsosatens

Texyuyaid PIN-xog agmuHucTpatopa

| | %

Hoeeiit PIN-koa nons3oeatena

| &%
MoaTeepkaeHue koaa
| |

& Hoseiii PIN-koa He 3aaaH

BbINOAHUTL ‘ 3aKpbiTh
e —

X

Monb3oBaTesb A0/IKEH HaxaTb KHOMKY "Pa3bnokunposaTs". Ha akpaHe nonb3osaTtens bygeT oT-
KpbITO OKHO "Pa3biokuposka PIN-koga nosb3oBaTtens" (cm. PucyHok 61).

B nonsix "Hobin PIN-kog nonb3osaTtens' u "MoareepxaeHune PIN-koga" nonb3oBaTesib J0OKEH

BBECTW HOBOe 3HayeHne PIN-koza nonb3oBaTens v ero NoATBepXAeHne COOTBETCTBEHHO. [1o-
CJle Yero NoJsib3oBaTe b A0/IKEH HaXaTb KHOMKY "BbinosHUTL". Ha akpaHe nosb3oBaTens byaet
oTKpbITO OkHO "3anpoc/OTeeT: JaCarta PKI" (cm. PucyHok 62).

& 3anpoc/Otser: JaCarta PKI X

Ans NnpoAcKEHUA BBINCAHEHWA ONEPALMI BaM
Heobxoanmo oBpaTUTECA K CUCTEMHOMY

3AMMHWCTPATOPY W COOBLUMTL ABHHBIE, YKa3aHHbIE B
none "3anpoc”

3anpoc ’ 3AS79797F12AF404

Otser ’

Octanoce noneitok: 7

o]

PucyHok 62 - EQuHbil KnueHm JaCarta. OkHo "3anpoc/Omsem: JaCarta PKI"

3. Monb3oBaTenb AOJ/DKEH MPOAUNKTOBATb agMUHUCTPATOPY KOA 3anpoca, CFeHepMpOBaHHbIl‘/JI B

nose "3anpoc".
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4.  AAMUHMCTpPaTOPp, Mcnonb3ys MHTepdeic KoHconun ynpasnenus JMS, Ao/KeH OTKPbITb OKHO y/a-
NéHHoWM pa3baoknposku. s 3Toro Heo6xoAMMO HaxxaTb Ha KHonky "YAaneHHas pa3bioku-
poska" (cMm. PucyHok 63).

QOeiicTBua l

Kornconb ynpasnenna JMS (TESTDOMAIN1 \jmsadmin)

[=Jla]lx]

g BraoumnT
® Viams | Haswawuts nonssosatenio | W PCTONTE o saverymy *
{EHHBIA s OTKMOWTH
W ' ObHoBUTL & OTMEHUTD HasHaYeHue i Orossars BepHyTb B sKCAyaTaLmio pazﬂaﬂ&lﬂaﬂ 2
ET HazHauerie P BbiBOA M3 3KCNYaTALIM 4| BpemenHas... 4
€ -
‘ i& Monb3oBatent v | Q I .
Mogens 4 WaeHTudu... Bnapen: MeTka Cratyc
‘ & Paboune cTaHwm v 2 i s ko S| ! L
= JaCarta PKI 0B5300042... Monb30Ba... 3aperucTpu...
v
| W Kniouessie HooTenm “ | |G JaCartaPKI  0B5200151... JaCarta#®... 3aperucTpu...
= aCarta PKI |0B5200131... |test_userl  |JaCarta PKI
Kntouesbie HocHTenn
‘ %I’Ipodmnu il

| 14 Monb30BaTENM 1 PN

‘ ao&nv»msame

‘ ‘ XKypHansi

1 1_56 YeeaomneHus

| H 4 b M Crp. |1 us1 MokasbiBatbno 25 v

A\ HenpouwTarinbie veegouneria: 0

=0

PucyHok 63 - KoHcons ynpasneHus JMS. YoaneHHas pa3baokuposka

5. ByaeT oTkpbITO O0KHO "YAaneHHas pa3baokmpoBka" (cM. PUCyHOK 64).

WrdopMaLs o KnoHesomM HocuTene

0B852001314129243
JC100

JaCarta PKI
test_user1
Wcnonb3yeTcs

WaeHTudmkaTop:
Moaens:

MeTka:
Bnapenew:
Cratyc:

3anpoc
3anpoc:

BCTaBuTh U3 Bydepa

I

BeeauTe TeKCT 3anpoca, NONY4EHHOro OT NONb30BaTENs,

| creHepuposaTs OTBET

cKonupoBsaTs B Bydep
MNepeaaiiTe NoNb30BaTENO CTPOKY € OTBETOM MK

ckonmpyiTe B Bydep obMeHa ana nepeaaqm cpeacTsamm
3NEKTPOHHOM NOYTHI.

PucyHok 64 - KoHconb ynpasneHus JMS. OkHo "YoaneHHas pasbaokuposka"
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6. AamMuHuCTpaTop B nose "3anpoc” A0/KeH BBECTM KOZ 3anpoca, KOTOPbI coobLua nob3osa-
Tenb. [ocne gosmkeH HaxaTb KHOMKY "creHepupoBaTb OTeeT". Kog oTBeTa byseT oTobpaxeH B
cooTBeTCTBYtOWEM nose "OTeeT" (CM. PUcyHOK 65).

aremanpusoropona B8

WrdopMaLws o KnoYesomM HocuTene

WaeHTudmkaTop: 0B52001314129243
=

Moaens: JC100

MeTtka: JaCarta PKI
Bnaaenew: test_userl
Cratyc: WcnonbsyeTtcs

3anpoc
3anpoc: 3A979797F 12AF404 BCcTaBuThb u3 Bydepa

BeeauTe TEKCT 3anpoca, NoNy4eHHOr0 OT NONb30BaTENA,

cresepuposats OTseT

leHepawin OTeeTa

OTseT: 9F48B3CD02D01C7C cKonuposaTs B Bydep
MepeaaiiTe Nonb30BaTENO CTPOKY € OTBETOM MM

ckonupyiiTe B Bydep obMeHa ans nepeaadmn cpeacTsamm
3NEKTPOHHOM NOYTHI.

PucyHok 65 - KoHconb ynpasnerHus JMS. OkHo "YdaneHHas pazbaokuposka". CeeHepuposaHHbili omsem

7. AAMUHNCTPATOP A0/KEH MPOAMKTOBATb NMO/1b30BaTE0 KOJ OTBETA.
8. [losb3oBaTesb 40/1KeH BBECTU KOJ, OTBETa B COOTBeTCTBYOWeM noje "Otset" (cM. PucyHok 66)
M NoATBEPAUTb BBOA HaxxaTnemM kHomkn "OK".

& 3anpoc/Otser: JaCarta PKI X

Ana NpoAcKEHNA BbINONHEHWA ONEPALIMI BaM
Heobxoaumo 0BpaTUTLCA K CUCTEMHOMY
3AMUHUCTPATOPY M COOBLUWNTL A3HHBIE, YKa3aHHBIE B
none "3anpoc”

3anpoc ‘ 3AS79797F12AF404 ‘

Orser ‘ 9F48B3CD02D01C7(| ‘

Coc | oreer

PucyHok 66 - EduHeild KnueHm JaCarta. OkHo "3anpoc/Omsem: JaCarta PKI". Beod ceeHepuposaHHo2o omgema

Octanoce noneitok: 7

9. [pu KOppeKkTHO BBEAEHHOM KOZe OTBeTa Ha 3KpaHe nosib3oBaTtens byaeT oTobpaxeHo nHbop-
MaLMoHHOe coobleHre 06 ycnewHocTy onepaymm (cM. PucyHok 67).

& Yenewno X

Paz6nokupoeka npouna ycnewHo. Cuérunk owmbok ssoaa PIN-koza

nenb3oearens obHynéx

PucyHok 67 - inpopmayuoHHoe coobujeHue 06 ycnewHol pazbaokuposke PIN-koda nonb3osamens 8 yoaneHHOM pexcume
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8.4 WV3meHeHwue PIN-Koga agMUHUCTpaTopa

PIN-kog agMuHUCTpaTOpa MOXeT BbITb YCTAHOB/IEH HE BO BCEX MPUJIOXEHMNSAX B MAMSTU 3/1€KTPOH-
HbIX Ktouvel. NMogpobHee cMm. M. 3.2 "lMapaMeTpbl 3/1€KTPOHHBIX K/OUYen Npu nocTaBke".

Mocne s8eoda HenpasuabHo20 PIN-k0da admMuHUCMpPamopa HeckobKo pa3 NoopAd 31eKmMpOoHHbIU
koY 6aokupyemcs. He donyckalime 6aokuposku PIN-koda admuHucmpamopa Ha 31ekmpoHHbIX
katodax JaCarta. PIN-ko0 admuHucmpamopa, 8 omau4yue om PIN-koda nonb3osamens,
pas6aoKupoBamb HEBO3MONMHO.

B cay4ae 610KkuposkU 31eKMPOHHO20 KAHHA MOICHO 06pamumsCs 8 C/yx by mexnoddepicku u
nepeuHuyuanusuposams 0aHHbIl kY. O0Hako 8ce daHHbIe, XPaHAWUECA Ha mokeHe, 6ydym
ydaneHsl.

M 3asaHHOe KomYecTBo nonbiTok BBoAa PIN-koga agMMHUCTpaTOPa, a TakKe ocTaBlleecs Komye-
CTBO MOMbITOK, MOXHO y3HaTb, 3anycTus EanHbii KnvenT JaCarta. Ha Bknagke "MiHdopmaums o To-
keHe" B nosie "OcTanock noneiTok BBoAa PIN-koga agMuHucTpaTopa'.

Ansa cmeHbl PIN-koaa agmmHucTpaTtopa:

1. ToAcCoeANHUTb 31eKTPOHHbIN K04, Ha KOTOPOM HeobxoAuMo cMeHUTb PIN-ko4 agMuHUCTpa-
TOpPa, K KOMMbIOTEPY.

2. 3anyctutb EguHbin KnnenT JaCarta v nepeiitn B pexmm agMUHUCTPaTopPa.

3. B ieBol naHenn BbIGPaThL Hy>HbIN 31EKTPOHHbIN K04 U MEPENTU Ha BKIAAKY, COOTBETCTBY!O-
LLYIO NPUJIOXEHMIO, A1 KOTOPOro HeobXoAMMO M3MeHNUTb PIN-Kog agMuHUCTpaTopa.

4. HaxaTb kHonky "CmeHuTb PIN-koa agMuHucTpaTopa”. Byget oTkpbiTo okHO "CmeHnTb PIN-koAa
agMuHucTpaTopa” (cm. PucyHok 68).

.g@ Cmena PIN-koaa agMuHucTpatopa X

Texywwii PIN-koa agmuHncTpatopa

Hoeeiii PIN-koa agmuHmncTpatopa

MoareepxaeHne Koaa

m Hoewiit PIN-koa He 33a3H

PucyHok 68 - EduHbili Knuenm JaCarta. OkHo "CmeHums PIN-koda admuHucmpamopa”

5. Bnone"Tekywwnin PIN-kog agMuHucTpaTopa" BBecTu Tekywwmii PIN-kog agMUHUCTpaTopa.

6. B nonsx"Hosbin PIN-kog agmuHucTpatopa" u "Moateepaunts PIN-koa agMuHUcTpaTopa” BBECTH
HoBbI PIN-KoZ aAMUHMUCTPATOPa U €ro NOATBEPXKAEHNE COOTBETCTBEHHO.

Hoswlili PIN-k00d admuHucmpamopa donxeH omau4amscs om mekyujez2o, uHave 6ydem
omobpaxeHo uHpopmayuoHHoe coobwjeHue 06 s3mom u kHonka "OK" 6ydem HedocmynHa 015
Haxcamus.
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7. HaxaTb kHonky "OK".

8. Tpwu ycnewHor cmeHe PIN-koga agMuHucTpaTopa bygeT oTobpaxeHo COOTBETCTBYOLWee CO06-
weHue. [ln1 ero 3aKpbITMs He06X04MMO HaxaTb kHomKy "OK".
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©.

S.1

BupTyanbHbIn cHnTbiBaTeNnb JaCarta CCID

BupTyanbHbin cuntbiBaTens JaCarta CCID npegctaBasieT coboi Npocionky Mexay peasbHbim USB-
YCTPOMCTBOM U MEHEKEPOM PecypCcoB CMapT-KapT onepaunoHHon cnctemsl Windows. JaCarta CCID
obecneumBaeT paboTocnocobHocTb ycTponcTs JaCarta B VDI (Citrix, VMware B ToM uncsie Horizon) n
B RDP-ceccusax npu ncnosib30BaHWM HEKOTOPLIX NPUIOXeHUH, HanpuMmep, MMC KOHCOAU B pexume
BbIMyCKa cepTUUKATOB.

YctaHoBKa JaCarta CCID

BupTyanbHbin gpansep JaCarta CCID ycTaHaBAMBaETCS Ha onepaLMoHHble cucTembl Microsoft
Windows Vista v Bbille, pa3pagHOCTaMU X64 1 x86.

YcTaHOBWTL BUPTYasbHbIN gparisep JaCarta CCID moxHO AByms cnocobamu: Yepes nporpammy Ma-
cTep ycTaHoBkM EanHbi KnveHT JaCarta nam ¢ noMoLLblo KOMaHAHOM CTPOKM.

Mpouecc ycTaHOBKM C MOMOLL b0 MacTepa ycTaHoBkM EguHbin KaneHT JaCarta onucaH B n. 5. M3me-
HeHwue. Ha ware Bbibopa koMnoHeHTa (B okHe "BbibopouHas ycTaHoBKa") HEO6X0AMMO PaCcKpPbITh Bbi-
najatoLmnin cnncok KomnoHeHTa "Jparisepsbl” 1 BbibpaTh NyHKT "Mogaepsxka JaCarta Virtual Reader"
(cm. PrcyHok 69). o ymon4aHUIo yCTaHaBAMBAIOTCS 2 BUPTYaslbHbIX CUMTbIBATENS.

ﬁl Eaureiid Knuent JaCarta

LLLEJ'IK_HMTE SHEHO0K B CNMWCKE HIDKE J4ToBEI M3MEHMTE crocod YCTaHOBKW KOMMNOHEHTA.

ONHCEHWE KOMNOHEHTE
- ¥ ~| JaCarta WebPass Tool - .
[palisep ANA BOSMOKHOCTH

"X 7| JaCarta APM LY MCNONb30BaHHA BUPTYanbHLIX
< = | ¥YNpaBneHke ToKeHoM cuTbiEaTENRH JaCarta,

- =~ | Nonaepwka BUOMETRIM

- =3~ | ¥cranoska Athena CSP B KaqecTse kpyl

E--- ¥ = | Apaiisepsl

ta Virtual Rea

= [laHHbIi# KOMOOHEHT ByAET YCTAHOBAEH HA NOKABHEIN XECTKWA NCK.

| &8 [aHHelil KOMNOHEHT M BCE NOAKOMNOHEHTEI BY4YT YCTRHOBNEHEI H3 NOKANEHBIA XKECTKMIA JNCK.

¥ dadHeill KOMNOHEHT By,4ET HELOCTYMEH,
£ > |

Cnpaexa < Hazaa OTMeHa

PucyHok 69 - OkHo "BbibopouHasn ycmaHoska" macmepa ycmaHosku EduHeild Kauenwm JaCarta

B komaHAHOW cTpoke Heo6X0AMMO BBECTU MSiexec CO CeAyOWUMU NapaMeTpaMm:

msiexec /i JacartaCcid x64 ru-RU.msi /quiet INSTALL JAC-
ARTA VR DRIVER=1 IFD READERS=2
raoe

e JacartaCcid x64 ru-RU.msi—Ha3BaHue dpaina nHcTannauum (415 32-6UTHbIX naat-
¢dopm Microsoft Windows ykasate JacartaCcid x86 ru-RU.msi);

e /quiet —TUXUI pexuM yCTaHOBKY;

L4 IFD_READERS — KO/IM4eCTBO CO34aBaeMbIX BUPTYa/ibHbIX cumTbIBaTE/1EN (I'IpMH MMaeT 3Haye-
HWe 0T 1 4,0 10). 1o YMOJIHaHUIO 3a4aHO 2 CHUTbIBATENIA.
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9.2 NogpobHee 06 yCTaHOBKE C MOMOLLbIO KOM3HAHOM CTPOKM OMUCaHo B N. 4.4. YcTa-
HOBKa MPOrpaMMbl C MOMOLLIbIO MaCTepPa YCTaHOBKM

4 Ansa yctanosku EanHoro Kamnenta JaCarta c nomowblo mactepa yCTaHOBKM:

9. BoWauTe B cvcTeMy Nog y4eTHOM 3aMmMCbio C MpaBaMu aAMUHUCTPATOPa W 3anycTuTe nakeT ycTa-
HoBKkM EgnHoro KanenTa JaCarta (MmeHa nakeTos ycTaHoBkM EgnHoro Kanexta JaCarta npvse-
ZeHbl B M. 4.2 "OnucaHue nakeToB ycTaHoBkK"). BygeT oTobpaxeHo cTapToBOe OKHO YCTaHOBKM

nporpamMmsi:

ﬁ Eannrena Knwent JaCarta

Bac NpHBETCTBYET NPOrpaMMa yCTaHOBKH
Equublit Knwent JaCarta

Mporparma EquHeit KnuenT JaCarta ByaeT ycTaHosneHa Ha
KOMMbtoTep. [1NA NPpoAOTKEHMA HEKMMTE KHONKY =flanees,

MPEAYNPEXAEHME: [aHHas NporpamMMa SaMIWLEHS SAKOHSMA
00 aBTOPCHMX NPEBAX M MEXUI YHAPOAHEIMA COrNALLEHUAMM,

< Hazag | Oanee > k- | OTmeHa

PucyHok 1 - OkHo npugemcmaus macmepa ycmaHosku EduHbilt KnueHm JaCarta

10. Haxmute kHonky "Janee". BygeT oTobpaxeHo okHo ¢ "/luueH3noHHoe cornawenme". O3Ha-
KOMbTEeCb C TEKCTOM JINL,eH3MOHHOMO COrNalleHus.

10.1. Ec/m Bbl He cornacHsl ¢ ycnoBuamMu JIMLEH3UMOHHOT O coraalleHus, BbibepuTe NyHKT "5l He NpuHUMato
ycnoBus JIMLeH3NoHHOro cornaleHma™ n Haxmmute kHonky "OTmeHa". YcrtaHoska EgmHoro KnnenTa
JaCarta 6yseT npekpalyeHa.

10.2. Ec/im Bbl cornacHbl € yc1oBusiMu JIMLLEH3MOHHOMO cornalleHusi, BbibepuTe nyHKT "A npuHMmato ycao-
BuS J/INL,eH3MOHHOro cornaweHns”.

ﬁ Epunbiid Knwent JaCarta

Bamso: ~

Hoxamyicra, EHMMATENEHD Opo4YMTaHTE OaHHOES
JMIIEHSMOHHOE CODIaNeHME, [Ope®As 4YeM OTEPHTE OaKeT o
OporparTHER ofecneysHKMEM 3/ 1 MCOOAESOEATE ero
CcoOEpEIMOoe M/MIM Opemnse, 4YeM Sarpy®aTh MM YCOTaHAEBJIMEATE
nporparpHos ofecnedsHME.

Boe VEASaHMA oo MCOOAES0EaHND HacTOoAmEDC
nporparMHEoTo ofecneuesna (ERmEuESE, Bes OrpaHMYe M
GMEMMOTERM, YTWIMTH, OGalnmm [N cradYueaHuAa c Web-cadTa, v
ST T T - e e me e e mnmemm el e

I (®) A NPUHUMEHD YCTIOBMA MMUEH3MOHHOT O COrMELIEHMS I

o A HE MPUHUMEHD YCNOBMA MMLEH3MOHHOMD COrNaLleHHA

< Haszaa Oanee = OTMeHa
:p d

X

PucyHok 2 - OkHo "/luyeH3uoHHoe coenaweHue" macmepa ycmaHosku Edurbil Knuexm JaCarta
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11. Haxmute KHonky "/Jlanee". ByAeT oTKpbITO OKHO "Bug yctaHoBKM" (CM. pUCyHOK 3). Bbibepute
BWJ, YCTaHOBKM NPOrpamMMbl 1 NpU HEOBXOAMMOCTU U3MEHUTE NyTb ee YCTaHOBKM:

— BblbepuTe 3HaueHue "CTaHgapTHasA" (MO YMOYaHUIO) A5 YCTAHOBKM CTaHAapTHOro Habopa
KomnoHeHToB: "EguHbin KnneHT JaCarta", "YnpaBneHue TokeHom", "Mogaepxka bromet-
puun", "YctaHoska Athena CSP B kauecTBe KpunTonpoBaiepa no ymoadyaHuo". B ciyyae
BblIOOpa CTaHAAPTHOW YCTAHOBKM NepenuTe K BbINMOJHEHMIO LIara 5 4aHHOM npoueaypb.

— BblbepuTe 3HauYeHwme "BoibopoyHas” Aas Bbibopa 13 ykazaHHOro Habopa KOMMOHEHTOB.

Mpumeuanune. KomnoHeHT "EguHbin KnneHT JaCarta" sBnsieTcs 0693aTeNbHbIM U yCTaHaB-
/IMBaeTCs BCerga, He3aBnCMMO OT BbIOPAHHOMO TUMA YCTAaHOBKM.

—  NpW HeobX0AMMOCTN U3MEHUTE YKa3aHHbIM MO YMONYAHWMIO NyTb YCTAHOBKM NPOrpPaMMbl.
[ns 3Toro HaxmMuTe KHonky "M3MeHuTb..." 1 B oTKpbIBLIeMcs okHe [MpoBogHuka Windows
BbIbEpUTE HY>XXHYIO Nanky.

ﬁ Eguubiia Knwent JaCarta

BeiBepuTe BUA YCTEHOBKK,

() CcranpapThan

BYAeT yCTaHoENeH CTaHAAPTHEIA Ha00p KOMNOHEHT NPOrpaMMel.,
(TpebyeTca Donblue MECTA Ha AWCKE. )

(®) Bmibopounan

Bribop HeobxoAMMEIX KOMMOHEHT 0B NPOrpaMMeBl. PaccduTaHa Ha
OMBITHEIX NONE30BaTENEH,

YcTaHosKa EAWHEN KnuerT JaCarta B:

C:\Program Files\JaCarta Unified Client), WMZMEHWTE. ..

< Hazaa | Oanee = k| OTHeHE

i

PucyHok 3 - OkHo "Bud ycma+osku" macmepa ycmaHosku Edurbil Knuenm JaCarta

12. Haxwmute kHomky "Janee". B ciiyyae BbIGOpOYHOM YCTaHOBKM Oy eT 0TO6paXkeHO OKHO A /15 Bbl-
6opa 13 cnegytowero Habopa KOMMOHEHT:

= JaCarta SecurLogon;

= JaCarta WebPass Tool;

= JaCarta APMYL;

"  YnpaB/ieHune TOKeHOM;

= Togaepxka buomeTpuy;

= YcraHoBka Athena CSP B kayecTBe KpunTOnpoBalrgepa No YMOAYaHWIO;

= /lpaviBepbl:
— Noaaepxka JaCarta Virtual Reader;
— Noaaepxka paboTbl ycTapeswux Mmogenen JaCarta B npoayktax VMware;
— Moaaepxka JaCarta PKI c obpaTHOM COBMECTUMOCTbIO;
— TMopaepxka JaCarta Secure MicroSD;
— Moaaepxka eToken PRO 32K/64K (USB eToken Driver).

n pumeydyaHue. OnuncaHne KOMMOHEHTOB npvmBeAeHO B MPUIOXKEHUN A.
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ﬁ Epunbiid Knwent JaCarta

LU EAKHUTE 3HAY0K B CIMCKE HWHKE, yTobkl M3MEHWUTL cnocof YCTEHOBKM KOMNOHEHTE.

ONMcaH1e KoMNoHEHTa

BazoBkIi Habop KOMNOHEHTOE
ana paboTsl NporpamMMe!.

EAMHBIA KnueHT JaC ~
JaCarta SecurLogon

JaCarta WebPass Tool

JaCarta APM YL

YNpasneHue TOKEHOM

Moonepska BHoMETDMM

YeTaHoeka Athena CSP B KaYecTBe Kpil

Lpaiisep! [lnA AHHOro KOMNoHeHTa

- ¥ - | Nopaepwka JaCarta Virtual Read TpebyeTon 61MA Ha WeCTKoM
- ¥ = | Nonpepsxka paboTel ycTapesLwm ancke.

- ¥ - | Nopnepwka JaCarta PKI ¢ ofpaTt o

e o e Ve e R

£ >

Cnpaexka < Hasaa | Oanee = | OTMeHa

v
3

PucyHok 4 - OkHo "BblbopoyHas ycmaHoska" macmepa ycmaHogku EQuHeil KnueHm JaCarta

[ns yctaHoBku TpebyemMoro KOMMNoHeHTa B OkHe "BblbopoyHas ycTaHOBKa" B CTPOKe C Ha3Ba-
HNEM HY>XHOIO KOMMOHEHTa HaXXMUTe Ha 3Ha4YoK EI 1 B BbiNadakolwem cnncke BblﬁepMTe Heobxo-
AVMYIO ONUUIO YCTaHOBKUA:

JaHHbIN KOMNOHEHT BYAET YCTaHOBIEH Ha IOKANbHDIIA XKECTKMI ANCK.
=38 [aHHbIi KOMNOHEHT W BCE NOAKOMMOHEHTbI ByAYT YCTaHOBNEHbI Ha NOKaNbHbIN KECTKWIA ANCK.

X

JlaHHbIi KOMNOHEHT BYAET HEAOCTYNEH.

PucyHok 5 — Onyuu ycmaHosku KoMnoHeHma

Mpu HaxaTum Ha kHonky "Cnpaska" byaeT oTKpbITo okHO "CoBeTbI NO BbIGOPOUHOM yCTaHOBKe",
cogepxallee nogpobHoe onncaHme CoCTOAHUIA YCTaHOBKU KOMMOHEHTOB:

PucyHok 6 - OkHo "Cosemel no 8bibopo4Hol ycmaHoske" macmepa ycmarosku EQuHbil KnueHm JaCarta

ﬁ Eavnbiit Knuent JaCarta

iv 3HA4Y0K PRAOM C HA3BaHWEM KOMMOHEHTa NOKA3bIBAET COCTORAHUE YCTaHOBKM
KOMMOHEHTa. LLIeNnKHUTE 3TOT 3Ha4oK, 4106k PacKpbiTb MEHIO COCTORHUSA
YCTGHOBKM ANA KSKA0ro KOMNOHEHTa.

JlaHHOE COCTORHME YCTAHOBKM 03HE4YaeT, YTO KOMMOHEHT ...
=~ GYIIET NONHOCTBIO YCTaHOBNEH Ha NOKanbHbIM XXECTKWIA ANCK.

ByAET conepXaTh NOAKOMNOHEHTLI HA NOKANBHOM KECTKOM AMCKE.
X v| e byaer ycrarosnen.

[1= I 6yne'r YCTaHOBNEH NPWU NEPBOM MCNONb30BaHA.

@_ -| ByneT ycraHoBneH Ans 3anycka no ceTu.

CS—
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13. Haxwmute "Jlanee" B okHe "BbibopoyHas yctaHoBka". BygeT oTtobpaxkeHo okHO "YcTaHOBKa Npo-

rpammel":

ﬂ Eannrena Knwent JaCarta

HanMUTE KHOMKY “¥CTaHoBMTE ", YTofbl HEYaTE YCTaHOBKY EAMHEIA KueHT
JaCarta Ha KoMOBOTER,

< Hasan " VCI'E!HOEMTI:* | OTMeHa
N\

PucyHok 7 - OkHo "YcmaHoska npoepammsbl” macmepa ycmarosku EduHeilt KnueHm JaCarta

14. Haxmute kHoMKy "YcTaHOBUTL". ByZeT BbINOAHATHCA YCTAaHOBKA BbIOpaHHbIX KOMMOHeHTOB Eau-
Horo KnnenTa JaCarta. Xog yctaHoBkM oTobpaxaeTcs B okHe " YcTaHoBka EgnHbIn KameHnT JaC-

arta" B BMAe nHagunkaTopa:

ﬂ Eannei Knnent JaCarta - X

HoaWTECE OKOHYaHWA yCTaHoEKkKM EamnHsni Knnent JaCarta, 3To mokeT
38HATE HECKONEKO MUHYT.

CocToAHuE:

PucyHok 8 - [poyecc ycmaHosku EQuHbit Knuenm JaCarta
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15. Mocne 3aBepleHnda yCTaHOBKU OTO6paBVITCF| cneaytouiee OKHO C MH¢opmaumef/'1 O 3aBeplieHnn
YCTaHOBKMU:

ﬁ Eannrena Knwent JaCarta

MporpaMMa yCTaHOBKH 3aBeplieHa

MporpaMMa EQMHei KnueHT JaCarta yoNewWwHo YCTaHOENEHE.,
[nA KoppeKTHOM paboTe BCEX KOMNOHEHTOB PEKDMEHA YETCA
NepesarpysuTh KOMNBOTED.

< Hasan | loToBo kl OTMeHa

A%

PucyHok g - OkHo 3asepweHus ycmaHosku EduHbiti KnueHm JaCarta

16. HaxxmuTe kHOMKY "MFoToBO". MNepe3arpysnTe KoMnbloTep, eCv byaeT oTo6paXKeHO COOTBETCTBY-
olee npeaynpexzaeHue:

ﬁ CeefeHNA o Nporpamme yeraHoekn Eguneni Knnent Ja...

Al [1na Toro yTobbl M3meHeHA EquHei KnuedT JaCarta
ECTYTMIN B CATY, HEOBXOAMMO NEPEZArPYEMTE
KOMMBKOTEp, HapkmuTe «flax, yTobbl coenaTs 3To
celid4ac, WM «HeTs, 4Tobbl BEINGNHUTE NEPE3arpysky
No3#e BPYHHYIO.

[ Her
L3

PucyHok 10 - OkHo "CsedeHus o npoepamme ycmarosku EQuHbild KnueHm JaCarta”

17. Bygaert BbiNnoAHEHa nepesarpyska KOMMbIOTePa, Noce 3aBeplieHns EaunHbi KameHT JaCarta ro-
ToB K pabore.

9.3  OcobeHHoCTM ycTaHoBKM EanHbIN KnneHT JaCarta Ha OC Microsoft Windows XP ¢
yCTaHOBNEHHbIM aHTuBMpycom Dr.Web

Ecnum ycranoska Egunbivi KnneHT JaCarta nponcxoamnT Ha komnbtoTepe ¢ OC Microsoft Windows XP u
C yCTaHOB/IeHHbIM aHTUBMpPYcom Dr.Web, To nepeg ycraHoBkol EanHbin KnveHnT JaCarta Heobxo-
JVMO BbINOJHUTb CAeAYIOLMe JeNcTBUS:
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18. 3anycTutb SplDer Agent, Haxas 3Hauok &

19. PasbnokuposaTtb SplDer Agent. /115 BHeCeHUS U3MEHEHWIM HaXaTb KHOMKY

20. HaxaTb nosiBMBLIYytOCA KHOMNKY "HacTporikun" -

3A0 "AnaganH P.A.", 1995 — 2019r.

Dr.Web ana Windows
Mai Dr.Wehb
NuueHsuA OcTanock 29 AH
MHCTRYMEHTE

KOMNOHEHTHI 3aLThl

) 3arpyska hainnos 8%

CkaHep

~ B EIE R

dh @

Ha naHenu 3aja4 B 06,1acTW yBe4OMIEHWIA.

PucyHok 11 — AHmusupyc Dr.Web. Pazbaokuposka 3nemeHmos ynpasneHus

# :

Dr.Web ana Windows

Mo Driweb

NuueHsuA OcTanock 29 A4

MHCTRYMEHTEI

KOMNOHEHTLI 3aLMUThI

OBHOBNEHWE He TpefyeTcA

CkaHep

dh (8 @

PucyHok 12 — AHmusupyc Dr.Web. SnemeHm ynpasneHus "Hacmpolku"

PykoBoacTBO agmuHucTpaTtopa ans Windows
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21. B okHe "HacTporikun" BeibpaTte onuuto "KoMnoHeHTbI 3awuTs":

(GHactpodkn =Y
HacTponku Maponk
3alMWaTE Naponem HacTpoiki Driweh
CCHOBHBIE OTKN. = |
POgUTENLCKWA KOHTEOME ‘ VSMEHITE TaRams |
VICKAD4EHMA
[RHRE e YnpasneHue HacTpoiiKkamu

Bbl MOKETE COXPaHMTE HACTPOMKM NPOAYKTA HA KECTKMIA AMCK B BUAE (haina,
MMMNOPTMPOBATE WX M3 (haNa MNKM BOCCTAHOBMTE HACTPOMKM N0 YMOMYaHMID.

VBMEHUTE v

PucyHok 13 — AHmusupyc Dr.Web. Ok+o "Hacmpotku"

22. B okHe "KomMnoHeHTbl 3awmTel" BoibpaTh onuyuto "MpeBeHTMBHANA 3alMTa" M YCTaHOBUTL 4151
obbekToB napameTp "Pa3spewaTs":

@ KoMMoHeHTh! YpoBeHs BnoknpoBki NoA03pUTENLHBLIX ASHCTBUIA
3a U-—W‘Tbl MNEb30BaTENLCKNI v ]

3aWwmnzemen obbexT PaspewsTe | Cnpawssats  3anpewsTe
LENOCTHOE TS 3AMYUEHHER NOHN0HKEHH @) - O A @7
LIEn0CTHOC T (haiAn0E NoNb30saTened O (@, Ol
®aitn HOSTS @) @) ®
HU3KOYDOBHEBLE AOCTYT K AUCKY O O (.
3aroyaKa ApaHBEN0B 0 O O
M3pamMeTPsl 3aMYTKa NPUNOKEHIR (IF .. . O O
Lpaieept MybTHMEAMAHEX YCTRORCTE (® O O
NapameTpsl oBancHky Winlogon O O C
HoTudusaTopsl Ainlogon . O O
ABTCRAMYCK OTONCHKA WINGows . O O
ACCOLMALIMM UCNONHREMEX DEAN0B O O ()
MONUTUKK OTPERHYEHUA 3AMYCKE NOOT. O () O
Mnammke Internet Explorer (BHO) . O (@)
AETC3AMYCK NPOTPasi 0l O O
ABTOSAMYCK NONMTHE Ol O O
KOM@HIypaLmA GE30NacHor pesmma @) O (o)
NapaMeTpsl MEHERAEPa CECTHI O O ()
CuUcTEMHBIE CIMyKDb @ ‘3 O
L —

PucyHok 14 — AHmusupyc Dr.Web. OkHo "KomnoHeHmer 3aujumsi”
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23. 3akpbITb OKHO "HacTpolikn" 1 yctaHoBuTb EgnHbIV KaveHT JaCarta (cMm. n. 4.4 "YcTaHoBKa npo-
rpammbl C MOMOLLbIO MacTepa YCTaHOBKKU").

Ecau npu ycmarogke 10 EduHbili KnueHm JaCarta 6ydem seibpara onyus "lMposepsme Haauvue
06HosneHull", mo nocne nepe3sazpysku OC mouem NoABUMbLCS OKHO, NpedcmasneHHoe Ha PucyHok

5.

Dr.Web Firewall K

Dr.teb Firewall has detected network activity

& JaCarta Unified Client

Application name & JaCarta Unified Client

Application path: C:AProgram Files\aCarta Unified Client\aCartaUC.exe
Digital signature; ¢ Not signed

Address: top:#F217.23.142.74 (www. aladdin-rd.ru)

Port: 80 (wwwe-http)

Direction: Outbound

There is no appropriate rule for this application

Create rule... I Block once | Allow once |

PucyHok 15 - AHmusupyc Dr.Web. UHgopmayuoHHoe okHo

Mocne nosiBieHUs faHHOTO OKHa HeobxoanMo co3aaTh npasusio aas Dr.Web, cornacHo koTo-
pomy MO EaunHbii KnneHT JaCarta cmoxeT obpalatbecs no agpecy www.aladdin-rd.ru gns npo-
BEPKM Ha/IMYMs OOHOBAEHUIM U UX YCTAHOBKM.

[ns co3ganus npaBuaa cnesyeT HaxaTb kKHonky "Create rule. lanee B nosBuBLIEMCS OKHE
(cM. PucyHok 16) Heo6X04MMO PacKpbiTh BbINAZAAOLWMIA CMUCOK U BbIOPaTh OAHO U3 3HAYEHWI:
"Allow network connections for application on 80" nau "Allow all network connections" nau
"Create custom rule". Mocne HaxaTb "OK".

f;;ﬂDr.Web Firewall

JaCarta Unified Client

Application name: & JaCarta Unified Client

Application path C:AProgram Files\JaCarta Unified Client\JaCartalC.exe
Digital signature; % Not signed

Address: tep:/i217.23.142.74 (www. aladdin-rd.ru)

Part; 80 {wwaw-http)

Direction Outbound

B Apply predefined rule

Allow netwark connections for application on port 80 (wwaw-http) ¥

Allow network connections for application on port 80 {www-http)
Block netwark connections for application on port 80 {www-http)
Allow all network connections

Block all network connections

C n tule

() Details oK Cancel

PucyHok 16 - AHmusupyc Dr. Web. Beibop npasuna
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B cnyyae, ecam b6bina BoibpaHa onuyus "Create custom rule", 6yaeT otobpaxkeHo okHo (cMm. Pucy-
HOK 17), B KOTOPOM Heobxoammo HaxaTb "OK" ans 3aBeplueHus.

m Dr.Web Firewall

JaCarta Unified Client

& JaCarta Unified Client
C:AProgram Files\aCarta Unified Client\JaCartaUC.exe

Application name
Application path
Digital signature
Address

FPort

Direction

B Apply predefined rule

Mot signed

tep:#217.23.142.74 (www. aladdin-rd.ru)
80 {wwwaw-http)

Outbound

’ Create custom rule

Rule name:
Description:

Action:
MNetwork protocol:
Direction:

Remote address:

"‘}" Details

|Al!0wtcpvll://’21?.23.1t12.74:8[] |

|R’u|e description |

| Allow packets - |

| 1Pu4 - | Transport protocol: | 1cp |
| Outbound v | Logging | of |
| Equal v | Remote port | Equal |
[217.23.14274 | [B0 |wwwhitp

Cancel l

ok |

PucyHok 17- AHmusupyc Dr.Web. 3asepwieHue Hacmpoliku npasuna

YcTtaHoBKka nporpaMmmbl B pexmme KOMaHAHOl\/‘I CTPOKMU.

9.4

Pa6bota JaCarta CCID

[JpanBep BMpTyanbHoro cunteiBatens JaCarta CCID 3arpyxaeTcs Ha cpegHem 3Tane 3arpysku OC, B

xoge co3saHuns PnP MeHexepoM KOPHEBbIX MepeuncasieMblx yCTPOUCTB. BupTyanbHble cunTbiBa-

Tenwu 3arpyxatotcs BMecte ¢ OC 1 paboTaloT NoCTOsSIHHO, Noka He 3aBepwuT paboTy OC nam oHu He
OyAyT AeMHCTaNIMPOBaHbI B XOZe U3MEHEHUS YNCa BUPTYasIbHbIX CHMTbIBATENIEN, @ TaKXKe B C/lydan
MOSHOM A eUHCTaNAAL M.

Mpu nogkato4eHn 06CYXXMBAEMOrO YCTPOMCTBA BUPTYasIbHbIN ApaliBEp perncTpupyeT cebs Kak

ckpbiToe GyHKLMOHAIbHOE YCTPOMCTBO Hag peasbHbiM USB-ycTpolicTBom, Trn koToporo "CunTbiBa-

TeNb cmapT-kapT". ipaiBep nornyeckm cBsasbiBaeT CKPbITOe YCTPOMCTBO C MPUCYTCTBOBABLLEM /0
Hero BMPTYyasibHbIM yCTpOMCTBOM. Nocie 3TOro gpariBep BUPTyasibHOrO CUMUTbIBaTENS NepesaeT

yrpaBaeHne BUPTYalbHOMY CUMTbIBaTENIO, KOTOPbIN onoBelaeT OC 0 NOAKAOYEHUN B HErO YCTPOM-
cTBa "CmapT-kapTa". Mpu oTkAoYeHUn USB ycTponcTBa U3 BUPTYaibHOMO CUMTbIBaTENS "U3B/EKa-

eTcsa" cmMapT KapTa.

3A0 "AnagavH P.[.", 1995 — 2019r.
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10. Onepauuun, Nnpon3BoauMble ¢ NoMoLLblo yTuanTbl JaCarta
APM YU

C nomoubto yTuanTel APM YL BO3MOXHO OCYLLEeCTBASATL CAeAYIOULME JeNCTBUS:

e [eHepupoBaTb K/OYEBbIE MAPbl C UCMOJIb30BAHNEM BCTPOEHHbIX KpUNTOrpaduyeckmx BO3MOX-
HOCTeW 31eKTPOHHbIX katouen JaCarta TOCT u eToken FOCT;

e  (QopMMpOBaTb 3aNpOChl K Y40CTOBEPAIOLLEMY LLEHTPY Ha NoJy4YeHUe cepTndmrKaTa OTKPLITOrO
K/tOY3;

e [poun3BOAWTL 3aNNCh NOJTyYeHHbIX CepTUGUKATOB B NaMATb 31€KTPOHHbIX Katouvert JaCarta FTOCT
n eToken FTOCT.

MoapobHble cBegeHUs 06 onepaLusx, NPOU3BOANMbIX C MOMOLLbIO yTUAUTLI APM YL, npuBeseHsb! B
aokymenTe "JaCarta_Workstation_CA_2.0_AdminGuide - APM YLl|. Pykosodcmaso admuHucmpa-
mopa".
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11. CUMHXpOHM33LUMA N3PONEn 3SNEKTPOHHOMO K043 U YY4ETHOMN

3anncn goMmeHa Windows

Edunbili KnueHnm JaCarta no3goasem nposodums cUHXpoHu3ayuto PIN-koda 3nekmpoHHo20 kaya
€ naponem y4yemHoud 3anucu Noab308amesns, KOmopbil 3anpawusaemcs npu exoode 8 domeH
Windows.

Maponab yyemHod 3anucu nonb3o8amens (napoab domeHa) CUHXPOHU3uUpyemcs ¢ PIN-kodom
3/1eKMPOHHO20 KA0YA U, NpU nocnedyowux usmeHeHusx PIN-koda 3nekmpoHHO20 Kar4a, napossb
y4yemmHoU 3anucu nonb3osamens (JomeHHbIU Napob) 8sodums He mpebyemcsi.

B cnydae paccuHxpoHu3ayuu napoaeli uau cmeHsl admuHucmpamopom AD napons ydemHoll
3anucu nonvb3osamens (JomMeHHO20 NAPosA) Heo6X0AUMO NPoOU3BECMU NOBMOPHYIO
CUHXpOHU3ayur naponed.

B cyqasx, Ko2da naposib He coomsemcmsyem mp26OBaHUFIM K kayecmsy 00HOU U3 NOAUMUK
CUHXpoHU3ayuA HeBoO3MOMHa.

CuHxpoHwm3aLms PIN-Ko4a 31eKTPOHHOI O K/HoYa C NapoJieM YYeTHOW 3anuncy No/ib3oBaTeNs BO3-
MOXHa ToJ/IbKO A5 npunoxeHuit PKI (B Tom uncne c annaetom PRO) n PKI/BIO.

Jna cuHxponusaumm PIN-kog nonb3oBaTens n naposb y4yeTHow 3anucu gomeHa Windows Heobxo-

AVMO BbINOJIHUTb CNeAYIOLME JeNCTBUS:

1. 3aliTK B peakTop peecTpa C NpaBaMu aZMUHUCTPaTOPA.

2. Bpasgene HKEY_LOCAL_MACHINE/SOFTWARE/AladdinRD/JCUC/SynCPin co3aaThb
CTPOKOBbIN NapaMeTp C UMeHeM Domain M 33aTb eMy 3HaYE€HUE UMEHU JOMEHa.

Ecav pasgena SyncPin HeT, To HE06X04MMO CO34aTb MO YKa3aHHOMY aZpecy pasgen C yKasaHHbIM
MMEHEM.
P

.\ PN 2O¢ Hacrpouku
B neBom HMXHEM yray HaxaTb KHonky "HacTpounkun" - B .

4. HaBknagke "OcHoBHble" B nosie "MIMsi soMeHa A5t CUHXpOHM3aLuum naposien” (cM. PucyHok 70)
J0JKHO 6bITb 0TOBpaXxeHO BBeAEHHOE paHee B peAakTope peecTpa (CM. N.2) MMs JoMeHa.
HaxaTb KHonky "OK".

Ky Hactpoiiku X

OcHoeHble | lnarHocTuka SecurLogon JlorMpoeaHue

O6HoeneHne ‘ He nposepate oBHoBNEHNA v

Konuposate ceptudukatel B N0KaNBHOE XPaHUANLLE

OToBpakaTb 3HaYOK NPUNOKEHNA B 06NaCTH yBEAOMNEHNI

Wma gomeHa Ana cCHXpOHN3aLMK Naponei ‘ estdomaini.lab

Coc ] orens |

PucyHok 70 - EQuHbild Knuenm JaCarta. OkHo "Hacmpoliku". Bkaadka "OcHosHble"

5. 3akpbiTb okHO EguHbIn KnneHT JaCarta.
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6. HanaHenu 3agay B 061acTM yBEAOMAEHWI PACKPbITb NaHe /b 3aMyLLeHHbIX NPOrpaMm (cM. Pucy-

HOK 71). BbI3BaTb KOHTEKCTHOE MEHI0 Yy 31eMeHTa 1 BbIbpaTb NyHKT MeHto: "Bointu".

& Epmneii Knwent JaCarta...

Hacrpofku..,

0 EanHom Knwente JaCarta...

PucyHok 71— lNaHens 3aday Windows. Bbixod u3 npoepammel EQuHbit KnueHnm JaCarta
7. MocnegoBatenbHo BbibpaTth: "Myck", "AnaganH P.A4.", "EanHbin KnnenT JaCarta".

8. B okHe EguHbin KnnenT JaCarta B pexuvme nosib3oBaTens bygeT gocTynHa kHomnka "CMeHnTb
PIN-koa v naposb gomeHa" (cMm. PucyHok 72).

& Eauneiii Knuent JaCarta — & X
EanHbiv KnneHnt JaCarta Ana‘\AAun)"“

JaCarta PKI

JaCarta PKI
HassaHune JaCarta PKI

Mpunoxeuna  PK| CmennTs PIN-KO4
BezonacHeili docmyn K
CmennTb PIN-KOA 1 naposib AOMEeHa
pecypcam

Homep mogenn JC20

Hasoeume 3mom HoMep npu 06pAaWEHUL 8 MeXHUYECKYH noGOepXKY.

Hacrpoitkn

MepeknoynTLCA B PEXUM
3AMMHMCTPaTOPa

PucyHok 72 - EQuHeil KnueHm JaCarta. [JocmynHas kHonka "CmeHums PIN-k00 u napons domeHa"

@ Onuwus "CmennTb PIN-KOA 1 naposb gomeHa" nosButca u B MeHto bbicTporo 3anycka (cm. PucyHok
73), KOTOPOE MOXHO 3aNyCTUTb Ha NaHe/n 3aja4 B 061aCTW yBeJ0MAEHWI, HaXaB NPaBoM KHOMKOW

MbILLIN Ha 3HA4Y0K .
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&  Eavnbiii Knavent JaCarta...
Hactpoitkn...

O Egurom Knuente JaCarta...
Cmenute PIN-koa n naponb gomeHa...

Bt

PucyHok 73 - EQuHeit Kauenm JaCarta. MeHto 6bicmpozo 3anycka

9. HaxaTb kHonky "CmenunTb PIN-ko4 1 naposib gomeHa". ByaeT oTkpbiTo okHO "CmeHa PIN-koga u
naposs gomeHa" (cM. PucyHok 74).

PucyHok 74 - EQuHeild KnueHm JaCarta. OkHo "CmeHa PIN-koda u napons domeHa"

00 Cmena PIN-koaa u napons gomexa X

Texywmii PIN-koa nonesosatens

| %

[] Beectw napons somena

Hoewiit PIN-kog nonezosatena

| o

MoareepxkaeHue koga

| |

& Hosei PIN-koa He 33aaH

BbINOAHUTL 3aKpbiTh

10. BBecTtu Tekywmii PIN-koa nonb3oBaTens, Nocie Yero ykasaTtb HoBbI PIN-kog nosib3oBaTens u
ero NoATBEpPXAeHME.
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11. [Mpwu BbIGOpE ONu MK "BBECTM Napoib JOMeEHA" B 1MaI0roBOM OkHe byaeT fobaBneHo nose Ans
BBOJa Napo/s gomeHa (cM. PucyHok 75).

oo Cmena PIN-koaa w napons gomeHa X

Tekywmii PIN-koa nonssosatens

[em— | %

Beect naponk gomeHa

Tekywmit napone Ana gomena testdomainl.lab

s B

Hoeelit PIN-kog nonbzoeartens

[ &%

MoaTeepxkaeHue koaa

Leeseseedl |

BeINOAHUTL 3aKpbITh

PucyHok 75 - EQuHbil KnueHm JaCarta. OkHo "CmeHa PIN-koda u napons domeHa"

12. BBecTu Tekylyuli Naposib OMEH], NOC/Ie Yero BBeCTM HOBbIN PIN-koz nosb3oBaTensi M NOBTOPHO
noATBEpPAUTDL ero.

13. HaxaTb kHonKy "BbinoaHuTb".

14. B csyyae, ecnv BBeAeHHbIN Mapo/ib N0/b30BaTENS He OTBEYaeT TpeboBaHMAM K Ka4ecTBy na-
pons, byaeT oTobpaxkeHo OKHO ¢ onuncaHuem owmnbku (cM. PucyHok 76).

& Ownbka X

® Owmnbka cMEHBI AOMEHHOTO N3PONA

Cxpeime nodpobHocmu A

0x000008c5
Mapone He oTeeyaeT Tpeboeanuam nonuTky, [poBEpETE MUHNMANbHYHO ANWHY Napons, ero
CNOXKHOCTh, OTIMYME OT PAHEE MCNONB30BAHHbIX NaPONEN.

PucyHok 76 - EQuHbil Knuenm JaCarta. Owubka npu cmeHe 00MeHHO020 Napons

15. [pu ycnelwHon cmeHe AOMeHHOro napos byaeT oTobpaxeHo MHPOpMaLMOHHOE OKHO:

& Yenewno X

@ PIN-k0a nonb30BaTens yCneLHo M3MEHEH,

PucyHok 77 - EQuHbilt KnueHm JaCarta. MiHgpopmayuoHHoe coobujeHue 06 ycnewHol cmeHe doMeHHO020 napons
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12. MacTep TexnogaepHKm

B EguHom KnuenTe JaCarta cywecTByeT BO3MOXHOCTb c6opa AMarHOCTUYeCKon MHpopmaLmm 06
aBapUIHBIX CUTYaLUsIX, CIYUMBLUMXCS Y MO/Ib30BaTe/IeN C MOC/AeA YOl el OTNPaBkov cobpaHHOM UH-
bopmaLum B cyxby TeXHUYeCKoN NoAAePXKKN KoMNaHum Anagant P.A.

MacTep TexnoaAepxku no3BossieT cPopMMPOBaTL apxXmB C ANarHoCTUYeCknii MHGopmaLmen o Teky-
wem coctosiHnm MO Egunbin KnnenT JaCarta n koHdUrypaymm KomnbetoTepa, Ha KOTOPOM YCTaHOB-
neH Eannbint KnneHt JaCarta, a Takxe no BbIbopy nosb3oBaTens No3BOASET: COXPaHUTb 3TOT apXuB
Ha AMCK UN OTNPaBUTb B CYXOy TeXHUYeCKOoM Nojzepxku komnanum Anaaant P. /.

g MoapobHee 0 HacTpolkax NorMpoBaHus cm. n. 6.5 "Bknagka "JlornpoBaHue".
Ana 3anycka MacTepa TexnoaaepxkKu:

1. BblbpaTb nocnegoaTesnbHo "Myck", "AnagamH P.A.", "MacTep Texnogaepxku Anagaun P.4.".
2. byaet oTkpbiTo OKHO "MacTep Texnoagepxku ‘Anagaund P.4." (cMm. PucyHok 78). HaxaTb
KHonky "Janee" ans nepexoda K caejyrolemy wary.
Macrep Texnoaaepxku 'Anaaann P.A. X

Bac npuBercTByeT Macrep
Texnogaepxxku '‘Anagavud P.[1.'

MacTep nomoxeT Bam 0TNPasuTb onmcaHie npobnem npu
paboTe ¢ kno4essIMM HocuTenamn JaCarta cnyxbe
TEXHUYECKON Noaaepxku. B pesynstate paboTel MacTepa:

- ByaeT cobpaHo onucaHme KoHGUrypaLYmM KoMnbioTepa,
NPOrpaMMHbIX KOMMOHEHTOB, M NPOTOKoNoB paboTel B BUAE
0fHOr0 3PXMBHOrO haina. ApXME HE COAEPHMT HUKSKOM
Balwueit nyHOM MHbopMaLWK.

- Apxue ByaeT oTnpasneH cnyxbe TexHudecKkoin
roAASpKKKM KoMnaHun 'AnagaavH P4,

h
x’\

N
A Ana npoaomkeHna HaxkmuTe [Janee.
X

<Hasan Ommeria

PucyHok 78 — Macmep mexnoddepicku ‘AnadouH P./."
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3. B okHe "JlornpoBaHue u BocnpounssegeHue npobaembl” (CM. PUCYHOK 79) 03HaKOMUTLCS U Bbl-
MOJIHUTL BCE MEpPEeYNC/IEHHbIE B 3TOM OKHe AeNCTBUS, 3aTeM BbibpaTh onumio "f noATBepxaato,
4TO BCe CZe1a/l COr/IaCHO NPUBEAEHHOM Bbille MHCTPYKLUK". MNoc/ie yero HaxaTb KHonky "/Ja-
nee",

Macrep Texnoaaepxku 'Anaaann P X

Jloruposanne u Bocnpousseenne npobnembt
BKIOUMTE NOrMPOBEHWE W MOCTaPaTECh MOBTOPUTL CBOW AENCTBMS, KOTOpbIE
npusenu K npobnene.

B EanHom KnueHTe B ananore 'HacTpoiiku' Boibepute Bknaaxy 'floruposaHue’.

3anaiiTe MaKaMManbHO BOSMOXHBIE YPOBHW AeTanu3awm ans Eautoro KnuerTa u
ans EanHoi BubnuoTeku pkes#11, a Takoke NyTH K Noram.

BocnpousseauTe y ceba Ha koMnbioTepe npobnemy, o KoTopoit Bel xoTuTe
cooBWKTh B TEXNOAAEPKKY.

MonHocTbio 3aBeplumTe paboTy nporpammbl EauHbn KnuweHT JaCarta. [Ang 3Toro B
NOKanbHOM MEHIO B 0BNaCTH yBEAOMNEHMIT Ha 3Ha4Ke NPOrpPaMMbl BbibepUTE NYHKT
MEHIO 'BbIATH'.

[na npoaomKeHs HaxmuTe [lanee.

PucyHok 79 - Macmep mexnoddepxcku ‘AnadduH P.J].". OkHo "JloeuposaHue u 8ocnpou3sedeHue npobaeme!"

4. BokHe "OnpegeneHune KoHUrypaLum komnbtoTepa" (cM. PUcyHOK 80) MOXHO M3MEHUTb MeCTO
coxpaHeHus darina ¢ gnarHoctmyeckon nHdopmaumen. Jns 3Toro He06XOANMMO HaXaTb KHOMKY
"MI3mMeHnTL", yKa3aTb MeCTO COXpaHeHMs, Noc/e yero HaxaTb "CoxpaHuTe". Eciim mecTo coxpa-
HeHus dalia C AMarHocTnyeckon MHPopMaL Men MeHsATb He HYXKHO, TO OCTaBbTE MECTO COXpaHe-
HU$, yKa3aHHOe Nno ymMoi4aHuto. MNocse yero HaxaTb kHonky "Janee".

Macrep Texnoaaepxku 'Anaaann P.A. X

£

Onpenenenne hurypauy roTepa

Onpeaenenue sepam OC, ee KOMMOHEHTOB, NOUCK NPOTOKONOB paboTel
EawnHoit BubnuoTexu n EauHoro Knuerta JaCarta.

MpoTokon ckaHWposaHus ByaeT coxpareH B daitn apxusa:

W3mMeHuTb. ..

[na npoaomKkeHns HaxmuTe [lanee.

<Hasan Ommera

PucyHok 8o - Macmep mexnoddepxcku ‘AnadduH P./].". OkHo "OnpedeneHue koHpuaypayuu komnsromepa"

5. MacTep TexnoaAepXKM HauHeT npoLiecc cbopa AMarHoCTUYeCcKon nHpopmaLmm (cM. PUcyHoK
81). [loxamnTecb OKOHYaHUSA npoLecca.
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Macrep Texnoaaepxku 'Anaaann P X

Onpepgenexne KOHGUIrypaLun KoMNbIOTEpa
Onpeaenenue sepam OC, ee KOMMOHEHTOB, NOUCK NPOTOKONOB paboTel
Eauroit BubnuoTexu n EauHoro KnverTa JaCarta.

MpoToKkon ckaHuposaHna ByaeT coxpaHeH B daitn apxvsa:

C:\Users\ADMIN_~1\AppData'Local\Temp\jc2D55.zip WsmenuTb... i

Mouck ycTaHoBneHHbIx .Net Framework. ..

<Hasan danee >

PucyHok 81 - Macmep mexnoddepxcku ‘AnadduH P./.". lMpouecc cbopa duazHocmuyeckol uHgpopmayuu

6. B nosBuBlIEMCA OKHe "ApxMBaLma NpoTokoaoB" (cM. PucyHok 82) 6yAyT yKasaHbl CO34aHHbIe
dannbl nornpoBaHus. Haxats kHonky "Janee".
Macrep Texnoaaepxku 'Anaaann P X

ApXHBaLMA NPOTOKONOB
Ceityac ByaeT npousseaeHa apXMBaLMA NPOTOKONOBE paboThl C KIOYEBLIMA
HocuTensmu JaCarta

MpoTokontl EanHoi BubuoTeky jcpkes 11 HaaeHb! B daine(ax):
C:\temp\jcpkes1log. txt, C:\temp\jcpkes11log. txt
MpoTokonel Eauroro KnuerTa JaCarta HaiaeHsl B daitne(ax):

C:\temp\jcpkcs11log.log

MpoTokon msinfo HaxoauTca B daine:
C:\Users\jmsadmin\AppData\Local\Temp\Computer.nfo

[Ans npoaomkeHns HaxmuTe [Janee.

<Hasan \E Lanee > i | Ormena

PucyHok 82 - Macmep mexnoddepxcku ‘AnadduH P./.". OkHo "Apxusayus npomokonos”
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7. B okHe "Onucanue npobaemsl" (cM. PucyHok 83) 3anoaHuTb nose "OnucaHue npobnemsl”, a B
none "E-mail agpec ans obpaTHOM cBSI3N" yKa3aTb CBOM afpec 31eKTPOHHOM NMOYTbl, MOC/1e Yero
HaxaTb KHonKy "/lanee".

Macrep Texnoaaepxku 'Anaaann P.A. X

Onucanune npobnembi
B BaWwMx MHTEPECax NPeaocTaBuUThL ONMCaHUE, KOTOPOE NOMOXET cnyxbe
TEXHW4YECKON MOAAEPKKN ONEPATUBHO Pa3obpaThca B CUTYyaLym

Ormcarue npobnemsl (3anonHsTe obasaTensHo!)

E-mail anpec ans 0bpaTHoit cBs3M (3anonHaTe obasaTensHo!)

[na npoaomKeHa HaxmuTe [lanee.

<Hasan Ommersa

PucyHok 83 - Macmep mexnoddepxcku ‘AnadduH P./].". OkHo "OnucaHue npobaembi"

8. B nosiBuBWEMCS OKHe (cM. PucyHok 84) BeibpaTh cnocob oTnpaBku pesyabTaToB cbopa guarHo-
CTUYecKor MHGOPMaLLUK B CYXKOy TeXHUYECKOM NoAAEPXKKN KoMMaHuu AnaaavH P.J., nocne
yero HaxaTb kHonky "/Jlanee".

Macrep Texnoaaepxku 'Anaaann P.A.

X
Boi6op cnocoba oTrnpasku
YKaxuTe cnocob oTnpasKku pesynbTaTos B cnyxBy TeXHMYECKoi NoAaep KN

KoMnaHui 'AnagawH P.4."

Pasmep daitna apxusa: 1.4KB

HTTP - oTnpaska nobbix 0bbeMos aaHHbIX

(® SMTP - oTnpaska Hebonblwix 0BLEMOB AaHHEIX:

(O He oTnpasnsiTh, CoXpaHuTb daitnbl Ha AUCK

CoxpahnTs., .,

[na npoaomKeHus HaxmuTe flanee.

<t omere

PucyHok 84 - Macmep mexnoddepxycku ‘AnadduH P./].". OkHo "OnucaHue npobaembr"
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9. Ecam 611 BbibpaH cnocob "He oTnpaBasTh, coXxpaHUTb dansbl Ha auck" (cMm. PucyHok 8s), To cTa-
HeT AOCTynHOM KHomka "CoxpaHuTb", Moc/ie HaXaTUs Ha KOTopyto oTobpasnTcs gunanorosoe
okHo "CoxpaHeHue" (cM. PucyHok 86)

Macrep Texnoaaepxku 'Anaagun P4 X
Boi6op cnocoba oTrnpaskn i I

YKakuTe crocob oTNpasKku pesynbTaTos B cnyxBy TeXHMYECKOo NoaaepKN
KoMnaHwi 'AnagauH P.4."

Pasmep daitna apxusa: 1.4KB
HTTP - oTnpaska nobbix obbeMos aaHHbIX
(O SMTP - oTnpaska HeBonbLNX 06LEMOE AaHHbIX

(®) He oTNpaBnsTL, COXpaHUTL daitnbl Ha AUCK

COXPEHUTD. ..

[ina npopomkerna HaxmiTe Janee.

< Hasan . Oanee > . OTmeHa

PucyHok 85 - Macmep mexnoddepicku ‘AnadduH P./].". OkHo "OnucaHue npobaemsi". BoibpaH cnocob "He omnpasasms, coxpa-

Hums ¢atinsl Ha duck”

J es o

[ata nameHexna Tun

Manka: I [::] DokymenTsl

* Wmsa

Manens GoicTporo
aoctyna

PabBounii cton

A

Her 3NEMEHTOB, YAOBNETECPAIOLLNX YCAOBMAM NONCKa.

"
Bubanorexkn

Q

3T0T KOMNbIOTEP

<

CoxpaHenue X

i Wms paitna:

Cets

l;m B ¢ noramu JaCarta

Tun paitna: ’ZlP apxus (*.zip) v/ OmveHa

PucyHok 86 — [Juanozosoe 0KHO 015 COXpaHeHUs apxusd ¢ 102amu

9.1.1. YKa3aTb MecTo coxpaHeHus daiina c soramum JaCarta n HaxaTb KHonky "CoxpaHuTe" (cM. Pucy-
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9.1.2. AHaJIOrMYHYIO NpoLLeAypY BbINMOAHUTL 4151 COXpaHeHUs daiina cCoNnpoBOANTEIbHOMO NUCbMa

(cMm. PucyHok 87).

v @@ @

[ata nameHeHna Tun

Nanka: I E] DokymenTol

* Wmsa

Manens BeicTporo
Aoctyna

PaBouwii cton

A

Her 3NEMEHTOB, YAOBNETECPAIOLLNX YCNOBMAM NONCKA.

(o |
Bubanorexn

2

3T0T KOMNBIOTEP

< >

CoxpaHeHue X

i Wma paiina:

Cets

I ONPOBOAMTENBHOE NMCLMO

TekcToBbii goikymeHT (") v Omvena

Tun paitna:

PuCyHOK 87 - /Zua/zoeosoe OKHO 0115 coxpaHeHus conpoao@umeanoeo nucema

10. Ecam 6bin1 BbIbpaH cnocob otnpasku "SMTP — oTnpaska He60/bLMX 06BbEMOB AaHHbIX", TO Noc/ie
HaxaTumsa Ha kHonky "Jlanee" (Mpu yca0BUK, YTO HA KOMMbIOTEPE YCTaHOBJ/IEHA M HAaCTPOeHa Npo-
rpamma MS Outlook) 6yaeT oTkpbiTo okHO "OTnpaBka pe3y/ibTaToB no noute" (cM. PucyHok 88).

3A0 "AnaganH P.A.", 1995 — 2019r.

Macrep Texnoaaepxku 'Anaagun P.A. X
OTnpaBKa pe3ynbTaTos no nouyre ‘ I

Ceityac ByaeT npousseaeHa oTnpasKa MHOOPMaLWM O KOHUIypaLym
KOMMbIOTEPa M NporpamM cnyxbe noaaepxky KomnaHui 'AnanamH P 4.

[Ans oTnpaeku nuceMa ByaeT ucnons3sosar MS Outlook, yueTHas 3anuce no
YMONYaHWIO

[na npoaomkeHna HaxmuTe [anee.

<Hesan Ommera

PucyHok 88 - Macmep mexnoddepxcku ‘AnadduH P./].". OkHo "Omnpaska pe3yasmamog no noyme"
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11. Ecam Ha KOMMNblOTepe He ycTaHOoB/IeH NoYTOBbIN KaneHT MS Outlook, HeobxozgrMo 3anonHNTL
nons "Aapec” v "MopT" gaHHbIMU (CM. PucyHOK 89). Y6eanTbCs B X KOPPEKTHOCTU MOXHO C MO-
MoLLblo KHONKK "MpoBepnTh”.

MacTep Texnoagepscn 'Anagauy P

OTnpasKa pe3ynbTaTos No noyTe
Celyac HyaeT nporsBeaeHa OTNPABKa MHQOPMALMM 0 KOHGMI YPaLMM
KOMMBOTEPE W NPOrPaMM Cnybe NogAEMHIKn KoMMaHMW "Anagamd P 4.

ped

Hacrpoitkn SMTP-cepeepa ANA oTNPaEKH MMceMa (P HeoDXoaMMoCTH
YTOUHWTE NEPEMETPEI Y CMCTEMHOMD 3AMMHUCTPATOPE)

Agpec: user 1i@company.ru | MopT: |25 | II'IposeDMTb

[lna npofomseHus HaokmuTe [lanee.

< Hasan lanee > OTtMeHa

PucyHok 89 - Macmep mexnoddepxcku ‘AnadduH P./].". OkHo "Omnpaska pe3ysasmamos no noyme"

12. HaxaTb kHonky "/lanee". [MCbMO-3anpoc TEXHUYECKOW NOAAEPXKKM C Bawmmum gnarHoctuye-
CKUMU gaHHbIMK ByzeT oTnpassieHo No agpecy support.jc@aladdin-rd.ru.

13. B okHe 3aBeplueHMa MacTepa Texnoggepxku (cM. PUCyHOK 90) HaxaTb KHoMKy "FoToBo".

3A0 "AnaganH P.A.", 1995 — 2019r.

Macrep Texnoaaepxku 'Anaaann P.A.

Macrep Texnogaep>XKu CUCTEMbI
‘Anaaaux P.[1." 3aBepumun pabory.

JononHUTENbHO:

MPOTOKONb! YCMEWHO 333pXMBMPOBAHBI: A
LobaeneH daitn C:\temp\jcpkes11log. txt

LNobaeneH daitn C:\temp\jcpkes11log. txt

LobaeneH daitn C:\temp\jcpkes11log.log

NobasneH daitn C:\Users\jmsadmin\AppData'\Local
\Temp\Computer.nfo

OTnpasKa aaHHbIX no SMTP
MUCBMO € pesyNbTaTOM CKaHWPOBaHWUA CUCTEMBI N

3pXMBOM MPOTOKONOB YCNEWHO 0TrpasneHo cnyxbe
TEXHMYECKON MOAAEPKKM KOMNaHuM 'AnaaamH P.A."

<Hasan Omera

PucyHok 9o — OkHo 3asepuweHus Macmep mexnoddepxcku ‘AnadouH P.4."
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[prnoxeHre A

arta

RoMnoHeHTbl EanHOro KnneHta JacC-

HasBaHue komnoHeHTa

JaCarta SecurLogon

JaCarta WebPass Tool

JaCarta APM YL,

YnpaBaeHne TOKEHOM

Mogaepxka buomeTpun

YcraHoBka Athena CSP B kaue-
CTBe KpMNTOMpoOBanaepa no
YMOAYaHUIO

[Jpansepbl — MNogaepxka JaC-
arta Virtual Reader

Jpansepsbl — Moaaepxka pa-
60Tbl ycTapeBLNX MOAeNei
JaCarta B npoaykTtax VMware

[Jpansepsbl — Mogaepxka
JaCarta PKI c obpaTHo coBme-
CTUMOCTbIO

[Jpavisepbl — Mogaepsxka JaC-
arta Secure MicroSD

[Jpavisepbl —Mogaepxka eTo-
ken PRO 32K/64K (USB eToken
Driver)

3A0 "AnagavH P.[.", 1995 — 2019r.

OnucaHue

Jns obecneveHuns aByxpakTOpHOM ayTEHTUUKALMM C UCNIO/Ib3OBAHWEM d/1EK-
TPOHHbIX katoyelt JaCarta u eToken B OC Microsoft Windows

J.ns BO3MOXHOCTW aZMUHUCTpUpOBaHUs TokeHoB JaCarta WebPass

Mo3BossieT reHepnpoBaThb K/lOUEBbIe Mapbl C UCMO/Ib30BaHNEM BCTPOEHHbIX
KpunTorpaduyeckmrx BO3MOXHOCTEN 31eKTPOHHbIX Katouel JaCarta TOCT u
eToken FOCT, a Takxe popMMpOBaTL 3aMpoChl K y40CTOBEPSAIOLLEMY LLEHTPY Ha
nosayyeHve ceptudurkaTa OTKPLITOrO K/OYA U 3aMNCbIBATL NMOJyYeHHbIE CepTU-
durKaThl B NaMATb 3/1eKTPOHHOI O K/tOUa

[N BO3MOXHOCTM BbIMOIHATL ONepaLmm C TOKEHOM /10 BXOZa N0/1b30BaTe A B
cuctemy

JlobaBnseT BO3MOXHOCTb MCNO/1b30BaHNA BLUOMETPUYECKMX CUMTbIBATEIEN U
3/1eKTPOHHBIX ktoyen JaCarta BIO

Ans ncnonb3osaHusa Athena CSP kpunTonpoBaligepoM no ymonvaHuio. B npo-
TUBHOM C/lyyae (B C/ly4ae OTMeHbI YCTaHOBKMW 3TOr0 KOMMOHEHTA) KPUMTONPOBawi-
AepoMm no ymonyaHuio byaet Microsoft Base Smart Card CSP.

AJ’IF! BO3MOXHOCTU MCNONBb30BaHUA BUPTYa/IbHbIX cumTbiBaTenen JaCarta

Jl.ns BO3MOXHOCTM ncnosib3oBaHus TokeHoB JaCarta (BbiNMyck 40 2014 roga BK/O-
unTeNbHO) B MHbpacTpykType VMware

Jlns BO3MOXHOCTU ncnonb3oBaHus TokeHos JaCarta PKI c obpaTHol coBmMecTu-
MOCTbIO

Jlns BO3MOXHOCTU UCnonb3oBaHus TokeHos JaCarta B popm-dakTope Secure Mi-
croSD

J.ns BO3MOXHOCTM MCMOb30BaHUs ycTapeBwmnx mogenen eToken PRO 32K/64K
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13. KOHTaKTbI

13.1 Od¢wuc (0bme BonNpochl)

Agppec: 129226, MockBa, ya. [lokyKWHa, 4. 16, CTp. 1, 7 3Tax, komnanusa "AnaganH P.4."
TenedoHsbl: +7 (495) 223-00-01 (MHOrOKaHabHbIN), +7 (495) 988-46-40

Pakc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (o6uiunit)

Web: https://www.aladdin-rd.ru

BPEMH paGOTbI: eXXeAHEBHO € 10:00 40 19:00, KpOME BbIXOA4HbIX N NPa3gHUNYHbIX AHEVI.

13.2 TexnopaepmKa

Cnyx6a TexnoAAepXKu NPUHUMAET 3aNpOoCkl TO/IbKO B MMCbMEHHOM BUAE Yepes Be6-CalT:
www.aladdin-rd.ru/support/index.php.
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PerMCTDaLlMFI U3MeHeHUn
Bepcus MN3meHeHusn
1.1 O6HOBEHbI CKPUHLLOTbI, UCMPaBAeHO GOPMATUPOBAHME K BbIXOAY HOBOM

cbopkm EK 2.12.2.2222

1.0 Co3daH dokymeHm

HOpOTKO 0 KOMMNAaHWK

Komnanus "Anagavn P.[1." ocHoBaHa B anpene 1995 roAa 1 sBaseTcs
POCCUItCKMM paspaboTunkom (BeHAOPOM) CPEACTB 3aLUTbl MHOPMa-
uun.

KomnaHus aBAseTcs NpU3HaHHbLIM 3KCNEPTOM U IMAEPOM POCCUIACKOTO
pbIHKa CpeACTB ABYX(aKTOPHOM ayTeHTUMKaL MM NoNb3oBaTenen,
3/1eKTPOHHOM NOANNCH U 3aLLUTbI AAHHBIX.

OcHoBHble HanpaeaeHus

— O6ecneyeHne 6e30NacHOro 40CTyna k MHGOPMALMOHHBIM pe-
cypcam npeAnpuaTys, Be6-noptanam 1 061auHbIM cepBrcam
(cTporas gByx- 1 TpéxdakTopHas ayTeHTUPMKALLMS).

— DNeKkTpoHHasa noanuch (3T ¢ HensBaeKaeMbIM 3aKPbITbIM K/1H0-
4oMm, popmupyemas B 3awuéHHOM umne), PKI.

— 3awuTa NepcoHasbHbIX AaHHbIX, AaHHbIX Ha AMUCKaX KOMMbloTe-
poB, cepBepoB, 6a3 AaHHbIX.

— Bce ocHOBHbIE MPOAYKTHI UMEIOT HeObXOAMMble CepTUPUKaTBI
OCTIK, DCB 1 MuHUCcTepcTBa 060pOHBI (BKAtOYas paboTy ¢ roc-
TalHOM 40 ypoBHA cekpeTHocTH CC).

JinueHsum

— KOMMaHus umeeT Bce Heobxogmmble anuersmn GCTIK Poccuy,
®CB Poccumn  MununcTepctBa 060poHbl Poccun 415 poeKTUpoBa-
HWsA, NPOU3BOACTBA U Nogaepxku C3U n CK3W, Bkatouas paboTy ¢
roCTaliHOM M NPOM3BOACTBO NPOAYKLMM B paMKax roco6opoH3a-
Kasa.

— Cucrtema MeHeAXMeHTa KauyecTBa NPOAYKLMN B KOMMaHUM C 2012
r.cootseTcTByeT cTaHAapTy FOCT ISO 9o01-2011 1 UMeeT COOT-
BeTCTBYylOL e cepTUdMKATHI.

— CucTema NpoeKTUpoBaHus, pa3paboTku, NPOU3BOACTBA U NOA-
JEPXKM NPOAYKLMM COOTBETCTBYeT Tpe6OBaHUAM POCCUIACKOrO
BOEHHOro cTaHgapTta FOCT PB 15.002-2012, Heob6xoAMMOro Ans
y4acTus B peanusau v rocobopoHsakasa.

Jnuensumn GCTIK Poccum N2 0037 1 N2 0054 0T 18.02.03, N2 3442 0T 10.11.2017
Jnuensun OCB Poccmn N2 12632 H 0T 20.12.12, N2 30419 0T 16.08.17
pA Jinuyensus Munnctepctea o6opoHsl PO N2 1384 0T 22.08.16
Aﬂa'q'q UuH Cuctema MeHeXKMEHTa Ka4ecTBa KOMMNaHuK cootseTcTyeT TpeboBaHuam ISO/MCO 9oo1-2011
Ceptudpumkat CMK FOCT P MCO goo1-2011 N2 POCC RU.NC72.K00082 0T 10.07.15
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