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AHHOTAaUMA

[aHHoe PykoBoacTBO agMuMHUCTpaTopa (fanee — PykOBOACTBO) NpefHa3HavyeHo Afig nepcoHana,
OCYLLECTBAISIOLWLEr0 YCTAHOBKY, 3KCNAyaTaLUMI0 U HAaCTPOMKY nporpamMMHoro obecneuexus (M0)
JaCarta SecurLogon.

B HacTosiwem PykoBoacTBE NpUBELEHDI 06LIME CBEAEHUS, CUCTEMHbIE TPEBOBAHMS, PEXMUMDI
paboTbl, NOPSAOK M COLEP)KAHME LEICTBUIA MO YCTAHOBKE JIMLLEH3UM, CO3AAHMI0, pEAAKTUPOBAHMIO
¥ yOANEHUIO NPODUIEN, U UBMEHEHUIO HACTPOEK aAMUHUCTPaTUMBHOrO WwabnoHa MO JaCarta
SecurLogon.

PykoBOACTBO paccuMTaHO Ha Nonb3oBaTenei, 061afatoWmx HauyaabHbIMKU HaBblkaMu paboTbl Ha
KOMMbOTepe, 3HAaKOMbIX C paboTol B onepaunoHHoi cucteme Microsoft Windows n MHTepHer.
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1. Obuwume cBeaeHus

JaCarta SecurLogon pabotaet B coctase M0 Eanubin Knuent JaCarta. M0 JaCarta SecurLogon
(YHKUMOHANbHO NpeacTaBnseT coboi OTAENbHbIA MPOrpaMMHbIA MPOAYKT, OAHAKO hU3MYECKM
ABNAETCS pacwmpeHneM dyHKuMoHanbHocTn 6ecnnatHoro MO Eaunnbin Knuent JaCarta. YcTaHoBKa
MO JaCarta SecurLogon nponcxoauT ¢ nomouubio auctpubytuea EanHoro KnuenTta JaCarta, Ho
Nosib30BaTe/lb CMOXET UM BOCMO/b30BATLCA NULLb NOC/E TOro, Kak byaeT npuobpeTeHa u
ycTtaHoBneHa nnueH3us Ha 0 JaCarta SecurLogon.

JaCarta SecurLogon no3BonsieT NOBbICUTb YpOBEHb 6€30MNACHOCTM NPM BXOAE HA JIOKANbHbIN
KOMMbIOTEP M B KOPNOPATMBHYIO ceTb nog ynpasneHneM OC Microsoft Windows 3a c4éT npoctoro
1 BbICTPOro Nepexoaa OT aBTOPU3aLMM NO NIOTUHY M NAPOSI0 K ABYXhAKTOPHOW ayTeHTUdUKaLum
Ha OCHOBE 3/1IEKTPOHHOrO K/toYa. [1py 3TOM OTCYTCTBYET HEOHXOAUMOCTb HACTPOMKM Active
Directory, BHeapeHus PKI-uHbpacTpyKTypbl M CO34aHMS COBCTBEHHOMO YAOCTOBEPSIOLWEro LeHTpa
NS BbiNnycka ceptudukaToB nonb3osatenei. MNpu ucnonbzosaHuu JaCarta SecurLogon KOHEYHbIN
nosb3oBaTesNib He ByneT BBOAMTL C KnaBMaTypbl Naponb ansa Bxoga B OC Microsoft Windows, uto
UCK/0YAEeT BO3MOXHOCTb NMOACMATPUBAHUS UM NepexBaTa Napons 310yMbILAEHHUKOM.,

1.1 Ha3Ha4veHune

JaCarta SecurLogon npegHasHayeHo ang ABYyXhaKTOPHOM ayTeHTMdMKALMKM NONb30BaTeNs npu
Bxone B OC Microsoft Windows unu B ceTeBoi AOMEH C MCMONb30BAaHUEM 3/1IEKTPOHHOTO KJTHO4a
(TokeHa).

JaCarta SecurLogon obecneuynBaert:

1. nByx(dakTOpHYIO ayTeHTUDMKALMIO C UCNONb30BaHMEM Npoduaa NONb30BaTeNs, XPaHSLLErocs B
3neKTpoHHOM Kntoye JaCarta/eToken, ang nonyyeHus goctyna K nokanbHomy MK unm
ceTeBbIM pecypcaM;

2. ynpaBneHue npodunem? nonb3osaTens c NocaeayloLlei 3anucbio npoduns Ha 6esonacHoe
XpaHeHue B NamsaTb 3NEKTPOHHOro kntoya (TokeHa) JaCarta/eToken;

3. XpaHeHue OOHOro WM HECKOMbKMX Mpoduner Nonb3oBaTens Ha OAHOM 3/1IEKTPOHHOM Kiloye

JaCarta/eToken;

reHepaumio ClyYaiHbIX Naposei nonb3oBaTens;

CMHXPOHU3ALMIO C JIOKANbHBIM WKW AOMEHHbBIM NaponeM Nonb30BaTens;

CpencTBa aAMUHWUCTPUPOBAHUS-HACTPOMKM ANg:

o v ok

e onpepeneHus napameTpos 6€30NacHOCTM, OFPAHUYEHUI U peakLumn CUCTEMbI Ha
oTcoeauMHeHue aneKkTpoHHoro kntoya JaCarta/eToken;

® yrnpaBneHna NnoOTIHOMOYUAMMU nonb3oBaTeneu;

7. 6J'IOKMpOBKy KOMMNbKOTEPA NPpU OTCYTCTBUU NONb30BATENA.

1.2 Bo3MormHOCTHU

1. Bo3MOXHOCTb BbibOpa cneaylolmx METOA0B ayTEHTUDMUKALMM C MOMOLLLbI0 TOKEHOB M CMapT-
kapt JaCarta/eToken Ha nokanbHOM (He MOAK/IOYEHHOM K CETU) KOMMbIOTEPE U B lOMEHE
Windows:

e  BXOJ N0 IOrMHY\Naponio, BBOAUMOMY C KNaBMaTypbl;
e BXO[ N0 CepTUdMKaTY, XpaHUMOMY Ha TOKEHE/CMaPT-KapTe;

e Bx0pg no npodwunto JaCarta SecurLogon, B KOTOPOM COXPAHEH Napo/b, BBEAEHHbIN BPYUHYIO;

1) Mpousib - HGE0P OGHHBIX, BRAVHAIOWUT UMSA NO/b30BGMESTHA, AOMEH, K KOMOPOMY NPUHABEHUM BaHHBIT NOMB30BAMENb/uma Komnslomepa, U NAPOAb.
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Bxog no npodwunto JaCarta SecurLogon, B KOTOPOM COXPaHEH CTy4alHO CreHepupOBaHHbIN
naponb.

2. Bo3MOXHOCTb Kaxapble X gHEer aBTOMATMYECKM MEHATb MAPO/b NOAb30BaTENS HA HOBbIM —
TONbKO A4J19 C/1yyas, eC/iv Nonb30BaTeNb UCMOMb3yeT MeToh ayTeHTuduMKaumMm no npodunio
JaCarta SecurLogon co cny4yalitHO creHepMpOBaHHbBIM MAponeM.

3. Bo3MOXHOCTb 6/10KMPOBKM KOMMbOTEPA NOMb30BaTENS Cpa3y nocne nssnevenms USB-TokeHa
MU CMapT-KapTbl.

4. B0O3MOXHOCTb UCMOMIb30BAHUA YHUKANBbHBIX OBMOMETPUUECKMX XapaKTEPUCTHK (OTNEYaTOK
nanbua) ans Bxopa B OC Microsoft Windows, B [OMeH unu ons AoCTyna K CeTeBbIM
MH(OPMaLMOHHBIM pecypcam.

5. BO3MOXHOCTb MCNONb30BAHUS LUMPPOBBIX CEPTUPUKATOB 419 BXOAA B LJOMEH U HA NOKAJbHbIN
KOMMbOTEp Npu pasBépTbiBaHuUM MHbpAcTpyKTypbl PKI.

Ecnu B namMatu TokeHa umeeTcs ceptuduKaT Nob30BaTeNS U COOTBETCTBYIOLLMM 3aKPbITbIM KItOY,
MX MOXHO MCMONb30BaTh ANs BXoAa B aoMeH Windows BMeCTO MMeHu nonb3oBaTensi U napons.

1.3  [dononHuTenbHasa AoKyMeHTauuA

I [lng noNHOro NOHMMAHMS HACTOALLErO AOKYMEHTa pEKOMEHAYETC 03HAKOMMTLCS C AOKYMEHTOM
[EamHbin KnuenT JaCarta. PykoBoaCTBO agMUHUCTPATOpPa], COAEPKALLMM CBEAEHMS, Kacatowmecs
cucTeMHbIX TpeboBaHUM, YCTAaHOBKM M HAacTponku EanHoro knmenTa JaCarta, a Takke cBegeHus,

KacatoLwwmecs paboTbl C 31EKTPOHHBIMU KIOHAMM.

3A0 "AnappuH P.L.", 1995—-2019 . PykoBopactBo agMmHucTpaTtopa SecurLogon My6nanyHbIn Crp.3/35



JaCarta SecurLogon

PykoBogactso agMuHucTpatopa SecurLogon

2. CucteMHble TpeboBaHWA

2.1 TpeboBaHUA K NporpaMMHoMy obecrneyeHunto

JaCarta SECUFLOQOH MOXET NPUMEHATLCA CO CieAYHOLWMMU OnepaunOHHbIMU CUCTEMAMMU,

YCTAaHOBNEHHbIMUN Ha MK nonb3oBatens:

Microsoft Windows XP SP3 (32-6ur)

Microsoft Windows XP SP2 (64-6ur)

Microsoft Windows Vista SP2 (32/64-6ur)
Microsoft Windows 7 SP1 (32/64-6uT)

Microsoft Windows 8 (32/64-6ut)

Microsoft Windows 8.1 Update 1 (32/64-6uT)
Microsoft Windows 10 (32/64-6ur)

Microsoft Windows Server 2003 SP2 (32/64-6uT)
Microsoft Windows Server 2008 SP2 (32/64-6uT)
Microsoft Windows Server 2008 R2 SP1
Microsoft Windows Server 2012

Microsoft Windows Server 2012 R2.

13

Ha MK nonb3oBaTtens Takxke JO/MKHO ObiTb YCTAHOBIEHO CNleAyIOLLEE NPOrpaMMHOe obecrneyeHme:

2.2 NpuMeHAeMble Moaenu 3NeKTPOHHbIX Kntodeit JaCarta/eToken

LpaliBep yCTPOMCTBA YTeHUsa CMapT-KapT (Npy HEOBXOANMOCTH);

Enmnbin Knuent JaCarta

JaCarta SecurLogon MOXeT NpUMEHATLCS CO CeAYIOWMMU MOAENSAMU INTEKTPOHHbIX KNHOYeN:

JneKTpoHHbIe Kntoun eToken:

eToken PRO (Java);
eToken Anywhere;
eToken NG-FLASH (Java);
eToken NG-OTP (Java);
eToken IOCT.

JneKkTpoHHble Kntouun JaCarta:

JaCarta PKl;

JaCarta PKI/Flash;
JaCarta PKI/BIO;
JaCarta PKI/BIO/IOCT;
JaCarta PKI/TOCT;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta PKI/TOCT/Flash;
JaCarta PRO;

JaCarta PRO/TOCT;
JaCarta-2 PRO/TOCT;

3A0 "AnappuH P.L.", 1995—-2019 . PykoBopactBo agMmHucTpaTtopa SecurLogon
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e JaCarta PKI ¢ dyHkuMen obpaTHOW COBMECTUMOCTM C NPOAYKTaMu KoMnaHuu Aladdin;

e JaCarta PKI/TOCT ¢ dyHKumMen 0bpaTHOM COBMECTUMOCTM C NPOAyKTaMu komnanmu Aladdin;
e JaCarta NOCT/Flash;

e JaCarta NOCT;

e JaCarta-2 IOCT;

e JaCarta-2 SE:

e JaCarta-2 SF;

e JaCarta LT.

2.3 TpeboBaHWA K annNapaTHOMy obecneyeHuto
KoHdurypaums MK nonb3osatens JaCarta SecurLogon fo/xHa yooBneTBOpsaTs TPEOOBaHUSAM,
M3/10KEHHbIM B LOKYMEHTALMKU ONEepPaLMOHHON CUCTEMBI.
[nga yctaHoBku Eannbin Knunent JaCarta TpebyeTcs He MeHee 125 M6GaiT AMCKOBOrO NpoOCTPaHCTBa.
Ins pabotbl ¢ USB-kntouom JaCarta/eToken Tpebyetcs MMHMMYM OauH CBOGOAHbIM nopT USB.

[ns paboTbl o cMapT-KapToy TpebyeTcs yCTPOMCTBO YTEHUS CMapT-KapT (Hanpumep, ASEDrive).
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3.
3.1

Y

3.2

[MNoaroToBKa K paboTte

YcTaHOBKa

MO JaCarta SecurLogon yctaHaBnuBaeTcs npu yctaHoBke MO EanHbiii KnneHt JaCarta. Nopsagok
yCTaHOBKM 1 yaaneHus MO EguHbin KnneHT JaCarta onncaH B AoKymeHTe [EanHbIi KnueHT JaCarta.
PykoBoACTBO agMMHUCTpaTOpa).

CmMeHa PIN-Koa 31eKTpOHHOro KN4a
Brumanme! [lpyu nosyyeHmm 3/1eKTPOHHOIo Ko4a Ha Pyku HACTOATE/IbHO PEKOMEHYETCSH
ocyuecrsutb cmeHy PIN-koga nosib308arens.

Mocne ycraHoBku MO Epunbin Knuent JaCarta nonb3oBatenb UMeeT BO3MOXHOCTb CMeHUTb PIN-
KOZ, 3N1eKTPOHHOrO K/to4a ABYyMS cnocobamu:

1. o Bxoaa B OC c nomoupto 3anycka moayns [YnpaeneHue TokeHoM] (cM. PucyHok 1).
nnn

2. TNocne Bxoma B OC c nomouwubto 3anycka MO Egunbii Knuent JaCarta (cm. PucyHok 2).

Onsa cmeHbl PIN-Koga Heobxoanmo 3HaTh Tekywmin PIN-kop anekTpoHHOro knto4va. 3HadyeHus PIN-
KOZOB, UCNOMb3yEMbIX OJ1F PA3/IMUYHbIX MOAENeN INEKTPOHHbIX KNHYEen N0 YMONYAHUIO, NPUBELEHDI
B MpunoxeHun A.

YnpasnieHue TOKEHOM

3anycTuTh YnpaeaeHue TOKEHOM

PucyHok 1 - Bxoz ¢ nomoiysro mogyns [YpasieHne ToKeHom]
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& Eauneii Knnenr JaCarta - O X

EavHbii KnneHnt JaCarta

JaCarta PKI

JaCarta PKI
HassaHue JaCarta PKI

Mpuaoxenna  PKI CmenuTs PIN-koa

BesonacHeili docmyn K pecypcam

Homep moaenn JC200

Hasoeume 3mom HoMep npu oBpaWeHUU 8 MeXHUYECKYH noGJepXKy.

Hacrpoiku

) MMepexnioynTLCa B PEXMM
agMMHUCTPaTopa

Pucyrok 2 - Eanrbii Kmnent JaCarta

Mocne HaxaTus KHonku <CMeHuTb PIN-koa> bynet oTobpaxeHo OKHO, NpuBeAeHHOE Ha PUCYHOK 3.
B KOTOpOM Heobxoaumo BeecTu Tekywmii PIN-koa, HoBbiv PIN-koa v noateepaute PIN-koz, BBEAS
ero ewle pas.

Ecnu Bce naHHble BBeAEHbI NMPAaBUIIbHO, TO NOC/E HaXaTus KHOMKM <BbinonHuTb> Byaet
0TOOPAXXEHO OKHO, NOKa3aHHOe Ha PucyHok 4.
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oo Cmena PIN-koaa nonbsoeatens X

Tekywmit PIN-kog nonssosatens

| %

Hoewiit PIN-koa nonszoeatens

| R

MoaTeepxaeHne Koaa

| |

& Hoeeiit PIN-koa He 33aaH

BbINOAHUTE ‘ 3aKpbiTh

PucyHok 3 - Egurbii KnneHt JaCarta. CmeHa PIN-koga nosb3oBarens

& Yenewno X

@ PIN-k0a NONb30BaTENA YCNELLHO N3MEHEH,

Pucyrok 4 - Eantbivi Knnerrt JaCarta. MiHgopmaumorHoe cooblyenne nocne ycnewHoi cmersi PIN-koaa

3.3  Pernmbl paboTbl

EpnHbit KnuenT JaCarta MoxeT paboTaTb B ABYX pexXUMax:

1. [PexwuM nonb3oBatens] — No3BofseT NpOCMaTPUBaTb KPaTKME CBEAEHUS O MOACOEAMHEHHbBIX
3MIEKTPOHHbIX K/KOYaxX M NMPeaoCTaBASET AOCTYN K 6a30BbIM ONEPALMAM C 3NEKTPOHHbIMU
K/loYaMm.

2. [PexuMm agMuHUCTpaTopa] — NO3BOASIET MPOCMATPUBATb MOJIHbIE CBEAEHUS O NMOACOEANHEHHBIX
3N1EKTPOHHbIX K/HOYaxX M NPeaoCcTaBsAeT AOCTYN KO BCEM OMNepaLmaM C SNEKTPOHHbIMU
K/loYaMm.

[lns nepeknoYeHns B pexxmM agMUHUCTpaTopa Heobxoamumo B okHe EaumHblii KnuenT JaCarta
HaXaTb N0 3NeMeHTY ynpasneHus <lepeknounTbCs B pexuM agMuHucTpaTopa> (cM. PucyHok 5).
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& Eauneii Knnenr JaCarta - O X

EavHbii KnneHnt JaCarta

JaCarta PKI

JaCarta PKI
HassaHue JaCarta PKI

Mpuaoxenna  PKI CmennTs PIN-kog

BesonacHeili docmyn K pecypcam

Homep moaenn JC200

Hasoeume 3mom HoMep npu oBpaWeHUU 8 MeXHUYECKYH noGJepXKy.

Hacrpoiku

) MMepexnioynTLCa B PEXMM
agMMHUCTPaTopa

PucyHok 5 - Eanrbii Knmnent JaCarta. [71aBHoe okHo. [lepexon B pexmm agMuHucTpaTopa

[ins nepeknoyeHns B pexuM nosnb3oBaTens HeobXoanMo B rnaBHOM okHe EauHbiit KnuneHt JaCarta
HaXaTb N0 31eMeHTy ynpasneHus <[lepeknounTbCs B peXxuM nonb3osartens> (CM. PUcyHok 6).

3A0 "Anapoun P.AO.", 1995—-2019 r. PykoBopnctBo agMuHucTpatopa SecurLogon My6aunyHbIi Crp.9/35



JaCarta SecurLogon 1.3
PykoBonctBo agMuHucTpatopa SecurLogon

& Eauneii Knnenr JaCarta - O X

EanHbin KnueHT JaCarta

JaCarta PKI

JaCarta PKI WHdpopmauna o TokeHe PKI SecurLogon

HasgaHue JaCarta PKI

YcTaHOBAEHHbIe
NPUAOXEHUA

PKI
Homep moaenn JC200
CepwiiHbIi Homep  0B52001737485243
O6BEM NamaTu 72 Kbaiir

CeoboaHan namate 39 KGaiit (54%)

103pobHaA UHGHOPMAUUA...

Of Hactpoitku

MepeknioYnTLCA B PEXUM
0Nb30BaTens

PucyHok 6 - EgnHbiii KnneHt JaCarta. [71aBHoe okHo. [lepexos B pexxum rnosib30B8aresis

3.4 YcTaHoBKa AMLEH3UN

YcraHoBuTb nuueH3uio JaCarta SecurLogon MoxHo ABymMs cnocobamu:

1. B pexume nonb3osartens: yepes mMeHto [HacTponku] B okHe EanHbiii KnuenT JaCarta;
2. B pexume agMUHUCTpaTopa: yepes Bknaaky [SecurLogon] B okHe EaunHbiii KnuenT JaCarta.

g YT06bl YCTAaHOBUTL INLLEH3MIO, HEOOX0AMMO 06/1aaTh NpaBaMu agMUHUCTpaTOPA.

g B cnyyae ycTaHOBKM NnLEeH3MM Yepes BkaaKy [SecurLogon] B okHe EanHbii KnunenT JaCarta
HeobXxo4MMO NOACOEANHUTDb NEKTPOHHBIV K/THOY K KOMMbIOTEPY.

g B cnyyae yctaHOBKM nnueH3nm Yepes MeHto [HacTpoiku] B okHe EamHbiit Knuent JaCarta
MOACOEAMHATb INEKTPOHHbIN K04 K KOMMbIOTepy He 0bs3aTenbHo.

3.4.1 YCTaHOBKAa NULEH3UN Yepe3 MeHto [HacTponkn]

YCTaHOBKY InLEeH3MKN Yepes MeHto [HacTpoiiku] npon3BoAnTb B CleaytoLLein nocnesoBaTelbHOCTH:

1. 3anyctutb EamHbii KnueHt JaCarta n HaxaTtb KHOMKY <HACTPOWMKN> B N€BOM HUXHEM Yy
FNaBHOrO OKHa (CM. PucyHok 7).
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& Eauneii Knnent JaCarta - O X

EanHbii Knnent JaCarta

ﬂop,l(mouwre TOKEH

He oﬁHapyero nojaepxueaemMbix MOAeneii TOKEHOE.

Moakntounte USB-ToKeH K USB-NopTy KOMNLKOTEPA WKW BCTaBbTe CMapT-KapTy B CMapT-KapT
puaep.

Hacrpoikn

/ MepeknoyYuTbCa B PEXUM
() nonb30BaTENa

PucyHok 7 - Eanrbii Kmnent JaCarta. [71aBHOE OKHO. N1€MEHT yripasaeHus <Hactposikmn>

2. B oTobpasuBemcs okHe BbibpaTh BkNaaKy [SecurLogon] M HaxaTb KHOMKY <YCTaHOBUTb
nuueHsuto SecurLogon> (cM. PucyHok 8).

x

OcHOBHbIe | AuarHocTika | SecurLogon | MlorupoBaHme

AanHble nuuenzum SecurLogon:
Cratyc: He yctaHoeneHa
3akaHuMBaeTca:

OpraHunzayua:

YcTaHOoBUTL AnLEH3nIo SecurLogon...
o J omes

PucyHok 8 - EanHbiii Knnenrt JaCarta. OkHo [Hactporikm]. Bkaaaka [SecurlLogon]
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3. B otobpasuBieMcs okHe He06X0AMMO yKa3aTb NyTb K Ganny AMLEH3NM U HAXKaTb KHOMKY
<OTKpbITb>.

4. Tlocne yCTaHOBKM NIMLEH3MU B OTOOPA3UBLIEMCSI OKHE HaxaTb KHOMKY <OK>.

3.4.2 YCTaHOBKA NMUeH3un Yepes BrkNaary [SecurLogon]

YcTaHOBKY NuLeH3un Yepes BKaaKy [SecurLogon] npon3BoauTh B CneayroLen
nocneL0BaTeIbHOCTH:

1. TloaknounTb 3NEKTPOHHbIM K4 K KOMMbloTepy M 3anyctuTb EguHbiin KnuenT JaCarta. Mocne
Mepek/YnTLCS B PEXMM aAMUHUCTPATOPa, NepeTH Ha BKNaaky [SecurLogon] 1 B none
nuensum [CTaTyc] HaxaTb CCbIIKY <yCTaHOBUTb> (CM. PucyHoK 9).

[ EpmedikmentlaCarta =10f x|
EauHbii KnneHt JaCarta Anafnaun)n

JaCarta PKI

JaCarta PKI VHpopmauua o Tokee  PKI | SecurLogon

Securlogon

SecurLogon
MpoaykT AnA pewenna npobnemel "cnabbix’ naponeil. OH NO3BONAET UCNONL3OBATL

AByxhaKTOPHYO ayTeHTUdHKaUMo 6e3 eHegpeHna PKI MHOPaCcTPYKTYphl U MMLEH3UPYETCA
otgensHo oT Eaunoro Kauenra JaCarta.

Ecnu Bbl He NAaHupyeTe MCNONL30BaTL AaHHbII NPOAYKT, TO Bbl MOXKETe CKPbITb AAHHYH BKNaAKY

AaHnble nuuenzum SecurLogon:

Craryc: He ycTaHoBNEHa (YCTaHOBUTE)
OF Hacrpoitku 3akaHuMBaerca:
Opranuzauua:

TMepekNYUTLCA B PEXUM
L&) nonssosarens

Pucyrok 9 - Eamrbii Knnent JaCarta. Bknaaka [Securlogon]

2. [Janee B 0TOOpasmBLIEMCS OKHE HEOOXOAMMO YKa3aTb NYTb K halny AULEH3UM U HAXKATb
KHOMKY <OTKpbITb>.

3. Tlpu ycnewHoM 3aBeplueHnUM onepaumm BKnagka [SecurLogon] npumeT BuA, NpuMBeAEHHbIN Ha
Pucynok 10.
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=10l x|
EauHbin KnneHTt JaCarta Ana:AAun>”

JaCarta PKI

JaCarta PKI WHpopmauna o TokeHe  PKI | SecurLogon

Mpoguan

O6beKTbl HE HalaeHbl

Hacrpoiikn

MepexknoYnTLCA B PEXUM
$) NOAb30BaTENA

Pucyrok 10 - Eguubii Knnent JaCarta. Bknasgka [SecurlLogon]. /lnueH3ns ycTaHoBAEHa yCrelwHo
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4. HacTtponka paboTbl

4.1  Onepauyuu ¢ npodmnamm
4.1.1 Co3pgaHve npoduna JaCarta SecurLogon

UT06b1 co3patb npodunb JaCarta SecurLogon, He06Xx0AMMO BbINOMHUTbL CliefyoLne AeACTBUS:

1. TlopcoepmHUTb 3NEKTPOHHbIN KN4, HA KOTOpOM TpebyeTcs co3aaTb npodunb JaCarta
SecurLogon, k komnbtoTepy v 3anyctutb EanHbii Knuent JaCarta;
2. [lepekntountbCs B peXXUM aMUHUCTPATOpa M NepeinTn Ha BKknaaky [SecurLogon];

=10f x|
EauHbin KnneHT JaCarta Ana:naun>’“

JaCarta PKI

JaCarta PKI MHpopmauua o Tokee  PKI | SecurLogon

Mpojuan

O6beKTbl HE HalleHbl

¢ Hacrpoiiku

MepeknoYnTLCA B PEXUM
) NoAL30BaTeNs

Pucyrok 11 - Egunbii Knnent JaCarta. Bknazaka [SecurlLogon]. [Tpogumm

3. Haxatb Ha anemMeHT @ (c™. Pucynok 11);

g B 3aBncmMMocCTuM 0T TOro, co3paértca nm npodunb JaCarta SecurLogon 4s1s NOKanbHOW YYETHOM
3anMcK unu gns y4étHom 3anmeun B gomeHe OC Microsoft Windows, okHO co3gaHus npoduns
MOXeT ObITb ABYX BUAOB (CM. puC. 12 a) — An9 NOKaNbHOM y4eTHOM 3anucun 1 puc. 12 6) - ans
yyeTHoM 3anucu B gomeHe OC Microsoft Windows).

4. B nosBuBweMcs okHe (cM. PucyHok 12) cnenyet BbiGpaTth, Kakol TMn napons byaet
MCNoNb30BaTbCs ANS BX0oAa, BBeCTH PIN-KoA 3/1eKTPOHHOMO KNHYa M HaXKaTb KHOMKY
<Co3paTb>;
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Moopo6bHas nHdopMaumsa o Bbibope TMNA NAPONa U APYrMx HACTPOMKAX Npu CO3aaHMM npodpuns

JaCarta SecurLogon npepcraeneHa B Tabnuua 1.

5. Co3paHHbIN Npodunb fAoNKeH 0TobpasnTbcs B okHe EamHoro knuerTa JaCarta Ha Bkagke
[SecurLogon] (cm. puc. 13 a) — ansg noKanbHOM y4eTHOM 3anucK u 6) — AN y4eTHOW 3anucu B

nomeHe OC Microsoft Windows).

Cospanme npodmns SecurLogon 3 x|

VimA nonb3oeartens:
Ivanov

VimAa AomMeHa / paboyeli craHumm:
WIN-MPPIBQ3VUHK (370t kOoMnbtoTep) v

Cospanne npodmns SecurLogon 1 x|
ma nonb3oeatens:

Ivanov

Vma aomMeHa / pabouyeii craHumm:
TESTDOMAINL v

[inA BXOAa WCNONb30BATh!
O Croiikuif naponb, creHepupPOBaHHLIil cay4aiiHbiM 0Bpazom
® YkazaHHblit naponb

MoaTeepXaeHune:

PazpelunT U3MEHATL Napo/b NONbL30BaTeNA B AOMeHe / Ha paﬁoueﬁ CTaHUMK

BHumaHwe! Maponk nonb3oearena GyqeT 3aMeHEH Ha HOBBIN NPY COXPaHeHUK

npogunA. Monb3oeatens 6oNbLUE HE CMOXET UCNONL3OBaTL CTaphli Maponk ANA
EX0OA3 B CUCTEMY.

PIN-koA4 nonb3osarens (AnA npunoxenua PKI):

[nA BX0Aa WCNONbL30BaTh:
@® Croiikuif Naponb, creHepUPOBaHHbII ciydaiiHbiM 0Bpazom
O YkazaHHblil naponb

MoateepxkaeHune:
TekyLwuii Napo/b NONb30BaTeNs:

PazpelunTs 3MeHATb Napo/b NO/L30BaTENA B AOMEHE / Ha pa60ueﬁ CTaHUMKn

[nA CMeHbl NaponA NoAb3oBaTena HeobXoaUMOo UMETL COOTBETCBYIOLLME NpaBa
WK 3HaTb ero TeKyLwid naponk. EguHblil Kanewt JaCarta, 3anyLeHHBIi OT MMeHN
TESTDOMAIN1\Ivanov, He UMeeT npas agMuHucTpaTopa e goMeHe TESTDOMAINI.

BHumanue! Maponk nonb3oeatens GygeT 3amMeHEH Ha HOBbIN NPW COXPaHEHUK
I'Ip0¢ﬂ}'|ﬂ. MonL30BaTeNL HOMLLUE HE CMOXET MCNONL20BaTE CTapblﬁ naposib 4Ansa
EX0Aa B CHCTEMY.

PIN-koA nonb3oearens (g4na npunoxenua PKI):

6)

Pucyrok 12 - Eguubii Knnent JaCarta. Okro [Cozaanme npoguns Securl.ogon]

Epunbiii KnnenT JaCarta

EavHbii KaneHT JaCarta

Anannun)“

JaCarta PKI

JaCarta PKI ViHpopMauun o Tokese  PKI

SecurLogon
Mpoduan oesu
Wma nonbzosatens fomen / komnbiotep Tun napons

Ivanov WIN- Q: ¥ i

Hacrpoiiku

=lolx]|

a)

Equubiit Knnen JaCarta

=loix|

AnapawH)™

EanHbin KnueHT JaCarta

JaCarta PKI
JaCarta PKI kgopmauna o Tokewe | PKI | SecurLogon
Mpopunn oesm
Vma nonssosatenn Aomen / komnbiotep Tun napona
Ivanov I ¥, crofikwii

OF Hacrpoiikn

MepexnoyuTEes B pexim
nonssosatens

6)

PucyHok 13 - Eaunbii Knnent JaCarta. Bkaaaka [SecurLogon] nocne co3zaaHHoro npoguns
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Tabnmya 1 - ATpubytel npoguns JaCarta SecurlLogon

OnucaHune HacTpoitkm
HasBaHue HacTpoiKu
Pabouas craHuma JdoMeH

3apaeT MM nosb3oBaTesns, Ans KoToporo 6yaeT co3naBaTbes npoduab SecurLogon.

N . .
MM$ no/b30BaTens [/ PenaktMpoBakue nons C AaHHOA HACTPOIKOM MOXKET GbiTb HEAOCTYTHO, €C/IN B

aAMMHMCTPaTMBHOM WwabnoHe JaCarta SecurLogon oTknto4yeHa HacTporika
<CanCreateProfilesForOtherUsers> (Co3paHue npodunei gna apyrmx
nonb3oBsaresien)

MNo3BonseT BbI6paTh MM UMS fOMeHa, UAnM UMs paboyeit CTaHUMK (MecTo, FTAe XpaHUTCS
y4€THasg 3anucb Nonb3oBaTens).

WUmsa nomeHa / paboueit  CooteeTcTBEHHO, eCu BbIBPaHO MMS paboyeit cTaHLMm (MMS KOMMbloTepa), To Npodub

CTaHLuK JaCarta SecurLogon 6yneT co3naH Ans NoKanbHOM yY4ETHOM 3anucH, a eciu BbiIbpaHo
uMs goMeHa, To npodwmnb JaCarta SecurLogon 6yneT co3naH Ang y4€THOM 3anucy,
Haxoaswevicsa B pomeHe Windows

Mo3BonseT BbIGpaTh OAUH U3 ABYX MYHKTOB:

e  CTOViKMiA Naponb, CreHepMpOBaHHbIW ClyYaiiHbiM 06pa3om — naponb Ans
YY4ETHOM 3anmncK nonb3oBatens OyneT CreHepuMpoBaH Cy4YanHbIM
obpazowm;

e  YKaszaHHbIM Naponb — Naponb Ans y4ETHOM 3anuncK byaeT BBeaEH
BPYYHYHO; NPy BbIOOpE 3TOr0 NyHKTA CTAHOBATCS aKTUBHbLIMU 4BA NONS:
s Bxoga py4Hyto; np p y
MCNONb30BaTh - none ona eBoAa Napond;
— none MNoaTeBepxaeHue, B KOTOPOM HYXKHO YKa3aTb MOATBEPXKAEHWE

BBEOEHHOro napons.

) Monb3oBaTenb, KOTOPbIV co3aaéT npodunb JaCarta SecurLogon
(ammuHucTpaTop SecurLogon), somkeH ob6nafaTh LOCTAaTOYHBIMU NPaBaMu
[ CMEHbI Naposisi NoNb30BaTeNs, s KOTOPOro co3aaéTcs npodunb
SecurLogon (nonb3oBatens JaCarta SecurLogon).

Mo3BonseT BBECTM MMS NONb30BaTENS
YY4ETHOM 3anNncK JoMeHa
(apmuHucTpatopa JaCarta SecurLogon)

( ) HacTtpoiika akTMBHa, TOIbKO ec/in
He akrtyansHo " ycTaHoBneH Graxok <PaspewnTsb
M3MEHATbL Napo/ib NOSb30BaTeNs B
[oMeHe / Ha paboueii CTaHumm>
(noppobHee cM. onucaHue
COOTBETCTBYIOLLEN HACTPOMKM HUXKE)

MMa nonb3oBaTtens gns
JOMeHa

Mo3BonseT BBECTM Naposb 41 YHETHOM
3anucy LoMeHa (aaMuHucTpaTopa JaCarta
SecurLogon)

l /, HacTpoika akTMBHa, TOJIbKO ecn
Maponb ans poMeHa He akrtyansHo " ycTaHoBMEeH Gnaxok <Paspewwnts
M3MEHSTb Napob NoNb30BaTeNS B
[oMeHe / Ha paboueii cTaHumm>
(noppobHee cM. onucaHue
COOTBETCTBYIOLLEN HACTPOMKM HUXKE)

3A0 "AnappuH P.L.", 1995—-2019 . PykoBopactBo agMmHucTpaTtopa SecurLogon My6nanyHbIn Crp. 16/ 35



JaCarta SecurLogon 13

PykoBogactso agMuHucTpatopa SecurLogon

[aHHas HacTpoka onpepenset, byner v M3MeHEH Naposb YY4ETHOM 3anncu
nonb3oBaTens, A KoToporo cosfaérca npodunb JaCarta SecurLogon.

Ecnmn gnaxok yctaHoBneH, To 6yaeT yCTaHOBNEH Napob, 33AaHHbIVM B HacTporke <[ns
BXOZ,@ MCMO/Ib30BaTb>: (T.€. 3TO MOXET ObITb CNyYalHbIM NApONb UK NAposb,
BBEAEHHbIM 3AMMHMUCTPATOPOM Npu CO34aHMK npoduns). Mpu 3TOM aAMUHUCTPATOP
JaCarta SecurLogon, koTopbliii co3aaér npoduns JaCarta SecurLogon, nomkeH

PaspewmTtb usmeHsTb 06nafaTb LOCTAaTOYHBIMU NOMHOMOYMAMM 15 CMEHbI NAPONs YYETHOW 3anuncK
naponb Nosb30BaTENA B nonb3osatens JaCarta SecurLogon.
IomeHe / Ha paboueit

CTaHUUU

Mpu co3panum npoduns JaCarta SecurLogon ang yuéTtHoi 3anuck B foMeHe Windows
TaKkxe Heo6X0AMMO 3aMOAHUTb ClefytoLme Nons:

. Mma nonb3oBatens gns OMEHa;
. I'Iaponb Ona noOMeHa.

B aTux nonsix HeobxoAMMO yKasaTb MM NOSIb30BATENS U NAPOJb YYETHOM 3anmcH
aamuHuctpatopa JaCarta SecurLogon, KOTOpbI BNOCNEACTBUM CMOXET U3MEHSTb
naponb nonb3oatens JaCarta SecurLogon.

PIN-kop, Mo3BonseT BBeCcTM Tekylwmit PIN-KoA 3neKTPOHHOrO Ktoya

// Ecnu B HacTpoMkax afMUHUCTpaTMBHOro wabnoxa JaCarta SecurLogon napameTp

<AllowProfileManagement> oTkntueH, To co3gaHue npodwunen bynet 3abNOKMPOBaAHO.

11 EC/IM Ha 371EKTPOHHOM KiltoUe yKe eCTb NPohuib TEKYLLErO NONb30BaTeNs, @ B HACTPOiKax

aOMWHUCTpaTMBHOro wabnoHa JaCarta SecurLogon napameTp <SingleProfileOnly> oTkntoueH, 1o

cosfaHue apyrux npoduneit 6yaet 3a610KMpoBaHo.

(// Ecnu B HacTpoMkax aflMMHUCTPaTMBHOrO wabnoHa JaCarta SecurLogon napameTp

<CanCreateProfilesForOtherUsers> oTkito4eH, TO NpU CO34aHMM HOBOIO NPOdUNS U3MEHEHNE
MMEHU TeKyLLero nosb3oBaress 6yaeTt 3a6N10KMPOBaHO.

4.1.2 YcTaHoBKa Npoduia N0 yMOMY3HMIO

JaCarta SecurLogon no3songeT yctaHOBUTb NpodUab N0 YMONYaHUIO — T.e. Takon npodunb byaet
0TO6paXKaTbCs NepBbIM NPU BXOLE B CUCTEMY.

YT106bl YCTAaHOBMTb NPOGUIb MO YMONYAHUIO, HEOOXOAMMO BbIMONHWUTL CNeayoLmMe AeNCTBUS:

1.

lMoacoeanHUTbL 3NEKTPOHHBIN K04, HA KOTOPOM HaxoauTcs npodunb JaCarta SecurLogon, K
KOMMblOTEPY.

3anyctutb Eamubin Knuent JaCarta, nepeknioumTbCcs B peXMM agMUHUCTPATOpa U NepenTH Ha
BKnagky [SecurLogon].

JleBoi KHOMKOM MbIWwK BbIBpaTh Npodub, KOTOPLIM He0bX0AMMO caenaTb npodunem nNo
YMONYaHUIO.

B rNaBHOM OKHe HaXaTb Ha anemeHTe “ (cM. PucyHok 14) nnv npaBoi KHOMKOW MbIWK Y
BbIOpaHHOro Npodus BbI3BaTb KOHTEKCTHOE MEHIO M BbIOpaTb MYHKT <YCTaHOBUTb MO
YMONYaHUIO>,
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=10l x|
EanHbin Knuent JaCarta Ana:ﬂnm)"

JaCarta PKI

JaCarta PKI WMHpopmauna o Tokewe  PKI | SecurLogon

Mpodunnn

Wmsa nonszoeatens [Jomed / komneiotep Tun napons

AgmuHnCTpaTop WIN-MPPIOQ3VUHK  YkazaHHelil nonk30Batenem

admin_test TESTDOMAINL YkazaHHbIi NoNb30BaTenem

Ivanov TESTDOMAIN1 CreHepHMpoBaHHbIH, CTOMKMIA

Cozpats...

ITECA B PEHMM
nA

Pucyrok 14 - Egunbii Knnent JaCarta. Bknaaka [SecurlLogon]. YcraHoBka npo@uss o yMoadaHmuto

5. [anee B oTob6pa3zmBLIeMcs okHe (cM. PucyHok 15) Beectn PIN-kof B COOTBETCTBYHOLLEM MOSE U
HaxaTtb <OK>.

Ycranoeka npodmna SecurLogon no yMonuanno ‘5]

AnA n3meHeHnA NpoGUAA NO yMOoNYaHuo BeeauTe Tekywwmii PIN-kog
W HaXXMKUTE KHOMKY "OK"

PIN-ko4 nonb3ogarens (4na npunoxexnuna PKI):
o |

Pucyrok 15 - Eannbii Knnent JaCarta. Bknaska [SecurlLogon]. OkHo [Ycranoska npoguis Securl.ogon rno ymondarmo]

6. BbibpaHHbIi paHee npodpunb B okHe EanHbin KnveHT JaCarta pomxeH ctate npopunemM no
YMOJYaHWI0, T.€. ObITb BblAENEH XUPHbBIM WPUPTOM cpean apyrmx npobunen (cM. PucyHok 16).
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=lofx]
EauHbii KnueHt JaCarta Ma:nnuu)»

JaCarta PKI

JaCarta PKI VIHpopmMauua o TokeHe PKI | SecurLogon

Mpodunan O W

Wma nonbzoBatena [Aomen / komnbiotep Tun napona

AamuHucTpatop WIN-MPPI9Q3VUHK YkazaHHbIli nonbzoBatenem

admin_test TESTDOMAIN1 YKazaHHbIll NONb30BaTeNEM

Ivanov TESTDOMAIN1 CreHepHpOBaHHbIi, CTOKMIT

Hacrpoiikn

MepeknoYnTLLA B PEXUM
) NOAb30BaTENA

Pucyrok 16 - Egunbii Knnent JaCarta. Bknagka [Securl.ogon]. YcTaHOBAEHHbIN MpO@GM/Ib 110 YMONHAHMIO
4.1.3 PenaKkTupoBaHMe cyllecTsyloLlero npoduna

UT06bI OTpesakTMpoBaTth Nnpodunb JaCarta SecurLogon, HeE06X0AMMO BbINOAHUTL CieaytoLLme
LencTeums:

1. TloncoeauHWUTb 3NEKTPOHHbINM KU € 3anMcaHHbIM npoduneM JaCarta SecurLogon k
KOMMbOTEPY.

2. 3anyctutb Eaunbint Knunent JaCarta, nepeknounTbCst B peXXMM agMUHUCTPATOPaA M NePEeNTH Ha
BKNagky [SecurLogon].

3. BbibpaTb npodunb, KOTOPbIN HEOOXOAUMO M3MEHUTD.

HaxaTb Ha aneMeHT (cM. PucyHok 17) unu ¢ NOMOLLbIO NPaBOM KHOMKM MblLUM Ha
BbIBpaHHOM npodune BbI3BaTb KOHTEKCTHOIO MEHI0 M BbIBpaTh NYHKT <PeaakTMpoBaTh>.
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Equubiii Knuent JaCarta i

EauHbii KnueHt JaCarta Ana:AAun>"

JaCarta PKI

JaCarta PKI VHpopmMauna o ToKeHe PKI | SecurLogon

Mpojuan LSO | v

Wma nonbzoBatens [JomeH / komnbiotep Tun napons

ApamuHucTpaTop WIN-MPPISQ3VUHK YkazaHHbii nonbzoBaTenem

admin_test TESTDOMAIN1 YKazaHHbIll NONb30BaTeNEM

Ivanov TESTDOMAIN1 CreHepUpOBaHHBIN, CTOMKWI

Cospartb...

PenakTuposaTtb...

Yaamts...

YCTaHOBUTL NO YMOAYEHMIO. ..

ObHoBuTL

Hacrpoiikn

MepeknoYnTLLA B PEXUM
) NOAb30BaTENA

Pucyrok 17 - Egunbii Knnent JaCarta. Bknasgka [SecurlLogon]. PegaktupoBarme npogmns

B oTobpasuslieMcs okHe (CM. PucyHoK 18) BbINOAHWUTbD HEOHXOAMMbIE U3MEHEHUS U HAXKaTb
<CoxpaHuTb>.
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PenakTuposatue npodmuna SecurLogon |

MmaA nonb3oeartens:

Ivanov

Vma gomena / paboueii craHumm:
TESTDOMAINL v

[ANA BXOA3 WCNONL30BATh:
O Croiikuii Naponb, CreHepUPOBaHHbI caydaiiHbiM 06pazom

@® YkazaHHblif naponb

MoateepxaeHue:

YYyETHaA 3anucb C NOHOMOYUAMMK NO CMEHE NaponAa B goMeHe/paboueil craHumn TESTDOMAIN1

imA nonb30oBartens:

Maponk:

Pa3peLunTb U3MEHATL Napo/b NOML30BATENA B AOMeHE / Ha paboyeil craHumm

BHumanue! Maponb Nob30BaTeNA OYAeT 23aMeHEH HA HOBLIH NPU COXPaHEHUN NPOQUAA,
Monb30BaTent GoNbLIE HE CMOXET HCMONL30BaTh CTAPLIi MAPONk ANA BXOA3 B CHCTEMY.

PIN-koA nonb3ogatens (4na npunoxeHua PKI):

Pucyrok 18 - Egunbii Knnent JaCarta. Bknasgka [Securlogon]. OkHo [Pegaktuposarume npoguns Securlogon]

4.1.4 YpaneHve npoduna

UT06b1 yoanute npodunb JaCarta SecurLogon 13 NamMsaTi 3NEKTPOHHOIO K043, HEOOX0AUMO
BbIMONHWUTL CNeaytoLme AencTBuS:

1. [loacoeamHUTb 3NEKTPOHHbLIW KoY € 3anucaHHbIiM npodunem JaCarta SecurLogon K
KOMMbHOTEPY.

2. 3anyctutb Eannbint Knunent JaCarta, nepexknounTbCst B peXXMM agMUHUCTPATOPa M NepEenTH Ha
BKnagky [SecurLogon].

3. HaxartneM neBoi KHOMKM MbILLK BbIOpaTb NpO@ub, KOTOPbI HEOBXOANMO YAANUTD.

Haxarb Ha snement T pau y BbIGpaHHOro npodwuns Bbi3BaTb KOHTEKCTHOE MEHHO M Bbl6paTh
NYHKT <Ypanutb> (cM. PucyHok 19).
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=10l x|
EanHbin Knuent JaCarta Ana:ﬂnm)"

JaCarta PKI

JaCarta PKI WMHpopmauna o Tokewe  PKI | SecurLogon

NMpodunu LS IO Ve

Wmsa nonszoeatens [Jomed / komneiotep Tun napons

ApmMuHHUCTpaToOp WIN-MPPISQ3VUHK YxazanHblil nonszoBaTenem

admin_test TESTDOMAINL YkazaHHbIi Nonb30EaTENEm

Ivanov TESTDOMAINL CreHepHpOBaHHIA, cTokkui

Coznath...
PenakTiposaTth...
Yaanute...

VCTEHOBMTE MO YMONYEHKID. ..

OBHOBMTE

ITECA B PEHMM
nA

Pucyrok 19 - Egunbii Knnent JaCarta. Bknaska [SecurlLogon]. Yaanenne npogmns

g NanbHelwas npouenypa pasniMyaeTcs B 3aBUCMMOCTM OT TUMA Napos, yCTAHOBAEHHOMO Npu
co3paHun npoduns JaCarta SecurLogon (ykasaHHbI Naponb (BBOAMMbINA BPYUHYI) MAU CTOMKMIA
Naposb, CreHEPUPOBaHHbIW Cly4alHbIM 06pa3oMm).

B cnyyae, ecnm npu co3ganmm npoduns 6bin BbibpaH <YKasaHHbIM Naponb>, TO B 0ToOpasmBLLEMCS
okHe cnenyet BBecTM PIN-KOZ, 3N1EKTPOHHOrO KJTH0Ya M HaXxaTb KHOMKY <Ypanutb> (cM. PucyHok 20).

Ypnaneune npodmna SecurLogon 5]

Yaanexue npopuna MOXeT NPUBECTH K HEBOZMOXXHOCTH BX04a B
cucremy. MNepea yaaneHnem npopuna yaocToBepbTech, 4TO ¥ Bac
€CTb Naponb OT YYETHOI 3anuch WIN-
N3LDASHR6A7\AAMUHKCTPATOP MKW CepTUUKAT ANA BX0Ja B
cucTemy. Bel AeiiCTBUTENBHO XOTUTE YAaNUTE NpoduaL?

PIN-koz (PKI):
0000000 #

Pucyrok 20 - Egunbii Knnent JaCarta. Bknaaka [SecurLogon]. Beoa PIN-koaa 47 yaanerus npogpuis
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B cnyuae, ecnu npu co3pgaHum npodunsa 6bin BoibpaH <CTOMKKUIA Naponb, CreHepUPOBAHHbIN
CNyyariHbiM 06pa3om>, TO B 0TOOpa3mnBLIEMCS OKHE C/leAyeT BBECTM HOBbIM Naponb (Maposb,
KOTOpbI ByAeT Ha3HayYeH y4eTHOM 3anucK Nosb3oBaTens nocne yaanexdus npopuna JaCarta
SecurLogon) 1 NOBTOPHO NOATBEPAMUTL BBEAEHHbIV Naposb, nocne yero seectv PIN-kog
3/1EKTPOHHOIO K/04A M HaXaTb KHONKY <YaanuTb> (M. PucyHok 21).

Ynanenne npodmna SecurlLogon x|

Bbl nNbiTaeTeck yaanute Npoguab nonb3oearens WIN-
N3LDASHREAT\AAMUHWCTPATOP, B KOTOPOM XPaHWTCA Cy4aiiHoO
CreHepUpPOBaHHLII CTOIKMIT Naponk. ¥janeHne Takoro Npoduna Moxet
NPUBECTH K HEBO3MOXKHOCTU BXOAa B cuctemy. Mepes yaaneHnem
npoQUNA PEKOMEHAYETCA CMEHUTL CTyUaiiHbli NAPO/b Ha HOEBbIN

HoEblif naponk:

MoaTEepXaeHNe;

D MpogomkuTe yaaneHune 6e3 u3MeHeHNA Napona (He pekoMeHayeTcs)
PIN-kog (PKI):

PucyHok 21 - Egnnbiii Knnent JaCarta. Bknaaka [SecurLogon]. OkHo [Yaanenne npoguis Securl.ogon] npu yaaneHmmn npogmis co

«CTOMKMM Naposiem»

@ Ecnu yctaHoBKUTD dnaxkok B onuuu <[poponxuTb yaoaneHue 6e3 nsmeHeHns napons (He
pekoMeHayeTcs)>, TO BBOAUTL HOBbIV Napo/b U ero NoATBEPXKAEHUE He TpebyeTcs, 0AHAKO, nocie
yoanenuns npoduns JaCarta SecurLogon ons goctyna K y4€THOM 3anuCK NONb30BaTENs COXPAHUTCS
CNly4YarHbIM Naponb, CreHepupoBaHHbIM Npu co3gaHmu npodung JaCarta SecurLogon.

BHumarwme! He pekomergyercs ycraHasinBars 3T0T QAaxXokK, T.K. B ITOM C/1y4ae naposib 4/s
AOCTYNa K yY4ETHOH 3ancH rosib30BaTesIs OCTAHETCS HEU3BECTHBLIM, & AOCTYN 6yaeT
HEBO3MOXEH,

4.2 HacTpolika agMUHUCTPATMBHOMO LWAabnoHa
4.2.1 HaCcTporKa agMUHUCTPATUBHOIO WaboHa Ana rpynnoBblX NOAUTUK Npy paboTe C cepsepa

g MNepeuncieHHble HUXe AENCTBUA CneayeT BbiNOMHATb Ha CepBepe, ABNALMMCA KOHTPOANEPOM
JIOMEHa MM 1 Ha KOMMbIOTEPE, HA KOTOPbIM YCTAaHOB/EHbI CPEACTBA YNPaBNEHUAM KOHTPONNEPOM
JOMeHa.

YTt0bbl 3anyCTUTL aAMUHUCTPATUBHBIN WabnoH JaCarta SecurLogon 1 0To6pasuTb ero HacTporku
Heo6Xx04MMO BbINOIHUTL ClefyoLimMe AeNCTBUS:

1. HaxaTb Ha knaBMaType coyeTaHMe KNaBuLW Win+R, B NOABUBLUEMCS OKHE HabpaTb gpmc . msc
n Haxatb <OK> (cm. PucyHok 22).
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x

=

BeeauTe uma nporpaMmel, Nanku, A0KyMeHTa W pecypca
WHTepHeTa, KoTopbie TpebyeTca oTKpbITh.

Ompors: | =]

1% 3to 3agaHme ByaeT CO3AaHO C NPaBaMK 3AMUHICTPATOPa

| OK I Otmena O6zop... |

PucyHok 22 - Bbi30B 0kHa KOMaHAHOM CTPOKH

B nosiBuBWeEMCS oKkHe (CM. PucyHok 23) cnepyet BbibpaTh [Jlec] => [[JomMeHbl] => [uMa_poMeHa],
[lanee HaXaTb NpaBoOW KHOMKOM Mbiwu Ha nyHkTe <Default Domain Policy> (MonuTtuka nomeHa
MO YMOMUY3HUIO) U U3 NOSIBUBLLErOCS KOHTEKCTHOrO MeHI0 BblbpaTh onuumto <M3MeHuTb>.

E Ynpasnenue rpynnosoit nonmrukoi

o =] B3
Z ®ain [leiictewe Bua OkHo CrpaBka | -8 x|
¢ |ma
;3 anaeneﬁwe rpyNNoBOit NOAMTUKOM Ynpaenexue rpynnoaoﬁ NONUTUKOI
= A\ Nec: testdomain.lab Co I
=l [Z AomeHsl AEpRIMOE
El 3 testdomain.lab Viag ~ [
. .
2| Domain Controllers M3MEHUT. ..

-} OBbekTol rpynnosoit MpUHYAUTENbHBINA

Ly DunbTpbl WMI v CBfsb BKOYEHa

[ 5] HauanoHsie obbexThl

(@ CaitTel
#% Moaen1posaHue rpynnosoil r HoBoe okHo 0TO0AS
" PesynbTaTbl rpynnosoi non

CoXpaHUTb OTYET...

Yaanute

|oTKpeiTHE penakTopa ofibexTos rpynnos

PucyHok 23 — OKkHO [Yrpasaerue rpyrnoBos noauTuKos]

3. B nossuBweMcs okHe (cM. PucyHok 24) cnenyet Bbibpath [KoHdurypaums komnetotepa] =>

[Monutukmn] => [AnMUHKUCTpaTUBHbIe WwabnoHbl] => [JaCarta SecurLogon].

PykoBopnctBo agMuHucTpatopa SecurLogon My6aunyHbIi Crp. 24 /35



JaCarta SecurLogon 1.3
PykoBonctBo agMuHucTpatopa SecurLogon

s PeqaKTop ynpasneHns rpynnosbiMi NOMMTHKaMH B = IDI__)S]

Qaitn  fJeiicteme Bua  Cnpaska
& |z2ml=zHRlT

(=] NonwuTika Default Domain Policy [WIN-NSL [ SE FY RS- gy

= &/ KoHdmrypawa KoMnbioTepa
= 5] Nomurukn YTobbl NPOCMOTPETL ONMCaHWE CocTosHue
3NeMeHTa, BblAenuTe ero. i=| AdditionalDomains
| Kondurypawma nporpamm = Al i
| Kondwurypaums Windows ‘—‘ ONDTO P Agement
[E [ AQMMHMCTPaTMBHbIE WaBnoHs! (2] AllowedLogonMethods
BB 1=Carta Securlogon |iz] CanCreateProfilesForOtherUsers
‘ . Bee napameTpsl ‘_J NewRandomPasswordEveryXDays
| HacTpoiika |iz| PasswordLength
=) 33, KoHdurypalws nonb3oBaTens || SecurLogonLicense
| MoauTikK |iz] ShowSecurLogonNagScreen
| HacTpoiika |iz] SingleProfileOnly
|iz| TokenRemovalBehavior
l | i3

2N Pacumperiii A Cranmaptron /

PucyHok 24 - OkHo [Peaaktop yrnpasieHus rpynnoBsiMu MnoIMTMKamm]

4. PepakTMpoBaHMe afAMWUHUCTPATMBHOrO WabnoHa JaCarta SecurLogon npou3BoaUTCS NyTeM
M3MEHEHWS 3HaYeHUsa NapaMeTpOB MOMMUTHK, BXOAALMX B WAB/IOH.

@ OnucaHne HacTpoek aiMUMHUCTpaTUBHOro wabnoHa JaCarta SecurLogon ¢ ykasaHWeM 3HaYeHU
napaMeTpoB MOAUTMK MO YMOJIYaHUIO NpuBeseHbl B MNpunoxeHun A.

4.2.2 HacTpoiKa agMUHUCTPATMBHOMO LWABA0HA 418 rPYNnoBbIX NOMAUTUK NPU paboTe C /TIOKAbHOro
MK

4.2.2.1. 3anyckK wabnoHa
UT06bI 3aMyCTUTL AAMUHUCTPATMBHBIN WabnoH JaCarta SecurLogon 1 0To6pa3unTb ero HAaCTPOMKK

HeoBbX0AMMO BbINONHUTb cnepywuwme Lencremg:

1. HaxaTb Ha KnaBMaType coyeTaHue knaBuwWw Win+R, B NOSBMUBLIEMCS OKHe HabpaTb
gpedit.msc 1 HaxaTtb <OK> (cM. PucyHok 25).

= Bunomeer

=7 Bsegute MmMs nporpamMmel, Nanku, JOKyMEHTa UK pecypca
— WHTepHeTa, koTopele TpebyeTca oTKpbITh.

OTKpbITh: I gpedit.msq :]

| OK I OtmeHa O6zop... |

PucyHok 25 - Bbi30B OKHa KOMaHAHOM CTDOKM

2. B nossuBwemMcs okHe BbibpaTh [KoHbUrypauus komnboTepa] => [AGMUHUCTPATUBHbIE
wabnoHsl] => [KomnoHeHTbl Windows] => [JaCarta SecurLogon] (cMm. PucyHok 26).
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4.3

Qaitn  fJeiicteue  Bua  Cnpaska

B Pepaxrtop noxanbHoii rpynnoBoii nomnTKg

13

=101 x]

e 2[m=HmET

'=[ MonuTika “NokanbHblil KoMNbIOTEP”
B A KoHdurypaLws KoMnbloTepa
| KoHdmrypawms nporpamm
| KoHdurypaws Windows
B[] AamHucTpaTHsHbie wabnoHsl

=il Bl JaCartaSecurLogon

Yrobbl NpOCMOTPETE ONMCaHWe
3NEMeHTa, BblAenuTe ero.

CocrosHue

|iz| AdditionalDomains
|iz] AllowProfileManagement
\iz] AllowedLogonMethods

= || KomnoHeHTel Windows
| Internet Explorer |iz] CanCreateProfilesForOtherUsers
P iz NewRandomPasswordEveryXDays
| NetMeeting |iz] PasswordLength
| Parental Controls |iz| SecurLogonLicense
| RSSkaHans! \iz] ShowSecurLogonNagScreen
| Windows Media Center \iz] SingleProfileOnly
4 Windows Messenger i] TokenRemovalBehavior
| Windows SideShow
| Ananus crabunbHocTh Windows
~| ApxuBaLys AaHHbIX > < | 2
< | 4 Pacumperbii A CranaapTHomi /
|10 napameTpos |

Pucyrok 26 — OKHo [Pesaktop /10Ka/lbHO/ rpyrnoBos mosnTuki]

3. PepaktnpoBaHue agMuHMCTpaTMBHOrO WwabnoHa JaCarta SecurLogon npoussoautcs nytem

M3MEHEHUA 3HaYEHUA NapaMEeTPOB NOJINTUK, BXOAALWLUX B LWabnoH.

OnucaHue HacTpoeK aiMMHUCTPATUBHOIO WabnoHa JaCarta SecurLogon ¢ yka3aHWeM 3HaYeHU

napamMeTpoB NOJUTUK MO YMONTHYaHUIO NpUBELEHDI B anIHO)KEHMVI A

Pa36n0Kkn pOBKa 3NEeKTPOHHOro Kako4a

B cnyyae, ecnn nonb3oBaTenb BBEAET HECKOMLKO pa3 noapan HenpasuibHbii PIN-koa, To ero

3NEKTPOHHbIN KoY 6yaeT 3abnoKMpoBaH.

[lns pa3bnoKMPOBKM 3N1EKTPOHHOIO K/1o4a He06X0AMMO BbIMOAHUTL AEMCTBUS COMNACHO AOKYMEHTY
[Eamnbin KnuenT JaCarta. PykoBoacTtBo apMuHucTpaTopa - JaCarta_UnifiedClient_2.12_AdminGuide].
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5. [lpunoxeHre A

Tabnmya 2 — Hactporiku aaMuHUCTPaTUBHOIO Wab/I0Ha

HasBaHue napametpa OnucaHune [onyctuMble 3HaYeHUA 3HauyeHune no 3HayeHue
yMOJI4aHuio Ao no
pacnpocTpaHeHn  YMOJYaHU
A1 rpynnoBbIX 0B
nonuTuK? wabnoHe?

AdditionalDomains Cnucok MmeHa nomeHos Windows, MycTasa cTpoka MycTas

(DononHUTeNbHbIe LLOMONHUTEb  YKa3aHHble Yepes TouKy C 3ansToi CTpoKa

LOMeHbl) HbIX WM nycTtas cTpoka.

[LOMEHOB,
oTobpaxkaem
bIX MpU
CO3[aHuUK
npopuns nam
npu BXxoAe c
MCNONb30BaH
neM npodwuns
SecurLogon.

AllowProfileManagement Paspewaer He 3apaHo — 6ynet MCNonb30BaThCA BkntoueHo OTkntoveHo

(PaspelumTh co3naHme unu 3Ha4YeHMWe Mo YMOMYaHUIO, 334aHHOE B

npoduneii 3anpeluaer wabnoHe (nocnenHuii ctonbed,

NoNb30BaTENIMH) nonb3oBaTen HacToswwel Tabnuubl);

AM CO3A3BATE By nioyeHo - Nonb3oBaTeNU MOTYT
npoduan CaMOoCTOSTE/IbHO CO34aBaTh Npoduu;
SecurLogon
OTKNOYEHO — MONb30BATENIU HE MOTYT
CaMOoCTOSTE/IbHO CO34aBaTb Npodunu.

AllowedLogonMethods Onpepensiet He 3apaHo - 6yaeT ucnonb3oBaThCs BbibpaHbl BCe Bbi6paHbl

(PaspewwéHHbie MeTozs! nepeyeHb 3HayeHWe No yMONYaHUIO (NOCNeAHUI  MeToabl BCE MeTofbl

ayTeHTUdMKALWM) [OCTYMHbIX cronbew, HacToawen Tabnuubl);

METOA0B OTKAKYEHO — BYAYT MCNONB30BATLCS
ayTeHTUduKa CTaHZapTHble MexaHu3Mbl Windows;
LuK, KoTopble

LOCTYMHbI BkntoueHO — NO3BONSIET IBHO 334aTh,
7S BXOZ3 B Kakue MeTofbl BXOA MOXHO byaet
onepaumonny  1CMonb30BaTh (npu 3TOM 3Hat1eHme 1
o cucTemy. 03HAYaeT, YTo MeTo[, pa3peLléH, a

0 - 3anpewéH):

DefaultPasswordLogon - cTaHzapTHbI
1 BXOA B CUCTEMY C UCMONb30BAHMEM
MMEHM Nosib30BaTeNs M Napons,
BBOJMMbIX C KN1aBUATYpbI;

DefaultSmartCardLogon - Bxoz ¢
MCNOJSIb30BaHWEM CEPTURMKATA,
XPaHSLLErocs B NaMATU 3/1EKTPOHHOIO
KNKOYa;

2) 3Mu 3HGYEHUE NPUMEHSIOMCA CPA3Y NOC/E YCMAHOBHU EJuHO20 Hivenma JaCarta

3) MpumeHAIMCA NOC/IE PACNPOCMPAHEHUA 2DYNNOBLIX NOAUMUK, €CIU 8 AOMUHUCMPGMUBHBIU WAbM0H SecurLogon He 66110 BHECEHO HUKAKUX U3MEHEHUT
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CanCreateProfilesForOthe  Paspewaet

rUsers nnm

(Cospanve npoduneit gns ~ 33MPELUAET
nonb3osarten

LPYruxX nonb3oBarenei)
10 CO3aaBaThb

npodwnn ons
Apyrux
nonb3oBarten
en.

O6HoBneHME
cnyyarHoro
napons ans
npoduns
SecurLogon
Kaxable X
aoHewn.
(Monb3oBaten
b MpU 3TOM
[OMXKEH
3anoMMUHaThb
Tonbko PIN-
Kon,
3N1eKTPOHHOT
0 KNo4a.)

NewRandomPasswordEver
yXDays

(ABTOMaTHYECKN MEHSTDL
naponb Kaxaple X AHen)

PasswordLength 3apaéT ANnHy
Cy4anHoro
napons ans
npoduns
SecurLogon.

([nvHa cnyyariHoro napons
YYETHOM 3anucu)

SecurLogonLicense Crpoka,
copepxalyas
NULLEH3UIO

SecurLogon.

(lmueHsmnsa SecurLogon)

3A0 "Anapaund P07, 1995-2019 1.
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ManualPasswordLogon - naponb ans
npoguns SecurLogon BBOAMTCS
BPY4HYIO;

RandomPasswordLogon - ans
npoduns SecurLogon reHepupyercs
CNyYalHbIi Naposb.

He 3apaHo - ByaeT Mcnonb3oBaTbCs BkntoueHo
3HaYeHMWe Mo YMOMYaHUIo, 33aHHOE B
wabnoHe (nocnenHuii ctonbet,

HacTosLwen Tabnunubl);

BkntoueHo - nMonb3oBaTeb MOXKET
co3aaBatb Npodunn oNs Apyrux
YUYETHbIX 3anuceit;

OTKNIOYEHO — NOSIb30BaTENb MOXET
€o3paBatb Npoduan TONbKO AN
TEKYLLEeN YYEeTHOM 3anucy.

He 3apaHo — 6ynet MCnonb30BaThCA OTKNt04EHO
3HayYeHue No YMONYAHUIO, 334aHHOE B
wabnoHe (nocnenHuii ctonbew,

HacToswwel Tabnuubl);

BkntoyeHo - npu Bbibope 3TOrO
MYHKTa CTAHOBMUTCS aKTUBHbIM
COOTBETCTBYIOLLEE MONE, B KOTOPOM
HY)XXHO yKa3aTb Nepuog (B AHAX), NO
MCTEYEHMM KOTOPOro Naponb Ans
y4étHol 3anucu Windows 6yaet
MeHSTbCS;

OTKNIOYEHO — Mapofib YYETHOM
3anucn Windows He ByaeT MeHaTbCS
aBTOMATMYECKM.

He 3apaHo — 6ynet MCnonb30BaThCA 63
3Ha4YeHMWe MO YMOMYaHUIO, 334aHHOE B
wabnoHe (nocnenHuii ctonbet,

HacToswwel Tabnuubl);

BkntoyeHo - npwu BbiGope 3TOrO
MYHKTa CTAHOBUTCS aKTUBHbIM
COOTBETCTBYIOLLEE MONE, B KOTOPOM
HY)HO yKa3aTb ANWHY Cly4aiiHoro
napons (B CMMBONAx), 4ONYCTUMbIe
3HayeHua — oT 14 no 63 cMMBONOB;

OTKNOYEHO — HACTpOMKa He
NpUMEHSIeTCS.

He 3apaHo - 6yaeT MCnonb3oBaThCs
3HayYeHWe No YMONYAHUIO, 334aHHOE B
wabnoHe (nocnenHuii ctonbed,
HacToswwel Tabnuubl);

BkntoyeHo - npu BbiGOpe 3TOroO
MYHKTa CTAHOBUTCS aKTUBHbIM
COOTBETCTBYIOLLEE MONE, B KOTOPOE
HeobX0AMMO MOHOCTbIO
CKOMMpOBaTb coaepxumoe daina
nvueHsun (ang atoro Gan AULEH3UU

My6nanyHbIn

MycTasa cTpoka

13

OTKNHOYEHO

OTKNKOYEHO

63

MycTtas
CTpoKa
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ShowSecurLogonNagScre
en

(OTobpaxatb BKIagKy
SecurLogon, ecnn
JIULIEH3MS He YCTaHOBNEHA)

ShowTokenManagelLogon
Screen

SingleProfileOnly

(OmmH npodunb Ha
3NEKTPOHHOM KJTlovEe)

TokenRemovalBehavior

(MosepeHue npu
0TCOEAVUHEHUM
3NEKTPOHHOTO K/oYa OT
KOMIblOTEpa)
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Onpepensiet
oTobpaxaTb
UK He
oTobpaxaTb
BKN1AAKY
SecurLogon,
ecnm
NNLLEH3MSA He
yCTaHOB/EHA.

Onpepensiet
oTobpaxaTtb
Unu He
oTobpaxaTtb
nAUTKY
Ynpasnexue
TOKEHOM Ha
logon screen
Windows

Paspewaer
Nz
3anpewaer
co3paHue Ha
OflHOM
3NEKTPOHHOM
Knoye
HECKONbKMX
npodunen
SecurLogon.

[aHHas
HaCTpoWiKa
onpeanenset
noseneHue
CUCTEMDI B
cuTyaumu, B
KOTOpOM
nonb3oBaTenb
OCyLecTBMBL
M BXon, C
NOMOLLbHO
npoduns
SecurLogon,
oTCcoeanHaeT
3NEKTPOHHbIN
KoY oT
KOMnMbloTepa.

PykoBopactBo agMmHucTpaTtopa SecurLogon

MOXHO OTKPbITb B TEKCTOBOM
pepakrope);

OTKNIOYEHO — NULLEH3NS He
yCTaHaBNMBaeTca (nycrasi CTpoKa);

He 3apaHo - ByaeT Mcnonb3oBaTbCs BkntoueHo
3HaYeHMe Mo YMOMYaHWIo, 33iaHHOE B
wabnoHe (nocnenHuii ctonbet,

HacTosLweln Tabnunubl);
BkntoyeHo - Bklafka oTobpaxaeTcs;

OTkntoYeHO — BKNaaKa He
oTobpaxaeTca.

He 3apaHo — 6ynet MCnonb30BaThCA BkntoueHo
3HayeHWe No YMONYAHUIO, 334aHHOE B
wabnoHe (nocnenHuii ctonbew,

HacToswwel Tabnuubl);

BkntoueHo - nautka YnpasneHue
TOKEHOM OTOBpaxaercs;

OTkntoYeHO — NauTKa YnpasneHue
TOKEHOM He oTobpaxaeTcs.

He 3apaHo — H6ynet Mcnonb30BaThCA OTKNt0YEHO
3HayeHWe No YMONYAHUIO, 334aHHOE B

wabnoHe (nocnenHuii ctonbet,

HacToswwel Tabnuubl);

BKNtoYeHO — MO/b30BaTENM MOTYT
€034aTb TO/IbKO OAMH Npodub Ha
37IEKTPOHHOM KJIHOYE;

OTKNO4YEeHo - nonb3oBaTenu MoryT
C034aBaTb HECKOJIbKO npod)mneﬁl Ha
OAHOM 31EKTPOHHOM KJto4e.

He 3apaHo — 6ynet MCnNonb30BaThCA
3Ha4YeHMWe MO YMOMYaHUI0, 334aHHOE B
wabnoHe (nocnenHuii ctonbet,
HacToswwel Tabnuubl);

OTKNIOYEHO — HUKAKME AeNCTBUS
npeanpuvHUMaTbCs He ByayT;

BkntoueHo - npu Bbibope 3TOro
MYHKTA CTAHOBMUTCA aKTUBHbIM
COOTBETCTBYHOLLMIA CMIUCOK, B KOTOPOM
MOXHO BbIGpaTb BapMaHT NoBeLeHHs
CUCTEMDI:

He BbINOAHATL HUKAKMX
[EeNCTBUI — NpU OTCOEAUHEHUN
3/1EKTPOHHOrO K/to4a He
npesnpYHUMAETCS HUKaKUX
NEeNCTBUNA;

BrokupoBatb pabouyto

CTaHLUMIO — NpU OTCOEAUHEHUM
3N1eKTPOHHOTO KJH04a MPOUCXOANT
6nokunpoBka pabouero cTona;

[puHYAMUTENbHbIN BbIXOA U3
CMCTEMBI — NPU OTCOEAMHEHUN

My6nanyHbIn

He BbINONHATL
HUKAKMX 0EeNCTBUN

13

BkntoueHo
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UseAccordStartUserSessio  Onpepenset

n MCMONb30BaTh
Unu He
MCMONb30BaTh
MAK C3M1
HCO
AKKOPL, npu
BXO4E
nonb3oBaTen
1B
OnepaumoHHyY
l0 cucTemy.

3N1EKTPOHHOr0 Kn4Ya Npom3BoamnTCA
I'IpIAHy,EI,MTEJ'IbeIlZ BbIX04 U3 CUCTEMDI
noNb30BaTend,

OTknoYeHME NPU NOAKNIOYEHUM
yepe3 RDP - npu oTcoepnHeHnn
3M1EKTPOHHOTO K/t04a NPOUCXOAUT
pa3pbIiBaHMSA CEAHCA NOAK/IIOYEHMS
yepes yaanéHHblit pabounii cton.

Ecnu 3TOT napameTp BK/IOYEH, TO OTkntoYeHo
ucnonb3osatb MAK C3N HCL,

AKKOP[, npu Bxoae nonb3oBartens B
OnepaLMOHHY0 CMCTEMY MO NPoduo

JaCarta SecurLogon.

Ecnu 3T0T napameTp OTK/OYEH UK
He 3aJaH, To He ucnonb3osatb MNAK
C3M HCO AKKOPL, npwu Bxope
NoNb30BaTeNs B ONepaLoHHYH0
cuctemy no npodunto JaCarta
SecurLogon.

Tabnmya 3 — 3HavyerHne PIN-koq0B no yMonyarmuo

eToken PRO (Java)

eToken Anywhere
eToken NG-FLASH
(ava)

NapameTob! eToken NG-OTP

P P @ava)

JaCarta PRO
JaCarta PRO
JaCarta PKl ¢
dyHKumnen
obpatHoit
COBMECTUMOCTH

MpunoxeHune PKI

PIN-kon,

nonb3oBartens 1234567890

no yMO/4aHUo

PIN-kon,

afAMMHUCTpaTOopa 1234567890

no YMONYaHUIo

Mogenu 3neKTpOHHbIX Kouen

JaCarta-2
JaCarta PKI JaCarta rocTt
E(C;;tlzsh FOCT/Flash JaCarta-2
JaCarta NOCT PKI/TOCT
JF;'"IEI";;‘:) eToken FOCT  JaCarta-2
PRO/TOCT
PKI u
PKI/BIO [oCT rocT
He
11111111 He ycTaHoBneH
YCTaHOB/IEH
00000000 1234567890
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OTKNKOYEHO

JaCarta LT

STORAGE

1234567890

Het*

4 [Mpu HeOBXOAMMOCTU NONL30BATENb MOXKET 33AaTh caM PIN-aAMUHMCTpaTOpa Npu GopMaTUpOBaHMM ToKeHa. B
nfanbHerweM 310T PIN-agMuHucTpaTopa 6yaeT TpeboBaThCs A1 MOBTOPHOIO (GOpPMaTUPOBAHUS.
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6. HOHTAKTbI

6.1  Odwuc (obLime BonpocChl)

Anpec: 129226, Mocksa, yn. [JokykmHa, 4. 16, ctp. 1, 7 3tax, komnanua "AnagavH P.0."
TenedoHbl: +7 (495) 223-00-01 (MHOrokaHanbHbIW), +7 (495) 988-46-40

@akc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wui)

Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxegHeBHO ¢ 10:00 go 19:00, KkpoMe BbIXOAHbIX M MPA3AHUYHbIX OHEN.

6.2 Texnogaeprka

Cnyx6a TexnopaepXkmM NpUHMMAET 3anpocbl TONIbKO B MMCbMEHHOM BUAE Yepes Beb-caiT:
www.aladdin-rd.ru/support/index.php.
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7. Pecypcobl

7.1  CoKpalwleHuA 1 abbpeBunaTypsbl

rocT [ocypnapcTBeHHbIN cTaHoapT

0ocC OnepauuoHHas cuctema

no lporpamMHoe obecneuveHune

MK [epcoHanbHbIM KOMNbIOTEP

PIN (Personal Identification Number) nu4HbIi ono3HaBaTeNbHbIN HOMEpP
PKI (Public Key Infrastructure) nHdpacTpykTypa OTKPbITbIX Kntoyei

USB (Universal Serial Bus) ynusepcanbHas nocnegosaTtenbHas WuHa

7.2  Pernctpauuna naMeHeHuin

Bepcua U3meHeHuna
1.3 MN3meHeH WwabnoH 4OKymeHTa
1.2 O6HoeneHbl cCKpuHWomel, dobasneHa noddepicka modeneli JaCarta-2 u PRO.

3A0 "AnappuH P.L.", 1995—-2019 . PykoBopactBo agMmHucTpaTtopa SecurLogon My6nanyHbIn Crp. 32 /35



JaCarta SecurLogon 13
PykoBogactso agMuHucTpatopa SecurLogon

3A0 "AnappuH P.L.", 1995—-2019 . PykoBopactBo agMmHucTpaTtopa SecurLogon My6nanyHbIn Crp. 33/ 35



