AnaﬁnuH

e

JaCarta WebPass Tool

NHCTpYKLMA NO UCNONb30B3HUIO

Bepcua npoaykta 2.12
Bepcua gokymeHTa 1.7

Cratyc MNy6AnyHbIA
Hata 23.10.2019

Nuctos 46


mailto:aladdin@aladdin-rd.ru
http://www.aladdin-rd.ru/

JaCarta WebPass Tool 1.7
OrnasneHue

R O 193 (0124 /Y (=1 (=TSR 3

1.1 HasHaueHue foKyMeHTa 3

1.2 Ha Koro opueHTUpPOBaH AaHHbIN JOKYMEHT 3

1.3 [LoKyMeHTbl, peKOMeHayeMble 415 NpeaBapUTENbHOIO NPOUTEHNS (M3YUYeHUs) 3

1.4 OpraHusaumus [oKyMeHTa 3

1.5 PekomeHaaumMm No UCMNOMNb30BaHUIO AOKYMEHTA 3

1.6 CornawweHuns no opopMIeHUto 3

1.7 0603Ha4yeHns 1 COKpaLLeHUs 4

1.8 KntoueBble cnoBa 4

1.9 AsTOpCKkMe npaBa, TOBApHble 3HAKKW, OrpaHUYeHMs 5

1.10 JluueH3noHHOe cornaweHue 6

2. 0O6uwume cBepeHuns 0 JaCarta WebPass TOOL.....covvveverienereereeneeeeneeeeseeneenne 8

2.1 TepMUHbI U onpeneneHus 8

3. Onucanue 3nekTpoHHbIX KNtovern JaCarta WebPass........vvvveeeeceeceeceeeee. 9

3.1 O6wue cBepneHus 9

3.2  PexuMbl paboTbl 10

3.3 (CBeToBas MHAMKALMS pabounX COCTOSHMMA 10

3.4 PIN-kon agMMHKUCTpaTOpa 10

3.4.1 HasHayeHue v cnyyam ucnonbzosaHus PIN-kopa agMuHucTpaTopa 10

3.4.2 Hactpoiikn PIN-koaa no ymonuyaHuio 10

4. YcraHoBka v yaanenue ytunmtbl JaCarta WebPass ToOL.....cvveveveecvennennnens 12

4.1 OnucaHue NakeToB YCTAHOBKM 12

4.2  CucteMHble TpeboBaHUS 12

4.3 YCTaHOBKA YTUAUTBI 13

4.4 YpaneHue yTUNUTbI 17

5. 3anycKk yTmamTbl 1 0630p NOMb30BATENLCKOTO MHTEPADENCA ..oovveerenvenrnnene 21

5.1 3anyck ytunutel JaCarta WebPass Tool 21

5.2 OnucaHue BKIagoK 23

5.2.1 Bknapgka [MHdopMauus o TokeHe] 23

5.2.2 Bknagka [OTP] 25

5.2.3 Bknagka [STORAGE] 27

5.3 Onepaumu, BoinonHaeMble B npunoxenunn OTP 28

5.3.1 (CmeHa PIN-koaa apMUHKUCTpaTopa 28

5.3.2 VHuumanmsaumsa cnotoB 29

5.3.3 Quuctka cnoTos 38

6. [lopsipok paboTbl C 3nekTpoHHbIMK Kntovamu JaCarta WebPass ................ 39

6.1 Perucrtpaums anektpoHHoro kntoya JaCarta WebPass 39

6.2 Wcnonb3oBaHue anekTpoHHOro kntoya JaCarta WebPass 39

6.2.1 AsTOMatTMuyeckas NoACTaHOBKA OAHOPA30BOro napons 40

6.2.2 ABTOMaTMyeckas NOACTaHOBKA MHOrOpa3oBOro napons 40

6.2.3 Tepexon Ha Web-cTpaHuLy 3aluMLLEHHOIO pecypca 41

T. KOHTAKTDBI cuteitieieiieeieeieenitesitestesitesisesasesasesssesssesssesssesssesssesssessesssaessesssaesseenses 42

7.1 Odwc (obuime Bonpochl) 42

7.2 Texnoppepxka 42

7.3 [lpepMeTHbIN yKazaTenb 43

3A0 "AnappuH P.L.", 1995—-2019 . MHCTPYKLMS NO MCNONb30BAHMIO My6nanyHbIn Crp.2/44



JaCarta WebPass Tool 1.7

1.1

1.2

1.3

1.4

1.5

1.6

O OOKyMeHTe

Ha3Ha4vyeHne fokymMeHTa

[lokyMeHT npeactaBnseT coboi pyKOBOACTBO MO YCTAHOBKE, HACTPOMKE U MCMONb30BAHUIO KOMMOHEHTA
JaCarta WebPass Tool, aBnstoLero yactbto nporpaMmHoro obecneyenms Eguneirt Knuent JaCarta.

Ha Koro opneHTMpoBaH AaHHbLIN OOKYMEHT

[loKyMeHT npefHa3Ha4yeH 419 agMUHUCTPaTOpOB 6e30NacHOCTy.

[loKyMeHTbI, peKoMeHAayeMble AnA NpeABapUTebHOro NPoYTeHNA (M3y4eHns)

[lng nonHOro NOHMMAHMS HACTOALLErO AOKYMEHTa pEKOMEHAYETC 03HAKOMMTLCS C AOKYMEHTOM "Eau-
HbI KnueHT JaCarta. PykoBOACTBO aAMMHUCTpaTopa”, CoOAepXKaluM noapobHble CBeAeHUS, Kacatowum-
ecsl CUCTEMHbIX TpeboBaHWM, yCTaHOBKM/yYaaneHus n HacTporikm EguHoro Knuenta JaCarta.

OpraHmnsauua AoKyMeHTa

[LOKYMEHT pa3buT Ha HECKO/IbKO Pa3aesoB:

e B pasgene 2 "Obwme ceepeHuns o JaCarta WebPass Tool" npuBeaeHa 0CHOBHAs MHPOpMaLms o
JaCarta WebPass Tool.

e B pasgene 3 "OnucaHune 3nekTpoHHbIX kntoven JaCarta WebPass" npuseneHo onucaHune 3n1eKTpoH-
HbIx kntouveit JaCarta WebPass, Bkntoyas onMcaHue BHEWHEro BUAA, MHAMKALMMU, PeAnMOB paboThl
u ap.

e B pasgene 4 "YctaHoBKa v yaaneHue ytunutbl JaCarta WebPass Tool" npuBeaeHo onucaHue cu-

CTEMHbIX TpeBOBaHMI K KOMMbIOTEPY M ONMCaHWE NpoLeayp YCTaHOBKM M yaaneHus JaCarta
WebPass Tool.

e B pasgene 5 "3anyck yTuauTbl 1 0630p NONL30BATENLCKOrO MHTEpdENca” COAEPXKMUTCS ONMCaHue
3anycka JaCarta WebPass Tool u ero Hactpoek.

e B pasgene 6 "MMopsaok paboTbl € 3neKTpoHHbIMK KntovaMm JaCarta WebPass” copepxutcs onuca-
HMe OCHOBHbIX NPOLEAYP MCMONb30BaHMUS 3NEKTPOHHbIX Kntoder JaCarta WebPass.

B KOHUe foKyMeHTa npuBeneH nNpegMeTHbIN ykasaTenb (CM. CTp. 43).

PekoMeHaauun No UCNONb30BaHNIO AOKYMEHTA

[loKyMeHT pekoMeHayeTCs UCMOb30BaTh B KayecTBe 03HAaKOMUTENbHOro MaTepuana (noapobHoro py-
KOBOJACTBA MO ycTaHOBKe M HacTpolike JaCarta APM YL), a Takxke B kayecTBe CnpaBoyHMKa Npu pabote
c JaCarta APM YL.

[loKYMeHT pekoOMeH0BaH Kak A9 Noc/ef0BaTe/IbHOro, Tak U AN BbiIGOPOYHOro U3yUYeHUs.

CornaweHna no opopMneHuo

B maHHOM JOKyMeHTe A9 NpeacTaBNeHMst CCbIOK, TEPMUHOB M HAMMEHOBaHWM, MPUMEPOB Koaa Npo-
rpaMM MCMONb3YHTCA pasainyHble WpUdTbl U cpeacTBa odhopmneHuns. OCHOBHbIE TUMbl HAYEPTaHWIA Tek-
CTa npuBeaeHbl B Tabanue 1.

Tabnnya 1 — 3nemeHTsl 0GopMaeHNS

[Mone] Mcnonb3yeTcs Ang BblaeneHns HauMeHOBaHM nonewn, 610KoB, 3aKNafokK
3KpaHHbIX hopm

<KHonka> l/lCI'IO)'IbBYETCﬂ 4119 BblAeNeHns HAMMEHOBAHWUI KHOMOK
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Mcnonb3yeTca ANns BblAeNEHUS HAMMEHOBAHMIA MYHKTOB MEH!O
Mcnonb3yeTcs Ang BblaeNeHUs CoueTaHuit KNaBuLl

Mcnonb3yeTcs ana BbiaeneHus uMeH ¢hainos, KaTaaoros, TEKCTOB NPOrpamMMm
Mcnonb3yeTcs Ang BblaeneHuUs Nepeoro U nNocaeayolmMx BXoX4eHMA onpe-
[eNnsaemMoro B JOKyMeHTe TepMMHa B TeKCTe [OKYMeHTa

Mcnonb3yeTca Ans BblAeNEeHMS OTAE/bHbBIX 3HAUYMMbIX CJIOB M Gpa3 B TEKCTE
Mcnonb3yeTcs Ana BblAENEHWUS BHELWHWUX CCbINOK

Mcnonb3yeTca ans BblaeNeHUs MHPOPMaL MK, Ha KOTOPYHO clieayeT 06paTutb
BHMMaHue

Ncnonb3yeTca ans BblaeNeHns BaXKHOM MHbOpPMaLMK, BbIBOA, pe3tome

Ccblnika, npuMeyaHme, 3aMeTka
Coser
3arpyska (agpec ang 3arpysku 10, nokymeHTa)

Bonpoc

1.7  0603Ha4YeHVA N COKpaLLeHuA

ocC
no
Cccib

HID
JAS
IMS
oTP
PIN
PKI
SHA
usB
U2F

Tabnnya 2 — Obo3Ha4YeHns n COKpaLLeHns

OnepaumoHHas cuctema
MporpammHoe obecnedyeHne

(Circuit Card Interface Device) — cunTbiBaTe/Ib CMAPT-KapT (3TO CTaHAAPT ANA paboTbl CO CMapT-Kap-
Tamu)

(Human Interface Devices) — Knacc ycTpoiCTB A48 B3aMMOAENCTBUA C YE/IOBEKOM
(JaCarta Authentication Server) — cepsep ayteHTUdMKaumm JaCarta

(JaCarta Management System) — cuctema ynpasneHus JaCarta

(One Time Password — OTP) — og4HOpa30BbIl Napob

(Personal Identification Number) — nnuHbI MaeHTUPUKAUMOHHDBIV HOMEpP

(Public Key Infrastructure) — uHdpacTpyKTypa OTKPbLITLIX KAtoYek

(Secure Hash Algorithm) — anroputm Kpuntorpadryeckoro xelwnpoBaHua
(Universal Serial Bus) — yH1BepcanbHas nocnefoBaTeNbHas WWHa

(Universal 2nd Factor) — yHuBepcanbHblii TPOTOKON ABYXPAKTOPHOW ayTeHTUDUKALMM

1.8 HKnwoudeBsble cnoBa

dnekTpoHHbIM Kntod JaCarta WebPass, PIN-kog agMuHucTpatopa, cnot, OTP, 3alwumieHHbIn pecypc.
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1.7

1.9 ABTOpCKME NpaBa, TOBApPHble 3HaKWN, OrPaHNYEHNA

[laHHbI LOKYMEHT, BK/IK0Yas Noabop M pacnonoXeHWe UANKCTPaLnii u Ma-
TepuanoB B HEM, IBNSETCS 06bEKTOM aBTOPCKMX NPaB U OXPAHSETCS B COOT-
BETCTBMM C 3aKOHOAATENbCTBOM Poccuiickoit Menepaunun. Obnasartenem
MCKNIOYMTENBHBIX aBTOPCKMX U MMYLLECTBEHHbIX NpaB senseTca 3A0 "Anaa-
onH PO

Mcnonb3oBaHue 3TUX MaTepuanos tobbiM cnocobom 6e3 MMCbMEHHOro
pa3pelueHns npaBoobnasaTens 3anpeweHo U MOXET NoBeYb OTBETCTBEH-
HOCTb, NPeAyCMOTPEHHYIO 3akoHoAaTeNnbCTBOM PX. Mpy nepeneyaTke u uc-
NoNb30BaHWK AAHHbIX MaTepUanoB NM6o Noboit x YacTu ccbinkn Ha 3A0
"AnapauH P.J1." obs3aTenbHbl.

Bnapenbuem 3aperncTpMpoBaHHbIX TOBapHbIX 3HAKOB "Anaaamn”, Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto B[l", norotunos v npa-
BooGnaAaTeNneM UCKIKYUTENbHBIX NPAB HA UX AWU3alH U UCNOb30BaHMeE,
NaTeHTOB Ha COOTBETCTBYIOLME NpoayKThl sBnsietcs 3A0 "AnanauH P.A.".
Ha3BaHMs Npounx TEXHONOTUIA, NPOAYKTOB, KOMMNaHWUI, yNOMUHaOLWMECs B
[LlaHHOM OKYMEHTE, MOTYT SIBNSTbCS TOBAPHbIMU 3HAKaMKU CBOMX 3aKOHHbIX
BafenbLeB.

OepaHuquue omeemcmeeHHocmu

MHudbopmaums, npueenéHHas B JaHHOM LOKYMEHTe, NpeAHa3HayYeHa UCKo-
YMTENbHO N1 03HAKOMNEHUS U He ABnSeTcs ucyepnbiatowiei. Coctas npo-
[lYKTOB, KOMMOHEHT, UX QYHKLMM, XapaKTePUCTUKM, BEPCUM, BOCTYMHOCTb U
np. MoryT 6biTb M3MeHeHbl 3A0 "AnaaauH P.[." 6e3 npeaBaputenbHoro
yBEOOM/IEHUS.

3A0 "AnapauH P.[." He rapaHTUpyeT HU OTCYTCTBMS OWKMBOK B AAHHOM [0-
KYMEHTE, HU TOr0, YTO OnucaHHoe nporpaMMHoe obecneuenue (MO) He co-
nepxuT aedekTos, byaet paboTtaTb B NPOMN3BONbHO BbIOPAHHbLIX YCNOBUAX U
npu1 3TOM y/A0BNETBOPATb BCeM TPe6OBaHMAM, KOTOPble MOTYT 6biTb K HEMY
npeabsBAeHbl.

3A0 "AnapauH P.[." He rapaHTVpyeT paboToCcnocobHOCTb HeneraabHo no-
Nly4eHHOro NporpaMMHoro obecneyenus. HeneranbHoe ncnonb3osaHue

3A0 "Anapaund P07, 1995-2019 1.
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NporpaMMHoOro obecneyeHns v LOKYMEHTaLMKU Ha Hero npecnenyercs no
3aKOHy.

Bce ykasaHHble AaHHble 0 XapaKTepUCTUMKaX NPOAYKTOB OCHOBAHbI HA MeX-
[lyHAapOAHbIX MM POCCUICKMX CTaHAAPTaX M pesynbTaTax TeCTUPOBaHMS,
NOMYyYEHHbIX B HE3aBMCMMbIX TECTOBbIX UM CEPTUPUKALIMOHHBIX abopaTo-
pusiX, MO0 Ha NPUHATLIX B KOMNAHUM MeToAMKax. B AaHHOM [oKkyMeHTe
3A0 "Anapaut P.." He npenocTaBnseT HUKAKUX HU IBHbIX, HU NoApasyMe-
BaeMbIX rapaHTUN.

3A0 "Anapamu P.0." HE HECET OTBETCTBEHHOCTM (KAK B CM/Y 10OT0-
BOPA, TPAXXOAHCKOIO MPABOHAPYLLUEHNSA, BKNKOYASA XATATHOCTb,
TAK W B OGO MHOW ®OPME) MEPEL BAMU U IIOBOV TPETHEM
CTOPOHOW 3A NTKOBbIE MOTEPU U YBbITKM (BK/IKOYAS KOCBEHHBIE,
OAKTUYECKUE UM MOBOYHbIE YBbITKW), BKITKOYAS BE3 OTPAHUYE-
HWI NIOBbIE MOTEPU UM YBbITKM NPUBbITIbHOCTM BU3HECA, NMO-
TEPIKO OXOOHOCTU MU PENYTALMK, YTPAYUEHHYIO UM UCKAXKEH-
HYO MHOOPMALMIO NN AOKYMEHTALMIO BCIEACTBUE MUCMOJIb30-
BAHWSA MPOrPAMMHOIO OBECMEYEHMS U/WMNN TKOBOTO KOMMNO-
HEHTA OMUCAHHOTO MPOLYKTA, OAXE ECNM 3A0 "Anapaund P.O."
Bbl/10 MMCbMEHHO YBEAOMJ/IEHO O BO3MOXHOCTM NMOAOBHbIX
YBbITKOB.

locydapcmeerHoe pezynupoearue u 3KCnopmHbIli KOHMpPOb

OnucbiBaeMbIi B JIAHHOM JOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET AB-
NATbCA UM cofepaTb B cebe cpeCcTBO KpUNTOrpaduUecKoi 3almuTbl UH-
dopmaumm (CK3W), aensiowweecs npesMeToM 3KCMOPTHOTO KOHTPOAS.

Bbl cornalwaetech ¢ TeM, 4To NPOAYKT He ByAeT NoCTaBAATbLCSA, Nepeaa-
BaTbCS UM SKCMOPTUPOBATLCSA B KaKYH-NMBO CTPaHy, @ TakKe UCMONb30-
BaTbCs KAaKMM-NMBO NPOTUBOPEYALLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyerte, 4to 6yaete cobnoaaTe HaknaAblBaeMble Ha 3KCNOPT U
pe3KCnopT NPOAYKTa OrpaHUYeHus.

CBepeHus, NpuBeAEHHbIE B JAHHOM [AOKYMEHTE, akTyaNbHbl Ha AaTy ero
nyéamkaumu.
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1.10 JlMueH3noHHoe cornaweHne

Moxanyicra, BHUMaTENbHO NPOYMTANTE LAHHOE NNLEH3MOHHOE Cornalle-
HUe Npexzae, YeM UCNONb30BaTb COAEPXKMMOE AAHHOTO KOMMIEKTa u/unu
npexae, YeM 3arpyxaTb UM yCTaHaBNMBaTb NPOrpaMMHoe obecneyeHne.

Bce ykasaHus no MCnonb3oBaHMIO NporpaMMHOro obecneyeHus, npeno-
CTaBnsieMble 3aKpbITbiM aKLIMOHEPHbIM 06wecTBoM "AnanauH P. [." (unn
No6bIM €ro A0YEPHUM NPeanpUATUEM — KaXKA0Ee U3 HUX YNOMUHAEMOe Kak
"KOMNaHMA"), NOAYUHSAIOTCS M ByAyT NOAYMHATLCS YCIOBUAM, OTOBOPEHHbBIM
B JAHHOM COrNaLleHnu. 3arpyxas AaHHoe nporpaMMHoe obecneyeHue (Kak
onpeneneHo janee no TeKCTy) U/UNM yCTaHABNMBAs AaHHOE NPOrpaMMHoe
obecneuenne Ha Baw KOMMbIOTEP M/MAM UCNONMb3YS AAHHOE MPOrpaMMHOe
obecneyeHne nHbIM cnocobom, Bbl npuHMMaeTe faHHOe cornalueHmne u co-
INaLaeTeCh C €ro YCA0BUSMU.

Ecnu Bbl He cornacHbl € AaHHbBIM COrNAaLLEHNEM, He 3arpyanTe u/unu He
yCTaHaBNMBaiiTe faHHOe NporpaMMHoe obecneyeHne U HezaMeLIUTeNbHO
(He no3pHee 7 (cemMM) AHeN C AaTbl 03HAKOMAEHUS C HACTOSALLMUM TEKCTOM)
BepHuTe 3T0T NpoaykT B 3A0 "AnasavH P.[.", ynanute faHHOe nporpamm-
Hoe obecneyeHne 1 BCe ero YacTu CO CBOEro KOMrMbioTepa U He UCMOosb-
3yiiTe ero HUKOMM 06pasomM.

Hacrosuwee nuueH3noHHoe cornawenne (aanee "Cornawexune") asnsetcs
[l0roBOPOM, 3aKN0UEHHbIM Mexay Bamu (pu3nyeckum nnm 1opuanyeckum
NIMLOM) — KOHeYHbIM nonb3osatenem (nanee "Monbzosatens”) — n 3A0
"Anapavi P.[." (nanee "KomMnaHusa") OTHOCUTENbHO Nepeaayn HeMCKNouu-
TeNbHOro NpaBa Ha MCMONb30BaHME HACTOALLEro NporpaMMHOro obecneye-
HUS, ABNAIOLLETOCH UHTENNEKTYaNbHOM COBCTBEHHOCTLIO KoMnaHuy.

lMpasa u co6cmeeHHocMb

OAHHOE COTNALEHME HE ABNAETCA COMNMALEHMEM O MPOOAXE.
MporpamMmHoe obecneyeHue, Bktoyas Bce nepepaboTku, UCNpaBneHuUs,
MOAMDUKaLMK, LONONHEHNS, 0BHOBNEHUS U/UNK YCOBEPLIEHCTBOBAHMS K
HeMy (aanee no Bcemy TeKCTy U Ntoboit ero yactu onpenensiemoe kak lpo-
rpaMMHoe obecneyeHune unm MN0), u cBI3aHHas C HAM AOKYMeHTaLMs npea-
Ha3Havaetcs HE 0719 MPOOAXW v aBnseTcs U 0CTaércsa UCKNOUYUTENbHOM
cobcTBeHHOCTbIO KoMnaHum.

Bce npaBa Ha MHTennekTyanbHyo cO6CTBEHHOCTD (BKNtoYas, 6e3 orpaHuye-
HWI, aBTOPCKME NPaBa, KOMMEPYECKYH TaiHY, TOBApHbIe 3HAKK, U T.A4.), NOA-
TBEPXAEHHbIE UK BKNIOYEHHbIE B MPUNOXEHHbIE/B3aMMOCBA3aHHbIE/MMe-
loLLMe OTHOLEHWE K AAHHOMY PYKOBOACTBY, AAHHbIe, COLEPXKALLMUECS B HEM,
a Takke Bce npasa Ha M0 aBnsoTca M 6yayT ABNSATHCS COOCTBEHHOCTBIO UC-
KAouuTensHo KoMnaHumu.

[aHHoe cornaweHue He nepenaét Bam npasa Ha [porpaMmHoe obecneve-
HU1e, a MLLb NPeAOCTaB/SET OFPaHUYEHHOE NPaBO Ha UCMO/b30BaHMeE, KO-

TOpOe NOANEXMUT OTMEHe COrNacHo ycnosuaM aaHHoro Cornawenus. Huuto
B AaHHOM CornaleHuy He noaTBepXaaeT 0Tkas KoMnaHuu oT npas Ha UH-
TeNNeKTyanbHylo COBCTBEHHOCTb MO KakoMy Gbl TO HU BbINO 3aKOHOAATENb-
cTBY.

Jluyensus

KoMnaHus HacToswwmM npepocTtaBnseT Bam, a Bol nonyyaete uHaMsuayanb-
HOe, HeUCKYNUTENbHOE M OT3biBAEMOE OrpaHMYeHHOe NPaBo Ha MCMOJb-
30BaHuWe gaHHoro 0 Tonbko B GopMe UCMONHAEMOro KOAa, Kak OMUCaHO B
npunaraemoii K MO TexHU4eCcKoi/3KcnNyaTaLMOHHOM AOKYMEHTaLMK, U
TONbKO B COOTBETCTBUM C YCNOBUSMM AaHHOro Cornawenus:

Bbl MoxeTe ycTaHoBUTb MO 1 MCNONb30BaTb €r0 HAa KOMMbOTEPAX, pacno-
NOXeHHbIX B Npeaenax Bawero npeanpusatus, Kak onMcaHo B COOTBETCTBY-
IOLLLEN TEXHUYECKOW/3KCnNyaTaumMoHHOM AokyMeHTauum MO 1 B HacTosweM
COrMaLIEeHnH.

Bbl MoxeTe fobaBuTb/NpucoeamHuTb NMporpaMmMHoe obecneyeHne K npo-
rpaMmam ans MoBuNbHbIX YCTPOWCTB C €AMHCTBEHHOM LieNblo, ONMUCAHHOM B
naHHoM CornaweHun. MpUHUMas ycnoBus HacTosLero cornawenus, Bel co-
rnawaerech:

- He UCMOoNb30BaTh, He MOANGDULMPOBATb U He BblAaBaTh CYGNMULLEH3UN HA
naHHoe lMporpammHoe obecneyeHne u noboe apyroe MO Komnanuu, 3a
MCK/TIOYEHUEM IBHbIX paspelleHnii B AaHHOM CornalleHuu;

- He MOAMPULMPOBATb, HE EMOHTUPOBATb, He eKOMMUAUPOBATb, HE pe-
KOHCTPYMPOBATb, HE BUAOW3MEHSTb U He pacluMpsTb AaHHoe porpaMMHoe
obecrneyeHre 1 He NbITaTbCs PACKPbITb (MONYYNUTb) CXOAHBIE KOAbI AaH-
Horo MporpamMmHoro obecneyexus;

- He NOMeLaTb JaHHOe I'IporpaMMHoe obecneyeHue Ha cepBep C BO3MOX-
HOCTbIO [0CTYNa K HEMY TPETbUX NIUL, YepE3 OTKPbITYHO CETb,
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- He UCMoNb30BaThb Kakue 6bl TO HY 6blI0 pe3epBHbIE MM apXMUBHbIE KOMUK
naHHoro MNporpaMMHoro obecneyerus (MM NO3BONSTb KOMY-NMGO eLwé uc-
nonb3oBaTb TakMe KONuu) ¢ 60 MHOI LeNblo, KPOME 3aMeHbl €ro Opuru-
Ha/IbHOTO 3K3eMMNAIApa B C/Ty4ae ero paspyLleHns Uan Hannumns AedeKTos.

Tpe6osaHus K UcnosbL308aHUKO

MporpaMMHoe o6ecrieyeHne AOMIKHO UCMOb30BaTbCs M 06CNYKMBATLCA
CTPOro B COOTBETCTBMM C OMMCAHMAMM U UHCTPYKUMAMM KOMNaHuu, npuse-
LEHHBIMU B AAHHOM W ApYrvX AOKyMeHTax KommnaHuu, B TOM uucie Ha nop-
Tane OHMaiH AOKYMeHTauMK Ans pa3pabotumkos KoMnaxum
(http://developer.aladdin-rd.ru/).

HUcnonvzoeanue 10

Monb3oBaTens BMnpaBe:

- BocnpounssoauTb [0 nyTéM 3anucu ero B NamMsaTb 31EKTPOHHO-BbIYNCIN-
TenbHbIX MalwunH Monb3oBaTens, orpaHN4eHHOe NPaBOM UHCTaNNALMM, KO-
nMpoBaHus U 3anycka nporpamm ansg 3BM;

- BcTpameatb MO nobbiM cnocobom B NpoAyKTbl M pelleHns Monb3osatens;

- pacnpoctpaHsaTb MO nobbiM cnocoboM UCKNIOUMTENBHO B COCTaBe Npo-
[YKTOB ¥ pelennii Monb3osatens.

IMpu ucnonb3oBaHuu u pacnpoctpaHenunu MO Monb3osaTens 0653aH pyko-
BOACTBOBATHCA AEMCTBYIOLWMM 3aKOHOAATeNbCTBOM Poccuiickoi Menepa-
LUK M MeXAYHAPOAHbIM 3aKOHOAATENIbCTBOM, YUYUTbIBAS OFPaHUYEHUS U J0-
NoNHUTENbHbIe TPebOBaHWMS, KOTOPbIE MOTYT BO3HUKATb B CBSA3M C 3KCMOP-
TOM LWKdPOBanbHbIX (KpunTorpadunyecknx) cpeacTs ¢ Tepputopun Poccuin-
ckoit MepepaLumm U UMNOPTOM TakUX CPEACTB B Apyrue CTpaHsbl. B yactHo-
CTW, OrPaHUYEHUS U LONONHUTENbHbIE TPeBOBaHUSA MOTYT BO3HMKATb NpU
pacnpoctpaHeHuu MO Yepes MarasuHbl NPUNOXEHWIA, COaEpXaLuMe pas-
NINYHbIE NMPUNOXKEHUS A1t MOBUNbHbBIX YCTPOICTB.

YCnoBus MCNoNb30BaHMS, M3N0XEHHbIE B HACTOSALLEM COTNALLIEHUN, Aeli-
CTBYIOT B OTHOLUEHUW BCErO COAEPXKMMOTO MO, B 4aCTHOCTM B OTHOLIEHUM:

- AM3aiiHa (rpadukK, pacnonoXeHuns anemMeHToB 0OpMIEHNS U T.N.);
- BCEX MHbIX 3/1EMEHTOB, B TOM YMC/e N306paxKeHUi, pOHOrpaMMm, TEKCTOB.

MonyyaeMbie Monb3oBaTeNeEM HEUCKIKOUUTENbHbIE MMYLLECTBEHHbIE MPaBa
He BK/IIOYAIOT NpaBa Ha nepefavy TPETbUM NULAM KakuxX-nMbo npas Ha
BCTpPauBaHue, BOCNPOU3BeaeHMe, PacnpoCTpaHeHUe U UCMONb30BaHME Npo-
rpamMm ans 3BM He B cocTaBe NpoAyKTOB U pelueHnii lNonb3oBatens.
KoMnaHus coxpaHset 3a coboit BCce uckaoumTenbHble npasa Ha M0 u BXxo-
[AluMe B HEr0 KOMMOHEHTbI, BKNtOYasi NpaBa Ha NpeaocTaBaeHne HeuUcKio-
UMTENBHBIX U UCKNOYUTENBHBIX NPAB TPETbUM NULAM.

Monb3oBaTenb BNpaBe OCYLLECTBAATL UCMoNb3oBaHue M0 B npeaenax,
npenycMOTPeHHbIX HacTosAwmMM CornalleHneM, UCKIOUUTENBHO Ha Teppu-
Topuu Poccuiickon Mepepaumu.

O6cnyxusanue u NoddepiKa

KomnaHus He Hec&T 0693aTebCTB NO NPefoCTaBAEHMIO MOALEPXKKM, 0BCY-
XWUBaHUS, MOANDUKALMM UK BbIXOAY HOBbIX penunsos M10.

OZpaHu'-lEHHaH eapaHnmusa

KoMnaHus rapaHTupyeT, 4To NporpaMMHoe 06ecrneyeHne C MOMEHTa Mpu-
obpeTeHus ero Bamu B TeueHne 12 (nBeHaauati) mecsues 6yaet GyHKUmo-
HUPOBATb B NMOJIHOM COOTBETCTBUM C €r0 TEXHUYECKOM/3KCNIYyaTaLMOHHOM
[OKyMeHTaLme, npu ycnosuu, 4to MO ByaeT MCnonb3oBaTbCi Ha KOMMbIO-
TEpHOM annapaTHOM obecrieyeHnn 1 C onepaLyoHHON CUCTEMOM, ANS KOTO-
poii oHo 6bino paspaboTaHo.

Omkas om 2apasmuu

KoMnaHus He rapaHTMpyeT, YTo NporpaMMHoe obecneyeHne byaeT cooT-
BETCTBOBATb BalunM enaHusiM 1 Tpe6oBaHUAM, UK YTo ero pabota bynet
6ecnepeboiiHoit unu 6e3ownbo4Ho. B 06bEME, NpesycMOTPEHHOM 3aKo-
HoaaTtenbcTBOM PM, KOMNaHKUS OTKPbITO OTKA3blBAETCS OT BCEX rapaHTUiA,
He OrOBOPEHHbIX 3[1€Cb, OT BCEX MHbIX NOAPa3yMeBaeMblx rapaHTuid. Hu
OfIMH 13 UNepoB, ANCTPUBLIOTOPOB, NPOAABLIOB, areHTOB MU COTPYAHUKOB
KOMMaHUK He YNOSHOMOYEH NPOWU3BOAUTL MOANDUKALIMM, PACLUIMPEHUS UK
[LOMONHEHNS K AAHHOM rapaHTuu.

Ecnu Bbl npounssenu kakue-nn6o moaudukaumum MO munm noboit u3 ero va-
cTeil BO BpeMs rapaHTuitHoro nepuoaa, MO noageprnocb NOBpeXAeHuUHo,
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HEOCTOPOXHOMY MU HEMpPaBUAbHOMY 06palleHuto, ecnu Bbl Hapywmnu nio-
60€e 13 ycnoswuit HacTosiwero CornalleHus, To rapaHTus, ynoMsHyTas Bbille
B pasgene 5, bynet HeMeLIeHHO NpekpalleHa.

lapaHTUs HepelicTBUTENbHA, ecan MO UCNonb3yeTcs B COMETaHUMU C UHBIM
annapaTHbIM U/MAKU NPOrpaMMHbIM obecneyeHneM, OTANYHbLIM OT OMMUCaH-
HbIX B TEXHMYECKO/3KCMNIyaTaLUMOHHOM AOKYMEHTaLMK, AU UCNONb3yeTCs
Ha KoMnbtoTepe C N106bIM YCTAHOBNAEHHbIM HENULLEH3UOHHbLIM NPOrpamMM-
HbIM 0becneyeHnem.

OZPGHU'-IEHUG eo3MeuleHusa

B cnyyae HapyLueHus rapaHTm, OroBOPeHHOM Bbile, KoMnaHus MoxeT no
COBCTBEHHOMY YCMOTPEHHUIO:

- 3aMeHuTb MO, ecnn 3To He NPOTUBOPEYUMT BbILLEYNOMSIHYTOMY OrpaHuye-
HUIO rapaHTum;

- BO3MECTUTb CTOMMOCTb, BbinnayeHHyto Bamu 3a MO.

[apaHTUitHble Tpe6oBaHMS LOMKHbI ObITb BbICTABNEHbI B MMCbMEHHOM BU1ae
B TEYEHWE rapaHTUIUHOIo Nepmosa, Ho He nosaHee 7 (Cemu) AHeN ¢ Mo-
MeHTa 0bHapyxeHus fedekTa, U copepxatb B cebe NoaTBEpPXAEHMS, yA0-
Bnetsopstowme Komnanuto. Bcé MO (Bce ak3eMnnspel, uMetowmecs y Bac)
[OMXKHO BbITb BO3BpaLLeHO KoMnaHuu 1 0TNpaBieHO BO3BPALLAOLLEN CTo-
POHOW C ONNaYeHHOM CTOMMOCTbIO MEPEBO3KM U, NPU HEOBXOAMMOCTH,
CTpaxoBKku. k3emnnspbl MO [OMKHbI 6bITb OTNPABIEHbI C KOMWER NNATEX-
HbIX JOKYMEHTOB M HakNaAHbIX.

UcknroueHue KoceeHHbIX yobimKos

CTOpOoHbI NpU3HatoT, 4To MporpaMMHoe obecneyeHne He MOXeT BbiTb Non-
HOCTbtO NnLIeHo ownbok. KoMnaHus He HeCET OTBETCTBEHHOCTM (Kak B cuny
[l0roBOpPa, rpaXKaaHCKoOro NpaBoOHapYyLIEHNs, BKIKOYAs XanaTHOCTb, Tak U B
no60oit uHoit popme) nepen, Bamu unun noboii TpeTbeid CTOPOHOIA 3a Nobble
noTepu UK yBbITKK (BKMtoYasi KOCBEHHbIe, hakThyeckue, noboyHble uam
noTeHuuanbHble yObITKK), BKAtoYas, 6€3 orpaHuyeHuit, niobble noTepu um
y6bITKM NpUBBLINLHOCTM BM3HECa, NOTEPI0 AOXOAHOCTU UAK penyTaLun,
YTPaUYeHHYI0 MU UCKAXKEHHYIO MHDOPMALIMIO UK [OKYMEHTALMIO BChea-
CTBME KaKoro-nnbo Mcnonb3oBaHUs AAHHOTO NPOrpaMMHOro obecneyeHus
n/mnn ntoboi KOMNOHEHTbI AAHHOTO MO, AAXe eCNU KOMNaHMS MUCbMEHHO
yBeA0M/IeHa 0 BO3MOXHOCTM NOAOBHbIX YObITKOB.

OepaHuquue omeemcmeeHHocmu

B cnyyae ecnu, HECMOTPS HA YCNOBUS LAHHOMO COrNaLLEHUs, KOMNAaHUS
npu3HaHa OTBETCTBEHHOM 3@ YBbITKM HAa OCHOBAHWMM Kakux-1nbo aedekTos
WU HECOOTBETCTBUS NPOrPaMMHOIo obecneyeHns Bawmm oxuoaHusMm,
MO/Has OTBETCTBEHHOCTb 3@ KaX/AblA 3K3eMNsAP AedeKTHOro NporpamMm-
Horo obecneyeHus He 6yaeT npeBbllaTb CYyMMbI, BbiNaaveHHoW BaMu 3A0
"Anapgmn P.L." 3a 370 MO.

MpexpaweHue delicmeus coenawieHus

3A0 "Anapaund P07, 1995-2019 1.
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B cnyuae HeBbinonHeHws Bamu ycnosuii gaHHoro Cornawenus aencramne
Bawei nuueHsum n Hactoswero CornaweHus 6yaet npekpaleHo.

Mocne npekpaleHns feicTBua AaHHOTO JIMLIEH3MOHHOIO COrNalleHns:

- MLEH3Ms, NnpefocTaBneHHas Bam gaHHbiM CornaweHuem, npekpawaer
CBOE peicTeue, n Bbl nocne eé npekpalleHns He CMOXeTe NpoaoMKaTh
[anbHelLWwee UCcnonb3oBaHue faHHoro MporpaMMHoro obecneyeHns u apy-
MX IMLEH3UOHHBIX [1pOayKTOB;

- Bbl HE3aMen/MTeNnbHo BepHéTe B Komnanuto Bce ak3emnnspbl M0 v Bce
KOMWM TaKOBOTO M/uUnu coTpéTe/ynanute nobyto MHDOPMaLMIo, conepxa-
LLYKOCS B 3/IEKTPOHHOM BULE.

ﬂpumeHumoe 3aKoH00amesbCmeo

[anHoe CornaweHune A0MKHO BbiTb MCTONKOBAHO U ONpeAeneHo B COOTBET-
CTBMM C 3aKOHOAATENbCTBOM Poccuitckoit Meaepaumnu (3a UCKIOYEHUEM
KOHG®AMKTA NPUMEHEHNUS NPABOBbLIX HOPM), U TONBbKO POCCUICKUIA CyA ynon-
HOMOYeH OCyLLeCTBAATb NPaBOCyAMe B NOObIX KOHGAMKTAX U Cropax, Bbl-
Tekatowmx u3 agaHHoro Cornawenus. HeBO3MOXHOCTb AN Nto6oit U3 cTo-
POH BOCMO/b30BaTbCS N0OLIM U3 NPaB, NPefOCTaBNEHHbIX €/ N0 AaHHOMY
CornaweHnuio, Unn NPUHATL Mepbl NPOTUB APYroi CTOPOHbI B Cly4ae Nio-
60ro HapyLeHus cBonx 0653aTenbcTs no CornalieHnto He AOMKHO pac-
CMaTpMBaTbCA KaK OTKA3 3TOW CTOPOHbI OT NOCNEAYIOLEro NOHYXAEHUS K
NPU3HAHMIO CBOMX NMPaB UM COBEPLLEHMIO NOCNEAYIOLWMX AeACTBUIA B CNlY-
4ae fanbHENWMNX HapyLWEeHNA.

F'ocyaapcTBeHHOE peryninMpoBaHue U 3KCMOPTHbIA KOHTPO/b

Bbl cornawaetecsb ¢ TeMm, yto 0 He 6yaet Bamu noctaBnsTbes, nepena-
BaTbCS MM 3KCMOPTUMPOBATLCS B KAKY0-MBO CTPaHy, a TakKe UCMob30-
BaTbCsl KAKUM-MOO NPOTUBOPEYALLUM 3aKOHY U YCIIOBUSAIM HACTOSLLErO CO-
rnawenus obpasom. MO saBngeTcs NpeAMETOM AOMNOAHUTENBHOIO 3KCMOPT-
HOro KOHTpONSs, oTHocsAwWwerocs K Bam unu Baweit topucamkumu. Bol rapan-
TUpyeTe, 4yto ByaeTe cobnoaaTb HaKNAAbIBAEMbIE OFPAHUYEHUS HA IKCNOPT
n peskcnopr MO.

Pa3zHoe

Hactosiwee Cornawenne npeactaBnsiet coboi NoaHoe CornalieHue, oTHo-
caweecs K AaHHOM NULEH3UU, U MOXKET BbiTb U3MEHEHO TONbKO NOoCpes-
CTBOM MUCbMEHHOTO COrNalleHus, NoANMCaHHOro obeMmmn ctopoHamu. Ecin
BbINOSIHEHME KaKoro-n1bo ycnoeus HacToswero CornaleHus npeacTasns-
eTCsl HeBO3MOXHbIM, Takoe ycnoBue 6yaeT ckoppekTMpoBaHO TONbKO B Mpe-
nenax, o6ecneyvBaloLLMX BO3MOXXHOCTb BbINONHEHWUS LAHHOTO YCIOBUS.

A NMPOYNTAN N NOHAN HACTOSALLEE TMUEH3MOHHOE COMMALLEHME U
COINTACEH BbINOTHATbL BCE EMO YC/10BUA. 4 MPUHUMAKO JAHHOE
JIMUEH3MOHHOE COIMMALWEHUE LENMKOM. EC/IN 9 HE NPUHUMAID
3TO IMUEH3MOHHOE COMMALLEHME MU XOTA bbl OANH U3 ETO
MYHKTOB, TO AAHHOE IMLUEH3MOHHOE COMNALLUEHWE HE BCTYMAET B
cmny, 1 4 ObA3YHOCb HE YCTAHAB/IMBATbL U HE UCMOJIb3OBATb JAH-
HOE NMPOrPAMMHOE OBECIMEYEHUE.
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2. Obwme cBegeHuna o JaCarta WebPass Tool

JaCarta WebPass Tool npencraBnseT coboi oTaeNnbHOe NPUNoXKeHWe (ganee — yTuauTa), BXOAsLLee
B COCTaB nporpaMMHoro obecneyenuns Egunoint Knnent JaCarta.

Ytunuta JaCarta WebPass Tool npeaHasHayeHa ons paboTbl C 31eKTpOHHbIMUM Kntovamu JaCarta
WebPass u JaCarta U2F/WebPass.

dnekTpoHHble kntoum JaCarta WebPass npegHazHayeHbl gns reHepauymn 0g4HOPa3oBbiX Naposien
(One Time Password — OTP), ana co3gaHmsa n 6€30nacHOro XpaHeHUs CNOXHOIO0 MHOroOpa3oBoro
(NOCTOSIHHOrO) Napons C BO3MOXHOCTbIO BCTABKM 3TOMO Naposis B 3KpaHHble (GopMbl BBOAA, A TaKKe
3anycka Web-6pay3epa 1 aBTOMaTM4eCKOro nepexosa nNo COXPaHEHHOMY B 3NEKTPOHHOM KJlloue

agpecy Web-pecypca.

2.1 TepMuHbl 1 onpegeneHnA

TepMuHbI, UCMO/b3YEMbIE B HACTOALLEM AOKYMEHTE, NpMBeLeHbl B Tabnmua 3.

Tepmun

AOMUHKUCTpaTOp

MHuumanmnsaums

Monb3oBartensb

Mpunoxexune

Cnot

CmapT-KkapTa

INEKTPOHHBbIN KJTHOY

PIN-kop agMuHUCTpa-
Topa

3A0 "Anapaund P07, 1995-2019 1.

Tabnmuya 3 — TepmuHsl 1 ONpesEneHns

OnpedeneHue

COpr,D.HMK, OTBEYaoLLMI 32 MOATOTOBKY K paGOTe U TeXHUYeckoe obcnyxmBaHue
3N1EKTPOHHOro Kn4a

YcTaHOBKa OCHOBHbIX NMapamMeTpoB paboTbl 31eKTPOHHOIO KAtoya (MoAroToBKa K pa-
60Te)

KoHeuHbI# nonb3oBaTenb 3NNEKTPOHHOIO K/iko4a

MporpaMMHoe o6ecneyeHne, YCTaHOBNEHHOE B MaMATb 3NIEKTPOHHOTO Kitova. Cylie-
CTBYIOT CNleflytoLLIME MPUIOKEHMS:

e OTP;
e  STORAGE;
o U2F™

M Mpumeyanune - MpunoxeHune U2F (Tonbko Ans 3neKTpoHHbIX Ktover JaCarta
~ U2F/WebPass) ynpaensetcs Web-cepB1coM, B KOTOPOM OHO MUCMONb3YeTCs.

Habop faHHbIX M NapaMeTpoB, HEOOX0AMMbIX AN paboTbl ¢ naponamu u URL.

JNeKTPOHHOEe YCTPOMCTBO B BUAE NNACTUKOBOM KapTbl C 3NEKTPOHHOM NAMSTbIO U UH-
TerpanbHOM MMKPOCXEMOM

AnnapaTtHoe ycTpoicTBo B popM-daktope USB-TokeHa, kapTbl MicroSD, co cTtaH-
[aPTHbIMKU BCTPOEHHbIMK onepauunoHHoi cuctemoini (OC) n nporpamMMHbiM obecneve-
Huewm (MO)

MocnenoBaTeNbHOCTL CUMBOJIOB, KOTOPYH HEOGXOAMMO BBECTH, YTOBbI aAMUHUCTPa-
TOP MOT COBEPLWTb ONPEAEEHHYIO ONepaLyio
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3. OnuncaHwue 3neKTpoHHbIX KNtoden JaCarta WebPass

3.1 O6uwwme cBegeHuA

BHewHwMi Bng anekTpoHHoro kntoda JaCarta WebPass nokasaH Ha PucyHok 1.

KHonKa

By

CBeToamoaHbI
NHAWKATOP

USB-pasbem

Pucyrok 1 — BHelwHmsi Bug 371EKTPOHHOIO k/i4a JaCarta WebPass

Kopnyc anektpoHHoro kntoya JaCarta WebPass BbinonHeH B popM-pakTope ¢ pasbéMoM USB Type
A Male 1 cocTouT 13 ABYX YacTei pa3HbIX LLBETOB.

Ha kopnyce 3n1eKTpOHHOr0 K/to4a pacnofioKeHa KHOMKA, UCnonb3yemas mbo ang reHepaumm na-
pons, nmbo ons 3anycka 6paysepa. [ogaepxvBaeTca Tpu BapuaHTa HaxaTtuii (nogpobHee cM. Uc-
nosb3oBaHuMe 3neKTpoHHoro kntoya JaCarta WebPass).

BHYTpU Kopnyca 3neKTPOHHOIO K/t0o4a PacrnoNoXeH CBETOAMOLHBIA MHAMKATOP, OTPaXatoWwmii pas-
JIMYHbIE pexuMbl paboTbl (cM. PucyHok 1).

B anekTpoHHbIX kntovax JaCarta WebPass ona xpaHeHuns nHpopMaummn ncnonb3yoTcs TpU He3aBu-
CUMbIX CNOTa.

CnoT — Habop AaHHbIX M NapaMETPOB, XPAHALLMXCA HA SNIEKTPOHHOM KJ/IHOYe M HeOBXO0AMMbIX ANs
reHepauuu napons unu nepexoga no aapecy Web-pecypca (B 3aBUCMMOCTM OT TUNA C/IOTA).

B Kaa0oM M3 CIOTOB MOXET XPaHUTbCA OAMH M3 CIEAYHOLIMX BUAOB MHBOPMaLIMK:

e 0JHOPA30BbIi NapOsb, FeHEPUPYEMBIA NO 3343aHHOMY MPU UHULIMANU3ALMMW ANTOPUTMY (TUN
cnota «OfHOpa30BbIM Naponb»);

e  MHOropasoBblii NAPO/b, FeHepUpPyeMbIi B COOTBETCTBUM C 3a4aHHBIMU NPU MHULMANMU3ALMM
KpuTepusMu KadecTBa (Tun cnota «[Maponb»);

e URL-agpec 3awmiLéHHoro pecypca (tun cnota «MHTepHeT agpec»).

CnoTbl NONHOCTbIO HE3aBUCUMbI: MHULMANU3UPYIOTCA (KOHDUIYPUPYIOTCS), YNPaBAAOTCA U UCMONb-
3Y0TCSl HE3ABUCKMMO LpYr OT Apyra.

KonnyecTBo akTMBHbIX CIOTOB U KOHq)l/lepaLl,l/IFI KaX[,0ro U3 HUX 3a[aéTca npu MHUWUMann3aunm
CNnoToB.

MHuumanmnsauma — YCTaHOBKA OCHOBHbIX MapaMeTpoB paboTbl 31eKTPOHHOMO K/o4a (MOAroToBKa K
pabore).

B ripouecce uHuunanu3aumu c07a rpesbIayIUMe 3Haqyermus NapameTpos c10Ta (ec/im OHU paHee
6b11m 3anmcarsl 8 c1ot) YOAJISIOTCA !
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3.2 Perunmbl paboTsl

B HacTosLee BpeMs BCEMM 3N1EKTPOHHbIMUM Kntodamu JaCarta WebPass nonaepxuBaeTcs eauH-
CTBEHHbIN pexxuM paboTbl — HID+CCID. B s3tom pexunMe akTnBHbl 06a uHTepderica: USB CCID n USB
HID, npu 3TOM BO3MOXHa, KaK HaCTPOMKA YCTAHOB/IEHHbIX MPUAOXKEHMUH, TAaK U NOACTAHOBKA Napo-
nen B GopMbl BBOAA M aBTOMaTMYeckui 3anyck Web-6paysepa.

dnekTpoHHble Kntoun JC-WebPass sBn10TCS cOCTaBHbIM (KOMMNO3UTHBIM, COMpOSite) yCTPOMCTBOM
USB 2.0 Full Speed ¢ oaHoM KoHbUrypaumen n oByms nHTepdencamu, peanmsyowmmm ABa Hesa-
BMCUMO DYHKLMOHMpYOLWMX ycTpoicTea USB cnepyrowmx Knaccos:

1. CCID (Circuit Card Interface Device) — cuutbiBaTeNb CMapT-KapT;

2. HID (Human Interface Devices) - knaBuaTypa.

Taknm 06pa3om, Ha ypOBHE ONEPALMOHHOM CUCTEMbI KOMMbIOTEPA OAMH MOAKIOUYEHHbI 3N1€KTPOH-
HbIM kntoy JaCarta WebPass pacnosHaéTcs, Kak ABa He3aBMCUMBbIX YCTPOMCTBA:

1. CCID-coBMeCTUMbIV CuMTbIBaTENbL CMAPT-KapT C NOAKNIOYEHHONM CMapT-KapTown;

2. Ycrponctso BBoaa (HID knaBuatypa).

3.3 (CBeToBaA MHAMKaUMA paboynx COCTOAHUN

dnekTpoHHbIM kntoy JaCarta WebPass ocHalwéH cBeTOBbIM (CBETOAMOAHBIM) MHAMKATOPOM COCTOS-
HUS, KOTOPbIV aKTUBMPYETCS NPU NOACOEAMHEHUM NEKTPOHHOIO K/t0Ua K KOMMbIOTEPY U MHAWULM-
pyeT paboTy 3MEeKTPOHHOrO K/Ho4a CleaywmuM 06pasom:

1. CeeTtoamop roput HENPEpPbLIBHO — NOACOEAMHEHHbIV 3NEKTPOHHbIM KNHOY B AAHHbIA MOMEHT
HaxoaMTCs B peXMME OXMLaHUS U roToB K paborTe;

2. (CeeToamMopn MUraeT 4acTo — Ha NOACOEeAMHEHHOM 3/IEKTPOHHOM KJIHOYE B AaHHbIA MOMEHT Bbi-
MONIHAETCA onepaums (HanpuMep, CO34aAETCA COXKHbIA NOCTOSIHHbIM Naponb);

3. (CeeTogmopn MUraeT Mea/IeHHO — npu paboTe 31eKTPOHHOO KNYa 06HapyXeHa ownbka.

3.4 PIN-Kog agMuUHUCTpATopa

3.4.1

3.4.2

Ha3HaueHue n cnyyvan ncnonb3osaHnAa PIN-Koga agMMHUCTPATOoPa

B anekTpoHHbIX Kkntovax JaCarta WebPass ong xpaHeHns nH@opMaummn ncnonb3yTcs TpU He3aBu-
cuMbIx cnoTa. MNpu ncnonb3oBaHum ytunutel JaCarta WebPass Tool an9 3awmTbl C10TOB OT HECAHK-
LMOHMPOBAHHOM 3aMUCU U yOANEHUS XPAHALWMXCS B HUX AAHHbIX ncnonb3yetca PIN-kog agMuHK-

CTpaTopa, 06Kt (0OAMHAKOBbIN) NS BCEX TPeX C/IOTOB.

PIN-kon agMUHMUCTpaTOpa MCMONb3YeTCs MpU BbINMOMHEHWUM CeYHOLWUX ONepaLnii:
e cMeHa PIN-kopa agMUHKUCTpaTOPa;

e  WHMLUMANM3aLma CNoTa;

e  OYWUCTKA CnoTa.

MNMoapobHee 06 onepaumsx ¢ ucnonbsoBaHmeM PIN-koaa agMUHUCTPATOPA, BbINOSHSEMbIX C MOMO-
wbto ytunuthl JaCarta WebPass Tool cM. Onepaumu, BoinoaHsemble B npunoxeHun OTP.

HacTtponku PIN-Ko4a No YMOIYaHMIO

PIN-k00 admuHucmpamopa no yMmon4yaHuro (3aBOACKME HACTPONikn): 1234567890
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UHuumanu3ayms ciota HEBO3IMOXHA, e/ 3HayeHue PIN-koda adMuHucmpamopa no yMoayaHuro
HE Obl/10 U3MEHEHO HA APYroe 3HayeHne!

) PIN-kop agMuHUCTpaTOpa, 0TAMYHbIA OT PIN-KOAa agMUHMCTpaTopa NO YMONYAHMIO, MOXET ObITb
YCTAHOBNEH MPWU NPOM3BOACTBE, MO0 NONb30BaTENEM B MpOLLECcCe IKCMYaTaLMM INEKTPOHHOMO
kntoya. Mpu cmeHe PIN-kopa Heobxoanmo ykasaTb: Tekywmi PIN-kop agMuHUcTpaTopa n HoBbil
PIN-kop agMuHUCTpaTOpa.
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4. YcTaHoBKa U yganeHve ytunutol JaCarta WebPass Tool

4.1 OnucaHne NaKeToB YCTAHOBKU

Ytunuta JaCarta WebPass Tool BxoauT B coctaB nporpaMMHoro komnnekca Eaunbiit Knuent JaC-
arta. YTunuTa He uMeeT OTAENbHOro NakeTa YCTaHOBKKU. YCTaHOBKa YTUAUTbI NPOMCXOAUT C NOMO-
wbto auctpubytnea EanHoro Knuenta JaCarta. Auctpnbytus Egnroro KnuenTta JaCarta Bkntovaet
MakeTbl YCTAHOBKM, NpuBeaeHHble B Tabamua 4.

Tabmya 4 - [laketsl ycraHoBku aucTpmbyTMBa Eanreni Kmment JaCarta

@aliin

OnucaHue

JaCartaUnifiedClient_x.x.xx.xxx_win-x86_ru-Ru.msi  [akeT ycTaHoBKM An5 32-paspaaHbiX ONepaLnoHHbIX

CnCTeM

JaCartaUnifiedClient_x.x.xx.Xxxx_win-x64_ru-Ru.msi  lakeT yctaHoBKu An5 64-paspsaaHbIX OnepaumuoHHbIX

CUCTEM

4.2 CucteMHble TpeboBaHKUA

CucremHble TpeboBaHMS K KOMMbIOTEPY, HA KOTOPOM A0/MKHA ObiTb ycTaHOBMeHa JaCarta WebPass
Tool npuBeneHbl B Tabnmue 5.

Tpebosaxue

I'Io,up,ep>KMBaeMb|e
onepaunoHHbIE CK-
CTEMbI

MoaooepxMBaeMblie Mo-
LeNn 3NEKTPOHHbIX
Kno4en

Heobxoaumble anna-
paTHble CpefCcTBa

PekomeHayemoe pas-
pelleHue 3KpaHa

3A0 "Anapaund P07, 1995-2019 1.

Tabmuya 5 — CucremHsie TpeboBaHus

CoodepxaHue

Microsoft Windows XP SP3 (32-6ut)

Microsoft Windows XP SP2 (64-6ut)

Microsoft Windows Vista SP2 (32/64-6uT)
Microsoft Windows 7 SP1 (32/64-6ut)

Microsoft Windows 8 (32/64-6uT)

Microsoft Windows 8.1 Update 1 (32/64-6ut)
Microsoft Windows 10 (32/64-6uT)

Microsoft Windows Server 2003 SP2 (32/64-6uT)
Microsoft Windows Server 2008 SP2 (32/64-6uT)
Microsoft Windows Server 2008 R2 SP1
Microsoft Windows Server 2012

Microsoft Windows Server 2012 R2

JaCarta WebPass (Mogenb JC600)
JaCarta U2F/WebPass (Mogenb JC603)

USB-nopt ctanpapta 1.1 v Bbiwe

[ns koppekTHOro oTobpaxeHus uHTepdeiica JaCarta WebPass Tool pekomeHayeTcs
YCTAHOBUTb pa3spelleHne MoHWUTopa He Huke 1024x768
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4.3 YCTaHOBKA YTUIUTbI

[nga yctaHoBku ytunutbl JaCarta WebPass Tool Heo6x0aMMOo BbINOMHUTL Cneayolime AenCTBUS:

1. Ecnu Ha koMnbioTepe He yctaHoBneHo MO EauHbint KnueHt JaCarta, 3anyCcTutb HY>XHbIM dann
YCTaHOBKM B 3aBUCMMOCTH OT Pa3psaHOCTU ONepaLMoHHOM cucTteMsbl. byaeTt oTkpbiTo OKHO Ma-
cTepa ycTaHoBku EanHbiit Knuent JaCarta (cM. PucyHok 2). lMepeiTu k cnepytoliemy wary ycra-
HOBKM C MOMOLLbIO HaXaTus Ha KHoMKy <[lanee>.

) Eaunbiii Knvent JaCarta

Bac npuBETCTBYET NPOrpaMMa yCTaHOBKH
Eaunbii Knuent JaCarta

MporpamMa EamHbit KnueHT JaCarta Byaert ycraHosBneHa Ha
KOMMbIOTEP. [1Ns NPOAOMKEHNA HIKMUTE KHOMKY «[lanees,

MPEAYNPEXXKAEHME: [JaHHas nporpaMMa 3allvlleHa 3aKoHaMu
06 aBTOpCKMX NPaBax ¥ MEXAYHaPOAHLIMUA COrNALIEHUAMH,

< Haszaa : flanee > ¢ OTMeHa

Pucyrok 2 - Macrep ycranosku EguHsivi Knnent JaCarta

2. Ecam MO Epubbivi KnuenT JaCarta yxe yCTaHOB/IEHO, TO A/19 YCTAHOBKM YTUAUTbI HEOHXO0AMMO
nepeiTun B [[punoxeHns n BO3MOXHOCTK], BbIbpaTh B nepeuHe Egunbiit Knuent JaCarta u
HaXaTb KHOMKY <M3MeHUTb> (CM. PucyHok 3).

Mapamerpsi - O x

) TnaBHas [ pUnoxeHMA N BO3SMOXHOCTH
E ByAUNBHUKM U Uackl 16,0 Kb

HadTtm napamet o
| G = i | Microsoft Corporation 30.05.2018
Mpunoxenna Npaiisep rpacduku Intel® 3,68 MB
29.05.2018
I iZ  MpUnoxeHna 1 BO3MOXHOCTI

Eauneii Knuent JaCarta 143 MB
iS5 TIPMAOXKEHWA NO YMOAUAHWID 512.01938 ELIE20H

[0} ABTOHOMHBIE KapThbl
-

] [pwunoxeHnA AnA BeB-CanToB

.'- 3anwce ronoca 16,0 KB
e Microsoft Corporation 30.05.2018

1 BoCNpoM3BEAEHWE BUAEO
E Kanbkynatop 120 Kb
& Agrozarpyzka Microsoft Corporation 21.08.2018
TNMroaw 16,0 Kb
Microsaft Corporation 21.08.2018

Pucyrok 3 — [Ipunoxenns u BOIMOXHOCTH. M3meHerne EanHbni KnneHt JaCarta
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3. bypnet oTkpbITO OKHO MacTtepa nameHeHuit Eaunbiii Knuent JaCarta (cm. PucyHok 4). [ing nepe-
X0Aa K cnefyrouleMy wary Heobxogumo Haxats <[danee>.

jige Eamnbiii Knnent JaCarta

Bac NpHBETCTBYET NPOrpaMMa YCTAHOBKH
EauHblil KnwedT JaCarta

MporpamMmMa YCTaHOBKK NPEACCTAEMT BOIMAHOCTE M3MEHMTD,
WCMPSEMTE MM YAENWTE EAMHEI KnueHT JaCarta. Ana
NMPOLOITHEHMA HEHMUTE KHoMKY «<[lanees,

NPEAYNPEXAEHME: JaHHan nporpamMMa SaMILeHa 3aKoHaMI
0f AETOPCKMX MPABaX M MEMWA YHEPOAHEIMA COrNALEHMANA.

= Hazaa E Hanee > ; | OTMena

Pucyrok 4 - Macrep nsmerermii Egunbivi Knnent JaCarta

4. BblbpaTb B okHe [Bup yctaHoBkM] pexxum <BbibopouHas> (cM. PucyHok 5). [epentu k cnepyto-
LeMy Luary ¢ NoMoLLbI0 KHOMKK <[danee>.

ﬁ Eannelit Knwnent JaCarta

BribepuTe BMA yCTaHOBKM,

() Cranpaprnan

ByaeT yCTaHOBMEH CTEHAAPTHLIN HABop KOMMNOHEHT NporpaMMe!,
(TpebyeTca Donble MECTA Ha AWCKE.)

Bribop HeohXOAMMEIX KOMOOHEHTOE NporpaMMel. PaccuvTara Ha
OMbLITHEIX NONE30BaTENEHA,

YCTaHoBKa EQMHEIA KnneHT JaCarta B:

C:\Program Files\JaCarta Unified Client!,

| < Hazaa || Oanee > I | OTtMeHa |

Pucyrok 5 - Macrep ycranosku Eaqurbni Knnent JaCarta. OkHo [Bua ycraHosku]

3A0 "Anapoun P.AO.", 1995—-2019 r. MHCTPYKLMS MO MCNONb30BAHMIO My6aunyHbIi
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5. Bbibpatb B okHe [MI3MeHeHue, ncnpaeneHune unu yoaneHune Eaunnbii Knuent JaCarta] pexxum
<MN3MeHUTL> (CM. PucyHok 6). [MepeliTu k cnegytolemy wary ¢ noMoLLbio KHONKK <[anee>.

ﬂ Eanneii Knuent JaCarta Y

MoAEMTCA AMANOroB0E DKHO BrISOPOUYHAA YCTAHOBKE™, B KOTOPOM

@ WNzMeHeHWE YCTEHEENMBEEMEIX KOMNOHEHT 0B EQmMHel KnueHT JaCarta.
MOMHO M3MEHWTE CNocob YCTaHOBKM KOMMNOHEHTOB.

O HcnpaeuTb
ﬁ Wcnpaenerie ownbor 8 EauHEN KnnesT JaCarta. Mpu Bribope oaHHA

OMNEPaLMKM MCMPAENAOTCA OTCYTCTEYIOWME MW NOBPEXAEHHEIE
hainkl, APABIKK W 3E8MUCA PEECTPA.

O ¥panute

@ YaaneHne Egunei KnnenT JaCarta c komnstoTepa,

<o o

PucyHok 6 - Macrep nsmerermi Egunbni Knnent JaCarta.
OkHo [M3meHenne, ncripasnenne nm yaanenme Eanrsini Knnent JaCartal

g Moopo6Hoe onncaHue KoMNoHeHTOB EgmHbiit KnueHT JaCarta npeactaBneHo B LOKYMEHTE
[JaCarta_UnifiedClient_2.12_AdminGuide]. lnsa yctaHoBku komnoHeHTa JaCarta WebPass Tool
[,0CTaToOYHO BbIBpaTh YCTAHOBKY ABYX KOMMOHEHTOB: [EAnHbIi knneHT JaCarta] u [JaCarta
WebPass Tool].

6. B okHe [BbibopouHas ycTaHoBKa] (cM. PUcyHOK 7) B cnucke KOMMOHEHTOB BbibpaTh <JaCarta
WebPass Tool>, pacKpbiTb BbiNafatoLLMii CIMCOK € MOMOLLbIO 3neMeHTa X u ykasaTb Heobxo-
AMMYI0 ONUMI0 YCTaHOBKM. HaxaTb kHonky <[lanee> ans nepexofa K cneayowemy Lary.

ﬁ EanHelid KnunenT JaCarta

LLlenKHMTE 3HEYO0K B CNMCOKE HIHE, yToBbI MEMEHMTL Criocof YCTAHOBKKH KOMMOHEHTA.

COnNHUCaHKE KOMMoOHEHTa

KnueHT ana
2AMUHUCTPHPOBEHNA TOKEHOE
JaCarta WebPass.

= JlaHHbIA KOMNOHEHT ByAET YCTAHOBAEH HA NOKANBHBIA XECTKNIA QNCK.

e (=0 + | EAMHEIA KneHT JaCarta
JaCarta SecurLogon

=38 JaHHbIA KOMNOHEHT M BCE NOAKOMNOHEHTEI BYAyT YCTAHOENEHEI HA NOKANBHEIA XECTENA JUCK.

¥ JaHHbli KOMNOHEHT BYAET HEADCTYMEH.

™ HITH 4anafun U rurmuRcHTa
s M v| Opaliespel TpebyeTca OKG Ha mecTKoM
AMCKE,
< >

Crsmc - o

Pucyrok 7 - Macrep ycranosku Egurbiii Knnent JaCarta. OkHo [BeibopoyHas ycraHoBKal
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7. B okHe [JononHutenbHblie napamMeTpbl paboTbi] HeobxoanMo BbibpaTh cnocob aBTomMaTuye-
ckoro obHoBneHus (cM. PucyHok 8).

ﬁ Eanneii Knuent JaCarta Y

Bribop cnocoba aBToMaTHuecKoro obHoBNEHHA:

{®) MposepsTE Han4Me obHOBNEHMH,

() He npoBepATE HanWdWe ofHOBNEHMI,

< Haszan |[ YCTAHOBUTHE ; | OTMeHa |

Pucyrok 8 - Macrep ycranosku EgmHbii Knnent JaCarta. OkHo [[]onosiHuTeIbHbIE NapameTpsbl paboTsi]

8. Tlocne vero HaxaTb KHOMKY <YCTaHOBWUTb> U MepPemnTH K NpoLLeccy YCTaHoBKM (CM. PucyHok 9).

ﬁ Eanneni Knnent JaCarta — x

No#ANTECH OKOHYAHMA YCTAHOEKM EQnHbI KnuedT JaCarta. 3To momeT
3AHATE HECKONEKD MMHYT.

CocToAHMe:

< Hazaa fanee =

Pucyrok 9 - Macrep ycranosku Eaqurbii Knnent JaCarta. Okro [Ycranoska Eanrbii Knnert JaCartal

3A0 "Anapoun P.AO.", 1995—-2019 r. MHCTPYKLMS MO MCNONb30BAHMIO My6aunyHbIi
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9. Tlo 3aBepLieHnn yCTaHOBKM ByneT oTobpaxeHOo COOTBETCTBYOLLEE OKHO (CM PucyHok 10). ns
3aBeplUeHns NpoLecca YCTaHOBKM HEOHBX0AMMO HaxaTb KHOMKY <[0TOBO>.

ﬂ Earnei Knwent JaCarta Y

MporpaMma yCTaHOBKH 2aBeplleHa

Mporpamma EQMHEIA KnueHT JaCarta yonewHo yCTaHOBNEHS.
[na KoppekTHON paboThl BCEX KOMNOHEHTOE PEKOMEHAYETCA
MEPEZArPY3MTE KOMMBHKITED,

Pucyrok 10 - OkHo 3aBepluenns ycraHoBku Eanrbii KnneHt JaCarta

10. Mepe3arpy3nTb KOoMMbIOTEp, BbiIOpaB <[la> B nosBuBLeMcs okHe (cM PucyHok 11).

ﬁ CBEAEHWA 0 NporpaMme yeTaHoekn Eannelil Knnent Ja..

BCTYMANKM B C1NY, HEoBXOAMMO NEPE3arpYIuTE
KOMAETED, HammuTe «flas, yTobbl CAENaTE 5TO
cefiyac, MM «HeT:, YTobkbl BEINOAHMTE NEPesarpyIKy
NOZHE BPYYHYHD.

Her

Pucyrok 11 - Coobiyermne o HeobX0AMMOCTH IEPE3ArPY3KE KOMILIOTEPA

@ Ana Tora 4Tobbl naMedeHnA EqmnHent Knwedt JaCarta

4.4 YpaneHwe yTuanTbl

Ina ynanenus komnoHeHTa JaCarta WebPass Tool Heo6x0AMMO BbINOAHUTL CleaytoLme OeiCTBUS:

1. MMocneposatenbHo BbIGpaTh [[Tyck], [[TapameTpsl], [[TpunoxeHUs U BOSMOXHOCTH].
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2. B okHe [[TpunoxeHns n BO3MOXHOCTU] Bblaenutb EanHbiii KnuenT JaCarta n HaxaTb KHOMKY
<M3mMeHuTb> (CM. PucyHok 12).

Mapametpal — O =
[nasHas [ PUACXKEeHNA M BO3MOXHOCTK
| Haiii napameTp o | ByannbHUKIA M Yachkl 16,0 Kb
Microsoft Corporation 30.05.2018
Mpunoxennsn [paiisep rpaduku Intel @ 3,68 MB
29.05.2018
I i MpunoxeHns 1 BOIMOXHOCTH
EamHbiia KnnenT JaCarta 143 Mb
25 [PUAOKEHNA MO YMONUAHWMID bl
i 2.12.01938

[} ABTOHOMHBIE KapThl
-

[ MpunoxeHua ana Be6-caiTos

.'I 3anwce ronoca 16,0 Kb
il Microsoft Corporation 30.05.2M8

X BocnpowsBeseHue BUAE0
E Kanskynatop 120 Kb
& AsTozarpyaka Microsoft Corporation 21.08.2018
Nwoawn 16,0 Kb
Microsoft Corporation 21.08.2018

Pucyrok 12 — OkHo [[Tpnnoxerns n BO3MOXHOCTH]. M3meHerHne EanHbii KnneHt JaCarta

3. bynet oTKpbITO OKHO MacTepa ycTaHoBkM EauHblii KnueHT JaCarta (cM. PucyHok 13). ns
nepexofa K ciefytolWweMy Wwary HaxaTb KHonky <[lanee>.

12 Eaunenii Knvent JaCarta >

Bac NpHBETCTBYET NPOrpaMMa YCTAaHOBKH
Eaunbiit KnuenT JaCarta

MporpamMMa YCTaHoBK NPEdoCTAEUT BO3MOKHOCTE MSHEHMTE,
MCMPEBWUTE MK YAEMMTE EauHeit Knuent JaCarta. na
NPOAOITHEHMA HEMMUTE KHoMky =flanees,

NPEAYNPEXAEHME: daHHan nporpaMMa SaMIWLeHa 3aKoHaMA
of aETOpCKMX NPaBaX ¥ MEMA YHEPOAHEIMA COrNALEHHANH,

PucyHok 13 - Macrep ycraHosku EquHbii KaneHt JaCarta
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4. B okHe [/3MeHeHue, ucnpasnexnme unm ypanenme Eamneii Knuent JaCarta] (cMm. PucyHok 14)
BbIOpaTb onumio <M3MeHUTb> U HaxXaTb KHonky <[anee>.

‘E EauHeii KanenT JaCarta

@ HzMeHnT b

O Hcnpaeute

C)Yn,allrlb

MossKTCcA AManorosoe okHo "BoibopoYHas YCTaHOBKE ", B KOTOPOM

@ WM3ZMEHEHWE YCTAHEBMMEAEMBIX KOMNOHEHTOE EamHbii KnueHTt JaCarta.
MOMHO M3MEHMTE CNOCo0 YCTaHOBKW KOMNOHEHTOE.

WMonpaenerve owvbok B Eavnei Knwedt JaCarta, Mpw eeibope 4aHHOA
OMEPELYA MCTIPABNAKITCA OTCYTCTEYHOWME MK NOBPEHAEHHEIE
hainsl, APABIKK WM 33MMo PEECTPA.

@ YaaneHwe EavHet KnweHT JaCarta C KoMnetoTepa.

< Hazaa || Hanee > | | OTMeHa

PucyHok 14 - Bbibop onepavyym mactepa ycraHosku EanHbii KmneHt JaCarta

5. [Ons yoaneHus komnoHeHTa JaCarta APM YL, Heob6xoaumo BbIGpaTh ero B nepeyHe, packpbiTb
BbINMAAAIOLLMIA CIMCOK C MOMOLLbIO 3neMeHTa (X 1 B NosBMBLIEMCH KOHTEKCTHOM MEHIO
BbIOpaTh NyHKT <[laHHbI KOMMNOHEHT 6yaeT HepocTyneH> (cM. PucyHok 15). Mocne HaxaTtb

KHonky <[Janee>.

ﬁ Eaunend Knuent JaCarta

LLIENKHWMTE SHEYOK B TIMCKE HITKE yToBEI MEMEHUTL cnocod YCTAHOBKK KOMMOHEHTA.

- =) = | EAMHEIA KnuenT JaCarta
X JaCarta SecurLogon
- ¥ | JaCarta WebPass Tool

a8 |— R | 12Carta APM V11|

4

ONHMCaHHME KoOMNOHEHTA

KAueHT ans epinycka
cepTMdMKETOE Ha Ha JaCarta-2
MOCT, JaCarta MOCT 1 eToken
MocT.

=) [JaHHbIi KOMNOHEHT BYAET YCTAHOBAEH HA NOKaNLHBIN XKECTEWA ANCK.

=I8 [JaHHbIi KOMNOHEHT W ECE NOAKCMMNOHEHTEI ByAyT YCTAHOENEHEI HA NOKANBHBIA HXECTKHIH ANCK,

JaHHBIA KOMMNOHEHT BYAET HEAOCTYNEH.

- =

OWCKE,

< Haszaa

Oanee > I | OTMeHa

Pucyrok 15 - OkHo [BbibopoyHas ycTaHoBKa] Mactepa ycraHoBku Eaunbivi Knnent JaCarta

3A0 "Anapoun P.AO.", 1995—-2019 r. MHCTPYKLMS MO MCNONb30BAHMIO My6aunyHbIi
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6. B okHe [dononHutenbHble napaMeTpbl pabotbi] (cM. PucyHok 16) BeibpaTh cnocob
aBTOMATMYECKOr0 OBHOB/IEHMS], HAXKaTb KHOMKY <M3MEHWUTb> U LOXKAATHCS OKOHYaHMS

yoaneHna KOMMOHEHTa.

ﬁ EanHeli Knuent JaCarta

Bribop cnocoba aBToMaTHuecKoro obHoBNEHHA:
{®) MposepsTE HanM4Me obHOBNEHMH,

() He npoBepATE HanuMe ofHOBNEHMI,

< Haszan |[ HMEMEHUTE ;l OTMeHa

1.7

Pucyrok 16 - OkHo [LlononHuTeIbHbIe napameTpsl paboTsi] Macrepa ycraHoBku EgnHbii Knnent JaCarta

7. Tocne 3aBeplieHns BHECEHUS M3MEHEHMIT NPOrpaMMoit GyaeT 0TOGpaxeHO COOTBETCTBYIOLEe

OKHO (cM. PucyHok 17).

ﬁ Eavnbii Knwent JaCarta

MporpaMma yCTaHOBKH 3aBEpLIeHa

MpOrpaMMa YCTaHOBKM YIMEeWHD M3MEHMNE EQMHEIR KnueHT
JaCarta. HasMWTe KHONKY «M0TOoS0* ANA BEIX0AA M3
MporpPaMMel YCTAHOBKM,

PucyHok 17 - YcnewHoe yaaneHne KOMIOHEHTA C TOMOLbI0 MACTEPa yCTaHOBKku Eamnbii Knnent JaCarta

8. [epe3arpysutb KOMMbIOTEP NOCIE OTOOPAXKEHUS COOTBETCTBYHOLLENO NPEAYTNPEXAEHMS.

3A0 "Anapoun P.AO.", 1995—-2019 r. MHCTPYKLMS MO MCNONb30BAHMIO My6aunyHbIi
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5. 3anycK yTunuTtbl 1 0630p NONb30BaTE/IbCKOMro NMHTepdenca

5.1 3anyck ytunutbl JaCarta WebPass Tool

g 3anycka ytunutel JaCarta WebPass Tool Heob6xoammo Bbi6path [[TycK], packpbiTb nanky
[Anapavu P.O.] v BoibpaTh B Hew [JaCarta WebPass Tool] (cM. PucyHok 18).

A
. Anagaun P4
JaCarta WebPass Tool
Eamnbii Kanent JaCarta
KoHconb JaCarta APM YLL
@ Macrep Texnoaaepxxku AnagauH...

i!\%l: Ypanute Eauueiit Knuent JaCarta

A

% Aucnetyep cepsepos

n
Q MapameTpsl
@ p Mowuck

d) C

PucyHok 18 - 3anyck yrmantsl JaCarta WebPass Tool

Mocne 3anycka ytunutbl JaCarta WebPass Tool okHO ocHOBHOro uHTepdeiica byaeT BbIrnsLeTb
cnenyrowmm obpasom (cM. PucyHok 19).

=lolx|
JaCarta WebPass Tool Ana.q: Am«)"‘

Moaknrounte USB-TokeH JaCarta WebPass

PucyHok 19 - JaCarta WebPass Tool. [nasHoe okHO

MpyY HaXaTUM HA SIOroTMN KOMMNaHUM AnaaiuH B BEPXHEM NPABOM Yy OKHa — MOSIBUTCS OKHO CO
ceeneHuamu 06 ytunute JaCarta WebPass Tool (cM. PucyHok 20).
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O nporpamme JaCarta WebPass Tool e l‘

JaCarta WebPass Tool

Bepcua 1.0.0 Cbopka 59

w30

TexHuueckasn noaaepika:

+7 (495) 223-0001 (MHOrokaHanbHbIN)
aladdin@aladdin-rd.ru

L%

¥

...
A
T

JlaHHas nporpamMma 3aLLnLLEHa 33KoHoM 06 aBTOpCKUX Npasax 1
MEXAYHaPOAHBIMU CornalleHnammn. HesakoHHOe BoCnpousBeaeHne n/uan
pacnpocTpaHeHne AaHHOI Nporpammel u/unn Ntoboi € yacTn Bneveér
rPaXAaHCKY0, 3AMWHUCTPATUBHYHO U YTONOBHYHO OTBETCTBEHHOCTD B
COOTBETCTBMM C 33KOHoAaTeNbCTEOM Poccuiickoit Degepaumu.

3
i
(%

o

© 1995 - 2016, 3A0 "Anapaun P.JL." Bce npasa sawuienbl

Pucyrok 20 - JaCarta WebPass Tool. OkHo [O nporpamme]

MoakntoumTe 3nekTpoHHbIM Kntod JC-WebPass k USB-nopry.

pu nepBOM NoaktYeHUM 3neKTpoHHOro kntoda JC-WebPass k komnbioTepy 6yaeT BbINOMHEH Mo-
MCK U YCTAHOBKa ApaiBepoB, HE0OX0AMMbIX 418 paboTbl C 31EKTPOHHBIM KNto4YoM. Bece apaiisepsl
6yayT yCTaHOBNEHbI aBTOMATUYeCKM Be3 noaknoyeHuns k canty Microsoft Windows Update. Leii-
cTBMe ByaeT NpousBefeHO OAMH Pas3 M MpU NOCIefYOWMX NOAKIYEHUIX 3TOrO 3NEKTPOHHOIO
kntoya JaCarta WebPass Kk koMnbtoTepy noBTOpaTbCS He byaeT. MNpu NoakItoYeHnn K AaHHOMY KOM-
MblOTEPY APYroro 3NeKTPOHHOTO KtoUa TOW Xe MoAenu, avanor byaet oTobpaxeH NOBTOPHO.

g [Lpavisep cMapm-kapmel He TpebyeTcs ans pabotbl ytunutsl JaCarta WebPass Tool ¢ anekTpoH-
HbiMK Kntoyamu JaCarta WebPass 1 He obs3ateneH gng yCTaHOBKM.

Mocne Toro, kak gpariBepa ycTaHoBneHbl, 3anyctuTe yTunuty JaCarta WebPass Tool. OkHo ocHOB-
Horo uHTepderica 6yaeT BbIrNALeTb Ciefyowmm o6pasom:

=lolx|
JaCarta WebPass Tool Maaf mm)"'

I/IHq:oopmaumaoroerel OTP  STORAGE

Hazeanue JaCarta WebPass
Homep mogenn JCe00
CepwiiHblit Homep 8428BFSB
Mpunoxenua OTP, STORAGE
O6vem namatu 63 Kb
Ceoboano namatu 31 Kb (50%)
Pexxum HID + CCID

B 3moM pexunte 803MOXHA KaK HICMpOUka ycmpolicmed, max u nodcmaxoexa
naponel e gopmer 8800a u demomamudeckud 3anyck 6payaepa.

Cnot 1 OAHOPa30BLIil Naponk
Cnot 2 He MHUUMaNU3MpoBaH
Cnot 3 He MHULWANU3UPOBAH

lonxas UH@CQMGL(UH..,

O6HOBWTL
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PucyHok 21 - JaCarta WebPass Tool. [1aBHoe 0KkHO 1oc/1e yCTaHOBAEHMS APariBEPOB

B neBoit NaHenu oTo6paxaroTCs NOACOEAUHEHHDBIE K KOMMbIOTEPY 3NEKTPOHHbIE KITHOUM.

1.7

B HWXHeNM yacTu neBoi naHenn pacnonoxeHa kHornka <OB6HOBUTL> — AN OCYLLECTBEHUS NOBTOP-
HOrO NMOMCKa M OMPOCa NOALEPXKMBAEMbIX MEKTPOHHbIX K/touel (0OHOBAEHNS CNMCKA NOLK/IOYEH-

HbIX YCTPOMCTB).

B npaBon NaHeN OKHa OT06pa)Ka}OTC9I Bknagku. OnucaHue BKNagok npmMBeneHO B Tabnuue 6.

Tabnmya 6 - JaCarta WebPass Tool. [nasHoe okHo. Onvcarmne BKIa[oK

Bknaoka

Uupopmayus o mokeHe

oTP

STORAGE

5.2 OnwucaHune BKNaaoK

Onucarue

Ha 3701 BKnaake oTo6paxatoTcs obLume CBeAeHUs O BbIGPAHHOM 371EKTPOH-

HOM Kntoye. YTobbl 0TOOPa3nTb NoAPOOHbIe CBeAEHMS, HaxMuTe <<[lonHas

UHpopmaum> (MospobHee cM. "Bknaska [MHbopmMaums o TOKEHE")

Ha 370l BKnagke oTobpaXkatoTCs KHOMKKU onepawmii, BbINOJHSEMbIX B NPWUIO-
eHnun OTP, a Takxke MHTepdeic BbIBOpa OAHOMO M3 TpeX C/I0TOB 3NEKTPOH-
HOrO K/toYa C YKa3aHWeM XapaKTepucTuK BbiIBpaHHOro coTa

Ha 370l Bknagke oTobpaxaeTtcs nHtepdeic nepexona B EanHbi Knuent

JaCarta pna panoHenwen pabotsl ¢ npunoxenmem STORAGE

5.2.1 Bknagka [MHdopmauma o ToKeHel

Bknagka [MHbopMaums o TOKEHE] UMeeT cnenyowmin Bua:

JaCarta WebPass Tool 3

JaCarta WebPass Tool

O6HOBWTL

HazBanue

Homep mogenn
CepuiiHblit Homep
Mpunoxexna
O6nem namatu
CeoboaHo namaTu

Pexum

Cnotr 1
Cnot 2
Cnot 3

Muq:oopmauuaoroxeue] OTP  STORAGE

JaCarta WebPass
JC600

8428BFSB

OTP, STORAGE
63 Kb

31 KB (50%)

HID + CCID

B 3MoM pexume 803MOXHA KAk HaCmpolika ycmpoticmed, max u nodcmaxoexa
naponeli 8 opmer 8800a u demomamudeckud 3anyck 6payaepa.

OAHOPa30EbIii Naponk
He MHMUMANU3NPOBaH

He WHULWaNN3MpOoBaH

MonHas uHBOPMAUUS...

Pucyrok 22 - JaCarta WebPass Tool. Bknaaka [MH@opmaums o Tokere]

OnwucaHue oTobpaxaeMbix nonen Ha Bknaake [MHdopmaums o TokeHe] npuBeaeHo B Tabaumue 7.

Tabnuya 7 - JaCarta WebPass Tool. Bknagka [MH@opmaums o Tokere]. Onucanmne HacTpoek
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Mone Onucanue

HaszeaHue Ha3BaHue Mogenu BbiIOpaHHOIo 31EKTPOHHOTO KkoYa
Homep modenu Homep Mopenu BbiIGpaHHOrO 31EKTPOHHOMO KNHYa
CepuliHbiii Homep CepwiiHblit HOMep BbIGPaHHOIO 3NEKTPOHHOIO Kto4a

[/ CepwWiHbI HOMEP 3IEKTPOHHOTO K/IOYa YKa3blBAETCS TaKXKe Ha ero Kop-

nyce

lMpunoxeHus MpunoxeHus, yCTaHOBNEHHbIE Ha BbIOPAHHOM 3/1EKTPOHHOM KJlto4e

0O6vem namamu MonHbIM 06bEM NAaMATU BbIOPAHHOIO 3/1IEKTPOHHOTO Kiko4a

Ceo600H0 namamu O6bEM cBOOOAHOM NAaMATM BbIBPAHHOIO 3NEKTPOHHOTO KkoYa

Pexum Pexxum paboTbl 31€KTPOHHOTIO K/toYa

Ciom 1 MHpopMauusa 06 MHULManM3aumm cnota, Tune ciota U 610KMpoBaHUM CioTa
Ciom 2 MHpopMaumsa 06 MHULManM3aumm cnoTa, Tune ciota U 610KMpoBaHUM CloTa
Ciom 3 MHpopMaumsa 06 MHULManM3aumm cnoTa, Tune c1ota M 610KMpoBaHUK CIoTa

B HWxHeM NpaBoM yrny BKNaAKM pacrnonaraeTcs aneMeHT ynpasnenus <lMonHas uHdopmaums>,
HaXaT1e Ha KOTOPbI OTKPbIBAET OKHO C NOAPOBHbIMY CBEAEHUAMMU O BbIBPAHHOM 371EKTPOHHOM
kntoue (cm. PucyHok 23).

NMopapobuan uidopMaLms 0 TOKeHe x|

HazBaHue cuutbiBaTens Aladdin R.D. JC-WebPass (JC600) 0
Hazeanue JaCarta WebPass
Homep mogenu JC600
CepuiiHblit Homep 8428BF8B
Mpunoxenus OTP, STORAGE
O6vem namaTu 63 Kb
CeoboaHo namaTH 31 KB (509%)
Bepcusa npowMBKM 3.00.21

Jata npouzBoacTEa 2016.02.03
Pexxum HID + CCID

Koa nocnegHeit ownbku 0x00000000

Konuuecreo HaXkaTuii Ha KHONKy 48

Konuuecreo USB noaxnwouennii 66

Konupoeats 3aKpbiTh

PucyHok 23 - JaCarta WebPass Tool. OkHo [[ToapobHas nH@opmaums o TokeHe]

OnucaHune npepoctaBnsieMon MHdOpMaumm 06 3NeKTPOHHOM Kitoue npuBeaeHo B Tabauue 8.

Tabnuya 8 - JaCarta WebPass Tool. OkHo [[ToapobHas nH@opmaumns o tokeHe]. OmcaHne HacTpoek
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Ione

HaszeaHue cyumvieamens
HaszeaHue

Homep modenu
Cepulinblii Homep
lMpunoxeHus

O6vem namamu
Ceo600H0 namamu
Bepcus npowiusku
Jfama npouszsodcmea
Pexwum

Koo nocnedHeii owubku

Konuyecmeo Haxamuii Ha
KHONKY

Konuyecmeo USB nodknro-
YyeHuli

5.2.2 Bknagka [OTP]

Onucaxue
Ha3BaHue cunTbiBaTENS BbIOPAHHOrO 3IEKTPOHHOIO KNHOYa
Ha3BaHue BbIOPaHHOIO 3/1EKTPOHHOTO KHoYa

Homep Mopenu BbiIGpaHHOrO 31€KTPOHHOMO KNHYa

1.7

CepwiiHbIA HOMEpP MUKPOCXEMbI BbIDPAHHOIO 3/IEKTPOHHOMO KKYa

MpunoxeHus, yCTaHOBNEHHbIE HA BbIGPAHHOM 3/IEKTPOHHOM K/toue

O6bEM NamaTh BbIGPAHHOIO 3IEKTPOHHOMO KHYa

06bEM cBO6OLHOW NaMATH BbIGPAaHHOTO 3IEKTPOHHOTO KJ/ItoYa

Homep BepCcuM NpOLUMBKM BbIGPAHHOMO 3/1EKTPOHHOIO K/IHYa

[aTta npon3BoLCTBa BbIGPAHHOMO 3/1EKTPOHHOrO Kto4a
PexnM paboTbl BbIGPaHHOrO 31€KTPOHHOIO K/to4a

Kop, nocnegHel owmnbKM BbIGPAHHOrO 31EKTPOHHOIO Ko4a

KonnuectBo Haxatuii Ha KHOMKY BbIBPaHHOMO 3/1eKTPOHHOTO K/o4a

Konnuyecteo USB noakntoueHuin BbIGpaHHOMO 3/IEKTPOHHOIO KtoUa

Bknanka [OTP] umeeT Bua, NnpeacTaBneHHbIR HA PUCYHKE HUXe:
[acartawebpass ol

JaCarta WebPass Tool

O6HOBWTL

WHdpopmauns o TokeHe ‘ oTP ! STORAGE

Ma.qaun)“‘

=10l x|

Onepauunmn c NpUAOXeHNEM

EE,CMenm'b PIN-ko4a... Q WHnunanusnposats cnor... <’ OuuncTute caor...

Cnotel

@ 1: Oaropasoebiii naponk

02

B3

WcnonbzoBanue OpHOKpaTHOE HaxaTthe

Crartyc VIHUUManM3WpOBaH

Tun OAHOpa3oBeIil Naponk

Onucanue Vicnonk3yeTca Ana reHepauui 0AHOPasoBbIX nNaponei
HazBanue OTP_1

Anorputm RFC 4226 + HMAC-SHA1L (6 cuMBONOE)

Hanuuwue npedpukca  Ja

3HaueHue cueTumka 0

Pucyrok 24 - JaCarta WebPass Tool. Bknagka [OTP]

OnwucaHue oTobpaxaeMbix 3nemMeHTOB Ha Bknagke [OTP] npueaeHo B Tabauua 9.
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M B 3aBucmumocTtu ot Tvna Beibupaemoro cnota (OgHopasosbii naponb/MHTepHeT agpec/laponb) u
ero cratyca (MHuumanmsmpoBaH/He MHUMUMANM3MPOBAH), HEKOTOPbIE NOAS, ONMCAHHbIE B Tab-
nuue 9Tabnuua 9 mMoryT oTobpaxatbcs, iMbo He oTobpaxaTbcs Ha Bknagke [OTP].

Tabmya 9 - JaCarta WebPass Tool. Bknagka [OTP]. Onncanne Hactpoek

nemenm uHmepgelica OnucaHue
CermeHT Onepauuu ¢ npu- B cermeHTe pacnonoxeHsl TpU KHOMKMK:
JloxeHuem

Cmennts PIN-ko4...

l*b

| - ans cmeHbl PIN-kopa anekTpoH-
Horo kntoya (nogpobHee cm. noapasaen 7.2 Cmena PIN-koga
aAMMHUCTPATOpPa);

|Q WVHWUManusnpoearte CoT... |
= AN4a 3anyCcka MacTepa nHmnuma-

NN3aLMK C10Ta 3NIEKTPOHHOTIO Ktoya (nogpobHee cM. pasgen
7 MHnumanunsaums cnoTos);

o OuucTte cnor...
° = ANna OYMUCTKM 3a4aHHbIX Npn UHUL KA~

NIM3aLMKM HACTPOEK CNOTa 3M1eKTPOHHOrO Kkova (noapobHee cM.
pasgen 9. OuncTka cnoToB.)

CermeHT Cromel: B cermeHTe pacnonoxeHbl Tpu yek 6okca A1 Bbibopa 04HOr0 U3 Tpex cio-
ToB: 1, 2 unu 3.

Mocne BbIGOpa CI0Ta HUXKE OTOBPaxXaeTCss MHDOPMaLMS O ero xapakTepwm-
CTUKax
MNone Ucnonvzosearue Cnocob HaxaTusa Ha KHOMKY 3/IeKTPOHHOMO KNKYa 4SS UCNOMb30BaHMUS Bbl-
6paHHOro cnota:
e (Cnot N21 - opgHOKpaTHOE HaXaTue Ha KHOMKY;

e  (Cnot N22 - nBOIMHOE HaXaTune Ha KHOMKY;

e (Cnot N23 - pnuTenbHOe HaxaTue Ha KHOMKY (2-3 ceKyHabl).

Mone Cmamyc MHpopMaumsa 06 MHMLMaNM3aumMm BbIGpaHHOIO C10Ta UK ero 61o0KMpoBa-
HUK
Mone Tun Tun BbI6paHHOro cnota (OaHopa3oBbIi napons/MHTepHeT agpec/Maponb):

e  OAHOpPa30BbIi NApoOab — CNOT ANS reHepaumm 0L4HOPA30BbIX
naponeu;

e WHTepHeT agpec - CNoT 419 XxpaHeHus agpeca Web-pecypca;

e  [laposib — C/IOT 415 TeHEpaLMM U XpaHEHUS MHOTOPa30BOro
napons HaCTPauBaEMOr0 YPOBHS CIOKHOCTH

Mone Onucaxue OnwucaHve npeaHasHayeHus BbIGPAHHOMO C/10Ta

Mone HaseaHue Ha3BaHwue BbibpaHHOro cnota. Hanpumep, TMn cnota M Homep (MakCMMyM 32
CUMMBONA)

Mone Anzopumm ANroputM™ BblYMCIEHWUS OQHOPA30BOro Napons

[} MopnepxuBaeTca YeTbipe aNropuTMa reHepaLui 0fHOPasoBbix Naponeit
* (event -based anroputMmbl cornacHo RFC 4226)

Mone Hanu4ue npedukca CeepeHus o Hannumm npedukca B napone (da/Her)

Mone 3HayeHue cyemyuka Tekyluee 3HauYeHMe cYeTYMKa reHepauuii (umcno ot 0 go 23%)
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nemenm uHmepgelica OnucaHue

Mone Kpumepuu kayvecmea KpuTepun kayecTBa naponen, ykazaHHble Npu UHULMANU3ALMM CNOTA:
nhaponeu e [/MHa napons (KONMYecTBO CUMBONOB OT 4 A0 160);

e 1CMONb30BaTb B MAPO/e aHINUICKNE BYKBbI HUXHEro perncTpa
(na/Her);

®  1CNONb30BaTb B NApoJie aHIMICKME BYKBbI BEPXHErO perucrpa
(na/ner);

®  UCNonb30BaTb B naposne undpsbl (oa/Her);

®  KCNonb30BaTb B NMaposie CNeLcMMBONbI (Oa/HET)

5.2.3 Brnagka [STORAGE]

Ha 371ekTpoHHBbIX Kto4ax JaCarta WebPass cylecrByer BO3MOXHOCTb XpPaHEHHUS K/TH0YEBbIX
KoHTENHEPOB rporpammHbix CK3U (Kpunrollpo CSP u np.). lTpmunoxerne STORAGE a8i19ercs
AOMOJIHUTESIbHBIM MPUIIOXKEHNEM. L1 pabOThI € 31EKTPOHHBIMM Krodamu JaCarta WebPass
nepexoants Ha BkAaaky STORAGE He 0653are/ibHo.

Bknanka [STORAGE] nmeet Bua, npeactaBneHHbIn Ha pucyHke 25.

Ha Bknanke [STORAGE] pacnonoxeHa kHonka <OTkpbiTb EanHbIn KnuenT JaCarta>, npu HaxaTum
Ha KoTopyto 3anyckaetcst Eannbin Knuent JaCarta, nocne 4ero MOXHO BbINOIHUTb CneaytLme one-
pauuu:

e (CmeHuTb PIN-KkoA nonb3oBarens;

e  CmeHuTb PIN-KOA aAMUHMCTPATOPA;

e Pasbnokupoeatb PIN-kog nonb3oBatens;
e MHMUMANU3MPOBATb 3NEKTPOHHbIN KIHOY;

e BbinonHMTL onepauuu c 06bEKTAMU, XPAHALLMMUCS B MAMSATU 3NEKTPOHHOIO K/toua (MpocMoTp
COAEepXMMOro 06bekTa, UMMNOPT, SKCMOPT U yaaneHne obbekTa).
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JaCarta WebPass Tool AnaAA: un)"‘

Whpopmauua o Tokee  OTP ’STORAGE‘

[ns paboTbl C NpuaoXeHnem oTkpoiiTe EanHbiii KnveHT
JaCarta

OTKpbITb EAVHBIA KnneHT JaCarta

O6HOBWTBL

Pucyrok 25 - JaCarta WebPass Tool. Bknaaka [STORAGE]

MNMoppobHoe onucanune onepauuii B MNpunoxeHnn STORAGE cM. B nokymeHTe [EanHbI KnveHTt
JaCarta. PykosoactBo agMuHuctpatopa - JaCarta_UnifiedClient_2.12_AdminGuide].

MoopobHoe onucaHue onepaunii C 06beKTAMM, XPAHAWMMMCS B NAMSITU SNEKTPOHHOIO K1KOYa CM. B
nokymenTe [EanHbii Knuent JaCarta. PykoBoAacTBO nonb3osartens -
JaCarta_UnifiedClient_2.12_UserGuide].

5.3 Onepauuu, BbiNoSHAEMble B NpuioxkeHun OTP

5.3.1 (CmeHa PIN-Ko4a agMUHUCTPATOPA

Ina cmeHbl PIN-koga Heobxoanmo nepeiti Ha BkAaaky [OTP] u HaxaTb KHOMKY

[’% Cmenuts PIN-koa...
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1.7

B nosBuBweMcs okHe (cM. PucyHok 26) BBeguTe Tekywuii PIN-kop agMuHMCTpaTopa, nocne vyero
BBeauTe HOoBbI PIN-KOA aAMUHUCTPaTOpa 1 NOATBEPAUTE €ro eLle pas, 3aTeM HaXMUTE KHOMKY

<CMEHUTBL>.

Cmena PIN-kona i

Beegute Tekywmii PIN-kog

x|

BIAE: i) $i s B S
PiIN-x00 He roxem Bbimb nycmbita.

Beeante Hoebi PIN-kog

|

)

PIN-x0d =

m

(%)

m Sbimb NYCmMbiti.

Moareepxaerne PIN-koaa

|

CMEeHUTh I OTmeHa

PucyHok 26 - JaCarta WebPass Tool. Bknaaka [OTP]. OkHo [CmeHa PIN-koga]

5.3.2 VHuumanmsauma cioToB

Mpouecc MHMUMaNM3aLmMm CNOTOB Pa3IMYAETCs B 3aBUCUMOCTH OT nx Tvna (OAHOPa3oBbIi na-
ponb/VHTepHeT agpec/laponsb).

MHULManu3zaumio c107a JO/IKEH MPOon3BOAUTL aaMUHNCTPATOP. B NpoLecce MHULMAIN3aLmm

C/107a MPpEAbIAYLUNE 3HAYEHUA 1aPpaMETPOB C/10Ta (E’Cﬂl/I OHU paHee Obl/1M 33TUCaHb! B C/7077

YOANIA0TCA /!

5.3.2.1 WHuymanusauyma cnota [OgHOpa3oBbIn Naponbl

[ng vumumanusauum cnota TMna <O,D,H0pa3OBblf;1 naposib> BbINONHUTE Cneayolmne LencTeums:

1. Ha Bknagke [OTP] Bbibepute cnoT, KOTOPbIA HEO6XOAMMO UHULMANM3UPOBATD;

2. HaxmuTte KHOMKY

3A0 "Anapaund P07, 1995-2019 1.
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3. B okHe [MacTtep nHuumanusaumu cnota (1)] B Bbinagatowem cnucke [Tun cnota] Boibepute:
<0OpHopa30BbIi Naponb>.

Macrep unnymanusaym cnora (1) i 5]

I'Iapame'rpu WHUYnanamsauymm
YcTaHOBWUTE NapaMeTpbl MHULNANN33LUN CNOTa

Tun cnota ‘ OaHopazosbiil napons v ‘

Haseanue cnota ‘ ‘

Mapametper

Anroputm l RFC 4226 + HMAC-SHAL (6 cumeonos) v ‘
Mpedukc l ‘ S/N

AsTomMatnyeckan FEHEPALNA BEKTOPE MHULUWNANAN3aUMN

BexTop unnumanusayumn ’ ‘

3HaYEHNE CHETHNKE ‘0 ‘

[0 Coxpanurs napamerper nhiuanusaumm

PucyHok 27 - JaCarta WebPass Tool. OkHo [Macrep nunuynamszauyms crora (1)]. Beibop mna crora

4. B none [HasBaHue cnota] BBeamTe Ha3BaHwue (Hanpumep: OTP_1 unu noboii gpyroi.

Macrep unymanusaym cnora (1) 5]

I'Iapame'rpbl VMHUUYnanmsaymm
YCTaHOBUTE NapaMETPLI MHNLMANN3ALMK CNOT2

Tun cnota ‘ OaHopazosbiil napons v ‘

Hazeanue cnota ‘ OTP_for_GMAIL ‘

Mapametper

Anroputm l RFC 4226 + HMAC-SHAL (6 cumeonos) v ‘
Mpedukc |84288F28 | s/N

AsTomMaTuyeckan FEHEPALNA BEKTOPA MHNLUWANU3aUMK

Bektop uHMymanusaummn ’ ‘

3Ha4eHue cHeTUMKa [0 ‘

CoxpaHuTe NapaMeTpbl MHWLNANN3aLUM

[anee > OTMeHa

PucyHok 28 - JaCarta WebPass Tool. OkHo [Macrep nHnynamsauyms ciora (1)]. 3agaHme Ha3saHus ciora

5. B none [Anroputm] 13 BbiNagatoLLero cnmMcka BoibepuTe anroputM BblYMCNEHUS O4HOPA30BOro
napons:

RFC 4226 + HMAC-SHA-1, pniMHa ogHOpasoBoro napons = 6 CMMBOJIOB;

RFC 4226 + HMAC-SHA-256, nnvHa ogHOpa3oBoro napons = 6 CMMBOJIOB;

RFC 4226 + HMAC-SHA-256, ninnHa ogHOpa3oBoro napons = 7 CMMBONOB;

RFC 4226 + HMAC-SHA-256, nnuHa ogHOpa3oBoro napons = 8 CMMBONOB;
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6. B none [lpedukc] npu HeobxoamMmocTu BBECTM NpeduKC - BBeauTe ero 1mbo ocTaBbTe none
nyCTbIM;

Ha atane nHuuManusaumm cylectsyeT BOSMOXHOCTb 334aTb LOMNONHUTENIbHOE NOCTOSIHHOE 3Have-
Hue (npeduKc), KoTopoe ByaeT aBTOMATUYECKM NOACTABAATLCS Nepes 3Ha4YeHMEeM OLHOPA30BOro
napons. Takum 06pa3oM, UTOrOBOe 3Ha4YeHWe NOACTaBASEMOro napons byaeT cogepxaTb 6onbLue
CMMBOJIOB, YEM 3HauyeHue CoBCTBEHHO 0fHOPa3oBoro napond. nvHa npedpukca He 6onee 32-x
CMMBOJIOB.

S/N
Mpu HaXaTUK Ha KHOMKY 8 none [[Mpedukc] aBTOMaTUUECKK BCTABASETCA CEPUIMHBIA HOMEDP

SJIEKTPOHHOIO KJ/Ko4a.

7. Bbibepute onumio <ABTOMaTMyeckasi reHepaums BEKTOpa MHULMANM3aLMN> UM BBEAUTE MO-
cneposatenbHocTb 13 20 cumBonoB B none [BekTop uHmumnanmsauuul;

8. B none [3HaueHue cyeTumka] BBEAMTE 3HAUYEHME CUETUMKA FeHepaLnii;

9. Bbibepute onumto <CoxpaHUTb NapaMeTpbl MHULMANM3ALMUK> (€C/IM HEOHXOAUMO COXPAHUTD
HaCTPOMKM MHULMANM3ALMM ONS NOCNEefYOWMUX UHALMANU3ALMUIA APYrMX CNOTOB);

MpumMeuaHne — CylecTBYET BO3MOXKHOCTb COXPaHUTb BBEAEHHbIE MAapaMeTPbl MHULMANMU3ZALMMY,
yTOGbI B C/Ty4ae MNOBTOPHOW MHMLMANM3ALMM STOFO C1I0Ta C TAKMMU KE NapaMeTpaMu He BBOAUTb
MX NMOBTOPHO.

10. Haxmure <[lanee> u B nosisuswemcs okHe (cM. PucyHok 29) Beibepute dopmat KoHdUrypaum-
OHHoro daina: SAM/IMS/IAS;

[ns pernctpaumm anektpoHHoro Kntoya JaCarta WebPass B cuctemax SAM/IMS/IAS ytunuta JaC-
arta WebPass Tool no3sonsiet co3paBatb KOHGUIypaLMOHHbIM dain ¢ MHGopMaLuuen o pesynbra-
TaxX MHULMANM3aLMM CNoTa HA AAHHOM 3N1eKTPOHHOM Kntove. KoHdurypaumoHHbii dain npeacras-
nset cobon dann ¢ pacwmpenmem *xml / *.dat u ucnonbsyetca Ans nofaepku paboTbl INEKTPOH-
Horo kntoya B cuctemax SAM/IMS/IAS.
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11. Haxmure kHonky <O630p> 1 BbIbepuTe MECTO COXPaHEHUS KOHDUIYpaUMoHHoro daina, ecim
daiin He cyllecTByeT, TO BBeAUTE UM daiina u Haxmute <CoXpaHUTb>.

x
CoxpaHeHue ¢aiina KoHpurypaumm

BuiGepute ¢aiin, & KoTopbiii ByayT COXpaHEHb! PE3YNbTaTbl MHULMANW3ALWN CNOT3, ANA
NOCNEAYHOLLETO UMMOPTa B CUCTEMY YNPABAEHNS TOKEHAMMU

Bbibpate popmar daiina [ SAM v I

Wmsa daiina [ C:\WebPass_8428BF8B.dat |

< Hazap JOanee > OTtmeHa

PucyHok 29 - JaCarta WebPass Tool. OkHo [Macrep nunuymnamzaums ciora (1)]. CoxpaHeHns ganna KoHguryparm

12. Ecnn KOHGUIrypauMOoHHbIi dain co3naBaTb M COXPaHSATb He TpebyeTcs, TO NOCTaBbTe raNoyuky
<MponycTuTb 3Ty CTPaHULY>.

13. Haxmute <[lanee>.

14. B nosBmBWeMcs okHe (cM. PucyHok 30) Beeaute PIN-koa agMuMHUCTpaTopa B OLLHOMMEHHOM
nose, NoC/e Yero HaXKMMUTE KHOMKY <BbINMONHUTL>.

Macrep wHnymanusam cnora (1)

x|
Beegute PIN-kog

Beegute PIN-k0j Ans npoBeaeHna MHULMaAN3aLumn

PIN-kog

e00000000e ‘ #

< Hazag BbinosHUTL OTMmeHa

PucyHok 30 - JaCarta WebPass Tool. OkHo [Macrep numynamzaums crora (1)]. Beoa PIN-koza
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15.  Jlns nepexopa B mManky € COXpPaHEHHbIM KOH(UIYpauMOHHbIM PaiioM NoCTaBbTe ranoyky <Bbi-
6patb painbl npu noMoluM nporpammsl MpoBoaHuk> (cM. PucyHok 31). B TakoM cnydae, nocne
HaXaTust KHOMKK <3aBepLunTb> ByaeT OTKpbITa Nanka C COXPaHEHHbIM KOHMUIYPaLMOHHbBIM
dannom.

Macrep unnymanusaym cnora (1) i 5]

WHunumanusauums
MHML\MBIWBBLLMR CN0Ta 33BEPLUEHA. CMOTPMTE OTYET O BbINOCAHEHNMN...

WHuuwmanusawia cnoTa 1 kak 'OaHopasossiii napons'

CoxpaHeHue NapaMeTpos MHULMANM3aLWAM CnoTa 1...

CoxpaHeHue KoHdurypawmoHHoro daitna ana cnota 18 C:\WebPass_8428BF8B.dat ...
VHULMaNM3aLMa CRoTa YCNewWwHo 3aBeplieHa.

CLLLLLLLLL LT LT L L LT LT LT LT

D BbiBpats daiinbl npu nomoLum nporpammel MposogHuk

< Hazag 3aBeplinTb

PucyHok 31 - JaCarta WebPass Tool. OkHo [Macrep nunuynamzauyms crnora (1)]. lpouecc nHmumannaymm

16. lMocne oKOHYaHUS NpoLLecca MHULMANM3ALUMM HAXKMUTE <3aBEPLLUTL>.
5.3.2.2 WHuumanusauma cnota [MHTepHeT agpec]

[na nanumanusaumm cnota tuna <MHTepHeT aapec> BbINONHUTE Cleaylolue 0eUCTBUA:

1. Ha Bknagke [OTP] Bbibepute cnoT, KOTOPbIA HEOHXOAMMO MHULMANU3UPOBATD;

|Q MHWuManmsmpoeate cnoT...
2. HaxmuTe KHOMKy ;

3. B nossuBLlIEeMcs okHe:
— B none [Tun cnota] Bboibepute <MHTepHET agpec> (CM. PUCYHOK 32) ;
— B none [Ha3BaHue cnota] BBeauTe HasaHue, Hanpumep: URL_1 (cm. pucyHok 33);
— B none [OnepaunoHHas cuctema] Boibepute TMN onepaumnoHHoii cuctembl: Windows/Mac OS/Linux;

— B none [MIHTepHeT aapec] BBeaMTe agpec MHTEPHET pecypca, Ha KOTopbIv ByaeT ocyLlecTBeH nepe-
XOZ, NPU HAXaTUM Ha KHOMKY 3NEKTPOHHOTO Ktoua (Hanpumep: http;//gmail.ru );

Brumarne! IHTepHeT aapec A0/KeH HAYMHaTbCA € httpyy/ wiam ¢ httpsy). YTobbi nposeputs
BO3MOXHOCTb 1EPEXOAA 110 YKAZAHHOMY 3APECY HAKXMUTE KHOIMKY <OTKPbITb MHTEPHET aAPEc>

—  Bblbepute onumio <CoxpaHUTb NapaMeTpbl MHULMANM3ALMK>, ECIM HEOBXOAMMO COXPAHMUTD
HaCTPOMKM MHULMANU3ALMM ANS MOCNEAYIOWMX UHULMANKM3ALUMIA JAaHHOTO C1oTa.
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Macrep uHnymanusaym cnora (2) 5]

I'Iapalwe'rphl UWHMUanmsaumm

Ycranosute NapamMeTpbl MHUUWaNN3Iaynn cnota

Tun cnota | WHTepHer agpec v ‘

Haseanue cnota | ‘

Mapametper

OnepauunoHHas cuctema \ Windows v l

WHrepher agpec \

Urimeprem adpec He moxem Gbimb nycmbind.

OTKpbITb MHTEPHET aApec

D CoxpaHma NapamMmeTpbl MHUUWaNU3Iauumn

lanee > OTmeHa

Pucyrok 32 - JaCarta WebPass Tool. OkHo [Macrep numnuymannsaums ciora (2)]. Beibop tmra crora

Macrep nHnymanusaLm cnora (2) 5]

I'Iapamerphl WHMUanmsaumm

YcTaHOBUTE NapamMeTpbl MHNLMANN3LMK CNOTE

Tun cnota | WHTepHer agpec v ‘

HazeaHwe cnota | URL_GMAIL ‘

Mapametper
OnepaumnoHHas cuctema \ Windows v ’
WHTepHer agpec \ http://gmail.ru l

OTKpbITb MHTEPHET agpec

[0 Coxpanurs napamerper nhnumanusaumm

lOanee > OTmeHa

Pucyrok 33 - JaCarta WebPass Tool. OkHo [Mactep nHnymnannsauma ciora (2)]. [lapamerpsr nHuuymannsaumm
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4. Haxmute <[anee>. B nossuelueMcs okHe BBeauTe PIN-Ko4 agMUHKUCTPATOPa B OAHOMMEHHOE

none, noCne 4Yero HaAXXKMUTE KHOMKY <BbINOAHUTL>.

Macrep unnymanusaym cnora (2) é]

Beegute PIN-kog

Beegute PIN-kog Ans nposegenna uHULMannsauum

PIN-kog

0000000000 ‘ #

< Hazapg BbINnOAHUTL OTmeHa

PucyHok 34 - JaCarta WebPass Tool. OkHo [Macrep nunynammsauyms ciora (2)]. Beog PIN-koga

5. B nosBMBLIEMCS OKHE HAXXMUTE KHOMKY <3aBepLinTb>.

Macrep unymanusaym cnora (2) j 1]

WNunumanmsayusa
MHMHHEAMSEMMR CNOTa 33BEPLUEHA. CMOTpMTe OTHET O BbINO/IHEHNMN...

WHUWanusaua cnoTa 2 kak 'MHTepHeT aapec
VHULMaNN3aLMS CNOTa YCreWwHo 3aBeplueHa.

L CL LT L LT L LL LT LT LT LT

3aBeplinTb

PucyHok 35 - JaCarta WebPass Tool. OkHo [Macrep nrnynamszaums crora (2)]. lpouecc nHnymannsauymm

5.3.2.3 WHuymnanusauyma cnota [Maponb]

[ng umumanusauum cnota Tmna <I'Iaponb> BblNONHUTE Cneayouwme nencTems:

1. Ha sknagke [OTP] Bbibepute cnoT, KOTOpbIM HEO6XOAMMO UHULMANU3NPOBATD;

|Q MHMLLHBI]MZHDCBBT!: CNnoT...
2. HaxmuTe KHOMKy ;
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3. B nosBuBWEMCSH OKHE:
— B none [Tun cnota)] BbibepuTe 3HauyeHune <Maponb> (CM. pUCYHOK 36);
— B none [Ha3BaHue cnota] BBeauTe Ha3BaHue, Hanpumep: PASS_1 (cm. pucyHok 37);
X

I'Iapame'rpbl VMHUUnanmsaymm

Ycranosute NapamMeTpbl MHUUWaNUIaymmn cnota

Tun cnota ‘ Mapons v ‘

Hassanue cnota ‘ ‘

Mapametpbl

=
k4
a
a
@
=]
o
=
E
S
<«

Wcnonbsosate ManeHbkue Gykebl
Wcnonesosate Gonblume Gykes!
Wcnonbsosats undpbi

Wcnonezoeate CNEUNaNbHbIE CUMBObI

OKRRK

JoBasuTe koa knaeuwm Enter k naponto npu Haxatum

D CoxpaHmb NapamMmeTpbl MHUUWaNU3Iayumn

Oanee > OTmeHa

Pucyrok 36 - JaCarta WebPass Tool. OkHo [Macrep nHmnumannsaums ciora (3)]. Beibop tmna crora

Macrep unnypanusaipm cnora (3) 3 x|

I'Iapame'rphl VMHUUnanmsaymm
YCTaHOBUTE N3paMETPLI MHNLMAAN33LMK CNOTE

Tun cnota ‘ Mapone v ‘

Haseanue cnota ‘ PASS_1 ‘

Wcnonezosate ManeHskue Gykebi
Wcnonezosate Gonblume Gykes!
Wcnonezosate undpel

Wcnonezoeate CNEUNaNbHbIE CUMBObI

OKRERE

[JoBasuTe koa knaeuwwm Enter k naponto npu Haxatum

COXpaHMTb NapamMeTpbl UHUUUANN3aUUKn

PucyHok 37 - JaCarta WebPass Tool. OkHo [Macrep nunynamzaums ciora (3)]. Hazsanme ciora

HaCTponTe NnapaMeTpbl Ka4eCcTBa MHOropa3oBoro napona:

—  YCTaHOBWUTE HEOBXOAUMYH ANMHY Napons;

—  BblbepuTe (ecnm HeobxoaMMO UCNONb30BaTh B Mapone) onuuio <Mcnonb3oBaTbh ManeHbkue HGYKBbI>;
—  BblbepuTe (ecn HeobxoaUMO UCNONb30BaTh B Napone) onuuto <Mcnonb3oBaTh H6onbLine BykBbI>;

—  Bblbepute (ecnm HeobXxo0aMMO UCNONL30BaTh B Mapose) onuuio <Mcnonb3oBaTb LUPPLI>;
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—  BblbepuTe (ecnm HeobX0AMMO MCNONL30BaTb B Maposie) onumio <Mcnonb3oBaTh CNeumanbHble CUM-
BOJbI>;

—  BblbepuTe (ecnn HeobxoanMo) onuumio <Jo6aBUTb KOA KNaBUWK Enter kK Naponio npu HaxaTum>.

—  Bbibepute onumio <CoxpaHuTb NapamMeTpbl MHULMANMU3aLMKU> (ecnm HeobX0aMMO COXPaHUTb
HaCTPOMKMU MHULIMANM3ALMM ANS NOCAeAYOWUX MHULMANU3ALMIA APYrMX COTOB);

4. Haxmwute <[lanee> u B nossuswemcs okHe Beeaute PIN-kog B 0OHOMMEHHOM Mnone (4oMNoNHK-
TenbHylo nHdopmaumio cm. B pasgene 7 PIN-koa), nocne yero HaxxmMmTe KHOMKY <BbImonHUTL>.

x|
Beegute PIN-kog

Beegute PIN-Kkog aAna NnpoBeAeHNs MHULNAAU3aLUN

PIN-kog

|45

BbINoAHUTL OTmeHa

PucyHok 38 - JaCarta WebPass Tool. OkHo [Macrep numnynamsaums ciora (3)]. Beoa PIN-koza

5. ByaeT BbINOAHATLCSA NPOLIECC UHULMANMU3aLUMK cnoTa. 1o 3aBepLIeHMM HAXMUTE KHOMKY <3a-
BEPLINTL>.

Macrep nHnymanusalm cnora (3) N 5]

WHnumanmsayusa

MHMLIMEI'MSEU,VIR CN0Ta 33BEPLUEHA. CMOTPMTE OTHET O EbINO/IHEHUMN...

Wruumanusaums cnota 3 kak Tapons'
WHUWMaNN3auMa CNoTa YCNelwHo 3aBeplieHa.

3aBeplinTb

Pucyrok 39 - JaCarta WebPass Tool. OkHo [Mactep nrmnuymnannsauma ciora (3)]. lpouecc nHnymnammsanmm
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5.3.3 OuncTKa cnoTos

[ng 04nCTKM CnoTa BbINOAHUTE CneayoLme AenCTBUS:

1. Ha sknagke [OTP] Bbibepute cnoT, KOTOPbIA HEO6XOLMMO OYMCTUTD;

(’w

2. HaxmuTe KHOMKy

’

3. B nosBuBliemcs okHe BBeguTe PIN-koa (nononHuTenbHyto nHpopmauumio cM. B pasgene 7 PIN-
Kog), 3aTeM HaxMuTe KHOMKY <OUncTuTh>:

Ouncrurb cnot (2) x|

Brumarue! 3vaverus scex napamempos cioma 2: MismepHem adpec

6ydym ydanerei.

PIN-kog

PIN-x008 He soxem 6bimb nycmbisd.

Pucyrok 40 - JaCarta WebPass Tool. Ok+o [O4uctuts cioT]

4. B nossuBleMcst okHe HaxmuTe <OK> ons 3aBeplueHums:

OuncTurb cnot (2) ll

OuncTia cnoTa 3aeepLueHa ycnewHo, Jna pabotel co cnotom Heobxoguma

Ero MHUYmanusayna.

PucyHok 41 - JaCarta WebPass Tool. IHgopmaumnoHHoe cooblyerme nocie npoLecca 0Y4CcTku c1ota
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6. MNopAaoK paboTbl C 3NeKTPOHHbIMKU KatodamMn JaCarta WebPass

6.1

Mepen ncnonb3oBaHWEM 31eKTPOHHOrO katoya JaCarta WebPass HeobxoauMMo 3aperucTpmMpoBatb
€ro Ha cepBepe ayTeHTUdUKaummn (Hanpumep, JaCarta Authentication Server) u/unm B cuctemax
YNPaB/IEHUS KM3HEHHbBIM LMKIOM 3N1EKTPOHHbIX Ktouen (Takux, kak JaCarta Management System,
Token Management System, SafeNet Authentication Manager).

Peructpauma aneKkTpoHHoro kntoya JaCarta WebPass

Peruc TPaLNA /IEKTPOHHOIMO K/1F04a BbINOJ/THAETCA aAMUHUCTPATOPOM CEPBEPA a)/TE'HTM(,bMKaUMM
Wi CUCTEMBbI YITPaB/IEHNSA XXUIHEHHbIM LUNK/IOM 3/1€EKTPDOHHbIX Koyes,

[nsa pernctpauun anekTpoHHoro kntoya JaCarta WebPass B cuctemax SAM/IMS/JAS ytunuta JaC-
arta WebPass Tool no3sonsiet cospaBatb KOHOUIYpaLMOHHbIM dain ¢ MHPopMaumen o pesynbTa-
TaxX MHMLMANM3ALMM CNOTA HA LAHHOM 31EKTPOHHOM Kitove. KoHdurypaumoHHbin dann npeacras-
nset cobon dann ¢ pacwmpeHmem *.xml / *.dat u ucnonbayetca ans noanep>Kku paboTbl TOKEHA B
cuctemax SAM/IMS/IAS.

UT06bI 3aperncTpMpoBaTh 3NeKTPOHHbIN KntoY JaCarta WebPass, agMUHUCTpATOp AO/MKEH BbINOA-
HWUTb Cnepylolme fenCTBUS:

1. Moaknountb USB-TOKEH K KOMNbIOTEPY.
2. 3anyctutb yTuamty JaCarta WebPass Tool.

3. CreHepupoBatb dain ¢ pacwmpenunem *.xml / *.dat c nomowwbto ytunutel JaCarta WebPass
Tool.

leHepaumsa darna ¢ pacwupeHmem *.xml / *.dat ¢ nomouwwbto ytnunutel JaCarta WebPass Tool ocy-
LLeCTBNSETCS TONbKO B NMpOLLecce MHMLUManu3aumm cnota tuna <OgHopa3oBbIi naponb> (noapob-
Hee cM. MHuumManusaums cnota ).

4. 3arpy3uTb Ha cepBep ayTEHTUDMKALMM UK B CUCTEMY YPABNEHUS KUIHEHHBIM LIMKIOM 3/1eK-
TPOHHbIX K/tOYeN (nanee no TeKCTy — cepBep/CUCTEMA) NOYYEHHbIW Galin C pacluMpeHnem
*xml/*.dat.

5. Ha cepBepe/B cucTteMe BbINOAHWUTL perMcTpaumio TOKeHa C MOMOLLbK 3KcnopTa ¢avna ¢ pac-
wupeHuneM *.xml / *.dat cornacHo LOKYMEHTALMM HA CEpBEpP/CUCTEMY.

6. Tocne pernctpaunn USB-TokeHa Ha cepBepe/B cucteme USB-TOKeH MOXET ObITb BblAaH NOSb-
30BaTeNo 419 UCMONb30BAHMS.

Mocne perncrpaunm USB-TokeHa Ha cepBepe/B cucTeMe, B Clydyae HEOHBX0AMMOCTU BCE CNIOThI
USB-TokeHa MOryT ObITb MHULMANM3MPOBaHbl HEOLHOKPATHOE KOIMYECTBO pas. [ocne noBTOPHOW
MHULMANM3aLMK CNOTOB NPOXoaMTh npouenypy pernctpaumm USB-TokeHa Ha cepBepe/B cucteme
He TpebyeTcs.

6.2 Wcnonb3oBaHue 3neKTpoHHOro Kntoda JaCarta WebPass

dnekTpoHHbIM Koy JaCarta WebPass MoXeT Mcnosib30BaTbCs B 0ObIX YCTPOMCTBAX, UMEIOLLMX
noptbl USB Type A Female 1 nogaepxusatowmx paboty ¢ USB knaBnatypamu.

[ng xpaHeHus nHdopMaLnm B 3NeKTpoHHOM Kntove JaCarta WebPass ncnonb3syoTcs Tpyu He3aBUCK-
MbiIx cnoTa. Kaxablin cnoT umeeT CBOM HoMep:

e cnot Ne1;
e cnot N22;

e cnot N23.
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6.2.1

6.2.2

Kaxabin n3 TPEX CNOTOB 3N1IEKTPOHHOI0O KNKoYa MOXeT ObITb HaCTPOEH, Kak OAUH U3 cneaywmx Tmn-
noB CNOTOB:

e Tun cnota <OQHOPA30BbIM Napob>: COAEPXKMT OAHOPA30BbLIM NAPOJib, FEHEPUPYEMBIN MO 3a-
AAHHOMY NPWU MHULMANU3ALUM aNTOPUTMY;

® TUN CNOTa <I'Iaponb>: coaoepXxut MHOFOpaBOBbIVI naponb, FEHepMpyeMbIVI B COOTBETCTBUMU C 3a-
OaHHbIMU NPpU UHUUMANN3AUNUN KPUTEPUAMUM KaYeCTBa,

e Tun cnota <MNHTepHeT agpec>: copepxut URL-agpec 3awmwéHHOro pecypca.

Paznuuatot Tpu cnocoba HaxaTuns KHOMKK, PaCNoNoXEHHOM Ha Kopnyce 3i1eKTPOHHOro kitoya JaC-
arta WebPass:

e OJMHapHOe HaxaTue (KpaTKOBPEMEHHOE HaxaTue He bonee 1 cekyHAbl) — UCNONb3YeTCs Ans
noNfy4YeHus faHHbIX U3 cnoTa N2l;

e  [BOMHOE HaxaTue (aHas0rMYHO ABOMHOMY LLENYKY MbILUKU) — UCMONb3YETCS ANS NONYYEHUS
OaHHbIX M3 cnoTa N22;

e  [/IMTE/IbHOE HaXaTue (HaxaTue U yaepXKaHWe B HAXXaTOM COCTOSIHUM B TeUYeHue 2-3 cekyH) —
MCNONb3yeTCs ANS NONYyYEHUN OaHHbIX U3 cnoTta N23.

[nga Toro, 4tobbl NONb30BaTLCS 3NEKTPOHHBIM KtoyoM JaCarta WebPass He06x0aMMO 3HaTb Kakow
TUM C/10TA UMEET KaXAbli U3 TPEX C/IOTOB M KAKOM CNOCO6 HaxaTust MCMOMb3YyeTCs AN8 KaXK4oro Ho-
Mepa cnoTa. TakuMm 0b6pas3om, Heobxoanmo 3HaTb cootBeTcTBMe: Necnota — Tun cnota — Cnocob
HaxaTtus.

ABTOMAaTUYeCKaA No4CTaHOBKAE 04HOPa30B0Oro NaposnA

[ng noacTtaHOBKM creHepupoBaHHOro ¢ nomolbto JaCarta WebPass oaHopasoBoro napons B
3KpaHHy GOpPMY BbINONHUTE CNeayoLme LeiCTBUS:

1. TMoakniounte USB-TOKEH K KOMMbIOTEPY.
2. TllopoxnawuTe, NoKa cBeTOBOM MHAMKATOp Ha USB-TokeHe cTaHeT ropeTb HenpepbiBHO.
3. TepemecTute Kypcop B nosie BBOAA OLHOPA30BOro Naposs.
Yb6enurecy B TOM, YTO BK/IIOYEHA aHITIMICKAA PACKAAKE KAABUATYPbI. B NPOTUBHOM C/1y4Yae

naposie 6yAeT BBEAEH C MCIT0/Ib30BAHNEM CHMBOJIOB KUPHTMLIBI (DYCCKOTO agaBuTa).

4. HaxmuTe KHONKY Ha Kopnyce 3nekTpoHHoro kntya JaCarta WebPass cnocobom, cooTBeTcTBY-
IOLLMM HOMepY cnoTa, ¢ TMNoM <OAHOpa30BbIN Naponb>.

ABTOMAaTMYECKaA NOACTAHOBKA MHOropa3oBoro naposA

[N nofcTaHOBKM CreHepupoBaHHOro ¢ nomolubio JaCarta WebPass MHoropasoBoro napons B
3KpaHHylo hopMy BbINOHWTE CNeayoWme 4eACTBUS:

1. Mopkniounte USB-ToKeH K KOMMbIOTEPY.
2. TopoxauTe, NOKa CBETOBOM MHAMKATOP HA USB-ToKeHe CTaHeT ropeTb HENpepbIBHO.
3. lepemecTute Kypcop B nosie BBOAA MHOrOPa3oBOro Napons.
Ybeautecs B TOM, 4TO BK/IKOYEHA HITIMICKAS PACKAGAKA KAaBUATYPbl. B npoTuBHOM Ciiy4ae

1aposib 6yAeT BBEAEH C UC10b30BaAHNEM CHMBOJIOB KUPHUAIULbI (PYCCKOro aa@asura).

MporpaMMHoe obecneyeHne oS aBTOMATUYECKOM CMEHbI Packiagku kKnaBuatypbl (Hanpumep,
Punto Switcher) MoxeT U3MeHSATb andaBUTHbIE CMMBOJIbI NOACTABASEMOro napons. Yéeautecs B
TOM, UTO andaBUTHbIE CUMBOJIbI, COAEPXKALLMECA B Napose, BBEAEHbI B aHIMICKOM packnaake.
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4. HaxmuTe KHOMKY Ha Kopnyce 3n1eKTpoHHoro kntova JaCarta WebPass cnocobom, cooTBeTCTBY-
lOLLLMM HOMEpY CN10Ta, C TUNoM <Maponb>.

6.2.3 [epexoa Ha Web-CTpaHuLy 33LUMLLIEHHOrO pecypca
UT06bI OTKPbITH CTPAHULY 3aWMLLEHHOIO pecypca, URL-agpec KOTOpOro XpaHUTCs B NaMsATH 31ek-
TpoHHoro kntoua JaCarta WebPass, BbinonHuTe cnepyowme feicTBus:
1. TNMogkntounte USB-TOKEH K KOMNbIOTEPY.

2. [lopoxpuTte, NOKa CBETOBOM MHAMKATOP HAa USB-TOKeHe CTaHeT ropeTb HeMpepbIBHO.

3. Haxmure kHonKy Ha kopnyce TokeHa JaCarta WebPass cnoco6oMm, COOTBETCTBYHOLLMM HOMEpPY
CNnoTa, € TMNoM <MHTepHeT agpec>.

Ha akpaHe oTob6pa3untcs okHO HBpaysepa no ymonyanuto. Ecnu 6paysep yxe Obin 3anyLueH, To no-
SIBUTCS HOBOE OKHO M/IM BKNaAKa, B KOTOPOI ByAeT oCyLecTBNEH aBTOMATUYECKUIA Nepexon Ha
cTpaHmuy, URL-agpec KOTOpoi COXpaHEH B MAaMATM 3N1EKTPOHHOro Kntova JaCarta WebPass
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7. HOHTAKTbI

7.1 Od¢wuc (obLime Bonpochl)

Anpec: 129226, Mocksa, yn. [JokykmHa, 4. 16, ctp. 1, 7 3tax, komnanua "AnagavH P.0."
TenedoHbr: +7 (495) 223-00-01 (MHorokaHanbHbIN), +7 (495) 988-46-40

@akc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wui)

Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxegHeBHO ¢ 10:00 go 19:00, KkpoMe BbIXOAHbIX M MPA3AHUYHbIX OHEN.

7.2  Texnopaeprka

Cnyx6a TexnopaepXkmM NpUHMMAET 3anpocbl TONIbKO B MMCbMEHHOM BUAE Yepes Beb-caiT:
www.aladdin-rd.ru/support/index.php.
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7.3  [lpeAMeTHbIN yKa3aTenb
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PerncTpaums U3MeHeHui

1.7

Bepcus UsmeHeHus

1.7 AkTyanusaums GopMaTUpOBaHMS U BEPCTKMU B COOTBETCTBUM C KOPMOPATUBHBIM LWabno-
HOM

1.6 N3meHeHune wabnoHa

1.5 3ameHa ckpuHwotos ana MO Epunbii Knuent JaCarta Bepcum 2.11.

1.4 3ameHa ckpuHwotos ang OC Microsoft Windows 7. McnpaBneHbl GOpMynnpoBKu u He-
TOYHOCTY.

1.3 McnpaBneHbl ownbKku B fokyMeHTe. [IokyMeHT nepenMMeHoBaH B PykoBOACTBO NO/b30Ba-
Tens.

1.2 JC-WebPass 3ameHeHo Ha JaCarta WebPass. MicnpasneHbl oneyatku. BHeceHbl cMmbicno-
Bble Mpasku B pasgen 8.

1.1 O6HoBneHbl pasgensl 1, 3,4,6,7.

1.0 Co3paHune AOKYMEeHTa.

HopoTKO 0 KOMNaHuu

Komnanus "Anaggud P.L." ocHoBaHa B anpene 1995 roaa u agnserca
pOCCUIMCKMM pa3paboTYMKOM (BEHAOPOM) CPEACTB 3aLuUThl MHPOpMa-

umm.

KoMnaHwus 9BnseTcs NpU3HaHHbIM 3KCNEPTOM U NIMAEPOM POCCUICKOrO
pbIHKa cpeacTB ABYX(HaKTOPHOM ayTeHTUdUKaLMM Nonb3oBaTenen,
3N1EKTPOHHOM MOANUCHU U 3aLUNTbI AAHHBIX.

OcHoeHble HanpaeneHusa

ObecneyeHne 6e30MacHOro AoCTyna K MHPOPMaLIMOHHBIM pe-
cypcam npennpusTus, Be6-nopranam u 06nauHbIM cepsucam
(cTporas aByx- 1 TpExdakTOpHasn ayTeHTUDMKALMA).
JnekTpoHHas noanuck (31 ¢ HensBneKaeMblM 3aKPbITbIM K/tO-
4yoM, popMupyeMas B 3aluLLEHHOM unne), PKI.

3alluTa NepcoHanbHbIX JaHHbIX, AAHHbIX HA AMCKaX KOMMblOTe-
poB, cepBepoB, 6a3 faHHbIX.

Bce ocHOBHbIe NPOAYKTbI UMEIOT HEOBXOANUMbIE CEPTUPUKATDI
DCTIK, ®CB 1 MuHUcTepcTBa 060POHDI (BKOYas paboTy ¢ ro-
CTaiiHoit fo ypoBHs cekpeTHoctn CC).

JluueHsuu

— KOMMaHus uMeet Bce HeobxoamMble nunueHsun OCTIK Poccuu,
®CB Poccumn v MuHucTepcTBa 060poHbl Poccum ans npoektupo-
BaHus, Npon3BoacTBa U noaaepxkn C3M u CK3WU, Bkntovas pa-
60Ty € rocTaitHoi M NPOM3BOACTBO NPOAYKLMM B paMKax rocobo-
poH3akasa.

— CuctemMa MeHeoKMeHTa KayecTsa NpoayKLumn B Komnawum ¢ 2012
r. cootBetcTByeT cTaHaapTy FOCT ISO 9001-2011 v umeer cooT-
BETCTBYLOLME CepTUDMKATBI.

— CucTeMa NpoeKTUPOBaHUS, pa3paboTku, NPOM3BOACTBA U MOA-
[epXXKU NpOAYKLMKU COOTBETCTBYET TPe6OBaHNAM POCCUICKOro
BoeHHoro ctaHaapta MOCT PB 15.002-2012, HeobxoauMoro ans
y4acTus B peanvsaumm rocobopoHsakasa.

Jinuensnn OGCTIK Poccum N2 0037 1 N2 0054 ot 18.02.03, N2 3442 o7 10.11.2017
JNvuensun OCB Poccumn N2 12632 H o1 20.12.12, N2 30419 ot 16.08.17

AnagauH)™

JNnueHsns Munuctepcta obopoHbl PO N2 1384 ot 22.08.16
CucteMa MeHeaXXMEHTa KayecTBa KOMMaHuu cooteeTcTayeT TpebosaHusam ISO/MCO 9001-2011

Ceptndumkar CMK FOCT P MCO 9001-2011 N2 POCC RU.MC72.K00082 ot 10.07.15
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