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1. O gokymMmeHTe

1.1 Ha3Ha4eHne JOKYyMeHTa

[okyMeHT npeactaenset cobor pykoBoacTBo agMuHuctpatopa ana Mo "Eamnubin Knuent JaCarta”.

1.2 Ha Koro opveHTMpoBaH AaHHbIV JOKYMEHT

[lokyMeHT npefHa3sHaveH ans nonb3osatenei N0 "Eaunbii KnuenT JaCarta”, BnagenbLeB 3NeKTPOHHbIX Kitouei
JaCarta/eToken, Bnagetowmx PIN-KOAOM aiMUHUCTPATOPA 31EKTPOHHOMO KKYa, a Takxe A1 aAMUHUCTPATOPOB
6e3onacHoCTW.

1.3  OpraHusauma gOKYMeHTa

[okyMeHT pa3buT Ha HECKONbKO pa3fenos:

e B pasgene 2 "OcHoBHble NOHATUA" npuBeeHo HasHadveHue N0 "Eaunbin Knuent JaCarta” n nepeyeHb
TEPMUHOB M COKPALLEHUI, MCNOMb3YEMBIX B LOKYMEHTE;

e B pasgene 3 "O6wue ceeaeHMs 06 3NEKTPOHHbIX KYax" COAEPXMUTCS MHPOPMaLUS O NPUNOXKEHUSIX,
annaeTax 371eKTPOHHbIX KAYel, Ans paboTbl ¢ KOTOpbIMM NpeaHasHayveHo MO "EpuHbiin KnuenT JaCarta”, a
TakXKe NapaMeTpbl 3NEKTPOHHbIX KIOYEN NPU NOCTaBKe;

e B pasgene 4 "YcTaHOBKa Nporpammsbl’ COAepXuTCa onucaHme npouenypbl yctaHosku 0 "EanHbin KnneHt
JaCarta" c nomoubio MacTepa yCTAaHOBKMU M B peXMME KOMaHAHOM CTPOKMK;

e B pasgene 5 "ameHeHne 1 yaaneHne nporpaMMbl’ COAEPXKMUTCS ONMUCAHUE NPOLLEAYP U3MEHEHUS, yaaneHus
MO "Epmubii Knuent JaCarta” ¢ nomoLbio MacTepa yCTaHOBKU U B peXXMME KOMaHAHOW CTPOKMU;

e B pasgene 6 "HacTporika paboTbl nporpamMmsbl” nogpobHo onmncaHbl HacTporku MO "Eannbin Knuent JaCarta”;

e B pazgene 7" ®opMaTMpOBaHWE 3NEKTPOHHbIX KOYei" onucaHbl OCHOBHbIE NPUEMbI (HOPMaTUPOBaHMUs
Pa3NNYHbIX MOLENeN INEKTPOHHbIX Ktouel;

e B pasgene 8 "Onepaunn ¢ PIN-koaoM nonbsosatens u PIN-kogoM agMUHKUCTpaTopa” npuMBeaeH nopsaaok
BbInonHeHUs onepaumit ¢ PIN-kogom nonb3osatens u PIN-kogom agMUHUCTpaTOpa ANs PasfnMyHbIX Moaenew
3NEKTPOHHbIX KIHOYEN;

e B pasgene 9 "Hactpoiika n ncnonb3osaHue JaCarta WebPass" onucaHbl 0CHOBHbIE MPUHLMIBI paboThbl C
JaCarta WebPass ans co3aaHug n 6€30macHOro XxpaHeHus CI0XHOM0 MHOrOPa30oBoro (MOCTOSIHHOr0) Napons.

1.4 PeKoMeHAaLMun MO UCMONb30BaHNIO AOKYMEHTA

JloKyMeHT pekoMeHayeTCs MCNob30BaTh B KAYeCTBE 03HAKOMUTENbHOIO MaTepuana (noapobHOro pykoBoaCTBa
no yCTaHoOBKe, HacTporike u ncnonb3osaHuio MO "EamHbii KnuenT JaCarta”), a Takke B KayecTse CpaBOYHUKA
npwu pa6ote ¢ MO "Eanubiin Knnent JaCarta”.

[LOKYMEHT peKoMeH0BaH Kak A/1s NoC/ef0BaTeNbHOrO, TaK M ANS BbIGOPOUYHOrO U3YYeHUs.

1.5 CornaweHunA no opopmMneHnto

B LaHHOM foKyMeHTe a9 NpeacTaBNeHUs CCbINOK, TEPMUHOB M HAUMEHOBAHWM, MPUMEPOB KOAA NPOrpamm
MCMOJb3YIOTCS pas3finyHble WpPUGTLI U cpeacTea opopmaeHns. OCHOBHbIE TUMbl HAaYEpPTaHWI TEKCTA NPUBELEHDI B
Tabnuue 1.

Tabnuua 1 — SnemeHmMebl 0popMaeHus

Ctrl+X Ucnonb3yeTca ans BblAeNeHUS COYETAHUI KNaBuULL

FAIE  E5E VICI'IOJ'Ib3yeTC9I Ona BblAoeNEHNA UMEH d)aﬁﬂOB, KaTanoros, TEKCTOB NporpamMm

Boigenenue MCI'IOJ'IbByeTCFI Ona BblaeneHna oTaeNbHblX 3HA4YNUMbIX CNTIOB U q)pa3 B TEKCTE
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[Mnepccobinka Mcnonb3yeTcs Ans BblAEIEHUSI BHELWHMUX CCbINTOK
Ucnonb3yeTcsa ang BbiaeneHus MHGopMaLmu, Ha KOTopyr cneayeT 06patutb
Baxro
BHUMaHUe
Pamka Ucnonb3yeTcs 49 BblAeNEHUS BAXXHOM MHbOPMaLuuu, BbIBOA, pe3toMe

Ccbinka, NpMMeYaHue, 3aMeTKa
= CoBet

3arpyska (agpec ang 3arpysku 10, nokymeHTa)

3
@ Bonpoc
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1.6 ABTOpCKMe NpaBa, TOBapHble 3HaKW, OrpaHUYeHnA

[laHHbIV AOKYMEHT, BK/OYasn noabop v pacnonoxeHue UANICTpaLmi u
MaTepuanoB B HEM, ABNSeTCs 06beKTOM aBTOPCKMX NPAB M OXPaHAETCs B
COOTBETCTBMM C 3aKOoHOAATenbCTBOM Poccuiickoit Mepepaumnn. Obnapatenem
UCKNIOYMTENbHBIX aBTOPCKUX U UMYLLECTBEHHbIX NpaB aeasetcs AO "AnanauH
P4,

Mcnonb3oBaHue 3TUX MaTepuanos NobbiM cnocoboM 6e3 NMCbMEHHOro
paspelueHuns npaBoobnanaTens 3anpeLeHo U MOXeT NoBaeYb OTBETCTBEHHOCTb,
npefycMOTpeHHyH0 3akoHoaaTenbcteoM P®. Mpu nepeneyatke M MCNONb30OBAHWUM
[aHHbIX MaTepuanos nnbo 6ok nx yactu ccoinku Ha AO "Anapamd P.A.",
obs3aTenbHbl.

BnasenblieM 3aperucTpupoBaHHbiX TOBAapHbIX 3HaKoB "AnapauH”, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "Kpunto B/l", norotvnos u npasoobnagatenem
UCKIIOUUTENbHBIX MPaB Ha UX AM3aiiH U MCNONb30BaHKE, MATEHTOB Ha
cooTBeTcTBYtoLWMe npoaykThl saensetcs AO "AnapgauH P.O.",.

HazBaHus npo4nx TEXHONOIUM, NpoAYyKTOB, KOMNaHui, ynoMnHawuwmeca B [aHHOM
AOKYMEHTe, MOTyT ABNATbCA TOBAPHbIMU 3HAKAMU CBOMX 3aKOHHbIX BNa4enbLeB.

Orpauw-leuue OTBETCTBEHHOCTU

MHdopMauus, npuBeaEHHas B AaHHOM AOKYMEHTe, NpeaHasHaveHa
MCKIIOUUTENBHO AJ1S 03HAKOMIEHUS U He ABAsSeTcs ucuepnbisatoweir. Coctas
NPOAYKTOB, KOMMOHEHT, UX GYHKLMM, XapaKTEPUCTUKM, BEPCUM, LOCTYMHOCTb U Np.
MoryT 6biTb M3MeHeHbl AO "AnapaunH P.J.", 6€3 npeaBapuTenbHOrO yBeAOMIEHHS.

AO "AnapaunH P.L.", He rapaHTMpyeT HY OTCYTCTBUS OWMBOK B AHHOM AOKYyMeHTe,

HW TOTO, YTO ONMcaHHoe nporpamMmHoe obecneyenne (M0) He coaepxuT fedekToB,
6yAeT paboTaTb B NPOM3BOJIBLHO BbIGPAHHBIX YCNOBUAX U NPK STOM Y0BNETBOPSTH

BCEM TPe6OBAHMAM, KOTOPbIE MOTYT BbITb K HEMY MpeabsBAEHbI.

AO "AnapamH P.L.", He rapaHTUpyeT paboToCNOCO6HOCTb HeeranbHO NoyYeHHOro
nporpaMMHoro obecneyenuns. HeneranbHoe UCMoib30BaHME NPOrPaMMHOIO
obecrneyeHns 1 JOKYMeHTaLMM Ha Hero npecnenyeTcs no 3akoHy.
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Bce ykasaHHble AaHHble O XapaKTepUCTUKax NpoAyKTOB OCHOBAHbI Ha
MeXAYHapOAHbIX MU POCCUICKMX CTaHAAPTaX U pe3y/nbTaTax TeCTUPOBAHMS,
NOMyYEHHbIX B HE3aBMCUMbIX TECTOBbIX UM CEPTUPMKALMOHHBIX NabopaTopusx,
16O Ha NPUHATLIX B KOMMNaHUKM MeToankax. B naHHOM nokymeHTe AO "AnaaauH
P.[.", He NpenoCTaBnSeT HUKAKUX HU ABHbIX, HA NOAPA3yMeBaeMbIX rapaHTUi.

AO "Anaaaut P.0.", HE HECET OTBETCTBEHHOCTM (KAK B CM/TY JOTOBOPA,
TPAXXOAHCKOIO NPABOHAPYLLEHWA, BK/TIOYAA XAJTATHOCTb, TAK 1 B
JIOBOV MHOW ®OPME) MEPEL, BAMU W NIIOBOM TPETBEX CTOPOHOW 3A
JOBbIE MOTEPU U YBbITKK (BKITIOYAS KOCBEHHbBIE, ®DAKTUYECKUE U/
NMOBOYHBIE YBbITKM), BK/THOYAS BE3 OTPAHMYEHWIA JIIOBbIE MOTEPU U
YBbITKW NPUBbINIBHOCTU BU3HECA, MOTEPKO AOXOAHOCTU UK
PEMYTALIMM, YTPAYEHHYIO MU MCKAXEHHYIO MHOOPMALIMIO NNK
NOKYMEHTALIMIO BCNEACTBUE MCMONb30BAHMA MPOTPAMMHOIO
OBECMEYEHUSA M/MNTN TIOBOTO KOMMOHEHTA OMMCAHHOTO MPOAYKTA,
OAXE EC/IN AO "Anapaut P.A.", BbIJIO MMCbMEHHO YBELOMJIEHO O
BO3MOXHOCTM MOAOBHbIX YBbITKOB.

FocyaapcTBeHHOE perynMpoBaHue M 3KCMOPTHbI KOHTPOb

OnucbiBaeMblil B JaHHOM JOKYMEHTe MpoayKT (MM NPOAYKTbl) MOXET ABAATLCA
1M cofepxaThb B cebe cpeacTBo KpMnTorpaguyeckoi 3aluTbl MHGOpMaLMm
(CK3W), saensioweecs npeaMeToM 3KCNOPTHOTO KOHTpONS.

Bbl cornalaeTech ¢ TeM, YTO NMPOAYKT He 6yAeT NOCTaBAATLCS, NepefaBaTbCsa Unu
3KCNOPTUPOBATLCA B KaKyl0-1MbO CTPaHy, a TakxKe MCNoNb30BaTbC KakUM-11bo
NpOTUBOPEYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyeTe, uto 6yaeTe coba0AaTh HAKNAAbIBAEMbIE HA 3KCTOPT U
pe3KCnopT NPoAyKTa OrpaHUUEHHUS.

CBeaeHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTyaslbHbl Ha AaTy ero
nybnamkaumu.

Crp.6/76
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1.7  JIMUeH3noHHoe cornalleHne

Moxanyicra, BHUMATENbHO NPOYUTANTE AAHHOE NULLEH3MOHHOE COornalleHne
npexae, Y4eM UCnonb30BaTb COAEPXKMMOE SAaHHOTO KOMMEeKTa U/Mnu npexae, Yem
3arpyxaTb MM YCTaHaBAMBATb NpOrpaMMHoe obecneyeHue.

Bce ykasaHus no ucnonb3oBaHUO NporpaMMHoro obecrneyexus,
npepnoctasnsembie AO "Anapaut P.O." (Mnu ntobbiM ero foYepHUM NpeanpusTmeM
- KaXKpoe M3 HUX YNOMUHaeMoe Kak "KoMnaHus"), noaunHsoTcs u byayt
NOAYMHATLCA YCNI0BUSAM, OTOBOPEHHBIM B IAHHOM COMNalleHnN. 3arpyxas aaHHoe
nporpammHoe obecneyeHue (Kak onpeaeneHo Aanee no TeKCTy) u/mnm
yCTaHaBNMBas faHHOe nporpaMMHoe obecrneyeHue Ha Baw koMnbloTep u/unm
UCrnonb3ys AaHHOe NporpaMMHoe obecneyeHne UHbIM crnocobom, Bbl npuHumaete
[aHHOE COrnalleHne 1 CornallaeTech C ero yCaoBUIMM.

Ecnu Bbl He cornacHbl € AaHHbIM COMNALLEHUEM, He 3arpyxaiTe u/unu He
yCTaHaBNMBalTe AaHHOE NporpaMMHoe obecneyeHne U He3aMeLTeNbHO (He
nospHee 7 (cemu) AHEN C AaTbl 03HAKOMIEHUS C HACTOSLLMM TEKCTOM) BEPHUTE
370T NpoaykT B AO "AnapavH P.[.", ynanute gaHHoe nporpamMMHoe obecneyeHune n
BCE ero 4acTu CO CBOEro KOMMnbloTepa v He UCMONb3yiTe ero HUKOMM 06pa3oM.

HacToswee nuueH3noHHoe cornawenune (ganee "CornaweHue”) agnsetca
[IOrOBOPOM, 3aK/TI04EHHbIM Mexay Bamu (PU3MUYECKMM MK 10pUaNMYECKUM IULIOM)
— KOHEeuYHbIM nonb3osatenem (ganee "Monbsosatens”) — n AO "AnapanH P.L.",
(manee "KomMnaHua") OTHOCUTENbHO NEpeaayn HEMCKNIUMTENBHOTO NPaBa Ha
MCMoNb30BaHME HACTOALLLETO NPOrpaMMHOro obecneyeHus, ABNAOLLErocs
MHTENNeKTyaNbHOM cO6CTBEHHOCTbIO KoMnaHuu.

MpaBa 1 cO6CTBEHHOCTb

OAHHOE COMALLEHWE HE ABNAETCA COTMNTALLEHMEM O NMPOOAXE.
MporpamMmHoe obecneyenne, BkIOUas BCe nepepaboTku, MCNpaBneHns,
MoaubrKaLmMm, AONONHEHUS, OBHOBNEHNUS U/UIN YCOBEPLUEHCTBOBAHMS K HEMY
(nanee no BceMy TeKCTy v Nto6oit ero yacT onpepensemoe kak MporpaMmHoe
obecneyenue nnun MNO), M cBA3aHHAA C HUM JOKYMEHTauMs npefHasHavaetcs HE
ON4 NMPOOAXW v sBnseTcs U 0CTaETC UCKNIOUYUTENBbHOM COBCTBEHHOCTbIO
Komnanuu.

Bce npaBa Ha uHTennekTyanbHyto CO6CTBEHHOCTb (BKNtOYas, 6e3 orpaHuyeHnis,
aBTOpCKME NpaBa, KOMMEPYECKYIO TalHy, TOBapHble 3HaKW, U T.4.),
NOATBEPXKAEHHbIE NN BKTIOYEHHbIE B
NpUNoXeHHble/B3anMOCBA3aHHbIE/UMEIOLLME OTHOLLEHUE K JAHHOMY PYKOBOACTBY,
[aHHble, cofepxalumecs B HEM, a Takxe Bce npasa Ha M0 asnstoTcs 1 6yayT
ABNATLCA COOCTBEHHOCTBIO UCKNOUMTENBHO KOMNaHUu.

[laHHoe cornaweHune He nepenaét Bam npasa Ha [MporpamMMHoe obecneyexue, a
NULWb NpefoCTaBNseT OrpaHUYEHHOE NPaBO Ha MCMO/b30BaHWe, KOTopoe
NOANEXUT OTMEHE COrNacHo ycnoBuam aanHoro Cornawenuns. HUYToO B AaHHOM
CornalueHunu He noAaTBepXaaeT 0TKa3 Komnanuu ot NpaB Ha UHTENNEKTYaNIbHYO
COBCTBEHHOCTb MO KakoMy 6bl TO HU OblNIO 3aKOHOAATENLCTBY.

Nnuensua

KoMnaHus HacTosiwmM npepocTaenset Bam, a Bbl nonyyaeTe uHamMBuAayanbHoe,
HEUCK/UMTENbHOE U 0T3bIBAEMOE OrPaHUYEHHOE NPaBO Ha MCMONb30BaHMe
nAaHHoro MO Tonbko B GopMe UCNONHAEMOro KOAa, KaK OMMCAHO B NpunaraemMon K
M0 TexHWYeCcKo/3KcnyaTauMOHHOM LOKYMEHTaLMK, U TONbKO B COOTBETCTBUM C
ycnosusmu ganroro CornalieHums:

Bbl MOXeTe ycTaHoBKTb 10 1 MCMONB30BaTL €10 Ha KOMIMbloTepaXx,
pacnonoXeHHbIX B Npefenax Bawero npeanpusTus, kak onucaHo B
COOTBETCTBYHLLEN TEXHUYECKOM/3KCNAYaTaLUMOHHOM AoKyMeHTaumm MO v B
HACTOSILLEM COTMALIEHUN.

Bbl MoxeTe no6aBuTb/NMpucoeanHnTb MNporpaMMHoe obecneyeHune K nporpaMmam
[Nt MOBUbHBIX YCTPOICTB C €AMHCTBEHHOW Lie/blo, ONMUCAHHOW B AAHHOM
Cornawenuu. MpuHUMasn yCIoBUS HACTOSLLEro cornalenus, Bol cornalwaerecs:

- He UCMoNb30BaTh, HE MOAMMULMPOBATb U He BblAaBaTh CYBAMLIEH3UM HA fAHHOE
MporpamMmHoe o6ecnevenue u noboe apyroe MO KoMnauuu, 3a UCKIOUYEHUEM
SBHbIX pa3pelleHnii B agaHHoM Cornawenuu;

- He MOAMDULMPOBATb, HE AEMOHTUPOBATb, HE EKOMMUAMPOBATb, HE
PEKOHCTPYMPOBATb, HE BULOWU3IMEHSATb U HE paclMpsTb AaHHOe [porpaMMHoe
obecrneyeHne U He NbITaTbCs PACKPbITh (MONYYMTb) UCXOLHbIE KOAI AAHHOTO
MporpamMMHoro o6ecnevexus;

- He NoMelLLaTh AaHHoe MporpaMMHoe obecrneyeHne Ha CepBep C BO3MOXHOCTbIO
[l0CTYNa K HEMY TPETbUX JIULL Yepe3 OTKPbITYH CETb;

- He MCNONb30BaTb Kakue Bbl TO HY BbINO PE3EPBHBIE UM aPXMUBHbIE KOMWUK
[naHHoro lporpaMmHoro obecneyerns (M1 No3BONATb KOMY-NM60 ewwé
MCMoNb30BaTb TakMe KOnuu) € 11060 MHOW Lienblo, KpOMe 3aMeHbl ero
OPUTMHANBHOTO 3K3EMMJIAPA B CJTYYAE €r0 Pa3pyLUEHUS UK HANUuus AedekToB.
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Tpe6OBaHMﬂ K UCNOJiIb30BaHUIO

MporpamMMHoe obecneyeHne LOMKHO UCMOb30BaTLCS U 0BCIYXKMBATLCSA CTPOrO B
COOTBETCTBMM C OMUCAHUAMMU U UHCTPYKLMAMKU KOMMNaHUW, NPUBESEHHBIMU B
[AHHOM U ApYyrvX AOKyMeHTax KoMnaHuu, B TOM Yucne Ha nopTane oHnaiH
[OKyMeHTauuu ans paspabortumkos Komnauuu (http://developer.aladdin-rd.ru/).

Ucnonb3osaunue MO

Monb3oBaTenb Bnpase:

- BOCNpou3BoAnTb MO NyTéM 3anucK ero B NaMsTb 3NEKTPOHHO-BbIYUCAUTENbHBIX
MawwwuH Monb3oBaTens, orpaHUYeHHOe NPaBOM UHCTANNALMM, KOMUPOBAHUS U
3anycka nporpamMm ans 3BM;

- BcTpamsath 10 ntobbIM cnocob6om B NpoAyKTbl U peleHus MNonb3oBarens;

- pacnpocTpaHaTb M0 nobbiM cNOCO60M UCKNIOUMTENBHO B COCTaBe NPOAYKTOB U
pewennii Nonb3osarens.

Mpu ncnonb3oBaHuu u pacnpoctpaHennm MO Monb3oBaTens 06s3aH
PYKOBOACTBOBATHCA AEMCTBYIOWMM 3aKOHOAaTeNbCTBOM Poccuiickoi Depepaumm u
MeXAyHapOHbIM 3aKOHOAATENbCTBOM, YUMTbIBAS OFPAHUYEHNA 1
[ONONHUTENbHble TPebOoBaHMSA, KOTOPbIE MOTYT BO3HMKATb B CBA3M C 3KCMOPTOM
WMppoBanbHbIX (KpUNTOrpapuyueckmx) cpeacTs ¢ Tepputopum Poccuinckon
Depepalumnm U UMNOPTOM TakUX CPEACTB B Apyrue CTpaHbl. B uactHocTy,
OrpaHUYeHns 1 JONONHUTENbHbIE TPEBOBAHMS MOTYT BO3HMKATb MpK
pacnpocTtpaHeHun 10 Yepes MarasnHbl NPUNOXKEHUIA, COAEPXaLLUMe Pa3auyHble
NPUNOXEHNA AN MOOUNbHbBIX YCTPOMCTB.

YcnoBus MCNONb30BaHMUS, U3NI0XKEHHBIE B HACTOSLLEM COALLEHUH, AeACTBYIOT B
OTHOLEeHUN BCero conepxnmoro MO, B YaCTHOCTM B OTHOLLEHUMU:

- Aun3aiiHa (rpaduku, pacnonoXeHUs aneMeHTOB 0GOPMIEHUS U T.N.);
- BCEX UHbIX INEMEHTOB, B TOM Yucie u3obpaxeHunit, GOHOrpaMMm, TEKCTOB.

Monyyaemble Monb30BaTENEM HEUCKNOUUTENBHBIE MMYLLECTBEHHbIE NMPABa He
BKJ/IKOYAIOT MpaBa Ha nepefady TPeTbMM NMLAM Kakmux-nmbo npas Ha BCTpamBaHue,
BOCMpOU3BEAEHNE, PACNPOCTPAHEHWE U UCMONb30BaHWE Nporpamm ans IBM He B
cocTaBe NpOAYKTOB U pelueHuii Monb3oBatens.

KomnaHus coxpaHsieT 3a coboii Bce MCKNoUYMTeNbHble NpaBa Ha M0 u Bxoaswme B
HEero KOMMOHEHTBI, BKIOYas NpaBa Ha NpesocTaBNeHUEe HEUCKNOUYUTENbHBIX U
MCKNOUMTENBHBIX NPaB TPETbUM ULAM.

Monb3oBaTenb BNpaBe OCyWecTBAsTb ucnonb3osaHue MO B npeaenax,
npeaycMOTPEeHHbIX HacTosAWwmM CornalleHneM, UCKTIUUTENBHO HA TEPPUTOPUM
Poccuiickoit ®epepauun.

06cnyxMBaHKe U NOALEPKKA

KoMnaHus He HecéT 0653aTenbCTB MO NPeaoCTaBAeHNI0 MOAAEPXKKH,
obcnyxuBaHus, MoaudUKaLMK UK BbIxoay HOBbIX pennsos [M0.

OrpaHuyeHHas rapaHTus

KoMnaHus rapaHTupyeT, 4To nporpaMmHoe obecneyeHne ¢ MOMeHTa
npuobpetenus ero Bamu B TeyeHne 12 (nBeHapuat) mecsues byaeT
(YHKLMOHMPOBATb B NMOJHOM COOTBETCTBUM C €r0 TEXHUYECKO/3KCNNyaTaLMOHHOM
[IOKyMeHTaumew, npu ycnosuu, 4to MO 6yaeT ncnonb3oBaTbCs HAa KOMMbIOTEPHOM
annapaTHoM obecneyeHnn 1 C ONepaLMOHHON CUCTEMONA, ANs KOTOPOI OHO 6bINO
pa3paboTaHo.

OTKas OT rapaHTum

KoMnaHus He rapaHTUpyeT, 4To NporpamMMHoe obecneyeHune bynet
COOTBETCTBOBATL BalunM xenaHusaM u TpeboBaHuaM, unm 4To ero paborta byaet
6ecnepeboiiHoit unu 6esowmnboyHoi. B 06bEME, NpeayCcMOTPEHHOM
3aKOHOAATeNbCTBOM P®, KOMMaHMsi OTKPbLITO OTKA3bIBAETCS OT BCEX FApPaHTUM, He
OrOBOPEHHbIX 34,eCh, OT BCEX UHbIX NMOAPA3yMeBaeMbIX rapaHTuid. Hu oauH n3
[MNEPOB, AUCTPUBLIOTOPOB, NPOLABLIOB, ar€HTOB MU COTPYAHUKOB KOMMAHUU He
YNONHOMOYEH MPOU3BOAUTL MOAUDUKALUM, PACLLIMPEHUS UNM LONOAHEHUS K
[AHHOM rapaHTUM.

Ecnu Bbl npoussenu kakue-nn6o moandukaumnm MO unu noboit U3 ero Yacteit Bo
BpeMs rapaHTUitHoro nepuoga, MO noaBeprnock NOBPEXAEHUIO, HEOCTOPOXHOMY
WU HeNpaBuabHOMY 06palLeHuto, eciu Bol Hapywmnm nto6oe 13 ycnosuit
HacToswero CornaiieHus, To rapaHTus, ynomsHyTas Bbile B pasgene 5, 6yaert
HeMea/IeHHO NMpeKpaLLeHa.

FapaHTus HepeicTBUTENbHA, ecu MO UCMONL3YETC B COYETAHUM C UHBIM
annapaTHbIM W/MAK NPOrPaMMHbIM 06eCrneyeHneM, OTJIMUYHBIM OT OMMUCAHHbIX B
TEXHWUYECKOM/3KCNIYaTaLMOHHOM LOKYMEHTALMK, UM UCMONb3YETCs Ha
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KOMMbIOTEPE C NH0ObLIM YCTAHOBAEHHBIM HENULEH3UOHHBIM MPOrPaMMHbIM
obecneyeHuem.

Orpauuqeuue BO3MeLLeHus

B cnyuyae HapyLueHus rapaHTUM, OroBopeHHo Bbilwe, KoMnaHus MoXeT no
COBCTBEHHOMY YCMOTPEHMIO:

- 3aMeHuTb 10, ecnu 3TO He MPOTUBOPEUUT BbILLEYNOMSIHYTOMY OrpaHUYEHUIO
rapaHTuu;

- BO3MECTUTb CTOMMOCTb, BbinnayeHHyto Bamu 3a MO.

[apaHTuiiHble Tpe6GOBaHMS LOMKHbI BbiTb BbICTABAEHbI B MMCbMEHHOM BUAE B
TeYyeHue rapaHTUIMHOrO Nepuoaa, Ho He nosaHee 7 (CeMu) AHEN C MOMeHTa
obHapyxeHus nedekTa, U COAepxaTb B cebe NoATBEPXKAEHWS, YAOBIETBOPAOLLME
KomnaHuto. Bcé MO (Bce 3k3emnnspbl, MMetowmecs y Bac) 4omkHO 6biTb
BO3BpalLeHo KoMnaHuy 1 oTnpaBneHo BO3BpaLLAtoLLEN CTOPOHOM C ONNa4yeHHON
CTOMMOCTbIO MEPEBO3KM U, NPU HEOBXOAMMOCTH, CTPAXOBKHM. Ik3emnaspbl MO
LLOMKHbI 6bITb OTMPAB/EHbI C KOMWEN NNATEXHBIX LOKYMEHTOB M HaK/IaLHbIX.

UcknoueHne KOCBEHHbIX YObITKOB

CropoHbl Npu3HatoT, uTo MporpaMMHoe obecneyeHne He MOXET ObiTb MONHOCTbIO
nuweHo ownbok. KoMnanus He HeCET OTBETCTBEHHOCTM (Kak B Cuy LOroBOPa,
rpaXKAaHCKOro NpaBOHAPYLUEHUS, BKIOUYAS XanaTHOCTb, TaK U B 060 MHO
dopme) nepen Bamun unm nioboii TpeTbeit CTOPOHOW 33 Ntobble NoTepu UK yBbITKU
(BK/TIOYas KOCBEHHbIE, (PaKTUYecKne, NoBOoYHble MM NOTEHLMaNbHbIE YObITKM),
BK/OYas, 63 orpaHuyeHwi, nobble notepu uam yobITkM NpuUbbINBHOCTU BU3Heca,
NoTepro AOXOAHOCTU UK PEMYTaLIUM, YTPAUEHHYIO MU UCKAKEHHYI0 MH(OPMaLMIO
WM JOKYMEHTALMIO BCEACTBME KaKOro-Mb0o MCNob30BaHMS JaHHOMO
nporpaMMHoro obecneyerns u/mnu Ntoboi KOMNOHEHTbI JAHHOTO MO, AAXE eC/N
KOMMaHM1si MUCbMEHHO YBEAOMIIEHA O BO3MOXHOCTHU NOAOGHbBIX YObITKOB.

OI'paHM‘-IEHMe OTBETCTBEHHOCTU

B cnyyae ecnu, HeCMOTpsl Ha YCNI0BUSI LAHHOTO COMNALIEHUs), KOMNAHUs MPU3HaHa
OTBETCTBEHHOI 3a YBbITKM Ha OCHOBAHWUM KakuX-nnbo AedeKkToB um
HEeCOOTBETCTBMS NPOrpaMMHoro obecneyeHns Bawmm oxunaaHuaMm, nonHas
OTBETCTBEHHOCTb 33 KaXAbliA IK3EMNAIAP AePEKTHOro NPorpaMMHoro obecneyeHus
He ByaeT npeBbIlWwaTbh CyMMbl, BbinnaveHHoi Bamu AO "Anapaun P.[." 3a 3to M0O.

I'Iperau.l.eHMe AENCTBUA cornalleHus

B cnyyae HeBbinonHeHus Bamu ycnosuit saHHoro Cornawenus aevictene Baweii
nuueHsun 1 Hactoswero Cornawenuns ByaeTt npekpaLleHo.

Mocne npekpaleHns AencTBuS AaHHOTO JIMLLEH3MOHHOTO CornalleHuns:
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- IULeH3us, NpesocTaBneHHas Bam aaHHbIM CornalenneM, npekpaiiaeT cBoé
neicTeue, n Bbl nocne eé npekpalyeHms He CMOXeTe NpoAoKaTh Ad/bHellee
MCcnonb3oBaHWe faHHoro MporpaMMHOro obecneyeHns u Apyrux NULEH3UOHHBIX
MpoaykToB;

- Bbl He3amMeaAuTeNnbHO BepHETe B KoMnaHuio Bce ak3emnnaspsbl M0 1 Bce konuu
TaKoBOro u/unu coTpéte/ynanute nbyo MHGOPMaLMIO, COaepKaLLyocs B
3N1EeKTPOHHOM BUAE.

anMeHMMOG 3aKOHOA4aTENIbCTBO

[anHoe CornaweHue AOMKHO 6biTb UCTONKOBAHO U ONPeAeneHo B COOTBETCTBUM C
3aKkoHonaTenbcTBoM Poccuiickoit Mepepaumm (3a UcknoueHneM KoHdAUKTa
NPUMEHEHWS NPaBOBbIX HOPM), U TONbKO POCCUICKMUIA CY A, yNONTHOMOYEH
OCYLLeCTBAATb NpaBoCcyAne B Nt06bIX KOHDAMKTAX U CNOPaX, BbITEKAIOLMUX U3
naHHoro CornaweHus. HeBO3MOXHOCTb Ans Ntoboi U3 CTOPOH BOCMNONb30BaThCs
Nto6bIM U3 NpaB, NpeAoCTaBNEHHbIX el No AaHHOMY CornaleHuto, aK NpUHATL
Mepbl NPOTMB APYroi CTOPOHbI B CNy4ae Ntoboro HapyLweHns cBoMx 06a3aTenbcTs
no CornaleHunto He AOMKHO PacCMaTPUBATLCS Kak 0TKA3 3TOM CTOPOHbI OT
nocneayoLero NOHYXXAeHUs K NPU3HAHUI0 CBOMX NPaB UNKU COBEPLLEHMIO
nocneayoWwmx AeicTBuUi B cyvae AanbHENWNX HapyLLIeHW.

[ocypapcTBEHHOE perynMpoBaHue 1 SKCMOPTHbIA KOHTPO/b

Bbl cornawaetecs ¢ TeMm, yto 10 He ByaeT Bamu noctaBnaTbCs, nepeaaBaTbes Man
3KCNOPTUPOBATLCA B KaKylo-N1MbO CTpaHy, a TakXKe MCNoNb30BaTbCs KaKUM-1M60
NPOTMBOPEYALLMM 3aKOHY M YCNOBMSM HACTOSLWEro cornalenuns obpasom. M0
ABNAETCA NPEeAMETOM AOMONHUTENbHOMO 3KCNOPTHOrO KOHTPONS, OTHOCALLErocs K
Bam unu Baweii topucankumu. Bol rapantupyerte, 4o 6yaete cobnionats
HaKNaAbIBaEMble OrpaHUYeHUs Ha 3kcnopT 1 peakcnopt MO.

PasHoe

Hactoswee CornaweHue npencraBnser coboii NonHoe cornatieHune, oTHocsLeecs
K AQHHOW NINLIEH3MM, U MOXET 6bITb MU3MEHEHO TONIbKO MOCPEACTBOM NUCbMEHHOTO
Cornalenus, noanucaHHoro obenmm ctopoHamu. Ecnm BoinonHexnune kakoro-nn6o
ycnosus Hactosiwero CornaleHns npeacTaBnseTcs HEBO3MOXHbIM, Takoe yCnoBue
6yAeT CKOPPEKTUPOBAHO TOMbKO B NpeAenax, 06ecneynBatoLLmnx BO3MOXHOCTb
BbINONHEHWUS AaHHOTO YCNI0BUS.

A NPOYNTAN M NOHAN HACTOALLEE TMUEH3MOHHOE COMMALLEHME N
COMNACEH BbINOHATbL BCE EFO YCNOBUA. 4 MPUHUMAKO OJAHHOE
NNUEH3MOHHOE COMTALLEHME LEENTMKOM. EC/ZIN 9 HE MPUHMMALIO 3TO
NNUEH3MOHHOE COTJTALLEHME UK XOTA bbl OAMH U3 EFO NMYHKTOB, TO
NAHHOE TMUEH3MOHHOE COMALLEHME HE BCTYMNAET B CUNTY, U 4
0BA3YOCb HE YCTAHAB/IMBATb U HE UCMOJIb3OBATb JAHHOE
NMPOrPAMMHOE OBECIEYEHME.
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2.1

2.2

OCHOBHbIe NoHATMA

Ha3HadeHne nporpammbl

MO «EpuHbIn KnueHT JaCarta» — NnporpaMMHbIi KOMMIEKC, NPeAHa3HAYeHHbIN AN9 NOALEPXKM QYHKLMIA CTpOrom
OBYX(PAKTOPHOM ayTEHTUPUKALLMM, HACTPOMKKM 1 paboTbl ¢ Mogenamm USB-TokeHoB 1 cMapT-kapT JaCarta,
reHepauuu 3anpocoB Ha cepTudmKaThbl.

TepMuHbI N onpegeneHna

PIN-kop, agMMHMUCTpaTOpa - CEKpETHAs NOCNEL0BATENBHOCTb, M3BECTHAS TOMBKO afMUHUCTPATOPY, KOTOPYIO
Heo6X0AMMO NpeabIBUTL AN ayTEHTUDUKALMM aAMUHUCTPATOPA B MPUTIOKEHUM INEKTPOHHOIO KIToua.

PIN-Kop, noanucu — cekpeTHas NocneaoBaTelbHOCTb, M3BECTHAA TOMbKO MONb30BaTEN0, KOTOPYH HEOOX0ANMO
NpeabsiBUTL 47151 BbINOHEHMS ONEPaLMM SNEKTPOHHOM NOAMMUCH.

PIN-kop nonb3oBatens - CEeKpeTHaa nocnenoBaTe/ibHOCTb, M3BECTHAA TOJIbKO NMOJIb30BATE/HO, KOTOPYHO
HeobxogMmo NpeabsBUTb 415 ayTEeHTUPUKALMKM NOSIb30BATENS B MPUSIOXKEHMM INEKTPOHHOIO KtoYa.

PUK-kop - nocnenoBatenbHOCTb CUMBOIOB, NO3BOJIAKOLWAs pa3bnokmposate PIN-koa nonb3oBatens nocne ero
610KMPOBKM.

Annnet - nporpaMMHoe obecrnedyeHune, peanusytolee GYHKUMOHANbHOCTb NMPUIOXKEHUS 3EKTPOHHOMO KAoYa.
MpunoxeHue - nporpaMMHoe obecneyeHune, yCTAHOBNEHHOE B NaMsITU INEKTPOHHOIO KJTKoYa.

Cuétuuk BBoaa HenpaBunbHoro PIN-kopa - noacucrema, 610kupytoLLas yCTpoMCTBO B Cyvyae BBOAA
HenpaBunbHoro PIN-kofa onpeaenéHHoe KOMYeCTBO pa3 Noapsa.

(MopmaTtupoBaHue — Mpouenypa yCTaHOBKa OCHOBHbIX NMapaMeTpoB paboTbl 3/IEKTPOHHOIO K/oua, BbIMOHsAEMaS
aAMMHUCTPATOPOM.

DNeKTPOHHDINM KU — annapaTHOE YCTPOMCTBO, NpefHa3HaYeHHOe Ans ayTeHTUdMKaLuuK, WWMGpoBaHus, paboTbl C
3/1EKTPOHHOM NOANMUCHIO, 6E30MACHOr0 XPaHEHMS LAHHbIX.
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3.  06wwme cBegeHmnAa 06 3NEKTPOHHbIX KYax

3.1  [lpunoxeHnn, annaeTbl U MOAENN 3NIEKTPOHHDBIX KoYel

(DyHKLI.l/IOHaﬂbHOCTb MoA4enn 3NEeKTPOHHOIO Knto4a onpeanendaerca NnpunoXXeHnamMmu, yCtTaHoB1EHHbIMU B €€ NaMATHU.

B mamMsaTu 3neKTpOHHOrO K/toYa MOXET ObITb YCTAaHOBNEHO OAHO MM HECKONTbKO MPUNIOXKEHUI. YCTPOMCTBA, B
KOTOpbIX yCTaHOBNEHO Boniee OfHOMO NPUNOXKEHMS HA3bIBAOTCS KOMOMHMPOBaHHbIMKU. Hanpumep, B 3N1eKTPOHHOM
kntoue JaCarta-2 FOCT ycraHoBneHo npunoxerue NOCT, B anekTpoHHOM kitoue JaCarta PKI yctaHoBneHo
npunoxenue PKI, B koM6bUHUpoBaHHoM mopenu JaCarta-2 PKI/TOCT yctaHosneHbl npunoxenus PKI u TOCT.
MpumeyaHue. HaumeHosaHue NpunoxeHus He 8ce20a COOePHUMCS 8 HA38AHUU MOOEU 37IEKMPOHHO20 KJK04A.
Hanpumep, 8 modenu katouel JaCarta PKI ycmaHosneHo npunoxerue PKl, Ho 8 modenu JaCarta LT ycmaHogneHo
npunoxerue STORAGE. HassaHue Modeniu U npuioxeHus 31IeKMpoHHO20 K4a omobpaxaemcs 8 uHmepgetlice
Edurozo Knuenma JaCarta e pexcume nosnv3osamens
MNpunoxeHne onpenenseT HEKOTOPbIM HABOP PYHKLMOHANBHOCTM 3NEKTPOHHOIO K/1K04a, XapaKTepHbIR Ans
pelleHus onpeaeneHHoro psaa 3agad. Tak, npunoxeHue PKI obecneunsaet nogaepxky 3anafHbix
KPUMNTOANrOPUTMOB U MO3BONSET PELATL WMPOKKUIA CNEKTP 33434 ayTEHTUDUKALMK, WIMPPOBAHUS U paboTbl C
371eKTPOHHOM NOANMUCHI0 B KOPNOpaTUBHOM MHPpacTpykType. MNpunoxernne NOCT obecneunsaeT nogaepxky
POCCUIMCKMX KPUNTOANTOPUTMOB /191 pELeHMs 3aaa4 ayTEHTUDUKALMM, LUIMPPOBAHUS M paboTbl C 3N1EKTPOHHOM
NoAnuMCbI0 B cMCTEMax, Tpebyowmx ucnonbsosaHus anroputmos FOCT.

OpnHo 1 TO Xe NnpunoXxeHne MOXeT UMETb pa3/IMvHbIE peann3aunmn. KOHerTHaﬂ peann3auna NnpunoXxXeHna
Ha3blBaeTCa annneToMm. B HacTosdwem AOKYMeHTE Npu onncaHnn KOHKpETHOVI onepaunn Hag 3N1eKTPOHHbIM
K/TIO4YOM YTOYHAETCA HE TOJ/IbKO NMpUIoXXeHne, HoO 1 anmnierT, peanm3y+ou.|.m7| (byHKLI,MOHaI'IbHOCTb AaHHOTO
NPUNOXEHUA.

Mpumep. B modensx anekmporHbix Kmoyeli JaCarta PKI u JaCarta PRO ycmanosneHo npunoxceHue PKI, Ho 8
modenu JaCarta PKI 0aHHoe npunoxeHue peanu3oeaHo anniemom/npunoxeHuem Laser, a e modenu JaCarta
PRO - annnemom PRO. HassaHue npunoxeHus,/anniema KOHKpemMHo20 NpUOXEHUS 0mobpaxaemcs 8
uHmepgelice EOuHozo KnueHma JaCarta 8 pexcume adMuHucmpamopa
CooTBeTCTBME NMPUNOXKEHMUM, aNNIETOB U MOAENEN NEKTPOHHbIX KNtoUel, paboTa ¢ KOTOPbIMU NOAAEPXKMBAETCS B
onepaLMoHHbIX cMcTeMax cemeicTea Linux, npuseaeHo B Tabnuue 2.

Tabnuua 2 - Coomsemcmaue npunoxeHud, anniemos u Mooenell 31ekmpoHHbIX Ktoyell

Annnet unu npunoxeHue Mopaenu aneKTpoHHbIX Kitoueit

MpunoxeHnue PKI, peannsoBaHHOEe annaeTom JaCarta PKI;

Laser JaCarta PKI/Flash;
JaCarta PKI/BIO;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 SE;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SF
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Annnet unu npunoXxxexHue

MpunoxeHwue PKI, peanusoBaHHoe
npunoxeHunem Laser

MpunoxeHnune PKI, peanusoBaHHOe annieTom
PRO

Mpunoxenne STORAGE, peanusoBaHHoe
npunoxeHunem Datastore

Mpunoxenue MOCT, peannsoBaHHoE
annnetom KpuntotokeH 2 31

Mpunoxenune NOCT, peanmsoBaHHoOe
npunoxeHunem KpuntotokeH 2 31

Mpunoxenune NOCT, peanm3oBaHHOE
npunoxeHvem KpuntotokeH 3 31

Mpunoxenne OTP, peanvsoBaHHoe
npunoxenunem AladdinOTP
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Mopaenu 3neKTpOHHbIX Kntouvei

JaCarta Remote Access;

JaCarta PKI;

JaCarta PKI/Flash;

JaCarta PKI/BIO;

JaCarta SF/TOCT;

JaCarta-2 SF;

Aladdin LiveOffice;

Aladdin LiveOffice Common Edition

JaCarta PRO;

eToken PRO Anywhere;
eToken NG-OTP (Java);
JaCarta-2 PRO/TOCT

JaCarta LT;
JaCarta WebPass;
JaCarta U2F

JaCarta Remote Access;
JaCarta SF/TOCT;
JaCarta-2 IOCT;

JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PRO/TOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;

JaCarta-2 SF;

Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta-2 SF;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta-2 SF;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta WebPass
JaCarta U2F/WebPass

2.13
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3.2

MapaMeTpbl 31€KTPOHHbIX KMloYel Npyu NoCTaBKe

|-|pl4 NOCTaBKE 3/1EKTPOHHbIE K/THOYN UMEKOT NMapaMeTpbl, NpUBeEAEHHDbIE B Tabnuue 3.

Tabnuua 3 - [lapamempbl 31eKMPOHHbIX KAtoyell npu nocmaske

MpunoxeHue u annner

Mapametp, onepauus

PIN-kop, nonb3oBatesnsi No yMon4aHutol

PUK-kop, onsg pasbnokMpoBaHus

PIN-kop, agMUHUCTpaTOPa MO YMOMYAHUIO

@®opmMaTtupoBaHue 6e3 HazHaueHus PIN-koaa
nonb3osaresns (aLMUHUCTPATOP MOXET
Ha3Hauutb PIN-koa nonb3oBatens nocne
dbopmMaTUpoBaHus)

@QopmaTtnpoBaHue 6e3 HazHaueHus PIN-koaa
aIMMHUCTpaTOpa

Mpu paszbnoknposaHun PIN-kopa nonb3osatens
cHbpacblBaeTCs CHETYMK BBOAA HEMPABUIBHOIO
PIN-koaa nonb3oBartens, npu 3ToM ...

Pas6nokuposaHue PIN-koaa nonb3oBatens B
yOANEHHOM pexume

M3meHeHne PIN-kona nonb3oBatens
aAMUHUCTpaTopoM 6e3 hopMaTUpOBaHUS

Mpunoxxenue PKI
annnet PRO

1234567890

He npeaycMoTpeH

He YyCTaHOBNEH

BO3MOXHO

BO3MOXHO

... PIN-xop
nonb3oBaTens
33[3€eTCs 3aHOBO

BO3MOXHO

BO3MOXHO

Mpunoxenue PKI
annneTt/npunoxexHue
Laser

11111111

HE NpeaycMoTpeH

00000000

BO3MOXHO

HEBO3MOXHO

... PIN-kop,
nonb3oBaTens
3343€eTCs 3aHOBO

BO3MOXHO

BO3MOXXHO

Mpunoxenme NOCT

annneTt/npunoxexHue
KpuntoToken 2 3
1234567890

MOXET ObITb
YCTaHOBJIEH Kak
onuusa npu 3akase

He npeaycMoTpeH

HEBO3MOXXHO

HEBO3MOXHO

... PIN-kop
nonb3oBaTens
OCTaeTCs NPEXHUM

BO3MOXHO?

HEBO3MOXHO

Mpunoxenme NOCT
NpuUNoXeHue
KpuntoToken 3 3

1234567890

MOXET ObITb
YCTaHOBNEH KaK
onums Npu 3akase

HE NpeaycMoTpeH

HEBO3MOXXHO

HEBO3MOXHO

... PIN-kop,
nonb3oBaTens
0CTaeTCs NPEXHUM

BO3MOXHO?

HEBO3MOXHO

MpunoxxeHue
STORAGE
NpuIoOXKeHne
Datastore

1234567890

He npeaycMoTpeH

HE YCTaHOBNEH

HEBO3MOXXHO

HEBO3MOXHO

PIN-kon,
nonb3oBaTtens
0CTaeTCs NPEeXHUM

HEBO3MOXXHO

HEBO3MOXHO

213

Mpunoxexnue OTP
npunoXxeHue
AladdinOTP

1234567890

HE NpeaycMoTpeH

HE NpeaycMoTpeH

onepauus He
npefycMOTpeHa

onepauus He
npeaycMoTpeHa

onepauus He
npeaycMoTpeHa

HEBO3MOXHO

HEBO3MOXHO

1 B 3aBUCcKMOCTY OT NpaBuMn 6e3onacHOCTY BalLei opraHmn3aLmMm PIN-Kog Nonb30BaTens no yMoHaHWio MOMET 6biTb M3MEHEH Nepe/] Nepe/jaqeit 3MeKTPOHHOrO Kiloya Nob3oBaTento. B TakoM cyyae
3HayeHune PIN-koaa nonb3oBaTena AO/MHKHO ObiTb CO06LLEHO AOMOMHUTENBHO. B cnyyae 3aTpyaHeHun o6patntecb K aAMUHUCTPATOPY

2 Mpw ycnosum, uto CK3W B3ATO Mo yripasneHrie APMa agMuHUcTpaTopa 6e3onacHocTy JaCarta, Ha KOTOPOM reHepUpYeTCA NOC/e0BaTeIbHOCTb A/1A Pa36IOKMPOBKY
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3.3 Onepaunn C 3M1eKTPOHHBIMU KIKYaMun

213

ﬂ,OCTyI’IHbIe onepaunn C 3NEKTPOHHbIMU KNKOYaMU, C YKa3aHUEM HYXXHOI0O pexnma pa60TbI M HeobxoaMMOCTH ayTeHTl/Id)l/IKaLl,l/Il/I Ana copeplweHuna onepauun npuBedeHbl B

Tabnuue 4.

Tabnuya 4 - lNepeveHs onepayuli ¢ 371€KMPOHHLIMU KKYAMU

Mpunoxxenue u annnet Npunoxxenue PKI

Onepaumsa B EauHbIA
Knuenr JaCarta 4

(DopMaTUpOBaHKE 3NEKTPOHHOTO

KNKo4a

YcraHoBka (cMeHa) PIN-kona
nonb30BaTeNs aAMUHUCTPATOPOM

CmeHa cBoero PIN-koga
nosib30BaTeNEM

CmeHa cBoero PIN-koga
aAMUHUCTPATOPOM

YcraHoBka (cMeHa) PIN-kopa
noAnMcKU Nonb3oBaTeNEM

PaszbnokuposaHue PIN-kona
nosfb3oBaTtens B NPUCYTCTBUU

AAMUHUCTPpATOPa

YpaneHHoe pa36l’|0KM poBaHue

PIN-koma nonb3oBaTens

Onepaummn c 06beKTamMK B MAMATH

31IEKTPOHHbIX KN rouen

MpoCcMOTp KpaTKUX CBEAEHUI O
NOACOEANHEHHOM 3/1IEKTPOHHOM

Knw4ye

MpocMOTp NOMHbIX CBELEHWI O
NoACOeANHEHHOM 31EKTPOHHOM

Knye

Co3paHue 3anpoca Ha cepTudukaT

AO "AnapannH P.0.", 1995-2022 r.

annnet PRO

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kop,
afMUHUCTPaTopa
Tpebyetcs PIN-kop,
nonb3oBaTens
Tpebyetcs PIN-kop,
aaMUHMCTpaTopa
He poctynHo

Tpebyetcs PIN-kopg,
aAMUHUCTpaTopa

PIN-kop He TpebyeTcs
Tpebyetcs PIN-kopg,

nonb3oBaTens
PIN-kopn He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kog
nonb3oBaTens

Mpunoxenue PKI
annneT/npunoXxeHue
Laser

Tpebyetcs PIN-kop
agMUHUCTpaTOpa
Tpebyetcs PIN-kop
agMUHUCTpaTOpa
Tpebyetcs PIN-kog
nonb3oBaTess
Tpebyetcs PIN-kog
aAMUHUCTpaTopa
He poctynHo

Tpebyetcs PIN-kog
aAMUHUCTpaTopa

PIN-koa He TpebyeTcs
Tpebyetcs PIN-kog

nonb3oBaTens
PIN-kop He TpebyeTcs

PIN-kog He TpebyeTcs

Tpebyetcs PIN-kop
nonb3oBaTens

Mpunoxenne rOCT
annnet KpunToToKeH 2
3N

Tpebyetcs PIN-kop,
nonb3oBaTens
He poctynHo

Tpebyetcs PIN-kop,
nonb3oBaTens
He poctynHo

Tpebyetcs PIN-kopg,
nosb3oBarens
Tpebyetca PUK-koz
PIN-kop He TpebyeTcs
Tpebyetcs PIN-kop,

nosb3oBaTens
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kop,
nonb3oBaTens

PyKOBO,D,CTBO AAMUHNUCTPAaTOpa 414 onepaunmoHHbIX CUCTEM cemelicTBa Linux

Mpunoxxenne NOCT
npunoXeHue
KpuntoToken 3 3N

Tpebyetcs PIN-kop,
nonb3oBaTens
He poctynHo

Tpebyetcsa PIN-kop,
nonb3oBaTens
He poctynHo

Tpebyetcs PIN-kopg,
nosb3oBarens
Tpebyetca PUK-koz,
PIN-kop He TpebyeTcs
Tpebyetcsa PIN-kop,

nosb3oBaTens
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcsa PIN-kop,
nonb3oBaTens

MpunoxeHue

STORAGE

npunoxexHune

Datastore
Tpebyetcs PIN-kon
aAMUHMCTPaTopa
He poctynHo

Tpebyetcs PIN-kon
nonb3oBaTens
Tpebyetcs PIN-kon
aAMUHMCTPaTopa
He poctynHo

Tpebyetcs PIN-koa
aIMUMHUCTpaTOpa

He poctynHo
Tpebyetcs PIN-kog

nosb3oBaTens
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

He poctynHo

MpunoxxeHue OTP
npunoXxeHue
AladdinOTP

OYHKUMOHANBHOCTb
oTCcyTCTBYET
OYHKUMOHANBHOCTb
oTCyTCTBYET
Tpebyetcs PIN-kopg,
nonb3oBaTens
OYHKUMOHANBHOCTb
oTcyTcTBYeT
OYHKLMOHANBbHOCTb
oTcyTCcTBYET
OYHKLMOHANBbHOCTb
oTcyTcTBYET

OYHKLMOHANbHOCTb
OTCYTCTBYET
(DYHKUMOHANBHOCTb
OTCYyTCTBYET

PIN-kopn He TpebyeTcs

PIN-kopn He TpebyeTcs

(DYHKLMOHaNbHOCTb
OTCYTCTBYET
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4. YCTaHOBKa Nporpammbl

4.1 CucTteMHble TpeboBaHuA
CucreMHble TDE6OBaHl/Iﬂ K KOMMNbKTEPY, HAa KOTOPOM YCTaHABIMBAETCA E,EI,VIHbe/'I KnuenT JaCarta npuBeENEHLI B
Tabnuue 5.
Tabnuya 5 - CucmemHbie mpebogaHus

Tpe6oBaHue ConepxaHue

Astra Linux 1.5, Astra Linux 1.6, Astra Linux 1.7, AnbT 8 CI (x64), AnbT 9, PELL OC
MopnepxvBaemble 7.2 (x64), PEO OC 7.3, EMMAC OC 1.0 (x64), OC POCA "KOBAJIbT" 7.3 (x64), OC
OnepaLmMOHHbIE CUCTEMbI ROSA ENTERPRISE LINUX 7.3 (x64), OC AlterOS, CentOS 7, CentOS 8, Ubuntu

16.04 (x32/x64), Ubuntu 18.04, Ubuntu 20.04, Debian 9, Debian 10, Debian 11

DNeKTpOHHble Kntoum eToken:
e eToken PRO Anywhere;
e eToken NG-OTP (Java)
JneKkTpoHHble kntoum JaCarta:
e JaCarta Remote Access;
e JaCarta PKI;
e JaCarta PKI/Flash;
e JaCarta PKI/BIO;
e JaCarta SF/TOCT;
e JaCarta PRO;
e JaCarta-2 OCT;
e JaCarta-2 PKI/TOCT;
e JaCarta-2 PKI/TOCT/Flash;
e JaCarta-2 PRO/TOCT;
e JaCarta-2 PKI/BIO/TOCT;
e JaCarta-2 SE;
e JaCarta-2 SF;
e JaCarta-3;
e JaCarta-3 PKI;
e Aladdin LiveOffice;
e Aladdin LiveOffice Common Edition;
e JaCarta lT;
e JaCarta WebPass;
e JaCarta U2F;
e JaCarta U2F/WebPass

MoanepxuBaeMble MoaENM
3NIEKTPOHHBIX KIKOUe

[na USB-TokeHoB ncnonbsyetcs USB-noprt.
[ng cMapT-kapT He06X0AMMO Hanuyme NOAKYEHHOIO CYUTBIBATENS CMApPT-KapT.
L[N 3neKTpoHHbIX Kntoyer B hopM-dpakTope microSD MOXHO ncnonb3oBaTh
cnenyiolee o6opynoBaHue:
AnnaparTHble cpeacTsa *  pasbém microSD;
e  pasbém SD yepe3 nepexogHuk microSD-to-SD;
e  USB-nopt 4yepe3 nepexonHuk microSD-to-USB.

[nsa anekTpoHHbIX Kntoyer B hopm-dpakTope microUSB MoxHO Mcnonb3oBath
cnepytoulee obopynoBaHue:
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e  USB-nopt yepes nepexonHuk microUSB-to-USB.

[ina Type-C TokeHoB ucnonb3yetcs USB Type-C nopt

PaspelueHune skpaHa PekomeHpyeTcs He Huxe 1024x768

4.2  OnucaHune NaKkeToB YCTAHOBKU

Ouctpubytus EamHeinn KnueHT JaCarta BkitouaeT nakeTbl YCTAHOBKM, MPUBELEHHbIE B Tabnuue 6.

Tabnuua 6 - [lepeyeHb nakemos ycmaHosku oucmpubymusa EduHbili Knuenm JaCarta

Mdaiin Onucanme

install.sh Maket yctanosku gna OC Anbt 8 CIM, AnbT 9
jacartauc_2.13.x.xxxx_alt8_x64.rpm

jepkes11-2_2.7 x.xxx_alt8_x64.rpm

readme_JaCartaUC_AltLinux.txt

install.sh MakeT yctaHoBku ans OC Astra Linux 1.5
jacartauc_2.13.x.xxxx_all.5_x64.deb

jepkes11-2 2.7 x.xxx_all.5_x64.deb

readme_JaCartaUC_Astra_1.5.txt

ZAO_Aladdin_public_AL1.5.key

install.sh MakeT yctaHoBku ans OC Astra Linux 1.6, Astra
jacartauc_2.13.x.xxxx_all.6_x64.deb Linux 1.7
jepkes11-2 2.7 x.xxx_all.6_x64.deb
readme_JaCartaUC_Astra_1.6.txt

ZAO_Aladdin_public_AL1.6.key

install.sh MakeT yctaHosku ans OC EMIASOS 1.0
jacartauc_2.13.x.xxxx_em1.0_x64.rpm

jepkes11-2_2.7 x.xxx_x64.rpm

readme_JaCartaUC_EMIAS.txt

RPM-GPG-KEY-ALADDIN_RD-ZAO.public

install.sh MakeT yctaHoBku ans OC PenOC 7.2, Pen0C 7.3
jacartauc_2.13.x.xxxx_ro_x64.rpm

jepkes11-2_2.7 x.xxx_x64.rpm

readme_JaCartaUC_RedOS.txt

RPM-GPG-KEY-ALADDIN_RD-ZAO.public

install.sh MakeT yctaHoBku anst 64-6utHbix OC Ubuntu 16/18/20,
jacartauc_2.13.x.xxxx_x64_ru.deb Debian 9/10/11
jepkes11-2 2.7 x.xxx_x64.deb

readme_JaCartaUC_DEB_x64.txt

install.sh MakeT yctaHoBku ans 64-6utHbix OC AlterOS, CentOS
jacartauc_2.13.x.xxxx_x64.rpm 7/8, POCA "KOBA/IbT" 7.3, ROSA ENTERPRISE LINUX
- T 7.3

jepkes11-2-2.7. x.xxx_x64.rpm
readme_JaCartaUC_RPM.txt
RPM-GPG-KEY-ALADDIN_RD-ZAO.public
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4.3

YcTaHoBKa nporpamMmbl B pexunumMme HOM&H,D,HOVI CTPOKK

YcraHoBka EgmnHoro Knuexta JaCarta ocywecTengaeTca C NoOMOLWbO KOMaHAHOM CTPOKM NYTEM 3aMnyCKa CKpUnTa
install.sh.

B 3aBucumocTm ot 0ﬂepaLl,VIOHHOl7I CUCTEMbI CKPUNT install.sh. YCTAHAB/IMBAET Pa3/IM4HbIE NAKETDI:

OC Anbt 8 CIM, AnbT 9: jcpkes11-2 (EamHas bubnunoteka) u jacartauc (EanHbIA KnuenT).
B onepayuoHHoU cucmeme 00#HbI BbiMb NpedsapumesbHO yCmMAaHO8AeHbl NAKEMbI: gzip, gcr, libpesclite,
pcsc-lite, pcsc-lite-ccid.

OC Astra Linux 1.5: jcpkes11-2 (EanHas brubnuoteka), jacartauc (EamHbIN KnveHT).
B onepayuonHol cucmeme 00/#HbI B6biMb NPed8apumesnbHO yCmaHoB8AeHbl NAKEMbI: 1ibxcb-xineramal, pcscd,
libccid, gcr.

OC Astra Linux 1.6, Astra Linux 1.7: jcpkcsi11-2 (EauHas bubnuoteka), jacartauc (EanHbIi Knuexr).
B onepayuoHHol cucmeme doHbI 6bIMb NPed8apUMeNbHO YCMAaH08eHbl NAKeMbl: 1ibxcb-xineramal, pcscd,
libccid, gcr, 1ibpcrel6-3.

OC Pepn0C 7.2, PepOC 7.3: jcpkes11-2 (EmmHasg bubnunoteka) u jacartauc (EanHbIA Knuenr).
B onepayuoHHol cucmeme 00HHbI Bbimb NpedsapumesnsHO yCmaHo8eHbl NAKeMb!: gzip, pcsc-1ite, pcsc-
lite-ccid, pcre-utflé, gcr.

OC EMMAC OC 1.0: jcpkes11-2 (EauHag bubnuoteka) n jacartauc (EamHbIn KnneHT).

B OC domiHbl 6bimb npedsapumesibHO YCMaHoseHbl NaKemsl: gzip, libpcsclitel, pesc-ccid, 1ibger-3-1.

OC AlterQS, CentOS 7/8, POCA "KOBAJIbT" 7.3, ROSA ENTERPRISE LINUX 7.3: jcpkes11-2 (EamHas
Bubnuoreka), jacartauc (EanHbIA Knuenr).

B OC 0osmxicHbl 6bimb NpedsapumenbHo yCmaHo8AeHbl NAKeMbl: gzip, pcsc-1lite, pcsc-1ite-ccid, ger.
Ubuntu 16/18/20, Debian 9/10/11: jcpkcsi1-2 (EanHag bubnuoteka), jacartauc (EaMHbIA KnneHT)

B OC 0osmxiHbl 6bImb NpedsapumenbHoO yCmMaHo8AeHbl NAKeMbI: 1ibxcb-xineramal, pcscd, 1ibceid, ger.

YcTaHoBKa noaaepXku o6nacti cucteMHbix yeeaomnenuit B OC Debian 10, 11

Ana ycmaHosku noddepmku obnacmu cucmeMHsix ygedomaeHul gnome Heobxo0uMo:

® B8bINOJIHUMb 8 MepMUHae KOMGHOy sudo apt-get install gnome-shell-extension-top-icons-plus

® 308epWUMb CEAHC MeKyW,e20 No/16308aMens KOMaHOOl 1ogout U OMKPbIMb CEAHC NOBMOPHO KOMAHOOU login
o omkpsimb ‘[lononHumensHeie Hacmpoliku”. OmKpbims nyHKm “pacwiupeHus (extensions)”

o gk4ums napamemp “Topicons plus”

YcraHoBKa noaaepxku obnactu cucteMHbix yseaomneHuii B OC CentOS 8

Jna ycmaHosku noddepxku obnacmu cucmeMHbix ygedomaeHuli gnome Heobxooumo:

® B8bINOJIHUMb 8 MepMUHasie KOMGHOy.' yum install gnome-tweaks

® BbINOJIHUMb 8 MEPMUHA/E KOMAHOY: yum install gnome-shell-extension-top-icons

e 308epwums CeaHc mekyuje2o noabL308amensi KOMaHOOU logout U OMKPbIMb CEAHC NOBMOPHO KOMAHOAOU 1ogin
o omkpbims ‘[ononHumensHeie Hacmpolku”. OmKpbime NyHKM “pacuwiupeHus (extensions)”

e gk04YUMb napamemp “Top icons”
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4.4

4.5

YCTaHOBKa NPOrpaMmbl B penMe 3aMKHyTOW NporpaMmHon cpeabl Astra Linux 1.5, 1.6, 1.7

B Astra Linux 1.5, 1.6 u 1.7 MOXeT ncnosib30BaTbCs PEXXMM 3aMKHYTOM nporpamMmmHon cpeabl (3M1C).

B 3aBncmMMocTM oT MOMeHTa ycTaHoBkM EamHoro KnuenTta JaCarta - no nnm nocne 3anycka 3MMC cywecTsyeT ABa
anroputMa noAroToBKM K YCTaHOBKE NMPOrpaMMHbIX CPefCTB.

A. ToparotoBka K yctaHoBKe B cny4ae, ecnm 3MNC 3anyweHa B OC Astra Linux 1.5, 1.6 unm 1.7:
B OC Astra Linux 1.5:

1. BkaTanor /etc/digsig/keys NOMeCTUTE BXOAAWMIA B cOCTaB auctpubytmea MO “Eaunbii Knuent JaCarta
OTKPbITbIN (MYBANYHBIN) K04 A0_Aladdin public ALl.5.key.

2. B danne /etc/digsig/digsig initramfs.conf YCTaHOBWUTE NapaMeTpbl:
DIGSIG_ENFORCE=1
DIGSIG LOAD KEYS=1

BsepuTte v BbinosHUTE KOMaHAay sudo update-initramfs -u -k all

4. Tlepe3arpy3ute KOMMbOTEP.

5. B cootBeTcTBMM C pa3aenoM 4.3 BbiNOAHUTL YCTaHOBKY EanHoro Knuexta JaCarta ¢ noMoLLbio KOMaHAHOM
CTPOKM NMyTEM 3amnycka CKpunTa install.sh.

B OC Astra Linux 1.6 n 1.7:

1. BkaTanor /etc/digsig/keys NOMECTUTE BXOASLLMIA B COCTaB gucTpubytmuea EamHbii Knnent JaCarta
OTKPbITbIN (MYyOANYHBIN) KNOY A0 Aladdin public ALl.6.key.

B daiine /etc/digsig/digsig initramfs.conf YCTaHOBUTE NapameTpbl:

DIGSIG_ELF_MODE=1

Beeaute 1 BoinonHuTe KoMaHay sudo update-initramfs -u -k all

Mepe3arpysuTe KOMMNbOTEP.

B cooTBeTcTBMM € pa3genom 4.3 BbINOAHWUTL ycTaHOBKY EamnHoro KnunenTa JaCarta ¢ nomMowbo KOMaHaHOWM
CTPOKM NyTeM 3anycka ckpunTa install.sh.

W

S

B. lMoparotoBka K ycTaHOBKe B ciy4ae, eciv Tpebyetcs 3anyctutb 3MC nocne yctaHoBku EamHoro Knuenta
JaCarta:

B OC Astra Linux 1.5:

1. B cootBeTcTBMM C pa3genom 4.3 BbINONHUTb ycTaHOBKY EamHoro KnunenTta JaCarta ¢ noMowwbto KOMaHAHOWM
CTPOKM MyTeM 3amnycka CKpWNTa install.sh. B mpouecce ycTaHOBKM OTKPbITBINA (MyOAUYHBIN) KNKOY
AO_Aladdin_public_AL1.5.key ckonupyeTcs B KaTaNnor /etc/digsig/keys

2. B daiine /etc/digsig/digsig initramfs.conf YCTAHOBUTE NapaMeTpbl:
DIGSIGiENFORCEZI
DIGSIG_LOAD KEYS=1

3. BBeawuTe M BbINOMHUTE KOMAHAY update-initramfs -u -k all
4. Tepe3arpy3ute KOMMbIOTEP.

B OC Astra Linux 1.6 n 1.7:

1. B cootBetcTBMM C pa3genom 4.3 BbINONHUTb ycTaHOBKY EamHoro KnuenTa JaCarta ¢ nomMoLbio KOMaHAHOM
CTPOKM NMyTEM 3anycka CKpUNTa install.sh. B mpouecce ycTaHOBKM OTKPbITbIV (MyOAUYHBINA) KOY
AO_Aladdin_public_AL1.6.key ckonmpyeTcsi B KaTanor /etc/digsig/keys

2. B daiine /etc/digsig/digsig initramfs.conf YCTAHOBUTE NMapaMeTpbl:
DIGSIG_ELF MODE=1

BBe,D.VITe M BbINOJIHUTE KOMaHAY update-initramfs -u -k all
4, HGPEBany3MTE KOMMbHOTED.

W

YnpasneHve MaHAaTHbIM OrpaHndeHnemM goctyna ana Astra Linux 1.5, 1.6, 1.7

[nsa koppektHo# pabotel 10 EamHbii KnueHT JaCarta nog nonb3oBatensiMu ¢ HEHYNEBOM MeTKOM 6e30nacHOCTH
TpebyeTcs HACTPOUTb 3anyck cyx6bl pescd.
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45.1

45.2

3anycK cnybbl pcscd € HEHyNeBbIMM MaHAATHbIMY aTpnbyTamMm B Astra Linux 1.5

Mocne ycraHoeku MO Eamubii KnuenT JaCarta BbINONHWTL Cneaytolime OenNCcTBUS:

1. B gann /etc/parsec/privsock.conf A06aBUTb CTPOKY /usr/sbin/pcscd;
2. BsecTv koMaHay:

PATH=/usr/lib/parsec/bin:$PATH
3.  BbinonHuTb Nepesarpysky KomnbloTepa.

3anycK Cnyrbbl pcscd ¢ HeHyNeBbIMU MaHAATHBIMKW aTPpUbyTaMn B Astra Linux 1.6 n 1.7

HactpouTb goctyn cnyx6bbl pcscd MOXHO B ABYX BapuaHTax: Afis BCeX Nosb3oBaTtesnen (MeTka «ehole») UK Ans
HEeKOTOpbIX NOMb30BaTeNel (HAaCTPOMKa NPOUCXOAUT A1 KOHKPETHbIX MaHAATHbIX METOK).

1. [ng 3anycka cepsuca pcscd € HeHyneBoi MeTkon 6e3onacHoCTM (ocTyn 6yaeT Ans BCex Nonb3oBaTenen)
Heo6X04MMO BbINOAHUTbL CleAyoLIME WarK:

1.1. ®ain /1ib/systemd/system/pcscd.service cnenyer NnpuMBeCTv K BUAY:
[Unit]
Description=PC/SC Smart Card Daemon

#Requires=pcscd.socket

[Service]
ExecStart=/usr/sbin/pcscd --foreground
ExecReload=/usr/sbin/pcscd --hotplug

CapabilitiesParsec=PARSEC CAP PRIV SOCK

[Install]
#Also=pcscd.socket

WantedBy=multi-user.target

1.2. BBecTtu 1 BbINOMHWUTL KOMaHAbI:
sudo systemctl daemon-reload
sudo systemctl disable pcscd.socket
sudo systemctl restart pcscd.service

sudo systemctl enable pcscd.service

1.3. Tlocne 3anycka cepBuca pcscd NpoOBEPUTb, UTO EMY NPUCBOEHO 3HaYeHHUe ehole. [InS 3TOro BbIMOAHUTD
KoMaHay:

sudo pdp-1ls -Ma /var/run/pcscd/pcscd.comm

Ampubymsi ¢aiing pcscd. comm, 00HHbI 6bIMb MAKUMU:

srw-rw-rw-m-- 1 root root VYposens 0:Huskmii:Her:ehole /var/run/pcscd/pcscd.comm
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B uHom cnyyae cnedyem ydanume pcscd.comm KOMAaHOoU:

sudo rm -r /var/run/pcscd/pcscd.comm

u nepesaepyzums K

2. [nq 3anycka cepBuca pcscd ¢ onpeaeneHHon MeTkol 6e3onacHoCcTu (BocTyn 6yaeT ans HeKoTopbiX
nonb3oBareneit) He06x04MMO BbINOMHUTL CleAYHOLLME Wark:

2.1. ®ain /1ib/systemd/system/pcscd.service cnefyer NnpuMBeCTU K BUAY:
[Unit]

Description=PC/SC Smart Card Daemon

[Service]
ExecStart=/usr/sbin/pcscd --foreground
ExecReload=/usr/sbin/pcscd —--hotplug

PDPLabel=1:63:0

[Install]

WantedBy=multi-user.target

PDPLabel=<YpoBeHE>:<YpPOBEHL IE€JIOCTHOCTH>:<KaTeropmm>

®opmam MemKu PDPLabel aHano2uyeH npuHamomy e cucmeme PARSEC 3a ucknoyeHuem nosis muna - Memku.

B 6noke koda ykasaH npumep ¢ 3anyckom ciywbsl pcscd ¢ 1-bIM yposHeM KOHpuUdeH uansHocmu

2.2. BBecTu 1 BbINONHUTL KOMaHAbI:
sudo systemctl daemon-reload
sudo systemctl restart pcscd.service
sudo systemctl enable pcscd.service

sudo systemctl status pcscd.service

2.3. BbINonHUTb NepesarpysKky KOMMbloTepa.
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5. VI3MeHeHune n yganeHme nporpamMmmbl

5.1 W3mMeHeHwe nporpammol

[lns n3mMeHeHMs nNepeyHs yCTaHOBEHHbIX KOMNOHeHTOB EauHbii KnueHT JaCarta Heo6xoauMo BpyYHYi0
YCTaHOBUTb HEOBXOAMMbIE MAKETbl C MOMOLLbBIO CeAyWNX KOMaHA, (B 3aBMCMMOCTM OT TMMA ONepaLMOHHOM
CUCTEMDI):

° dpkg --install <mmMa nakeTa>,

® yum install <mma nakera>

5.2 YpaneHwe nporpammbl

Ypanenune Eguroro Knuenta JaCarta BbinonHAETCS NyTeM NOC/ief0BaTeNbHOMO yaaneHns NakeToB cneayoLwmMm
KoMaHaamu (B 3aBucumoctum ot tuna 0Q):

L] dpkg --remove <muMa_makeTa>;

o yum remove <muMA_Iaxkera>.
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6. HacTtponKa paboTbl NPpOrpaMmmbl

P Ons HacTpoitku EanHoro Knnenta JaCarta:

3. AktuBMpy#Te NyHKT "HacTpoikn" B MeHI0 BbICTPOro 3anycka MamM HaXxXMuTe KHonky "Hactpoiku” B nesom
HUXHEM yrly OCHOBHOrO okHa EaumHbivi KnuenT JaCarta. byneT oTkpbITo OKHO "HacTpoiku™

OCHOBHLIE OTobpamaTe 3Haqvok EQuHoro KnuenTa JaCarta B obnacTu yee joMmneHni
NoruposaHne =

v| OTobparkaTk NpedynperaeHns ob McTekawlwem cpoke AefcTBMA cepTudukaTa
DopMATApOBaHE P peaynpexq wem cpoke A pTud
O nporpamme OTobpamaTe Npedynpex feHna ob McTekleM cpoke AeRcTBWA cepTuduKaTa

PucyHok 1 - OkHo "Hacmpoliku". Bknadka "OcHosHble"
4. TepenouTte K HY)XHOM BKNaZKe:
—  "OCHOBHble" - COOEPXMUT OCHOBHbIe HacTpolkn EanHoro Knunenta JaCarta;
—  "JlorupoBaHue" — conepxuT HacTpoiiku normpoeanuns EnmHoro Knuenta JaCarta;
—  "(®opMaTupoBaHMe" — COAEPXMUT HACTPOMKM MacTepa GOPMaTUPOBAHMS 3NEKTPOHHBIX KIOYeHn;
—  "O nporpamme” — npepoctasnseT nHbopmaumio o Bepcun EamHoro Knuenta JaCarta.

5. BHecute HeobXx0aUMbIE U3MEHEHWUS B HACTPOMKM U HaXXMUTE KHOMKY "OK". U3meHeHns ByayT coOXpaHeHbl,
OKHO HacTpoek bynet 3akpbiTo. [1ns BbIXxoAa U3 OKHA HAaCcTpoek 6e3 COXpaHeHUst BHECEHHbIX U3MEHEeHUM
HaXXMMTe Ha KHomMKy "OTMeHa".

6.1 Bknagka "OcCHoOBHble"

Bknaaka "OCHOBHbIe" COAEPXKUT CneayroLmne HaCTPOMKK:

o "OTobpaxaTb 3HAYOK NPUNOXKEHMS B 061aCTH yBeAOMNEHUI" — onpenenseT, byaeT n otobpaxaTbCs 3HAYOK
& B NaHenu ynpaenexHusa nocne 3anycka EaguHoro Knunenra JaCarta;
e "OtobpaxaTb NpenynpexaeHme 06 UCTEKAIOLEM CPOKE AENCTBUS cepTUdUKaATa" — onpeaenset, byaeT aum

oToBpaxaTbCs NpeaynpexaeH1e 06 UCTEKAOLWEM CPOKe AeNCTBUS cepTUdMKATA, XPaHMMOM B NaMsTy
NpUNOXKEHMS;

o "OtobpaxaTb NpepynpexaneHue 06 UCTekweM Cpoke AencTems ceptudukata” — onpenensert, byner am
oTobpaxaTbCs npefynpexaneHne 06 UCTEKILIEM CPOKe AeiCTBUS cepTudmMKaTa, XpPaHUMOM B NMaMsTy
NpUIoXeHUs.
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6.2 Bknapgka "JlornposaHue"

Bknagka "JlormpoBaHue" coaepXXuT HAacTpoWKu normposanus EanHoro Knuexta JaCarta:

OCHOBHbIE EnowHblA KnueHT |aCarta
Jlor npoBaHue
DopMaTUpoBaHWE YpoBeHe geTaniiaynn |BbIKJ'I. ‘r|

Q nporpamme

MyTe K dainy | |

EauHan bubnuoTeka PKCS #11

YpoBeHe geTannsaynn | "|

MyTe K anny | |

PucyHok 2 - OkHo "Hacmpoliku". Bknadka "/loeuposaHue”
OnucaHue HacTpoek Bknaaku "JlormpoBaHme” npuBeneHo B Tabnuue 7.
Tabnuya 7 - Bknadka "JloeuposaHue”. OnucaHue Hacmpoek

Hacrpoiika OnucaHune

3apaet HacTponku nornposarus Eantoro Knunenta JaCarta:

e  "YpoBeHb feTanusaumn” — ans Bblbopa onumit: BeikntoueH /
CermeHT "EauHbIn KnueHt CTaHaapTHbIN.

JaCarta” e [lone "TyTb K painy” - ong otobpaxeHus nyT1 K danny ¢ noramu.

e KHonka "O630p" - ANs yKasaHMs MecTa pacrnonoxeHus danna c
noramu

3apaeT HaCTpoMKu nornpoBaHus EanHol 6ubnmnotekn PKCS#11:

e "YpoBeHb feTanusaumn” — ang Bolbopa onumii: BeikntoueH /
CermenT "Enmnas CraHaapTHbIf / PacluMpeHrHbiii.

Gubnunoreka PKCS #11" e Tlone "MyTb k paiiny" - ana oto6paxeHns Nyt K daiiny ¢ noramu.

e KHonka "O630p" - Ans yKasaHus MecTa pacnonoxeHus daina c
noramu
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6.3 Bknapgka "®opmatuposaHue"

Bknapka "®opmatupoBaHue” npegHasHayeHa anis Bblbopa pexxuma paboTbl MacTepa GopMaTUPOBAHUS

NPUIOXEHUN:
QOCHOBHEIE BribepuTe pexium paboTel MacTepa (ropMaTHPOBAHWA NPUACKEHMI, KOTopLIi ByaeT

NornpoBaHne MCMGAb30BATHLCA MO YMOAHEHNIO
amaTnaaaHue @ PacLIMpeHHLIR.
nparpamme ©OPMaTUPOBaTL NPUNOKEHWE NoAPOBHO 334aHHEIMY NapaMeTpaM.

O CTaHOapTHEIA.
DopMaTVPOBaTE NPWIOKEHWE NapaMeTpamMi No YMOIHaHW .

@) ChbpocUTE HacTpoiKy.
Onsa eeibopa peuma hopMaTUPOBaHUA NPWIOHKEHWA NPKY KX 40M 3aMycKe MacTepa

PucyHok 3 - OkHo "Hacmpotiku". Bknadka "®opmamuposarue”
OnucaHue HacTpoek Bknaaku "MopmatnpoBaHue” NnpuBeaeHo B Tabnuue 8.
Tabnuya 8 - Bknadka "®opmamuposarue”. OnucaHue Hacmpoek

Hacrpoiika OnucaHune

Mpu hopMaTUPOBaHMM NPUNOXKEHUS BYAYT MPUMEHEHBI MApaMeTPbl, 3alaHHblE

PacwupeHHbIn
nosb3oBaTesemM

Mpu bopMaTUPOBaHUM NPUNOXKEHNS BYAYT NPUMEHEHDI CTaHAAPTHbIE NaPaMETPbI.

CTaHOapTHbIN
Aap Pexxum BbIbpaH no ymonyaHuio

BblBOAMTb 3anpocC 0 BbiGOpe pexuMa ByAeT Npu KaxkaoMm 3anycke Mactepa

C6bpocuTb HacTpomKy (opMaTUpOBaHMS
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6.4 Bknagkxa "O nporpamme”

Bknapgka "O nporpamme” cogepxuT cBefeHus 06 ycTaHoBNEHHOM ak3eMnnsgpe EanHoro Knuexta JaCarta:

OcCHOBHbIE
NorupoeaHue

e cAVHBIN KNeHT JaCart

Bepcua 2.13.1 Chopka 3095

TexHn4eckan nogaoep>xKa.:
+7 (495) 223-0001 (MHOTOKaHankHLIRA)
www. aladdin-rd.ru/supportiticketsjcreate

BHUMaHune!

[aHHas NporpaMMa 3aueHa 3aKoHoM o aBTOpCKWK NpaBax v
COrNaleHnaMK, He3aKOHHOE BOCNPOW3BE JEHWNE W/WAW pacnpocTp
nporpaMmel WK NoBoli e& YacTy BAEYET rpasKAaHCKY0, 3aMUHN
YroNOBHYI OTBETCTBEHHOCTE B COOTBETCTBUW C 33KOHOAETENLCTE
Degepay i,

© 1995 - 2021, AD "AnapggwH P.[1." Bce npaBa sal MW eHsl
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7. ©OopMaTUPOBaHME 31EKTPOHHbBIX K/H0Yen

1] Bo BpeMs dpopmaTMpoBaHMs 3a4al0TCst OCHOBHbIE NapaMeTpbl paboTbl 3NEKTPOHHBIX KtoYei. Mocne npouecca
(opMaTUPOBaHUS INEKTPOHHbIN K/HOY CleayeT nepenaTb KOHEYHOMY MOJb30BATENHO.

M PaboTta MacTepa ¢popmMaTMpPOBaHNA NPUNOXKEHMS HACTPanBaeTCa BO Bkiagke "MGopmaTnpoBaHue” B OKHe
HacTpoek. B paHHOM pasgene onucaH npouecc npu BbIbpaHHOM BapuaHTe dopMaTnpoBaHus — "Copocutb
HacTponky" (noapobHee cM. pasgen 6.3 Bknagka "®opmatmpoBaHme”).

7.1  ®opmaTtuposaHue npunomwerua PKI c annnetom PRO

M B npouecce dopmatnposanus npunoxerusa PKI c annnetom PRO 3agatotca HoBble PIN-kog agMUHUCTpaTOpa m
PIN-kop nonb3oBaTens ¢ BO3MOXHOCTbIO YKa3aHUS AN HUX HAacTpOeK KavecTsa. [JaHHble nonb3oBaTens,
XpaHsLMecs B NaMATU NPUNOXeHUs (cepTudumKaTsl U Kkoun), ByayT yaoaneHsl.

P Ona noaroToBKM 3NEeKTPOHHOrO Knloya K paboTe:
1. 3anyctute EguHbii KnueHt JaCarta n nepekniountech B peXXmM aaMUHUCTpaTopa.

2. [lopcoepnHUTE 3NEKTPOHHDBINM KHOY K KOMMbloTepy. Ecniv BCTaBneH OAMH K04, TO €ro HaCcTpOlKK B
LLeHTPanbHOM YacTu OkHa byaeT oTobpaxeHbl MO yMonyaHuio. B cnyyae npucoeaMHeHUs HeCKONbKUX
3/1EeKTPOHHbIX K/touer, Heob6XxoAMMO BbIOpaTb OAMH 3NEKTPOHHbIN K04 U NEPENTU K ero HaCTPOMKaM.

3. TNepenpgute Ha Bknagky "PKI", ecnn oHa He ByaeT BbibpaHa aBTOMaTUYECKM.

Q PopMaTUpoBaTh

4. Haxmute kHoNKy "®opmMaTnpoBaTh” -
cnocoba popmMaTUpOBaHUS:

MacTep dpopmMmaTUpoBaHWA NpynoxeHWA PKI x

Cnocob chopMaTUpoBaHna NpUaoXeHUA
BribepnTe cnocob diopMaTUpoBaHUA NpUNoKeHNA, Bel MOXeTe coXpaHUTk cBoll Beibop
ONA fankHelllero ncnoflb3oBaHnaA,

. OT06pasunTCa CTapToBOE OKHO A4N19 BbiGOPa

® PacllpeHHEIR.
GopMaTHPOBaTE NMPUIOKEHNE NoAPobHO 38 4aHHEIMIN NapaMeTpamu.

CTaHOapTHEIR.
PopMaTWPOBaTE NPUIOKEHWNE NapaMeTPaMKU Mo YMOTHaHWI,

O

D JanoMHUTE Ebl60p ONA faneHeRlWer o NCNoNeE30BaHWA

Hanee = OTmeHa

PucyHok 5 - Macmep ¢popmamuposarus npunoxerus PKI. Cnocob ¢opmamuposaHus npunoxeHus

BoibepuTe pexum popmMaTMpoBaHmS:

—  "PacwwupenHbIit”, 4To6bl BpYYHYHO 334aTb NapaMeTpbl 3N1EKTPOHHOI0 K/4Ya B npouecce popMatnuposanus. danee
npuBEAEHO OMNMCaHUEe MpoLesypbl B JAHHOM pexuMe;

—  "CraHpapTHbIit", 4yTo6bl HOPMATUPOBATL 3N1EKTPOHHBIM K/KOY C MPUMEHEHMEM CTAHAAPTHbLIX NapameTpos. Mpwu
BbIGOpE 3TOro pexnma 6yayT NponyLieHbl Wark Mactepa GopMaTMpPOBaHMUS, ONMUCaHHbIe B M.n. 6- 12

AO "AnapauH P.0.", 1995—-2022r. PykoBoacTBO agMmHUCTpaTopa AN onepaumMoHHbIX cucTeM cemeicTaa Linux Crp.25/76



Eamubin Knuenr JaCarta 2.13

5. Haxmute kHonky "[anee". OTo6pa3unTCs OKHO ANs 3a4aHUS METKM NpunoxeHus. B none "Metka npunoxeHus"
MO YMONYAHUIO YKA3aHO TeKyLLEee UMS METKM 3NEKTPOHHOrO Kitoya. Npu HeobXxoanMMOCTU U3MEHUTE ero:

MacTep dopMaTUpOEaHUA NpUnoXKeHUA PKI b

ObazaTencHLe NapaMeTpll
3apaiTe MeTKy NPUIOMEHWA Ha TokeHe W crocob dopMaTupoBaHa

MeTka NpUNoMXeHWA

|_|aCarta_name

Oanee = OTMmeHa

L%

PucyHok 6 - Macmep ¢opmamuposarus npunoxerus PKI. 3adaHue memku

6. Haxmute kHonKy "[anee". OTobpasuTcs okHO 3aaaHust napameTpoB PIN-koaa nonb3osatens u PIN-koga
aaMuHUCTpaTopa:

MacTep ¢popmaTHMpoBaHKMA NpunoXeHUA PKI b4

dopMaTHpOBaHUE NPUJIOXKEHUA
3afaiTe NnapameTpsl

PIMN-k0oO Nnone3oBaTenA

Makc. KonudecTeo NonelTok PIN-koga | 10 4

D MonLz0BaTents AoneH cMeHUTE PIN-Ko O npw cnegylouem exone

PIN-ko4 agMUHWCTpaTopa

T
I
>

danee k OTmeHa

PucyHok 7 - Macmep ¢opmamuposarus npunoxerusi PKI. 3a0aHue napamempos PIN-kodoe nons3osamens u PIN-koda admuHucmpamopa
3anonHuTe Nons B OkHe Mactepa GOpMaTUPOBAHUS B COOTBETCTBMM C onMcaHuem B Tabaumue 9.

Tabnuua 9 - ®opmamuposarue npunoxerus PKI. OnucaHue Hacmpoek

Cekuumsa Mone OnucaHue
PIN-kop, MakcnManbHoe KOIM4ecTBO HEBEPHbIX
nonb3oBaTens nocnepoBaTeNbHbIX NonbiTok BBoaa PIN-koga
MakcrManbHoe KoIMYecTBo MonbIToK
PIN-koza nonb3oBaress, Nocae KOTOPoOro BO3MOXHOCTb
ucnonb3oBaHusa PIN-kona nonb3oBaTens 6yaer
3abnoknpoBaHa
Ecnu dnaxok yctaHoOB/EH, N0Nb30BATENb
Monb3oBatens AomkeH cMeHnTb PIN- nonxeH 6ynet cmeHnTb PIN-KoA nonb3oBaTens
KOA4, Npu Cneaylolem Bxone Npyu NepBOM WUCMOb30BaHWM NEKTPOHHOIO

Kntoya. B NPOTMBHOM C/ly4ae OH HE CMOXeT
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NPOAOMHKUTL PABOTY C 3TUM INEKTPOHHbBIM

KJTO4OM

PIN-kop, Ecnun ¢naxok ycTtaHoBneH, B npouecce

apMuHuctpatopa  PIN-kop agMuHMCcTpaTopa dopMaTupoBaHus byaet 3apaH PIN-kopg,
aAMUHUCTpaTopa

Beectun 3HaueHune PIN-kopa agMuHUCTpaTopa
nnbo oCTaBbTe 3HaYEHME N0 YMONYaHuio (none
aKTUBHO NPW YCTAHOBNEHHOM (Pnaxke
"YcraHoBuTb PIN-Kkog agMuHKUCTpaTopa”)

PIN-koa agMuHucTpaTOopa

MakcrManbHOe KOIMYecTBO HEBEPHbIX
nocnenoBaTenbHbiX NonbiTok BBoaa PIN-koaa
aAMUHUCTPATOPa, NOC/Ie KOTOPOro BO3MOXHOCTb
ucnonb3oBaHusa PIN-kofa agMuHUCTpaTopa
6yaneT 3a610KMpoBaHa

MakcmMManbHoe Yncno nonbitok PIN-
Kona

7. HaxmuTte kHonky "Janee". OToOpa3nTCS OKHO 3aAaHWUS PaCLUMPEHHbIX NApaMeTpoB GOPMaTUPOBAHUS
3M1eKTPOHHOrO K/oYa:

MacTep ¢popmaTHMpoBaHMA NpunoxeHUA PKI b4

dopMaTUpoBaHUe NPUIoXKeHus
3afafiTe pacllMpeHHEle NapaMeTpkl

Mcnons3oBaHWe Knw4a

BTopu4HaA ayTeHTUGMHUKELWA KNoHeM RSA |HUKorfa He sanpawmneaTs v

Pexunm K3IWWMPOoBaHWA NPUBATHEX OaHHBIX Beikn. ¥

D M3MeHWTE KAKY MHULWann3aumnm

an Odanee > QOTmeHa

PucyHok 8 - Macmep ¢opmamuposarus npunoxerus PKI. 3a0aHue pacwupeHHbix napamempos

3anosHuTe Noag B COOTBETCTBUM C onMcaHMeM B Tabnuue 10.

Tabnuua 10 - ®opmamuposaHue 31ekmpoHH020 Kato4a. OnucaHue Hacmpoek

Mone OnucaHue
BropuuHas Bbinapatowmin CNMCOK COAEPXKUT YeTbipe NYHKTa:
ayTeHTUDUKALMS KNHOYHOM

e  "Hukorpa He 3anpawuBaTh” — BTOPUYHAS ayTeHTUDUKALMSA He

RSA NpOM3BOAMTCS;

e 'Tpepnaratb no Tpeb6oBaHuio npunoxeHus (Prompt conditional)” - B
3TOM pexuMe NPUIOXKEHUS MOTYT 3anpallmnBaTh Naponb ANs KNo4a
RSA, eciM B HUX NpefyCMOTPeHa Takasi BO3MOXHOCTb;

e  "Bcerpa 3anpalumBath y nonb3oBaTens (Prompt always)” - npu
reHepaumu RSA kntoya, Kaxabivi pa3 3anpalimMBaeTcs LONOAHUTENbHbIN
naponb RSA ong gocrtyna k aToMy kntody. OfHaKo Nonb30BaTeNlb MOXET
W He 33[aBaTb AOMNONHWUTENbHbIA NApPOJb, MPU 3TOM reHepaLus Ki4a
NpoLOMKUTCA 6€3 MCNONb30BaHUS AOMONHUTENBHOTO Napons RSA;
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Mone

Pexxum KkawmnpoBaHus
NPUBATHbIX AAHHbIX

M3MeHUTb KoY
MHMLMANU3aLUK

8.

dopMaTHpOBaHUE NPUJIOXKEHUA

YeTaHoOBATE KAKY UHULWanUzauun U USMeHWTE ero, eciin 3To HEOE)(O,D.MMO

K4 MHKULWMannaaymn
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OnucaHue

e  "Bcerpa (Mandatory)" - npu co3ganuu kntoya RSA 6ynet npennoxeHo
334aTb AONOSHUTENBHbIM NApOAb ANS A0CTYNa K Kntoyy. Mpu HaxaTum
KHoMKku "OK" reHepupyeTca KoY, BBEAEHHbIM Napo/b UCMONb3YyeTCa B
KayecTse A0NoAHUTENbHOrO Nnapons RSA ans storo knwoya

Bbinapaowmi CnMcoK COAEPXKUT TPU NYHKTA:

e "BbiknounTh” - K3WMpOBaHME HE NPOU3BOAUTCS;

e [lpu Bxone nonb3osaTens’ — K3WMpPOBaHME NPOU3BOAMTCA MPpU BXoAeE

nosib30BaTeNs, AaHHble COXPAHAKTCS B K3LUe 10 3aBEPLUEHUS CeaHca
BXOA3;
"Bcerga” - KawwMpoBaHMe NPOM3BOAMTCS BCeraa

YcTaHoBUTb OTMETKY, eC/in HeobX0AMMO U3MEHUTL napaMeTpbl K/to4Ya

MHMUManu3aumm (cm. n. 8). Ecin oTMeTka He ycTaHoB/EHa, TO ByAeT BbINOMHEH
nepexog K n.9

Haxmute kHonky "danee”. OTo6pa3nTCca OKHO M3MEHEHMS MapaMeTPOB KoUYa MHULMANMU3ALNK:

MacTep ¢popmaTHMpoBaHKMA NpunoxeHuAa PKI b4

@ Mcnons30BaTe 3HAYEHWA MHULWanW3aumni KaoYa no YMONHaHWH
O Mecnone3oBaTe yKaSaHHbIIﬁ KIHY MHUL MannzaL i

v M3MeHWTE KKY WHWLWannaaL i

@ Mo yMon4aHuo
O cryqaitHsi
O 370 3HaueHue |

|
MooTeepxaeHue |

Oanee ‘ OTmeHa

PucyHok 9 - Macmep ¢popmamuposarus npunoxerus PKIl. @opmamuposaHue npunoxeHus

MNpn HeobX0AMMOCTHN YCTAHOBUTE K/IKOY MHULMANM3ALMU, TMOO UCNONb3YITE HACTPOMKY «[10 yMONYaHUIO».
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9. Haxmute kHonky "anee’. OTo6pa3mTca okHO HacTpoek kavyectBa PIN-koaa nonb3oBartens:

MacTep dopMmaTHUpoBaHWA NnpunoxeHWA PKI x

MopMaTUpoBaHUe NMPUAOKEHUA
YCTEHOBWTE HAacTPOMKWM KOHTPONA KadecTea NH-ko4a none30BaTens

MiH. gnuHa PIN-koga (3]
MuH, cpok gedcTewA PIN-kona 4]
Makc. cpok gefcTeunA PIN-koga 0

Mpenynpex geHue ob ncTeqennn PIN-kona (gHei) | 0

AP A A A >

McTopua PIN-kona <]

[0 BkAw4nTE paclmpeHHLIR KOHTponk KadecTea PIN-KoAa

A

PucyHok 10 - Macmep ¢opmamuposarus npunoxceHus PKI. Hacmpoliku kohmpons kavecmsa PIN-koOa none3osamens

Mpu HEOHXOAMMOCTU M3MEHUTE 3aAaHHbIE MO YMONYAHMIO 3HAYeHMs HacTpoek kavecTBa PIN-kozaa,
PYKOBOACTBYSICb OMMCAaHUEM, NPUBEAEHHBIM B Tabnuue 11.

lpu 3a0aHuu Hosozo PIN-koda pekomeHAyemcs ucnosib308ame 6yKebl MObKO IAMUHCKO20 aagasuma (abc...z,
ABC...2), yugpei (123...0) u cneucumsonsi (~I@#...). Micnone3oearue npobena u cuMgoa108 KUpUIAUUbl
Hedonycmumo. MuHumaneHas 0auHa PIN-koda none3o8amens cocmagnsem 6 CUMBOJI08.

Tabnuya 11 - Hacmpoliku koHmpons kavecmsa PIN-koda none3osamens. OnucaHue Hacmpoek

Hacrpoiika Onucanune

MwuHuManbHaa ananHa PIN-kopa MUHUManbHOE KONMYEeCTBO CUMBOJOB, KOTOPbIE MOXHO MCNONb30BaThb B
PIN-kone

MuHUManbHbIM cpok aevcteua PIN- MWHUManbHBIV CPOK (B AHSX), B TEYEHME KOTOPOro MOXHO MCMOJb30BaTh

Kopa PIN-koa nonb3oBatens

MakcuManbHbIv cpok aencteus PIN-  MakcuManbHbIv CpoK (B AHSX), B TEYEHWE KOTOPOro MOXHO MCMOb30BaTh

Kona PIN-kom nonb3oBarens

MpenynpexaeHue 06 UcTeuyeHUU 3a CKOMbKO AHel A0 OKOHYaHUs cpoka aencteus PIN-koga nonb3osatens
PIN-koga (aHen) aBToOMaTMyecku byaeTt oTnpaBieHo COOTBETCTBYHOLEE YBEAOMIEHNE
Mctopusa PIN-koaa Yucno ncnonb3oBaswmxcs paHee PIN-kofoB nonb3oBartens, KOTopble

Henb35 MCMONb30BaTh NPU Ha3HavyeHun Hosoro PIN-koda nonb3oBatens.
Hanpumep, ecnn ycTaHOBNEHO 3HaYEHME «3», HEBO3MOXHO OyaeT
Ha3HaunTb PIN-KoA nonb3oBaTens, COBNafatoLWMii C OAHUM U3 TPEX paHee
MCNONb30BaHHbIX

BKOUNTD pacLUMPEHHbIN KOHTPOSb YcTraHoBKa diaxkka NO3BOJISIET BbIMONHUTD TOHKYH HAaCTPOMKY KayecTBa
kayectBa PIN-kona PIN-kopoB nonb3oBatens (cM. n. 10). Ecnu oTMeTKa He ycTaHOBNEHa, TO
6ynet BbinonHeH nepexod K n. 11
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10. Haxmute kHonky "Oanee”. OToOpa3uTC OKHO pacliMpeHHbIX HacTpoek kavyectBa PIN-koga nonb3oBartens:

MacTep dopMmaTUpoBaHWA NpunoxeHWA PKI x

MopMaTUpoBaHe NMPUAOXKeHUs
YCTEHOBUTE paclUMpeHHkIE HACTPORKN KOHTponA KadecTea MNH-Ko4a Nofs30BaTens

“HYUCAOBLIE CUMBOSEI He BamHO v
CYMBO/EI BEPXHEr O PErMCTpa He BarHo  J
CUMBOMEl HUMHEr 0 perncTpa He BarHo v
CneynaneHeIe CUMBOEI He BarkHO v
MakcumyM NocnenoBaTensHo NOBTOPAKLMXCA CUMBONOE | 255 v

< Haszapg Odanee = OTmeHa

PucyHok 11 - Macmep ¢opmamupogarus npunoxeHus PKI. PacwupeHHeie Hacmpoliku koHmpons kayecmea PIN-ko0a nons3o0e8amens

BbinonHuTe HacTpoikKu KoHTponst kKadectBa PIN-kopa nonb3oBatens B COOTBETCTBUM Tabnuuein 12,
Tabnuya 12 - PacwupeHHsle Hacmpoliku KoHmpons kasecmsa PIN-koda none3oeamens. OnucaHue Hacmpoex

Hacrpoiika Onucanue

Bbinagatowwmin cnMcok copepXXmT BapuaHTbl ucnonb3oBaHus uudp B PIN-koge
nonb3oBaTens:

Yucnosble CUMBOSbI e He BaxHo

e  3anpelleHo
e 0O6sa3artenpHo

BbinagatoLwmin CNMCOK COAEPXMT BapUaHTbl UCMOMb30BaHUS andaBUTHbIX
cumBoNoB BepxHero pernctpa B PIN-koae nonb3osatens:

CWMMBO/IbI BEPXHErO perncTpa e He BaxHO

e  3anpelleHo
e 06Gsa3artenpHo

BbinapatoLwmit CNCOK COAEPXKUT BapUaHTbl UCNONb30BaHMS andaBUTHbIX
CMMBOJIOB HWXHero pernctpa B PIN-koge nonb3oBatens:

CMMBO/IbI HUXKHETO perncrpa e He BaxHo
e  3anpelleHo
e (Ob6ga3aTtenbHoO

Bbinagatowmin cnmcok COAEPXUT BapUaHTbl UCNOSIb30BaHNA CNeUnaibHbIX
cumBonioB B PIN-koae nonb3osatens:

CneumanbHble CUMBOJbI e He BaxHo
e  3anpelleHo
e (Ob6ga3aTtenbHoO

MaKCVIMyM nocnenoBaTtesibHO Mcnonb3oBaHue naywux nogpan oAnMHakoBbiX CMMBOJIOB. Cnucok conoepXxuTt
NOBTOPAKLWMNXCA CUMBONIOB none C BO3MOXHOCTbHO Bbl60pa 3HayeHus 13 amanasoHa ot 0 po 255

11. HaxmuTe kHonky "[anee". OTo6pa3nTcs 0KHO MacTepa GOpMaTMPOBAHMS NPUSIOXKEHUS ANS 334aHNS HOBOIO
PIN-kopa nonb3oBartens. 3anonHuUTe Nons cleaywmMm o6pasom:
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— B none "Hosbih PIN-kop nonb3oBatens” BeeamTe 3HaveHne HoBoro PIN-koza. Mo ymonyaHuio Bce BBOAUMbIE
CUMBONbI 0TOBpaXxatoTcs B Buae @®. YTobbl NPOCMOTPETL/CKPbITh BBEAEHHOE B NOJE 3HAYEHWNE UCMONb3YITE KHOMKY

c:‘:’:’/“’i:.;:’;

— B none "Moateepantb PIN-kop nonb3sosatens” seeante PIN-koga nonb3oBatens NoBTOPHO.

MacTep ¢popmaTUpoBaHMA NpunoXeHUA PKI b4

dopMaTMpoBaHUe NPUOXEHWUA
3apgaiTe PIN-Kog nonk3oBaTens

Hoewllt PIN-ko 0 none3oBaTenA

00000000 b

NMoaTeeponTe PIN-Ko4 nonb3oBaTens

A

PucyHok 12 - Macmep ¢opmamuposarus npunoxeHus PKI. 3adaHue PIN-koda none3osamens

12. Haxmute kHonky "Oanee”. OTobpa3utcs OKHO MacTepa GOpMaTUPOBaHUS MPUNOXEHUS AN NOATBEPXKAEHNS
BBeAEHHbIX HacTpoek. [TpocMoTpuTe napameTpbl GOPMaTUPOBAHUS 3NEKTPOHHOMO Kitoua. [pu
Heo6X0AMMOCTM BHECEHUSI MU3MEHEHWMI B MapaMeTpbl GOPMATUPOBAHUS HAXXMMUTE KHOMKY "Hazag" u
BEPHUTECH B HYXXHOM OKHO M OTpeaakTUpyWTe napameTpbl.

locne Haxcamus Ha kHonky "[lodmeepOums” HaAYHEMCS NPouEeCC HopMamuposaHus, 8 Xxode Komopo20 8ce OaHHble
6y0ym ydaneHsl U3 NaMIMU 3/1eKMPOHHO20 K/0Ya

MacTep ¢popMaTHUpoBaHWA NpUNoxXeHA PKI x

opMaTUpoBaHMe NPUAOKEHUA
Haxae Moo TEepAUTE' Bel NponsBefeTe GopMaTUPOBaHWE NpUNoxeHus. B npoyecce
thopMaTUMpoBaHWA Bce faHHble By oy T yaaneHsl.

OT4eT:
HaszsaHne 3Ha4eHne -
0bLme
MmAa npunoxeHna JaCarta_name
PIN-ko 4 none3oBaTenA PIN-koq4 nonb3sosaTena byneT ycTaHosnex

Ynpasnenuwe PIN-kogoM nons3oBaTens

Makc. KonM4ecTBO NONkLITOK

PIN-koOoa 10
Mone30BaTeNs OOMMEH
cMeHnTE PIN-kog npw HeT

cnefyroLlem Bxo e

Monutukn PIN-Kkoga nonb3oBatens

PucyHok 13 - Macmep gopmamuposarus npunoxeHus PKI. [lodmeepxdeHue Hacmpoek

13. HaxmuTe KHonKy "MMoaTBepamTb”. byaet BbiNnonHATLCS GopMaTMpPOBaHME NPUNOXKEHMS. XO4 BbIMONHEHNUS
6yneT oTobpaxkaTbCs B TekyleM okHe. 1o 3aBeplieHnto dopMmatMpoBaHus 6yaeT oTobpaxkeHa nHdopMaums
06 3TOM:!
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MacTep ¢popmaTHMpoBaHMA NpUnoXeHUA PKI b4

d)npmaTMpmaaHMe NnMPUIOXEeHWA Ha TOKeHe
peSy‘J‘leaTbl ¢lOpMaTHpOEIaHI.—'IF| NpUNoxeHWAa Ha TOKeHe NepedMcnedHel B 0THeTE

OT4eT:

DOPMETUPOBAHWE MNPWIOMEHNA
~ DOPMaTUPOBEHUE NPUIOHEHWA YENELWHO BLINOMHEHD

PucyHok 14 - Macmep ¢popmamuposarus npunoxerus PKI. Pe3ynsmamer gopmamuposaHus
14. HaxmuTe KHOMKY "3aBepwmnTb” Ans BbIXx0o4a M3 MacTepa GopMaTUpOBaHMS.

7.2  ®opMaTupoBaHue npunorkeHua PKI ¢ annnetoM/npunorenHvem Laser

B npouecce dopmatnpoBanus npunoxerus PKI 3apatotcs HoBblie 3HaveHms PIN-koga agMuHucTpatopa u PIN-
KOAa NoJsib30BaTeNs C BO3MOXHOCTbIO YKa3aHWs AN HUX HAacTpoek KavecTBa. [laHHble Noib30BaTeNs, XpaHsawmecs
B MaMSATU NPpUNOXeHUs (cepTUdUKaTbl U KAouK), ByayT yaaneHbl B Xxoae GopMaTMpoBaHus.

Pabota Mactepa opMaTMpoBaHus HAaCcTpamMBaeTCs Ha Bknaake "MopmatupoBaHue” B OKHe HacTpoek. B naHHOM
paszene onucaH npouecc npu BbibpaHHOM BapuaHTe GopMaTupoBaHus "COpoCcUTb HACTpoiiKy" (noapobHee M.
paszen 6.3 Bknagka "®opmatupoBaHue”).

P Ona noaroToBKM 3NEeKTPOHHOFO KNloya K paboTe:
1. 3anyctute EguHbiii KnueHT JaCarta n nepekniountech B peXXmMM afMMHUCTpATOpa.

2. [lopcoepnHUTe 3NEKTPOHHDBIN KHOY K KOMMbloTepy. Eciv BCcTaBneH OAMH K04, TO €ro HaCcTpOKKK B
LLeHTPanbHOM YacTu OKkHa byaeT oTobpaxeHbl MO yMonyYaHuio. B cnyyae npucoeMHeHUs HECKONbKMUX
3N1EKTPOHHbIX KNKYel, HeobxoaAnMO BbIbpaTbh OAUH 3NEKTPOHHBIN K/HOY M NEPENTU K ero HAaCTPOMKaM.
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3. Nepengute no Bknaaky "PKI" n Haxxmute kHonky "@opMatupoBath”. OTO6pa3nTca CTapToBOE OKHO MacTepa
dhopmMaTMpoBaHus:

Macrep dopmaTvpoBaHMa npunoxeHuA PKI x

Cnocob cdopMaTHpoBaHNA NpUAOXeHNA
BeibepnTe cnocob opmMaTUpoBaHWA NPUNOMEHWA, Bbl MOMETE
COXPaHWUTE cBoi BuIBop ANA AansHelllero MenobL30BaHus,

O PaclwwpeHHLIA.
DOpMaTWUPOBaTE NPUNCMKEHWE NoAPobHO 38 0aHHBIMW NapaMeTpamu,

@ CTaHAap THLIR.
DopMaTUPOBaTE NPUIOHKEHWE MAapaMeTPaMn No YMOIHaHUI.

D 3anoMHUTE Elbl60p A7 AansHelWer o Mcroe30BaHns

Lanee = OTMeHa

PucyHok 15 - Macmep popmamuposarus npunoxeHus PKI. Cnocob ¢opmamuposarusi npunoxeHus

4. BblbepuTe pexxum GopMaTUPOBAHUS:

-~ "PacwmpeHHblit”, 4ToBbl BpyYHYHO 334aTb MapaMeTpbl 3NEKTPOHHOTO Kiloua B npouecce dopmatuposanus. Janee
NpVBELEHO OMMCAHME NPOLEAYPbI B JAHHOM PEXMME;

—  "CraHpapTHblit", 4To6bl HOPMATUPOBATH INEKTPOHHbIN K/THOY C MPUMEHEHUEM CTaHAAPTHbIX NapaMeTpos. Mpu
BbibOpe 3Toro pexxuMa 6ymyT nponyuieHbl Wark Mactepa GopMaTMpOBaHUS, ONUCaHHbIe B M.n. 7-14.
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5. Haxmurte kHonky "Janee". OTobpasutcs okHO MacTepa GopMaTUPOBaHUS A1 BBOAA 0653aTebHbIX
napaMeTpoB:

MacTtep popmaTmMpoBaHus npunoxenus PKI @ X
Obs3aTesibHLIE NapaMeTphl

BeBefuTe HoBbIl PIN-KOA aAMUHUCTPaTOPa U 334aliTe MeTKy
NPUNOXKEHNA Ha TOKeHe

HoBeii1 PIN-Ko 4 agMUuHUCTpaTopa
CLLIIILIIIL) &
MoAaTeepAnTL PIN-KOL agMUHWCTPaTopa

MeTka npunoXxeHna

Nasep/TOCT2

PucyHok 16 - Macmep ¢popmamuposarus npunoxeHus PKIl. O6s3amensHeie napamempsl

3anonHuTe obg3aTenbHblie NONs B OKHe MacTepa dJOpMaTMpOBaHVIﬂI

— B none [PIN-kon agMuHUCTpaTopa] BBeanTe HoBOe 3HaveHue PIN-kopga agMuHucTpatopa. o yMonyanuio Bce
BBOAMMbIE CUMBOJIbI OTOBpaxaloTCs B BUAE @ . YTO6bl NPOCMOTPETL/CKPbLITH BBEAEHHOE B MOJIE 3HAYEHUE

MCNOsb3yiTe KHOMKY #/‘;.? ;
— B none [[MoatsepanTb PIN-Ko4 agMuHUCTpaTopa] NOBTOPHO BBeAMTe HOBbINM PIN-Ko4 agpMuHUCTpaTopa;

— B none [MeTka NpUNoxeHns] Npu HeE06X0AMMOCTH YKaXKMUTE HOBOE HAa3BaHMA 3/IEKTPOHHOTO KNoYa (HanpuMep, UMs
6ynylero BnagenbLa).

6. Haxmute KHonKy "lMoaTBEpAMTL" M NepenanTe K BbINOAHEHMUIO Wwara 14,
7. Ecnv 6bin BbIGpaH paclMpeHHbIi pexxum hopMaTUpOBaHUs, TO 0TOBPA3UTCS OKHO A5 BBOAA 3HAYEHUM
KayectBa PIN-koaa agMUHUCTpaTOpa (CM. pUCyHOK 17).
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MacTep ¢opmMaTUpoBaHUA NpunoxeHua PKI X

Ka4vecTtBo PIN-Koqa agMUHUCTpaTopa
YCTaHOBWTE HACTPORKKW Ka4ecTEa PIN-Ko4a agMUWHWC TpaTopa

[ PaspewnTs pasbnoknpoeky € ncnonk3oBaHNemM MexaHMsMa 3anpoc-o0TBeT

Ea30Bkle HacTpORKN

MUK, onuHa PIN-koga 4 &
Makec, gnuHa PIN-Koga 15 v
PacliMpeHHEle HacTPoRKK

MUWH . KONMHECTBO LUhPOBLIX CUMBONOE 0 A
MWH. KonM4ecTE0 ByKBEHHLIX CUMBOMIDE 0 .
MWH, KONMYECTBO CMMBOIOB HWMHEro pernctpa |0 A
MWH. KONMHECTEBO CUMBOMOB BepxHero pernctpa |0 kA
MWH. KONWHECTBO CMEL,. CUMBOSIOB 0 4
Makec, KONMYecTBO MOBTOPAKLWXCA CUMBOMOB 168 v

< Hazag Hanee = OTMeHa

PucyHok 17 - Macmep ¢opmamuposarus npunoxerus PKI. Kavecmseo PIN-koda admuHucmpamopa

Mpu HEOOXOAMMOCTM MU3MEHMTE 3a4aHHbIE MO YMOMYAHMIO0 3HAYEHUS HAacTpoek KayecTBa PIN-koaa,
PYKOBOACTBYSICb ONMUCAHWEM, NMPUBELEHHBIM B Tabnuue 13.

lpu 3a0aHuu Hosozo PIN-koda pekomeHAyemcs ucnosib308ame 6yK8bl MObKO AAMUHCKO20 angasuma (abc...z,
ABC...2), uugpsi (123...0) u cneycumsonsl (~!@#...). icnonb3osaHue npobena u cUMB0s108 KUPUIULbI HEO0NYCMUMO.
MuHumansHas dnura PIN-koda admuHucmpamopa cocmasnsem 4 cumeona

Tabnuya 13 - Kayecmso PIN-ko0a admuHucmpamopa. OnucaHue napamempos

Cekums Mone Onucaxume
PaspewnTb pa3bnoknpoBky c Mpwu ycTaHoBKe dnaxka nocne GopMaTUpoBaHUS
MCMNONb30BaHUEM MeXaHu3Ma NOSIBNSIETCS BO3MOXHOCTb pa3bioKnpoBaTh

3/71eKTPOHHbIM KNHOY B YAANEHHOM pexume,
“cnonb3ys MexaHusM "3anpoc-oteet". [1ng 3Toro
B none PIN-koZ agMmMHUCTpaTOpa A0MKHO BbiTh
3apaHo 3HaveHue knoya 3DES, kotopoiit byaert
BbINonHATL hyHKumio PIN-kopa
aAMMHUCTpaTopa. Koy gomkeH coctosTs U3 8,
16 nnn 24 cumeonos ASCII

3anpoc-oTeeT

bazoBble MuHuManbHag anvHa PIN-kopa MUHUManbHOe KONMYeCTBO CUMBOJIOB, KOTOpbIE
HaCTPONKK MOXHO ucnonb3oBaTb B PIN-koae
MakcumanbHaga anmHa PIN-kona MakcMManbHoe KONMYeCcTBO CMMBOJIOB, KOTOPbIE

MOXHO mncnosb3oBaTtb B PIN-koae

PacwupeHHble  MMHUManbHOE KONMYECTBO Onpepensert, CkoNbKo LMGPOBbIX CMMBONOB

nonutukn PIN-  umndpoBbIX CMMBONOB Heobxoamnmo mucnonb3oBath B PIN-koae

Koaa

HONb30BaTENs MMHUManNbHOE YMCNo BYKBEHHbIX OnpepensieT, CkONbKO BYKBEHHbIX CUMBOJIOB
CUMBOJ/IOB HeobxoanMo mcnonb3osath B PIN-koge

AO "AnapauH P.0.", 1995—-2022r. PykoBoacTBO agMmHUCTpaTopa AN onepaumMoHHbIX cucTeM cemeicTaa Linux Crp.35/76



Eamubin Knuenr JaCarta

CeKkuus Mone
MWHMManbHOE KOIMYECTBO

CMMBOJI0B HMXXHETO perncrTpa

MWHMManbHOE KOIMYECTBO
CMMBOJIOB BEPXHEr0 perncrpa

MWHMManbHOE KOIMYECTBO
cnewmanbHbiIX CUMBOJIOB

MakcuManbHOEe KOM4ecTBo
NOBTOPSHOLMXCS CUMBOJIOB

Onucanune

OnpepenseT, ckonbko 6yKBEHHbIX CUMBOJIOB B
HUXXHEM peructTpe HeobxoAMMO MUCMONb30BaTh B
PIN-kone

OnpepenseT, ckonbko 6yKBEHHbIX CUMBOJIOB B
BEPXHEM perncrpe HeobxoanMO MCMONb30BaTh B
PIN-kone

OnpepensieT, CKONbKO CNeLManbHbIX (He
andaBnTHO-UMGDPOBbIX) CUMBONOB HEOHXOAUMO
ncnonb3osatb B PIN-kone

OnpepensieT Yucio NOBTOPSIOLMXCS CUMBOJIOB B
nobom mecte PIN-kopa

8. HaxmuTte kHonky "Hanee". OTobpa3utcs okHO Ans BBoAA HoBoro PIN-koaa agMuHUCTpaTopa:

MacTep ¢opmaTMpoBaHWA NpUunokeHWA PKI x

MeTka npyunoMeHnA

JaCarta|

@opMaTUpOBaHNe NPNAoXeHus
3afafTe HacTpolkn PIN-Ko4a agMUHMcTpaTopa

Hoewld PIN-ko 4 agMUHUCTpaTopa

MooTeepdnTe PIN-Ko4 aqMUHACTpaTOpa

Makc. KonM4ecTBO NoNeIToK BBoOE PIN-koga | 15

< Hasap Lanee = |, OTMeHa

PucyHok 18 - Macmep ¢opmamuposarus npunoxceHus PKI. Hacmpoliku PIN-koda admuHucmpamopa

2.13

Ykaxute HoBbl PIN-koA agMUHMUCTpaTopa M napaMeTpbl ero 6,10KMPOBaHUS B COOTBETCTBMM C Tabauuen 14.

Tabnuya 14 - Hacmpoliku PIN-koda admuHucmpamopa. OnucaHue Hacmpoek

Mone OnucaHue
Hosbiit PIN-kop, B none Heobxoaumo 3apath HOBbIM PIN-Ko4 agMUHMUCTpaTopa ans
aAMUHUCTpaTOpa npunoxenus PKI
Moanteepantb PIN-koA, B none HeobxoauMo BBeCTM noaTeepxaeHue Hosoro PIN-koaa
agMUHUCTpaTopa aAMMHUCTpaTopa
Makc. KOnM4ecTBO NOMbITOK MakcrManbHO fONYCTUMOE YMCNO0 HEBEPHbIX MNOCNEL0BaTENbHbIX
Beoaa PIN-koga nonbiTok BBoAa PIN-kopa agMmMHucTpaTopa

AO "AnapauH P.0.", 1995—-2022r. PykoBoacTBO agMmHUCTpaTopa AN onepaumMoHHbIX cucTeM cemeicTaa Linux
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MMs TokeHa, 0T06pa)KaEMOE B [NaBHOM OkHe EamHoro KnueHta

MeTka NPUNOXEHNA

JaCarta v Ha Bknagke [MHdopMaLmm o TokeHe]

9. Haxmute kHonKy "[anee". OTobpasutcs okHO ans BBoda HacTpoek PIN-koza nonb3oBaTens:

Macrep ¢popmaTupoBaHma nxenua PKI X

dopMaTUpoBaHue NPUIoXKeHUus

Twun PIN-koga

‘HaCTpOf/’IKM PIN-koga

3apanTe HacTponku PIN-koAa nonk3oBaTens

Makc. konu4ecTBo NonsiTok BBoaa PIN-koga | 10

<>

Bpems xusHu PIN-koga, aHun

[0 nonssosaTens gomker nomeHsTs PIN-KoA Npy NepeoM BXoae
[] MNonb3oBaTens AomkeH nomeHAaTs PIN-koa nocne pasbnokmposku

0

< Hasag Oanee > OTMmeHa

PucyHok 19 - Macmep gopmamuposarus npunoxerus PKI. Hacmpotiku PIN-koda nons3o0eamens

YKaxute 3HaueHus Hactpoek PIN-koaa nonb3oBartens B COOTBETCTBUM C Tabnmuen 15.

Tabnuya 15 - Hacmpotiku PIN-koda nons3osamens. OnucaHue Hacmpoek

lpynna Hacrpoyiika

Tun PIN-koga

MakcrMManbHoe KonnyecTso
nonbiTok BBoaa PIN-kopa

Bpems xun3Hu PIN-koga, oHu

Monb3oBaTtenb fOMKeH
Hactpoiiku PIN-  nomensatb PIN-kog npu nepsom
Kopaa BXxone

Monb3oBaTenb AOMKEH
nomeHaTb PIN-kon nocne
pa3b10KMPOBKM

AO "AnapauH P.0.", 1995—-2022r. PykoBoacTBO agMmHUCTpaTopa AN onepaumMoHHbIX cucTeM cemeicTaa Linux

OnucaHue

3HayeHne BbINAAAMLErO CNMCKa onpeneneHo
npunoXXeHnem, yCTaHoBN1€HHOM Ha TOKEHE.

3HauyeHue <PIN> onpegnensier, 4to ons
ayTeHTUdMKALMM NONb30BaTENb LOIKEH BBECTU
PIN-kopn, nonb3oBartens

MakcrManbHO JOMYyCTUMOE YMCI0 HEBEPHBIX
nocnenoBaTenbHbIX NonbiTok BBoaa PIN-koaa
nonb3oBartens

KonuuecTBo fHe, CNycTs KOTOpPOE NoJsib30BaTeb
nomkeH 6yanet cMeHnTb PIN-koa nonb3osatens

Mpu ycTaHoBKe dnaxka npy NePBOM NOLKIOYEHUM
3/IEKTPOHHOTO KNto4a OYAET NPEANOXKEHO CMEHUTD
PIN-koa nonb3osatens. B npotueHOM cnyyae
MCNoNb30BaHMe 3/1EKTPOHHOIO Kkova ans
dyHKUMOHanbHOCTK, Tpebytolwel npeabasneHns PIN-
KoAa nosb3oBatens, 6yneT HEBO3MOXHO

lMpu ycTaHoBKe (naxka nosib30BaTeto Heo6xoaAnMo
6ynet cMenuTb PIN-Kkop nocne pasbnoknpoBku
371eKTPOHHOrO K/toYa
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10. Haxmute kHonky "[anee". OTo6pa3utcs okHO Ans BBoAa NnapaMeTpoB kavectBa PIN-kona nonb3oBaTens:

MacTep ¢opMaTUpPOBaHWA NpUNoxKeHWA PKI ®

KavecTeo PIN-Kofqa nons3oBaTena
YcTSHOBWMTE HacTpolkK KaqvecTea PIN-koda nons3oBaTens

Ea30Bkle HACTPORKK

D OrpaHuyeHue pasbnoknposok

MuwH. onwHa PIN-koga 4 &
Makc. gnwHa PIN-kKoga 16 v
D WMecTopua PIN-koga
PaclWpeHHEIe HAacTPORKK

MWH. KONMHECTBO LWGPOBLIX CUMBONOE 0 A
MWH. KonuHecTBo ByKBeHHbIX CUMBOM0B 0 A
MWH. KoNW4ecTEO CUMBOMIOB HWM¥HEro perucTpa |0 .
MWH. KONW4ecTEO CUMBOMOB BepxXHero perncTpa 0 A
MWH. Konu4ecTEO cnel,. CUMBOMOB 0 .
MaKc. KONWHECTED NOBTOPAKLWWXCA CUMBOMOB 16 v

< Hasapg Oanee » OTMmeHa

PucyHok 20 - Macmep ¢popmamupogarus npunoxeHus PKIl. Kauecmso PIN-koda nons308amens

MNpy Heo6X0AMMOCTU U3MEHUTE 33[aHHbIE NO YMONYAHUIO 3HAYEHUS HAcTpoek kavecTBa PIN-koaa,
PYKOBOACTBYSCb OMMCAaHUEM, NPUBEAEHHbIM B Tabnuue 16.

lpu 3a0aHuu Hosozo PIN-koda pekomeHdyemcs ucnosib308ame 6yKebl MOJbKO IAMUHCKO20 angasuma (abc...z,
ABC...2), yugpesi (123...0) u cneucumsonsl (~!@#...). icnons3osaHue npobena u cuMgos108 KUPUIIULbI HEO0NYCMUMO.
MunumansHas onuHa PIN-koda none3osamens cocmasnsem 4 cumgona

Tabnuya 16 - Kayecmso PIN-ko0a nons3oeamens. OnucaHue napamempos

Cekuus Hacrpoiika OnucaHue

MakcuManbHoe KoNM4YecTBo pasb/ioKMpOBOK TOKEHA
nosb3oBaTtens nocnie ero 6a10kMpoBku. Mpu NpesbileHUH
33[aHHOrO 3HavyeHus pasbnokuposka PIN-kona nonb3osatens
6yneT HeBO3MOXHA. Mcnonb3oBaHMe TOKEHA CTaHeT
BO3MOXHbIM Noc/ie ero GopMaTMpOBaHUS C yAaNEHUEM BCEX
[laHHbIX Ha TOKeHe 1 ycTaHoBKoW HoBoro PIN-koaa
aAMUHUCTPATOpa M NOSb30BaTENS

OrpaHnyenune
pa3610KMpOBOK

MuHuManbHag aamHa PIN-

basosble MwuHuManbHoe umcno cumbonoBs B PIN-kone
HacTporku PIN- KoAa
KoAaa MakcuManbHas aimHa PIN-
MakcuManbHoe uncno cumeonos B PIN-kope
Koaa

Konuyectso nocnegHnx ncnonb3osaHHbix PIN-konos
NoJSib30BaTesNsl, 3HaYEHUS KOTOPbIX HENb3s 334aTb AN HOBOFO
PIN-kopa nonb3oBatens. Hanpumep, ecnu ycTaHOBNEHO
3HauveHue "3", HeBO3MOXHO byaeT Ha3HaunTb PIN-kog,
nosb30BaTeNs, COBNaAAoLWMM C OAHUM U3 TPEX NOC/EAHMX
MCNONb30BaHHbIX. JonycTuMble 3HaYeHuns ot 1 go 10

MUctopus PIN-koza

MUHUMaNbHOE YMCNO UMD-  MUHMMaNbHOE KONMYECTBO LIM(PPOBLIX CUMBOJIOB,
pOBbIX CUMBOJIOB Heobxoanmoe ana ncnonb3osanmna B PIN-koae
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Cekuus Hacrpoiika

Onucanune

MuHuManbHoOe uncno Gyk- MuHUManbHoe KoNn4ecTso GYKBEHHbIX CHMBOJIOB,

BEHHbLIX CUMBO10B

Heobxoamnmoe ansg nucnonb3oaHusa B PIN-koae

MWHMManbHOE YNCI0 CUM- MUHUManbHOE KONMYeCcTBO 6yKBEHHbIX CMMBOJ1I0OB B HUXKHEM

BOJIOB HUXHETO pern

cTpa peructpe, Heobxonmmoe asia ncnonb3osanus B PIN-koae

PacwupeHHbie MUWHMMaNbHOE YNCNO CUM-  MUHUMaTIbHOE KOMMYECTBO BYKBEHHbIX CMBOJIOB B BEPXHEM
HacTpoiku PIN-  gonoB BepxHero perucrpa peructpe, HeobxoanMMoe ans ucnonbsosanus B PIN-kope

Kopa

MWHMManbHOE Yncno cne-

LUnanbHbIX CUMBOJ10B

MuWHMManbHOe KONMMYeCTBO CrneLmanbHbiX (He andaBuTHO-
uMdpoBbIX) CUMBONIOB, HEOOXOAMMOE A/ UCMONb30BAHUS B
PIN-kone

MakcuManbHoe Yncno no- MakcMManbHOe KOnn4ecTBo NoBTOPAKOLWMXCA CUMBOJIOB B

BTOpOB CMMBOJ10B

11. Haxmure kHonky "Hanee". OTo6

nobom mecte PIN-kopa

pa3uTCa OKHO Ans BBoAa Hoeoro PIN-koaa nonb3osaTens:

MacTep ¢opmaTupoBaHuA npunoxKeHuAa PKI X

@DopMaTUpPOBaHWE NPUNOXEHNA
3apnaiTe PIN-KoO nonk3oBaTEnA

YcTaHoBMTE PIN-KoJ Nofk30BaTens
HoBkIiA PIM-Ko O Nons30BaTENA

MooTeeponTe PIN-KO4 None3oBaTenA

eseee e S

< Hasapg Oanee = OTmeHa

PucyHok 21 - Macmep gopmamuposarus npunoxerus PKI. 3adaHue PIN-koda nonb3osamens

3anonHuTe Nonsi B COOTBETCTBMM C ONMCAHMEM B Tabnumue 17.

Tabnuya 17 - 3adaHue PIN-koda none3o0samens. OnucaHue napamempos

Mone

YctaHosuTb PIN-kop,
nonb3osaTens

HoBbiit PIN-kog nonb3oBatens

AO "AnapauH P.0.", 1995—-2022r. PykoBoacTBO agMmHUCTpaTopa AN onepaumMoHHbIX cucTeM cemeicTaa Linux

Onucaxume

YCTaHOBUTb GAAXKOK, eC/IU HYXHO 3aaaTb PIN-kopa nonb3oBatens Ha 3tane
thopMaTMpoBaHKA.

Ecnu dnaxok otcyTcTyeT, PIN-koa nonb3oBaTens BO BpeMs
$hopMaTUpPOBaHMS YCTAHOBNEH He BYAET — ero MoXHO 6yAeT YCTaHOBUTb
no3sxe (ansa satoro notpebyetcs PIN-kog agMUHKUCTpaTOpa)

BeecTu 3HaueHune PIN-kopa nonb3oBatens (LaHHoe none akTUBHO
yCcTaHoBNeHHOM dniaxke "YcTtaHoBuTb PIN-kog nonb3oBatens”)
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Moaoteepantb PIN-kog,
nonb3oBaTens

12. Haxxmute kHonky "Janee". OTob6pasnTcs OKHO Ans NOATBEPXKAEHUS YKA3aHHbIX HACTPOEK.

MoeTopHO BBECTM 3Ha4eHMe PIN-koga nonb3oBaTens

MacTtep ¢opmaTUpoBaHuA NnpunoxeHnA PKI x

PopMaTUpOBaHWe NPUIOXKEeHUA
Haxas MoaTeepanTs' Bel NponiseaeTe GopMaTUPOBAHNE NPUIOKEHINA.
B npouecce ¢opMaTUpOBaHNA Bce OaHHele ByoyT yaaneHs.
OT4eT:
HasBaHune 3HaqeHne i
Obuwne
IMA NprunoMeHna |aCarta
PIN-kog nons3oBaTend PIN-kog nonb3osaTens bynet ycTaHosneH
Monutukn PIN-Kkoga agMUHUCTpaTopa
MwH. gnuHa PIN-koga 4
Makc. gnvHa PIN-koga 16
MWH. KoNM4ecTBO 0
LMppOBLIX CUMBO0B
MWH. Konu4ecTeO 0
ByKBEHHLIX CUMBOMOB
MWH. KoNW4eC TEOD
CUMBOSIOE HUMHEr O 0
pervcTpa
MWH. Konum4ecTeO
CUMEOJSIOB BEPXHErD 0
pervcTpa
MWH. KonWHecTBO cney,. 0
CUMBOSIOB
Makc. Konu4ecTBO
MOBT OPAKILWWXCH 15 \d
MNoaTeepAWTL i, OTMeHa

PucyHok 22 - Macmep ¢opmamuposarus npunoxerus PKI. [TodmeepxdeHue popmamuposarus

13. HaxmuTte kHonky "Moatsepanth” Ang Hayana GopMaTUpoBaHMA.

2.13

locne Haxamus kHonku "Modmeepoums” HAYHEMCS Npouecc GopMamuposaHus, 8 xode Komopo2o 8ce

0aHHble 6y0ym yoasneHsl U3 NaMsimu MoKeHa

AO "AnapauH P.0.", 1995—-2022r. PykoBoacTBO agMmHUCTpaTopa AN onepaumMoHHbIX cucTeM cemeicTaa Linux
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ByneT npoussoautbcs dopmatupoBanue npunoxenue PKI, xop BbinonHeHUs GopMaTMpOBaHUS U ero
pe3ynbTat 6yaeT oTobpaxkeH B GUHANLHOM OKHe MacTepa popMaTUpoBaHus (CM. PucyHok 23).

MacTep ¢popmaTupoBaHuA npunoxeHua PKI x

PopMaTUpOBaHUE NPUJIOXKEHNA Ha TOKEHe
Pe3yneTaThl (bOpMaTI:‘IpOEIaHI:‘Iﬂ NpPUNOXEHWA Ha TOKEHE NepeyYUcneHHEl B
oT4HeTe

OTuyeT:

DOPMaTUPOBEHNE NPUIOMEHWNA
YcTaHoeka FIN-KoOa none30BaTENA
+ DOPMaTUPOBEHWE NPUIOMKEHWA YCMNEWHO BLINONHEHD

PucyHok 23 - Macmep ¢popmamuposarus npunoxerus PKI. Pe3ynsmamer popmamuposaHus
14. HaxmuTe KHOMKY "3aBepwmnTb” ANs BbiXxoAa M3 Mactepa GopMaTUpoBaHus.

7.3  ®opmaTtuposaHue npunoxeHna STORAGE

P Ona noaroToBKM 3NEeKTPOHHOTO KNloya K paboTe:
1. 3anyctute Eaunbiit KnnenT JaCarta 1 nepenante B peXXMM agMUHUCTpATOpPA.

2. TlopcoepnHUTE HYXXHbIM 3NEKTPOHHDBIN K04 K KOMMbIOTEPY, BbiOpaTb €ro B IEBOM NaHenu u Bbibepute
Bknaaky "STORAGE".

3. Haxmwute kHonky "®opmMatnposatb’. OTobpa3uTcs okKHO MacTepa GpopMaTMpPOBaHUS:

AO "AnapauH P.0.", 1995—-2022r. PykoBoacTBO agMmHUCTpaTopa AN onepaumMoHHbIX cucTeM cemeicTaa Linux Crp.41/76
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MacTep ¢popmaTUpoBaHWA NpUnoxeHUA STORAGE X

Cnocob cdropMaTUpoBaHUA NPHUJIOKEHUA

2.13

BuibepuTe cnocob opMaTUpoBaHWA NPUIOHKEHWA, Bbl MOXETE
coXpaHUTL cBoll Belbop ANA fansHefwero MCNoNL30BaHKUA,

PacwmpeHHEIR.

DopMaTMPOBaTE NpWioXKeHWe NoapobHo 3a0aHHEIMKW NapameTpamu,

CTaHAap THEIRA,
DOPMaTWUPOBATE NPUNOMEHWE NaPaMeTPaMKA MO YMOMHEHWHO.

D 3anoMHUTE EII:I60p ONA OaneHeAWero MCNoNs30BaHMA

Hanee = OTMeHa

PucyHok 24 - Macmep ¢opmamuposarus npunoxceHus STORAGE. Cnocob opmamuposaHus NpunoxeHus

I B npouecce gpopmamuposarus ece daHHbie Uz NaMAMU NPUNOXEHUS Ha MoKeHe 6ydym ydaneHsl.

4. BbinonHuTe HacTporiky. OnucaHme HacTpoek GOpMaTMPOBAHMS 3NEKTPOHHOIO K/oYa NpMBELEHO B Tabnuue

18.

Tabnuya 18 - O6s3amenbHble napamempsl opMamuposaHus

Hacrtpoiika

PIN-kop agMuHUCTpaTOpa

MmMa npunoxexus

YctaHoBuTb PIN-KoA4 nonb3oBaTeng

Hosbin PIN-koa nonb3oBaTtens

Moateepantb PIN-Kog nonb3osartens

5. Haxmute kHonKy "[anee" n noateepamTe CBOM BbIGOP B OKHE C Mpeaynpexaaolmm coobLieHneM.

AO "AnapauH P.0.", 1995—-2022r. PykoBoacTBO agMmHUCTpaTopa AN onepaumMoHHbIX cucTeM cemeicTaa Linux

Onucanue

Mone anga seoaa Tekywero PIN-koa agmMuHucTpaTopa

MMms TokeHa, oTobpaxaeMoe B rNaBHOM OkHe EgnHoro
Knuenta JaCarta 1 Ha Bknagke "MiHdopMaLmu o TokeHe"

YcTaHoBUTbL Gaxok, ecnmn xotute 3aaatb PIN-koa
nosib30BaTeNs Bo BpeMs (popMaTMpoBaHus.

MoxHo He 3apaBaTb PIN-kop nonb3osatens. B atom
cnyvae ang nocnegyrowent ycraHoskun PIN-koga
nosib3oBaTtens Heobxoaumo byaet npeabsasutb PIN-kog
aAMMHUCTpaTOopa

BeecTu HoBbI PIN-koA nonb3oBaTens (none akTMBHO,
ecnu yctaHosneH ¢naxok "YcraHosutb PIN-kog,
nonb3oBarens”)

Beectn noaTeepxaeHune Hoeoro PIN-koaa nonb3oBatens
(none aKTMBHO, ecn ycTaHoBneH GaxoK "YCTaHOBUTL
PIN-kop nonb3oBatens”)
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6. [lpu ycnewHom dopMaTMpoBaHumu ByaeT 0TO6paXeHO COOTBETCTBYOLWEee coobuweHne, Haxmute kHonky "OK"
[LNS ero 3aKpbiTus.

7.4  ®opmaTtupoBaHue npunoxenna FOCT ¢ annnetom KpuntoTokeH 2 3M / 3 3NN

} Ons noaroToBKM 3NIEKTPOHHOTIO KaK4Ya K pa60're:

1. 3anyctute EguHbii knmneHT JaCarta M nepenamTe B peXXMm agMUMHUCTPATOpPa.

2. [loacoenmHUTE HYXKHbIM 3MEKTPOHHBIN K/OY K KOMMbIOTEPY, BblbepuTe ero B IEBOM NaHeNU U nepenamTe Ha
Bknagky "TOCT".

3. Haxmurte kHonky "®opMatmpoBath”. byaeT oTKpbITO OKHO "DOpMaTMpoBaHME NPUNOXKEHMS Nob3oBaTenem”

(cM. pucyHok 25).

BeeguTe PIN-kKo 4 None30BaTENA

sseccsseee o

HoBoe 1mA

JaCarta-2 GOST
o [orers

PucyHok 25 - @opmamuposaHue npunoxeHus noss3osamenem

I B npouecce popmamuposarus ece daHHbIe U3 NAMSMU NPUIOXEHUS HA MoKeHe by0ym yOaneHsl.

4. B none "PIN-kon" Beeoute Tekywmi PIN-koa nonb3soBaTens, B none "Hosoe nMsa" npu Heob6xoaMmMocTu
U3MeHuTe Tekyllee 0603HaYeHUe INEeKTPOHHOrO K4a. Haxmute kHonky "OK" anga 3anycka
dbopmaTnpoBaHms.

5. Tlpu ycnewHom dopMaTnpoBaHuu ByaeT 0To6paXXeHO COOTBETCTBYOWEEe coobleHne. Haxmute kHonky "OK"
[LNS ero 3aKpbITus.
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8.

8.1

Onepaunn ¢ PIN-Kogom nonb3oBatena 1 PIN-kogom
aAMUNHNCTPATopa

YcTaHoBKa (cMeHa) PIN-Kofna nonb3oBaTena agMUHUCTPATOPOM

[ng HeKOTOPbIX MPUNOXKEHUI agMUHUCTPATOP MOXeT 3aaaThb PIN-kog nonb3oBaTtens, eciv OH He 6bin Ha3Ha4veH
BO BpeMs GopMaTUpOBaHus. Takke agMUHUCTPATOP MOXET CMeHUTb Tekywmi PIN-koa nonb3oBaTens.
MonpobHee cMm. n. 3.2 "MapaMeTpbl 3NEKTPOHHbIX KtoUelr Npu noctaske” n n. 3.3 "Onepaumm ¢ 31eKTPOHHbIMU
Knoyamu'”,

PIN-kog nonb3oBaTens UMeeT CBOM CPOK AeicTBus. 3a 14 aHel 0o oKoHYaHKUa cpoka aercteus PIN-koaa
nonb30BaTeNb NOAYyYaeT yBefoMeHue 0 Heobxoammoctu cMeHbl PIN-koaa. MHdopMaLumoHHble coobleHuns byaoyt
NPUXOAUTb KaXAbIM feHb A0 OKOHYaHUa cpoka aeicteus PIN-koaa, noka oH He ByAeT U3MEHEH.

[nsa yctaHoBkM unu cMeHbl PIN-koaa nonb3oBatens aflMMHUCTPATOPOM 3EKTPOHHOIO K/o4a He0b6XoAnMO, YTOODI
Ha 3TOM 3/1eKTPOHHOM Ktoue 6b11 ycTaHoBneH PIN-kon agMuHMcTpaTopa.

lMocne esoda HenpasunbHo2o PIN-koda adMuHUCMpamopa HeCKoAbKo pas noopsd 31eKMPOHHBIL KoY
6nokupyemcs. He donyckaiime 6nokuposku PIN-koda adMuHuCmpamopa Ha 3nekmpoHHeix Katouax JaCarta. PIN-
K00 admuHucmpamopa, 8 omau4ue om PIN-ko0a nons3o08amens, pa3zbiokuposame HEB03MOKHO.

B cnyyae 6okuposku 31eKmMpoHHO20 KtoYa nocie 8800a HenpasuneHo20 PIN-koda admuHucmpamopa
3/1IEKMPOHH®IL K/TK0Y pa3bo0KkUposamse Hesb3s. B smom ciayqdae moxHo 06pamumescs 8 ciymby mexnodoepiKu u
nepeuHUUUaNU3Upo8ams 3AEKMPOHHBIU KIt0Y, HO ¢ nomepeli 8cex 0aHHbIX, XPAHAWUXCA HA HeM. [JaHHas
onepayusa docmynHa He 018 8cex Modeneli 31eKmpPoHHbIX Kaw4ell. [TodpobHocmu ymoyHslime 8 cayxbe
mexnoododepxKu.

3apaHHOe KonnyecTBo nonbiTok BBoaa PIN-koaa apMuHMCTpaTopa (a Takke OCTaBLUEeCs KOMYECTBO NOMbITOK)
MOXHO Y3HaTb, 3anycTnB EamHbii KnueHt JaCarta, nepeias Ha BKnaaky "MIHpopmaums o TOKEHE" 1 NOCMOTPEB
3Ha4yeHue, ykasaHHoe B none "Octanocbk nonbiTok BBoAa PIN-koza".

» OLna cmeHbl PIN-Kopa nonb3oBatenss aoMUHUCTPATOPOM:
1. 3anyctute EguHbin KnueHT JaCarta n nepekniountecs B peXmMM afiMUHUCTpATOpPA.

2. [lopcoepnHUTe 3NEKTPOHHDBINM KTHOY K KOMMbloTepy. Eciv BCcTaBneH OAMH K04, TO €ro HaCcTpOKKK B
LeHTPpaNbHOM YacTn OKHa ByaeT oTobpaxeHbl NO yMonyaHuio. B cnyyae npucoeauHeHUs HECKOMbKUX
3N1EKTPOHHbIX K/HOYer BbiOepuTe HYXXHbIVM 3NEKTPOHHbIN K04 M NepenTi Ha BKNALKY, COOTBETCTBYHOLLYIO
NPUNOXEHUIO, 0N KOTOPOro Heobxoaumo cmeHuTb PIN-koa nonb3oBaTtens.

3. Haxmwute kHonky "YctaHoBuTb PIN-kop nonb3oBatens”. byaet oTkpbiTo okHO "YcTaHoBKa PIN-koga
nonb3oBaTensa”. 3anonHuTe Nong cneayowmM obpasom:

— B none "Tekywwui PIN-kog apMuHKUCTpaTopa” BBecTu Tekywwmin PIN-koa agMmMHuUcTpaTop;

— B none "HoBbit PIN-koa nonb3oBatensa” Beeante HOBbIM PIN-Kog nonb3oBaTens;
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8.2

— B none "MoateepxaeHue PIN-kona" seeamte HoBbIvi PIN-KO4 nonb3oBaTens noBTOPHO.

EAWHBIA KnueHT JaCarta

EanHbin KnueHT JaCarta Anafaanu)

JaCarta

| MHopMauna o TokeHe | PKI | I'OCT|

Onepaumn C NpUunoxXeHneM

%C MEHWTE .N-KOQ

DopmaTrpoBaTh
agMuHMcIIaTopa Q POpMATAPOBATE

o

YeTtaHoBUTE PIN-Kog nonb3oBaTens... b

Tekywwii PIN-Ko 4 agMUHUCTpaTopa

escccccsce | &b

Hoeell PIN-ko 0 nons30BaTENA

esssssssse | &b -

Nepe i €5 e
EPEKMIOUUTLCRA B PEUM MoaTeepAnTk PIN-Kog nonk3ceaTens bKUMOrD BeecTu PIN-Kog

acTpolkK

m OTmeHa

PucyHok 26 - CmeHa PIN-koda nosnb3oeamernsi aOMUHUCMpPAamopom

4. Haxmute kHonky "OK". B cnyyae BBoga BepHoro PIN-koga agMuHuctpatopa PIN-kopa nonb3oBatens byaet
u3MeHeH. Ha akpaHe otobpasutcs coobueHne 06 3Tom:

PIN-kog nonb3oBaTend ycTaHoBNEeH

PIN-ko O NoNk30BaTENA YCNELWHD YCTaHoBEH

v

PucyHok 27 - CoobujeHue 06 ycnewHol cmeHe PIN-koda nons3oeamens adMuHUCmpamopom

5. Haxmute kHonky "OK" ong 3akpbiTMsa OKHA CO0bLeHuMs

Pa36bnoknposaHue PIN-Koga nonb3oBaTens B NpUCYTCTBUM aAMUHUCTPATOPA

PIN-kog, nonb3oBatens Ans NpU0OXKEHNS, YCTAHOBAEHHOTO Ha 3IEKTPOHHOM Ktoue BJ10KMPYEeTCa B Ciyyae
NpeBblleHUs MaKCMMabHOMo AOMYCTUMOrO KOMMYECTBa NOCNef0BaTe/bHbIX HEBEPHbIX MOMbITOK BBoaa PIN-koaa.
Mpouenypa pa3dnokuposku PIN-kofa nonb3oBaTens passmMyaercs B 3aBUCUMOCTU OT NPUIOKEHUS,
YCTaHOBMIEHHOrO B NaMsATb 3MIEKTPOHHOTO K/IloUa:

e ang npunoxexus PKI agMuHUCTpaTop fomxeH ycTaHOBUTb HOBbIM PIN-kop nonb3oBatens nocne ero
pa3bnoKMpoBaHus;

o ana npunoxenui FTOCT n STORAGE pa3bnokmpoBaHue 06HyNseT CHETYMK HEBEPHbIX NOMbITOK AOCTYNa,
3HaueHune PIN-koaa nonb3oBatens 0CTaéTcs NpexXHUM.
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8.2.1 TpunoxeHuve PKI

1.
2.

lpu pas6nokuposarHuu PIN-koda nons3oeamens 0na npunoxerus PKI admuHucmpamop 0o/xeH ycmaHosums
Hosbili PIN-k00 nosne3o08amens nocie e2o pazba0KuposaHus.

> Ona pas6nokuposaHua PIN-koaa nonb3zosatens ans npunoxenua PKI:
3anyctute Epmnbiit Knuedt JaCarta u nepekntiountecb B peX1MM aaMUHUCTPATOpa.

[opcoeanHUTE 3NEKTPOHHDIN KNKOY K KOMMNbOTepy. ECv BCTaBneH 04MH KoY, TO ero HacTpoMKK B
LleHTpasnbHOWM 4acTu okHa ByaeT oTobpaxkeHbl N0 yMonyaHutio. B cnyyae npucoeanHeHUs HECKONbKMX
3NEKTPOHHbIX KNH0Yel BblOEpUTE HYXHbINM 31EKTPOHHbIA KOY M NeperTu Ha BKNAAKY, COOTBETCTBYHOLLYHO
npunoxexuto PKI, ong kotoporo Heobxoanmo pasbnokuposatb PIN-kog nonb3oBatens. KHonka
"Pazbnokunposatb PIN-kon nonb3oBatens” aktueHa, ecnun PIN-kop nonb3oBatens 3ab6i10KMpoBaH.

3. Haxmwure kHonky "PasbnokmpoBatb PIN-koa". Bynet oTobpaxkeHo 0gHOMMEHHOE OKHO (CM. pUCYHOK 28).

3anonHuTe nons cneayrowmnm obpasom:
— B none "PIN-koa agMuHUCTpaTopa” BBECTM TekyLwmi PIN-ko4 aaMUHUCTPATOp;

— B none "Hoebilh PIN-kop nonb3oBatens” Beeaute PIN-kon nonb3oBatens, KOTOpPbIM f0MKEH GbiTb HA3HAYeH nocne
pa3bnoKMpoBaHus;

— B none "MoateepxaeHne PIN-koaa" seeamte PIN-kof nonb3oBaTens NOBTOPHO.

EaunHbin KnueHt JaCarta Anafaann)

JaCarta

‘ WHopMaLma o TokeHs | PKI | I'C)CT‘

OnepauvM c NnpUunoxXeHueM

%

CMeHWTb PIN-Ko g
Dop =TWUPCBATE
aqMUHWCTpaTopa O\ ©opRETUPORETH

LILEIL Paz6nokupoeats PIN-Kopg, X O

PIN-ko 0 agMUHUCTpaTopa

ssescsseee | &5

HoBwld PIN-KO O Nons3oBaTens

e000e0ceee | &%

B crinck NoaTeepAnTe PIN-Ko4 nonk3ceaTenA | il
npocMo |
necbxo) eeeeeeseee |

CTPOAKK

HEDEKJ'HOHHTI:-CH B pEXAM
NonNb3I0BEaTENA

PucyHok 28 -Pa36nokuposarue PIN-koda nons3osamens 015 npunoxeHus PKI
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4. Haxmute kHonky "OK". B cnyyae seoaa BepHoro PIN-koaa agMuHucTpatopa PIN-kona nonb3sosatens byaer
pa3bnoknpoBaH. Ha akpaHe oTobpasuTcsa cooblieHne 06 3ToM:

PIN-kop pazbnokuMpoBaH

v" PIN-kon ycnewHo pasbnokvuposaH

PucyHok 29 - CoobuweHue 06 ycnewHom pazbnokuposaruu PIN-kooa none3oeamens 05 npunoxeHus PKI

5. Haxmute kHonky "OK" gig 3aKpbITMS OKHA COObLLEeHMS.

8.2.2 [lpwunoxeHne STORAGE

Mpu pazbnokuposaruu PIN-koda nons3o8amens copacsisaemcs cHEMUYUK He8epHbIX nonsimok 8800a PIN-koda
nons3osamens, npu 3mom camo 3HayeHue PIN-ko0a ocmaémcs HeusmeHHsIM. [1ng usmeHeHus 3Haq4eHusi PIN-koda
nose308amens 8ocnoab3ylimecs npouedypoli popmamuposarus. B samom ciyyae gce daHHble ¢ Kaw4a bydym
yoaneHsl.

» Ona pas6nokuposaHua PIN-kopa nonbsosatens ana npunoxenus STORAGE:

1. TMopcoeanHUTb 3NEKTPOHHbIN K04, HA KOTOPOM Heobxoaumo pasbnokuposaTb PIN-kop nonb3osatens, K
KOMMbIOTEPY.

2. 3anyctutb EamHbii Knuent JaCarta u nepeiitu B peXxmm afMmMHUCTpaTopa.

3. B neo#t naHenu EanHoro Knuenta JaCarta Bbi6paTh HY>XHbIM 3N1EKTPOHHbIM K/HOY U B LLEEHTPasibHOM 4acTu
nepenTt Ha Bknagky "STORAGE".

4. Ecnu PIN-kop nonb3oBatens 3abnokmMpoBaH, kHomnka "Pasz6énokuposatb PIN-koa " 6yaeT AoCcTynHa ans
HaxaTtus (CM. pucyHok 30)

EfWHBIA KAneHT JaCarta - 0O x

EauHbii KnueHt JaCarta Ana“,aﬂnn)

JaCarta

| WHdopmauna o TokeHe | STORAGE | OTP

OI'IEpELl“M C NpunoxXeHueMm

CmennTh PIN-ko4 I%PSB@'IOKMDOBaTb
B S pnrncTpaTops | EAFIN-Koa Q, ®opuatuposats

Knwun u cepTudpmkaTh: B O

acTpoRkK

B cnucke oTobpaxaoTcA ToAbko obueaoc TynHbe obbexTsl. Ana
MepeKNOUYNTEEA B PEXAM . ! - ~
i ———— NpPoCcMoTPa Beex 0bLEKTOB MK Peak TUPOBaHUA COAEPXUMOTo

HecBxoAUME BBECTH PIN-KOA No/b30BaTENR.

PucyHok 30 - SnemeHm ynpagneHus "Pazbnokupogams PIN-k00"

5. Haxatb kHonky "OK" png npogomkeHns npouecca pa3bnokmposku. byaeT oTkpbITo okHO "Pa3bnoknpoBaTb
PIN-kon" (cM. pucyHok 31).
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PIM-ko0 agMmuHWCTRaTopa

Iy | b

PucyHok 31 - OkHo "Pa3zbnokuposame PIN-k00"

B none "PIN-kog agMuHucTpaTopa” BBeCTM Tekylwmi PIN-koa agMUMHMCTPATOpa, NOC/e Yero HaXxaTb KHOMKY
"OK".

6. [lpu ycnewHow pasbnoknposke PIN-koga nonb3oBartens 0Tob6pasnTcs COOTBETCTBYHOLLEE COobLeHMe (CM.
pucyHok 32). HaxaTb kHonky "OK", 4Tobbl 3aKpbITb ero.

PIN-KoJ Nonb3oBaTens pazénoKMpoBaH

PIN-K0A None30BaTENA yenelwHo pazbnokupoeaH

PucyHok 32 - CoobujeHue 06 ycnewHol pazbnokuposke PIN-koda nosns3oeamens

8.2.3 [punoseHne FOCT c annneToM KpuntoTokeH 2 3M / 3 M

Ymobwl pazbnokuposams PIN-k00 nons3oeamens dns npunoxerus FOCT ¢ annnemom Kpunmomokex 2 31,
3/1EKMPOHHBIL K/TH0Y 00/KeH OblMb NPOUHULUAU3UPOBAH ¢ 3a0aHHbiM PUK-kodom. lpu pazbnokuposaruu PIN-
K00a nosb308amesna copacsieaemcs CHemMYuUK HegepHbix nonbimok 88oda PIN-koda none3oeamens, npu 3mom
camo 3HayeHue PIN-koda ocmaémcs Heu3MeHHbIM
» Ona pas6nokuposanuusa PIN-kona nonbsosatens ana npunoxeuusa NOCT c annnetom
KpuntoTtoken 2 JM:

1. 3anyctute EguHbin KnuenT JaCarta.
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2. [lopcoepuHUTE 3NEKTPOHHBIN KHOY K KOMMbloTEpy. ECIM NOAK/IOYEHO HECKONbKO 3NEKTPOHHbBIX K/oYel, TO
BblOepuTe 3HAYOK HYXXKHOr0 Knto4a B obnactu cnesa. KHonka "PasbnokupoBatb PIN-kog" ons npunoxerms
[OCT annneta KpuntotokeH 2 3I1 aktuBHa, ecnn PIN-kon nonb3oBartens 3abnokMpoBaH. Haxxmute KHOMKy
"Paszbnokunpoatb PIN-koa":

EAvHBLIA KnueHT JaCarta

EauHbIn KnneHT JaCarta Ana:ﬁ,anu)

JaCarta

HazeaHwe JaCarta-2 PKIFOCT

CepWitHeIil Homep  BOBCFSCA

Obbem namaTw 80 KbaiT

CeobogHoi namaTk 21 KbanT (27%)

JC207-12.F27 v4.0

Homep mogenn
HazoBuTe 3ToT HoMep Npw oBpalleHnt B TEXHWYECKYIO NO4 OEpMHKY.

PKI

MpunoxeHna .
BesonacHeI 4ocTyn K pecypcam

CMeHWTE PIM-ko g

rocTt
SMeKTPOoHHaA No4nnce

PazbnokupoeaTe PIN-kog

MepeknYnTLCA B PEXUM
aJMUHNCTpaTopa

PucyHok 33 - Pazbnokuposarue PIN-koda nonezosamens npunomerus OCT annnema Kpunmomoker 2 3[1
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3. bypet oTobpaxkeHo cTapTOBOE OKHO MacTepa pa3bnokmnpoBaHus PIN-koga. BeibepuTte onumto "Mcnonb3oBaTtb
PUK-koa" 1 HaxxmuTe KHonky "Hanee™:

MacTep paz6nokupoeaHua PIN-koga X

Cnocob paszbnokupoBanuna PIN-koga
BribepuTe cnocob pazbnokvposaHna PIN-Koga.

0 VcnonesoeaTe PUK-kog
PasbnokupoBaTs PIN-kog ¢ nomowsio PUK-koga

poc - 0TBET

sbnokmpoBaTe PIN-KoA,

=

PucyHok 34 - Macmep pa3zbnokuposarus PIN-koda nons3osamens. Pazbnokuposarue PIN-koda none3zosamens npunoxerus FOCT annnema KpunmomokeH
23n

4. B nosBuBLIEMCSI OKHE MacTepa pa3bnokmposaHusa PIN-kopa BBeante 3HayeHne PUK-kopa B none "PUK-kon”
M HaXKMUTE KHOMKY "Pa36nokupoBaTb”:

MacTep paz6nokupoeaHua PIN-Koaa x

PaszbnoknpoBaHune PIN-koaa ¢ noMowbio PUK-koaa
Beeownte PUK-koLQ

PUK-ko g
‘ssecssccse | &%

@ QOcTanock NOMNkLITOK 10

PazbnokupoBaTe OTMeHa

-

PucyHok 35 - PazbnokuposaHue PIN-koda nons3zosamens npunoxerus OCT annnema Kpunmomoker 2 3[1 ¢ nomowsto PUK-ko0a

5. byget BbinonHsaTbCS pa3bnokuposaHue PIN-koga nonb3osatens. B cnyyae ycnexa 6yaet oTobpaxeHo
COOTBeTCTBYOLLEe coobLieHMe:
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8.3

MacTep paz6nokupoeaHus PIN-koaa b4

PazbnokupoeaHue PIN-kopga
PesynbTaThl pasbnokuposanuna PIN-Koga npMBeneHsl B oTHeTe

OT4yeT!

PazbnokvposaHKWe PIN-Koga
OBHOBNEHWE NapaMeTpoOE
+ PasbnokunposaHue PIN-koga Bblio yenewHo BeiNoHEHo

3aE|epL|_|v1T

Al

PucyHok 36 - CoobujeHue 06 ycnewHol pazbnokuposke PIN-koda nosns3oeamens

6. HaxmuTe KHOMKY "3aBepwmnTb” B OKHE MacTepa pa3bioKMpoBaHUS ANs 3aBEPLUEHUS ONepaLmK.

PasbnokmposaHue PIN-koaa nonb3oBaTenAa B yAaneéHHOM perume

Pasbnokuposka PIN-koaa nonb3osaTens B yAaNEHHOM pexXuMe AOCTYMHA TONbKO ANSi INEKTPOHHbIX KoYen ¢
npunoxeruamu PKI n npunoxernnem FOCT ¢ annnetom KpuntoTtokeH 2 31 (nogpobHee cM. n. 3.2 "[TapameTpsl
3M1eKTPOHHbIX K/toUer npu nocrtaBke” u n. 3.3 "Onepauum € 3NEKTPOHHBIMU KioYaMu'").

MpunoxeHne PKI

B pe3ynbTtaTe pasbnokupoBaHug PIN-koaa nonb3oBatens aneKTpOHHOro Kaya ¢ npunoxexnmem PKI BoinonHseTcs
Ha3HaveHue HoBoro PIN-kopa nonb3oBaTens n c6poc A0 HyNS cHeTYMKA NONbITOK BBOAA HeBepHoro PIN-koaa
nosib3oBaTens.

PasbnokunpoBka PIN-koga nonb3oBaTenst 3NeKTPOHHOrO K4a ¢ npunoxeHueM PKI B yoanéHHOM pexunme
BO3MOXHa MpU BbIMOSHEHWUMN CNeayOWNUX YCIOBUNA:

B OpraHM3aumm fOMKHa ObITb YCTAHOBAEHA CMCTEMA YYETA M YyNpaBieHMs annapaTHbIX CPeACTB ayTeHTUbUKaL MK,
B HaCTOALLEM [OKYMeHTe Ans npumepa 6yaet ucnonb3osatbcs cuctema JaCarta Management System (JMS);

3M1eKTPOHHbIN KU, NoANeXaLlMit pa3bioKMPOBaHUIO, LOMXKEH OblTb 3aperucTpupoBaH B CUCTEME YYETA U
ynpaBieHUs annapaTHbIX CPeaCTB ayTeHTUDUKALMM A0 MOMEHTA €ro 610KMPOBKMY;

ans npunoxerus PKI ¢ annnetom PRO 31eKTPOHHBIN KNOY AomKeH 6biTb OTPOPMATUPOBAH C 334aHHbIM PIN-
KOLLOM agMuHUCTpaTopa (cM. n. 7.1 MopmaTuposaHue npunoxerus PKI c annnetom PRO);

ans npunoxenus PKI c annnetom/npunoxeHnem Laser aneKTpOHHbIN KoY AomkeH HbiTb 0TGOpMaTUPOBaH C
BO3MOXHOCTbIO Pa3bIoKMPOBKM MO MeXaHM3My "3anpoc-oTeeT" U B kavecTBe PIN-kona agMuHMCTpaTopa 3aaaTh
kntoy 3DES (cMm. n. 7.2 dopmatuposaHue npunoxenus PKI ¢ annnetom/npunoxeruem Laser).

Pasbnokunposka PIN-koga nonb3oBatens 31eKTPOHHOMO K/Ya B YAANEHHOM pexuMe npeanonaraet
B3aMMOAENCTBME MONb30BATENS 3NEKTPOHHOIO K/o4a U agMUHUCTpaTopa 6e3onacHocTyu. pu 3ToM Ha
KOMMbloTepe Nonb3oBaTeNns fAo/mKkeH 6biTb yctaHoBneH EanHbin KnuenT JaCarta, a agMuMHUCTpaTop 6€30NacHOCTH
[LOJIXEH MMETb JOCTYN K CUCTEME YYETA M YrpaB/ieHMs annapaTHbIX CPeAcTB ayTeHTUdMKALMM (B LAHHOM
npumepe - K cucteme JMS).
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P Ona pas6nokuposku PIN-Koaa nonb3oBatens B yAaNEHHOM pexume:

1. TpouHcTpyKTMpOBaTh Nonb3oBaTens (Hanpumep, No TenedoHy) NOAKMYUTL INEKTPOHHbIN KoY C
3abnokunpoBaHHbIM PIN-koa0OM K KOMMblOTEPY M 3anycTuTb EanHbit Knuent JaCarta. OkHo EpuHbiit KnueHt
JaCarta y nonb3oBaTens 6yneT BbIrNSAeTb Kak HAa PUCYHKE HUXKE:

EauHbIA KnueHT JaCarta O x

EanHbin KnneHt JaCarta Anafgguu)

JaCarta

HazsaHwe JaCarta-2 PKIITOCT

CepWiHEIA Homep  BOBCFBCA

ObteM namaTy 80 KBanT

CeobogHon namaTw 21 KbanT (27%)

JC207-12.F27 v4.0
HazoBuTe 3ToT HoMep NpK obpalleHnn B TexHUHecKyo No4aeprKy.

PKI
MprnoXeHua . e
P Ee30nacHelil 4oCTynN K pecypcam CMeHuTE PIN-Kkog
rocTt
SneKTpoHHaA NoAnuCs PasbrokuposaTk PIN-kog

Homep mogenn

HacTpoikn

MEepeKNOHUTEER B PEXKUM
AMWHACTpaTopa

PucyHok 37 -OmobpaxeHue 3ab10kuposaHHozo PIN-koda y nonb3oeamens

2. T[lonb3oBaTenb fOMKEH HaxaTb KHOMNKY "Pa3bnokmposats PIN-kon nonb3osatens”. Ha skpaHe nonb3oBaTens
6yneT oTKpbITO OKHO "Pazbnokuposatbh PIN-koga nonb3osatens” (cM. pucyHok 38). B none "3anpoc 3DES”
CreHepvpoBaHa NociefoBaTeNbHOCTb CUMBO/IOB ANS YAANEHHOW pa3bioKMpPOBKM.

Pasz6nokupoBatb PIN-Kog nonb3oBarens X

3anpoc 3DES
| 6F3D1929A36FEB80 |

OTBeT

| |

HoBult PIN-KO 4 nonb30BaTensA

e - |

PucyHok 38 - OkHo "Pa3bnokuposams PIN-koda nonb3osamens'. CeeHepupo8aHHsili 3anpoc

3. [Nonb3oBaTens nepefaeT aAMUHUCTPATOPY NOCNEA0BaTENbHOCTb CUMBONOB, CrEHEPUPOBAHHYHO B None
"3anpoc 3DES". epenaya MoxeT 6bITb BbiNOAHEHA N106bIM yA06HbLIM cnocoboM, HanpuMep, no email.
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4. ApMuHucTpaTop 6€30nacHOCTM reHepupyeT OTBET CpeacTBaMu cucteMbl JMS 1 nepenaeT ero Nonb3oBaTento
ntobbIM yaobHbIM cnocobom, HanpuMep, No email.

() MonpobHee o pabote B cucteme JMS cM. gokymeHT "JaCarta Management System. Pykosodcmeo
aomMuHuUcmpamopa'.

5. TMonb3oBaTtenb BBOAMT NOCNEA0BATENBHOCTL CUMBOOB, NMOMYYEHHYIO OT alMUMHUCTPaTopa 6e3onacHocTy B
none "OteeT" B okHe "Pasbnoknposatb PIN-kop nonb3osatens” (CM. pucyHok 39).

Pazbnokupoeartb PIN-koa nosnb3oBarens X

3anpoc 3DES
6F3D1929A36FEBS0

OTBeT

8278ABE46F11C828

Hoeell PIN-Ko 4 Nnonk30BaTensa
0000000000 | &
MoaTeepanTe PIN-Ko 4 Nnonb3oBaTens

PucyHok 39 - OkHo "Pa3bnokuposams PIN-koda nonwb3oeamens”. Beod omeema

Kpome Toro, nonb3oBatenb BBOAUT HOBbIM PIN-koa nonb3oBaTens B cootseTcTBytowemM none — "Hoebii PIN-
Kopn nonb3oBaTens”.
Mo yMonuaHuo BCe BBOAMMbIE CMMBOJIbI OTODpaxXatoTcs B Buae @ . YTobbl NpOCMOTPETh/CKPbITh BBEAEHHOE B

noJie 3HaYeHme UCNOoNb3ynTe KHOMKY #/Q B none "Moateepautb PIN-kon nonb3oBatens”
nonb3oBatenb BBoAMT PIN-koaa nonb3oBartens NOBTOPHO (CM. pUCYHOK 39).

6. [locne BBOAA Naponsd NoONb30BaTeNb HAXXMMAET KHonKy "OK".

7. Tpu koppekTHo BBeaeHHOM oTBeTe PIN-kop nonb3oBatens byaeT pa3b/ioKMpOBaH, Ha 3KpaHe NosBuUTCS
coobueHune 06 3ToM (cM. pucyHok 40). B kauectee PIN-kofa nonb3osatens 6ynet HasHaveH PIN-kog,
BBELEHHbIV NONb30BaTeNeM Ha Lware 5.

PIN-kopa pa3bnokvpoBaH

o PIN-ko g ycnewHo pasbnokuposaH

PucyHok 40 - CoobueHue 06 ycnewHoli pazbnokuposke PIN-koda nons3osamens

8.3.2 [punoreHne FOCT c annneToM KpuntoTokeH 2 3M / 3 2

(,J,{ B pesynbTaTe pa3bnoknpoBku PIN-kofa nonb3oBaTens 31eKTPOHHOIO K/toYa C YCTAHOBEHHBIM NMPUNIOXKEHNEM
IOCT c annnetom KpuntoTokeH 2 3I1 BbINOAHAETCS cOpOC A0 HYNS CHETYMKA MONLITOK BBOAA HeBepHoro PIN-
KOAa Mnosib30BaTeNs, Npu 3ToM 3HayeHue PIN-Kofa Nonb30BaTeNs HE MEHSIETCS M OCTAETCS TaKUM XKe, KaKuUM 6bIo
[0 pa3bnoKMpoBKK.
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Pasbnokunposka PIN-koga nonb3oBatens anekTpoHHOro kntda ¢ npunoxeHmem FOCT ¢ annnetoM KpunTOTOKEH 2
3N B yoanéHHOM pexuMe MOXeT ObITb BbINOSHEHA TONbKO TEM K/IOYOM aMUHUCTPATOPa, HA KOTOPOM
3ab610KMPOBAHHbIM INEKTPOHHBIN KNHOY Obi BbINYLLEH CPEeACTBAMM NPOrpaMMbl aAMUHUCTPUPOBAHUS,
(dYHKLMOHMPYIOLLEN B COCTaBe CPeaCcTBa KpUnTorpaduueckon 3almutsl MHGoOpMaLmm «ABTOMaTU3MPOBaHHOE
pabouyee MecTo agMuHucTpaTopa 6e3onacHoctu JaCarta» (CK3UW APM AB JaCarta).

PasbnokunpoBka PIN-koga nonb3oBatens 3neKTPOHHOIO K/toya B yAANEHHOM pexunme npegnosaraer
B3aMMOLEWCTBME NOMb30BaTeNS 3MNEKTPOHHOO K/H04a M aagMUHUCTpaTopa 6e3onacHocTu. Mpu 3ToM Ha
KOMMbloTEpE NOMb30BaTeNs AO/MKeH bbiTb ycTaHOBNEH EanHbii KnunenT JaCarta, a agMuMHUCTpaTOp 6€30NacHOCTH
nomkeH nmetb goctyn Kk CK3M APM AbB JaCarta u uMeTb TOT K04 aAMUHUCTPUPOBAHUS, HA KOTOPOM 6bin
BbINYyLEH 3a6/10KMPOBAHHBIN 3NEKTPOHHBIX KITHOY.

» Ona pas6nokupoeku PIN-Koa nonb3oBatens B yaanéHHOM pexume:

1. TpouHCTpyKTMpOBaTh NONMb30BaTeNs (HanpuMep, no TenedoHy) NOAKIYUTL INEKTPOHHBIN KM C
3abnoknpoBaHHbIM PIN-kogoM K KoMnbloTepy m 3anyctutb Eantbin Knuent JaCarta. OkHo EomHbi KnueHT
JaCarta y nonb3oBaTens 6yneT BbIrnsaeTb Kak Ha pucyHke 41.

EavHbIA KnneHT JaCarta - 0O =
EavHbin KnneHT JaCarta Anafgan)

JaCarta

HaseaHue JaCarta-2 PKIrOCT

CepuilHelid Homep  BOBCFBCA

OftemM namaTi 80 KBaiT

CeobogHol namMaTi 21 KbanT (27%)

JC207-12.F27 v4.0
HasoBwuTe 3ToT HoMep Npw obpalleHrt B TEXHUYECKYIO No4AepKKY.

PKI
MpunoeHna . S——
P BesonacHslil 40CTyn K pecypcam CmeHnTe PIN-kon
rocT ’ ;
DNeKTPOHHER MOANMCE PazbnokmnpoBaTe PIN-Kog 4

Homep mogenn

HacTpoikmn

MepekNYMTLCA B PEXUM
AMWHWCTpaTopa

PucyHok 41 - OmobpaxeHue 3a610kuposaHHo2o PIN-koda 8 pexcume nosnb3ogamerns

2. [Monb3oBaTenb HaxxMMaeT KHoMKy "Pasbnokuposats PIN-koa". byaeTt oTkpbiTo 0KHO "MacTep
pa3bnokuposaHusa PIN-koaa“, B KOTOpOM AOCTYyneH Bbibop cnocoba pa3bnokMpoBku (CM. pUCYHOK 42).
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MacTep paz6nokupoBaHua PIN-koga X

Cnocob pazbnokupoBaHua PIN-koga
BuibepuTe crocob pasbnokuposaHus PIN-koga.

® Vcnone3osBaTe PUK-Kog
Pa:;:ﬁncm—1poaaﬂ:. PIN-ko 4 ¢ nomowso PUK-koga

O 3anpoc - oTBET

PazbnokmpoBaTe PIN-KOA, MCNONB3YA MEXaHK 3 anpoc-oTBET

Danee = OTmeHa

PucyHok 42 - Macmep pa3zbnokuposarus PIN-koda. Cnocob pasbnokuposaHusi PIN-koda

3. Tlonb3oBaTenb BblIbMpaeT 3HaUYeHMe "3anpoc-0TBeT" M HaXMMaEeT kHonky "anee”. OTKpbIBAaeTCS OKHO ANs
pa3b/10KMPOBKM 31EKTPOHHOIO KAtova. B none "3anpoc” coaepXmTcs aBTOMaTMYECKM CreHepUPOBAHHOE
3Ha4yeHue, npeacTaBastolLee coboi 3anmncaHHble noapsas 16-3HauHbIM CEPUMHBIN HOMEP 3N1EKTPOHHOIO
KJT04a M KONMYECTBO YCMELIHO BbIMOMIHEHHbIX Pa3b6N10KMPOBAHMI JAHHOMO K/koUa (CM. PUCYHOK 43).

B paccmaTtpmBaemoM npumepe 370 nocnenosatenbHocTb 4E3900181250304C0200, B KOTOPO#
4E3900181250304C —16-3Hau4HbIi CEpUIHbIA HOMEP 3NeKTPOHHOrOo Katoda, 0200 - KonnyecTso ycnewHo
BbINMOHEHHbIX Pa36/10KMPOBaHUIA.

MacTep paz6nokupoeanus PIN-koga X

PasbnokupoBaHue PIN-Koa C MOMOLLLI0O MEeXaHU3Ma 3anpoc-oTeeT
MNepefaiTe 3anpoc BalweMy agMUHUCTpaTopy besonacHocTU U
BBEAUTE NOMYHEHHLIN OTBET

3anpoc

%74E3900181250304C0200

OTBeT

PucyHok 43 - Paz6nokuposarue PIN-koda ¢ noMowiblo MexaHu3ma 3anpoc-omeem. @opmuposaHue 3anpoca

4. Tonb3oBaTenb coobaeT agMUMHUCTPaTOpy 6€30NacHOCTM 3HaveHne nons "3anpoc” NbbiM yA06HbIM
cnocobom, HanpuMmep, no email.

5. AoMuHuctpatop 6e3sonacHocTu reHepupyet otBeT cpeacteamu CK3M APM AB JaCarta 1 nepepaert ero
nonb30BaTesNto Takxe NbbIM yaobHbIM cnocobom, Hanpumep, no email.

@ MoppobHee o pabote B CK3M APM AB cM. fokyMeHT "Cpedcmeo kpunmozapaguyeckol 3awumsl uHpopmavyuu «APM
aomuHucmpamopa 6eszonacHocmu JaCarta. llpoepamma admuHUCmpuposaHus. Pykosodcmeo onepamopa”.
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6. T[lonb3oBaTenb BBOAWUT OTBET B OAHOMMEHHOE MOJie U HAaXMMaeT KHonky "[anee” (cM. pucyHok 44).

MacTtep pazbnokmpoBaHusa PIN-koga X

PasbnokupoBaHue PIN-Kofa C NOMOLLbIO MeXaHW3Ma 3anpoc-oTeeT
MNepepaiTe 3anpoc BalweMy agMUHUCTpaTopy besonacHocTi n
BBEAUTE MNOSYHEHHLIN 0TBET

3anpoc

‘4E3900181250304C0200 \

OTBeT
| 54356G6789G3965| |

< Hasap Oanee > OTMmeHa

PucyHok 44 - Pazbnokuposarue PIN-koda ¢ noMowbio MexaHu3ma 3anpoc-omeem. Beod nonyyeHHo2o omseema

7. Tpu koppekTHO BBeaeHHOM oTBeTe PIN-kopg nonb3oBatens 6yaeT pa3baokMpoBaH, Ha 3KpaHe NOsSBUTCA
coobueHune 06 3ToM (cM. pucyHok 45). B kauectBe PIN-kopa nonb3oBatens 6ynet HasHauveH PIN-kop
nonb30BaTens fo ero 6,10KMPOBKU. 3HAYEHUE CHETUMKA YCMELWHO BbINMOAHEHHbIX Pa36/10KMPOBaHWUiA aHHOIO
3MIEKTPOHHOIO KNto4a ByAeT yBesIMYEHO Ha eAMHULLY.

MacTtep pazbnokupoeaHus PIN-koga X

PasbrnokupoBaHue PIN-koga
PesynbTaThl pasbnokuposaHna PIN-Koga npueegeHsl B 0THeTe

OTyeT:

PasbnokuposaHue PIN-koga
ObHoBneHWe NapameTpoB
v PasbnokunposaHue PIN-koga bbl1o ycrnewHo BLINofAHeHo

PucyHok 45 - CoobujeHue 06 ycnewHom pasbnokuposaHuu PIN-koda nons3osamens

8.4 W3MmeHeHue PIN-Koga agMUHUCTPaTOPa

PIN-kop agMUHMCTPATOPa MOXET ObITb YCTAHOBNEH HE BO BCEX MPUIOXKEHUAX B MAMSTU INEKTPOHHbIX KNIOYEN.
MonpobHee cMm. n. 3.2 "TlapamMeTpbl 3NEKTPOHHBIX KKOYEN NpU NOCTaBKe".

AO "AnapauH P.0.", 1995—-2022r. PykoBoacTBO agMmHUCTpaTopa AN onepaumMoHHbIX cucTeM cemeicTaa Linux Crp. 56 /76



Eamubin Knuenr JaCarta 2.13

locne 8soda HenpasunbHo2o PIN-koda adMUHUCMPamopa HeckoabKo pas Noopsd 31eKmMpoHHbIL KoY
6nokupyemcs. He donyckailime 6nokuposku PIN-ko0a adMuHucmpamopa Ha 3nekmpoHHsix kaw4dax JaCarta. PIN-
K00 adMuHuUcmpamopa, 8 omiauyue om PIN-koda nons3o0samens, paz610Kkupos8ams HEBO3MOXHO.

B criyuae 6/10KUPOBKU 3/1EKMPOHHO20 K/TH04A MOXHO 00pamumscs 8 Cayxo6y mexnoddepiku u
nepeuHuyuanu3upo8ams daHHbIl Ky, OOHAKO 8ce AaHHbIE, XPAHAUWUECS Ha MokeHe, Bydym yddneHsi.

M 3afjaHHOe Konn4yecTBO nonbiTok BBoAa PIN-koga agMUHKUCTpaTOpa, a TakKe OCTaBLIeecs KOAMYeCcTBO NOMbITOK,

MOXHO Yy3HaTb, 3anycTmB EamHbii KnueHt JaCarta. Ha Bknagke "MIHpopmaums o TokeHe" B none "Octanoch

nonbiTok BBoAAa PIN-koaa agMuHucTpaTopa”.

Ona cmenbl PIN-kopa apMuHucTpaTopa:

1. TMoacoenmHUTb 3NEKTPOHHbIW KoY, Ha KOTOPOM Heobxoaumo cMeHnTb PIN-koa agMMHKMCTpaTopa, K
KOMMblOTEPY.

2. 3anyctutb EamnHbin Knunent JaCarta u nepeitn B pexXmM agMMHUCTPATopa.

3. B neBov naHenu BbibpaTb HYXXHbIM 3NEKTPOHHbIM KNHOY M NEPENTU HA BKNALKY, COOTBETCTBYHOLLYHO

NPUNOXEHMIO, AN KOTOPOro Heobxoanmo nameHnTb PIN-kop agMuMHucTpaTopa.
4. Haxatb kHonky "CmMeHuTb PIN-KOA apMuHucTpaTopa”. byaet oTkpbiTo 0kHO "CMenuTb PIN-KoAa

aAMUHKUCTpaTopa”.
CmeHunTb PIN-Kop agMUHMCTpaTopa x

Tekyw i PIN-Kog agMUHWUCTpaToOpa

eecececccee &b

HoBeli PIN-Kog a OMUHWCTRaTOpa

esceccee &b
MogTeepOoWTe PIN-KOO agMUHWCTpaTOpa

PucyHok 46 - OkHo "CmeHume PIN-koda admuHucmpamopa”

5. B none "Tekywumit PIN-kog agMuHUCTpaTopa” BBECTH Tekylwmii PIN-koa aaMuHMCTpaTopa.
6. B nonax "Hosbit PIN-kop agMuHuctpatopa” u "Moaresepauts PIN-kon agMuHucTpaTtopa” BBeCTM HOBbIW PIN-
KoA aAMUHUCTPATOpa M ero NoATBEPXKAEHNE COOTBETCTBEHHO.

Hoswili PIN-k00 admuHuUcmpamopa 00aeH omau4damscs om mekyuje2o, uHaye bydem omobpareHo
UHGOpMayUoHHOE coobuieHue 06 a3mom u kHonka "OK" 6ydem HedocmynHa 0115 HAXamusl.
7. Haxatb kHonky "OK".

8. [pu ycnewHor cmeHe PIN-koga agpMuHMUCTpaTopa byaeT oTobpaxkeHO COOTBETCTBYHOLEe coobLLeHUe (CM.
pUCYHOK 47). [1ng ero 3akpbiTus HeobxoAMMO HaxaTb kHonky "OK".

PIN-Kog aAMWHWUCTPaToOpa MUSMeHEH

o PIN-k0 0 agMUHWCTpaTOpa YCNELWHD M3MeHeH

PucyHok 47 - CoobuieHue 06 ycnewHol pazbnokuposke PIN-koda admMuHucmpamopa
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©.

S.1

S.1.1

HacTtpoiKka n ncnonb3osaHune JaCarta WebPass

dnekTpoHHble knoun JaCarta WebPass npegHasHaueHbl 41 reHepaumMm ogHopa3oBbix naponent (One Time
Password — OTP) ons co3paHus n 6€30nNacHOro XpaHeHUs CJI0XKHOMO0 MHOrOpa3oBoro (MOCTOSIHHOro) Napons ¢
BO3MOXXHOCTbIO BCTABKM 3TOr0 Napons B 3KpaHHbie GOpMbl BBOAA, A Takxke 3anycka Web-6paysepa n
aBTOMATUYECKOro nepexoaa no COXpaHeHHOMY B 31eKTPOHHOM Kitoye agpecy Web-pecypca.

YnpaBneHne cnoTamm 31IEKTPOHHOMO K043

Eannbii Knuent JaCarta no3sonseT 3anucbiBaTb B C/IOT 3/IEKTPOHHOTO K/HOYA JaHHbIE AJ15 XPAaHEHUS U
[anbHenwero nCNonb3oBaHMs. 3Ta onepalms Ha3blBAETCS UHUyuanusayuel cioma. ViHMumanmsauma cnota
BbINONHSAETCS ¢ npeabasneHmeM PIN-Koga 3neKTpoHHOro Kitua.

Jloboit cnot 31IEKTPOHHOr0 K/Il04a MOXET 6bITb NpONMHNLUUANN3UPOBAH HEOrPAHUYEHHOE KOTMYECTBO pas.

I leped nepsoli uHuyuanuzayueli croma Heobxodumo uzmeHums PIN-K00 31eKkmpoHHO20 K0Ya No yMO4aHUIo.

[ng MHULMANM3NMPOBAHHOIO C/10Ta 31EKTPOHHOIO KYa AOCTYMNHbI onepaLuu o4nMCcTkm cnoTa (cm. n. 9.1.5) un
MOBTOPHOW MHMLMANU3aLMK CoTa. [py MOBTOPHOM MHULMANM3ALMM AAHHBIE, 3aMUCAHHbIE B XO4E NpeablayLlen
UHULMANM3aLMKN YOANAOTCS U 3aMEHSIHOTCS HOBbIMU AAHHbIMMU.

MpY MHULMANM3ALMM B CNIOT MOTYT BbITb 3anMcaHbl AaHHbIE OLHOMO U3 CNeayLLMX TUMOB:
O[IHOPA30BbIVi NAapOnb, KOTOPbINA reHepupyeTcs No BbIBpaHHOMY anropuTMmy (cm. n. 9.1.2);
MHOropa30BbIf Napob, COOTBETCTBYHOLLMI YKA3aHHbIM KpUTEpPUAM kadvecTtsa (cM. n. 9.1.3);

URL-appec 3awmueHHoro pecypca (cm. n. 9.1.4).
MpOCMOTP MHPOPMaLININ O CIOTaX

P Ona npocmoTpa uHdpopMaumuu o cnote:

1. [Moaknwouunte aneKTpoHHbIN Kntod kK USB-nopTy, 3anyctute Eaunbiin Knuent JaCarta u nepenanTe B pexum
aAMUHUCTpaTopa. B ocHoBHOM okHe nepenauTe K Bknage "OTP" u Bbibepute HyXHbIM CNOT. B HUXKHER YacTu
OKHa byneT oTobpaxkeHa MHpOpMaLMS 0 MapaMeTpax MHULMANU3aLmMm U cnocobe MCNonb30BaHUS CNOTa.

Ha pucyHke 48 npuseneH Bua Bknaaku "OTP" no ymonyaHuio (T.e. HU OOUH U3 CNOTOB HE MHULMANU3UPOBAH)
C BblbpaHHbIM cnoTom 1.
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EAvHBIA KnueHT JaCarta

EanHbiv KnmeHTt JaCarta Ana:ggnu)

2.13

JaCarta

oTP

| WHbopMauna o TokeHe | STORAGE

Onepauww C NpUunoxeHWweM

=y cmennTs Pi-kog, Q %‘wm Ve d

CnoTel

lcnonb3oBaHWe O,ELHOKpaTHOe HaxaTne

CTaTtyc HeWHWLNan3MpoBaH

CTpoRKRA

KHYMTECA B PEMMM
ens B cnucke OTOSPSMSFDTCH TONBKO OSU.JE',EOC TyMNHbE obBeKTH. Lna ApoCcMoTRa BCex
o6 BbeEKTOB MK PeO3KTHROBIHWA COAEPHNMOTo HE'OGXUJ]M‘MU gBecTH PIN-Ko4 No/sL308aTENA,

PucyHok 48 - Bknadka "OTP", npocmomp uHgopmayuu o cnome 1 (HU 00UH U3 C10M08 He UHULUAAU3UPOBAH)

Ha pucyHke 49 npueneH sua Bknagku "OTP" ¢ MHMUMANM3UPOBAHHLIMU cnoTamu 1, 2, 3 ¢ BbIOBPaHHbIM

CNOTOM 3.

EgnHblid KnueHT JaCarta O x

EavHbin KnneHTt JaCarta Ana:gguu)

JaCarta

oTP

‘ H(hopMaLKnA 0 ToKeHe | STORAGE

Onepaumn C NnpunoxeHueMm

WAHALNEINSNPOBETE
%CM(&HMT&: PIN-ko g Q tﬂ;;qT N3 N3NPOBaTH OMMCTUTE CNoT

CnoTel

O 1: OaHopa3oBLIA Napos
QO 2:napone

@ 3: MHTepreT-agpec url

WNcnone3osaHne OnuTeneHoe HaaTue

CraTtyc VIHWLWanuanpoBaH

Tun MNHTepHeT-agpec url

OnucaHne McnonesyeTca ona xpadeHns URL
HassaHune Aladdin

acTpofAkK

) MNepeknHnTacA B pekum
I'IGJFII:HOEIETE:J'\H 3 B crivcke OTOE}JEJ)KEJPOTCH TOABKO OELHE',EOCT}’!THHE‘ 0B BEKTHI. Ana MPOCMOTRa BCEX
o0BBEKTOB WA PefaKTHPOBaHMA COOepXUMOro HeOﬁXO,EM’MD BEeCcTH PIN-KOA NonL30BaTEnNA,

PucyHok 49 - Bknadka "OTP", npocMomp uHgopmayuu o caome 3 (8ce ciomsl UHULUAAU3UPOBAHbI)

B Tabnuue Huxe npuBeneHo onncaHne nonen, B KOTOPbIX OTOGpa)KBETC'iI MHCbOpMaLI,MFI O choTax.

Tabnuya 19 - lMapamempesl cnoma
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dneMeHT uHTepdeica

Mone "Mcnonb3oBaHue"

Mone "Cratyc”

Mons "Tun"

Mone "Onucaxue"
Mone "Ha3zBaHue"

Mons pns cnota ¢ TMINOM
"OLHOPa30BbIM Napob”

Mons pns cnota ¢ TMNOM
"Maponb”

AO "AnapauH P.0.", 1995-2022 r.

OnucaHue
Cnocob HaxaTus Ha KHOMKY, pacrnonoXeHHYI0 Ha KOpMNyce 3N1eKTPOHHOr0
K/l04a A4N1S UCMONb30BaHUS BbIBpaHHOro C1oTa:

e  (Cnot N21 - ofHOKpaTHOE HaxaTne Ha KHOMKY;

e (Cnot N22 - nBOMHOE HaxaTue Ha KHOMKY;

e (Cnot N23 - pnuTenbHOe HaXaTue Ha KHOMKY (2-3 ceKyHAbl).

CopepXuT 3HaYeHue, COOTBETCTBYHOLEE TEKYLLEMY CTaTyCy coTa: "He

MHUUNANN3UPOBAH ',

MHnumanusnposaH”, "3abnoknposan”

CO,EI,ep)KMT TUN CNI0Ta, 334aHHbIN npn ero tHMumnanm3aumm:

"OLHOPa30BbIN MAPONb" — €CIM B C/I0TE XPAHWUTCS MEXaHM3M ANs reHepaumm
0[HOPA30BbIX Naposei;

"Maponb” — ecnu B CNOTE XPAHMTCS aBTOMATUYECKM CreHepUpPOBaHHbIN
MHOrOpas3oBblii Naposb;

"UnTepHeT aapec url" - ecnm B cnote xpaHutca URL-agpec ang pocryna K
Web-pecypcy.

CopepxXuT onucaHue TMna cnoTa (3HaveHue nons dopmupyeTcs
aBTOMaTUYECKM)

COﬂ,ep)KVIT MM4 CNO0Ta, 3aAaHHOE NOJ1Ib30BaTeNIeEM NMPpU MHULUMANNU3AUMN CNOTaA

CnoTel

@® 1:0aHopasoskii napons

O 2

O 3

cnonsb3oBaHue OfHOKPaTHOE HaMaTune

CTaTyc VIHALMEN13MpoBaH

Tun OfHOpa30BkIA Naposb

onucaHue Wcnone3yeTecA ANA FreHepaLi o 4HOpPa30BLIX Naponei
HazBaHne One-Time-Password

AnropuTM RFC 4226 + HMAC - SHAL(6 cumeonos)

Hanuune npedcukca Oa

3Ha4YeHHWe cHeT4YuKa [}

Mone "Anroput™M" - COpepPXXMT MHDOPMaLUMo 06 anroputTMe reHepaunm
0[lHOPa30BbIX Naposnei, BbIbpaHHOM Mpu UHULMANKU3ALMM COTa.
MoanepkuBaeTCs YeTbipe aAropuTMa reHepaL MM 04HOPa30BbIX Naposei
(event-based anropuTtmbl cornacHo RFC 4226).

Mone "Hanuuune npedmkca” — copepXxuT Npu3Hak Hanuuums npedukca,
noACTaBASeMOro nepes 0fHOPa30BbIM NaposeM.

Mone "3HayeHne cyeTumKa' — COQEPXKMT TeKyLLee 3HAYEHNE CHETUMKA
CreHepupoBaHHbIX OAHOPA30BbIX Napoiei, NPUHUMAET 3HadyeHue oT 0 go 2%

CnoTel

O 1: O4HOPE30BLIA Napoiks

@® 2:napone

O3

[ i
McnonbzoBaHue NeciHoe HaxaTue

CTaTyc MHWuKrannsnpoBaH

Tun Mapone

OnucaHue McnonezyeTcA A1A XPaHEHWMA MHOMOPa30B0Oro Naponsy

HaszBaHue Ona no4Tel

[ o/mKHs NpYCY TETBOBaTE Undpel
TpebyoTea maneHskue Bykesl
TpebyoTea Bonslwue Bykeel
TpebyloTeA cnelnansHeIe MBI

KavecTBO napona

OnuHa naponsa a

PyKOBO,ELCTBO AAMUHUCTPATOPa AN14 onepaunMoOHHbIX CUCTEM cemeiicTBa Linux
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dneMeHT uHTepdeica

Mons png cnota ¢ TMNOM
"inTepHeT agpec”

OnucaHue

Mone "KavectBo napona” — cooep>XuT NnapameTpbl Ka4ecTBa Napons, 3ajaHHble

npn UHULMaNn3aumnn cnoTa:

e [/MHa napons (konnyecTso cumBosnoB oT 4 no 160);

. MCcnonb30BaThb B napone AHMNIMNACKKNe 6yKBbI HWXXHEro perncrTpa

(na/He);

MCNonb30BaTh B Naposie aHrmMickue ByKBbl BEPXHETO perncrpa
(na/Her);

e MCMONb30BaTh B naposne umdpsl (La/HeT);
®  1CNOMb30BaTb B Mapofe CneucMMBobl (La/HeT).

Mone "OnnHa naponsa” - COREpPXMUT 3HaYEHME ANUHbI NAPONs, 33AaHHOE NpU
MHULMANU3aLMmM cnoTa

CnoTel

(O 1:0aHopaseskIf Napons
O 2:Napone

@ 3: MHTepHeT-agpec url

1
McnonszoBaHue AnUTeneHOE HaxaTKe

Crartyc MHuumannavposaH

Tun WHTepHeT-agpec url

OnucaHne Icnone3yeTcR ONA xpaHeHnA URL

Ha3eaHue Aladdin

Mone "HazBaHue" — coaepXxuT Ha3BaHMe, yKa3zaHHOe No/b30BaTeNeM Npm
WHULMANU3aLMK C1oTa

9.1.2 WHuumanmsauyma cnota tunom "OgHOPa30BbIv Maposib”

2.13

B xope BbinonHeHus nHMuManusauumu cnota TunoM "OgHOpPa3oBbii NApoab” B CNOT 3aNUCbIBAETCS MEXAHU3M NS
reHepauMu 0gHOPa30BbIX MNAPOJei 3a YyKazaHHOMY aNropuTMy.
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P Ona nHMumManusaumumu cnota Tunom "OAHOpasoBbIi Naponp”:

1. TMoaknouunte 3neKTpOHHbIN KNty kK USB-nopTy, 3anyctute Eaunbin Knuent JaCarta u nepenanTe B pexxum
agMuHucTpaTopa. lNepengute k Bknage "OTP", ycTaHOBMTE OTMETKY BO3Jie TOrO C/10Ta, B KOTOPbIN
HeobXxoaMMO 3anucaTb 04HOPA30BbIM NapPOJib M HAXMUTE KHOMKY "MHUUMann3mMpoBatb CoT".

MpumeuaHue. Ha pucyHke 50 ommemka ycmaHoeneHa 8o3e nycmozo cioma 1, 00Hako 00Hopazo8sIli naposs
Moxcem 6bimb 3anucaH 8 6ol dpyaoli (Henycmol) ciom, npu 3moM OaHHbIE, KOMopsle 00 3M020 XPAHUIUCh 8
come 6ydym yoaneHs..

EavHbIA KnweHT JaCarta - 0O x

EanHbin KnueHT JaCarta Ana:,q,qmn)

| MHchopMaL s o TokeHe | STORAGE | OTP |

Onepaunn ¢ NpUIOKEHUEM
: MHWLUWEIW3MPOBaTh

E=py cmermTs Pinkog | O ot o d
CnoTel
® 1
Oz
O s

cnone3oBaHne OfOHOKpaTHOE HaxaTwe
CraTtyc HewHWnunannsnpoeaH

B cnivcke oroﬁpamaeorcn TONMBKO Dﬁh'_.lE',EDC TYMNHLE oBBEKTH. fns npocMoTpa Boex
0B BLEKTOB Mn pPedakKTHPOBaHHWA CoOepMuMoro HE'OﬁXO,E uMo BeecTH PIN-Ko 4 nonk3oBaTelA.

0Nb30BATENA

PucyHok 50 - Bknadka "OTP", abibopa cnioma 1 045 uHUyuanu3ayuu

2. bynert oTKpbITO CTapTOBOE OKHO MacTepa MHMLMANM3aumMmK cnoTa "Mactep HMUManm3aumm”. 3anonHuTe nons
MacTepa cefylmm 06pas3oM (CM. pucyHok 51):

B none "Tun cnota" BbibepuTe B pacKpbiBaKOLWEMCS CNUCKe 3HavyeHne "OfHOpa3oBbIN Naponb”;

B nonie "Ha3sBaHue cnoTa” BBeAMTe Ha3BaHue cnoTa. [lnnHa nong He AOMKHA NpeBbIWaTh 32 CUMBONA;

B nosie "ANropuT™M" 13 pacKpbiBAOLWEroCs CnMcKa BbIbepUTE aNropuT™M BblYMCIEHUS OAHOPA30BOro Napons:
= RFC4226 + HMAC-SHA-1, nnnHa ogHOpa3oBoro napons = 6 CMMBOJOB;

= RFC4226 + HMAC-SHA-256, pavHa oaHOPa30BoOro napons = 6 CMMBOJIOB;

RFC 4226 + HMAC-SHA-256, anvHa oaHOpa30BOro napons = 7 CUMBOOB;
RFC 4226 + HMAC-SHA-256, pnvHa oaHOpa3oBoro napons = 8 CMMBOIOB;

8 none "lMpedurkc" npu HEOHBXOANMMOCTHU YyKaXMTe NpedmrKC — AONONHUTENBHOE MOCTOSHHOE 3HaYeHUe, KOTopoe
6yLeT aBTOMaTUYeCKM NOACTABNATLCS Nepes 3HaYeHWeM 0OA4HOPa30BOro napons. Takum o6pasom, UTorosoe
3HaYeHWe noacTaBnsemMoro napons 6yaneT cogepxatb Honblue CMMBO/OB, YEM 3HaYeHWe COBCTBEHHO OAHOPA30BOr0
napons. lng BBoaa npedukca:

= BBEAMTE HY)XHOE 3HayeHue C KnaBuaTypbl (He 6onee 32-x CUMBONOB);

S/N

" HaXMWTEe KHOMKY [Ns aBTOMATUYECKOM BCTaBKM CEPUAHOIO HOMepa 3NeKTPOHHOIO K/to4ya B KayecTse
npedukca;
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—  BblbepuTe onumio "ABTOMaTMYECKAs reHepaLms BEKTOpa MHMLUMANM3aumMmn" unmn BeeamTe nocnenosatenbHocTs n3 20
CUMMBOJIOB B none "BekTop nHuuManmnsauum”;

— B Mone "3HayeHue cYeTYMKA" BBEAMTE 3HAYEHWUE CUETUMKA FreHepaLmii;

—  BblbepuTe onumto "CoxpaHWUTb NapameTpbl MHULMANU3AUNK", NS COXPAHEHNUS BBELEHHbIX HACTPOEK MHMULMANU3aALUK
[Ang nocneayowmx UHULMANU3aLmii Apyrux COTOB.

Haxmute kHonky "danee”.

MacTep MHMLMaNM3aLMK cnoTa X

I‘IapaMeTpu MHUUWaNU3alumnun cnora
YcTaHoBWTE napaMmeTpbl MHALWanM3al i cnoTa

TN cnoTa OpHopa3oBLEIA Napob v

Haseanwe cnoTa | One-Time-Password|

MapameTphl
ANTOpUTM RFC 4226 + HMAC-SHAL (6 cuMmeonoE) ¥
Mpednkc 123 SN

ABToMaTw4eckKan reHepaynAa BeKTopa MHALWMaAN3aL i

BeKTOp UHWLWMaNN3aLMIA

SHaYeHWe cHeTHUKE 0

[] CoxparnTe napameTpsl MHULWANNIELAW

Lanee = OTmMmeHa

PucyHok 51 - MHuyuanusayus cnioma munom "O0Hopa3zosesili napons”. Beibop napamempos uHuyuanu3ayuu

3. B nossuBlemcs okHe "CoxpaHeHue daina KoHGUrypaummn” (CM. pucyHok 52) npu HeobXxoanMOCTH yKaxuTe
dopMat 1 nma garna, B KOTopbii ByayT cOXpaHeHbl pe3ynbTaTbl UHULMANM3ALMM CNOTa:

M Mpumeuanue. s pecucmpayuu 3nekmporHozo kawya JaCarta WebPass 8 cucmemax SAM/IMS/IAS macmep
UHUYUanu3auyuu coma no3eossem co30asams KOH@U2ypauuoHHsIl ¢atin ¢ uHgpopmayuel o pe3ysaemamax UHULUaIU3auuu
cioma Ha OaHHOM 3/1eKmMpPOHHOM Kik4e. KoHguzypauuoHHeil ¢atin npedcmasnsem coboli ¢palin ¢ pacwupeHuem *xml / *.dat
U ucnons3yemcs 015 no00epxKuU pabomsl 31eKMPOHHO20 Kato4a 8 cucmemax SAM/IMS/IAS.

— B none "Boibpatb popMmaT daina” BbibepuTe B packpbiBatoLemMcs cnucke GopMaT KOHGUIypauMoHHOro ganna ns
npeanaraeMbix 3Ha4yeHui: SAM/IMS/IAS;

— B none "Mma danna” ykaxute nyTb 419 COXPaHeHUs KOHbUrypauMoHHoro danna. [1ng 3Toro HaxMmUTe KHOMKY
"0630p" 1 BbibepHTE MECTO COXPaHEHUS KOHPUIypauuoHHoro daiina. Ecam daiin He cyulecTByeT U ero TpebyeTcs
€034aTb, TO BBEAMTE ero uMs U Haxxmute "CoxpaHuTb”.
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Ecnmn KoHdUrypauMoHHbIR Gain co3pgaBaTb M COXPaHATb He TpebyeTcs, TO ycTaHoBUTE oTMeTKY "[ponycTuTb
3Ty CcTpaHuuy”. Haxmute kHonky "Hanee”.

MacTep MHMLMANM3aLMK cNoTa X

CoxpaHeHue chpainna KoHpUrypayum
ViamuTe dhain, B koTopelil ByoyT coxpaHeHs! pesynsTaTel MHULWANW3aLUK cioTa,
ONA nocneyoWero UMAOPTAa B CUCTEMY TOKEHaMK

BelbpaTe opmaT dhaina |JMS v

ma daitna |fhomefadmintest}config.xml

Danee = OTmeHa

PucyHok 52 - MHuyuanusayus cnoma munom "O0Hopasoseili napons”. CoxpaHeHue ¢aiina KoH@ueypauuu
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4. B cnepyroweM okHe MacTepa MHMUManu3aumm eeeamte PIN-KoA 3neKTPOHHOro K/to4a B O4HOMMEHHOE noJe,
nocsne Yero HaXXMuTe KHOMKY "BbiNonHUTL" Ang 3anycka nHULManu3aLumu.

MacTep MHALWaNM3aLWKM cnoTa X

Beegute PIN-K0oLg
BeeguTe PIN-KO4 ONA BEINOAHEHWA WHWLWENM3aL A

PIM-ko O
esecccees B« 3

Hanee = OTmeHa

PucyHok 53 = MHuyuanuszayus croma munom "O0Hopazosesili napons”. Beod PIN-kooa

5. HaxmuTe KHOMKy "3aBepwunTb”

MacTep MHULMaNW3aL MK coTa X

NHuumanusauma cnora
MHWLWanu3auua cnoTa yenewHo BeinoiHeHa

OT4eT:

VHWLManM3auua cnoTa
+ VIHWLMaNW3aLnA CNoTa YCrewHo BeInofHeHa

PucyHok 54 - 3asepwerue uHuyuanusayus cioma munom "OdHopazoseili napons”

6. OkHO MacTepa MHUUManu3Mumm byaeT 3akpbiTo. Bo Bknagke "OTP" 6yayT oTo6pakeHbl CBOMCTBA C/IOTa,
WMHULMANM3NMPOBAHHOIO TMNoM "OfHOpPa30BbIN Naposb”.
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EAWHBIA KnneHT JaCarta

EanHbih KnneHt JaCarta Ana‘\.aﬁnu)

JaCarta

oTP

| HhopMaLWA o ToKeHe | STORAGE

Onepaunv ¢ NpUAoXeHueM

YHALIMaNM3MpoBaTh
EEpycmennts PINkog O E::'T s OMMCTUTL ChoT

CnoTel

@ 1: OnHopa3oBLEIA Napone
Oz
O 3

T
Mcnons3o0BaHne O,D,HUKFJETHDE HaMaTne

Craryc HMHuynanusnpoeaH

.Tun OpfHopazoskIil Napons

.Onm:aHme WcnonesyeTcA ANR FreHepally oHopa3oBkix Naponei
.HaaﬂaHme One-Time-Password

.AnrnmeM RFC 4226 + HMAC - SHA1(6 cumeonos)

.Hanwme npedukca Oa

acTpoikm

3Ha4YeHne cHeTYnuKa a

MepeknYMTECR B PEMNUM
onbIoBATENS B cnucke OTDﬁpS)KSFDTCH TOALKO DﬁLL{E',EDC TYMHbE COBEKTHI, ,&)Tﬂ MpocMoTRa BCExX
= 0BBEKTOB MW PefakTHPOBaHHA coQepXHUMoro HE'DﬁXD,EM’M‘D BBeCcTH PIN-Ko 4 NonL30BaTENA,

PucyHok 55 = Cnom 1 uHuyuanuzuposaq munom "O0Hopazossili naposns”

9.1.3 VHuumnannsauyma cnota Tmnom "lMaponb”

B xoze BbINONHEHUS MHMLMANM3ALMM C/I0Ta TUNOM "Tlaponb” MPOMCXOAMUT reHepaums u COXpaHeHUe B CNOT

MHOropa3oBoro napong € yKkasaHHbIMKU NapaMeTpaMu KayecTBa.
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D Ons MHUUMaNU3aLMK CAOTA TUNOM "Maponb”:

1. TMoaknouunte 3neKTpOHHbIN KNty kK USB-nopTy, 3anyctute Eaunbin Knuent JaCarta u nepenanTe B pexxum
agMuHucTpaTopa. lMepeiaunte k Bknage "OTP", ycTaHOBUTE OTMETKY BO3/1e TOrO CN0Ta, B KOTOPbINA
Heo6Xx04MMO 3anncaTb MHOrOPa3oBbIl NApPOJib U HAXXMUTE KHONKY "MHMLMAnU3npoBaTb CIOT'.

MpumeuaHue. Ha pucyHke 56 ommemka ycmaHo8neHa 8031e Nycmozo coma 2, 00HaKo MHO20pa308bIl
napose Moxem 6bime 3aNUCAH 8 6oL Opyaoll (Henycmod) com, npu 3momM OaHHbIE, KOMopsie 00 3Mo20
XPaHunuce 8 ciome 6ydym yoasneHsi.

EfuHBIA KnueHT JaCarta - 0 x

EanHein KnnenTt JaCarta Ana:,qanu)

JaCarta

oTP

| MH(opMauna o TokeHe | STORAGE

Onepauun ¢ NpUNoOXeHUeM

IfgCMeHMTb PIN-ko g Q %"‘wm <’

CrnoTel
O 1: OHOpa3soBkIA Naponks

McnonezoBaHue OBoliHoe HamaTue

Crartyc HewHuynannusmpoeaH

ACTRORKK

NepeknoYATECA B pEXUM

B B cnucke oToBpaxalTCcA ToNLKO 00LWeoc T IHEE 0D beKTH. [N npocMoTpa Beex

0B BEKTOB MAK PefaKTHROBASHHA COOEPMUMOro Heo, 6XO,EM'MO BBecTH PIN-kog nons3oBatens.

PucyHok 56 - Bknadka "OTP", gbibopa cnioma 2 045 UHUYUaIu3ayuu

2. bypert oTKpbITO CTAapTOBOE OKHO MacTepa MHMLMANM3aLmMmn coTa "Mactep uHUUMANM3aumMm cnoTta’. 3anonHure
nons Mactepa cnegylowmnm obpasom (CM. pucyHok 57):

— B none "Tun cnoTa” BbibepuTe 3HaueHue "Maponb”;

— B none "HazBaHwue cnota" BBeAmTE Ha3BaHue, Hanpumep, "[ns noutbl". [MHA NONs He 4OMKHA NPEBbIWATh 32
CMMBONA;

- YKaXXUTe napaMeTpbl Ka4eCTBa, KOTOPbIM A0/IKEH COOTBETCTBOBATb MHOFOpa3OBbIﬁ naponb:

= B none "AnuHa napons” ycTaHoBUTE HEOHXOAUMYIO ANMHY Napons (N0 YMONYaHWIO AIMHA NApons COCTaBnseT 4
CUMBONA);

= BblbepuTe onumio "Micnonb3oBaTb MasieHbKMeE OYKBbI", €CIN B COCTAaB NAPOs AOMKHbI BXOAUTb MasieHbKUe
OYKBbI;

= Bbibepute onuuio "Micnonb3osatb 6onblune GyKBbI" €CM B COCTAB NapOsist LOMKHbI BXOAUTL Honblume ByKBbl;

= BblbepuTe onumio "Micnonb3oBaTh LMDPbI" €CIM B COCTaB Napons A0MKHbI BXOAWUTb LUPPbI;

= Bbibepute onuuio "Mcnonb3oBaTh CreLmanbHble CMMBOJbI", ECIM B COCTAB Naposist LOMKHbI BXOAUTD
cneuuanbHble CUMBOIbI;

= Bbibepute onuuto "[Lo6aBUTH KOL KNaBuwKM Enter kK Naposto Npu HaxaTuu nNpu HEOOXOAUMOCTH

—  BblbepuTe onumto "CoxpaHUTb MapaMeTpbl MHULMANKU3ALMK", ECIM HEOBXOAMMO COXPaHUTL HACTPONMKM
MHULMANU3aLMK 4N NOCNeaYOWMX MHULMANU3ALMIA ApYTMX C/IOTOB;

Haxmute kHonky "[danee”.
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I'IapaMeTpu HHUUQHanUu3zaluun cnoTa
YCTaHOBWTE NapaMeTpel UHWUWann3auun cnoTa

Tun cnoTa |I'Iaponb

v
HaspaHue cnoTa |£l,r|ﬂ noYThl |
MapameTpel

A
OwWHa naponA 8 Y

Menonb3oBaTh ManeHskue Bykebl
MenonezoeaTte bonbwre bykBel
McnonszoBaTs LUdpsl

Mcnonb30BaTh CRelWankHele CUMBOILI

ORKKME

[obaBuTe Kof KNaBulK Enter K Napono nNpu HaxaTum

O

CoXpaHUTEL NapameTpbl MHALWann3au i

Hanee > OTMeHa

PucyHok 57 - MHuyuanusayus cnoma munom "lMapons”. Belbop napamempos uHuyuanusayuu

2.13

3. B cnepytowem okHe MacTepa MHUUManm3aumm eeegute PIN-Kop 31eKTpOHHOro Kntoya B O4HOMMEHHOE Mofe,
nocne Yero HaXXMuTe KHOMKY "BbINOAHUTL" Ang 3anycka nHULManu3aLmu.

MacTep MHMLMaNM3aLMK cloTa *

Beennte PIN-xo g
BeegwTe PIN-ko4 ONA BEINOAHEHWA WHWLWaNWIaunm

PIM-kKo g

Oanee = OTmeHa

PucyHok 58 - MHuyuanusayus cnoma munom “lapons”. Beod PIN-koda
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2.13

4. bypeT BbINONHATLCS reHepaLma 1 3anMcb MHOrOPa3oBOro Naposs B BbibpaHHbIi coT. 1o 3aBepLieHuu
npouecca uHpopmaumus 06 3Tom byner oTobpaxeHa B OKHE MacTepa MHULMANM3aumMm. Haxxmute KHOMKyY

"3aBepwmTb.

MacTep MHMLMaNW3aLUK cioTa X

MHuymnanuiayna cnoTa
MHULMENM3aUWa cNoTa yonellHo BelNofHEeHS

OT4eT:

MHWLWanusauma cnoTa
+ VHULWanM3aunsa cnoTa YCnewHo BeINoNHEHa

BEplWNTE

PucyHok 59 - 3asepwerue uHuyuanuzayus cioma munom “llapons”

5.  OkHo mMacTepa UHUUManm3numumn byanet 3akpbiTo. Bo Bknagke "OTP" 6yayT oTobpaxkeHbl CBOMCTBA CNOTa,

WMHULMANU3UPOBAHHOMO TMNOM "lMaponb”.

EAMHLIA KnueHT JacCarta - 0O %
EavHbln Knvent JaCarta Ana“.aﬁnu)

JaCarta

oTP

| H(hopMaLIMA 0 TOKEHE | STORAGE

Onepauwu C NpunoXeHweM

VNHULWaNM3KMp 0BaTE
LMeHnTh PIN-Koq
E=pycmennTs Pikog Q) ThoT O4NETWTE CNOT
CnoTel

O 1: OOHopa3cBLIA Napons
@® 2:napons
o3

Mcnonb3oBaHue I,D.EIOI:‘IHOB HamaTne

CraTyc NHuynannanposaH

Tvn MNaponke

OnucaHue Vcnonb3yeTcA 1A XpPaHEHWA MHOrOpa3oBoro Napons

HaszBaHue OnAa no4dTel

[onm#Hbl Npycy TcTBOBaTL Lnthpsl
TpebytoTcA ManeHskue Byksbl
TpebyoTcA Bonkwne Bykeel
TpEﬁyH}TCH crneywanesHble CMMBObI

KauyecTBO napona

SCTPORKIA

OnuHa napons 8

MepekniYUTECR B PEXUM

oNb30BATENA B crivcke OTOE'D&)K&HOTCR TOALKO DﬁLLlE',EDCT}’HHHE‘ OBLEKTH. ,EJTH ApocMoTPa BCex

06BEKTOB UK PefaKTHPOBaHWA COOepXUMOro HE'DﬁXD,EM’MD BBeCTH PiN-Ko 4 No/ib30BaTENA.

PucyHok 60 - Cnom 2 uHuyuanusuposaH munom “llapons”
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9.1.4 VHnymannsayma cnoTa Tunom "ViHtepHet agpec”

Ona 3anucu B cnoTt 3nekTpoHHoro kntova URL-apapeca 3awumwéHHOro pecypca:

1. TMoaknwouunte 3neKTpOHHbIN KNty kK USB-nopTy, 3anyctute Eaunbiin Knnent JaCarta u nepenanTe B pexxum
agMuHucTpatopa. Mepengute K Bknage "OTP", ycTaHOBUTE OTMETKY BO3/1€ TOrO C/10Ta, B KOTOPbIH
Heobxoaummo 3anucatb URL-agpec 3aWmILEHHOro pecypca U HaxmMuTe KHonky "MIHMLmManu3nMpoBaTtb cnot’.

Mpumeuanue. Ha pucyHke 61 ommemka ycmaHosneHa 803/e nycmozo cioma 3, o0Hako URL-adpec Moxem
6bimb 3anucaH 8 noboli Opyeoli (Henycmod) ciom, npu 3moM OaHHbIe, KOmMopele 00 3M0o20 XPAHUMUCL 8 C/I0me
6y0ym yoaneHsl.

EAWHBIIA KnueHT JaCarta - O x

EanHbin KnueHT JaCarta Ana:,qanﬂ)

JaCarta

otp

| WHpopMaumna o TokeHe | STORAGE

Onepauuu C NpUunoXeHWeM

IfchM@HMTb PIN-ko g Q %‘M‘m <’

CnoTe
O 1: OfHOp&a30BLIA Napoike
O 2: Napone

® s
—_—
KMcnonb3oBaHne OnnTensHoe HamaTne

CraTtyc HenHuuwannsnpoeaH

acTpofki

MNepeknoYUTLLA B pEXAM

ONb3IoBATENd B cnucke oTOBpaxalnTcA ToNLKO 0BWe0CTYNHEE 00beKTH, 418 NnpocMoTpa Boex

oBBLEKTOB HAKM pedakTHooBaHMA cofepxuMoro HE‘DﬁXO,ﬂHMD BBecTH PIN-Ko4 nonL3o08aTenA.

PucyHok 61 - Bknadka "OTP", gbibopa cnioma 3 048 UHUYUaIu3ayuu

2. bypert oTKpbITO CTAapTOBOE OKHO MacTepa MHULMANU3aLmMmu ciota "Mactep uHUUManuM3aLmMm cnoTa’. 3anonHurte
nong Mactepa cnegylowmum o6pasom (CM. pucyHok 62):

— B none "Tun cnota” Boibepute 3HaueHne "MHTepHeT agpec url’;

— B none "HaseaHue cnota” BBeauTe HasBaHue, Hanpumep, "Aladdin”. InuHa nong He fOMKHA NpeBbIWaTh 32
CMMBONa;

— B none "OnepaunoHHas cuctema” BoibepuTe TMN onepauunoHHol cucteMbl: Windows, macQS, Linux;

— B none "MHTepHeT agpec” BBeAUTe aapec MHTEPHET pecypca, Ha KOTopbI ByaeT ocylecTBneH nepexon npu
HaXaTWUM Ha KHOMKY 3NeKTPOHHOrO Kitoya (Hanpumep, https;//aladdin.ru);

BHumaHue! MumepHem adpec domueH Ha4uHamecs ¢ http.// unu ¢ https.//. Ymobel npogepumes 803MOMHOCMb nepexoda
no ykasaHHomy adpecy Haxmume kHonky "Omkpeims uHmepHem adpec”

—  Bblbepute onumio "CoxpaHUTb NapaMeTpbl MHULMANM3ALMK", eC HEOOXOAMMO COXPAaHWUTb HACTPOMKM
MHULMaNU3aLmMm Ansg nocieayowmx MHULManM3aumuii LaHHOro cioTa.
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Haxmute kHonky "danee”.

MacTep MHMLMANW3aLK CNoTa b

I'IapaMeprl HMHUUKManuIaynum cnora
YcTaHoBWTE napaMmeTpbl MHWLWanUu3auWKn cnoTa

Twn cnoTa |MHTepH9T-a,u,pec url '!|

HaseaHWe croTa |Aladdin |

MapameTpbil
OnepaunoHHas cucTema |Linux T|
MHTepHeT-agpec | https:/faladdin-rd.ru |

OTKpI:-ITI:- CCBINKY NO agpecy...

[0 coxpanrnTs napameTpel MHULMENNZELWN

Danee > OTmeHa

PucyHok 62 - MHuyuanusayus croma munom "MHmepHem-adpec”

3. B cnepytowem okHe MacTepa MHUUManu3aumm eeeante PIN-Kop 31eKTpOHHOro Kntoya B O4LHOMMEHHOE Mofe,
nocsne Yero HaXXMuTe KHOMKY "BbINOAHUTL" Ang 3anycka nHULManU3aLmu.

MacTep MHULWANN3aLWK cloTa x

Beegute PIN-xo g
BeegwnTe PIN-KO4 0NA BEINOAHEHWA MHALWMaNN3aL

PIN-KOZ
esssssse | &b

Oanee = OTMeHa

PucyHok 63 - MHuyuanusayus crioma munom "MiHmepHem-adpec”. Beod PIN-koda
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4. bypeT BbINOMHATLCSA 3anNMCb yka3aHHoro URL-apgpeca 3awmueHHoro pecypca B BblbpaHHbI cioT. o

3aBeplueHMmn npouecca nHdopMaumsa 06 3ToM byaeT oTobpaxkeHa B OKHe MacTepa MHMLManu3aumu. Haxmute
KHOMKY "3aBepwunTb".

MacTep MHULMaNM3aLMM cnoTa X

NMHuymannsayma cnorta
WVHULWMANM3auKMA cNoTa YCNewWwHo BEINoNHeHa

OT4eT:

MHALWannzauna cnoTa
“ VIHWLMaNW3aL WA cnoTa yerewHo BelNofHeHa

3aBeplwnTh

PucyHok 64 - 3asepweHue uHuyuanuzayus cioma munom "MiumepHem-aopec”

5. OkHo MacTepa UHUUManm3nuumn byanet 3akpbiTo. Bo Bknagke "OTP" 6yayT oTobpaxkeHbl CBOMCTBA CNOTa,
UHULMANU3UPOBAHHOIO TUNOM "MIHTepHeT-aapec’.

EfWHBIN KnueHT JacCarta

EavHbin Knnent JaCarta Ana“ﬂﬁuﬂ)

JaCarta

oTP

‘ MHdbopMauna o TokeHe | STORAGE

OHEPBHMM C NpunoxeHueM

NHALNAIV3VPOBATE
Erpycmennts Pinkog QO I?:;_r NRASROBS Te DYUETWTE COT

CnoTel

O 1: OaHopasoBLIA Napos
O 2: Naponke

@ 3 WHTepHeT-ampec url

WNcnone3oBaHne ‘,ElJ'IIﬂTeJ'IbHOE HamaTne

CraTyc MH1yWannsnposaH

Tun WHTepHeT-agpec url

OnncaHue Vcnone3yeTcA AAA xpaHeHWA URL

Ha3zBaHue Aladdin

MNepeknn4YNTLCA B pEaUM
nonb3oBaTEnd B cnucke DTDEpEJ»(SHJTCH TOABKO DEUJE',EDCT}’HHHE‘ OBBEKTHI. ,ﬂJTH npocMoTPa BCex
obveKkToB AN PedaKTHPOBaHWA codepXumMore HE‘OﬁXO,EHMD BeecTH PIN-Kog nonb3csaTens.

PucyHok 65 - Cnom 3 uHuyuanusuposaH munom "MumepHem-adpec”
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9.1.5 QOuuctKa cnota

MHUUMaNM3MPOBAHHDBIM CNOT 3/1EKTPOHHOTO KJTH04a MOXET ObITb OUMLLEH, MPU 3TOM AAHHbIE, XPaHSLLMECS B COTE
OyayT yoaneHsl. [1ns BbINOAHEHUSI O4UCTKM Cl10Ta HeobxoauMo npeabsasutb PIN-koga agMuHMCTpaTopa.

Mo 3aBepLeHnM OUUCTKMU CNOT MOXKET BbITb MOBTOPHO MHULMANM3UPOBAH NHOOLIM TUMOM (OLHOPA30BbINA UMK
MHOropasoBbiv naponb, URL-agpec 3awmiieHHoro pecypca).

Onepau,vwl O4YMCTKKU CN10Ta, M €ro nocnenyrwulada NnOBTOpHaA UHULUMANNU3aUMNAa MOTyT ObITb BbINONHEHDI
HeOorpaHM4yeHHOEe KONn4ecTBo pas.

P Ona ouncTKu cnoTa:

1. TonkniounTe 3neKTpOoHHbIN Koy K USB-nopTty, 3anyctute Eamubit KnueHt JaCarta u nepeigute B pexxum
aaMuHucTpaTopa. lMepenaute k Bknage "OTP" u BoibepuTte coT, KOTOPbLIN HEOBXOAMMO OUUCTUTDL (Ha
pucyHke 66 ons npumepa BbibpaH cnot 3 ¢ Tunom "UnHtepHeTt agpec”). Haxmute kHonky "Ounctutb cnot”.

EavHbiA KnueHT JaCarta (m|

EquHbIn KnueHTt JaCarta Ana:namu)

JaCarta

oTP

| WHbopMaLna o TokeHe | STORAGE

Onepauwm C NPUNOXEeHNEM

WNHWLManmanpoBaTh

ot ® OuncTnTb croT

Epycmennts PiNkog Q)

CnoTel

QO 1:0aHopaz0BkLIit Naponk
O 2: MNapone

@® 3:VHTepHeT-zapec url

r T 1
X
Mcnonb3oBaHne OnnTensHor ZALETY

CraTyc UhnLmManias BHUMaHWe! 3Ha4eHWA BCcex NapaMeTpoB
fAaHHore croTa byoyT yaaneHs,
Tun VHTepHeT-z] PIN-koa
OnucaHne MenonesyeT eeececee | #
HasBaHune Aladdin
HacTpoiiku
) MepeKnYATECA B PEXUM | 14 y -
noﬁbmﬁmem = B cnucke oTobpaxanTes TonsKo oblje OK OTmera
06LEKTOB MM PEAGKTHPOBAHMA COAEPS

PucyHok 66 - Oyucmka croma

2. B none "PIN-kon" B okHe "Ounctutb cnot” BBeamTe PIN-KOA 3N1€KTPOHHOrO K/to4a U HaXXMUTE KHOMKY
"Oumnctuts".

3. bynet BbINONHATLCS O4MCTKA CnoTa. 10 ee 3aBeplieHMM AaHHbIe, XpaHsLmecs B cnoTe 6yayT yaaneHsl. Ha
3KpaHe byneT oTobpaxkeHa nHdopMauns 0b 3Tom.

OYyKnCcTKa cNoTa BeiNoNIHEHA

OYMCTKa cNoTa YonewHo BeINoNHEHa

PucyHok 67 - CoobujeHue o 3agepuieHuu 04uCmKku c1oma

4. Haxmute kHonky "OK" ons 3akpbITMS OKHa.
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9.1.6 bBoKMpoBaHue C/10Ta

CnoT 610KMPYETCS aBTOMATUYECKM MO AOCTUKEHWUM CHETYMKOM rEHEpaLMM NPeaeNbHOro 3HadeHns 231, s
3abnoknpoBaHHoro ciota B nosie "CraTyc” ykasbiBaeTcst 3Ha4yeHue "3abnoknposaH”.
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10. HKOHTaKThbI

10.1 Odwnc (obyme BOnpochl)

Appec: 129226, Mockea, yn. [lIokykuHa, 4. 16, cTp. 1, 7 31ax, komnaHua "Anagavd P.L.
TenedoHsbl: +7 (495) 223-00-01 (MHorokaHanbHbIM), +7 (495) 988-46-40

®akc: +7 (495) 646-08-82

E-mail: aladdin@aladdin.ru (06wwi)

Web: https://www.aladdin.ru

Bpems pabotbl: exxegHeBHo ¢ 10:00 no 19:00, kpoMe BbIXOAHbIX U MPA3AHUYHbIX SHEN.

10.2 TexnopaepHkKa

Cnyx6a Texnoanep)XkuM NpMHUMAET 3anpockl TONbKO B NMMCbMEHHOM BuAe Yepes Beb-caiT:
www.aladdin.ru/support/.
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HopoTKo 0 KoMnaHun

KomnaHus "Anapaut P.1." ocHoBaHa B anpene 1995 roga v aensetcs JIvueH3sun

pOCCUIACKMM pa3paboTYMKOM (BEHAOPOM) CPEACTB 3aLMThI

MHAOPMALMM. — KomnaHus umeet Bce Heobxoanmble nuuensumn ®CTIK Poccuu,
®CB Poccuum ons npoeKkTMpoBaHUs, NPOM3BOACTBA U NOALEPXKKM

KoMnaHus SBnSeTcs npusHaHHbIM 3KCNEPTOM U IMAEPOM POCCUIACKOTO C3U u CK3MW.

PbIHKa CPeACTB ABYX(AKTOPHOM ayTeHTUdUKALMM MOoNb30BaTENEN, — (CucTeMa MeHeKMEeHTa KauecTBa KOMMaHWUM COOTBETCTBYET

3/1EKTPOHHOM MOANMUCH W 3aLUUTbI AHHDIX. TpeboBaHuam ctanaapta FOCT P MCO 9001-2015 (ISO
9001:2015)

OcHOBHble HanpassieHua

- O6ecneyeHne 6e3onacHoro focTyna K UHPOPMaLUOHHbBIM
pecypcam npeanpuatus, Beb-noptanam 1 obnayHbiM cepsucam
(cTporas aByx- u TpéxdakTopHas ayTeHTUduUKaLums).

- dnekTpoHHas noanuck (3 ¢ HensBneKaeMbiM 3aKPbITbIM
KnoyoM, popmupyemas B 3almLEHHOM yune), PKI.

- 3aluMTa NepcoHabHbIX AaHHBIX, AAHHBIX Ha AMCKAaX
KOMMNbOTEPOB, CEPBEPOB, 6a3 AaHHbIX.

- Bce ocHOBHblE NPOAYKTbI UMEOT HeobxoanMble cepTUdUKaTbl
OCT3K, OCB.

Juuensunm OCTIK Poccumn N2 0037 u N2 0054 ot 18.02.03, N2 3442 o1 10.11.2017
Nnuensnmn O®Cb Poccmum N2 12632 H ot 20.12.12, N2 30419 ot 16.08.17
CucrteMa MeHeLKMEHTa KayecTBa KOMMNaHUMKM cooTBeTCTByeT TpebosaHuaMm ctanaapta FOCT P UCO

AnaﬂﬂMH 9001-2015 (ISO 9001:2015)

© AO "Anapgmn P.L.",, 1995—2022. Bce npaBa 3awwmiueHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin.ru  Web: www.aladdin.ru
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