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1. O gpoKyMeHTe

1.1 Ha3HadeHue OOKYMeHTa

[okyMeHT npeactaenset cobow pykoBoacTBo nonbsosatens ans MO Egunbii Knuent JaCarta.

1.2 Ha Koro opveHTUpOBaH A3HHbIN [OKYMEHT

[okyMeHT npeaHasHayeH nonb3osatenen N0 Epunbint KnuenT JaCarta, BnagenbLeB 3M1eKTPOHHbIX Kntoven JaC-

arta/eToken.

1.3 OpraHu3auunA OoKyMeHTa

[LoKyMEHT pa3buT Ha HECKO/IbKO Pa3AenoB:

e B pasgene 2 "OcHoBHble NOHATMA" npuBeaeHo HasHaveHue MO EamHbii KnueHT JaCarta u nepeyeHb Tepmu-
HOB M COKPALLEHUH, UCMOMb3YEMbIX B LOKYMEHTE;

e B pasgene 3 "0O6wume cBepneHMst 06 3NEKTPOHHbIX KNOYax" COLEPXKUTCS MHDOPMALLMS O NPUNIOXKEHUAX, anne-
Tax 3NEeKTPOHHbIX KNOYel, Ang paboTbl C KOTopbiMKU NpeaHa3sHadveHo MO EpuHbiii KnuenT JaCarta, a Takke
napaMeTpbl 31EKTPOHHbIX K/OYeN Npu NOCTaBke;

e B pasgene 4 "0630p No/b30BATENLCKOrO MHTEPdENCA” COAEpPXMTCS MHDOPMauna 06 OCHOBHbLIX MpMeMax pa-
60T1bl ¢ M0 Egunbint Knuent JaCarta;

e B pasgene 5 "Pabota B nporpamme B CTaHAAPTHOM pexuMe” NpuBeAeHbl onepaumu, copepluaemsle B N0
Eomubiin Knuent JaCarta B cTaHAQpTHOM pexume;

e B pasgene 6 "PaboTta B nporpaMMe B paclUMpeHHOM pexume" npuBeaeHbl onepaumu, cosepliaemole B M0
Eomubii Knuent JaCarta B paclwumpeHHoM pexnme 6e3 Beoaa PIN-koga agMUMHUCTpaTOpa 3N1EKTPOHHOIO

KNn4a.

1.4 PekomeHAaUMM NO UCMOSIb30BAHMIO AOKYMEHTa

[lOKyMeHT pekoMeHAyeTCs MCNOMb30BaTh B Ka4eCTBE 03HAKOMUTENbHOIO MaTepuana (noapobHoro pykoBoacTaa
no ucnonb3osanuto MO Eaunbii KnueHt JaCarta), a Takke B kauecTBe cnpaBoyHuka npu pabote ¢ MO EanHbii

Knuent JaCarta.

ﬂ,OKyMEHT peKkoOMeHA0BaH KakK an4g nocienoBaTenibHOro, Tak U an4d BbI6OpOLIHOF0 n3yvyeHuq.

1.5 CornaweHua no opopMIEHNIO

B naHHOM AOKYyMeHTe Anqa npeacraBneHnsa CCbiokK, TEpMUHOB U HaMMeEHOBaHUMN, NpMMEpPOB KoAda NporpamMm Uc-
NONb3YKTCA pa3yinyHbie IJJpl/ICbTbI ncpencrea OCDODM)'IEHVIFI. OCHOBHbIe THMb Hal'lepTaHVlf/’I TEeKCTa npmnBeneHbl B

Tabnuue 1.

Tabnuua 1 — SnemeHmMebl 0popMaeHus

Ctrl+X

file.exe

BbipeneHue

[Mnepccbinka

Ccebinka [cTp. 3]

I BaxHo

AO "Anapaunn P.O." 1995—-2024r.

VICI'IOJ'Ib3yETC9I [ONS BblAeNeHns CoYeTaHM KnaBumL

Ucnonb3yeTca ons solaeneHns umeH Gannos, KaTanoros, TEKCTOB NPOrpaMm

MCI'IOHb3yETCFI Ona BblaeneHna otaenbHbIX 3HAYNUMbIX CNOB U cbpa3 B TEKCTe
VICI'IOJ'Ib3yeTC9I Ona BblaoeneHnsa BHEWHUX CCbIJTOK

MCI'IOHb3yETCFI ANA BblAeNneHna NnepekpeCcTHbIX CCbTOK

V|CI'IOIIb3yeTCFI Ona BblaeneHunsa VIHd)OpMaLI,l/Il/I, Ha KOTOpYyK cneayet 06paTMTb

BHMMaHUe

PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux Crp.3/55
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Pamka Mcnonb3yeTcs ANs BblAENEHUS BaXXHOM MHGOOPMaLMK, BbIBOA, PE3OME

Y Ccbinka, npMMeyaHme, 3aMeTka
=’ CoBet

- 3arpy3ska (agpec ang 3arpysku 10, nokymeHTa)

@ Bonpoc

AO "AnapamH P.AO." 1995—-2024r. PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux Crp.4/55
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1.6 ABTOpCKMe NpaBa, TOBapHbIe 3HaKW, OrpaHNYeHUA

[laHHbIV AOKYMEHT, BKOYas NoA6op U pacnonoXxeHne UANCTpaLmi u matepua-
NOB B HEM, ABNISieTC 06bEKTOM aBTOPCKMX NpaB U OXPaHAETCs B COOTBETCTBUM C
3akoHozaTenbcTBoM Poccuitckoin Pepepaumn. Obnapatenem UCKIOUUTENbHBIX aB-
TOPCKMX U UMYLLECTBEHHbIX NpaB senseTcs AO "Anapamd P.A.".

Mcnonb3oBaHue 3TMX MaTepuanos NtobbiM crnocobom 6e3 NMCbMeHHOro paspeLue-
HWS NpaBoo6nagaTens 3anpeLeHo U MOXEeT NOB/eYb OTBETCTBEHHOCTb, Npeay-
CMOTpEHHY0 3akoHoaaTenbcTBoM PD. Mpu nepeneyaTtke u MCNONb30BaHWUM AdH-
HbIX MaTepuanos nnMbo Nboi Mx Yactm ccobinkn Ha AO "Anapami P.L." 06a3a-
TeNbHbI.

BnapenbueM 3aperncTpMpoBaHHbIX TOBApHbIX 3HakoB "Anapavn”, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "KpunTto B, norotunos v npasoo6nagatenem
UCKITIOUUTENbHBIX MPaB Ha UX AW3aiiH U UCMONb30BaHME, MAaTEHTOB Ha COOTBETCTBY-
towue npoaykTbl agnsetcs AO "AnapaunH P.A.".

HasBaHwWs Npounx TEXHONOMMIA, NPOAYKTOB, KOMMAHWMI, YNOMUHAOLWMECS B AAHHOM
[LOKYMEHTE, MOTyT SIBNSTbCS TOBAPHbIMMU 3HAKaMK CBOMX 3aKOHHbIX BNALENbLEB.

OI'paHM‘-IEHME OTBETCTBEHHOCTU

MHdopmaums, npuBea&HHas B JaHHOM JOKYMEHTe, NpefHa3HauyeHa UCKIoUM-
TeNbHO A5 03HAKOMIEHUS U He ABNsieTCa ucyepnbiBatoleit. CoctaB NpoayKTOB,
KOMTMOHEHT, UX QYHKLMU, XapaKTepUCTUKHM, BEPCUU, LOCTYMHOCTb U NP. MOTYT GbiTb
nsmereHbl AO "AnapauH P.[." 6e3 npeaBapuTenbHOro yBeaoMIEeHUS.

AO "AnapaunH P.L." He rapaHTUpYeT HM OTCYTCTBMSA OWMOOK B AAHHOM AOKYMEHTE,
HW TOTO, YTO ONMcaHHOe nporpaMmHoe obecneyenue (M0) He conepuT aedekToB,
6yneT paboTaTb B MPOM3BO/ILHO BbIGPaHHbBIX YCNOBMUAX M NPK 3TOM Y0BNETBOPSATL
BCEM TPe6OBAHMAM, KOTOPbIE MOTYT BbITb K HEMY NpeabsBNEHbI.

AO "AnapaunH P.L." He rapaHTupyeT paboToCcnocobHOCTb HeneranbHoO NoAYy4YeHHOro
nporpaMMHoro obecneyeHus. HeneranbHoe MCNONb30BaHWE NPOrpaMMHOro obec-
neyeHns 1 JOKYMeHTaLMM Ha Hero npecnenyeTcs no 3akoHy.

AO "Anapaunn P.O." 1995—-2024r.

PyKOBO,D,CTBO nonb3oBaTend ana onepaunmoHHbIX CUCTEM cemelicTea Linux

Bce ykasaHHble AaHHbIE O XapaKTepUCTUKAX NMPOAYKTOB OCHOBAHbl HA MeXAyHa-
POAHbIX UM POCCUIACKMUX CTAHAAPTAX U pe3ynbTaTax TECTUPOBAHMS, NONYYEHHDBIX B
HE3aBMCUMbIX TECTOBBIX UK CEPTUDUKALMOHHbBIX TaBopaToOpuUsIX, TM60 Ha NMpUHS-
TbIX B KOMMaHUM MeToaMKax. B naHHom gokymente AO "AnapamH P.O." He npeno-
CTaB/IAET HUKAKMX HU ABHBIX, HU MOAPA3YMEBAEMbIX FApaHTUA.

AO "Anaaaut P.O." HE HECET OTBETCTBEHHOCTW (KAK B CM/TY JOTOBOPA,
TPAXXOAHCKOIO NPABOHAPYLLEHWSA, BK/TIOYASA XAJTATHOCTb, TAK U B JTtO-
5OV MHOM ®OPME) MEPEL, BAMW W/ NOBOM TPETBEX CTOPOHOM 3A JTO-
BbIE MOTEPU M YBbITKM (BK/TIOYAA KOCBEHHbIE, ®DAKTUYECKUE WIX MO-
BOYHBIE YBbITKM), BK/OYAS BE3 OTPAHWUYEHWIA JTIOBbIE MOTEPU UN
YBbITKM NPUBbINIBHOCTU BU3HECA, MOTEPKO AOXOAHOCTU NN PETTYTA-
LMW, YTPAYEHHYIO TN UCKAXKEHHYIO MH®OPMALIMIO MM JOKYMEHTA-
LIMIO BCNEACTBME MCMONb30BAHMA MPOrPAMMHOIO OBECMHEYEHUS M/MITN
IIOBOr0 KOMMNOHEHTA OMWCAHHOIO MPOAYKTA, OAXE EC/IM AO "Anapauu
P.A." BbINIO MMCbMEHHO YBEAOMJ/IEHO O BO3MOXHOCTUM NMOAOBHbIX YbbIT-
KOB.

FocyaapcTBeHHOE perynMpoBaHue M 3KCMOPTHbI KOHTPOb

OnucbiBaeMblit B AQHHOM JOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET SBNATbCS
Unn copepxaTtb B cebe cpeCcTBO KpUNTOrpaduyeckoi 3aluTbl MHbOPMaLUMK
(CK3M), sasnstowieecs npeaMeToM SKCNOPTHOTO KOHTPONS.

Bbl cornawaeTtech ¢ TeM, YTO NPOAYKT He ByAeT NOCTaBAATbCS, NepeaaBaTbCs UAn
3KCMNOPTUPOBATLCS B KaKyK-NMBO CTpaHy, a TakKe UCMONb30BaTbCs KaKUM-TM60
NpOTMBOPEYALLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyeTe, 4to 6yaeTe cob0AaTb HaKNaAbIBaEMbIE HA SKCMOPT U pesKc-
NopT NPoAYyKTa OrpaHUyeHus.

Cepexus, I'IpMBeD.éHHbIe B N@HHOM OOKYMEHTe, aKTya/lbHbl Ha AaTy €ro ny6nm<a—
unun.

Crp.5/55
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1.7 JlnueH3noHHoe cornawieHue

MoxanyicTa, BHUMATENbHO NPOYUTANTE AAHHOE NULEH3MOHHOE COornalieHune
npexae, 4eM MCnob30BaTb COAEPXKMMOE JAHHOMO KOMMIEeKTa U/Unun npexae, 4em
3arpyxaTb UAM YCTaHaBAMBATb NpOrpaMMHoe obecneyeHve.

Bce ykasaHus no ucnonb3oBaHWio NporpaMMHoro obecneyeHus, npefocrasnse-
Mble AO "Anapaunt P.L." (Mnv ntobbiM ero LO4EPHUM NPeanpUsTUEM — Kaxaoe U3
HMX YNOMMHaeMoe Kak "KOMNaHus"), NOAUYMHAOTCA U ByAYT NOAYMHSTLCS YCno-
BMSIM, OTOBOPEHHbIM B AAHHOM COrNalleHnK. 3arpyxas JaHHOe nporpaMMHoe
obecneyeHune (kak onpeaeneHo Aanee no TeKCTy) M/Mnu ycTaHaBAuBas AaHHOe
nporpaMMHoe obecneyeHve Ha Baw KomnbloTep U/MAK UCNONb3ys AAHHOE Npo-
rpaMMHoe obecneyeHne 1HbIM cnocoboMm, Bbl npMHUMMaeTe faHHOe cornalieHue u
CornawaeTech C ero yCI0oBUAMM.

Ecnu Bbl He cornacHbl € AaHHbIM COMNALLEHUEM, HE 3arpyxaiTe U/unu He ycTaHaB-
NVBaiiTe AaHHOE NporpamMMHoe obecneyeHne M HesaMeaUTeNbHO (He nosaHee 7

(cemu) nHen ¢ AaTbl 03HAKOMNEHUS C HACTOSLLMM TEKCTOM) BEPHUTE 3TOT NPOAYKT
8 AO "Anapaunn P.[.", yaanute naHHoe nporpaMMHoe obecneyeHne u Bce ero ya-

CTW CO CBOErO KOMMbIOTEPA U HE UCMONb3YiiTE ero HUKOMM 06pa3oM.

HacToswee nuueH3noHHoe cornawenue (nanee "Cornawenue”) ansercs 4Oroso-
pOM, 3aK/I04EHHBbIM Mexay Bamu (PU3MUYeCKMM Mnn 1opuanMYecKMM InLoM) — Ko-
HeuyHbIM nonb3osaTtenem (aanee "Monb3osatens”) — u AO "AnapauH P.L." (nanee
"KOMNaHMs") OTHOCMTENbHO Nepefayn HeUCKIKUYUTENbHOrO NpaBa Ha MCNONb30Ba-
HMe HaCTosLLero NporpaMMHOro obecneyeHus, ABASIOLLErOCS UHTENEKTyanbHOM
cobcTBEHHOCTbIO KOoMNaHum.

MpaBa 1 cO6CTBEHHOCTb

OAHHOE COINALWEHME HE ABNAETCA COMNALLEHMEM O NMPOAAXE. Mpo-
rpaMMHoe obecneyeHue, BKNtoYas Bce nepepaboTku, UCnpaBneHus, Moanduka-
LMK, AONONHEHUS, OOHOBNEHMS U/UNK YCOBEPLUEHCTBOBAHMS K HEMY (Banee no
BCEMY TEKCTY M 1060 ero Yactu onpeaensemoe kak MporpamMmMHoe obecneyeHune
unu MO), u cBSI3aHHas C HAM AOKyMeHTaLuMs npeaHasHadaetcs HE 419 MPOOAXN
1 ABNAETCS U OCTAETCH UCKOYUTENbHOM COBCTBEHHOCTbIO KOoMNaHuu.

Bce npaBa Ha MHTennekTyanbHyto CO6CTBEHHOCTb (BKNtoYas, 6€3 orpaHUYeHui, aB-
TOpCKMe npaBa, KOMMEpYECKyIo TaiHy, TOBapHble 3HaKK, U T.4.), NOATBEPXAEHHbIE
WU BKIIOYEHHBIE B NMPUNOXEHHbIE/B3aMMOCBSA3aHHble/MMEIOLLME OTHOLWEHNE K
[AaHHOMY pYKOBOZCTBY, AQHHblE, COAEpXKalLMecs B HEM, a Takxe Bce npaea Ha 10
SABNAOTCA M ByAyT ABNATHCS COBCTBEHHOCTLIO UCKNOUMTENbHO KoMNaHuu.

[laHHoe cornaweHue He nepefaét Bam npasa Ha MporpaMMHoe obecneyetue, a
NULWb NPEeAOCTaBASET OrPaHUYEHHOE NMPABO HA UCMOMb30BaHWE, KOTOPOE Moase-
XXWT OTMEHE COrNacHo ycnosusM fanHoro Cornawenus. Huuto B aaHHoM Cornale-
HUM He NoATBepKAAeT 0Tkas KoMNaHWW OT NpaB Ha MHTENNEKTYaNbHY0 COBCTBEH-
HOCTb N0 KakoMy 6bl TO HU 6bIN0 3aKOHOAATENLCTBY.

Nnuensusa

KomnaHus HacToswmM npepoctasnset Bam, a Bol nonyyaete nnamsuayanoHoe, He-
MCKNIOYMTENbHOE M OT3bIBAEMOE OrpaHUYEHHOE NPaBO Ha UCMOMb30BaHWE AAHHOTO
MO Tonbko B popMe MCNONHAEMOrO KOAa, Kak onucaHo B npunaraemoii k MO Tex-
HWUYECKOM/3KCNNYaTaUMOHHOM AOKYMEHTALIMK, U TONbKO B COOTBETCTBUM C YCIOBU-
MU AaHHoro CornalleHus:

Bbl MOxXeTe ycTaHoBKTb 10 1 MCMOAB30BaTL €r0 Ha KOMMbIOTEPAX, PACNONOXKEH-
HbIX B Npeaenax Bawero npeanpuaTvs, Kak ONMCaHo B COOTBETCTBYIOLLEH TEXHM-
YecKoi/3KennyaTauMoHHOM foKkyMeHTauuu MO 1 B HAacToALWEM COrnaleHuu.

Bbl MoxeTe no6aBuTb/NpucoeanHuTb NporpaMmMHoe obecneyeHune K nporpaMMam
NS MOBUbHBIX YCTPOWCTB C €AMHCTBEHHOW LIeNblo, ONUCaHHOW B AaHHoM Corna-
weHuu. MpUHUMas yCI0BUS HACTOALLErO COrnalleHus, Bbl cornawaetecs:

- He UCMoNb30BaTh, HE MOAMMULMPOBATb M He BbIAABATb CYBNMLIEH3UM HA faHHOe
MporpamMmHoe obecneyenne u noboe apyroe MO KomnaHuu, 3a UCKIOYEHUEM SB-
HbIX pa3pelleHnit B aaHHoM CornalueHuu;

- He MoaMbULMPOBATb, HE IEMOHTUPOBATb, He AEeKOMMNUANPOBATb, HE PEKOHCTPYM-
poBaThb, He BUAOWM3MEHSTb U HE PacMpsTh AaHHOe [porpaMMHoe obecneyeHne 1
He MbITaTbCs PACKPbITh (MONY4MTb) MCXOAHBIE KOABI AaHHOTO MporpaMMHoro obec-
neyeHus;

- He noMeLaTh faHHoe lporpaMMHoe obecrneyeHne Ha cepBep C BO3MOXHOCTbIO
[0CTYNa K HeMYy TpeTbUX MWL, Yepe3 OTKPbITY0 CeTb;

- He UCMONb30BaTh Kakue Bbl TO HY BblIO pe3epBHble UK apXUBHbIE KOMUU AdH-
Horo lMporpaMMHoro obecneyeHns (MM No3BoNATb KOMY-IMB0 elwé NCcnonb3oBaTh
Takue Konuwu) ¢ Ntoboi MHOM Lenbto, KpOMe 3aMeHbl ero OPUIMHANLHOTO IK3EM-
nngpa B Clyyae ero paspyleHns Uan Hannuus aedexTos.

Tpe6oBaHUS K UCNONb30BaHUIO

AO "Anapaunn P.O." 1995—-2024r.

PyKOBO,D,CTBO nonb3oBaTend ana onepaunmoHHbIX CUCTEM cemelicTea Linux

MporpamMmHoe obecreyeHune [OMKHO UCMONb30BATLCS U 0BCNYKMBATLCS CTPOTO B
COOTBETCTBUM C OMUCAHMAMMU M MHCTPYKUMAMM KOMNAHUK, NPUBEAEHHBIMU B AaH-
HOM W ApYruX AOKYMeHTax KoMnaHuu, B TOM YMC/Ie Ha MopTane OHNaiH LOKYMEH-
Taumuu ans paspabortunkos Komnanum (http://developer.aladdin-rd.ru/).

Ucnonb3osanue MO

MNonb3oBatens Bnpase:

- Bocnpon3soaunTb MO nyTéMm 3anucy ero B NaMaTb 31€KTPOHHO-BbIYMCIUTENBHBIX
MalwuH Monb3oBaTens, orpaHN4eHHOEe NMPaBOM MHCTANNALMK, KONMMPOBAHMS 1 3a-
nycka nporpamm ans 3BM;

- BcTpamsaThb 10 nto6bIM cnocob6oM B NpoayKThbl U peleHus Monb3osaTens;

- pacnpocTpaHsaTb M0 no6biM CNOCO6OM UCKNIOUMTENBHO B COCTaBE NPOAYKTOB U
pewexuit Monb3oBatens.

Mpu ucnonb3oBaHuK 1 pacnpoctpaHenum MO Monb3oBaTenb 06513aH pyKOBOACTBO-
BaTbCS JeiCTBYIOWMM 3aKOHOAaTeNbcTBOM Poccuiickoit Pefnepaumnm n MexayHa-
POAHbBIM 3aKOHOAATENbCTBOM, YUUTHIBAS OFPAHUYEHUS U LOMONHUTENbHbIE Tpe6o-
BaHWS, KOTOPbIE MOTYT BO3HMKATb B CBA3M C 3KCMOPTOM WKM(PPOBaNbHbIX (KPUMTO-
rpaduyeckmx) cpeacts ¢ Tepputopun Poccuiickoit Menepaumn M UMNOPTOM TakUX
CpencTB B Apyrue CTpaHbl. B 4acTHOCTM, OrpaHMyeHns 1 fononHUTeNbHble Tpebo-
BaHMS MOTyT BO3HMKATb Npu pacnpocTtpaHenuu MO yepes MarasuHbl NPUNOXEHUNA,
cofepxallue pasiniHble NPUNOXKEHNUS ANS MOBUbHBIX YCTPOMCTB.

YcnoBus MCNONb30BaHUS, U3IOXKEHHbIE B HACTOALLEM COrNaLleHnH, ,D,eFICTByK)T B
OTHOLIEHMU BCETO COAEPXKNMOTO MO, B 4aCTHOCTU B OTHOLLEHUMU:

- An3aitHa (rpaduku, pacnonoXeHUs 3NeMeHTOB 0HOPMIEHUS U T.M.);
- BCEX MHbIX 3NEMEHTOB, B TOM Yuc/ie n3o6paxeHnit, GOHOrpaMMm, TEKCTOB.

Monyyaemble Monb3oBaTenem HEMCKNIOUMTENbHbIE UMYLLLECTBEHHbIE NpaBa He
BK/04AIOT NpaBa Ha nepenayvy TPeTbUM IMLAM Kakux-11Mbo npas Ha BCTpauBaHue,
BOCMpOM3BeAEHNE, pacnpoCTPaHEHUE M UCNONb30BaHWe nporpamm ans 3BM He B
cocTaBe NpoAyKTOB M peweHuit Monb3osarens.

KoMnaHus coxpaHsieT 3a coboi Bce uckntounTenbHble npaea Ha M0 1 Bxoaswue B
Hero KOMMOHEHTbI, BKAOYas Npasa Ha NpeaoCcTaBNeHNE HEUCKIIOUNUTENbHBIX U UC-
KNIOYMTENbHBIX MPaB TPETbUM NULLAM.

Monb3oBatenb Bnpase OCYLWeCTBASTL MCMonb3oBaHue M0 B npeaenax, npeaycMoT-
peHHbIX HacToswmM CornaleHueM, MCKIUUTENBHO Ha TeppUTOpUM Poccuiickom
Depepaumu.

06cnyxMBaHKe U NOALEPKKA

KoMnaHus He HecET 06si3aTenbCTB Mo NpefoCTaBNeHUIO NOAAEPXKKM, 0BCNYXMUBa-
HWA, MOAMOUKALMM UNK BbIXOAY HOBbIX penn3os 0.

Ol'paHM"IeHHaﬂ rapaHTua

KomnaHus rapaHTupyer, 4To nporpaMMHoe obecneyeHne ¢ MoMeHTa npuobpete-
Hus ero Bamu B TeueHve 12 (nBeHaauatv) Mecaues byaeT GyHKLMOHMPOBATbL B
NOHOM COOTBETCTBMM C €0 TEXHUYECKOW/3KCNNYaTaLMOHHOW LOKYMeHTaLMeN,
npwu ycnosuu, uto MO 6yaeTt Mcnonb3oBaThCA Ha KOMMbIOTEPHOM annapaTHOM
obecneyeHnn 1 c onepaLoOHHON CUCTEMOM, A1 KOTOPO# OHO 6blno paspaboTaHo.

OTKas OT rapaHTum

KoMnaHus He rapaHTUpyeT, 4To NporpamMMHoe obecrneyeHne GyneT COOTBETCTBO-
BaTb BawwuMm xenaHuam u TpeboBaHusaM, unu yto ero pabota 6yaet 6ecnepeboii-
Ho¥t Unn 6e3ownboyHoii. B 06bEMe, NnpenycMOTPEHHOM 3aKoHoAaTenbcTBoM PO,
KOMMAHUsi OTKPbITO 0TKA3bIBAETCS OT BCEX FAPaHTUIA, HE OFOBOPEHHbIX 34€eCh, OT
BCEX MHBIX NOAPa3yMeBaeMbIX rapaHTHit. HU oauH U3 Aunepos, AUCTPUOBLIOTOPOB,
NpoAaBLOB, areHTOB UK COTPYAHWKOB KOMMNAaHUK He YNOIHOMOYEH NPOU3BOAUTD
MoaMdUKALMK, PaCLIMPEHUS UNK LOMNONHEHUS K LAHHOM rapaHTUu.

Ecnu Bbl nponssenu kakne-nmbo moaudukaumm MO munm noboit u3 ero yacteit Bo
BPEeMS rapaHTUitHoro nepuopa, MO noaBeprioch NOBPEXAEHUIO, HEOCTOPOXKHOMY
WM HenpaBuIbHOMY 06palLeHnto, ecin Bbl Hapylumam ntoboe K13 ycnoBuii HacTos-
wero CornaweHus, To rapaHTus, ynomsHyTas Bbille B pasaene 5, 6yaer Hemen-
NeHHO npekpalleHa.

lapaHTus HepeicTBuTENbHa, ecnm MO Mcnonb3yeTcs B COYETaHUM C MHBIM anna-
PaTHbIM U/UNM NPOrPaMMHbIM 0BecrnedyeHUeM, OTIMYHBIM OT OMUCAHHBIX B TEXHU-
YeCKOW/3KCNNyaTaLuMOHHONM AOKYMEHTALMM, MU UCMONb3YETC HA KOMMbOTEpE C
Nto6bIM YCTaHOBNEHHBIM HENULLEH3UOHHBIM NPOrPaMMHbIM 0b6ecneyeHneM.

OrpaHnyeHne BO3MeLLeHUs

B ciyuae HapyLlleHus rapaHT1mu, OroBOPEeHHOI Bbilwe, KoMnaHus MOXeT no cob-
CTBEHHOMY YCMOTPEHMIO:
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- 3aMeHuTb MO, ecnu 310 He NPOTUBOPEUMUT BbILLEYNOMSHYTOMY OFpaHUYEHMUIO ra- HOE COIMALWEHUE UX XOT4 Bbl OAMH U3 EFO MYHKTOB, TO AAHHOE /1X-
paHTuu; LIEH3MOHHOE COIMNALLUEHME HE BCTYMNAET B CUNY, U 1 OBA3YIOCb HE YCTA-
- BO3MECTUTb CTOMMOCTb, BbiMAadeHHyto Bamu 3a MO. HAB/IMBATb 1 HE UCTMO/TIb30OBATb JAHHOE MPOrPAMMHOE OBECIMEYEHME.

[apaHTHiiHble Tpe6OBaHMS LOMKHbI ObITb BbICTaBAEHbI B MMCbMEHHOM BUAe B Teye-
HWe rapaHTUINHOrO NepuoAa, HO He no3aHee 7 (ceMu) AHel C MOMeHTa obHapyxe-
HMa fedekTa, u cogepxatb B cebe noaTsepxaeHuns, yaosnetsopsaiowmne Komna-
Huto. Bcé MO (Bce 3k3emnnspebl, uMetowmecs y Bac) 40MKHO 6biTb BO3BpaLLEHO
KomnaHuu 1 oTnpaBneHo BO3BpalLaoLeli CTOPOHOM C ONAaYeHHON CTOMMOCTbIO
nepeBO3KM U, NP1 HEO6XO0AMMOCTH, CTPaXOBKK. Ik3eMnnapbl MO AOMKHBI BbITh OT-
npaB/ieHbl C KOMMe NNaTEXHbIX JOKYMEHTOB U HaKNagHbIX.

UcknoueHne KOCBEHHbIX YObITKOB

CropoHbl npusHatoT, uto lNporpamMMHoe obecneyeHne He MOXET BbiTb MOHOCTbIO
nnweHo owmnbok. KoMnauns He HeCET OTBETCTBEHHOCTM (KaK B CMY AOrOBOPa,
rpaX\AaHCKOro NpaBOHApPYLUEHUS, BKOYAS XanaTHOCTb, TaK U B 06O MHOI
dopme) nepes, Bamu unm nioboii TpeTbeit CTOPOHON 3a Niobble NoTepu Unu yobITKK
(BKNtOYas KOCBeHHbIe, hakTUyeckme, NoboYHbIe UK NOTEHUMANbHbIE YObITKM),
BKNtoyas, 6e3 orpaHnyeHunit, nobble noTepy unmn yobITkM NpubbINbHOCTH BU3Heca,
NoTepro AOXOAHOCTU UK PenyTaLnM, YTPAUEHHYH MU UCKKEHHYI0 MHGOPMaLMIO
WM AOKYMEHTaLMIO BCI@ACTBME KAaKOr0-M60 UCMOb30BaHUS AAHHOMO MPOrpaMM-
Horo obecneyeHns M/unun Noboi KOMMNOHEHTbI AAHHOTO MO, AaXe e KOMNaHus
NUCbMEHHO YBEAOM/IEHA O BO3MOXHOCTM NOJ0OHBIX YObITKOB.

OI'paHM‘-IEHMe OTBETCTBEHHOCTU

B cnyyae ecnu, HeCMOTps Ha YCNOBWS! AAHHOTO COTNALIEHUSs, KOMMNAaHUS NpU3HaHA
OTBETCTBEHHOW 33 YObITKM Ha OCHOBAHUM KakMX-nnbo fedeKToB 1AM HeCooTBeT-
CTBMS NPOrpaMMHOro obecneyeHuns Balmm oxuaaHUaM, NONHAsA OTBETCTBEHHOCTb
3a KaXabliA 3K3eMnnsap AedpekTHOro nporpaMMHoro obecrnedeHus He 6yaeT nNpesbi-
LWaTb CyMMbI, BbinnavyeHHoi Bammn AO "Anapamu P.L." 3a 310 MO.

MpekpalueHue aeiicTBUA cornalieHna

B cnyyae HeBbinonHeHus Bamu ycnosuit aaHHoro CornaweHus aeictane Baweit
nuueHsumn u Hactoswero Cornawenns 6yaeTt npekpaLleHo.

Mocne npekpaleHns encTens AaHHOro JIMLEH3MOHHOTO COornaLleHus:

- NULEeH3Ms, NpegocTaBneHHas Bam aanHbiM Cornalennem, npekpawaeT cBoé
nelcTeue, u Bbl nocne eé npekpalueHns He CMOXeTe NPoAoMKaTh AanbHelLwee uc-
nonb3oBaHWe faHHoro MporpaMMHoro obecneyeHus U Apyrux TMLEH3UOHHBIX
MpoaykToB;

- Bbl HE3aMeAMTeNbHO BepHETe B KomnaHuio Bce ak3emnnspebl MO v Bce Konuu
TaKoBOro u/unu cotpére/yaanute nobyio MHGOPMaLMIO, COAEPXKALLYIOCS B dneK-
TPOHHOM BUAE.

anMEHMMOG 3aKOHOAATeNbCTBO

[aHHoe CornalleHue JoMKHO GbiTb UCTONKOBAHO M OMNpeneneHo B COOTBETCTBUM C
3aKoHonaTenbcTBOM Poccuitckoit Depepaumn (3a UCKNoueHneM KOHGAUKTA npu-
MEeHEHMS NPaBOBbIX HOPM), U TONIbKO POCCMIACKMIA CYA, YNONHOMOYEH OCYLLEeCTBAATb
npaBocyAue B NobbIx KOHBAMKTAX U COpax, BbiITeKaloWMx U3 aaHHoro Cornalue-
HWs. HEBO3MOXHOCTb Ans Nto6oW M3 CTOPOH BOCMONb30BaTbCS N0ObIM U3 Npas,
npefocTaBieHHbIX el No AaHHOMY CornalleHuto, Uu NPUHATbL Mepbl NPOTUB ApY-
roil CTOpoHbI B Cly4ae Noboro HapyleHns cBomx oba3atenscts no CornaleHunio
He [IO/KHO pacCMaTpUBATLCS KK OTKA3 3TOM CTOPOHbI OT MOCAEAYIOLLErO MOHYX-
[leHUS K MPU3HAHMI0 CBOMX MPaB UM COBEPLUEHMIO NMOCNEYOLLMX AeHCTBUIA B
cnyyae AanbHenLnX HapyLeHni.

locynapcTBeHHOE perysiMpoBaHue U SKCMOPTHbINA KOHTPO/b

Bbl cornawaetecs ¢ TeM, yto 0 He 6yaeT BaMu noctaBnaTbCs, nepeaaBaTbes Uau
3KCNOPTUPOBATLCA B KaKy-1MbO CTpaHy, a TakKe UCMNoMb30BaTbCs KaKUM-1160o
NpOTUBOPEYALLMM 3aKOHY U YCIIOBUSIM HACToOsLLEro cornawenus obpasom. MO s.-
NSIeTCs NPeAMETOM AOMOMHUTENbHOTO 3KCMOPTHOTO KOHTPOSl, OTHOCALLErOCs K
Bam unu Baweit topucankumu. Bel rapaHtupyeTe, yto 6yaeTte cobntofatb Haknaabl-
BaeMble OrpaHMYeHUs Ha akcnopT U peakcnopt MO.

PasHoe

HacTosawee CornaweHue npeacrasnseT coboit NOAHOE cornaleHne, oTHocaLLeecs
K AAHHOM IMLLEH3MM, U MOXKET BbITb M3MEHEHO TONbKO NOCPEACTBOM MUCbMEHHOTO
cornaleHus, noanucaHHoro obenMmn ctopoHamu. Ecnm sbinonHeHue kakoro-nm6o
ycnosus Hactoswero CornalweHuns npeacTaBnseTcs HeBO3MOXHbIM, Takoe ycnosue
6yneT ckoppeKTMpoBaHO TO/bKO B Mpeaenax, 06ecneynBaowmx BO3MOXHOCTb Bbi-
NONHEHWS LaHHOTO YCNOBMS.

S IPOYMTAT U NOHAN HACTOALLEEE IMLLEEH3MOHHOE COTTTALLIEHME U CO-
IMACEH BbINMOJIHATb BCE EFO YC/10BMA. 4 NPUHUMAIKO JAHHOE NIMLIEH3M-
OHHOE COTJIALLEHME LLEEJIMKOM. EC/IM 4 HE MPUHUMALO 3TO JIMLIEH3MOH-
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2. OCHOBHbIe NoHATMA

2.1 Ha3HayeHue

MO "Epauubiii KnueHt JaCarta” — nporpaMMHbIi KOMNAEKC, MpeAHa3HaYeHHbIN AnS NoAAEPXKKMU QYHKLMI CTPOrow
[BYX(MAKTOPHOM ayTeHTUDUKALMM, HACTPOKKK U paboTbl ¢ Moaensmu USB-TokeHOB 1 cMapT-kapT JaCarta, reHe-
pauumu 3anpocoB Ha cepTudukaTbl. Bepcusa ana Microsoft Windows BkntouaeT B cebs komnoHeHT JaCarta
SecurLogon.

2.2 TepMuHbl U onpegeneHnA

PIN-kop aagMMHUCTpaTOpa — CEKpEeTHAs NOC/IEA0BATENbHOCTb, U3BECTHAS TOJIKO aAMUHUCTPATOPY, KOTOPYHO
Heo6X0AMMO NpeabIBUTL AN ayTEHTUDUKALMM aAMUHUCTPATOPA B MPUIOXKEHUM INEKTPOHHOTO K/toYa.

PIN-koa noanucu - CeKkpeTHada nocnenoBaTteNbHOCTb, U3BECTHAA TOJIbKO NOJIb30BATENO, KOTOPYHO HeobxoaMMo
npenbaBuTb 4N4a BbINOJIHEHUA onepaunn BHEKTpOHHOVI noanuncu.

PIN-koa nonb3oBatens - CeKpeTHada nocnenoBaTesibHOCTb, U3BECTHAA TOJIbKO NOJIb30BATE/O, KOTOPYHO Heobxo-
ANMO NpeabaBUTb ONns a)/TeHTM(DMKaLI,MM noNb30BaTeNS B NPUITOXEHUN INIEKTPOHHOIO Kto4a.

PUK-kop - nocnenoBatenbHOCTb CUMBOJIOB, NO3BoOAAOWAS pa3bnokmposate PIN-koa nonb3oBatens nocne ero
610KMPOBKMU.

Annnet - nporpaMMHoe o6ecrnedyeHune, peanmsyiolee GyHKLUMOHANBLHOCTb NPUIOXEHMS 3N1EKTPOHHOTO K/toYa.
MpunoxeHue - nporpaMMHoe obecneyeHune, yCTAHOBNEHHOE B NMaMsTV INEKTPOHHOIO Kkoya.

Cuétuuk BBOAA HenpaBuabHoro PIN-kopga - nogcucrema, 6/10KMpytoLLas YCTPOMCTBO B C/ly4ae BBOAA HENPaBWb-
Horo PIN-kopna onpenenéHHoe KOAM4ecTBO pas noapsa.

DNeKTPOHHBDIN K4 — annapaTHoOe YCTPOICTBO, NpeAHAa3HAYEeHHOe Ans ayTeHTUdUKaLmUu, WwndposaHus, paboTsbl ¢
3N1eKTPOHHOW NOANUCHI0, 6@30MACHOr0 XPaHEHWS AAHHbIX.
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3. 06bume cBegeHVA 06 3N1EKTPOHHbIX KIH04ax

3.1

[MpunoxeHna, annneTsbl U Mogenn 3/1eKTPOHHbIX KAloYein

(DyHKLI,MOHaJ'IbHOCTb Mo4enn 3NeKTPOHHOIO K/ikoYa onpenenaeTca npunoXXeHnamMu, yCtTaHOBEHHbIMU B €€ NaMATH.

B namMaTu 3neKTpOHHOro KNkoYa MOXET ObITb YCTAaHOBNEHO OAHO UM HECKONbKO MPUIOXEHUI. YCTPOMCTBA, B KO-
TOpbIX YCTaHOBEHO Bosiee OAHOMO NPUIOXKEHUS HA3bIBAOTC KOMBMHUPOBaHHbIMU. Hanpumep, B 31€KTPOHHOM
kntoye JaCarta-2 NOCT ycraHosneHo npunoxenue NOCT, B anekTpoHHOM Kkntove JaCarta PKI yctaHoBieHo npuno-
xeHue PKI, B kombuHmuposaHHon Mogenu JaCarta-2 PKI/TOCT yctaHoBneHbl npunoxenuns PKI v FTOCT.

MpumeyaHue. HaumeHosaHue npunoxeHus He sce2da cooepumcs 8 Ha38aHUU Modenu 3/1eKmpoHHO20 KAawya. Hanpumep,
8 moodenu kmoveli JaCarta PKI ycmanosnero npunoxeHue PKI, Ho 8 modenu JaCarta LT ycmaHosneHo npunoxeHue
STORAGE. HazsaHue modenu u npunoxeHus 31eKmpoHHO20 Kato4ya omobpaxaemcs 8 uHmepgelice EOuHozo Knuenma
JaCarta 8 cmandapmHom pexcume (cm. n. 5 "Paboma 8 npoepamme 8 cmaHAapmHoOM pexume”).

MpunoxeHne onpenenseT HEKOTOPbIA HABOP PYHKLMOHANbHOCTU 3NEKTPOHHOIO K/t04a, XapaKTepHbIM Ans peLle-
HWs onpeneneHHOro psaa 3agad. Tak, npunoxexune PKI obecneumBaeT nopaepky 3anagHbiX KpUNTOAAropuMTMOB
M NO3BONSET peLwaTh WMPOKUIA CNEKTP 3aAay ayTeHTUDUKauuu, wWndpoBaHMS U paboTbl C SNEKTPOHHOM NOANUCHIO
B KopriopaTuBHoM nHdpacTpykType. Mpunoxernne NOCT obecneunsaeT NOAAEPKKY POCCUACKMX KPUMTOANTOPUT-
MOB A1 peLleHuns 3a4a4 ayTeHTMduKaumm, WwndposaHusa M paboTbl C 3NEKTPOHHOM NOANUCHI0 B cucTeMaXx, Tpeby-
HOLWUX ncnonbsosanmsa anroputmos NOCT.

OAHO 1 TO e NPUSIOXKEHUE MOXET UMETb pPazfiMuHble peanunsaumu. KOHKpeTHas peanvsaums NpUNoXeHNUs Hasbl-
BAETCA annieToM. B HacTosiLeM AOKYMEHTE NMpu OMMCAHUU KOHKPETHOM OMepaLmmu Haf SNEKTPOHHBIM K/THOUYOM
YTOYHSIETCS HE TOIbKO NMPUIOXKEHWUE, HO U anmeT, peanusyolwnii GyHKLMOHANbHOCTb LAHHOTO MPUIOXKEHMUS.

Mpumep. B modensx snekmporHsix katoyel JaCarta PKI u JaCarta PRO ycmarosneHo npunoxeHue PKI, Ho 8 modenu JaCarta
PKI 0aHHoe npunoxeHue peanusosaHo anniemom/npunoxeHuem Laser, a 8 modenu JaCarta PRO - annnemom PRO.
HaszseaHue annnema KoHKpemHo20 npunoxeHus omobpaxaemcs 8 uHmepgelice EOuHozo Knuenma JaCarta 8
pacliupeHHoM pexcume (cm. n. 6 "Paboma e npo2pamme 8 pacliupeHHoM pexume”).

CooTBeTCTBME MPUNOXKEHUI, ANMNETOB U MOAENEN 3NEKTPOHHbIX KNoYel npuseaeHo B Tabnuue 2.
Tabnuya 2 - Coomeemcmeue npunoxeHull, anniemos u Modeneli 31eKMpPOHHbIX Kroyell

Annnet unu npunoxxeHue Mopenu 3neKTpOHHbIX Knlovei

MpunoxeHue PKI, peannsoBaHHOe annieTom JaCarta Remote Access;
Laser JaCarta PKI;
JaCarta PKI/Flash;
JaCarta PKI/BIO;
JaCarta PK|/WebPass;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 SE;
JaCarta-2 PKI/BIO/FOCT;
JaCarta-2 SF;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

BupTyanbHbIvi TOKeH

MpunoxeHue PKI, peannsoBaHHOe annieTom JaCarta PRO;

PRO eToken PRO Anywhere;
eToken NG-OTP (Java);
JaCarta-2 PRO/TOCT
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Annnet unu npunoXxxeHue

MpunoxeHne STORAGE, peannsoBaHHoe an-
nnetom Datastore

Mpunoxenue FOCT, peanusoBaHHOe annne-
ToM KpuntoTtokeH 2 31

MpunoxeHune OTP, peann3oBaHHOE annieTom
AladdinOTP

AO "AnapamH P.AO." 1995—-2024r. PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux

Mopaenu aneKTpOHHbIX Kilouein

JaCarta LT;
JaCarta WebPass;
JaCarta U2F

JaCarta Remote Access;
JaCarta SF/TOCT;
JaCarta-2 TOCT;

JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PRO/TOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;

JaCarta-2 SF;

Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta WebPass;
JaCarta U2F/WebPass;
JaCarta PKIl/WebPass
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3.2 [lapameTpbl 3/IeKTPOHHLIX K/lOYEen NpU NOCTaBKe

|-|pl4 NOCTaBKeE 31EKTPOHHbIE K/THOYN UMEIOT NapaMeTpbl, NpuBeAEHHDbIE B Tabnuue 3.

Tabnuya 3 - lNapamempesl 31EKMPOHHBIX KtOYeld npu nocmaske

npunox(euue uannnert

Mapametp, onepauus
PIN-kop nonb3oBatens no ymonyaHutol!

PUK-kopg, ons pa3bnoknpoBaHus

PIN-kog agMMHMCTpaTOpa NO YMONYaHUIO

@®opmaTtnposaHue 6e3 HasHaveHus PIN-kopa nonb3oBa-
Tens (QAMMHUCTPATOp MOXeET HasHauutb PIN-koa nonb3o-
BaTess nocnae GopMaTUpOBaHus)

@®opmaTtnpoBaHue 6e3 HasHaueHus PIN-kopa agMuHK-
cTpaTopa

Mpn pasbnokmpoaHuu PIN-koaa nonb3osatens copachbl-
BAEeTCA CYeTYMK BBOAA HenpasunbHoro PIN-kona nonb3o-
BaTesis, NPy 3TOM ...

PasbnokuposaHue PIN-koga nonb3oBartens B yaanéHHOM
pexume

M3meHeHune PIN-kofa nonb3oBartens agMMHUCTPATOPOM
6e3 hopmMaTMpoBaHUS

Mpunoxxenue PKI
annnet PRO

1234567890

HE NpeaycMoTpeH

He YyCTaHOBNEH

BO3MOXHO

BO3MOXHO

... PIN-kog nonb3oBa-
Tens 3a4aeTcs 3aHOBO

BO3MOXXHO

BO3MOXHO

Mpunoxenue PKI
annnert Laser

11111111

HEe NpeaycMoTpeH

00000000

BO3MOXHO

HEBO3MOXXHO

... PIN-kon nonb3oBarens
33[3€eTCs 3aHOBO

BO3MOXHO

BO3MOXHO

Mpunoxenne NOCT
annnet Kpunrotoken 2
an

1234567890

MOXET ObITb yCTaHOB/EH
KaK onuua npu 3akase

HE NpeaycMoTpeH

HEBO3MOXXHO

HEBO3MOXXHO

... PIN-kon nonb3oBarens
OCTaeTCs NPEXHUM

BO3MOXHO?

HEBO3MOXXHO

MpunoxxeHue
STORAGE
annnet Datastore

1234567890

HEe NpeaycMoTpeH

He YCTaHOBNEH

HEBO3MOXXHO

HEBO3MOXXHO

... PIN-kop, nonb3oBatens
OCTaeTCs NPEXHUM

HEBO3MOXHO

HEBO3MOXXHO

MpunoxxeHue OTP
annnet AladdinOTP

1234567890

HE NpeaycMoTpeH

HE NpeaycMoTpeH

onepaums He NpeaycMoT-
peHa

onepaums He NpeaycMoT-
peHa
onepauus He NpesycMOoT-
peHa

HEBO3MOXHO

HEBO3MOXXHO

1 B 3aBUCcMOCTY OT NpaBUn 6e30onacHOCTY BalLei opraHm3aLmMn PIN-Kog Nonb30BaTens no yMONHaHWIo MOMET 6biTb M3MEHEH Nepe/] Nepe/jadeii 3NeKTPOHHOrO K/loya Nofb3oBaTento. B TakoM cyyae
3HayeHune PIN-koaa nonb3oBaTena AO/MHKHO ObiTb CO06LLEHO AOMOMHUTENBHO. B cnyyae 3aTpyaHeHun o6patntecb K aAMUHUCTPATOPY

2 Mpw ycnosuum, uto CK3U B3aTO Nog ynpasneHne APMa agMuHMCTpaTopa 6e3onacHocTu JaCarta, Ha KOTOPOM reHepupyeTCA NocNeaoBaTeNbHOCTL ANA Pa360KUPOBKN
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3.3 WHobopmauma o PIN-Koge nonb3osaTena

OcHOoBHble onepauuu, KOTopble BbINOHSAET NO/b30BaTENb B NPOLECCE IKCNAyaTauum INEKTPOHHOTO K/H04a Bbl-
nonHatTcs ¢ npeabsasneHneM PIN-koaa nonb3osarens.

PIN-koga nonb3oBaTtens coobuwaer AAMUHUCTPATOpP Npn nepenaye nosib30BaTENO I/IEKTPOHHOIO K/ko4Ya. 3Have-
Hue PIN-kKoaa MOXEeT OTIMYaTbCs OT TUMOBOMO 3HAYEHMS, nepeyeHb KOTOpbIX NpeacTtaBiEH B Tabnuue 3.

Ecnun B naMsAT 3neKTPOHHOIO K/to4a 3aNMCcaHO HECKOMbKO NpunoxeHun, Hanpumep, PKI n FTOCT, To ans kaxaoro
npunoxeHus npenycMoTpeH ceoi PIN-kog nonb3osarens.

Mpu nosyyeHuU 371eKMPOHHO20 K/H0YA HA PyKU HACMOSMesbHO pekomeHOyemcsi cmeHums PIN-ko0 none3osamens
(cm. n. 5.3 "Usmenerue PIN-koda nons3osamens”).

PIN-kog nonb3oBaTens UMeeT CPOK AencTBus. 3a 14 gHelt fo OKOHYaHus cpoka aencteus PIN-koaa nonb3oBa-
Tenb NoAy4ymT yBeAOMeHUE 0 HeobxoamnmocTm cmeHbl PIN-koga. MHdopMaumoHHble cooblueHms ByayT npuxo-
[LUTb KaXabli eHb 10 OKOHYaHMs cpoka aericteus PIN-kogda, noka oH He 6yaeT U3MeHeH.

B cnyyae BBoaa HeBepHoro 3HaueHus PIN-kofa nonb3oBaTens B KONIMYECTBE pa3, NPEBbILLAOLLEE YKA3aHHOE B
HacTpolikax, PIN-koaa nonb3oBatens 6yaet 3abnokuposaH. MNpu 3abnoknposaHHom PIN-koae nonb3oBatens He-
BO3MOXHO BbINOMIHEHME ONEpaLMii C 3EKTPOHHbLIM K/THOYOM, KOTOopble TpebytoT npeabseneHus PIN-koaa nonb3o-
BaTens.

[ng 3a6n0KMPOBAHHbIX NPUIOXKEHMI AOCTyMNHA onepaumsa pasbnokuposanust PIN-koga nonb3osatens. 3ta onepa-
LMM BbINOJIHATCS aAMUHUCTPATOPOM, ONMCAHUE ee BbIMONHEHWS NPUBELEHO B OKyMeHTe "EanHbIn KnneHT
JaCarta. PykoBoACTBO agMUHUCTpATOpa 415 ONEePaLMOHHbIX CUCTEM ceMeicTBa Linux”.
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4. 0630p NO/Ib30BATENNbCKOro MHTEpdENnCca

4.1 3anyck EanHoro KnuneHTta JaCarta

P Ona sanycka Eaunoro Knuenta JaCarta:

1. HaxmuTte KHonky u BbIbepuTe "YTunutel” — "JaCartaUC":

AO "Anapaunn P.O." 1995—-2024r.

Mpaduka
MynsTumeana
Hay4Hble
Wrpbi

MobunbHble

¥Tnutel

) CncTeMHbIe

MocnegHwe
MaHens ynpasneHWA

MeHexep daiinos

BupTyaneHas knaeuatypa

*’Banm‘b ISO obpasa Ha USB HocuTenb

-KDHTEI{CTHbIﬁ nouck Recoll
@ MeHempkep paiinos MC
ﬂPat’:-:: a ¢ apxvBamn Ark

@\ LUndposas nognucs KGpg

&\ LUndpossie cepTudukatsl XCA

JaCartaUC

PucyHok 1 - 3anyck EduHozo Knuenma JaCarta

PyKOBO,D,CTBO nonb3oBaTend ana onepaunmoHHbIX CUCTEM cemelicTea Linux

Ctp. 13 /55
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2. OtkpoeTca ocHoBHOe 0kHO Eamnoro KnuenTa JaCarta, npy 3ToM B NaHeNM yNpaBaeHUs B HUXKHENR YyacTu
3KpaHa MosIBUTCS 3HAYOK BbI30BA MEHI0 ObICTPOro 3anycka NporpamMMbl &

EguHBIA KnueHT JaCarta

EauHbIn KnneHT JaCarta Ana‘:mm)

MoakniounTe TOKEeH

He oﬁHap)m(eHo nognepHrBacMex MoJeneid ToOKeHoB.

MogknioynTe USB-Toked K USB-NopTy KOMNLKOTEPa WKW BCTaBLTE CMapT-KapTy B
CMapT-KapT puaep.

Hactpoikn

.(7‘|
L) Mepeknwuntocs a
) pacwWpeHHbIR pexum

I;:—|£| EavHbiii Knn... eNn B 16:07

PucyHok 2 - OcHosHoe okHo EduHozo KnueHma JaCarta u meHto 6bicmpo20 3anycka 8 naHenu ynpasaeHus
Mo ymMon4yaHuio ocHoBHOEe okHO EamHoro KnunenTa JaCarta oTKpbiBaeTcs B CTaHAAPTHOM peXxuMme.
3. Ytobbl 3aKpbITb OCHOBHOE OKHO EanHoro KnuenTa JaCarta wenkHUTe KHOMNKY "3aKpbiTh” B NPaBOM BEPXHEM
yrny. 3Ha4YoK BbI30Ba MEHI0 HbICTPOro 3anycka Npoao/MKUT 0TOBpaxaTbCs B NAHENU YNpPaBNEHMUS.

4.2 MeHIo 6bICTPOro 3anycKa

3HaAYOK BbI30BA MEHI0 BbICTPOro 3anycka & 0TO6paXaeTcs B NaHenu ynpoasneHus (B HUXKHEN YacTu 3KpaHa)
[axe npu 3akpbiToM okHe EanHoro KnuenTa JaCarta u npepoctaBnsieT 4OCTYN K MEHI HbICTPOro 3anycka.

[ns BbI30Ba MEHI0 6bICTpOF0 3aMyCKa HaXXMUTE 3HAYO0K & B NaHENN ynpaBneHna:

& EpuHuil KnnenT JaCarta

HacTpolk

O EguHom KnweHTe |aCarta

BelATK

eN B 16:09

PucyHok 3 —MeHro bbicmpozo 3anycka EOuHozo KnueHma JaCarta
MeHto 6bICTPOro 3anycka CoOAePXMT CneayolimMe KOMaHabl:

o "EpmHbint KnueHt JaCarta” — oTKpbIBaeT OKHO OCHOBHOro uHTepderica EanHbiin Knuent JaCarta.
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e "HacTpoMkun" — OTKpbIBAaeT OKHO HACTPOEK NPOrpammsl.

e "O EpmHom KnuenTe JaCarta” — oTKpbIBaeT OKHO CO CBeAeHUSIMM 0 nporpamme (cM. n. 4.5).

e "BbIiiTM" — NO3BONSET BbIATM M3 NPOrPaMMbl, NPU 3TOM 3HAYOK & nepecrtaet oTobpaxkaTbCs B NaHENM ynpas-
neHus.

4.3 PerunMbl paboTbl NpOrpaMmbl

EnuHbii Knuent JaCarta nopaepxuBaet cnefyowme pexxumol paboTb:

CTaHAQpTHBIM PeXUM — MO3BOJISET NPOCMATPUBATb KPAaTKME CBEAEHUS O NOACOEAMHEHHBIX NEKTPOHHBIX K/tOYaXx,
cMeHunTb PIN-KOA nonb3oBatens, HazHauUTb MK u3meHnTb PIN-Ko4 noanmcu, U3MeHUTb METKY 3JIEKTPOHHOTO
Koya.

PaCI.I.IMPEHHbIﬁ PeXuM — No3BONIAET NPOCMATPUBATDL FIO,EI,p06HbIe cBefeHus 0 NoacoesuHEHHbIX 3NEKTPOHHbIX
Kn4ax U npenocrtasndeT AoCTyn K onepaumaM Hag NpUaoXeHUaMmn 3NeKTPOHHOIO K/iKoYa U 0bbekTamu KaXkgoro
NPUNOXEHMUA.

4.3.1 TlepeK/oveHne Mexray persmnmMamm

YT0o6bl ONpeaenutb B KakOM pexxnMe OTKpbITO OKHO EanHbiit KnuneHT JaCarta, Heo6xoanMmo 06patute BHUMaHWeE
Ha Ha3BaHWe KHONKK "TlepeknounTbCs B PEXUM ..." B OCHOBHOM OKHE NPOrpaMMbl (CM. pucyHok 2). Ecnm KHonka
UMeeT BUA;:

MepeEkNoYHTECR B

) paclumpenHiiii pexcm

, TO BXO4 OCyLWecTs/ieH B CTAHAAPTHOM pEXUME;

L [epernouHTECR B

CTEHAEPTHEIN PEXMM

, TO BXOA, OCYLLECTB/IEH B PACLUIMPEHHOM pPEXMME.

» Ana nepeknw4vYeHuna mMmexay CTaHOApPTHbIM U PaCWLUUPEHHbBIM peXUMoOM:

1. [ns nepekntoueHns EanHoro Knuenta JaCarta 3 ctaHAapTHOrO peXXmMMa B PacCLUMPEHHbIV PEXUM HAKMUTE
KHOMKY "lepekntounTbCs B paClUMPEHHbIN pexXuM”. MNpn NepBOM HaXXaTuu KHOMKKM ByaeT oTobpaxeHo co06-
LEHME O MePEKIOYEHNM B PaCLUMPEHHBIN pexmM. YcTaHoBMTe 0TMeTKY "He oTobpakaTb 3To coobLueHme B
JanbHenweM", yTobbl He NpeaynpexaeHne B faNbHENLLIEM HE 0TOOPaXanoch:

MpepynpexaeHue b4

PacllMpeHHbIR peum npedHasHaqeH 417 BeINoJHEHNA
CEPBUCHEIX ONEPaLKA ¢ TOKEHOM WK CMEPT-KapToR.
EONbWHMHCTED OMEPaLMA B OaHHOM pexume TpebyloT sHaHwA
PIN-KO4& a4MUHUCTPaTOPa NPUACHKEHWA Ha TokeHe (PIN-
KOLBl 3AMUHUCTPaTOPa MOTYT BeITE pasnu4HEIMKA ONA
PazHLIX MPUNOHEHIA).

PexcM NpegHasHavYeH ONA TeXHWYeCKMX cneynanncTos.

==

PucyHok 4 - CoobuwieHue npu nepektoyeHuU 8 pactuupeHHeoil pexum

He oTobpamaTk 3To coobueHne B gankHedwem

2. [nga nepekntoyenuns Eannoro Knuerta JaCarta M3 pacluMpeHHOro pexxmma B CTaHAAPTHBIV PEXUM HAXMUTE
KHOMKY "lMepeknounTbCs B CTAHAAPTHBIN pexum”.

AO "AnapamH P.AO." 1995—-2024r. PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux Crp.15/55



Eaounbit Knuent JaCarta

4.3.2 OCHOBHOE OKHO B CTA@HAAPTHOM perirmMe

Mo yMON4aHMO OCHOBHOE OKHO EomHoro KnuenTa JaCarta OTKPbIBAETCA B CTAHOAPTHOM peXuMe. Ha pUCYyHKE
HWXXe npuBeneH sua OCHOBHOIO OKHa B CTaHAAPTHOM peXmnMe C NOAKNKYEHHbIM K KOMMNbKOTEPY NMNON1Ib30BATENA
31IEKTPOHHbIM K/THOYOM!

EAMHLINA KnneHT JaCarta -0 x

EauHbin KnueHTt JaCarta Anaigguui
N/
Ivanov
HazgaHne JaCarta-2 PKITOCT

JC207-12.F27 v3.0

Homep Mogenu
HazoBuTe 3TOT HOMEp MpU 0BpalleHnn B TEXHUHECKYIO NOOASpHKY

CepuitHelil Homep 1368FA4F

MprnoxeHns PKI - CMeHUTE PIN-kog
EBesonacHell 4oCTyN K pecypcam - -
roct CmeHnTE PIN-kog
ZNeKTPOHHaA No4nUce

CmeHnTE PIN-kKon nognncn

HacTpoikn

PEKNOHATECA B
PACLIMpEHHBIA PEXAM

PucyHok 5 - OcHosHoe okHo EduHozo Knuenma JaCarta 6 cmaHdapmHom pexcume

OcHoBHOE OKHO coaepXxuT cnegywoume obnactu:

0O6nacTb Ans 0TO6paAKEHUS NOLCOEANHEHHBIX K KOMMbIOTEPY 3N1EKTPOHHBIX KOYEH.

Ecnu k komnbloTepy nonb3oBatens EauHoro Knuenta JaCarta He noacoeamMHEH HU OaMH
3/1eKTPOHHbIM KJHOY, TO AaHHas ob6nacTb nycra.

Ecnm noacoeamMHEHO HECKObKO 3MEKTPOHHbBIX K/OUe, TO A8 paboTbl C KOHKPETHbIM
K/HOYOM LUENKHWUTE 3HAYOK HYXHOrO K/loua, nocne yero B 06nactv 4 6yayT oToGpaxeHi
€ro OCHOBHbIE CBOMCTBA.

Bupa 3Hauka, 0603HaYaOWMIA NOAKNHOYEHHDBIW 3NEKTPOHHbIV KKOY pas3fiMyaeTcs B 3aBUCK-
MOCTM OT TMNa K/toya. NepeyeHb 3HAYKOB NPUBELEH B NPUNOXKEHMM A Ha CTp. 53

06nacTb COAEPXUT KHOMKM:

ACTRONKW

- KHOMKa 119 BbI30BA OKHA HAaCTpoek nporpammel. OnucaHue
paboTbl C HacTpolikamMu NpuBeaeHo B fokyMeHTe "EaunHbiit Knuent JaCarta. PykoBoncteo
aAMUHUCTpATOpa 4S9 ONepaLMOHHbIX CMCTEM ceMelcTBa Linux”;

MNepeknio4YATLCA B

PACLUWPEHHEIR PEXWMM

- KHoOMKa ans nepeknoyeHus EanHoro Knventa JaCarta B
pacWWpPEeHHbIV PeXUM

OTKpbIBaeT OKHO CO cBeAeHusMM 0 nporpamme EamHbit Knuent JaCarta

O6nactb ang 0T06pa)KEHMFI l/IHdJOpMaLI,l/IM (o] BbI6paHHOM 31IEKTPOHHOM K/1lo4Ye N KHOMOK
ynpaBneHuUA PIN-kogamu nonb3osatensi u PIN-kogamu nognucu I'IpVII'IO)KEHMﬁ 3NEKTPOH-
HOro KJ/Ko4a.
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4.3.3

OCHOBHOE OKHO B pPaCLUMPEHHOM perme

BuA OCHOBHOrO OKHa B PACLIMPEHHOM PEXMME NMPUBELEH HA PUCYHKE HUXKE:

EanHbIA KnueHT JaCarta

CTPONKK

CTaHAapTHBIA pEXMM

PEKNIYNTHCA B

EauHbIi KnueHT JaCarta

AnaganH

4

lvanov

J WHhopMauura o TokeHe | PKI | roct

WNHcpopmauma o cynTHBaTENE
HazsaHwe

WNHpopmaumna o Tokene
HazsaHwe

Homep Mofenn

CepuiiHkIil Homep

MonHLIR cepUiiHEIR HoMep

0bwana NnamaTe

CeobogHanA NamMATE

[aTa nponsBoacTE:
WNHcpopMayua o npunoxeHun PKI
AnnneT

Nma

CeoboaHan namATe

PIN-ko g

OnHa PIN-koga

OcTanoce NonelTok eeoga PIN-koga
OnwvHa PIN-Ko4a agMuHncTpaTopa
MaKc. KONMHeCcTBO NoMsIToOK BEOAE
PIN-KOLa 8 AMUHUCTpaTopa
OCTanock NonsIToK BEOOE
PIN-kOLa 8 MUHUCTpaTopa

Cnocob ayTeHTudukayum

Cnocob ayTeHTudukauum
agMUHWCTpaTopa

MNopgepHka Brome Tpum

WNHcpopMaymna o npunoxeHun FrOCT
AnooeT

Makc. KonMHecTEO NonelToK BEoga PIN-ko...

JSC Device [SCR Interface] 00 00

JaCarta-2 PKIrOCT
JC207-12.F27 v3.0
1368FALF
4E3900202465304D
80 KbaiT

19 KBanT (23%)
14-02-2022

Laser
Ivanow
19578 BanT
YcTaHosneH
[4..10]

10

10

[4..10]

5
5
PIM-ko g
PIN-ko g

HeT

KroiaoToToked 2 20

L 3

PucyHok 6 — OcHosHoe okHo EduHozo Knuenma JaCarta 6 pacwiupeHHoM pexcume

OcHOBHOE OKHO B paClWMPEHHOM peEXNME CoaepXUT cneayroume obnactu:

O6nacTb onsg oTobpakeHWs NOACOEAMHEHHBIX K KOMMbIOTEPY 3NTEKTPOHHbBIX KOYEN.

Ecnu k komnbloTepy nonb3oBatens EauHoro Knuenta JaCarta He noacoeamMHEH HU OaMH

3J'IeKTpOHHbI17| K/ItoY, TO AaHHas obnactb nycra.

Ecnv noacoeguHeHo HeCKONbKO 31EKTPOHHbIX KAK4Yen, To ons pa60TbI C KOHKPETHbIM

K/IIOYOM LLENKHUTE 3HAUYOK HYXKHOIO K/ko4a, noc/e vyero B obnactu 4 6yaet otobpaxeH
MOHbIN CMUCOK ero CBOMCTB.

Bup 3Hauka, 0603HaYaAOLWMIA NOAKIOYEHHbIN 3NEKTPOHHbIM K04 Pa3fiMyaeTcs B 3aBUCU-
MOCTU OT TMNa K/toya. [epeyeHb 3HAUKOB NpuMBELAEH B NpUNoXeHun A Ha cTp. 53

06nacTb COAEPXUT KHOMKM:

ACTPONKK

MepeknioYNTECA B
TaHAAPTHBIA PEM MM

— KHOMKa Aj14 BbI30Ba OKHA HACTPOEK NMporpamMmel.

- KHOMKa ans nepekntoyeHuns Eannoro Knuenta JaCarta 8

AO "Anapaun P.L1." 1995

—2024r.

CTaHAAPTHbIN PEXUM

OTKpbIBaeT OKHO CO CBeAeHusMU 0 nporpamme Eamnbiin Knuent JaCarta (cm. n. 4.4 "Mepe-
K/loYeHne Mexay pexmmamn’)

0O6nacTb ynpaBneHUs 3MeKTPOHHbLIM K/1H0HOM, BblIOpaHHbIM B 0bnactu 1.

B pacwmpeHHOM pexuMe faHHas 0bnacTb NpeAcTaBieHa B BUAE HECKONbKMX BKNAAOK:

- Ha Bknagke "MHdopMauma o TokeHe" 0TobpaxaeTca MHPOPMaLMS O CYUTbIBATENE, UH-
dopMaums 06 31eKTPOHHOM KIIKOUE U NMPUNOXKEHUSAX HA 3NEKTPOHHOM KJitoYe (CM. pucy-
HOK 6):

PyKOBO,D,CTBO nonb3oBaTend ana onepaunmoHHbIX CUCTEM ceMmeiicTa Linux

Crp. 17 /55
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- Ha BK/1agKe C HAaMMEHOBAHMEM MPUNOXKEHUS AOCTYMNHbLI ONepaLuu C AAHHBIM NpUIoXe-
HWeM 1 06beKTaMM, XPAHAWMMUCS B NAMATU INEKTPOHHOTO KAoya. [1ng Kaxaoro npuno-
XXEeHUs NpeaycMoTpeHa OTAeNbHas BKIaAKa.

Ha pucyHke 6 3neKTpoHHbIN Kntou copepxut npunoxerue PKI u npunoxenune FOCT, no-

3TOMY JaHHas 06nacTb cofepXuT BkNaaky "MHpopMaums o TokeHe", Bknagky "PKI" u
Bknagky "TOCT" pna ynpaBnenus npunoxenuem PKI, npunoxernmem FOCT u obbekTamu B

3TUX NPUNTOXKEHUAX.

4.4 33perucTpMpoBaTb BUPTYasIbHbIN TOKEH

BupTyanbHblit TOKEH — 3NEKTPOHHAsA Bepcusa annapatHoro USB-TokeHa unu cMapT-KapTbl.

[na paboTbl ¢ BUPTYanbHbIM TOKkeHOM Heobxoaumo M0 JaCarta Virtual Token, koTopoe No3BoAsSET UCMOMb30BATb
MOOMIBbHOE YCTPOWCTBO B Ka4eCcTBe CPeACTBa AOCTYNa K 3aLUMLEHHBIM MHDOPMaLMOHHBIM pecypcam npeanpus-
THS, TaK Xe Kak annapatHblii USB-TOKEH uiu cMapT-KapTy.

Mepen Hayanom paboTbl [OMKHBI ObITb YCTAHOB/EHbI:
e  MobunbHoe npunoxeHue JaCarta Virtual Token, nocTynHoe onsg CKA4MBAHUA M3 MarasuHa NPUNOXKEHUH,

COOTBETCTBYIOLLLEE OMepaLMOHHONM CUCTEME YCTPOMCTBA (NpunoxeHue peanusoBaHo g OC i0OS u

Android);
o Knuent JaCarta Virtual Token. MNoapo6Ho Npo npouecc ycTaHOBKKM CM. B okyMeHTe "JaCarta Virtual
Token. PykoBoacTtBo nonb3oBatensa”, pasgen "Knuent JaCarta Virtual Token. YcTaHoBKa 1 HacTpoinka”.

MNocne ycraHoBku KnueHt JaCarta Virtual Token u nepesarpysku EguHoro Knunenta JaCarta nosiButcs HoBbIi 3ne-
MEHT YNpaBieHus — KHOMKa "3apernctpupoBaTh BUPTYanbHbIN TOKEH" (CM. PUcyHoK 7).

& Enumubiii Knueut JaCarta - 0 x
EaunHbiin KnweHT JaCarta Anafmmn)

Mopoknw4unUTe TOKEeH

He obHapyxeHo NoaaepMMBaEMbIX MOAENER TOKEHOS.

MogkmoynTe USB-TokeH k USB-NopTy KoMNbioTepa Wiv BCTaBbTe CMapT-kapTy B CMapT-KapT
pvaep.

MNawent ynpaenexus JaCarta Virtual Token -

&rMCTPUPOBATL
TyankHbii ToKeH OK

Hactpoikn

MNepexknynTLCA B
CTaHOAPTHLIA PeMcuM

PucyHok 7 - OcHosHoe okHo EduHozo Knuenma JaCarta. CaeHepuposarHbili QR-k00

HaxaTtb KHOMNKy "3aperncTtpupoBaTb BUPTYanbHbIi TOKeH" ByaeT OTKpbITO OkHO [[1aHenb ynpasneHus JaCarta Virtual
Token], copepxatlee creHepupoBaHHbIi QR-koA Ans perncrpaumm.
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Ha MobunbHOM yCTpoiCTBE OTKPbITh YCTAaHOBIEHHOE MOBUbHOE npunoxeHue JaCarta Virtual Token. Ha rnaBHoMm

3KpaHe HaxaTb KHOMKy "[lo6aButb” unu (cM. PucyHok 8). bynet oTkpbITO OKHO cumTbiBaHMsa QR-koma (cm.
Pucynok 9). Otckanuposatb QR-kop, creHepupoBaHHbi B [aHenun ynpasnenus JaCarta Virtual Token.

15:14 234 W

e all B GD# BN A Rl 67%8 .

{9 ]

arta Virtual Token 5,

Sl S =y or -

3HENe ynpasnesua JaCarts Virtual Token

YcTpoicTBa OTCYTCTBYIOT

MOAK/IOUEHHDBIX YCTPOICTB He 0GHapYXKEHO.
HaxmuTe Ha KHOnMKy [lo6aBuTb Ans
A06ABNEHUs HOBOTO YCTPOMCTBA

Hasepgute kamepy Ha QR-kopg

PucyHok 8 - MobunsHoe npunoxerue JaCarta Virtual Token. [Jobas-  PucyHok 9 - MobunsHoe npunoxeHue JaCarta Virtual Token. CkaHu-
JIeHue Ho8020 ycmpolicmea posaHue QR-koda

B MaHenu ynpasnenus JaCarta Virtual Token noaTBepaMTb perncTpaumio MOBWUABHOIMO YCTPOMCTBA C MOMOLLbIO
KHonku "TopTrBepauth” (cM. PucyHok 10).
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& EnvHbin KnuenT JaCarta - O x
EaunHeln KnneHt JaCarta Anafnnm)

MopkKnio4YUuTe TOKeH

He ofHapyxeHo noaaepxmBaeMbix Moenei TOKeHOB.

NoakniounTe USB-TokeH K USB-NopTy KOMNbLIOTEPa WAW BCTaBbTE CMapT-KapTy B CMapT-KapT
pwaep.

mn ta Virtual Token - X
D PerMCTpaLWISl CUMTLIBaTENA
MoCTyNWA 3aNpoc Ha PerucTpaLmio CHMTLIBaTENs:

TECNO CI6én.
3aperncTpMpoBaTe CYNTbIBATENLT?

3aperncTpuposats
BUPTYaNbHbIA TOKEH MogTeepavTs OTKIOHWTL

)7 HacTpoiiku

L) nNepekniountecs B
+) CTaHAAPTHLIA PeXUM

PucyHok 10 - laHens ynpasneHus JaCarta Virtual Token. [TodmeepxdeHue pecucmpayuu Ha MobuUILHOM ycmpolicmee

B cnyuae noatBepxaeHus peructpauun, otobpasutcs nibopmaumnoHHoe coobuleHne (cM. PucyHok 11).

& EavHbiA KnuewT JaCarta - O x
EavHein Knnent JaCarta Ana“nnun)

JCVT

WUHcopmauma o Tokewe | PKI

WudopMauma o cuMTLIBaTENE
Ha3eaHue CVTokenReader 00 00

H Nane Carta Virtual Token - X

@ PEFVICTPHL[VIH yCnewHo noaTeepxjeHa

3aperwcTpuposaTh

BUPTYanbHBIA TOKEH oK
5% Hactpoiiku Cnocob ayTeHTUhUKa LM PIN-xo
agMuHMCTpaTopa A
Moanepxka GuomeTpun Het

) MepekniouuTscs B
1) CTaHARPTHBIR peXum

PucyHok 11 - la+Hens ynpasnerHus JaCarta Virtual Token. CoobueHue 06 ycnewHol pecucmpayuu

Mocne perncTpauum BUpTyanbHblid TOkeH ByaeT oTobpaxaTtbes B okHe EamMHoro KnueHTa To4HO Takxke, Kak v anna-
paTHbin USB-TokeH (cM. PucyHok 12), onepaunu Takxke aHanoruMyHbl: nepeMmMeHoBaHue TokeHa, cmeHa PIN-kopa
nosib30BaTesNsi, NPOCMOTP MHGMOPMaLMK O TOKEHE.
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EAuHbIA KnueHT JaCarta o x

EanHbii KnneHt JaCarta AnafaAnH)

JCVT

HassaHue JaCarta PKI

JC000 v6

Homep mopenw
Ha30BUTe 3TOT HOMEp NPy 0BpaLLEHNN B TEXHUYECKYIO NOANEPKKY

CepwiiHeiil Homep ETEDB23D

PKI
NpunoxeHus . CmeHuTb PIN-Kop,
Be30nacHbIil AOCTYN K pecypcam

3aperucTpuposats
BUPTYanbHbBIA TOKEH

O HacTpoikn

) MepekniosuTses B
PacLMpEHHbIi pexim

PucyHok 12 - OmobpaxeHue 3apeaucmpupo8aHH020 8UpmMyansHo20 MOoKeHa

lodpobHee npo pabomy c supmyansHeiM mokeHoM u MobunsHeiM npunoxeruem JaCarta Virtual Token cM. 0okymeHm
«JaCarta Virtual Token. Pykosodcmeo nonb3ogamens»

Ana pabomesl ¢ supmyansHsIM mokeHoM Heobxo0umo nomeHsims PIN-k0d nons3oeamerns.
o ymon4aruto 3adaHsi cnedyroujue HacmpouUku:
PIN-k00 nons3zoeamensa - 11111111,

PIN-k00 admuHucmpamopa - 00000000
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4.5 TlpocMoTp cBeAEHUIN O Nporpamme

» Ona npocmoTpa cBepeHun o nporpamme Eaunbiit KnueHnt JaCarta:

1. B OCHOBHOM OKHE MPOrpaMMmbl HaXKMUTE KHOMKY C IOrOTUNOM KOMMaHUKM B BEPXHEM MPaBOM Yy

AnaganH
. By,u.eT 0T06pa)KeH0 OKHO CO CBeAeHMAMM 0 BEPCUU NPOrpaMMbl U KOHTAKTAMM TEXNOO0EPXKKN!
HacTpoiikun x
OcHoBHEIE
NorvpoBaHne

EgnHbIn KnneHT JaCarta

Bepcuna 3.0.0 Chopka 3191

TexHu4eckan nogaep>xkKa:
+7 (495) 223-0001 (MHOroKaHankHLIA)
www. aladdin-rd.ru/support/tickets/create

BHUMaHwme!

[aHHaR NpOrpaMMa 3alMLWLLeHa 33KoHOM 06 3BT OPCKUX NPEBax U M
COrNalWeHUAMN, He3aKoHHOE BOCNPOM3BELEHWE W/WAW pacnpocTpa
nporpamMmel wiunn nobolt e& 4acTW BNeYET rpaMmaaHCKyD, 3AMWHUCT
YroONOBHYIO OTBETCTEEHHOCTE B COOTBETCTEBWUM € 33KOHO4aTENLCTEO
Dejepaynn.

© 1995 - 2022, AO "AnaanuH P.[." Bce npaea 3awMLeHel

PucyHok 13 - [TyHkm meHto Hacmpoek «O npozpamme»

2. Haxmute kHonKy "OK" onig 3aKpbITMS OKHa.

4.6 3aBeplieHne paboTbl NPOrpamMMbl

» na 3asepweHna paboTbl NporpamMmbi:

e  AkTuBMpYiTe KOMaHAy "BoiiTn" B MeHto BbicTporo 3anycka EamHoro Knuenta JaCarta (cM. pucyHok 3). Paborta
Ennnoro Knuenta JaCarta 6ynet 3aBepLieHa. 3Ha4yoK & nepecTaHeT 0TOOpaxaTbCs B MAHENW YNPABNEHHS.
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5. PaboTa B NnporpaMmme B CTaHA3PTHOM perunme

5.1

B ctanmaptHoM pexume EpmHoro KnuenTa JaCarta pocTynHbl cnegytowme onepaumum ¢ 31eKTPOHHBIMU KTlOUaMu
[N He3ab/10KMPOBAHHbIX MPUNOXEHWIA:

e  npocMoTp MHDOPMaLMKM 06 3NEKTPOHHOM KITHOYe;
®  M3MEHEeHMEe MMEHM 3NTEKTPOHHOIO KNHYa;
e u3MeHeHue PIN-koga nonb3osaTens;

e  YCTAHOBKa, M3MeHeHue, pasbnoknpoBaHme PIN-koga nognuck (s 3NeKTPOHHbIX KKYer C MpUIoXKeHneM
FOCT c annnetom KpuntoTtokeH 2 3M).

Lnsa obecneveHus KOPPEKMHO020 (pyHKL{UOHUPOBGHU}?I MOKeHo8 U cMapm-kapm, nepeO usesie4eHuem ycmpoﬁcmea
HeobxodumMo 0oxdamecs 3asepuieHus npouyecca 3anucu unu ciumeleaHus UH¢OPMGL{UU. W3sneveHue mokeHa unu
cMapm-Kapmel npu 3anucu usiu c4HumeleaHuu UH¢OPMGL{UU Moxem npusecmu K BbIXO()y ycmpoticmea u3 cmpos.

MpocMoTp nHbOpMaLUK 06 31eKTPOHHOM Khioye

[na npocMoTpa MHbOpMaLMK 06 31eKTPOHHOM KJitove ¢ noMolubko EanHoro Knuexta JaCarta He TpebyeTcs aBTo-
pY3aLus Ha 3/1EKTPOHHOM KJtoYe.

» Ana npocMoTpa MHGopMauumn 06 3N1eKTPOHHOM Kiioue:

1. 3anyctute EguHbii KnueHT JaCarta n nogkntoumnte 3NeKTPOHHbIN KoY K pasbemy USB nnn cumntoiBaTento
CMapT-KapT KOMNbtoTepa.

2. MHd)OpMaLI,I/Iﬂ 06 31IEKTPOHHOM Kno4e 6y,D,ET 0To6pa>|<eHa B OCHOBHOM OKHE HEMEONEHHO, BbIMONTHEHNA 0,0~
NOJIHUTENbHbIX AENCTBUI HE Tpe6yeTc9|. Ecnv nopknoyeHo HeCKONbKO 3N1EeKTPOHHbIM KNoYen, 1o BblﬁepMTe
3HAYO0K HY>XHOIO K/ilo4a B obnactu cnesa:

EavHbIA KnneHT JaCarta - 0O x

EavHbin Knuent JaCarta Ana‘:mm)

Ilvanov

HazeaHne JaCarta-2 PKITOCT

JC207-12.F27 v3.0

Homep mogenun
Haz0BMTE 3TOT HOMEp NpKW 0BPaLLEHN B TEXHWHECKYH NOLOEPHKKY

CepWiHLIR Homep 1368FA4F

PKI
MpunoxeHna . “MEHWTE PIM-
P BesonacHeIA 4OCTYN K pecypcam RS A
rocr CMeHWTE PIM-ko g
SNeKTPOHHaA NoANUCE

CMeHWTE PIN-kog nognucu

CTROMKKW

) TMepeknoYnThCA B
PACLUMPEHHEIN PEX M

PucyHok 14 - MHgopmayus o 86I6paHHOM 31EKMPOHHOM KHOYE 8 CMAHOAPMHOM pexume

Ona Bbl6paHHOFO KnK4Ya B CTAaHOAPTHOM pexume 0T06pa)KaETCﬂ caienywuwad l/IHCI)OpMaLI,MFII
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— "HasBaHue" — Ha3BaHWe MOAENMU INEKTPOHHOIO K43,

— "Homep mopenn" — HoMep mMoaenu BbibpaHHOro kntya. B cnyyae Bo3HMKHOBEHUS NpobaeM npu ncnonb-
30BaHMK NONb30BATENb JOMKEH COOBLMUTL ITOT HOMEP B CYXOY TEXHUYECKON NOAAEPXKKH;

—  "CepwiiHblii HOMep" — CepUitHbIA HOMED 3/1EKTPOHHOTO K/1H0Ya;

—  "TlpunoxeHuns" — nepeyeHb NPUIOXKEHUIM, YCTAHOB/IEHHbIX B NAMSATU 3N1E€KTPOHHOIO Kitoya. MNepBbiM B
CrMCKe 0TOBpaxaeTcs NPUOPUTETHOE HA AAHHOM KJIKOUEe NPUNOXKEHME.

3. 3akpoMuTe ocHoBHOe okHO EguHoro KnuenTa JaCarta HaxaTteM KHOMKM "3aKpbiTh" B IEBOM BEPXHEM YrAy.

5.2 V3MeHeHne UMEeHU 3NEKTPOHHOMo Klo4a

[ng n3MeHeHUs METKM 3/IEKTPOHHOTO Ktova ¢ nomowbto EamHoro Knunenta JaCarta tpebyetcs aBTopusaums Ha
371eKTPOHHOM KJtoye ¢ npeabssneHnem PIN-koaa nonb3osatens.

» Ona usMeHeHUs MeTKu 3N1IEKTPOHHOIO Kaw4a:

1. 3anyctute EgmHbit KnueHT JaCarta v nofKnoUYMTE 3NEKTPOHHBIM KNtoY K pazbemMy USB unu cuutbiBaTento
CMapT-KapT KoMNbtoTepa. Ecnn noaknto4eHo HeCKONbKO 3NEKTPOHHBIX KtOYeW, TO BbibepuTe 3HaUOK HY>XHOMo

Knoya B obnactu cnesa.

2. AkTuBMpyiTe KOMaHay "TlepeMMeHoBaTb TOKEH" B KOHTEKCTHOM MEHHK BbIGpaHHOro 3Hauka. byaert otobpa-

XeHO OAHOMMEHHOE OKHO:

EawvHBbIA KnueHT JaCarta

EanHbin KnueHT JaCarta

Ivanov

HKITOCT

Homep mo ]

JC207-12.F27 v3.0

HazoBMTe 3TOT HoMep Mpu obpalleHUn B TeXHWHEcKY0 Nog 0epKKy

CepWAHLIR

mep 13658FA4F

Mpunoxe

nEPEHMEHDEaTb TOKEH *

Tekyw WA PIN-ko 4 NonezoBaTeNA

PKI Cme PIMN-
BesonacHull 0OCTYN K pecypcam MEHMTE FIN-KOL
CMeHWuTE PIN-kKo g

CMeHWTE PIM-Ko O nognncia

| 4%

CepWAHLIR HoMep

Hoeoe MMA

HacTpoikn

MNepekNoYMTEER B
PACLUMPEHHEIR PEHKUM

Ivanov

T

PucyHok 15 - Bei3os okHa "[lepeumeH08ame MokeH" 8 cmaHOapmMHOM pexume

3. B okHe "[lepeMMeHOBaTb TOKEH" 3aNOAHUTE NONS:

— B none "Tekywuii PIN-kon nonb3oBatens” Beeante PIN-koa nonb3oBatens. Ecnu Ha anekTpoHHOM Kitoue
YCTaHOBNEHO HECKOMbKO NpUoXeHui, To BBeaute PIN-Koa npunoxeHus, KOTopoe sBnseTcs npuoputeT-
HbIM — 3TO NPUNIOXEHUEe 0TODPaXKaeTCs NepBbIM B CMUCKE YCTAHOBNEHHbIX NPUIOXEHWA B OCHOBHOM

OKHe;

— B none "Hosoe nmsa" BBEAMTE HOBOE MMS 3/TEKTPOHHOIO KHOYa.
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4. Haxmute kHonky "OK". B cnyyae ycnewHom aBTopm3aLMu Ha 3NeKTPOHHOM K/to4e ero ums 6yeT U3MeHeHo.
5.3 W3meHeHne PIN-Koga nonb3osaTtena

Onepauus usmeHeHms PIN-koga nonb3oBaTens BbINOAHAETCS OTAENbHO A/15 KaXA0r0 NPUIOXKEHMUS, YCTAHOBNEH-

HOr0 Ha 3NEeKTPOHHOM KJIH04€e M AOCTYMHA TONIbKO 415 He3abNOKMPOBAHHOIO NPUIOXKEHUS C YCTaHOBMEHHbIM PIN-
KoAoM nonb3oBatens. [1ng BoinonHeHMs onepauumn Tpebyetca npeabsasneHune Tekywero PIN-koga nonb3osatens

[LaHHOMO NPUNOXKEHMS.

» Ona usmeHeuusa PIN-kopa nonb3oBartensa:

1. 3anyctute EguHbin KnueHt JaCarta n nogkntoumnte 3NeKTPOHHbIN KoY K pasbemy USB nnn cumntoiBatento
CMapT-KapT KoMnbtoTepa. Ecnn noakntoYeHo HeCKOIbKO 3NEKTPOHHbIX KtoYei, TO BbibepuTe 3Ha4OK HY>KHOMO
Kntoya B obnacTtu cnesa.

2. B ocHoBHOM okHe EamHoro KnuenTa JaCarta B cTaHZapTHOM pexume Haxxmute KHonky "CMeHuTts PIN-kon”
N9 BbIGPaHHOMO NPUNOXEHMS (Ha CKPUHLLOTAX HKe npuseneH npumep cmenbl PIN-koaa npunoxexus PKI):

EaWHbIA KnneHT JaCarta - O x
EauHbin KnneHt JaCarta Aﬂa‘.,a,anu)

Ivanov

HazeaHue JaCarta-2 PKIJTOCT

JC207-12.F27 v3.0

Homep mogenu
HasoBwuTe 3ToT HoMep NpW obpaLleHn B TeXHUHECKYHO Mo O 4EpMKY

CepuiiHelll Homep 1368FA4F

PKI
MprunomeHna . “Me \-
P EesonacHeld 4oCTYN K pecypcam SRS PR k

rocTt
ek TPoOHHaA NoANUCE

CMeHWTE PIN-ko g

CMmeHnTe PIN-Kog nognuce

¢ HacTponkn

nE!pE!KJ'HO'-IMTI:-C'F! ]
J p-iCLLIHpEHHI:-II:\ PEXAM

PucyHok 16 - Bei3os okHa "CMeHums PIN-k00" 8 cmaHOapmHom pexcume

3. bynet otobpaxeHo okHO Ans cMeHbl PIN-koaa. 3anonHuTe nons B OkHe cnepyowimMm obpa3om (CM. pucy-
Hok 17):

— B none "Tekywwuin PIN-kog" sBegute PIN-koa nonb3osaTtens BbiI6paHHOIo NpunoXxeHus (B AAHHOM Mpu-
Mepe npunoxenus PKI);

— B none "Hosbih PIN-kon" BBeguTe 3HayeHune HoBoro PIN-koga nonb3oBaTens

lpu 3ad0aHuu Hogozo PIN-koda pekomeHOyemcs Ucnob308ame byK8bl MOJILKO AAMUHCKO20 angasuma (abc...z,
ABC...Z), yugpesi (123...0) u cneucumsonsl (~!@#...). icnons3osaHue npobena u cumMeon08 KUpuaauybl
Hedonycmumo. MuHumansHas oauHa PIN-koda nons3oeamens cocmasisem 6 cUM80/I08.

— B none "MoateepanTb PIN-kop nonb3oBatens” eBeante 3HayeHne HoBoro PIN-koaa nonb3osartens no-
BTOPHO:
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PucyHok 17 - OkHo usmeHeHus PIN-koda nons3osamens. 3HavyeHus Ho8020 PIN-koda esedeHbl 8epHO

CmeHuTe PIN-kog, b4

Tekywnid PIN-Kog nons3oeaTens

escscsee | &%

Hoselit PIN-Ko O nonk3osaTens

escscsee | &%

MogTeepdnTs PIN-Koa nonksoBaTens

HoBoe 3HaueHue PIN-kofa nonb3oBaTens He AOMKHO COBMALATh C ero TeKyLWMM 3HaveHueM. Ecnm 3Ha-
YeHMUs COBMadatT, To ByaeT oTobpaxkeHo cooblieHne 06 3TOM M onepauns He ByaeT NPoAOIKEHA

(kHomka "OK" HeakTuBHa) 4O Tex nNop, Noka He byneT BBeAeHo apyroe 3HavyeHne PIN-kopa:

PucyHok 18 - OkHo uzmeHeHus PIN-koda nons3osamens. 3HayeHue Hogo2o PIN-ko0a coenadaem ¢ mekywum

AO "Anapaunn P.O." 1995—-2024r.

CmeHuTE PIN-Kog o

Tekyw Wi PIN-kKog nons3oBaTens

eeccesee | &b

Hoewlid PIN-ko 0 Nonk3oBaTans

seccesee | &b

& HoBblll PIN-KO4 COBNaAaeT € TEKYLWM
0OTEEPOWTE !H-KO,D, nons30BaTenNA

OTMmeHa
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3HauveHus, BeeaeHHble B nons "Hoebii PIN-koa" u "Moareepantb PIN-koa nonb3oBatens” 4OMKHbI COB-
nagatb. Ecnn 3HaueHns He coBnapatoT, To byaeT oTobpaxkeHo coobuieHne 06 3ToM U onepaums He byaet
npoaomkeHa Ao Tex nop (kHonka "OK" HeakTMBHA) 4O Tex Nop, Noka He 6yaeT BBeAEHO Apyroe 3Haye-

CmeHuUTb PIN-Kopg, X

Hue PIN-kopa:

PucyHok 19 - OkHo usmeHeHus PIN-koda nons3osamens. 3HayeHus Hogoz2o PIN-koda He cosnadarom

Tekywwid PIN-ko 4, Nonb30BaTeNA

| 4

HoBklit PIN-K0Q Nofb30BaTeNA

MNoaTeepAWTh PIN-KoL NoNb30BaTENA

nogTeep oeHIe He CoOBNafakT

® Hoeeli PIN-Ko0 NoNb30BaTENA W 8ro

=

Mo yMON4aHM0 BBEAEHHbIE 3HAYEHUA PIN-koga nokasaHbl B CKpbITOM BUAe. UT06bl MOKA3aTh UX B IBHOM

BUOE HAXXMUTE KHOMKY . Ons BO3BpalleHna K OTO6pa)KEHMPO B CKPbITOM BMAE HAXMUTE KHOMKY Z

PucyHok 20 - OkHo uzmeHeHus PIN-koda none3osamens. OmobpaxceHue 3HayeHuli noseli 8 s8HOM gude

CMmeHWTE PIN-kog

Tekywui PIN-Ko4 nonsL30BaTens

11111111

HoBblid PIN-Ko 4 NoNs30BaTens

11111112

4. Haxmute kHonky "OK". B cnyyae ycnewHowm ayTeHTUdUKALUM B MPUIOXKEHMU 1EKTPOHHOrO Kitova PIN-koaa
nonb3oBatens 6yaeT U3MeHeH:

PIN-kog nonL3oBaTENA M3MeHEH

~/ PIN-ko[0 NoNE30BaTENA YCMNEWHD M3MEHEH

=

PucyHok 21 - CoobujeHue 06 ycnewHom usmeHeHuu PIN-koda nonb3osamens

5. Haxmute kHonky "OK" B oKkHe coobLeHns ans ero 3aKpbiTus.
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5.4 YcrtaHoBKa PIN-Koga nognucm

Onepauus ycraHoBkM PIN-koga nognucy BbINOMHAETCS HA 3NEKTPOHHbIX Ktoyax ¢ npunoxeHneM NOCT v annne-
Tom KpuntotokeH 2 3l npu nony4eHMmn 3neKTpoHHOro kiatoya. PIN-koa noanucy Heo6xoamMm ans BbINOJIHEHMS
onepaumi 3NeKTPOHHOM NOANUCHK.

Onepaums [OCTyNHa TONbKO ANs He3abnoKMPOBAHHOMO NpuoXeHus. [lns BbiINONHEHUS onepauuu TpebyeTcs
npenbasnenue Tekyuiero PIN-koaa nonb3oBatens 4aHHOMO NPUIOXKEHMS.

Mocne ycraHoBku PIN-kopa noanucu goctynHa onepauus nsmenenus PIN-koga nognucu (cm. n. 5.5 "MameHeHune
PIN-kopa nognucu”).

PIN-k00 nodnucu énokupyemcs nocne 8goda HenpasuneHo20 PIN-koda nodnucu e kosudecmse pas, npesoiuiarouiee
yKasaHHoe 8 Hacmpotikax. [ns 3a6nokuposarHozo PIN-koda nodnucu 0ocmynHa onepayus e2o pa3bnokuposaHus (cM.
n. 5.6 "Pasz6nokuposarue PIN-koda nodnucu”).

» Ona yctaHoBku PIN-kopa nopgnucu:

1. 3anyctute EgmHbit KnueHT JaCarta v nofknoumMTe 3NEKTPOHHLIM Ktod ¢ npunoxeHunem FOCT ¢ annnetoMm
KpuntoTokeH 2 3I k pasbemy USB naun cuntbiBaTento cMapT-KapT KoMnbloTepa. Ecnv nogknoyeHo He-
CKONbKO SNEKTPOHHbIX K/KOYew, To BbibepuTe 3HaYOK HYXXHOrO K/toya B 0bnactu cnesa.

2. B ocHoBHOM okHe EguHoro knueHnTa JaCarta B CTaHZAPTHOM peXxuMe HaMuTe KHoMKy "YctaHoBuTb PIN-koa
nognucun” ana npunoxenus NOCT:

EAWHLIA KnneHT JaCarta [m]

Eavnbin KnueHt JaCarta Ana:ﬂ,ﬂnﬂ)

Ivanov

HazeaHue JaCarta-2 PKrocTt

JC207-12.F27 v3.0

Homep mogenn
HazoenTe 3ToT HoMmep Npw 0DpaLLEHNN B TEXHWUHECKYH NOLASPXKKY

CepWAHEIA Homep 1368FA4F

PKI
MpunoxeHnsa - “MEHWTE PIN-
P EesonacHeld 4oCTYN K pecypcam TS PIRAEET

racTt
2MeKTPOHHEA NoOONMCE

CMeHWnTE PIM-ko g

¥cTaHoBUTE PIN-Ko 4 nmognuci |

) MepekNouuTeca B
PaCLUMPEHHEIR pEX UM

PucyHok 22 - EQuHeblli KnueHm JaCarta. [nasHoe 0kHO

3. bymet oTo6paxkeHO OKHO AJist yctaHoBkM PIN-kofa noanucu. 3anonHuTe Nons B OKHe cneaytowmm obpasom
(cM. pucyHok 23):

— B none "Tekywwuin PIN-kog" BBegute PIN-koa nonb3osaTtens BbiIOPaHHOIO NpUAOXKeHUs (B AAHHOM Mpu-
mMepe npunoxenus FOCT);

— B none "YcraHosutb PIN-kog noanucun” BBeauTe 3HadeHne Hosoro PIN-kopa noanucy;
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lpu 3a0aHuu Hogozo PIN-koda pekomeHOyemcs UCno/1b308ame byK8sbl MOILKO AAMUHCKO20 aagasuma (abc...z,
ABC...Z), yugpesi (123...0) u cneucumsonsl (~!@#...). Mcnons3osaHue npobena u cumMeon06 KUpuaiuybl
Hedonycmumo. MurumansHas onuHa PIN-koda nons3osamens cocmagnsem 6 cuM8o/108.

— B none "MMogreepautb PIN-kog noanucun” Beegmte 3HaveHne Hoeoro PIN-koga nognmcun nosTopHoO. MNpu
3TOM 3HaueHus, BBegeHHble B nonga " YcraHoeuTb PIN-kog nognucun” n "Moateepamte PIN-kog nognucu”
LLOMXHbI coBnafath. Ecnm 3HaueHus He coBnagatoT, To ByaeT oTobpaxeHo coobuieHne 06 3ToOM u onepa-
uMs He ByaeT NpoAo/MKEHA A0 TeX MOp, NoKa He 6yaeT BBeaeHO Apyroe 3HaveHne PIN-kopza.

Mo ymonyaHuto BBeAeHHble 3HaYeHnst PIN-kofa nokasaHbl B CKpbITOM BuAe. YTo6bl NOKasaTb MX B SBHOM

BUOE HAXKMUTE KHOMKY . [lns BO3BpaLLeHMs K OTOOPaKEHMIO B CKPbITOM BUAE HAXKMUTE KHOMKY .

¥Ycranoeute PIN-Kog nognucm 4

TekywWwui PIN-Ko 4 NoNs30EaTenA

e000seeee b

YcTaHoBWTe PIN-kog nognwci

ecscecee o 8

MNoATEEPAMTE PIN-KoO Nognvcu

PucyHok 23 - OkHo ycmarosku PIN-koda nodnucu. 3HaqyeHusi PIN-koda egedeHbl 8epHO

4. Haxmute kHonky "OK". B cnyyae ycnewHom ayTeHTUPUKALMM B MPUAOXKEHUM N1EKTPOHHOTO Kntova PIN-kog,
noanucu bynet yctaHoBneH. Ha akpaHe nosiButcs coobuieHne 06 stom:

PIN-kog nognucK ycTaHoBNEH *
v/  PIN-ko4 NnognwcK yerelwHo ycTaHoBeH

PucyHok 24 - CoobujeHue 06 ycnewHol uHuyuanusayuu PIN-koda nodnucu

5. HaxmuTte kHonky "OK" B okHe coobLueHus.

5.5 W3meHeHue PIN-Koga nognucu

Onepauus usmeHeHus PIN-koga noanuncy BbINMONHAETCS HA 3NEKTPOHHbIX Kitovax ¢ npunoxernunem NOCT m annne-
Tom KpuntoTokeH 2 31 ¢ yctaHoBneHHbIM PIN-koaa noanmcu. Onepaums 4OCTYNHa TONAbKO Anst He3a610KMpOBaH-
HOro npunoxexus. [ng BbinonHeHus onepaunm nsmMeHeHuns PIN-kona noanucu Tpebyetcs npenbsasneHue Teky-
wero PIN-kona nonb3oBatensi AAaHHOTO MPUNOXKEHUS.

» Ona usmeneuusa PIN-kopa nopgnucu:

1. 3anyctute EguHbii KnueHT JaCarta n noaknoumnte 3NeKTPOHHbIN KoY ¢ npunoxenmem FOCT c annnetom
KpuntoTokeH 2 3M1 k pasbemy USB nnu cumtbiBaTENto CMapT-KapT KOMNbloTepa. Ecnu noaknoueHo He-
CKONbKO 3NEKTPOHHbBIX KIIHoYel, TO BbibepuTe 3HaUYOK HYXKHOrO KJitova B 06nacTu cnesa.
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2. B ocHoBHOM okHe EanHoro knueHTa JaCarta B cTaHAapTHOM pexume Haxmute KHonkKy "CMeHuTb PIN-kog,
nognucu” ang npunoxenus FOCT:

EavHeIA KnneHT JaCarta - 0 x

EanHbin KnueHT JaCarta Anafnnnﬂ)

Ivanov

HazeaHnue JaCarta-2 PKIroOCT

JC207-12.F27 v3.0

Homep Mogenn
Ha30BWTe 3TOT HOMEp NpK 0BpPaLLEHN B TEXHWHECKYHD NOL OEPHKY

CepWAHelA Homep 1368FAAF

PKI
MprnoMeHnA " MEHWTE PIN-
P Be3onacHslid 0oCTyN K pecypcam GRS ML

rocT
2MeKTPOHHaRA NoONnce

CMeHWTE PIN-Ko g

CMmeHnTEe PIN-kKog nognucn

) TMepeknYMTECA B
\ =
PACLUMPEHHEIA PEX MM

PucyHok 25 - EduHeiti Knuenm JaCarta. [nagHoe okHo

3. bynet oTob6paxeHO OKHO Ans usMeHeHus PIN-koaa noanucu. 3anonHuTe nons B oKHe cnegyrowmnM obpasom
(cM. pucyHok 26):
— B none "PIN-kop, nonb3oBatens” Beegute PIN-kon nonb3oBaTens BbIOpaHHOro NpUIOXKeHUs (B 4aHHOM
npumepe npunoxenus NOCT);

— B none "Tekywuin PIN-kog nognucun”’ seegute PIN-kog noanucy;

— B none "Hosbii PIN-koa nognucu” BBeamte 3Ha4yeHue HoBoro PIN-koga nognucu. Mpu 3ToM HOBOE 3Ha-
yeHue PIN-koaa noanucK He [OMKHO COBMNAAaTh C €ro TEKYLMM 3HaYeHMeM. Eciv 3HaYeHMs coBnaaaloT,
TO Bynet oTobpaxeHo coobueHne 06 3TOM 1 onepaumsa He ByaeT NpoAOKEHA A0 TEX NOp, NOKa He by-
[leT BBefleHo apyroe 3HaveHue PIN-kopa.

lpu 3ad0aHuu Hogozo PIN-koda pekomeHOyemcs UCcnob308ame byK8bl MOJILKO AAMUHCKO20 angasuma (abc...z,
ABC...Z), yugpesi (123...0) u cneucumsonsl (~!@#...). cnone3osaHue npobena u cumMeon08 KUpuaiuybl
Hedonycmumo. MuHumansHas oauHa PIN-koda nons3oeamens cocmasnsem 6 cUMB0/I08.

— B none "Moateepantb PIN-koa noanucn” BBegute 3HaueHne HoBoro PIN-kopa noanvcy nosTopHo. Mpu
3TOM 3HaueHus), BBeAeHHble B nonst " Hoebii PIN-koa nognucn” u "Moateepants PIN-kog noanmcu”
LO/MKHbI COBNaAaTh. ECnm 3HaueHns He coBnagatoT, To 6yaeT oTobpaxkeHo coobuieHne 06 3TOM U onepa-
uma He ByaeT Npoao/IKeHa A0 Tex Nop, Noka He 6yaeT BBeaeHO apyroe 3HaveHue PIN-kopa.

AO "AnapauH P.O." 1995-2024 . PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux Crp. 30/ 55



Eamubin Knuent JaCarta

Mo YMONYaHUIO BBEAEHHbIE 3HAYEHNA PIN-kopa nokasaHbl B CKpbITOM BMAeE. YTo6bl NOKa3aTb MX B SIBHOM

BUOE HAXKMUTE KHOMKY . Ons BO3BpaWEHNSA K 0T06pa)KeHl/HO B CKPbITOM BMUAE HAXMUTE KHOMKY .

Hosuiid PIN-kog nognuck b4

PIM-ko 4 None3o0BaTens

TekyWwuid PIN-Ko 4 nognucu
20000000

Hogwii PIN-Ko,0 nognucm

ee0c00 00 &b
MogTeepanTe PIN-KoO nognnck

PucyHok 26 - OkHo usmeHeHus PIN-koda nodnucu. 3Ha4eHus PIN-koOa esedeHbl epHO

4. Haxmute kHonky "OK". B cnyyae ycnewHom ayTeHTUPUKALMM B MPUAOXKEHUM 3N1EKTPOHHOTO Ktova PIN-kog,
noanucu bynet yctaHoBneH. Ha akpaHe nosButcs coobuieHne 06 3Tom:

PIN-kog nognucn M2MmeHeH

~  PIN-ko0 nognuci yonewHo nsMmeHeH

R

PucyHok 27 - CoobujeHue 06 ycnewHom usmerHeHuu PIN-koda nodnucu

5. Haxmute kHonky "OK" B okHe co0bLLeHns ans ero 3aKpbiTus.
5.6 Pa3bnoknposaHune PIN-Koga nognucum

Onepauus pazbnoknpoBaHua PIN-koga nognucy BbINOMHSAETCS Ha 3NEKTPOHHbIX Ko4ax ¢ npunoxeHnem MOCT ¢
annnetoM KpuntotokeH 2 3 1 3a6noknpoBaHHbIM PIN-kogom noanucu. Onepaumsa 4OCTYMHA TONbKO 419 Hesa-
610KMPOBAHHOIO MPUNOXKEHMUS.

B pe3ynemame paszbnokuposarus PIN-koda nodnucu npoucxodum cbpoc cuemyuka HegepHolx nonsimok 8soda PIN-ko0a,

3HayeHue PIN-koda nodnucu npu 3mom He u3MeHsemcs.

[lns BbinonHeHus onepaunu pasbnokunposaHus PIN-koaa noanucu Tpebyetcs npepbssnedne PUK-koaa faHHoro
NPpUNOXEHUS 3NeKTPOHHOTrO Kntova. MHpopmaums ob yctaHoBke PUK-koaa oTobpaxkaeTcs B OCHOBHOM OKHe Eau-
Horo Knuenta JaCarta B pacwmnpeHHoM pexume (cM. n. 6 "PaboTa B nporpamme B pacClUMPEHHOM pexuMme”).

Ecnn PUK-Kkop He yCTaHOBNEH, TO BO3MOXEH BapuaHT pa3bnokuposaHus PIN-koda NoAnucu ¢ UCnosib30BaHWUEM
MexaHM3Ma "3anpoc-oTBeT". B 3ToM cnyyae noTpebyeTcs ydacTue B npouenype aAMMHUCTpaTopa 6e30nacHoCTL.

MNMocne paszbnokunposaHus PIN-koga nognucu ooctynHa onepauus usmeHenms PIN-koga nognucu (cm. n. 5.5 "U3-
meHeHue PIN-kopa nognucn”).

» Ona pas6nokupoeanua PIN-kopa noanucu c npeabvasnedimem PUK-kopa:

1. 3anyctute EguHbii KnueHT JaCarta u nogknoumnte 3NeKTPOHHbIN KoY ¢ npunoxenmem FOCT ¢ annneTtoMm
KpuntoTokeH 2 31 k pasbemy USB unu cuutbiBaTento cMapT-kKapT KoMnbloTepa. Ecnmn noakntoyeHo HeCKonbKo
3N1eKTPOHHbIX KKOYEN, TO BbibepuTe 3HAaUOK HYXXHOrO Kko4a B 061actu cnesa.
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2. B ocHoBHOM okHe EanHoro knuneHTa JaCarta B CTaHBApTHOM pexunMe HaxmuTe KHonky "Pas6nokupoatb PIN-
koA nognucu” ans npunoxexus FOCT:

EAWHBIA KnueHT JaCarta N

EanHbin KnueHTt JaCarta Ana‘\.ﬁ,ﬁnn)

Ivanov

HazeaHwne JaCarta-2 PKITOCT

JC207-12.F27 v3.0

Homep mogenun
HasoBnTe 3ToT HOMep Npw 0bpaLLEHNN B TEXHWHECKYHO NMOALEPKKY

CepWAHLIR HoMep 1368FAAF

PKI

MpunoxeHna .
Be3onacHell 4ocTyn K pecypcam

CMeHWTE PIN-Ko g

rocrt

CMeHWMTe PIN-kog
3MeK TPOHHaA NogNUce

PazbnoknposaTe PIN-kKog nognvck

HacTpoikn

HEFIEKJ'IKJ'-IHTI:-CH =]
FIECLLIHFIEHHI:-Iﬁ PEMAM

PucyHok 28 - EduHeili KnueHm JaCarta. [nagHoe okHo

3. bypet oTobpaxeHo cTapTOBOE OKHO MacTepa pa3bnokunpoBaHua PIN-koga nognucu. Beibepute cnocob pas-
6noknpoBaHusa "MicnonbzoeaTtb PUK-kop":

MacTep paz6nokupoBaHuA PIN-koga X

Cnocob pa3abnokupoBaHua PIN-koga
BuibepwTe cnocob pasbnoknposanma PIN-koga.

3anpoc-oTBET

(O Mo Bpemetn
[nA 3Toro TokeHa pasbnoknposaHne PIN-Ko4a No BpeMeHu
HeJOoCTYMHO

PucyHok 29 - Macmep pa3z6nokuposarusi PIN-koda nodnucu. Beibop cnocoba pazbnokupogarus "Micnonszosams PUK-k00"
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4. Haxmwute kHonky "Oanee". byaet otobpaxkeHO OKHO MacTepa pasbnokupoBaHusa PIN-koga nognucm ans
BBoaa PUK-koaa npunoxenus. B none "PUK-kon" Beeaute 3HaveHme PUK-koga.
lpu npesbitieHUU AoNYCMUMO020 KoUYecmaa HesepHbix nonsimok 8soda PUK-ko0 6nokupyemcs. Paz6bnokuposaHue
PUK-ko0a cpedcmeamu EduHozo knueHma JaCarta He npedycmompeno. Ans pa3bnokuposaHus PUK-kod0a o6pamumecs
K adMuHUcmpamopy 6e3onacHocmu.

MacTep pazbnokupoeanHna PIN-koga x

PasbnoknpoBaHue PIN-koga ¢ noMowkio PUK-kona
BeeowuTe PUK-KO L4

PUK-ko 4
esceccesee | &b

@ QOcTanock MONBITOK: 10

F’-aat’mor(lrrlpoElaTt.kk OTmeHa

PucyHok 30 - Macmep pa3zbnokuposarus PIN-koda nodnucu. Beoo PUK-koda

5. Haxmurte kHonky "Pa3bnokuposaTtb”. B cnyyae BBoaa BepHoro PUK-kopa 6yaeT BbinofHEHO pa3biokupoBa-
Hue PIN-koza nognucu. MHdopmauma 06 3ToM ByaeTt oTobpaxkeHa B 3aKNHOUYMTENIbLHOM OKHe MacTepa pasbno-

KUPOBaHUA:
MacTep paz6nokupoeaHuna PIN-koga x

PazbnokupoeaHue PIN-kofga
PesyneTaThl pasbnokuposaHua PIN-Koga npMBefeHsl B 0THeTe

OT4eT:

PazbnokuposaHue PIN-Koga
ObHoBNeHWe NapameTpos
+ PasbnokuposaHue PIN-koga bbino yenewHo BeiMofHEHD

PucyHok 31 - Macmep pa3zbnokuposarusi PIN-koda nodnucu. MHgopmayus 06 ycnewHom pazbiokupogaruu

6. HaxmuTe KHOMNKY "3aBeplwunTb”, 4TOObI 3aKPbITb OKHO MacTepa pa3bioKMpoBaHMS.
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» Ona pas6nokupoBanua PIN-koaa noanucu c ucnonb3oBaHUEM MeXaHU3Ma
"3anpoc-oTrBeTt":

1. Bobinonnute warn 1-2 npouenypsl pasbnoknposanms PIN-kopa noanucu ¢ npegbsasneHneM PUK-kopa
(cMm. BbIwwe).

2. B cTtapToBOM OKHe MacTepa pa3bnokupoBaHus PIN-koaa nognucu Boibepute cnocob pasbnokMpoBaHus "3a-

npoc-oTBeT":
MacTep pazbnokunpoeaHmns PIN-koga ®

Cnocob pasbnokupoBanuna PIN-koga
BribepuTe cnocob pazbnokvpoeaHna PIN-Koga.

® VcnonesoeaTe PUK-kog
P:a:z:ﬁnomﬂpoe:a'rl:. PIMN-koO ¢ mnomoweo PUK-koga

O Zanpoc-oTBeT

PucyHok 32 - Macmep pa3z6nokuposarusi PIN-koda nodnucu. Beibop cnocoba pazbnokuposarus "3anpoc-omeem”

3. Haxmurte kHonky "Janee". bynet otobpaxeHo 0kHO MacTepa pasbnokuposaHus PIN-koaa noanucu ¢ aBTo-
MaTUYeCKM CreHepupoBaHHbLIM 3HaYeHWeM B nose "3anpoc” (CM. pucyHok 33). [epepavite 3T0 3HaYeHUe aa-
MWHUCTpaTOpy 6e30nacHOCTM NtobbIM YA0BHbLIM CnocoboMm, Hanpumep, no e-mail. Joxautecb oTeeTa. B npo-
Liecce 0XXnaaHUs MOXHO 3aKpbITb OKHO MacTepa pa3bnokupoBaHua PIN-koaa noanucu.
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4. TlonyuuTe OT aAMMHMUCTpaTOpPa 6E30NaCHOCTH 3HaYeHWe 4ns pa3bnokuposanus PIN-koga noanucu u BBegute
ero B none "OTBeT":

MacTep paz6nokupoeaHna PIN-koaa x

PazbnokupoeaHue PIN-Kofa ¢ NOMOLLLID MexXaHW3IMa 3anpoc-oTBeT
MepenaiiTe zanpoc BaweMy agMUHWCTPaTopy besonacHoCc T 1
EBEOWTE NONYHEHHEIR OTBET

3anpoc

| 4£3900202465304D0000 |

OTBET

PucyHok 33 - Macmep pa3zbnokuposarus PIN-koda nodnucu. [lonydeHue 3anpoca u 88oda omsema

5. Haxmurte kHonky "Janee". byaet BbinonHeHo pasbnokuposaHue PIN-koga nognucn. Mudopmaumsa 06 3ToMm
6ypeT oToOpaXkeHa B 3aK/OYUTENBHOM OKHE MacTepa pa3b/0KMpOBaHUS:

MacTep paz6nokupoeaHis PIN-koga x

Pa3zbnokuwpoBaHue PIN-koga
PesynsTaTel pazbnokmposanns PIN-Koaa NpMBE4eHbl B 0THETE

DTYeT:
PasbnokuposaHue PIN-koga

OBbHoBNEeHWe NapameTpoB
+ PasbnokupoBaHue PIN-ko4a beino yenelwHo BeINofHEHD

A

PucyHok 34 - Macmep paz6nokuposarus PIN-koda nodnucu. MHgopmayus o ycnewHom pa3bnokuposaHuu

6. Haxmute KHOMKY "3aBepwunTb”, YTOObI 3aKPbITb OKHO MacTepa pa3b/ioKMpOBaAHMS.
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6. PaboTa B NnporpaMme B pacLUMPEHHOM perunme

B pacwupeHHom pexnMe EamnHoro Knuenta JaCarta goctynHbl cnegyrowme onepaummn ¢ 31eKTPOHHBIMU KTOUYaMM
[N He3ab/10KMPOBAHHbIX MPUNOXEHWIA:

npocMoTp MHq)OpMaLI,VIl/I 06 3N1EKTPOHHOM KNKO4Ye N NPUNOXEHUAX HaA SJTEKTPOHHOM KNKOYE;

NpOBEpKa LLeIOCTHOCTU NPUMOXEHUS (B9 3NeKTPOHHbIX Kntodel ¢ npunoxenunem FOCT ¢ annnetom KpunTo-
TokeH 2 3M);

onepaumm ¢ cepTudmKaTaMu: Co3LaHME 3anpoca Ha CepTMdUKaT U COXpaHeHue ero B Gaia no ykasaHHoOMY
MyTu, MMNOPT cepTUhMKATA B NaMATb INEKTPOHHOTO KJIH0Ya, IKCMOPT cepTUdMKaTa M3 NaMaTH 3NEKTPOHHOTO
K/toYa, NPOCMOTP CepTUdMKaTa, XPaHALLEroCs B NaMATH 3/1EKTPOHHOIO Koua;

onepaunu c 06beKkTaMu B NamsaTh SJIEKTPOHHOIO Ka4a: NMpoCMOTPp CnncKa 06'beKTOB, XPaHALWNUXCA B NaMATHU

3/1IEKTPOHHOrO KNto4a, yaaneHme 06BbEKTOB M3 NaMATH 3NNIEKTPOHHOrIO KoYa.

B daHHOM dokyMeHme onucaHbl onepayuu, Komopsle He mpebyrm asmopu3ayuu Ha 31eKMPOHHOM KIKYe C
npedvssneHuem PIN-koda admuHucmpamopa. Onepayuu, mpebytowue 88oda PIN-ko0a admMuHucmpamopa onucaHsl 8
O0okymeHnme "Edunbili Knuenm JaCarta. Pykogodcmeo adMuHUCmpamopa 0415 onepayuoHHbIX cucmem cemelicmsa Linux”.

6.1

MpocMoTp NHPOPMaLMM O NPUSIOKEHUAX HA 3NEKTPOHHOM K/llo4e

[ng npocMoTpa MHMOPMALMM O NPUNOXKEHMSX HA SNEKTPOHHOM Ktode ¢ nomouwbio EamHoro Knunenra JaCarta He
TpebyeTcs aBTOPU3aLMS HA INIEKTPOHHOM KITHOYe.

» Ina npocMoTpa MHGOPMaL UK O NPUOXKEHUAX HA DNEKTPOHHOM KaKye:

1. 3anyctute EguHbin Knuent JaCarta n nogknoumnte 31eKTPOHHbBIN KoY K pasbemy USB nnm cuutoiBatento

CMapT-KapT KOMMbiOTepa.

2. WHdopmaumsi 06 aneKTpoHHOM Kitoye ByneT oTobpaxeHa B OCHOBHOM OKHE HEMEAJIEHHO, BbIMOJHEHWUS A0-
NONHUTENbHbIX AENCTBUI He TpebyeTcs. ECnm noaKkn4YeHO HECKONbKO 3NEKTPOHHBIM KtoYen, To Bbibepute
3HAYOK HYXXHOTO K/toya B 0bnactu cnesa.

3. HaxmuTte kHonky "TlepekniounTbCs B pacluMpeHHbIt pexuM”. bynet otobpaxeHo 0CHOBHOe OKHO EanHoro
KnuenTa JaCarta B pacluMpeHHOM pexume:

EAWHbINA KnneHT JaCarta

MepeknYnTeCA B
CTaHALAPTHEIA pexuM

EanHbin KnueHT JaCarta

AnagguH

lvanov

J WHopMauns o ToKeHe | PKI | FO-:IT|

WHdpopMaLKMA 0 cHUTHIBaTE e
HazsaHwe

WNHdropMauna o TokeHe
HassaHwne

HoMmep Mogenu

CepWHEIA HoMep

MoNKHEIA CEpPUAHLIA HoMED

0bwas NamaTe

CeobogHas namaTe

NaTa npomssodcTEa
WNHcpopmauna o npunoxeHun PKI
AnnneT

ma

CeobogHan namaATe

PIM-Ko

OnwHa PIN-koga

Makc. KonM4ecTEO NOMNeITOK BEoOa PIMN-Ko...

OcTanock NonelITok BEoAE PIN-KoLOa
AnuHa PIN-Ko4a agMUHACTpaTopa
MaKe. KoNWHecTBO NoMeITOK BEOAE
PIN-Kogoa agMuHWCTpaTopa
OcTanock NonelIToK BEOAE
PIN-kofoa agMUHWUCTpaTopa

Crnocob ayTeHTudgnKkaumm

Cnocob ayTeHTudinkayum
agMUHWCTpaTopa

MNogaepska buomeTpun

WNHcpopMauna o npunoxeHun MOCT
AnnnaT

JSC Device [SCR Interface] 00 00

JaCarta-2 PK|rOCT
JC207-12 F27 v3.0
136BFA4F
4E3900202465304D
20 KbailT

23 KbanT (29%)
14-02-2022

Laser
vanov
24050 BalT
YeTaHoBneH
[4..10]

10

10

[4..10]

5

5
PIMN-ko g
PIN-kOA,
HeT

KnunTnTnked 2 30N

>

PucyHok 35 - MIHgopmayus o npunoxeHusx Ha 31eKmpoOHHOM K/K4e 8 pacliuUpeHHOM pexume
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[ng BbIOPaHHOrO KNOYA B PaCLUIMPEHHOM peEXMME N0 YMOMYaHMI0 oTobpaxaeTcs Bknaaka "MHbopmaums o
TOKeHe", B KOTOPOM COAepXUTCS MHDOPMALMS O cuMTbiBaTene, MHPopmaumns 06 3sneKTPOHHOM KHYe U UH-
dhopMaLMa 0 KaXKAOM MPUIOXKEHUM HA SNEKTPOHHOM Kikoue.

[ins KaXxporo NpunoXeHus, yCTaHOBNEHHOTO B NaMATU 3N1EKTPOHHOIO K/4a, 0TOBpaXaeTcs cnefyowas uH-
dopmMaums:

— "Annnet" - Ha3BaHwue annneTa, KOTOpbI peanusyeT QYHKLUMOHANbHOCTb AAHHOMO NPUTOXEHMS.
—  "MMg" — Ha3BaHWe 31eKTPOHHOIO KAYa.

— "IOnnHa PIN-kopa" - konnuyectso cnmeonoB PIN-koaa nonb3oBaTens NpuaoXeHus.

—  "PIN-kop" - ctatyc PIN-koga nonb3oBatens NpuIoXeHUS: YCTAHOBNIEH/HE YCTAHOBNEH.

—  "Makc. konnyectso nonbitok PIN-koaa" — MakcMManbHO AOMNYCTUMOE YMUCI0 HEBEPHbIX NocCieaoBaTeNb-
HbIX nonbiTok BBoAa PIN-koga nonb3oBatens.

—  "Ocranocb nonbiTok BBoAa PIN-koga" — konnuecTBo HeBepHbiX NonbiTok BBoAa PIN-koaa nonb3osartens
[0 6I0KMPOBKM BO3MOXHOCTM MCNonb3oBaHMs PIN-koaa nonb3oBartens.

— "IOnuHa PIN-kopa agMuHuUcTpaTopa” — annHa PIN-kona agMuMHUCTpaTopa BbIBpAHHOMO NPUIOXEHMS
(tonbko ans npunoxenunin PKI, STORAGE).

— "Makc. nonbiTok BBoaa PIN-koaa agpMUMHUCTpaTOpa” — MakCMManbHO AOMYCTMMOE YMUCI0 HEBEPHbIX NO-
cnepoBaTenbHbIX NONbITOK BBoAa PIN-kona anMuHucTpatopa (Tonbko ang npunoxenuii PKI, PRO,
STORAGE).

—  "Octanocb nonbiTok BBoAa PIN-koga agMuHMCTpaTopa” — KOAMYECTBO HEBEPHbIX NOMNbITOK BBoaa PIN-
KoZla nonb3oBaTens A0 6J10KMPOBKM BO3MOXHOCTU MCNoNb30BaHNUa PIN-koaa aaMUHUCTpATOpa (TONbKO
ans npunoxenun PKI, PRO, STORAGE).

—  "Cnocob ayTeHTUdUKAUMM" — YCTAHOBMEHHbIN CNOCOD ayTeHTUdMKaLuKM Nonb3oBaTens.

—  "Cnocob ayTeHTUdPHKaLMKM aAMUHUCTPATOPA" — YCTAHOBJIEHHbIN CNOCO6 ayTEHTUPUKALMKM ALMUHUCTPA-
Topa.

— "PIN-kom noanucu” — ctatyc PIN-koga noanucu npunoXeHus: yCTaHOBMEH/HE YCTaHOBNEH

—  "Makc. konnyectso nonbiTok BBoAa PIN-koaa noanucn” — MakcrManbHO AONYCTUMOE YMUCNO HEBEPHbIX
nocnenoBaTtenbHbiX NonbiTok BBoga PIN-koaa noanucu.

— "Octanocb nonbiTok BBoAa PIN-koma nognucu” - konnyecTBo HeBEPHbIX MonbiToK BBoAa PIN-koaa noa-
nMcKn 10 610KMPOBKM BO3MOXHOCTH Mcnonb3oBaHust PIN-koga nognucu.

—  "PUK-koa" - npusHak Hannuus yctaHosneHHoro PUK-koaa (tonbko ans npunoxexusa FOCT ¢ annnetom
KpunTtoTtokeH 2 30M).

— "Makc. nonbiTok BBoaa PUK-koa" — MakcMManbHO AOMYCTUMOE KOIMYECTBO HEBEPHbIX MOCNeA0BaTENb-
HbIx nonbiTok BBoAa PUK-kopa (tonbko ang npunoxenus FTOCT c annnetom KpuntotokeH 2 3I).

—  "Ocranocb nonbiTok BBoAa PUK-kopa" - konmMyecTBo ocTaBlumMxcs nonbitok BBoga PUK-koaa.
— "Bepcus TokeHa" — HOMep BepCMM 3eKTPOHHOTO KYa (Tonbko ansg npunoxenus MOCT).

—  "Bepcusa npunoxeHus" — HOMep BepCcuu yCTaHoBeHHoro annneTta KpmuntotokeH 2 3[1 (Tonbko ans npu-
noxenusa FOCT c annnetom KpuntoTokeH 2 IM).

—  "KonunyectBo kntoyeBbIX Nap” — KOAMYECTBO K/OYEBbIX MAp, XPAHSAWMXCSA HA TOKEHE Ha TeKYLW M MO-
MeHT (Tonbko ang npunoxenus FOCT c annnetoM KpuntotokeH 2 3IM).

—  "KonuuyectBo CEKPETHbIX K/Yen" — KOIMYECTBO CEKPETHbIX KNHYen, XPaHILWUXCA HA TOKEHE Ha TeKy-
KA MOMeHT (Tonbko ang npunoxenus NOCT ¢ annnetoM KpuntotokeH 2 ).

—  "Konu4yecTtBo OTKpbITbIX KNHOYENH" — KOIMYECTBO OTKPbITbIX KKOUYEN, XPAHALWLMXCA HA TOKEHE Ha TEeKYLLUI
MOMeHT (Tonbko ans npunoxenus NOCT ¢ annnetom KpuntotokeH 2 3M1).

—  "PexuM npenbsiBNeHMs KN4Ya agMUHUCTPATOPA" — YCTAHOB/EHHbIN PEXMM NPeabaBAEHMS KNYa afMu-
HMCTpaTopa (Tonbko ans npunoxenus FOCT)
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— "KonnuectBo pa3bnokMpoBOK" — KONMYECTBO YCMELWHO BbIMOAHEHHbIX pa3bnokuposaHuii PIN-koaa
nonb3oBatens (tonoko ang npunoxenns FOCT c annnetom KpuntotokeH 2 3M1)

6.2 Onepauun c cepTudUKaTamMu B NPUNOHKEHUN 3NEKTPOHHOMO KoYa

[ns BbINONHEHUS onepau,mﬁ C CepTMqJMKaTaMVI, XPaHAWMMUNCA B NAMATU INEKTPOHHOIO KKo4a TPE6YETCFI aBTOpMK-
3auma Ha 3NEKTPOHHOM KJo4ve C NpeabaBieHUEM PIN-kopa nonb3oBarensi.

6.2.1 Co3gaHue 33anpoca Ha cepTUdUKaT

P Ona cospaHua 3anpoca Ha cepTuduKar:

1. 3anyctute EguHbin KnueHt JaCarta n nogkntoumnte 3NeKTPOHHbIN KoY K pasbemy USB nnn cuntbiBatento
CMapT-KapT KoMnbtoTepa. Ecnm noakntoyeHo HeCKOoMbKO 3N1eKTPOHHbIX KtoYeW, TO BbibepuTe 3HaYOK HY)KHOMO
Kntoya B obnacTtu cnesa.

2. HaxmuTte KHoMKy "TlepekniounTbCs B pacluMpeHHbIn pexxuM”. byaet otobpaxeHo 0CHOBHOe OkHO EaunHoro
KnuenTa JaCarta B paclwumpeHHOM pexnme. Boibepute BKNagKy ¢ HAUMEHOBAHMEM MPUNOXKEHUS, AN KOTO-
poro Heo6xoAMMO €03[4aTh 3anpoc Ha cepTudmKaT (B 4aHHOM npumepe BbibpaHo npunoxexue PKI) n
HaxxMmTe KHonKy "Beectn PIN-kon". B nosiBuBwemMcs okHe "ABTopusaums” Beegute PIN-kon npunoxenums:

EAuHbIA KnueHT JaCarta - 0O x

EauHbin KnueHTt JaCarta Ana‘\,ﬂanu)

Ivanov

| Hp opMaLKA o TokeHe | PKI | |'OCT|

Onepauyun c NpUNoXeHNeM

YeTaHoBnTh PIN-  [asps —
E=gros “a =
nons3oBaTena
CmeHnTe PIN-ko g HMameHWTE
agMUHMCTpaTopa ¢ DOpMaTMPOBaTL [c=yykayecTro PIN-
: Kona
Knw4n u cepTupmkaTh: % O
AyTeHTUMKaLKMA X

BEeecTw PIN-kog None3ocBaTensA

|esccccssee | &5

acTpolKW

Crounap A pex oo
o )TMEHa
) CTAHAAP THEIR PEXUM AepHUMOro

EeecTw PIN-kog k

PucyHok 36 - Asmopu3sayus ¢ nomowsto PIN-ko0a none308amensi Ha 31eKMpoHHOM KAwue 8 npunoxeHuu PKI

3. Haxmwute kHonky "Co3paHue 3anpoca Ha cepTUdUKaT", CTaBLUYI0 AOCTYMHONM Nocne aBTopm3aLmu, 4Tobbl npu-
CTYNWTb K BbIMOMHEHMIO onepaumun. Ha akpaHe NOABUTCSA CTapTOBOE OKHO MacTepa CO34aHus 3anpoca Ha cep-
TMdUKaT. 3anoaHMTE NONS Clefyowmm 06pasom (CM. pucyHok 37):

— B none "Ima" BBeAMTE HAMMEHOBaHWUA co3aaBaemoro ceptudukara. MNone asngeTca 0b6g3aTenbHbIM 415
3aMno/HEHNS;

— B pacKpbIiBawOWeMcs cnmcke "Tun knoyeBon napbl” Boibepute anroput™ wndposaHusa "RSA" (3agaH no
yMmonuanwuio) nnbo "EC";
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B pacKpbiBaroLweMcs cnucke "Pasmep kntoya” Bblbepute pasmep OTKPbITOro Kat4a. 1o yMonyaHuio Bbl-
6paHo 3HauveHune "1024".

EAWHLIA KnueHT JaCarta

EavHbin KnueHt JaCarta

AnagauH h

Ivanov

| MH(opMaLna o TokeHe | PKI | |'O-:ZT|

Onepauml C NnpunoxeHueM

YcTaHoeuTh PIN-  [seps Co3faHue
Legyron :a 3anpoca Ha
NofL30BaTENd cepTuduKaT

M

MacrTep cozgadnna 3anpoca Ha cepTugukaT

Janpoc Ha cepTudmKaT

YHEMWTE MMA ¥ NADEMETDE KIKSEB0M NE3PE ONA CO303HNA
3anpoca Ha cepTudukaT

Wma

| User

Knwyesan napa
Twn KNHHEE0A Naps RSA v

Paamep knw4a 1024 v

8

PucyHok 37 - Macmep co3daHus 3anpoca Ha cepmuguxkam. Beod umeHu u napamempos Kaw4esoli napel

4. Haxmwute kHonky "danee". byaeT OTKpbLITO C/ieAyolee OKHO MacTepa CO34aHMS 3anpoca Ha cepTudumKaT ans
BBOJAA NapaMeTpOB COXpaHeHUs dainia co3aHus 3anpoca Ha cepTudukaT (M. pucyHok 38). 3anonHuTe nons
cnepyowum obpasoM:

AO "Anapaunn P.O." 1995—-2024r.

B none "MimMa danna” ykaxure nyTb cOXxpaHeHus danna 3anpoca Ha ceptudumkart. [Ing 3Toro Haxmurte
KHonky "O630p" 1 BbibepuTe Hy)KHY0 nanky. Mo yMon4aHuio 3anpoc Ha cepTUdUKaT ByaeT COXpaHEH B
davine c UMeHeM, COBNAAAOLWEM C UMeHeM cepTUdmKaTa, KOTopoe 6bl10 BeAeHO B NpeaplaylleM OKHE U

¢ pacwupenuem "pl0”. MNone aBnsetca 06g3aTenbHbIM 4719 3aAN0NHEHUS;

B none "BbibepuTe dopmart 3anpoca” BoibepuTe dopMmart daina 3anpoca Ha ceptudumkat: "Oaiinbl X.509

B kogupoeke DER" nubo "®arinbl X.509 Base-64";

PyKOBOD,CTBO nonb3oBaTend ana onepaunmoHHbIX CUCTEM cemelicTea Linux
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— ycTaHoBuTe oTMeTKy "KonupoBatb B bydep 06MeHa", eCiv HYXKHO CKOMMPOBATb 3anNpocC Ha CepTUHUKAT B
6ydep obMeHa. 3anpoc KonupyeTcs B OLHY CTPOKY 6e3 Teros.

MacTep cozpjaHuA 3anpoca Ha cepTudgmkaT x

3anpoc Ha cepTudmkaT
YKarKUTe MMA anna u napameTpel coxpaHeHns gaina ons
CO3[aHWA 3aNpoca Ha cepTUdKUKaT

Mms chaitna

|fhomefadmintesthser.p10| |

BuibepuTe dopmaT daina 3anpoca:

(O @aiinu %.509 B Kognpoeke DER

@ ®alinel X.509 B koonpoeke Base-64

[ onuposaTe & bydep obmenHa

PucyHok 38 - Macmep co3daHus 3anpoca Ha cepmugukam. Beod napamempog ¢atina 3anpoca Ha cepmugukam

5. Haxmute kHoMKy "[Lanee”. byget oTKpbITO Cneayowee OKHO MacTepa Co34aHuMs 3anpoca Ha cepTMdumkarT ana
BbIGOpa ONuMiA MCMONb30BaHUA ANS CO34aHMS 3anpoca Ha cepTudumKaT (CM. pucyHoK 39). YcTaHoBUTE OTMETKY
B HY>XXHbIX MONSX:

—  JNneKTpPOHHas NoAnuchb (BbIGPAHO MO YMONYAHUIO);
— HeoTtkasyemocTb (BbIGpaHO MO yMOMYaHUIO);

— LUudposaHue knoueit (BbIGpPAHO NO YMONYAHUIO);
— lUudposaHue gaHHbIX (BbIGPAHO MO YMONYAHUIO);
— CornacoBaHue KoYen;

— ToanucbiBaHWe cepTUdUKATa C MOMOLLbI K/IHOYa;
— [oanucbiBaHWe cnucka OT3bIBa CEPTUDUKATOB;

— Tonbko wudposaHue;

— Tonbko pacwudpoBaHue.

MacTep cozpaHuA 3anpoca Ha cepTudmrkar x

3anpoc Ha cepTudgmkrart
YKaMMUTE ONUMN NENob30BaHUA 0/1A CO34aHWNA 3anpoca Ha
cepTUMKaT

cnone3soBaHWe KawYa

SNeK TpoHHaA Nognnce

HeoTkasyemocTk

LWndpoBaHe KnoHei

LndpoeaHe QaHHbX

CornacoBaHue Knw4ei

MoANUCcEIBaHWE CEpTURMKETE © MOMOLLBH KIHHa
MoAMNMCEIBAHWE CMCKa 0T3bIBa CEpTURHMKaTOB

TONBKO WNPOBaHWE

OO0000RRERE

ToneKo paclumdposaHue

Danee = k OTmeHa

PucyHok 39 - Macmep co3daHus 3anpoca Ha cepmuguxkam. Onyuu Ucnosb308aHUSs KIH04Ya
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6. Haxmute KHoMKy "[anee". bynet oTKpbITO Cnefytollee OKHO MacTepa CO34aHuMs 3anpoca Ha ceptuduKaT ans

YKa3aHus ONUMI NpefHa3HavyeHus ANig Co34aHUS 3anpoca Ha ceptudukar (cm. pucyHok 40). YcraHoBuTe oT-
MeTKY B HY>HbIX NONAX:

— [lpoBepka NOAMHHOCTM KNMeHTa (BbIBPaHO MO YyMONYaHMI0);
—  3aWMuleHHas aNeKTPOHHas noyTa (BbIGpaHo No yMONYaHMIO);
— [lpoBepka NnoaaMHHOCTM cepBepa;

— T[lopnucb Kopa;

— [JloBepeHHoe BpeMs.

MacTep cozjaHWA 3anpoca Ha cepTUdMKaT x

3anpoc Ha cepTudukaT

VKEKUTe 0NuUK NpegHasHaqyeHnsa 018 co30aHUA 3anpoca Ha
cepTUhuKaT

HpE,D,HESHE‘-IEHME

MpoBepka NoANVMHHOCTIA KAIMEHTa

ZalVLLEHHAA 3NeK TPOHHARA NoYTa
MpoBepka NoANUHHOCTI CEPBEpE

MoAnuch Koaa

OOO0ORE

[oBepeHHoe BpemsA

PucyHok 40 -Macmep co30aHus 3anpoca Ha cepmucpukam. Onyuu npedHasHa4eHus

7. Haxmurte kHonky "[anee". byaet oTKpbITO Cneaylolee OKHO MacTepa CO34aHUS 3anpoca Ha cepTUdUKaT ans
NpOCMOTpa BCEX BBEAEHHbIX NapaMeTpoB CO34aBaEMOro 3anpoca Ha ceptudumkart. Ang usmeHeHus napamet-
pOB HaXXMUTe KHOMKY "Ha3ap", BepHUTECH K HY)KHOMY OKHY M OTpefaKTUpYyMTe napaMeTpbl:

MacTep cozfaHnA 3anpoca Ha cepTudmrKaT X

3anpoc Ha cepTudmKaT
3anpoc Ha cepTudgukaT byaoeT cosaaH B COOTEETCTEUM €O
cnegyrowmnmM:

OT4eT!

HazsaHwne 3Ha4veHune =
0bwme I
MIMA NpunoMeHns JaCarta Laser
MmsA cepTudukaTa User
MmA haiina jhomefadmintest/User.pl0
TN KAK4a RSA
Pasmep knwo4a 1024
Mcnonb3oBaHUue KJo4a v

PucyHok 41 -Macmep co30aHus 3anpoca Ha cepmugukam. [Tapamempsl 3anpoca Ha cepmugukam
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8. Haxmurte kHonky "[anee". byaeTt BbINOAHATLCS CO34aHME 3anpoca Ha cepTudukat. Xon BbINOSHEHUS onepa-
LMK 1 ee pe3ynbTaT byaeTt oTobpaxeH B 3aK/I0YMTENIBHOM OKHE MacTepa CO34aHMs 3anpoca Ha cepTudukar.
Maiin 3anpoca Ha cepTudmMKaT ByaeT COXpaHeH Mo YKa3aHHOMY MyTu:

MacTep cozgaHwnA 3anpoca Ha cepTudmKaT X

3anpoc Ha cepTUgMKaT
3anpoc Ha cepTUgUKAT YenelwHo co3aaH

OTyeT:

Zanpoc Ha cepTudukaT User ¢ coxpaHeHuem B dainn fhome/
admintest/User.pl0

vaangoc Ha ceEngmaT YCHelho cosaaH
\/COXEBHBHO B Qalﬁn

PucyHok 42 -Macmep co30aHus 3anpoca Ha cepmugukam. Pe3ynsmam co30aHus 3anpoca Ha cepmugukam

9. HaxmuTe KHOMKY "3aBepwmnTb” ANS BbIXOAA M3 MacTepa CO34aHMs 3anpoca Ha cepTudmKar.

6.2.2 WMnopT ceptTndurKaTa

CepTudukart, ycTaHaBNIMBAEMbIN HA SNEKTPOHHOM KHOYe, UMEET CPOK AencTBuS. 3a 14 gHel A0 OKOHYaHUS CpoKa
fencTeug ceptudukata nonb3oBaTenb NONYYUT YyBeAOMIEHUE 06 UCTEUYEHUM CPOKA AeilcTBUS cepTudumkata. UH-
dhopMauMoHHbIe coobLeHns ByayT NPUXOAUTb KaXAblA AeHb 10 OKOHYAHUS CpOKa AeiCTBUS cepTudumkara, noka
OH He OyAeT 3aMeHeH.
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P Ona umnopra cepTudukara:

1. ABTOpU3YNTECH B MPUNOXKEHMMU ITIEKTPOHHOTO K/HOYa, B KOTOPOE HE0H6X0AMMO MMMOPTUPOBATL CEPTUDUKAT.

Haxxmute kHONKy E WU BbI3OBUTE KOHTEKCTHOE MeHto B nosie "Kntoum u ceptudukaTbl "u BoibepuTe Ko-
mMaHay "Mmnopt cepTudumkaTa”:

EawvHBIA KnueHT JaCarta - O x

EanHbin KnueHt JaCarta Anatg,qnu)

Ivanov

| WHhopMaLma o TokeHe | PKI | I'OCT|

Onepaunn C Npuno¥xeHneM

YeTaHoBUTE PIN- [ Co3naHue

Eemykog ’ 3anpoca Ha
nonL30BaTENA cepTUdMKaT
CMEHWNTE PIM- Kog MNamMeHnTL
D SAMWHWCTPaTOpa DOpMATUPOBATE (== gyrayecTsO PIN-
Kona

Knio4n n cepTudmkaTh: ™ |O

* o {8f19866c-0f56-4cf0-82be-3cdedObaeesd2}

ﬁ BEIKprTbII:ﬂ KN4

p OTKPEITEIA K4 1024 BuTt

HacTpoikn ObHEBUTL

) MEepekNYNTLER B
CTAHLAPTHBIA PEKUM

PucyHok 43 - KHonku nepexo0a K umMnopmy 0aHHbIX

2. bBypert oTKpbITO CTAapTOBOE OKHO MacTepa uMnopTa ceptudukaTa (CM. pucyHok 44). 3anonHuTe nNons cnepyto-
WM 0bpazoM:

— B none "TlyTb K pariny MMOOPTUPYEMbIX AaHHbIX" YKaXuUTe NyTb K UMNOPTMPYEMOMY cepTudukary. ns
3TOro HaXkmute kHonky "O630p” M B NOSBMBLUEMCSI OKHE MPOBOAHMKA BbibepuTe dain ceptudukaTa;
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— B none "MIMNOpTUPOBaTb B KOHTEMHEP" yCTaHOBUTE OTMETKY, YTOObI BPYYHYIO 3aA4aTb UMS KOHTENHepa, B
KOTOPpbIM ByaeT MMNopTMpoBaH ceptudumkar. B none "MMsa KoHTeliHepa" BBeAWTE HAa3BaHME KOHTelHepa.
Ecnu otMeTka He ycTaHOBNEHA, TO MMS KOHTEMHepa byaeT creHepMpoBaHO aBTOMATUYECKM.

MacTep MMnopTa cepTudmrKaTa b

MNMnopT cepTUdpMKaTa
ViamuTe uMA halina, cofepxallero cepTUGUKET, U UMA KOHTelHepa
(ecnu 3To Heobxoowmo), B KoTopblil BygeT UMNop TUPOBaH cepTUduKaT

MyThb K ainy uMNopTUpYyeMbX OaHHbIX

|,fmntfhgfs,fsharedfsert.cer |

®aiin B kogupoeke DER wnn Basef4d cofepsuT o04nH cepTudrkaT no
cTaHOapTy X.509. @ain uMeeT pacluMpeHune cer, .crt, pem

®ainn obmeHa nrHHON MHpopMaunend B hopmaTe PFX MoMeT cogepHaTk
HECKOMBKO CEPTUHWKATOR M 38KPLITEIA KoY. Dain MMeeT pacllipeHne
.pfx, p12, ona umnopTa TpebyeTcA BBOA Napona.

3a0aTe UMA KOHTelRHepa

MIMA KOHT eiHepa

|test| |

PucyHok 44 - Macmep umnopma cepmugukama. [Tyms Kk umnopmupyemsiM 0GHHbIM

3. Haxmwute kHonky "Oanee". byget oTobpakeHO OKHO BBEAEHHbIX HACTPOEK MMnopTa. 19 nsMeHeHuMs napa-
METPOB HaXXMUTe KHOMKY "Ha3aa", BEpHUTECH K HY)XHOMY OKHY M OTPefaKTMpyMITe napaMeTpsbl:

MacTep MMnopTa cepTudmrKaTa b

MNMnopT cepTUdpMKaTa
MMnopT cepTudukaTa byaeT BLHINOAHEH B COOTBETCBUM €

HacTpoAKamu:
OT4yeT:!
HaseaHwWe 3HaYeHWe
MMa npunoxeHns PKI
MyTe K dainy Jmnt/hgfs/shared/sert.cer
MNaponts 3afaH HeT
VIMA KoHTeliHepa test

OTmeHa

Lanee =

L

PucyHok 45 - Macmep umnopma cepmuguxkama. CoobujeHue 06 ycnewHoM umnopme cepmugukama
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4. Haxmute kHonky "[danee". byneT BbINOAHATLCA MMNOPT 0O6BLEKTOB. X0 M pe3ynbTaT BbINOJIHEHWS Onepaumu
6ynyT oTo6pakeHbl B 3aBEpPLUAKOLLEM OKHE MacTepa uMnopTa ceptudukara:

MacTep umnopTta ceptudmnkaTa x

NMnopT cepTudmKaTa
MMAopT cepTUdHUKaTa YCrewHo BeINoIHEH

OT4eT!:

MMnopT cepTudukaTa ws daina mnt/hgfs/shared/sert.cer
~IMNOpT CepTM(MNKETE YENeWHo BINoAHEH

3aBepWNTE k‘

PucyHok 46 - Macmep umnopma cepmuguxama. CoobujeHue 06 ycnewHom umnopme cepmugukama

5. HaxmuTte KHoNKy "3aBepumnTh” Ans 3aBeplueHns paboTbl MacTepa MMNopTa cepTUdUKaTa U 3aKPbITUS OKHA.
MMnopTMpoBaHHble 06bekTbl ByayT oTo6paxeHbl B none "Kntoun u ceptnudmkatobl”:

EAWHBIA KnueHT JaCarta N

EanHbin KnueHTt JaCarta Ana‘\.ﬁ,ﬁnn)

Ivanov

| WHhopMaLma o TokeHe | PKI | |'OCT|

Onepaumu C npunoxeHueM

YcTaHoeu T PIN-  [es CosgaHve
Eeghron ’ 3anpoca Ha
NoNb30BETENA cepTudKrkaT
CMEHWUTE PIM- Kog M3amMeHWTh
% BOMWHUCTPaTOpa DOPMaTUPOBETE quem—go PIN-
Koga
Knwoun U cepTUhUKaTH: & O

=
v o {8f19866c-0fS6-4cf0-82be-3cd4edObaeed2}
d@ 3EKPBITHIA KoY

p OTKPEITEIA K4 1024 BuTt

CTPORKN

MepekNoYNTLCRA B
CTaHAAPTHEIA PEXUM

PucyHok 47 - OmobpaxeHue uMnopmupo8aHHix 006beKmos
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6.2.3  IKCMopT cepTndMKaTa

P Ona skcnopTa cepTudukaTa:

1. ABTOpU3YyWTECH B MPUSIOXEHUMU 3NEKTPOHHOIO KJHOYa, M3 KOTOPOro He06X0AMMO 3KCNOPTUPOBATL CepTUdU-
Kat. B none "Kntoun n ceptudmkatbl” BbIGEpUTE 3KCMOPTUPYEMBIM 0OBEKT M HAXKMUTE KHOMKY D WM QKTUBU-
pyviTe KOMaHay "JKcrnopT B Gann” KOHTEKCTHOTO MeHHK 0bbekTa:

EAWHBIA KnueHT JaCarta - 0O x=
EqnHbin KnueHT JaCarta Anafmnu)
Ivanov
|HH$opmauMﬂo TOKeHelpKlerCT|
Onepaunn c NpuaoXeHUeM
YcTaHoeuTh PIN- [ CoapaHne
Kon I_E; G 3anpoca Ha
Nofb30BaTENA cepTUdhnKaT
MeHMTbPHJKo N3MeEHNTE
:Q) 24MVHVCTRaTORa DopMaTUPOBaTEL Ew
Kofda
Ko 4u u cepTupMKaTH: & [ I K}

MpocmoTp cepTudrKaTa
* == {Bf19866c-0f56-4cf0-82be-3cdedObaced2}| ¥ YunopT cepTudmkaTa
ﬁ) BaKpblTbllﬁ K4

p OTKprTbII:'I KN4

YoanuTe

OBHOBUTL

CTROMKK

) MNepeknouuTLCA B
CTaHLAPTHEIR PEXUM

PucyHok 48 - EouHeili KnueHm JaCarta. KHonku nepexoda k 3kcnopmy 0aHHbIX

2. bynet oTKpbITO CTapTOBOE OKHO MacTepa 3KcnopTa ceptudukaTta (CM. pucyHok 49). 3anonHuTe nons cnenyto-
WMM 0bpazomMm:
— B none "MNyTb kK panny ans skcnoprta” yKaxurte nyTb Ana 3kcnopta danna. [Ang 3Toro HaxXMmTE KHOMKY
"0630p" 1 B NOSIBUBLIEMCS OKHE NPOBOAHUKA BbiGEPUTE HYXKHYIO NarKy;
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— BblbepuTe TN 3kcnopTupyemoro daina - "Maiin B popmarte DER" unu "®aiin B popmate Baseb4".

MacTep aKcnopTa cepTudmMKaTa X

3kcnopT cepTuchukaTa
YKa¥uTe UMA haiina AnA skcnopTa W ero dhopMaT

MyTk K dainy ona skenopTa

|fmntfhgfsfsharedftest| |

dalin ona skcnopTa MMeeT pacluMpeHne .Cer U CoOepMnT
cepTuguUKaT B hopmaTe PEM no cTaHgapTy X.509,

Tun thaina gnA skcnopTa

(® ®aiin B popmaTe DER
() oaiin B hopmaTe Basess

PucyHok 49 - Macmep 3kcnopma cepmucgpukama. Bsod napamempos 3xkcnopmupyemoeo ¢aiina

3.  Haxmurte kHonky "[Janee". byaeT oTKpbITO Cegyrolwee OKHO MacTepa 3KcnopTa ceptudukarta ang npocmMoTpa
BCEX BBELEHHbIX NapaMeTpoB. 19 usMeHeHMs napamMeTpoB HaXXMUTe KHOMKy "Hasaa", BEpHUTECH K HYXXHOMY
OKHY W OTpeaakTUpyiTe napaMeTpsbl:

MacTep akcnopTa cepTudmUKaTa X

IkcnopT cepTuchukaTa
SkcnopT cepTudukaTa bygeT BLINONHEH B COOTBETCTEUN C
HacTpoRKamK:

OTveT:

HaszeaHwe SHa4veHWe

ImA nprunoxeHna JaCarta Laser

maA cepTudmnkaTa
dain ona skcnopTta  /mnt/hgfs/shared test.cer

®opmaT daina DER

PucyHok 50 - Macmep 3kcnopma cepmucgukama. Pe3ynsmam 3kcnopma
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4. Haxmute kHonky "danee”. byaeT BbINOMHATLCA 3KCMOPT BbiOpaHHOrO 06bekTa. Xoa 1 pe3ynbTaT BbIMOJIHEHUS
onepauuu 6yayT oTobpaxKeHbl B 3aBepLIaoLLEM OKHE MacTepa 3KCnopTa cepTudukaTta:

MacTep 3KcnopTa cepTUdMKaTa x

3kcnopT cepTuchukaTa
SKCMopT cepTUPHUKATS YCNeWwHo BINONHEH

OT4eT:

IKcNopT cepTudmkaTa " " g dain fmnt/hgfs/shared/
test.cer
+ BKCMOPT CepTUGUKATS YCNEWHO BLINOAHEH

PucyHok 51 - Macmep 3kcnopma cepmucgpukama. Pesynsmam 3kcnopma

JKCNopTMpyeMbli harn HaxoaMTCs B Nanke, yKasaHHOM Ha wware 3:
B shared - MeHeaxep daiinoe - O x

®aiin  Bwa CeTe Cepeuc HacTpoilka  Cnpaeka

b b G Mankwn D Bug v D:l @
Agpec KomneoTep » @aiinoean cuctema > mnt > hgfs » shared
b s mnt
e hagfs
v shared l @
E| test.cer

test.cer (1.94 KE) Q O o

PucyHok 52 - MecmoHaxoxdeHue s3kcnopmupyemozo ¢aiina

5. HaxmuTte KHOMKy "3aBepLlimnTb” B 3aK/IIOUMTENBHOM OKHE MacTepa 3KcrnopTta ceptudumkarta (CM. pucyHok 51)
L1181 €ro 3aKpbITus.

AO "AnapamH P.AO." 1995—-2024r. PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux Crp. 48 /55



Eaounbit Knuent JaCarta

6.2.4  TpocMoTp cepTndmrKaTa

P Ona npocmoTpa cepTudukaTa:

1. ABTOpU3YIATECH B MPUNOXKEHUWN INEKTPOHHOIO KNHOYa, B KOTOPOM HeobX0AMMO NpoCcMOTpeTb cepTudmKaTt. B
none "Knwoum u ceptudukatbl” Bbibepute CepTUOUKAT U HIKMUTE KHOMKY ‘#’ WM QKTUBUPYITE KOMAHAY
"TlpocMOTp cepTUdUKaTa” B KOHTEKCTHOM MEHI0 BbIBpaHHOro cepTudmKaTa:

EawvHbli KnueHT JaCarta - 0 =
EauHbin KnueHT JaCarta m@mmq

Ivanov

| WHpopMaLms o TokeHe | PKI | rocT |

Onepaulpm C NpyunoXeHuweM

YCTEHOBNTE PIN Co3naHue
Eegyron . 3anpoca Ha
nonb30BaTENR cepTudukaT

CMeHnTE PIN- Kog HNameHuTe
% DOPMATUPOBATE [egyKadecTao PIN-

aOMUHWCTPSTOoPa
Kona

Kn4n n cepTupmKaTh: E B oo

~ i {8f19866¢-0f56-4cf0-82be-3c4ed0baced2} | 4 mnopT cepTudukaTa
ﬁ 2EKPBITHIA KO
&2 oTkpbITHIR Ko

SKenopT & daitn

¥YoanuTe

OBHOBUTE

nEpEKJ‘IK\'—{MTbCﬂ B
LD cTaHAapTHBIA pexum

PucyHok 53 - KHonku nepexoda k npocMompy cepmucgukama

2. ByneT OTKpbITO OKHO, COAEPXKALLEE CBEAEHNS O BbIGpaHHOM cepTUdmKaTe:

# MpocmoTpLKK cepTUdUKaTOB - 0O x

MognVHHOCTL:
MposepeH: Aladdin Private Root(3.15)
WcTekaeT:

~* MogpobHocTh

Wmsa nonyuatens
DC (OBnacTe UMEH): ru
DC (OBnacTe UMEH): aladdin
OU (MoapasgeneHne):
OU (MoapasaeneHne):
CN (Obwiee uma):
EMAIL (Aapec 3n. nouTbl):

Wmsa sbigarowiero

DC (O6nactb UMEH): ru

DC (O6nacTb UMEH): aladdin

CN (OBuwiee nma): Aladdin Private Root(3.15)
BblfaHHbIA cepTudmkaT

Bepcna: 3

CepwiAHBIA HoMep: 63 00 B8 158 DA 28 @3 BY RS FF 61 @5
Una nafarrmsaranais nes 2NN N1 12

3aKpbiTbh

PucyHok 54 - OkHo npocMompa cepmugukama

3. [lns BbIXx0oAa M3 OKHAa NPOCMOTPA HAKMUTE KHOMKY "3aKpbITb".

AO "AnapauH P.O." 1995-2024 . PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux Crp. 49 /55



Eaounbit Knuent JaCarta

6.3 Onepaumm C 06beKTamMu B NpUIOHEeHNN 3NEeKTPOHHOIro KAko4a

[lns BbINONHEHMS onepauuii ¢ 06beKTaMK, XpaHALWMMUCSA B NaMATU INEKTPOHHOIO KNkoYa TpebyeTcs aBTopusaums
Ha 371eKTPOHHOM Kitove ¢ npeabsasneHnemM PIN-kopa nonb3osarens.

Onepauuu c obvekmamu 8 namamu 2/IEKMPOHHbIX Kkoyel peKOMedeemc,q B8bIN0JIHAMb N0 YKA3AHUO

adMuHUCMpamopa.

B paHHOM pa3pene onepaumm ¢ 06bEKTAMM ONUCaHbI HA NpuMepe cepTUdMKaTOB B NnpunoxeHunn PKI.
6.3.1 [pOCMOTP CMNCKa OB BHEKTOB

P Onsa npocMoTpa cnucka 06bLEKTOB:

1. 3anyctute EguHbin KnueHT JaCarta n nogkntoumnte 3NeKTPOHHbIN KoY K pasbemy USB nnn cumntoiBatento
CMapT-KapT KoMnbtoTepa. Ecnu noakitoyeHo HeCKOIbKO 3NeKTPOHHbIX Ko4ei, TO BbibepuTe 3Ha4Y0K HYXXHOro
Kntoya B obnactu cnesa.

2. Haxmute KHOMKY "TepekntounTbCs B paClUMPEHHDbIN pexuM” v BbibepuTe BKNAAKY C HAMMEHOBAHUEM HYX-
Horo npunoxeHwus. B none "Kntoum n ceptudumkatsl” 6yaet otobpaxkeH cnncok obLwenocTynHbIX 06beKTOoB,
XPaHSALLMXCA B MAMSATU 31EKTPOHHOIO KNtoYa (CM. pucyHok 55). Haxmute kHonky "Beectn PIN-koa', B NosBMB-
wemca okHe "ABTopusauma” Beegute PIN-koa nonb3oBaTens 41 BbIGPaHHOrO NPUSIOXEHUS:

EpmHbIi KnueHT JaCarta - 0O x

EavHbi Knuent JaCarta Anafngun)

Ivanov

| MHhopMauna o TokeHe | PKI | |'OCT|

onepaunn ¢ NpUNoXeHneM

YcTaHoBWTh PIN- [ —
E@roa “h 2
NoJb30BaTENd
CMmeHWTE PIN-KO ’
[ ++g)] DopMaTUPOBaTh
AyTeHTUDUKaALWA

BeecTw PIN-k0O None30BaTenA

scecseesl | &b -

acTponKK

R TR EE B cnucke oToBpaxaloTcA ToAekkKo obwegocTyNHeE obbekTr. [
) CTaHAEPTHBIA peXum npocMoTPa Brex Dﬁ'bE'F.(]‘:DB WK penaKk THPOBAH WA COAERXHUMOro BeecTw PIN-ko 4 k‘
‘ HeobxoauMo BBecTH PIN-KO4 NONL30BATENA.

PucyHok 55 - Cnucok obwedocmynHsix 06bekmog 8 NamMsmu 31eKmMpoHHO20 Koya
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3. Tocne ycnewHown aBTopum3aumm 6yaeT AOCTYNeEH A8 NPOCMOTPA NOJIHbIA CMUCOK 0OBEKTOB, @ TaKXKe NosSBATCS

KHOMKW oNna ynpaBneHuA 06beKkTaMu:

EavHbIA KnueHT JaCarta

EanHbin KnneHdt JaCarta Anafgauﬂ)

Ivanov

| VH(opMaLWa 0 TOKEHe | PKI | |'OCT|

Onepaumn C NMPpUNOXeHNeM

YcTaHoBWTh PIN- [+

CozpaHve
Kog ’ 3anpoca Ha
noAbL30BaTENA cepTUduKaT
CMeHUTE PIN- Kog M3MmeHnTE
03 BAMWHWCTPaTORa DOPMATVPOBATE [FighkauecTso PIN-
Koaa
K4 u cepTudmraTh: M O

~ b {Bf19866c-0f56-4cf0-82be-3c4edObaeed 2}
6@ ‘3aKprTbIIF1 KAHY

p OTHKPEITEIA KoY 1024 buT

ACTPOMKK

MepeknlYnThCA B
) CTAHAEPTHBIR pEXUM

PucyHok 56 - [NonHeili cnucok 06veKkmos 8 namsimu 371eKMpoHHO20 K/K4a
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6.3.2 YpaneHue 06bexkToB

P Ona ypanenus obbekTa:

1. ABTOpU3yiITECH B NPWUIOXEHUM INEKTPOHHOIO KH04a, M3 KOTOPOro HeobxoamMmo yaanuTtb ob6bekT. B none
"Kntoum n ceptudumkatol” Bbibepute yaanseMblii 06beKT U HAXMUTE KHOMKY m WU aKTUBUPYITE KOMaHAY
"YOanuTb" KOHTEKCTHOrO MeHH0 06bekTa:

EavHBIA KnueHT JaCarta

EqunHbin KnueHTt JaCarta Ana‘\.ﬁ.ﬂnn)

Ilvanov

| WHpopMaLma o TokeHe | PKI | |'OCT|

Onepauuu ¢ NpUAOXEHNEM
YcTaHoeuTh PIN-  [e= CosgaHue
KO ’ 3anpoca Ha
NoNE30BATENR cepTudurkaT

CMeHWUTE PIM- Kog M3ameHWTL
% POPMATMROBATE (== ygyKatecTso PIN-

SOMUHWCTRaTORS
Kofa

Knw4n n cepTudmkaTa: ®$ & B O

MpocMoTp cepTUPUKETS
~ i {8f19866¢-0f56-4cf0-82be-3cded0baced2} | % pmnopT cepTuduxaTa

é@ 3aKPEITHIA K04 IKCNopT B hain

p OTKprTbII:'I KN4

OBHoBWTE

HacTpoikn

MNe BYUTLLA B
CTaH4ap THEIA PEXUM

PucyHok 57 - KHonku yoaneHus 0GHHbIX

2. by#ert oTKpbITO OKHO ANS NOATBEPXKAEHUA YAANEHUS:

YpaneHue o61LeKToE

Bbl 4eRCTEMTENEHO XOTUTE YAaNMTE BelOeNEeHHEIE

obbekTh?
on [ o

PucyHok 58 - OkHo "YdaneHue 06vekmog”

3. Haxmure kHonky "[a" nng noaTeBepxaeHus. BolbpaHHbI 06bekT ByaeT yaaneH U3 naMsTu 31eKTPOHHOro
KJtoYa.
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MpunormeHne A. O603HaYeHUA 3MTEKTPOHHDBIX KNto4en

0603HauyeHue OnucaHue

I., MicroUSB-TokeH

H USB-TokeH JaCarta B kopnyce nano

HID USB-TokeH JaCarta B kopnyce nano ¢ KHOMKOW
E.: USB-TokeH JaCarta B kopnyce mini

HI USB-TokeH JaCarta B kopnyce XL

- CMmapT-KapTa

_ DNeKTPOHHBIN Koy B popM-dpakTope Secure MicroSD
-] USB-TokeH B MeTaiMyeckoM Kopnyce
.-] Type C-TOKeH B MeTan/M4yeckom Koprnyce

Hn Tun 31eKTPOHHOrO K/lto4a He onpenenéH

DNEeKTPOHHbINM KoY HAXOAMUTCA Ha CTaauu onpeaeneHus
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7. ROHTAKTbI

7.1  Oduc (obyme Bonpochl)

Appec: 129226, MockBa, yn. [lokykuHa, 4. 16, ctp. 1, 7 31ax, komnaumsa "Anagami P.I."
TenedoH: +7 (495) 223-00-01 (cekpeTtapb)

E-mail: aladdin@aladdin.ru (o6wuit)

Web: https://www.aladdin.ru

Bpems pabotbi: exxegHeBHo ¢ 10:00 go 19:00, kpoMe BbIXOAHbIX M NPa3AHUYHbBIX SHEWN.
7.2 TexnopaepHka

KoHTakTbI Cﬂy)K6bI TexnoanepXku:

TenedoH: +7 (499) 702-39-68
Web: www.aladdin.ru/support/
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HopoTKo 0 KoMnaHun

KomnaHus "Anapaut P.1." ocHoBaHa B anpene 1995 rona v sensetcs JIueHsuun

poCCHACKMM pa3paboTunMkoMm (BeHAOPOM) CPeacTB 3aluTbl MHGopMa-

. — Komnanusi umeet Bce Heobxoaumble nuueHsnn OCTIK Poccum,
®CB Poccuum ans npoeKkTMpoBaHUs, NPOM3BOACTBA M NOALEPXKKM

KoMnaHus sBnseTcs npusHaHHbIM 3KCMEPTOM U IMAEPOM POCCUIACKOTO C3U u CK3M.

pblHKa CPeACTB ABYX(AKTOPHOM ayTeHTUdUKALMM NONb30BaTENEN, — CucTeMa MeHeoKMEHTA KayecTBa NpoAyKLMM B KOMNAHUM C

3N1EKTPOHHOM MOANMUCH 1 33LNTbI AAHHbIX. 2012 r. cootBetcTByeT ctaHaapty OCT ISO 9001-2011 u umeet

cooTBeTCTBYOWME CE pTUdUKaTI.
OcHOBHble HanpasneHua

— O6ecneyeHne 6e30nacHOro focTyna K MHGOPMaLMOHHBIM pe-
cypcam npeanpuatus, Be6-nopTtanam 1 obnayHbIM cepBucam
(cTporas aByx- v TpéxdakTopHas ayTeHTUdMKaLMA).

— 3nekTpoHHas noanuchb (30 ¢ HensBnEKAEMbIM 33KPbITbIM KO-
YoM, hopMupyemas B 3alwMLWEHHOM yune), PKI.

— 3almTa NepcoHanbHbiX AaHHbIX, AAHHbIX HA AMCKAX KOMMblOTe-
poB, cepBepoB, 6a3 AaHHbIX.

— Bce ocHoBHble NPOAYKTbI UMEIOT HE06X0AMMble CepTUdMKATbI
OCT3K, OCB.

Nnuensnmn ®CTIK Poccmmn N2 0037 1 N2 0054 ot 18.02.03, N2 3442 o1 10.11.2017
Nnuensnn ®Cb Poccmum N2 12632 H o1 20.12.12, N2 37161 no 11.03.2027
CuctemMa MeHeXMeHTa Ka4yecTBa KOMMNaHUKU COOTBETCTBYET TpeboBaHusaM ctaHaapta FOCT P MCO
9001-2015 (ISO 9001:2015)
AnagavH
© AO "Anaggmn P.L.", 1995—2024. Bce npaBa 3aLMLLeHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin.ru  Web: www.aladdin.ru
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