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O OOKyMeHTe

Ha3Ha4vyeHne foKyMeHTa

B HacTosileM AoKyMeHTe NnpuBeaeHbl CBEAEHMS MO MCMONb30BAHUIO FPYNNOBbIX NOAUTUK U NOPAAOK AENCTBUIA Ha
KOMMbloTEpE, ABNSIOWMMCS KOHTPOEPOM AOMEHA, NPU BbINOMHEHUN ONEpPaLMA YCTAHOBKM, YaANEHUS,
o6HoBneHus MO "EanHbiin KnueHT JaCarta” Ha KNMEHTCKME KOMMbHOTEPbI C UCMOMb30BAHMEM TPYMNMOBbIX MOMUTHK.

Ha Koro opuveHTMpoBaH AaHHbIV AOKYMEHT

[laHHas MHCTPYKLMS NpeAHa3HavyeHa Ans NepcoHana, OCyLecTBASIOLLErO YCTAaHOBKY, IKCMIYaTaLMI0 U HACTPOWKY
nporpamMmHoro obecnevexms "Egunbin Knunent JaCarta”.

OpraHusaumnAa 4OKyMeHTa

[oKyMEHT pa3buT Ha HECKO/bKO Pa3AenoB:

B pazgene 2 "OCHOBHbIe NMOHATUA" OMMCLIBAKOTCS 0OLWME MPUHUMIMBI UCMONb30BaHUMM METOLA FPYNNOBOM
NONUTUKK;

B pazgene 3 "Mopsagok yCTaHOBKM NPOrpaMMebl Yepes rpynnoBble NOAUTUKU" NPUBELEHA MHCTPYKLMS NO
ycranoske M0 "Eaunbii Knuent JaCarta” Ha KIMEHTCKME KOMMbIOTEPbI C UCMOSIb30BAaHUEM FPYNMOBbIX NOAUTUK, A
Takxe cnocob BkntoueHus nornposanmsa Windows Installer Ha KNMEHTCKMX KOMMbIOTEpPaX;

B pazgene 4 "Tlopsaaok yaaneHus nporpamMmmbl Yepes rpynnoBble NOJUTUKKU" NPUBEAEHA MHCTPYKLMS MO
yoanenuto MO "EguHbint KnneHT JaCarta” ¢ KNMEHTCKMX KOMMbIOTEPOB C UCMONb30BAHMEM TPYNMOBbIX NONUTHK;

B pa3gene 5 "Topsaok 06HOBNEHMS NMPOrpaMMbl Yepes rpynnoBble NOAUTUKKM" NpUBEAEHa UHCTPYKLMS MO
o6HoBneHwuto MO "EamnHbii KnuenT JaCarta” ¢ KIMEHTCKMX KOMMbIOTEPOB C MCMOb30BAHUEM TPYMNOBbIX MOAUTHK;

B pazgene 6 "Mopsaok yCTaHOBKM M 0OHOBAEHMS MPOrPaMMBbl Yepes rpynroBblie NOAUTUKU C MOMOLLbIO
cmd-darina” onmcaH cnocob yctaHoBkM M 06HoBNeHMs MO "EanHbii KnueHT JaCarta” Ha KNMEHTCKMX
KOMMNbOTEPAX C UCMOb30BAaHUEM FPYNMOBbIX NOAUTUK Yepe3 cmd-daiin;

B pazgene 7 "Mopsanok U3MeHeHUs NporpamMMmbl Yepes rpynnoBble NOAUTUKU C MOMOLLbI aAMUHUCTPATUBHbIX
WabnoHOB" ONMCcaH Cnocob YCTAaHOBKMU U M3MEHEHUS pa3niMyHbix napameTpoB MO "EamHbiii KnueHT JaCarta” Ha
KJIMEHTCKMX KOMMbIOTEPAX C UCMOJIb30BAHWEM IPYMMOBLIX NOAUTUK B OMepaunoHHom cucteme Windows.

PekoMeHaaunm NG NCNONb30BAHWNIC AOKYMEHTA

ﬂ.OKyMeHT peKkoMeHAYeTCa MCNO0Ib30BaTb B Ka4eCTBE MHCTPYKUMKU NMPU BbINOJTHEHUU onepau,m?i YCTaHOBKM,
yaoaneHua, 06HoBneHus MO EauHbIM KNnWMeHT Ha KNueHTCKume KOMMNbOTEPDLI C NCNOJIb30BaHMEM IPpynnoBbIX
NOJTIUTUK.

ﬂ,OKYMEHT pPEKOMEHAOBAH KakK Asaa nocnegoBaTtesibHOro, Tak 1 ons BbI6OpOLIHOFO n3yvyeHua.

CornaweHua no odopMneHuio

B naHHOM floKyMeHTe Ans NpeacTaBNeHUs CCbINOK, TEPMUHOB MU HAMMEHOBAHMI, NPUMEPOB KOAa NporpamMmm
UCMOJb3YIOTCS pasfiMyHble WpUPTbl U cpencTBa opopMmieHns. OCHOBHbIE TUMbl HAYepTaHWI TeKCTa NPUBELEHDI B
Tabnuue 1.

Tabnuya 1 — 3nemeHmsl 0gpopMaeHUS

Ctrl+X Ncnonb3yeTcs A9 BblAENEHNS COYETAHUM KNaBULL
file.exe Mcnonb3yeTcs Ang BblaeneHns uMeH $Gannos, KaTanoros, TEKCTOB NPOrpaMm
TepMuH Mcnonb3yeTca ans BblAeNeHUS NEPBOro U NOCAEAYHLWMX BXOXKAEHUN

onpenesnsieMoro B 4OKYMEHTe TEPMUHA B TEKCTE AOKYMEHTA

AO "Anapaun P.O." 1995-2024 . MHCTpYKLMS NO YCTaHOBKeE, yAaneHuo, 06HOBNEHMIO Yepes rpynnoBble NOAUTUKK Crp.3/56
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[Mnepccbinka

I BaxHo

|/|CI'IO}'Ib3yETC$I ANA BblAENEHNA BHELWHNX CCbITOK

Mcnonb3yeTca ans BblaeneHns MHGopMaLmm, Ha KOTOpYIO ciepyeTt obpatutb
BHUMaHue

Ccbinka, NnpMMeyaHue, 3aMeTka
Coset
3arpyska (agpec ang 3arpysku 10, fokyMeHTa)

Bonpoc

1.6 0b603HayYeHnA N CoKpaLleHnA

GPO
MSI
ocC
no

1.7 KnoueBbie cnoBa

Tabnuya 2 — O603Ha4yeHUs U COKpaweHus

(Group Policy Object) O6bekT rpynnoBoi NOAUTUKM
(Microsoft Installer) YcraHoBwmk Maikpocodt
OnepaunoHHas cucTeMa

MNporpammHoe obecneyeHune

[pynnoBble NOMUTUKMU, OBBEKT FPYNNOBOM NOAUTUKM, YCTAHOBOUHbIW (aiin, NorMpoBaHue.

AO "AnapanH P.0." 1995—-2024r.

|/|HCprKLI,M9I no YCTaHOBKE, yAaNneHuto, 06HOBNEHUIO yepes rpynnoBble NONUTUKU
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1.8 ABTOpCKME NpaBa, TOBAPHbIE 3HaKWN, OrPaHNYEeHNA

[aHHbIV LOKYMEHT, BKOYas Noabop M pacnonoxeHne MANOCTPaLIMiA U
MaTepuanos B HEM, ABNSETC 06bLEKTOM aBTOPCKMX NPaB U OXPaHseTcs B
COOTBETCTBMM C 3aKOHOAATenbCTBOM Poccuiickoit Penepaunn. Obnapgatenem
MCKNIOYMTENBHBIX aBTOPCKMX M UMYLLLECTBEHHbIX NpaB senseTcs AO "AnagavH
P.O.".

Mcnonb3oBaHue 3TMX MaTepuanos NtobbiM cnocobom 6e3 NMMCbMEHHOro
paspelueHus npaBoobnasaTens 3anpeLLeHo U MOXET NoBeYb OTBETCTBEHHOCTb,
npefycMOTpeHHyH0 3akoHoaaTenbctBoM P®. Mpu nepeneyatke U MCNOMb30BAHWUM
[aHHbIX MaTepuanos nMbo nboi ux vactu ccolnkn Ha AO "Anapaun P.AO."
obs3aTenbHsbl.

BnapenbueM 3aperncTpMpoBaHHbIX TOBApHbIX 3HaKoB "AnanauH”, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "Kpunto B[l", norotunos 1 npasoo6nagatenem
UCKIIOUUTENBHBIX MPaB Ha UX AW3aiiH U UCMONb30BaHKUE, MATEHTOB Ha
cooTBeTCTBYloWMe npoaykTbl aBnsetcs AO "AnaaaunH P.A.".

HasBaHwWs Npounx TEXHONOMMIA, NPOAYKTOB, KOMMNAHWMI, YyOMUHAKOLWMECS B LAHHOM
[LOKYMEHTE, MOTYT SIBNATbCS TOBAPHbIMMU 3HAaKaMK CBOMX 3aKOHHbIX BNALENbLEB.

OI'paHM‘-IEHME OTBETCTBEHHOCTU

MHudopmaums, npuBeag&HHas B JaHHOM JOKYMEHTe, NpefHa3HaueHa
MCK/IOUUTENBHO A1 03HAaKOM/EHUS U He aBNSeTcs ucuepnbiatoweit. Coctas
NPOAYKTOB, KOMMOHEHT, X QYHKLMM, XapaKTepPUCTUKKU, BEPCHUM, AOCTYMHOCTb M Np.
MoryT 6biTb M3MeHeHbl AO "AnapanH P.L." 6e3 npenBapuTenbHOro yBeaoMAeHUS.
AO "AnapaunH P.LL." He rapaHTUpYyeT HU OTCYTCTBUS OWMBOK B LAHHOM AOKYMEHTE,
HW TOTO, YTO ONMcaHHOe nporpaMmHoe obecneyenue (M0) He conepuT aedekToB,
6yneT paboTaTb B NPOM3BO/ILHO BbIGPaHHbBIX YCNOBMUAX M NPK 3TOM Y0BNETBOPSATL
BCEM TPe6OBAHMAM, KOTOPbIE MOTYT BbITb K HEMY NpeabsBNeHbI.

AO "AnapaunH P.L." He rapaHTUpyeT paboToCcnocobHOCTb HeneranbHo NoAy4YeHHOro
nporpaMmHoro obecneyenus. HeneranbHoe MCNonb3oBaHWe NPOrpaMMHOI0O
obecneyeHns U JOKYMEHTALMW Ha HEro npecneayeTcs no 3akoHy.

AO "AnapanH P.0." 1995—-2024r.

MHCprKLIMﬂ no YCTaHOBKE, yAaNneHuto, 06HOBNEHUIO yepes rpynnoBble NONUTUKU

Bce ykasaHHble AaHHble O XapaKTepuCTUKax NpoayKTOB OCHOBaHbI Ha
MeXAYHapOAHbIX UMM POCCUIACKMX CTaHAAPTaX U pe3ynbTaTax TeCTUPOBAHMS,
NOyYeHHbIX B HE3aBUCMMbIX TECTOBbIX UM CEPTUPUKALMOHHBIX NabopaTopusx,
NMb0o Ha NPUHATLIX B KOMNaHUMKM MeToamnkax. B maHHoM nokymeHTe AO "AnaanvH
P.[." He NnpeaoCTaBASET HUKAKUX HU SBHbIX, HU NOAPA3yMEeBAEMbIX rapaHTUiA.

AO "AnapauH P.0." HE HECET OTBETCTBEHHOCTM (KAK B CUTY JOTOBOPA,
TPAXXOAHCKOIO NMPABOHAPYLLEHWS, BK/TIOYAA XATATHOCTb, TAK 1 B
JIOBOV MHOW ®OPME) MEPEL BAMU W JIIOBOM TPETBEX CTOPOHOM 3A
JIOBbIE MOTEPU U YBbITKM (BK/TIOYASA KOCBEHHbBIE, ®AKTUYECKUE U
NMOBOYHBIE YBbITKM), BK/THOYAS BE3 OTPAHUYEHWI NKOBbIE MOTEPU MU
YBbITKM NPUBbINIbHOCTU BU3HECA, MOTEPKO AOXOOHOCTM MK
PEMYTALIMW, YTPAYEHHYIO MM UCKAXEHHYIO MHOOPMALIMIO MU
NOKYMEHTALIMIO BCNEACTBME UCMONb30BAHMA MPOTPAMMHOIO
OBECMEYEHUA /WX TIOBOTO KOMMNOHEHTA OMMCAHHOTO MPOAYKTA,
OAXE EC/IN AO "Anapamu P.A." BbIIO MMCbMEHHO YBEAOMJIEHO O
BO3MOXHOCTM MOAOBHbIX YBbITKOB.

FocypapcTBeHHOE perynupoBaHMe U SKCMOPTHbIA KOHTPONb

OnucbiBaeMbIi B AAHHOM AOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET ABASTLCS
1M conepxaTb B cebe cpeacTBo KpMnTorpaduyeckoi 3aluTbl MHGOpMaLmMm
(CK3MW), saBnstoweecs npeAMETOM 3KCNOPTHOTO KOHTPONS.

Bbl cornalaeTech ¢ TeM, YTO NPOAYKT He 6yAeT NOCTaBAATLCS, NepeAaBaTbCa Un
3KCMOPTUPOBATLCS B KaKyl0-1MBO CTpaHy, a Takxe UCMo/b30BaTbCs KaKUM-TM60
NpOTUBOPEYALLMM 3aKOHY 06pa3OM.

Bbl rapaHTupyeTe, yto byaeTe cob0AaTb HaKNaAbIBAEMbIE HA SKCMOPT U
pe3KCnopT NpoAyKTa OrpaHUYeHus.

CBeneHus, NpMBeAEHHbIE B JAHHOM IOKYMEHTe, aKTyaslbHbl Ha AaTy ero
nyéamkaumu.

Crp.5/56
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1.9 JIMUeH3nOoHHOoEe cornaweHmne

MoxanyicTa, BHMMaTeNbHO NpoYMTaiiTe AaHHOE MLIEH3MOHHOE CornalleHne
npexae, YeM UCronb30BaTb COAEPXKMMOE LAHHOTO KOMMEKTa U/Unu npexae, Yem
3arpyxaTb UM YCTaHaBAMBATb NpOrpaMMHoe obecneyeHwe.

Bce ykasaHus no ucnosb3oBaHUID NPOrpaMMHoro obecneyeHus,
npepocTasnsemblie AO "Anapant P.O." (Mnv niobbiM ero foYepHUM npeanpusTmem
- KaXaoe U3 HUX YNOMUHAEeMoe Kak "KoMnaHus"), noaunHsoTcs u 6yayt
NOLYMHATLCS YCNIOBUSAM, OFOBOPEHHBIM B JAHHOM COMNALLIEHUW. 3arpyxas AaHHOe
nporpamMMHoe obecneyeHue (Kak onpeAeneHo Aanee no TekcTy) u/munm
yCTaHaBNMBas AaHHOe nporpaMMHoe obecneyeHne Ha Baw komnbloTep u/vnm
UCrnonb3ys AaHHOe NporpaMMHoe obecneyeHne MHbIM crnocobom, Bbl npuHumaete
[aHHOE COrnalleHue 1 CornallaeTech C ero YCIoBUSMM.

Ecnu Bbl He cornacHbl € AaHHbIM COMNALLEHUEM, He 3arpyxaiTe u/unu He
yCTaHaBNMBaMTe faHHOE NporpaMMHoe obecneyeHne 1 He3aMeaaUTeNbHO (He
nosgHee 7 (ceMu) fiHel C AaTbl 03HAKOMIEHWS C HACTOSAILLMM TEKCTOM) BEpHUTE
3T10T npoaykT B AO "Anagauu P.L.", ynanute aaHHoe nporpaMMHoe obecneyeHne u
BCE ero 4acTi CO CBOEro KOMMbIOTEPA U He UCMONb3YITe ero HUKOUM 0bpasom.

Hacroswee nuueH3nMoHHoe cornawenue (aanee "Cornawenue”) aensertcs
[I0rOBOPOM, 3aK/I04EHHbIM Mexay Bamu (PU3MUYeCKMM MK pUaMYECKUM ULLOM)
— KOHeyYHbIM nonb3oBaTeneM (aanee 'Monb3osatens”) — u AO "Anagand P.O."
(manee "KomnaHua") OTHOCUTENLHO NEpeaayn HEMCKNIOUMTENBHOTO NpaBa Ha
MCNONb30BaHME HACTOALLEr0 MPOrpaMMHOro obecneyeHns, ABNKIOLWErocs
MHTENNEeKTyaNbHOM CO6CTBEHHOCTbIO KoMnaHuu.

MpaBa U co6CTBEHHOCTD

OAHHOE COMALLEHME HE ABNSAETCA COTNTALLEHMEM O MPOOAXE.
MporpamMmHoe obecneyeHne, BKOUas BCe nepepaboTku, UCMpaBReHns,
MoauduKaLMK, AONONHEHUS, 0DHOBNEHWS U/WNN YCOBEPLIEHCTBOBAHUS K HEMY
(manee no BceMy TekcTy 1 ntoboi ero yactu onpeaensemoe kak lNporpaMmHoe
obecneyeHne unm M0O), 1 CBA3aHHAA C HUM AOKYMEHTaUuMs npenHasHavaetcs HE
ON4 NMPOOAXW v sBnseTca M 0CTaéTCs UCKNIOUYUTENbHOM COBCTBEHHOCTbIO
KoMnanuu.

Bce npaBa Ha MHTeNneKTyanbHylo CO6CTBEHHOCTb (BKNtOYas, 6€3 orpaHUYeHu,
aBTOPCKME NpaBa, KOMMepYecKyto TaliHy, TOBapHble 3HaKW, U T.4.),
NOATBEPXKAEHHBIE UMW BKNIOYEHHbIE B
NpUNOXeHHble/B3aMMOCBA3aHHbIE/UMeElOLLME OTHOLEHME K AAHHOMY PYKOBOACTBY,
[aHHble, coaepalumecs B HEM, a Takke Bce npasa Ha 0 aenswoTcs u byayTt
SABNATbCS COBCTBEHHOCTbIO UCKOUMTENBHO KOMMaHuu.

[laHHoe cornaweHue He nepefaét Bam npasa Ha MporpamMmHoe obecneyenue, a
JLWLb NPEeAOCTaBNSET OrPaHUYEHHOE MPABO HA UCMOMb30BaHUE, KOTOPOe
NOANEXUT OTMEHE COMMACHO YCN0BUAM AaHHoro Cornatenus. HUUTo B faHHOM
CornaieHuu He NOATBEPXAAET OTKa3s KOMNaHWUM OT NpaB Ha MHTENNEKTYaNnbHYI0
CO6CTBEHHOCTb MO KakoMy Bbl TO HY GbIN0 3aKOHOAATENBCTBY.

Nnuensusa

KoMnaHus HacToswmM npenoctasnseT Bam, a Bbl nonyyaete uHamsuayanbHoe,
HEeWUCKIKYUTENbHOE M 0T3bIBAEMOE OrpaHMYEHHOE NPaBO Ha UCMONb30BaHWE
nAanHoro MO Tonbko B GopMe UCNONHAEMOro KoAa, Kak OMUCaHO B NPUIaraeMom K
MO TexHU4eCcKo/3KcnnyaTaLuMOHHON AOKYMEHTALMUM, U TONbKO B COOTBETCTBMM C
ycnosuamu faHHoro CornaweHus:

Bbl MOxXeTe ycTaHoBKTb 10 1 MCMOAB30BaTb €ro Ha KOMIMbloTepax,
pacnonoXeHHbIX B npeaenax Bawero npeanpusatus, Kak onucaHo B
COOTBETCTBYHOLLEN TEXHUYECKOM/3KCNAYaTaLUMOHHON AoKyMeHTauum MO v B
HACTOSILLEM COTMALIEHUN.

Bbl MoxeTe fo6aBuTb/NMpucoeanHnTb MNporpaMMHoe obecneveHune K nporpaMmam
NS MOBUNbHBIX YCTPOWCTB C €AUHCTBEHHOW LieNbio, ONUCAHHOW B AAHHOM
CornaweHuu. NMpuHUMas ycnoBus HACTOALLEro cornaweHus, Bol cornawaerecs:

- He UCMONb30BaTh, HE MOAUMULMPOBATb U HE BbIAABATL CYBAMLIEH3UM HA fAHHOE
MporpamMmHoe o6ecnevenue u ntoboe apyroe MO Komnauuu, 3a UCKOUEHUEM
SBHbIX pa3pelleHnii B aaHHoM CornaiweHuu;

- He MOAMOULMPOBATb, HE AEMOHTUPOBATb, HE LEKOMMUAUPOBATb, He
PEKOHCTPYMPOBATb, HE BULOWU3IMEHSATb U HE PaCIMpsATb AaHHOe [porpaMMHoe
obecrneyeHne 1 He MbITaTbCsl PACKPbITh (MONYYMUTb) UCXOLHbIE KOAI AAHHOTO
MporpamMMHoro obecneyeHus;

- He NoMeLaThb faHHoe porpaMMHoe obecneyeHne Ha CepBep C BO3MOXHOCTbIO
[0CTYNa K HEMY TPETbUX NINLL Yepe3 OTKPbITYH CETb;

- He UCMONb30BaTb Kakue Bbl TO HK BbIIO PE3EPBHbIE UM APXMBHbBIE KOMUM
[naHHoro lNporpaMmHoro obecneyerns (Mnun No3BonsTb KOMy-nnbo ewwé
MCMONb30BaTh TakMe KOMUK) C Nto6OM MHOM LLENbIO, KPOME 3aMeHbl ero
OPUTMHANBHOTO 3K3EMMJIAPA B C/Ty4aE €ro paspyLleHns UK Hanuuus LedekToB.

Tpe6oBaHus K UCNO/Ib30BaHMIO
AO "AnapanH P.0." 1995—-2024r.

MHCprKLIMﬂ no YCTaHOBKE, yAaNneHuto, 06HOBNEHUIO yepes rpynnoBble NONUTUKU

MporpamMMHoe obecneyeHne LOMKHO UCMOb30BATLCS U 0BCIYKMBATLCSA CTPOTO B
COOTBETCTBUM C OMUCAHUAMMU U UHCTPYKLMAMKU KoMnaHuu, NpuBeAEHHbIMU B
[AHHOM U ApYyrvX fOKyMeHTax KoMnaHuu, B TOM YMcie Ha nopTane OHNaiH
[lOKyMeHTauuu ans paspabortumkos Komnauuu (http://developer.aladdin-rd.ru/).

Ucnonb3osaunue MO

Monb3oBaTtensb Brpase:

- BOoCnpou3eoauTb MO nyTéM 3anmcy ero B NaMsTh 3NEKTPOHHO-BbIYUCAUTENbHBIX
MawmH Monb3oBaTens, orpaHUYEHHOE NPABOM WHCTANNALMM, KOMMPOBAHUS U
3anycka nporpamm ans 3BM;

- BcTpamsaThb 10 nto6bIM cnocob6oM B NpoayKThbl U pelweHus Monb3osaTens;

- pacnpocTpaHsaTb M0 no6biM CNOCO6OM UCKNIOUMTENBHO B COCTaBE NPOAYKTOB U
pewenuit Nonb3oBarens.

Mpu ncnonb3oBaHmK 1 pacnpoctpaHenum MO Monb3oBaTens 0653aH
PYKOBO/CTBOBATHCA AECTBYIOWMM 3aKOHOAATeNLCTBOM Poccuiickoi Mepepaumnm u
MeXAyHapOoHbIM 3aKOHOAATENbCTBOM, YUMTbIBAS OFPAHUYEHNSA 1
[0NONHUTENbHbIE TPEOOBaHMS, KOTOPble MOTYT BO3HMKATb B CBA3M C 3KCMOPTOM
WMPpPOBaNbHbIX (KpUATOrpahuyueckmx) CpeacTs ¢ Tepputopun Poccuinckon
@Denepaumnn 1 UMNOPTOM TakKMX CPeACTB B Apyrue CTpaHbl. B uactHocTy,
OrpaHUYeHNs U AONONHUTENbHbIE TPEBOBaHMSA MOTYT BO3HMKATb MpK
pacnpocTtpaHeHum MO yepes MarasmHbl NPUNOXKEHWIA, COAEPXKALLME PA3NUYHbIE
NPUNOXEHNA AN MOOUNbHbBIX YCTPOMCTB.

YcnoBus MCNONb30BaHUSA, U30XKEHHbIE B HACTOALLEM COMNALLIEHUH, ,D,eFICTByIOT B
OTHOLUEHMU BCETO COAEPXKNMOTO MO, B 4aCTHOCTU B OTHOLLEHUMU:

- An3aitHa (rpaduku, pacnonoXeHUs IneMeHTOB 0HOPMIEHUS U T.M.);
- BCEX MHbIX 3NEMEHTOB, B TOM Yuc/e n306paxeHnit, GOHOrpaMMm, TEKCTOB.

MNMonyyaemble MNonb3oBaTenemM HEUCKNOYUTENbHbIE UMYLLECTBEHHbIE NpaBa He
BK/04AIOT NPaBa Ha nepenayvy TPeTbWUM IMLAM Kakux-11Mbo npas Ha BCTpauBaHue,
BOCMpOU3BeAEHNE, pacnpoCTPaHEHUE M UCNONb30BaHWe nporpamm ans 3BM He B
cocTaBe NPOAYKTOB U pelueHuit Monb3osaTtens.

KomnaHus COXpaHAaeT 3a coboii BCe UCKNIOUMTENbHbIE npaBsa Ha MO u Bxoaswme B
HEero KOMMOHEHTbI, BK/1I0YAA npasa Ha nNpeaocTaBneHMe HEUCKIIOUYUTENbHbIX U
NCKNKOYUTENBHBIX NPaB TPETbUM NIULAM.

MNMonb3oBaTenb BNpase OCyLWecTBAATL Mcnonb3osaHue N0 B npeaenax,
npeaycMOTPEHHbIX HacToAWMM CornalleHneM, UCKIIUUTENBHO Ha TEPPUTOPUM
Poccuiickoi Menepauuu.

06cnyxMBaHKe U NOALEPXKKA

KoMnaHus He HecéT 0643aTenbCTB MO NPeAoCTaBAEHUIO NOAAEPXKKH,
obcnyxuBaHus, MoaudUKaLMK UK Bbixoay HoBbIx pennsos MO.

Ol'paHM"IeHHaﬂ rapaHTua

KomnaHus rapaHTupyeT, 4To nporpaMMHoe obecneyeHne C MOMeHTa
npuobpeTeHus ero Bamu B Teuenne 12 (nBeHapuat) mecaues byaet
(}YHKLMOHMPOBATb B MOIHOM COOTBETCTBMU C €r0 TEXHUYECKOM/3KCNAYaTaLMOHHOM
[IOKyMeHTaLmew, npu ycnosuu, 4to MO byaeT Mcnonb3oBaTbCs HA KOMMbIOTEPHOM
annapaTHoM obecneyeHnn 1 C onepaLMoHHON CUCTEMOW, A1 KOTOPOW OHO BbiNo
pa3spaboTaHo.

OTKas oT rapaHTum

KoMnaHus He rapaHTMpyeT, 4To MporpaMMHoe obecneyexue bynet
COOTBETCTBOBATH Balumm xenaHuam u TpeboBaHusM, Unu yuTo ero paboTa byaer
6ecnepeboiiHoit unu 6esowmnboyHoi. B 06bEMe, NpeaycMOTPEHHOM
3aKOHOAATeNbCTBOM P®, KOMMNaHMs OTKPbLITO OTKAa3bIBAETCS OT BCEX FAPaHTUM, He
OroBOPEHHbIX 34€eCh, OT BCEX MHBIX NOAPAa3yMeBaEMbIX rapaHTuii. Hu oauH 13
LMNepoB, ANCTPUBHLIOTOPOB, NPOAABLIOB, areHTOB AW COTPYAHUKOB KOMNAHUN He
YNOHOMOYEH MPOU3BOAUTE MOAUPUKALUM, PACLLIMPEHUS MU AOMONHEHUS K
[AHHOM rapaHTUM.

Ecnu Bbl nponssenu kakne-nmbo moandukaumm MO nnm noboit u3 ero yacteit Bo
BpeMsl rapaHTuiiHoro nepuoaa, MO noABeprnoch NOBPEXAEHMI0, HEOCTOPOXHOMY
1nu HenpaeunbHOMyY obpalleHuto, ecnu Bbl Hapywmnnu no6oe U3 ycnosuit
HacTosero CornatieHus, To rapaHTus, ynoMsiHyTas Bbllle B pasgene 5, 6yaert
HeMeA/IeHHO npeKpaLleHa.

[apaHTus HepeicTBUTENbHA, ecn M0 1Cnonb3yeTcs B COYETAHUM C UHBIM
annapaTHbIM U/UNK NPorpaMMHbIM 0BecneyeHneM, OTIMYHBIM OT ONMUCAHHbIX B
TEXHUYECKOM/IKCMNTYaTaLMOHHOM AOKYMEHTALMM, AW UCMONB3YETCS HA
KOMIbloTepe C /I06bIM YCTAHOBIEHHbBIM HEIMLEH3UOHHBIM NPOrPaMMHbIM
obecneueHnem.
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Orpauuqeuue BO3MeLeHUa

B cnyuyae HapyLweHns rapaHTMK, OroBOpeHHoN Bbilwe, KoMnaHns MoxeT no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHnTb [10, eC/in 3T0 He MPOTUBOPEUUT BbILIEYNOMSAHYTOMY OrpaHUYEHMIO
rapaHTuu;

- BO3MECTUTb CTOMMOCTb, BbiNnaueHHyto Bamu 3a 0.

[apaHTHiiHble TPe60BaHMS JOMKHbI ObITb BbICTaBNEHbI B MMCbMEHHOM BUAE B
TeyeHue rapaHTUIMHOro Nnepmosa, Ho He nosaHee 7 (CeMM) AHeW C MOMEHTa
obHapyxeHus nedekTa, n copepxatb B cebe noaTBepXAeHNS, yA0BNETBOPAOLME
Komnanuto. Bcé MO (Bce ak3emnnspbl, uMetowwmecs y Bac) 4omkHo BbiTb
BO3BpalleHo KomMnaHuu 1 oTnpaBneHo BO3BpaLLatoLLeit CTOPOHOW C ONnaveHHOM
CTOMMOCTbIO NEPeBO3KM U, NPU HEOBXOAMMOCTH, CTPAXoBKK. dk3emnaspsl M0
[LOJKHbI ObITb OTPaBAEHbI C KOMMEWH MNATEXHbIX JOKYMEHTOB WM HaKNaAHbIX.

UckntoueHne KOCBEHHbIX y6bITKOB

CTopoHbl Npu3HatoT, Yto MporpaMMHoe obecneyeHne He MOXET BbITb MONHOCTbIO
NnweHo owmnbok. KoMnauus He HeCET OTBETCTBEHHOCTH (KaK B CMIY AOrOBOPa,
rpaXAaHCKOro NpaBOHapyLIEHWS, BKOYAS XanaTHOCTb, Tak U B 06O MHOM
dopme) nepes Bamu unm nio6oii TpeTbeit CTOPOHOW 3a NioBble NOTEPU UK YObITKM
(BKNHOYAs KOCBEHHble, hakTUYeckue, NoboYHbIE UK NOTEHLMANbHbIE YObITKM),
BKNtoyas, 6e3 orpaHnyeHuit, nobble noTepy unmn yobITkM NpubbINbHOCTH BU3Heca,
noTepro AOXOLHOCTU UM PenyTaLnu, YTPAYeHHYIO MU UCKKEHHYI0 MHGOPMaLMIO
WM AOKYMEHTaLMIO BCI@ACTBUE KAaKOro-Mb0o UCMOob30BaHUS AaHHOMO
nporpaMMHoro obecneyeHuns u/mnu nNoboi KOMMNOHEHTbI JAHHOTO MO, AdXe eCn
KOMMaHMS MUCbMEHHO YBEAOM/IEHA O BO3MOXHOCTM MOAOOHbBIX YObITKOB.

Orpauw-leuue OTBETCTBEHHOCTU

B cnyyae ecnn, HeCMOTPS Ha YCNOBMS AAHHOTO COrNALIEHMS, KOMMNAHUA NPU3HaHa
OTBETCTBEHHOI 3@ YObITKM HAa OCHOBAaHWUM KaknX-nnbo AedeKToB uim
HeCcooTBeTCTBMA NporpaMMHoOro obecneyerns Bawmum oxuaaHnam, nonHas
OTBETCTBEHHOCTb 3@ KaX/blil 3K3eMnsAp AePeKTHOro NporpaMMHoro obecneyeHuns
He ByaeT npesbllwaTb CyMMbl, BbinnayeHHoi Bamm AO "Anapaun P.L." 3a 3To M0O.

MpekpalueHne aeiicTBUA cornalieHna

B cnyuae HeBbinonHeHus Bamu ycnosui ganHoro Cornawenus aencrane Bawei
NnUeH3uKn 1 Hactoswero Cornaiwenns 6yaeT NpekpaLweHo.

Mocne npekpalweHna [elCTBUS AaHHOTO JIMLLEH3MOHHOTO COrNnaLleHus:

- NULLEH3Ms, NpefocTaBneHHas Bam aaHHbIM CornalleHueM, npekpallaer cBoé
nencreue, n Bbl nocne eé npekpalieHns He CMOXeTe NpoAo/KaTh AasbHellwee

AO "AnapanH P.0." 1995—-2024r.

MHCprKLIMﬂ no YCTaHOBKE, yAaNneHuto, 06HOBNEHUIO yepes rpynnoBble NONUTUKU

ncnonb3oBaHue faHHoro MporpaMMHOro obecneyeHns 1 ApYrux NMLEH3UOHHBIX
MpopykToB;

- Bbl He3amMepauTeNnbHO BepHETe B KoMnaHuio Bce ak3emnnspsbl MO u Bce konuu
TaKkoBOro W/unu cotTpéte/ypanute nbyo MHOOPMaLMIO, COAEpXKaLLYOCs B
3NEeKTPOHHOM BUAE.

anMEHMMOE 3aKOHOAaTeNbCTBO

[anHoe CornaweHne AOMKHO BbiTb MCTONKOBAHO U ONpeAeneHo B COOTBETCTBUM C
3aKkoHonaTenbcTBoM Poccuitckoit Meaepaumn (3a MCKNOYEHWMEM KOHDIUKTA
NPUMEHEHUS NPaBOBbIX HOPM), M TONbKO POCCUMCKUIA CYA YNONHOMOYEH
OCYLLECTBNATb NpaBocyave B NtoBbix KOHDAMKTAX U CNOPaXx, BbITEKAIOLWMX U3
naHHoro CornaweHuns. HeBO3MOXHOCTb Ans Nto60oi U3 CTOPOH BOCMONb30BaTLCS
ntoBbbIM M3 NpaB, NpeAoCTaBNEHHbIX el Mo AaHHOMY CornalweHuto, An NpUHSATL
Mepbl NPOTUB APYroi CTOPOHbI B Cly4ae Nto6oro HapyLweHWs CBOMX 0693aTenscTs
no CornalweHunto He JOMKHO PacCMaTPUBATHCS KAk OTKA3 3TOW CTOPOHbI OT
nocneayoLwWwero NOHYXXAeHUS K MPU3HAHUIO CBOMX NPaB UM COBEPLUEHUIO
nocneayoWwnx AENCTBUI B CyYae AanbHEWLLMX HapyLLIEHWHA.

[ocypapcTBEHHOE perynMpoBaHue U 3KCMOPTHbIA KOHTPO/b

Bbl cornawaetech ¢ Tem, yto MO He 6yneT Bamu noctaBnaTbes, nepenaBaTbCs UM
3KCMOPTUPOBATLCS B KaKyl0-MBO CTpaHy, a Takxe UCMo/b30BaTbCs KaKUM-TM60
NPOTMBOPEYALLMM 3aKOHY U YCNOBMAM HACTOSALWEro cornalenuns obpasom. M0
ABNAETCS NPeLMETOM AOMONHUTENbHOMO 3KCNOPTHOMO KOHTPOS, OTHOCSLLErocs K
Bam unu Baweii topucamkumn. Bel rapaHtupyeTe, yto 6yaete cobnonatb
HaknaAblBaeMble OrpaHU4eHuns Ha 3KcnopT u peakcnopt MO.

PasHoe

Hactoswee Cornawenune npeacrasnqaer coboii nonHoe cornaleHue, oTHocsLeecs
K [L@aHHOM IMLEH3UU, U MOXKET BbITb U3MEHEHO TONBKO nocpeacTtsoM NMUCbMEHHOro
COrnaweHus, NoanMcaHHoro obenmm CTOPOHaMu. Ecnu BbinonHeHue kakoro-nm6o
yCnoBua HactToAwero Cornawenus npeancTaBnaeTca HEBO3MOXHbIM, TaKoe yc/ioBue
6y11eT CKOpPPEKTMPOBAHO TONbKO B Npeaenax, obecneynBaloLLMX BO3MOXKHOCTb
BbIMO/HEHMSA OAHHOIO yCNoBuUA.

A MPOYUTAN M NOHAN HACTOALLEE TMLEH3MOHHOE COTNALLEHME U
COIMNACEH BbINONHATbL BCE EFO YCN10BKA. 4 NPUHUMAIKO JAHHOE
JIMUEH3MOHHOE COMALIEHWE LIENIMKOM. ECIIM 4 HE NPMHUMALD 3TO
JNIMUEH3MOHHOE COMALUEHUE MM XOTA bbl OAMH M3 EF0 MYHKTOB, TO
NAHHOE IMUEH3MOHHOE COTTALLIEHME HE BCTYMAET B CUJTY, U 4
0BA3YIOCb HE YCTAHAB/IMBATbL M HE MCMOJIb30BATb JAHHOE
MPOTPAMMHOE OBECMEYEHME.
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2.

1

2.1

OCHOBHbIe NMoHATMA

MpynnoBas NosMTUKA SBASETCS OCHOBHbLIM METOA0M, KOTOPbIA UCMOb3YETCs 6OMbLWMHCTBOM OpraH13auuii u
npeacTaBnset coboi camMblit NPOCTON CNOCO6 LLEHTPAIM30BAHHOIO YNPABIEHUS, @ TAKXKE HACTPOMKK
KOMMNbIOTEPOB M NapaMeTPOB MOJ/Ib30BaTENEN B KOMMbIOTEPHbIX CETSIX.

MNpu ncnonb3oBaHUM METOAA FPYNMNOBOM NOMUTUKM CETb AOMKHA paboTaTb HA OCHOBE AOMEHHbIX cnyx6 Microsoft
Active Directory (To ecTb x0T9 6bl Ha OAHOM CepBepe AO0/KHA ObITb YCTAHOBNEHA POJb AOMEHHbIX CNyX6 Active
Directory).

@OYHKLMOHANbHOCTb rPynMnoBOM NONUTUKM NpefoCcTaBseT affMUHUCTPATOPaM NPOCTON U yA00HbIN
NoNb30BaTENbCKUI MHTEPdENC, NpeAHA3HAUYEHHbIM A1 YCTAaHOBKM, 0OHOBNEHWUS U YAANEeHWsS NPOrpaMMHOro
obecneyeHus.

Bce HacTpoliku, KOTOpble CO34a0TCS B paMKax rpynnoBbiX NMOMUTHUK, XPaHATCS B 06beKTax rpynnoBOi NOSUTUKM.

YT06bI CO34aTb CBOM COOCTBEHHBIM 0OBEKT FPYNMNOBOM NOAUTUKKU, HEOBXOAMMO 06/1a8aTh COOTBETCTBYHOLWMMM

nonaHoMouunamu. 1o yMon4aHMI0 NPaBOM CO34aHMUS HOBbIX 0OBEKTOB rpYNMoBOi NOAUTUKKM 06N13AA0T rpynnbl

Enterprise Administrators (AoMuHucTpaTop npeanpusatus) u Domain Administrators (ALMUHUCTpPATOPbI AOMEHA).
B cnyyae 8o3HUKHOBEHUs npobieM Npu YCMAHO8Ke Npo2paMMHo20 obecneqeHus Yepes 2pynnosgsie NOMUMUKU,
cnedyem obpauiamscs 8 Cymby nodoepxku: www.aladdin.ru/support/.

TepMUHbI 1 onpegeneHnA

Tabnuua 3 - TepMuHbl U onpedeneHus

lpynnoBasa nonutuka Habop npasun unm HacTpoek, B COOTBETCTBUM C KOTOPbIMU
npon3BOAMTCA HAacTporika pabouei cpeabl OC Microsoft Windows.

lpynnoBble NOAUTUKM CO34AIOTCA B LLOMEHE U PENAULMPYIOTCS B
paMKax [lOMeHa

06beKT rpynnoBoi Obuwee HasBaHuMe Habopa darnoB, AMPEKTOPUI U 3anucen B base

NONIMTUKU Active Directory, KoTopble XpaHAT HACTPOWMKKU 1 ONpeaensioT, Kakue
napameTpbl BO3MOXHO M3MEHUTb C MOMOLLbIO MPYMNOBbIX MNOMUTUK
(@anrn. Group Policy Object, GPO)

AO "Anapaun P.O." 1995-2024 . MHCTpYKLMS NO YCTaHOBKeE, yAaneHuo, 06HOBNEHMIO Yepes rpynnoBble NOAUTUKK Crp.8/56
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3.

[MopAAoK YCTaHOBKM NPOrpaMmbl Yepe3 rpynnoBble NOANTUKM

YcraHosky 10 "EguHbin KnuenT JaCarta” yepes rpynnoBble NOUTUKM MOXKHO OCYLLECTBUTb O4HUM U3 ABYX
cnocobos:

1. YcTaHoOBKa C MOMOLLbIO CO34aHMS MaKeTa YCTAaHOBKU NpOrpamMmbl C BO3SMOXHOCTbIO JIOTMPOBaHUA.

2. YcTaHOBKa C MOMOLLbIO CO34aHMS CLEHapus aBTo3arpysku C MCNoib3oBaHWeM danna ¢ pacwmpenuneM *.cmd
M BO3MOXHOCTbIO IOTMPOBaHMSI.

lpu ycmaroske 10 "Eduneiii Knuenm JaCarta” sepcuu 2.13.0.3085 u 6onee no3dHux sepculi Ha Windows 7 u
Windows Server 2008 R2 yepe3 epynnogsie noaumuku npedgapumesbHo Heobxoo0umo ycmaHosums 08a
o6Hosnerus Windows: KB3033929 (docmynHo 0n15 3aepy3ku Ha catime Microsoft) u KB2921916. Cnocob
nony4yeHus 06HosneHus KB2921916 pekomeHdyemcs ymoyHUmMes y mexHuyeckoli noddepxcku AO "Anaddun P.L."

(cm. n. 8.2 Texnoddepxka)

Inga yctaHoBku M0 "EguHbiin KnueHnT JaCarta” Ha nosib30BaTeNbCkMe KOMMbOTEPbI CPeACTBAMM FPYMNMNOBOW
NOMWUTUKM C MOMOLLBIO CO34aHUS NAaKeTa YCTaHOBKM NPOrpaMMbl PEKOMEHAYETCS CNeayowWwuii NopsaoK AenCTBUN:

1. PasmecTuTb ycTaHOBOYHbIE dannbl. MogpobHee cMm. n. 3.1 "PaszmelleHme yCTaHOBOYHbIX (annos”.
2. Co3patb 06bekT rpynnoBoi nonutuku. NoapobHee cm. n. 3.2 "Co3gaHue obbekTa rpynnoBov NOAUTUKK".

3. OtpepakTupoBaTb 06BEKT rpynmnoBoi NOAUTUKM M CO3AaTb NAKeT YCTAaHOBLUMKA Nporpammel. [NogpobHee
CM. n. 3.3 "PepfakTMpoBaHune 06beKTa rpynnoBoi NOAUTUKM M CO34aHME NAKETa YCTAHOBKM MporpaMmbl”.

4. (Csi3aTb 0ObEKT rpynnoBOM NOSIMTUKM C LOMEHOM UMK C NoapasfeneHneM gomeHa. MNogpobHee cm. n. 3.4
"CBsi3bIBaHME 06bEKTA rpynnoBOM NOAUTUKK",

5. Jlo6aBuTb MMeHa NoNb30BATENbCKUX KOMMbIOTEPOB M MMEHA MOJib30BaTeNeN K hunbTpy 6e3onacHocTU.
MoopobHee cMm. n. 3.5 "[NobaBneHne MMeH K hunbTpy HesonacHoCcTH".

6. BkntounTb noruposaHue. MNMoapobHee cM. n. 3.6 "BktoyeHne normpoBaHus”.
7. TpoBecty 06HOBMEHME FPYNMOBOW NMOMUTUKM CEPBEPA U KIMEHTCKMX KOMMbIOTEPOB.

8. BbINOMHMTL Nepesarpysky KAMEHTCKUX KOMMbIOTEPOB.

[nga ycraHosku M0 "EamnHbin KnuenT JaCarta” Ha nonb3oBaTenbCckMe KOMMbOTEPbl CPeACcTBaMU rPYMnnoBOW
MOJIMTUKM C MOMOLLbIO CO34aHMS CLEHapus C ucnonb3oBaHueM daina c paclumperHnem *.cmd U BO3MOXHOCTbIO
NOrMPOBAHUS PEKOMEHYETCS CNeAyoLWwmii NOpSAoK LeNCTBUIA:

1. PasmecTuTb ycTaHOBOYHbIE dannbl. MNoapobHee cMm. n. 3.1 "PaszmelleHne yCTaHOBOYHbIX (ainos”.

2. Co3patb ceTeByto nanky ana cbopa noros. [ogpobHee cm. n. 6.2 "Co3paHme ceTeBOM nanku gns
pa3meLLeHus noros".

3. Cos3patb dann c pacwmpenneM *.cmd. MNoapobHee cM. n. 6.3 "Co3paHue darina ¢ pacwumperuem *.cmd”.

4. (Co3paTb HOBbIM 00BEKT rpynnoBoi NonuTukK. MoapobHee cM. n. 6.4 "Co3paHne HOBOro o6bekTa rpynnoBoi
NOAUTUKM".

5. [No6aBuTb cueHapuit aBTO3arpy3KkM C ykasaHueM co3aaHHoro garna ¢ pacwupermem “.cmd. MogpobHee
cM. n. 6.5 "[obaBneHne cueHapus aBTO3arpysku’.

6. (Bs3aTb 06BLEKT rPynMnoBoOi NOAUTUKM C LJOMEHOM WAK C Nofpa3aeneHnem nomeHa. MogpobHee cMm. n. 3.4
"CBsi3blBaHMe 06bEKTA rPpyNnoBOM NOAUTUKM".

7. [No6aBuTb MMeHa NONb30BaTENbCKMX KOMMbBIOTEPOB U MMEHA MONb30BaTeNen K puabTpy 6e3onacHoCTy.
MNMoppobHee cm. n. 3.5 "[NobaBneHne nMeH K GunbTpy HesonacHoCTH".

8. HDOBECTI/I 0b6HOBNEHUE rpynnosoﬁ NONTUTUKN CEPBEPA U KIIMEHTCKMX KOMMNbIOTEPOB.

9. BbINONHMTL Nepe3arpysky KAMEHTCKUX KOMMbIOTEPOB.

AO "Anapaun P.O." 1995-2024 . MHCTpYKLMS NO YCTaHOBKeE, yAaneHuo, 06HOBNEHMIO Yepes rpynnoBble NOAUTUKK Crp.9/56


https://docs.microsoft.com/en-us/security-updates/SecurityAdvisories/2015/3033929?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/security-updates/SecurityAdvisories/2015/3033929?redirectedfrom=MSDN

Eouubin Knuent JaCarta 3

3.1

3.1.1

3.1.2

Lns ycmanosku muHudpatisepa PRO u3 cocmasa 10 "Eduneili KnueHm JaCarta” Heobxodumo y6edumecs, Ymo Ha
KOMnslomepe He ycmaHosneHo npozpammHoe obecneqerue 10 "SafeNet Authentication Client”, 10 "eToken PKI
Client” unu 0 "SafeNet Minidriver". Ecnu makoe 10 ycmaHosneHo, €20 Heobxo0umo ydanume 00 Ha4yana
ycmanosku muHudpa’disepa PRO.

Pa3meLyeHne yCTaHOBOYHbIX $Hannos
CBegeHusa 06 yCTaHOBOYHbIX $arnnax

Inga yctaHosku M0 "EguHbin KnuenT JaCarta” Ha nosib30BaTenbCkMe KOMMbOTEPbl CPeACcTBaMM rPynnoBoOw
NOAUTMKM NOHAZ06aTCS cepylowme YyCTaHOBOYHbIE Galnbl C paclMpeHneM *.msi:
e JaCartaUnifiedClient_3.X.X.XXX_win-x64_ru-Ru.msi

e JaCartaUnifiedClient_3.X.X.XXX_win-x86_ru-Ru.msi

Mpu ucnonb308aHUU BbILLIENEPEYUCTEHHbIX YCMAHOBOYHbIX (alinos Ha N0b308aMeNbCKUE KOMNbIOMEPbI
cpedcmeamu 2pynnosoll noaumuku 6ydem ycmarosneHo 10 "Eduneilii Knuenm JaCarta” 6e3 modyneli nodoepku
6uomempuu.

Ytobbl npounssectu yctaHoBky 0 "Eamnubii Knuent JaCarta” ¢ Mogynamu nopaepxkn 6MoMeTpuun unmn ¢ opyrumum
napameTpaMu, OTIMYHbIMU OT MapaMeTPOB YCTAHOBKM MO YMOMYaHUIO, HE06X0AUMMO M3MeHWTb dain ¢
paclumpeHumem *.msi n co3aaTb ero MoamMdukauuio - dann c paclumpeHmem *.mst, B KOTOpoM OyayT 3aaaHbl
TpebyeMble 3HaYEHUsI NapaMeTpoB yCcTaHOBKM. MogpobHee cMm. n. 3.1.2 "Co3paHne MogudMKauumn yCTaHOBOYHOIO
danna c pacwmpeHunem *.mst".

Co3gaHne MoandUKaLmMm yCTaHOBOYHOro Ganna C paclumpeHmemM * mst

MNpwu ycTaHoeke N0 "EaunHbii Knunent JaCarta” cpeacrtsamu rpynnoBOM NOAUTUKM CYLLECTBYET BO3IMOXHOCTb
M3MEHUTb NepeyeHb YCTaHaBAMBAEMbIX KOMMOHEHTOB, 3a4aHHbIX MO YMONYaHUIo B daiine yCTaHOBLUMKA.

[lns n3mMeHeHMs onuumii, 3a8aHHbIX B haitne yCTaHOBLLMKA MO YMOAYaHUI0, HE06X0AMMO CO34aTb MOAMDUKALMIO
danna ycraHoslwmka. B yctaHoBouHoM danne N0 "Eannbin KnneHT JaCarta” BO3MOXHO M3MEHWUTb 3HAYeHuUSs
cnegyoLwmx NapaMeTpos:

INSTALL_BIO - ycTaHoBka nogaepxku 6uometpun (0 unum 1);
INSTALL_SECURLOGON - yctaHoBka komnoHeHTa SecurLogon (0 nnwm 1);

INSTALL_JACARTA_VR_DRIVER - ycTaHoBKa apaiBepa BupTyanbHoro cuntbiatens JaCarta Virtual Reader
(0 nnn 1). Obnapaet fONONHUTENBHBIM NAPAMETPOM:

o IFD_READERS - napameTp, 3HauyeHue KOTOpPOro onpeLensieT KoAMYecTBo yCTaHaBNMBAEMbIX ApaiiBepOB
BMPTYasbHbIX CYMUTbIBaTENEN. [TapamMeTp MOXeT NpuHUMaTh 3HaYeHuns oT 1 o 10. NMpumeHseTcs
coBMecTHO ¢ napameTpom INSTALL_JACARTA_VR_DRIVER;

INSTALL_TOKEN_MNG - yctaHoBka koMnoHeHTa YnpasneHnue TokeHoM (0 nnum 1);

CERTS_EXPIRING_WARNING_VISIBLE - oTo6paxeHue npeaynpexneHus 06 UCTeKalLWeM Cpoke AeiCTBUS
ceptudukata (0 unm 1);

CERTS_EXPIRED_WARNING_VISIBLE - otobpaxeHue npeaynpexaeHus 06 UCTeKweM CpoKe AENCTBUS
ceptudukara (0 unm 1);

DISABLE_CPRO_SC_REGISTRY - yctaHoBka perncrpauum B Winlogon gns cuuteiBatenei JaCarta 8 Kpuntollpo
CSP (0 unu 1);

INSTALL_PRO_MD - ycTraHoBKa MuHuapansepa ang tokeHos PRO (0 nawm 1);
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» Ana usmeHeHua daiina c pacwmpeHmem

ADD_JCUC_AUTORUN - 3anyck nporpammbl npu cTapTte cuctemsl. Jlloboe 3HaueHMe AaHHOro CBOMCTBA
[o0b6aBnseT nporpaMMy B aBTO3arpysKy. YaaneHne CTpoku 13 Tabniuubl CBOMCTB NO3BONSET OTKKUMUTD
aBTO3arpy3ky Nporpammbi;

INSTALL_PIN_EXPIRATION_AS DIALOG - yBegomneHue 06 nctedeHun BpemeHn xu3Hn PIN-koaa B
AnanoroBoM okHe (0 unu 1). U3meHeHne napametpa poctynHo ans JaCarta PKI u JaCarta PRO;

INSTALL_NUMBER_DAYS_TO_PIN_EXPIRE - 33apnaét 3a cKonbKo gHel A0 ucteyeHns spemMmeHn xumsHu PIN-koaa
BbIBOAMTL yBeaomneHue (0T 1 no 365). 3Hayenne O no3Bonut He oTo6paxaTb yBeaoMeHne 06 uctekarlem
PIN-kope;

LANGUAGE - a3bik uHtepdeiica MO "EanHbiii Knuent JaCarta” (RU nnu EN);

SYNCPINDOMAIN - ucnonb3oBath yKazaHHOE MMS foMeHa s QYHKUMOHANbHOCTH "CMHXPOHM3aLMa naponen
3/1IeKTPOHHOTO K/It04a U y4eTHOW 3anmcu gomeHa Windows".

[lns n3mMeHeHus Ganna c pacwmpeHveM *.msi pekoMeHAyeTcs ncnonb3oBatb nporpammy ORCA,
NpeLCTaBnAoLWy0 coboi MHCTPYMEHT 419 pefakTUPOBaHMS TabauL, NO3BONAIOLWMIA BHOCUTb U3MEHEHUS B MSI-
dainbl. NMporpamma ORCA BxoauMT B COCTaB KoMnnekTa paspabotumka Microsoft Windows Installer SDK:
http://msdn.microsoft.com/en-us/library/aa370557 %28v=vs.85%29.aspx.

*

.msi:
1. YcraHoBuTb 1 3anycTutb nporpammy ORCA.

2. OtkpbiTb B Nnporpamme ORCA daiin ¢ pacwmpeHunem *.msi.

=
File Edit Tables Transform Tools View Help
| 0= =&
| Tables !
2% OTkpbiTh *
Nanka: | windows-«86-64 V| < il g
~
i Wmaa Jarta nameHeHna Tun
ﬁljacartauc_3.D.D.3335_win_x32_ru.m5i 14.06.2023 13:03 MNake
BicTpeiid gocryn i3 jacartauc_3.0.0.3335_win_x64_ru.msi 19,06.2023 10:04 Make
PaBouwii cton
|
BubnnoTteku
3TOT KOMMBHITED
g . >
CeTb
WmA paiina: | V| | OmpeiTe |
Tun paiinos: Installer Database Files (*.msi, “msm, “pcp, “*m Crwena
[ Toneko uterme
I
Tables: 0 Mo table is selected. Mo column is selected.

PucyHok 1 — OkHo omKkpeimusi msi-¢atina e npoepamme ORCA
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Eouubin Knuent JaCarta

3.

Co3zpatb HoBYHO TpaHcdopMy: Transform => New Transform.

ﬁ jacartauc_3.0.0.3335_win_x64_ru.msi - Orca

File Edit Tables | Transform Tools

=

Tables
ActionText
AdminExecuteSec
AdminUlSequenc
AdvtExecuteSequ
Binary
CheckBox

MNew Transform
Apply Transform...
View Patch...
Generate Transform...

Close Transform...

Transform Properties...

View Help

Component
Condition
Control
ControlCondition
ControlEvent
CreateFolder
CustomAction
Dialog
Directory

Error
EventMapping
Feature
FeatureCompenents
File

lcon
InstallExecuteSequence
InstallUlSequence
LaunchCondition
ListBox

Media
ModuleComponents
ModuleSignature
MsiDriverPackages
MsiFileHash

Tables: 42

No table is selected.

MNo column is selected.
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4. 3apatb TpebyeMble 3HaueHUs, AN Yero Ha Bknaake Tables BoiGpaTh cTpoky Property, a Ha Bknagke Property
BbIOpaTh Tpebyemble napameTpbl (Ha NPUMepe Ha pUCYHKe 3 nokasaH Bbibop napametpa INSTALL_BIO ans
davina JaCartaUnifiedClient_2.12.2.2008_win_x64_ru-Ru.msi) 1 U3MeHUTb UX 3HAYEHMS.

€% jacartauc_3.0.0.3335_win_x64_ru.msi - Orca - ] X
Eile Edit Tables Transform Jools View Help
D& Ok wE B
Tahles ~ | Property Value ~
Component APPLY_HWLIST 0
Condition ARPCONTACT OTaen NogaepKKn KNWEHTCE
Control ARPPRODUCTICON ICUC.ico
ControlCondition AdminProperties AddCertParameter_678bedd_bddg 41e8 98,
ControlEvent AgreeTolicense Mo
CreateFolder ApplicationUsers AllUzers
CustomAction CERTS_EXPIRED_WARMIMG_VISIBLE 3
Dialog CERTS_EXPIRING_WARNIMG_VISIELE 3
Directory DISABLE_CPRO_SC_REGISTRY ]
Error DWUSINTERVAL 30
EventMapping DefaultUIFont Tahoma8
Feature DialogCaption Eanneld Knvent JaCarta
FeatureComponents Directory Table100_amd64. DFEFC2FE_EEE... DirectoryTable
File DirectoryTable100 x86.F1670FCA_GTE0_36... DirectoryTable
lcon DiskPrompt [1]
InstallExecuteSequence DisplayMameCustom BriBopodHan
InstallUlSequence DisplayMameMinimal MuHumaneHan
LaunchCondition DisplayMameTypical OBbluHan
ListBox Display_|sBitmapDlg 1
Media ErrorDialog SetupError
ModuleComponents IFD_READERS 2
MeoduleSignature INSTALLDIRLEMGTH 0
MsiDriverPackages INSTALLLEVEL 100
MsiFileHash INSTALL_ANYWHERE_DRIVER -1
MsilockPermissionsEx INSTALL_BIO
INSTALL_CERTS 1
RadicButton INSTALL_JACARTA_VR_DRIVER -1
Reqistry INSTALL_MSVIC142_CRT 1
RemoveFile INSTALL_PIMN_EXPIRATION_AS DIALOG 3
ServiceControl ] INSTALL_PRO_MD -1 ]
Tables: 42 Property - 59 rows Property - String[72], Key

PucyHok 3 — OKHo co30aHus 3HayeHusi napamempy INSTALL_BIO
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5. CrenepupoBaTtb TpaHchopmy: Transform => Generate Transform.

File Edit Tables
b= [
Tables
Component
Condition
Control
ControlCondition

ControlEvent
CreateFolder

Transform = Tools

E jacartauc_3.0.0.3335_win_x64_ru.msi (transformed by Untitled) - Orca

View Help

MNew Transform

Apply Transform...
View Patch...
Generate Transform...

Close Transform

Transform Properties...

CustomAction
Dialog
Directory
Error
EventMapping
Feature
FeatureComponents
File

lcon
InstallExecuteSequence
InstallUlSequence
LaunchCondition
ListBox

Media
ModuleComponents
ModuleSignature
MsiDriverPackages
MsiFileHash
MsilockPermissionsEx
Property

RadicButton

Reqistry

RemaowveFile
ServiceControl

Tables: 42

EFTI ENFTREL VT RN|NG_V|S|BLE
CERTS_EXPIRING_WARNING_YISIBLE
DISABLE_CPRO_SC_REGISTRY
DWUSINTERVAL
DefaultUIFont
DialogCaption

DiskPrompt
DisplayMameCustom
DisplayMameMinimal
DisplayMameTypical
Display_|sBitmapDlg
ErrorDhalog

IFD_READERS
IMSTALLDIRLENGTH
IMSTALLLEVEL
IMNSTALL_AMYWHERE_DRIVER
IMNSTALL_BIC

IMSTALL_CERTS
IMSTALL_JACARTA_VR_DRIVER
IMSTALL_MSYC142_CRT
IMSTALL_PIM_EXPIRATION_AS_DIALOG
W IMSTALL_PRO_MD

Property - 59 rows

DirectoryTable100_amd&4.DFEFC2FE_EEE...
DirectoryTable100_x86.F1670FCA_G780_36...

Value

0

OTgen NoZREPHEN KIWEHTOB
JCUC.ico
AddCertParameter_ 678bedd1_bdd8 41e8 98..
Nao

AllUsers

3

3

0

30

Tahoma8

Epunbiid Knuent JaCarta
DirectoryTable
DirectoryTable

(1]

BriBopouHan
MuHUManEHanA
OBeiuHan

1

SetupError

2

0

100

-1

Property - String[72], Key
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Eanubii Knuent JaCarta 3

6. CoxpaHuTb B 06LLeA0CTYNHYIO CETEBYHO NanKy CreHepupoBaHHbIv (ain B dopmate *.mst:

| File Edit Tables Transform Tools View Help
DS ‘BeN $=6 o B
Tables T . Wal A
Compen &% Save Transform As x |
Conditiol

Control I'IanKa:| windows-«86-64 v| (€] ¥ o @~
Controld -

CreateFq
Customd ) HeT 3nemeHToE, yA0BNETBOPAIOLLMY YCNOBHAM NOWUCKE,
BbicTphii gocTyn

ControlE | s [Jata usmeHeHna Tun

Dialog
Directory
Error -
EventMa
Feature
Featured —
lcon
InstallEx BuBnuoTexu

InstallUIg

Launch(] %
ListBox )

Media 3TOT KOMNBHITER

PaGouwii cton

ModuleS
MziDrive )

MsiFileH Cerb

Mszilock < >
RadioBu R - criac 3003335 win_x64_numsl v] [Copamm |
Registry
Remove

ServiceC brmror = T TRLL_F T _TVILT T W

Tables: 42 ~ Property - 59 rows Property - String[72], Key

Maodule E H -

Tun daiina: Windows Installer Transform (*.mst) ~ Ommena

PucyHok 5 — OkHo coxpaHeHus gaiina mpaHcgopmel 8 popmame *.mst

Ecnu 8 cemu ecmb nonb308amesnbCkue KOMNbIOMeEPbLI C 0NEPAUUOHHbIMU cucmemMamu x86 u x64 nompebyemcs
co30amsb dge mpaHc@opmsl (0415 dsyx gaiinos *.msi: 0na x86 u 0ns x64).

3.1.3 Co3aaHue 0b6LLe0CTYNHOM CeTEeBOW NanKM 471A pa3MellieHnA YCTAHOBOYHbIX $Gainios

Bce ycTtaHoBOYHbIe haiinbl HEO6X0AMMO CKOMMPOBATb Ha CepBep B 06LWEeA0CTYMHYI CeTEBYIO Nanky.
» Ona co3paHug Ha cepBepe 06WEA0CTYNHOW CeTEBOW NaNKKU:
1. Haxatb Ha knaBuaTtype coyeTaHue knasuw Win + R.

2. B nosBuBemcs okHe HabpaTtb shrpubw u HaxaTb OK.

¥ BrinonHnTe

= BeeguTte nMA NporpamMmel, Nankw, 40KyMEHTa WKW pecypca
= WHTepHeTa, kKoTopble TpeByeToA OTKPLITS,

OTKpbITE: sh

| oK k | OTrena O6zop...

A

PucyHok 6 — 3anyck macmepa co30aHus 06wux pecypcos
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3. B nosBMBLUEMCS OKHE MacTepa CO34aHMA 0BLWMX PECYPCOB HaxXaTb KHOMKY | [lanee >

Macrep cosganna obumx pecypcos X

MacTep cosgaHus o6wmx pecypcos

3TOT MacTep NOMOXET CO3AaTh 0bLLYI0 NanKy Ha
KOMMbIOTEPE, AOCTYNHYIO ANA APYTUX KOMNbIOTEPOE B
B 3TOI1 2Ke ceTv unu paboueit rpynne.

BpaHamaysp Windows ByaeT HacTpoeH Ha paspelueHie
AOCTYNa K 3TOI Nanke ¢ Apyrux KoMnbioTepos. MpouTute,
KaK 3T0 MOXET NoBAMATL Ha BpaHamaysp Windows 1
fe30NacHOCTE KOMMLIOTEPa.

MNoapoftee o GpaHamayspe Windows

[lnsi NPOAOIIKEHUA HAXXMUTE KHOMKY “flanee”,

< Hazaa I [lanee >k| OTMeHa

A

PucyHok 7 — OkHo macmepa co30aHusi 0buwux pecypcos

4. B nosiBMBLUEMCS OKHE HaXaTb KHOMKY [ 0630p...| ¥ yKa3aTb NyTb K YK€ CO3AAHHOI Nanke, B KOTopol 6yaeT
co3pgaHa obLias nanka uau co3naTtb HOBYHO Manky, Nocie Yero Haxarb kHonky [Janee >

MacTep cozganua obLMy pecypcoE >
MyThb K nanke T |
3anaiTe NyTh K NanKke, KOTOPYHD Bl XOTMTE cAenaTh obweli. :3
WMA KoMMBOTEepa: SERV |

BESAWTE NYTE K NAMNKE, KOTOPYHD Bhl XOTHTE CAENATE OBWEN, MM HEKMUTE KHOMKY
"Dbzop”, yTobEl BRIOPATE MAKM COZAETE EE,

MyTh K Nanke: | C:\Install_msi Ofzop...

Mpumep: C:'\Docs\Public

< Hazan | Janee }kl OTHeHa

"

PucyHok 8 — OkHo 3adaHus nymu k obueli nanke
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5. B nosBuBLIEMCS OKHE 334aTb HAa3BaHWME MamMKK, MOC/AEe YEro HaxaTtb KHonky [ Lanee >

HMMA, ONHCAHHE W NapaMeT phl

OnpensnnTe, Kak Nonb3osaTend ByayT BMAETL W HCNONL30BaTL STOT oBWMiA
pecypc no ceTu, R

BeeawTe aaHHee of obwen pecypce. [NA HACTPORKM AOCTYNE B SETOHOMHOM DEXMME
HEWMATE KHONKY "W3MeHuTL",

OBwwMit pecypc: | Install_msi |
MyTk K peCcypCy: | WSERV \Install_msi |
OnucaHue: | |

ABTOHOMHBIN DEXKIM: | BribpaHHee QEREl M NPOrpPaMMEl DOCTYTHE! BHE CETH |

MsMEHMTE. .

< Hazan Janee > k OTHeHa
A

PucyHok 9 — OKHO 3a0aHus UMeHu u onucaHus obweli nanku

6. B nossuBLIeMCS okHe BbIOpaTb ONuUMi0 "ALMUHUCTPATOPbI MMEKOT NOJIHbIMA AOCTYMN, OCTA/IbHble — AOCTYN
TOMBbKO A9 YTeHMS" 1 HaXaTb KHOMKY | [OTOBO

MacTep cosgaHua obLumx pecypcos X

Paspewenusn gna obuyeit nankn =
PaspelueHns NosBONAIOT yKasaTb, KTo ByAeT BUAETL 3Ty NanKy 1 KaKoil Tn
AOCTYNa NPeaoCTaBNAETCA K HEW. 2

BoibepuTe BMA paspelueHuit Ana obueit nanku.

(O Y Bcex nonb3osaTeneil AOCTYN TONLKO AN YTEHUS

(®) AQMMHUCTPETOPEI MMEIOT NOMHBIN AOCTYM, OCTANbHBIE - AOCTYMN TOMLKO ANA YTEHUS

() AQMUHINCTPATOPS! MMEIOT MONHBIN AOCTYN, OCTANLHBIE HE UMEIOT AOCTYNa
(O HacTpoiika paspelweriii gocTyna
Apyroi,..

Mo YMONYEHWIO ANS 3TOM NaNKK HACTPOEHb! TONBKO paspelweHus obliero aoctyna. Yrobbl
KOHTPONMPOBaTL PaspeLeHA NOKaNbHOro A0CTYNa K 3TOM Nanke unn obbexTaM BHyTPH
Nanku, HEKMATE KHOMKY "Apyroit..." ¥ u3MEeHUTE paspelueHus Ha BKnaake "BesonacHocTb ™.

< Hasaa loToso OTmMeHa

N

PucyHok 10 — OkHo 3adaHus paspeweHus 015 obujeli nanku

7. B noasuBLIEMCA OKHe C coobLIeHNeM Pecypc ycnewHo caenaH o6WwmM HaxaTtb KHOMKY [COTOBO | Ana
3aBeplUeHus npoLeasypbl.

3.2 Co3gaHue ob6beKTa rpynnoBor NOANTUKN

» Ans co3paHna o6beKTa rpynnoBoi NOJNUTUKMK:

1. Haxartb Myck => MNaHenb ynpaBnenusa => AAMUHUCTPUpPOBaHUE => YnpaBneHue rpynnosbiMU NOUTUKAMM.
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2. B nosiBuBLIEMCS OKHE B AepeBe KOHCOM YNpaBneHue rpynnoBoi NONNTUMKON pa3sepHyTh y3en Jlec:~Ums
neca~, y3en [loMeHbl, 3aTeM y3e/ C Ha3BaHMEM BaLLero LOMeHa, Nocsie Yero nepenTu K y3ny O6beKTbl
rpynnoBoi NOAUTUKM.

Z ¥npaenenue rpynnoecii noanwTukoii - O X
Z wain  [Jeidcteme  Bug  Okno  Cnpaska -8
e |am E| 6 HE
54 Ynpaenenue rpynnoeoii nonn| | 06 beKTLI FPYNNOB0OA NONWTUKN - serv.domain
W _ﬁ _|"I_ec: senv.domain Coneprmmoe  [enerwposaHue

w55 Oomenen -

W _:—;:-‘ serv.domain Hrn Cratyc ofbekTa rpynnosoi NomMTHKA Punstp WMI MamereH Bnag
=i/ Default Domain \=f Default .. BrmioueHo Het 2509.201...  Agwy
2| Domain Contro = Default ... Brmiovero Het 2509.201...  Anwy

a J Qf momr s mmnemm
f Cospate
E] ApPXMEMPOEATE BCE...
'-? o ¥npaenenne apxreaume..,

L uEﬂ Eh OTKpbITE peaakTop TaBauy, Murpacmn

B CadTel

56 Mogennp Bug »

5] PesyneTar Hosoe okHo oTcroaa

OBHOBWTE
Cnpaeka
< >
< >

CDS\AEHHE HECEAZaHHOMC obkekTa I'p}fI'II'IDEDﬁ NOANTHERN
PucyHok 11 — 3anyck KOHCO/IU ynpasaeHus 2pynnoesiMu NoAUmMuUKamu

3. Haxatb npaBoi KHOMKOM MbiK Ha y31e O6beKTbl rpynnoBOi NONMTUKM U 13 NOSIBUBLLErOCS MEHIO BbIOpaTh

4. B nossuBlwemcsa okHe B nosie Uma: Hanmcatb YecraHoBka Eaunbin KnuenT JaCarta v HaxaTb @

Hoewlli oBbexT rpynnosci nonutrin >

Wran:

VeTanosxa EgHein Knuent JaCartal

Moo aHEIR 06 beKT FpymnosoiM NomMTAKA:

{HeT) w

OK Omvena

Al

PucyHok 12 — OKHO c030aHUs1 HOB020 06beKMa 2pynnogoli NoaAUMuUKU
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3.3 PepaKktnpoBaHue 06BbEeKTa I'pyI'II'IOBOVI NONINTUKN N CO3aHNE MNaKeTa YCTAHOBKU NPOrpamMmbl

» Ona pepakTupoBaHue 06beKTa rpynnoBoOi NONUTUKMU:

1. HaxaTb NpaBoM KHOMKOM MbllWK HA 06bekTe rpynnoBov nonuTnkn YcraHoBka EanHbin Knuent JaCarta v 13
NOSIBUBLLIErocs MeHHo BblbpaTh | I3MEHUTH)
|2 Ynpaenenue rpynnoeoit NoANTUKOI = O X

& Oaiin  [eiicteue  Bug Oxvo Cnpaska

o | nFE 28X HE

|5 Ynpaenerue rpynnosoii nonv| | YeTaHOBKa EEHHbIﬁ KnueHt JaCarta

Y S&ﬂec:serv.domaln " OBnacts Ceepenma [apametpel [enerwposanue CoctosHue

v |55 [JdomeHbl
= A Cenasn

Mokasam ceA3u B PacnonoxeHnn: |sery.domain

- i | e

v 33 serv.domain
2/ Default Domain
jTJ Domain Contro|| € GPO cassaHs! cneaytolume CaitTbl, AOMEHb! 1 NOADA3AENEHNA:
v |5} O6vekTol rpynn
\=[ Default Dorr PasmelueHne T F—
'=[ Default Dorr
5[ Veraunevs
> [ Oun VsmeHuT. .

G Ha CocrosHune obbekTa rpynnosoi NOANTUKK >
@ Caiiter
55 Mogenupi

< 1TUKWN NDUMEHRAIOTCA TONBKO ANA
g Paynb'ra'r BocctaHoeuTe n3 apxvea... ‘epos:

ApXMENPOBAT...

WmnopTt napameTpos...

CoxpaHuTb OTYET...

Bua >

Hoeoe okHo oTCroAad

Konuposate CeoticTea

Ypanute
MepenmeHosats m WML

OBHoBuTb v Omepsits

Cnpaska

PucyHok 13 — 3anyck pedakmopa ynpasaeHus 2pynnogsiMu noaAUmMuKkamu
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2. B nosBuBLIEMCS OKHE pefaKTopa ynpaBaeHUs rpynmnoBbIMKU NOAUTUKAMU B lepeBe 06bekTa rpynnoBoi
nonutuku Monutnka Ycranoska Eamnnbiii KnueHt JaCarta pazsepHyTb y3en KoHgurypauma komnblotepa, ysen
Monutnku, 3atem yzen KoHdurypaums nporpamm, nocsie 4ero HaxaTb MPaABOM KHOMKOW MblWwKW HA YCTaHOBKa
nNporpamMM 1 B NOSIBUBLLEMCS MeHI0 BbibpaTh: Co3paTb => lNaker...

P
=] PepakTop ynpasneHna rpynnoseimMmn NoauTHKanmm - O ot

Taiin  Jedctene  Bug Cnpaexa

o rEEc:E HE

[ Monutuka Yeranoska Eguneni Knnent Jacarta. [SER\| Hasganne Bepc.. Coctosumne pa.. MWetounnk
i KoHdurypauwa komneoTepa
v [ Moawmakn HeT 3nemeHToE AnA 0ToBpakEeEHNA B 3TOM BMAE.
v || Kondurypauwa nporpamm
ey (7] ¥icTAHOEKE NpOrDAMM
| Kondurypauwa Wi Cozgats ¥ MakeT...
5 —————————
| AAMWHWCTPATMEHE
“ N = Bug ¥
_| Hactpoiika
i Kongurypauna nonbsoea BcraeuTs
~ Moautikw
- & OBHoENTE
_| Hacrpoiika
3KCNOPTUPCEBATE CNMCOK..,
CeoicTea
Cnpaeka
< > £ >

Co3aaHWe HOBOTO JNEMEHTE B 3TOM KDHTEﬁHEpE.

PucyHok 14 — OKkHO c030aHUs nakema ycmaHo8uKa
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3. B NosBMBLUEMCS OKHE OTKPbITb OBLLE[OCTYNHYIO CETEBYHO MarkKy C YCTaHOBOYHbIMM (haitnamu *.msi, BbIAEIUTb

OAMH 13 BainoB M HaxaTb (cM. pucyHok 156)

=f OTepbrTne >
“ v » 3ToT komnetotep > PaBouwii cton » msi install h v 0 el
YnopRIoHnTe % Cozaate nanky ~ [T e
Tun Pazmep
3 BricTpeiii goctyn
CartalnifiedClient_2.12.2.2008_win-x64_ru-Ru MaKeT yCTaHOBLL... 75 35¢€
[ PaBouwii cton & oy okl )
ﬁl la nifiedClient_2.12.2.2008_win-x86_ru-Ru 102019 15:13 MakeT yCTaHOBLLM... 49 52(
‘ 3arpyskn -
Jokyrentel -
[&]| Vzobpaxerna
L msinstal HenpaBunbHO!
Systern32
E 3TOT KoMNBHOTER h
I:_“ CeTe
& vboxsvr
>
v| |I'IaKETb|ycraHoBu.|,uK,aWindow V|
) | OTKpbITE | | OTmeHa |
= Omkpermne X
&« v MLl » Cern » SERV » msiserv h v O Mouck: msi sery »
¥nopagounte * CozaaTe nanky == ~ [H e
P
. msiinstall ™ Wran Jlata u3mMeHeHnA Tun Pazmep
System32 5! JaCartaUnifiedClient_2.12.2.2008_win-x64_ru-Ru  11.11.2019 12:43 Maker ycranoer.. 75 356K
v Il ror KomMMbraTEp ﬁ%’ JaCartaUnifiedClient_2.12.2.2008 _win-x86_ru-Ru 22.10.201915:13 MakeT ycTaHoBLM... 45520 K
> m Buaeo
2| JokymeHTs
» ‘r 3arpyseu
> [E] MaobpaxeHna
» J’! Myzbika
» [ PaBouwii cton
b am {loKE3NBHBEIA gNC
[ | —
v < >
Wra darna: | v| !ﬂaxemt ycranoewmrka Window V|

| OTEpbITE | | Otmena |
6) X

PucyHok 15 — OkHo 8bibopa ycmaHo8o4YHO20 ¢aiina
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4. B nossuBlUEMCS OKHE caienyer BbI6paTb onuuMio HasHaueHHbIM 1 HaXaTb .

5.

PazeepTeIBaHME NpOrpamMm

BrifiepuTe MeToa paseepThIBaHWA:

AyEMMYHEIA

(®) HaZHaYEHHEIA

() ocofiei

X

BriSepuTe 3TOT NEpaMeTp ANA HAZHEYEHWM APMBIKE MPUNOXKEHWID

Ges MsMeHeHWA.

PucyHok 16 — OkHo 8bi60pa Memo0oa pazeepmoi8aHuUs NPo2pamMmbl

\=[ Pegaktop ynpaeneHua rpynnoebIMm NonuTHKaMy

®ain  [Jeiicteme  Bug Cnpaeka

s HEHE L= HE

| 0K i | Omera
A

O

Co3paTb NaKeT YCTAHOBLLMKA A1 BTOPOro daina *.msi, 4719 Yero HaxaTb NPaBOi KHOMKOM MbIlWKX HA
YcTaHOBKa nporpaMM 41 B NosiBUBLUEMCS MeHI0 BbibpaTth: Co3patb => Maker...

X

= Monutuka ¥cranoeka Eanneii K| Hazganue
v i KoHdwrypauma KomMneroTep

£

Jkcn CpTUPOEETE CAWCOK...

CeoicTea

Cnpaeka

>

w || Moantres
w [ Kondurypauwa npor
e
I Kondur Cozgats MakKeT...
: | AamaHe Bua
| Hactpoiika
v b, Kondurypauus BcrasuTe
| Moawmiku OBHOBUTE
| Hacrpoiika

Bepc.. Cocrtosnue pa..  Wcrounne

Het 3nementoe 4na DTDGFIE)KEHHH E 3TOM EWAE.

C O3AaHWE HOBOMD JNEMEHTA B 3TOM KOHTERH EpE.

AO "AnapanH P.0." 1995—-2024r.

PucyHok 17 — OKHO c030aHUs 8Mopo20 nakema ycmaHo8LuKa
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6. B nosBuBLUEMCS OKHE OTKPbITh 0OLEA0CTYMHYH CETEBYHO MArnKy C YCTAHOBOYHbIMU Paitnamu *.msi, BbIAENNTD
BTOpOW ain ang yctaHoBku (x86 ang 32-x paspsaaHeix OC) u HaxaTb | OTKPbITH

(=] Otkpeitne X
« v A . > Cers > Serv. > msiinstall v O Mowck: msi install el
Ynopsagounte ¥ Cozaats nanky Bz~ [ o
A~
Nma [Jlata nsmeneHus Tun Pasmep
# Beictpei goctyn
3 ﬂ%’ JaCartaUnifiedClient_2.12.2.2008_win-x64... 11.11.2019 12:43 Maker ycranoswm... 75356 Kb
I Pabouwii cton o - — - -
ﬁl JaCartaUnifiedClient_212.22008 _win-x86... 22.10.201915:13 Maker ycraHosLLW... 49 520 Kb
‘ 3arpysku *
E] HokymeHTbl *
[&] Vzobpaxkenna o
System32
X 3ror komnsrotep
¥ Cems
3 Serv
@ vboxsvr
Wma daiina: | JaCartaUnifiedClient_2.12.2.2008_win-x86_ru-Ru v| Makersl ycranoswmka Window v

o

PucyHok 18 — OkHo 8b160pa 8mopo20o ycmaHogo4yHo20 gaiina

7. B nosBuslueMcs okHe (CM. pucyHoK 16) cnepyeT Bbi6paTh onumio HasHaueHHbIM 1 HaxaTb .

8. HaxaTtb npaBoii KHOMKOM MbIWM Ha NEPBOM MaKeTe YCTAHOBLLMKA (X64) U U3 NOSIBUBLLErOCS MEHIO BbIOpaTh

(=] PepakTop ynpaenenua rpynnoesIMm NOANTUKAMM - O X

®Qaiin  Jeiictene Bug Cnpaska
e 2F 0= Em
(= MonwTika Ycranoska Eauneiii K | Hasganune a Bepc... Cocroanue pa.. Wcrounuk

v 8 Ff:ngurypauun KoMubIgTeD EAMHbIﬁ Knuent JaCarta 2.12 Ha3Ha4YeHHbIN \\Serv \msi install\JaCartaUnifiedClient_2.12.2.2008_win-x86_r.
e Eannbiit Knnegg oG 2 FRETROTS T A\msi install\JaCartaUnifiedClient_ 2.122.2008_win-x64_r.

v [ ] KoHdurypaums npor
(51| Ycranoeka nporg

ABTOMaTU4ECKaA YCTaHOEBKa

5 1 Kondurypauns Winc HasHaunte

> ] AamuHucTpatneHble Ony6nukosate

| Hacrpoiika

O Bce zagaumn >

v % KoHgpurypaums nonssosate
> [ Moawntukm O6HoBuTb
» || Hactpoiika P—
BOMCTEa

Cnpaska

PucyHok 19 — OkHo 8blbopa onyuu Cgolicmea nakema ycmaHoswuka (paiin x64)
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Mocne oTkpbiTMa okHa CBOMCTBA Ha BkNaake Pa3BepTbiBaHMe onuyvs YcTaHaBAMBaThb 3TO NPUIOXKEHUE NPU BXoae
B cucTeMy OyneTt He akTMBHA - 3T0 HepgopaboTtka ocHactkn OC Windows (cM. pucyHok 20a). Heobxoammo ewe pas
HakaTb Ha onuuio HasHauyeHHbIN B cekuun Tun passepTbiBaHUA, MOCNE Yero onums YcraHaBaMBaTtb 310
NpUNOXEHUE NpU BXOAE B CUCTEMY CTaHeT akTUBHOM (CM. pucyHok 206).

Ceoiictea: EauHbimn Knnent JaCarta ? X Ceoiictea: EauHbm Knunent JaCarta ? X
Kareropum MoanpmkaLym BesonacHocTs Kateropum MoaoukaLym BesonacHocTe
O6uwwme Passepbisatue O6HoBnexna Obwwme PassepoisaHue O6HoBnerma

Twn passepTLiBaHnA Twn passepToiBaHnA
TMyGnmuHbIn TMyBnuyHbIA
(®) HazHauerHbiit (®) HazHauerHbiit
ST, K s
MapameTpbl passepTLiBaHMA MNapameTpb! passepToiBaHUA
AsToMaTMYECKM YCTaHaBNMBaTe NPUNOXEHWE NpK gﬁpamr‘:HMM K AsTOMaTMYECKM YCT@H3BNMBaTL NPUNOXEHUE Npn Oﬁpamemm K
aiiny ¢ COOTBETCTEYIOWMM PACMPEHNEM aitny C COOTBETCTBYIOWNM PECIINPEHUEM
[[]¥Yaanams 370 npunoxeHie, ecnu ero MCNONb30B3HME BEXOANT [[]¥aanate 310 npunoxeHue, ecnu ero MCNONb30BaHUE BXOAT
33 PaMKK, A0MYCTUMBIE MONMTUKON YNPaBNEHNA. 33 PaMKK, AOMYCTUMBIE NONUTUKON YNPaBNEHNA.
He oToBpaxaTs 3T0T N3KET B OKHE MaCTEPa YCTaHOBKM U He oToBpaxaTe 3T0T NaKET B OKHE MacTepa YCTAHOBKM U
YA3NeHWA NporpamMmm naHenu ynpasneHna YA3NeHWA NporpamMm NaHenu ynpasneHua
I VYCTaHaEnMBaTs 3T0 NPUNOXEHWME NPY EXOAE B CUCTEMY I I []YcTaHasnmeats 370 NpunoxeHue Npv EXOAe B CUCTEMY I
Monb30BaTENLCKUIN MHTEPPEIAC NPW YCTAHOBKE MNonb308aTENECKMIA MHTEPDEIC NPY YCTEHOBKE
MpocTon MpocTon
MonHbiA MonHbii
[LononHuTensHo. .. [ononHuTeneHo...
G| [Tt Omera | [ Toma

a) 0)

PucyHok 20 — OkHo 8bibopa onyuu YcmaHagiueames 3mo npuioxeHue npu exooe  cucmemy

9. Bbibpatb onumio YcTaHaBAMBATb 3TO NPUIOKEHUE NPU BXOAE B CUCTEMY U Ha)KaTb

Ceoicrea: EguHend Knnenr JaCarta ?

X

KaTeropuu MopidirkaLyn BesonacHocTs

Owme FazsepTeiEaHme OBHOBNEHMA

Twn paseepTeIBaHAA

[y GrmuHEIA

E:! HasHaueHHeIA

[apameTpel pasEepTEIEAHHA

AETOMETMHECKK YCTEHIENWMEATE NPMNCKEHKE MW 0BpAWEHIK K
Gafny ¢ CoOTEETCTEYIOWMM PECIUMPEHMEM

[]¥mansts 370 NpMNos#EHWE, ECIM Ero MCMONb30EaHWE BEXOIMT
=3 PAMKM, OOMYCTUMEIS NONWTHKORA YIPEENSHWA.

He omﬁpaxaTb 3TOT NAKET B OKHE M3cTepa yCTaHOBKHM M
YASNEHWA NPpOrpaMn NEHEN YTIDSENEHWA

I YoTaHaBNMBATE 3TO NPUNOKEHWE MPW EXOAE B CUCTEMY I

MonesoeaTenbCKMA MHTEpdERc NpW YCTaHoBKE
MpocToit

MonHeA
JononHuTensHo...

oK Omaena MprMeHUTS

R
PucyHok 21 — OkHo Ceolicmea Ha eknadke PazsepmeolieaHue
AO "Anapaun P.O." 1995-2024 .
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[j B cnyuae, korpa Tpebyetcs ycraHoBka EanHoro Knuenta JaCarta ¢ Mmogynsmu nogaepxku 6uomMetpun cnepyet
nepemnTn Ha BKNaaky Moaudukaummn B okHe CBOMCTB (CM. pUCYHOK 21)M HaxaTb KHOMKY , nocne yero
yKa3aTb Ha 3apaHee CO34aHHbIM Gain C pacwmpeHneM *.mst, KOTOPbIR fO0MKEH OblTb COXpaHeH B 06LEef0CTYNHOM
CeTeBOW Manke, Noc/e Yero HaxaTb KHOMKY . MonpobHee o co3naHuu daiina *.mst cm.n. 3.1.2
"Co3paHue MogMdmKaumm yCTaHOBOYHOIO daina ¢ pacwmpeHueM *.mst".

Ceoiictea: Eannbiin Knuent JaCarta ? X
OBwwe PazseptoiBaHue OBHoBneHuA
Kateropum MogdpmkaLsm BesonacHocTs

MoamdmKaLsm nnu npeoﬁpasosahun NO3BONAKT HACTPaMBATL NAKET U
MPUMEHRAIDTCA K HEMY B YK333HHOM HVKE NMOpAOKE:

MoanpuxaLym:

[\\SERV \Install_ msi\JaCartaUnifiedClient 2.12.2.2008 T

o

< >

Vaane

Brumarue! He Haxumaitte kHonky "OK" ao Tex nop, noka sce
npasuna NpeobpasoBaHnA He aobaBneHs! U He ynopaaoueHsl. [ng
nonyyerna Gonee NoapobHbIX CBEASHWIA LENKHWTE NPaBOit KHOMKOMA
Mbiwm Ha crivcke "Moapukalwm' v B NORBUBLIEMCR MEHIO
sbibepuTe komaHay Yo 310?"

OK Otvena

PucyHok 22 — OkHo dobasneHus MOOUGUKALUU ycmaHosoyHo20 gaiina
10. BbinonHutb gericteus n.8, n.9 ana BTOporo nakera ycTaHOBLLMKA (X86)
/; Mocne co3paHus obbekTa rpynnoBoi NOAUTUKKM HEOOXOAUMO CBS3aTb €r0 C OLHUM W3 NOoApa3aeNieHuii AoMeHa.
MoppobHee cM. n. 3.4 "Ces3biBaHWE 0ObEKTA FPYNMNOBOM NOAUTUKM",

3.4 (BA3blBaHWe 06bEKTa rpynnoBon NONTUKN

> ﬂ.nﬂ cBA3blBaHUA 06beKTa rpynnosoﬁ NONUTUKU C noapa3neseHuemM goMeHa:
1. 3akpbITb OCHacTKy PepakTop ynpaBneHus FpynnoBoi NOAUTUKK (€C/TM OHA Bbina OTKpPbITA).

2. Haxartb Myck => MNaHenb ynpaBnenusa => AAMUHUCTPUpPOBaHUE => YnpaBneHue rpynnosbiMU NOMTUKAMM.

AO "Anapaun P.O." 1995-2024 . MHCTpyKUMA NO YCTaHOBKE, YAaneHuo, 0OHOBNEHMIO Yepes rpynmnoBble NOAUTUKM Crp. 25/ 56



Eouubin Knuent JaCarta 3

3. B nosBuBLIEMCS OKHe B AepeBe KOHCO/IM YnpaBneHue rpynnoBoi NOMMTUKOM BbIAENNTb, HAaNpUMep,
KoHTeliHep KoMnbloTepbl (MOAMTMKA NPUBA3bIBAETCS K TOMY KOHTEMHEpY, B KOTOPOM HaxomsTcs paboune
CTaHLMK, Ha KOTOPblEe Pa3BOPAYMBAETCA AaHHOE NporpaMMHoe obecneyeHune), HaxaTb NPaBoOi KHOMKOM
MbllK Ha KoMnbloTepbl 1 13 NOSBMBLIErocs MeHH0 BbibpaTb kKoMaHay CBA3aTh CyLLEeCTBYHOWMIA 06BbEKT
rpynnoBoi NONUTHUKM...

|5, ¥npaenenue rpynnoecii noautkoii - O X
2L ®aiin  [eiicreme  Bug  Owkwo  Cnpaeka - &
“=| 7 0|d @

(5, Ynpasnenue rpynnosoii nonumikoi OBLeKTsl PYNNOE0H NONWTHKM - server.domain
v _ﬁ J'I.e(: server.domain Coaepwwmoe | [leneruposarue

v 55 domensl -

v 5‘3 server.Anm (T Cramie ofivewts coumNOBOI NOMM TG Fanstp WMI Wsmeren Bragenew
lJ De CDBAﬂTb obbexT FpYyNNoBoK NOAWTUKK B 3TOM AOMEHE 1 CERA3ETE ErO... Het 21.04 202.. AU.N‘WHMCTD.
2| Do CBA3aTh gﬁeﬂs:meﬁ ofbekT rg:nnnﬁoﬁ MOANTHEM... Het 21.04.202..  AgvurmcTp.

~v [ 08 BADKNpOBATS HaCEROBaHIE Het 26.06202...  AgawrucTp.
15 Macrep mogennposarna rpynnosoil NOAMTUKN...
g Co3gaTe NoAPasAEneHme
F Dun
i Ha HaiiTu...

@ Caiitel CMEHNTE KOHTPOINED ADMEHA. .

sid Mogennpy Yaanute

1§ Pesynerar Active Directory - NONBS0EATENM 1 KOMIBIOTEDH...

Hogoe okno otcroga
OBHosnTE
Csoiictea
Cnpaeka
- >
[
Mepernrouenne Bnoka HaCNEA08aHNA

PucyHok 23 — OKHO KOHconu YnpasneHue 2pynnosoli nonumukol

4. B nosBuBLIEMCSI OKHE BbiOOpa 06BEKTA FPYMNNOBOM NOAUTMKM CEAYET BblAENUTb OOBEKT rpynnoBOi NOAUTUKK
Ycranoska Eaunbiii Knuent JaCarta 1 HaxaTb Ha KHOMKY .

BeiGop obvekTa rpynnosoii noanTukn X

WckaTb B AoMeHe:

serv.domain v

OBbeKTbl FpYNNoBoi NOAMTIKA:

nma

Default Domain Controllers Policy
Default Domain Policy

YcraHoska EanHbit KnuwenT JaCarta

I OK k I OTtmMeHa
'\

PucyHok 24 — OkHo 8blbopa 06vekma 2pynnogoli noaumuku

AO "Anapaun P.O." 1995-2024 . MHCTpyKUMA NO YCTaHOBKE, YAaneHuo, 0OHOBNEHMIO Yepes rpynmnoBble NOAUTUKM Crp. 26 / 56
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y CBS3aHHbIN 06BEKT rpynnoBoOM NOAUTUKKU LOJIKEH 0TOOPA3UTLCS B OKHE KOHCO/IM YNpaBneHue rpynnoBoi
NONUTUKOMN.

'Z Ynpaenenue rpynnogoii nonutukoii - O X
|, Qaiin  Jeiicrene  Bug Oxno Cnpaeka
4 & G| 3=

¥npasneHue rpynnosoi NOANTKOM KOMNbIOTEpPbI
Q Jec: serv.domain
v 55 domebl

¥

CarsaHHble 06beKTbl rpYNNoBoit NONMTMKM — HacneposaHue rpynnosoi nonumakn el 4 | *

~
v g serv.domain Mopago... OBbexT rpynnoBoit NoAUTKI MpuHyaut... CsA3b BKNOYEH

=i/ Default Domain Policy 1 @ Yeraroska EpvHbit KnvenT JaCata Her Oa
v 2| Domain Controllers

i Default Domain Controllers Poli
i Ycranoeka Egunbii Knuent JaCa
Vv I | KOMNbIOTEpbI
mMHblﬁ Knuent )
=t OBbeKTbI rpyNNOBOIt NOANTUKK
5 Ounstper WMI
5] HauanbHbie 06bekTsl rpynnosoii ng
& Caiitel
siY MoaenupoBaHue rpynnoeoii NoANTHKK
+ PesyneTatel rpynnosoit noanTtiku

PucyHok 25 — OmobpaxeHue c8s3aHH020 06bekma 2pynnosoli NOAUMUKU 8 OKHe KOHCOIU yNpasaeHus 2pynnosoli noaumukod

O6HoBNEHME TPYNMNOBbIX NOAUTUK B AOMEHE NPOUCXOAUT aBTOMATUYECKM, B COOTBECTBUM C 33LaHHbBIM
WHTEpBaNoOM aBTOOOHOBNEHUS. Yepe3 HekoTopoe BpeMst 06HOBNEHWE NOMUTUKM PaCcnpOCTPaHUTCS Ha BeCb
[OMEH, 1 Nnoc/e NepBoi NocaeaytoLen 3a o6HoBAeHMEM Nepe3arpy3ku yctaHosutcst M0 "EamHbii KnueHT
JaCarta". YcTaHOBKa MOXET 3aHATb HEKOTOPOE BPEMS MpPM 3arpy3ke KOMMbOTEPA, AaHHbIM NpoLEecc NponcxoauT
npy NepBUYHONM YCTaHOBKE UM 0OHOBNEHUM BEPCUM OAHOKPATHO Ha KaXAO0M KOMMblOTepe.

[ns NnpuHyanTeNbHOro 06HOBNEHUS FPYNMOBbIX NOAUTUK KOMMNblOTEPA Nofb3oBaTensa cnenyet Haxatb WIN+R, B
nosiBMBLIEMCS OKHe HabpaTb gpupdate /target:computer /force n HaxaTb OK.

3.5 [obaBneHne nMeH K ¢pnnbTpy 6e30nacHoCTA

B cnyvae, ecnn HeobxoanmMo 6onee rMbKoe Ha3HaYeHKe rpynnoBoi NOAUTUKM HEOBXOAMMO NPOU3BECTH
HacTpoiky dunbTpa 6e3onacHocTu. K dpunbTpy 6e3onacHoCTM MOryT 6biTb LOb6aBNEHbl UMEHA NONb30BaTENEN,
MMEHa rpynn nosib3oBaTeNei UM UMeHa KOMMbIOTEPOB.

» Ona pno6aBneHus MMeH K puabTpy 6e30onacHOCTU:

1. Haxartb Myck => MNaHenb ynpaBnenusa => AAMUHUCTPUpPOBaHUE => YnpaBneHue rpynnosbiMU NOUTUKAMMU.
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2. B nosBMBLIEMCA OKHE B AEPEBE KOHCO/M YnpaBaeHue rpynnoBoi NOAUTUKON Pa3BepHyTb y3en O6beKTbl

rpynnoBoi NOAUTUKM, BbioeNTb 00bekT YcTaHoBKa EauHbiii KnueHnT JaCarta, nepelitn Ha Bknagky O6nactb m

B cekTope ®MuUnbTpbl 6€30MacHOCTH HaXaTb KHOMKY | J06aBuTb...

'L Ynpaenenue rpynnosoii noAUTMKOI

R O X
# Oaiin [eiicrene Bug Okno Cnpaeka - || & (Eae
o zF cl @
¥npasneHue rpynnosoi NoauTUKoi YctaHoEKa EQuHLIN KnueHT JaCarta
A HFC:seN'doma'n O6nact Csegerms Mapametpel Oeneruposarme CocTosmue
v 55 Jomenbl
2o : Ceasu
Vv i serv.domain
5] Default Domain Policy MokasaTs CBASH B PACNONOXEHMA: | sary domain G
v 2] Domain Controllers C GPO ceasaHbl cneayiolwme CaiTbl, AOMEHb! U NOAPE3AENEHNA:
i/ Default Domain Controllers Poli ~
] Yeranoska Eaunenii Kauent JaCal Pazmewenmne MpyHy mTENEHBIA Ceasb 330eicTBOBaH
v 2] komnbroTEpBI 2| Domain Controllers

] Ycraroska Egunenii Knuent )
v |5t O6bekTbl rpynnoEoii NOAUTUKM
=/ Default Domain Controllers Poliy >
=/ Default Domain Policy
=/ Ycranoska Egunbiii Knuent JaCa
> [y OwneTpel W

[Fil KOMMbIOTEPbI H

Het [a
et Oa

PunbTpel 6esonacHoc™

MapameTpel AaHHOro 06BEKTE FPYMMOBOIt MONMTUKK MPUMEHRAIOTCA TONBKO ANA

» | ] HavaneHble 06bekTsl rpynnogoii n| CNEAYOWMX rpynn, MoNb30BaTENE 1 KOMMSI0TEPOB:

> L@ Caittel " ~
- ma
58 MoaenuposaHue rpynnosoii NOANTUKK 2
_ %, PesyneTatel rpynnogoii noauTiku RO IPeneDsy
LoBasuts... k [ Yaamute Caoiictsa
R
J
Punctp WMI
O6vext GPO ceasaH co cneayiowum gunstpom WMI:
<OTCYTCTBYET> L% Omnepoite
< >

PucyHok 26 — OKHO KOHcoau YnpasneHue 2pynnosoli noaumukol

3.

B nosiBUBLIEMCS OKHE BbIGOPaA NOMb30BaTENEN U KOMMbIOTEPOB CNieAyeT HaxaTb KHOMKY | TUMbl 06 bEKTOB..

Beibop: "Monbsoeatens”, "Komnetotep” wam "Mpynna"

X

BeiGepute TMn o6bexTa:

|"Flonbsoaa1'enb". "Tpynna" unu "BeTpoeHHbiit cyBbekT Gesonacuocl

B crnenyowem mecte:
|serv.domain |

Pasmewenue. ..

BeeamTe umeHa BoiBupaemMbix 06 beKTOB (Mpumepti):

MposepuTs nveHa

):bnonnwrrenpno.r..r | oK | 0,,"’,',*’?‘?

PucyHok 27 — OKHO 8bi6opa nosb3osameneli U KOMNblomepos
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4. B nossuBlUEMCS OKHE Bbl60pa TMMNOB 0ObLEKTOB caienyer Bbl6paTb Tp66yEMbIVI ANa KOHKPETHOro cny4asa tmn

06beKTOB, Hanpumep, AN fobasneHns MMeHU KoMNbloTepa K dunbTpy 6e3onacHoCcTH, cneayeT BbibpaThb
onuuto KoMnbloTepbl 1 HaxaTb KHOMKY .

Tunel cbbekToB

BrifepuTe TMNEI 06 BEKTOE, KOTOPEIE Bbl XOTUTE HaRTW.

Twnkl ofbeKToR:

% BeTpoeHHele cyGbeKTsl GesonacHoCTM
% Tpynne!
E) MNonezosateni

| 0K k | Omvena

a
PucyHok 28 — OkHo 8bi60pa munos 06veKkmos

5. B none Beeaute uMeHa BbiIGMpaeMbIX 06LEKTOB BBECTU MMS KOMMbIOTEPA NOAb30BATENS UM UMS TPYNMbI

KOMMbIOTEPOB M HakaTb KHOMKy | lpoBepuTb MMeHa |

Bei6op: "Monbsosatens”, "Komnetotep” uan "Mpynna” X

BeiBepute Tun o6bekTa:

|"ﬂonb305arenb", "Tpynna" unu "BcTpoeHHbiit cyGbekT 6esonacnoc| Tunb! 06 bEKTOB. ..

B cnenyouwem mecre:

’serv.domain ‘ Pazmewenue. ..
BseauTe umera BoiBupaemMbix 06beKToB (IpuMept):
VISTA MposepuTs wmveHa
letezmnizi
[LononHuTensHo. .. 0K Ommvena

PucyHok 29 — OkHo 8blbopa KoMnblomepa Nose308amens

6. [locne Toro, Kak NpoBepKa MMEHM NpoONAET yCnewHo, B nose Beeaute uMeHa BbiIGupaeMbixX 06bEKTOB
MosSBMTCA NOAYEPKHYTOE MM KOMMbtoTepa. [ocsie 3Toro cneayet HaxkaTb KHOMKY .

Bei6op: "Monbsosatene”, "Komnetotep" uan "Mpynna” X

BeiGepute TMn o6bexTa:

|"I'I0nbsoaa1'enb". "Tpynna" unu "BcTpoeHHbiit cyGbekT Gesonawocl Tunbl 06 HEKTOB...

B cneayowem mecre:

lserv.domain ‘ Pasmewenue...
BeeanTe umera BbiGpaemMbix 0GbeKTOB (IpuMeEDLI):

VISTAX86 MposepuTs nmeHa
{

DononHuTensHo. ..

(8]¢ k Otmena
£\

PucyHok 30 — OKHO hpo8epeHHbIM UMEHEM KOMNbMepa nosb308amens
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7. TMocne pobaBneHus BCeX MMEH Nosib3oBaTeNel, UMEH rpynn Nosb30BaTeNei MK UMeH KOMMboTEPOB

HeobxoamMMo yaanutb B GunbTpe 6esonacHocTy rpynny Mpolweawmne npoBepKy, BblAEINB €€ U HAXKAB KHOMKY
Yaoanutb |

_a ¥npasneHue rpynnosoii NOAMTUKOH

== O X
j{ ®Qaiin  Jeictene Bug Oxno Cnpaska - & %X
ez )
¥npaeneHue rpynnoeoil NOANTUKON YcraHoBka EauHbIi KnuewT JaCarta
i.ﬂ ,e CseTiioman OBnact  Cseperms [MMapamerpel  Oeneruposanue CocTosHue
v 55 Aomenbr &
v 3 serv.domain .

=/ Default Domain Policy

MokasaTs CBASH B PACTIONOXEHAM: | sery domain
v 2| Domain Controllers

v
C GPO cea3zaHbl cneayiowme caiTel, AOMEHb! M NOADa3AENEHUA:
@z Default Domain Controllers Polis =~
& J Yeranoska Egunbiii Knuewr JaCa Pasmewerne MpuHy sTenEHbIA Cenasb sapeiicTBOBaH
v (5] KoMnbrOTEPLI {2 Domain Controllers

Her [a
i/ Veranoska Egnmenit Knnewr )| | | 50 S L = S - R
|5t OBBexTbI rpyNNOEOIt NOANTUKN
(= Default Domain Controllers Polis
=/ Default Domain Policy
=/ Ycranoska Eguneiii Knuent JaCa
> [ Ounetper WMI

lMapameTpsi AaHHOro 0GbEKTa rPYNMOBOM NONMTUKM NPUMEHRIOTCA TONBKO ANA
> |Z] HauaneHble 0BbekTel rpynnosoii n| CNEAYIOLX FPYNN, NONb30B3TENEA M KOMMBIOTEPOB:
> L@ Caittel

<

PunbTpol GesonacHoc™

=
Wma
5t MoaennpogaHue rpynnosoit NoaAuTUKI

3 & SERVS (SERVASERVS)
_+ PesyneTatel rpynnosoii noantikm {IVISTAXB6 § (SERV \VISTAXBES)

[Npowe aume nposepKy
e————————————

i P;Gasmb... J L CeofcTea
. ']
Punctp WMI
O6vext GPO ceasaH co cneayiowmm eunstpom WMI:
[SoTeyTCTEyeT> v Omxpeite
< >

PucyHok 31 — YdaneHue u3 ¢unsmpa 6ezonacHocmu epynnei [Ipowedwiue npogepky
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3.6

3.6.1

BrnioyeHne nornposaHuA

MoakntoueHne NorMpoBaHMs SBASETCS ONUMOHANbHBIM M NpeacTaBnseT cobol BknoveHne noruposarHms Windows
Installer Ha koMnbtoTepax, rae TpebyeTcs yCTaHOBUTb MPOAYKT.

BktouMTb NTOrMpoBaHME MOXHO MO0 Yepes rpynnoBblie NONUTUKM NMBO Yepe3 HACTPOMKK peectpa. B obomx
CNy4asx HeT BO3MOXHOCTMU YNPaBAsaTb MECTOHAXOXAEHUEM U UMeHeM (ana ¢ noramu. Jlorn ByayT pasmeLLaTbcs
B kaTanore Windows\Temp c nmeHeM MSI##it#.log, roe #### - npon3BONbHbIA Habop BykB 1 LUbP.

BrntoyeHne 1ora Yepes rpynnoBble NoUTUKM

» Anqa BKAUYeHUa nora yepe3 rpynnoBblie NMOJIUTUKHU:

3.6.2

1. B okHe PepakTop ynpaBneHusi rpynnoBbiMM NOANMTUKAMM BblOpaTh:

— B aHrnossbiuHoi Bepcum: Computer Configuration — Administrative Templates — Windows Components
— Windows Installer;

— B pycckos3bluHoli Bepcumn: KoHdurypaumsa komnblotepa — Moautukn — AAMUHUCTPATUBHbBIE WAa6GA0HbI —>
KomnoHeHTbl Windows — YcraHoBwuk Windows.

2. 3aTem HeobxoaMMO coenatb [BOMHOW LWenyok no napameTpy Logging (B pycckossbiuHOM Bepcun: BepeHue
)XypHana cobbiTuit) 1 BbibpaTs Enabled (BknoueHo).

3. B oTtkpbiBweMcs okHe BepeHue xypHana cobbiTuii B TeKCTOBOM nosie Logging Heo6xoaumo 3aaathb
Kenaemble napaMeTpbl 10rMpoBaHus. NapaMeTpbl 10rMpoBaHUa Kiwearucmpvox» Aal0T MaKCUMANbHYHO
[LeTanun3aLmio fIoroB.

BKnoyeHne 1ora nocpeacTBOM NPaBKM peecTpa

Ha KOMnNbKOTEpPE HeobxoaMMOo 3a4aThb caiegywuime napaMeTpbl B peectpe:

REGEDIT4

[HKEY LOCAL MACHINE\Software\Policies\Microsoft\Windows\Installer]
"Logging"="voicewarmup"

"Debug"=dword: 00000007

BkntoueHwue nora yepes peectp BKIOYAET JIOTMPOBAHUE HA KOHKPETHOM KOMIbIOTEPE, rAe NMPOBOLUTCS
M3MeHeHue peecTpa.
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4.

AO "AnapanH P.0." 1995—-2024r.

MopAaoK yaaneHna NporpaMMbl Yepes rpynnoBble MONUTUKN

MO "EamHbii KnueHt JaCarta” MoxeT 6biTb yAaNeHo C N0JIb30BaTENbCKMX KOMMbIOTEPOB CpeLCTBAMM IPyNnoBoOM
MOSIUTUKM.

» Ona ypanenuna NO EpuHbiit KnueHT cpeacTBaMM rpynnoBOi NOAUTUKMK:

1.

3aI'IyCTMTb KOHCOJ1b VnpaBneHue rpynnomﬁ NONIMTUKOM, ON19 Yero HaxaTb rlyCK => A,D,MVIHVICTpVIpOBaHMe =>

YnpaBneHue rpynnoBoi NOAUTUKOMN.

&z
L
i
e
a
@
#
B
[
&)
24
&)
"
n

0

Mons3osatenn u komnsiotepsi A..  Windows Server

MpocmoTp coBeTwii
=

Peaaxmuposatiue ADSI
IR hcneEn

Ceeenus o cucteme cepsepon

Cucremmii MoHMTOp

oo &

Cryx6ei Microsoft Azure

CryxBbl KOMIOHEHTOS

|

Cryx6i passepruisanis Windo... K
Moakntoserme

Cpencto nposepku namara Wi, | YAGNCHHOM::

Ynpasnetie rpynnosoii nonmS.
Ynpasnenye KoMnsoTepom
Ynpasnenue nevarsio

LieHTp aamuHMCTpUpOBaHIS Acti...
LievTp cepruukaum

Cranaaprrisie — Windows

o €8 m E

2

Windows
PowerShell

-
Aucnerep
3apaq

Mpocuotp
cobbiThin

=

Windows
PowerShell ISE

MNanens
ynpasnenus

II

Mposoamx

PucyHok 32 — 3anyck KoHconu YnpasneHue 2pynnosoli noaumukol
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MHCprKLIMﬂ no YCTaHOBKE, yAaNneHuto, 06HOBNEHUIO yepes rpynnoBble NONUTUKU
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2. B okHe KOHCONM YNpaBneHus rpynnoBoi NOAUTUKONM OTKPbITh PeaakTop ynpaBneHus rpynnoBbiMU
NONAUTUKAMM, AJ15 YEro: 3aiTH B AMpekTopuio O6bEKTbI FPYNMNOBOM NOAUTUKM, HAXKaTb MPAaBOM KHOMKOW MbILWK
Ha rpynnoBow nonuntuke YcraHoeka MO "EanHbii KnuenT JaCarta” n B NoSBMBLIEMCS KOHTEKCTHOM MEHH0

BblOpaTb onumio | UIsSMeHuTb... |

2, Ynpaenerue rpynnoeoii noauTukoi = O X
Z ®aiin  [Jeiicteme Bua Oxno Cnpaska - & X
LAY o EER =NR SN 7 Bo:
|, Ynpaenenue rpynnosoii non| | YeTaHOBKa guuuﬁ KnueHr JaCarta
b ‘ﬂ .ﬂ‘ec: Sevdomat OBnac™ Cseperun [apametpol [Lenerwposanue CoctosHue

v 55 Aomenb
v Zdserv.domain ) :
] Default Domain lMokasaTs CBA3W B PACNONOXeHM:  |serv.domain v
=1 Domain Contro|| C GPO caasars! CheayloWwme CaitTol, AOMEHbI U NOAPasAENEHNA:
v [ 5} OBwekTol rpynn ~
=/ Default Dorr Pazmewenne [MpuHy TenbHbIA Cea3b 3aneiicTBOBaHa
=] Default Dorr jj Domain Controllers Her Oa
ety =[ YcTaHOBKa ;‘;MEHWTb i L=
7 Ounetpel WM >
> [ HauansHsie o CocTosHune 06beKTa rpynnosoil NOANTIKK > |
55 :;"Tb' ApXMBMpPOBaTL...
sy MogennpogaHue rpyr
e P ot BoccraHoBMT U3 apXuBa... #A0ICHSTONEKO; ATA
¢, PesyneTatel rpynnosc
Wmnopt napametpos...
A
CoxpaHuTb OTYET...
Bug >
v
Hogoe okHo oTcroaa
cT8a
Konuposate
J
Yaanute
MepenumeHosate
O6HoBuTE ha Omnpeime
< 3
Cnpaska

PucyHok 33 — 3anyck Pedakmopa ynpagneHus 2pynnosbiMu NoAUMUKAaMu
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3. B okHe PepakTopa ynpaeneHus rpynnoBbIMU NONUTUKAMM 3alT B amupekTopuio KoHdurypaums Komnbotepa
=> Monutnkn => KoHburypauusa nporpaMm => YCTaHOBKa Nporpamm.

=l PeaakTop ynpaeneHna rpynnossimm noanTiKanu -

Pain  [Jeictene  Bug  Cnpaexa

= HHEE = HE

O X

_'E'J' MNoawTtuka ¥Yeranoeka EguHeni K
v (il KoHpurypauma KomneoTep,
w || Monutrie
~ || Kendwrypauwa npor
ey (7| YeTamOBKa NpoOTE
» | Kondwrypayma Wine
» | AgMUHWCTPaTHBHbIE
» || Hactpoiika
v ¢, Kondurypauma nonbsoeate
- [ MNoaumren
> || Hactpoiika

.
HazeaHue Bep.. Cocrosdne.. Hctounuk

Egnneii Knwent JaCarta 2,12 Hasvauedd...  WSERVInstall_msiJaCartalnifiedClient_2.12....

< 2| € > |
PucyHok 34 — OkHo Pedakmopa ynpasneHus 2pynnoseiMu NoAUMuUKamu
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4. BbibpaTb YCTAHOBOYHbI NaKET, KOTOPbIA HEOOXOAMMO YAANNTb, HAXKATb HA HEM NPABOM KHOMKOM MbIWK U B
NOSIBUBLLEMCS KOHTEKCTHOM MeHH0 BblbpaTb onumio Bce 3agaun => | Yaanure... .

= PepakTop ynpaeneHua rpynnoebIMm NOAMTHKaMU = O X

®Qaiin  [eiicteme  Bug Cnpaeka
e @B HM

'=[ Monutuka Ycranoeka Eaunbiii K| Hasganne Bep.. Cocroanue.. WcTounuk
v & Kondurypauyns komnbroTep
v || Monutnkn
v ] Kondurypaums npor,
[51 ¥craroeka nporg
, ] Kondmrypauma Winc Ony6nunkosate
| AgMMHUCTPaTMEBHBIE
. [ HacTpoiika
v % Kondurypaums nonssoeate. O6HoBUTL
| Monutnkn . Yaanute...
> || Hactpoiika Consicins

Eantbit Knuent JaCarta 2,12 HasHaueHH.., msi\JaCartaUnifiedClient 2.12....
ABTOMaTU4ECKaRA YCTaHOBKA

HazHaunte

Bcesagaun > HazHaunte
e g

OnyBnukosatb

PaszsepHyTe NpuioXeHNe 3aHOBO
Cnpaska

PucyHok 35 — Bbibop onyuu Yoanume...

5. B nosiBMBLIEMCS OKHE BbI6paTb O4HY U3 ABYX NMpeanoXXeHHbIX onuun:
- HEME,EI,ﬂeHHOG yAaneHune 3Toro NpMnoXeHna ¢ KOMNbOTEPOB BCEX nonbsosaTeneﬁ;
- Pa3peLIJl/ITb MCNONIb30BaHME YXXe YCTAHOBNEHHOIO NPpUNOXEHUA, HO 3aNpeTUTb HOBYHO YCTAaHOBKY.
YaaneHue npunoskeHnii X

BeiBepuTe 0aHy U3 Cneayowmx BOSMOXHOCTEN:

(®) HemeaneHHoe yaaneHue 3T0ro NPMnOXeEHUA C
KOMMbIOTEPOB BCEX NONb30BaTenei

(O PaspewnTs UCronb30BaHWE YXE YCTBHOBNEHHOMO
NPUACXKEHUA, HO 3aNPETUTL HOBYKO YCTEHOBKY

| 0K kl Omvena

N

PucyHok 36 — OkHO 8bi60pa onyuu yoaneHusl NpuaoXeHus
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5. MNopAagoKk 0bHOBMEHMA NPOrpPaMMbl Yepes3 rpynnoBble MONUTUKM

MO "EamHbii Knuent JaCarta” MoxeT 6biTb 0OHOBNEHO Ha NMOMb30BATENILCKMX KOMMbIOTEPAX CpeacTBamu
rpynnoBoOM MOMUTUKM.

» Ona o6HoBneHns MO EamHblii KNnueHT cpeacTBaMu rpynnoBoOi NONUTUKMU:

1. Pa3MecTuTb yCTaHOBOYHbIE dalinbl 06HOBNEHUS B 0OLLEeOCTYNHOM ceTeBow nanke. MNogpobHee cMm. "n. 3.1
"PasMelleHne yCTaHOBOYHbIX painos”.

2. 3anycTuTb KOHCONb YnpaBneHue rpynnoBoOM NOJIMTUKOM, 4SS Yero Haxatb yck => ALMUHUCTpMpOBaHMeE =>
YnpasneHue rpynnoBoi NOAUTUKOWM (CM. PUCYHOK 32).

3. B okHe KOHCONM YNpaBneHus rpynnoBoi NONUTUKOM BbIBpaTb 0ObEKT rpynnoBOM NONUTUKM U OTKPbLITb
PenakTop ynpaBneHus rpynnoBbiMu NONUTUKAMMU, AN Yero: 3aiMTn B gupektopuio O6beKTbl rpynnoBov
NOMIMTUKK, HAXKATb MPABOM KHOMKOM MbIWK Ha rpynmnoBor nonutuke YeraHoska Eannbiin Knuent JaCarta v 8
NosSBMBLUEMCS KOHTEKCTHOM MEHI0 BbibpaTh onuuio U3MeHUTb... (CM. pUCYHOK 33).

4. B okHe penakTopa ynpaBneHWs rpynmnoBbiIMM NOAUTUKAMM 3aiATU B AMpekTopuio KoHpurypaums komnbioTepa
=> Monutnkn => KoHdburypaums nporpamMm => YCTaHOBKa NpoOrpamm (CM. pucyHoK 34).

5. Haxatb npaBoﬁ KHOMKOM MbILWK Ha YcTaHOBKA nporpaMm 1 B NnoABmBLLEMCA KOHTEKCTHOM MEHKO Bb|6paTb
onuuio Cozpatb => Maker...
=] PeaakTop ynpaeneHua rpynnoebIMmn NOAMTUKaMI = O X

®Qaiin  [eitctene Bug Cnpaeka
L e ARaY o (RERENETN ? Ho:

> =
=/ MNonutuka Ycranoeka Eannbin K| Hazganue Bep.. CoctoaHue.. Wcrounuk

v o Kgmburypaum« KOMMbIOTED \\SERV\Install msi\JaCartaUnifiedClient 2.12....
v | MNoautukn \\SERV \Install msi\JaCartaUnifiedClient 2.12....

ansbii Knuent JaCarta 2,12
Eannein Knuent JaCarta 2.12

Ha3Ha4Y€eHH...

Ha3HaYeHH...
v || KoHdurypauwa npor

sl [5]] YcTaHoEKa narr
7 Kowdurypaus Cosgate > Maker...
MUHUCTPETHI
3 ;ac?::oﬁxa T b )
v % Kondurypaums nonbsc Bcrasute
- MoawuTuku O6HoeuTe

| Hactpoiika
3KCNOPTMPOBATL CAMCOK...

CeoiicTea

Cnpaska

PucyHok 37 — OKHO 030aHus 8mopo2o nakema ycmaHoB8UUKa
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6. B noseuBlueMCSs OkHe BblIOpaTh TpebyeMbli YCTaHOBOUHbIM (aiin 0OHOBNEHUS U HAXaTb | OTKPbITb |.

=] Otkpeitne X
<« v A ) > Cen » SERV » msi install v D Mowck: msi install yel
¥nopsaaouuts ¥ Co3pate nanky == v [N o
A~
Wma [lata usmeHenna Tun Pasmep
s BeicTpeiii goctyn
ﬁl JaCartaUnifiedClient 2.12.2.2260_win-x64... 11.11.2019 12:43 Maker ycraHoBLLW. .. 75356 Kb
[ Pa6ounii cton — -
ﬂl:’}l JaCartaUnifiedClient_2.12.2.2260_win-x86... 22.10.201915:13 Maker ycraHoewwm... 49 520 Kb

‘ 3arpysku

=| JokymeHTbl

% % % %

[&] WzoBpaxenna

System32

3 3ror komnbroTep

¥ Cems
[ SERV
[ vboxsvr

v| Makersl yctanoswmka Window v

| OTtkpbiTe k| Otmena

a3

Wma daiina: | JaCartaUnifiedClient_2.12.2.2260 win-x86_ru-Ru

PucyHok 38 — OKHO omKpeimus yCmaHo8o4YHo20 ¢alina obHosAeHus

7. B nogsuBLEeMCS OKHe Bbl6paTb B KayeCTBe MeTo4a pa3BepTbiBaHNUA 3HaYeHUE Oco6blit 1 HaxXaTb @
PassepTbiBaHue Nporpamm X

BeiGepuTte MeTon passepTbiBaHNA:

nyGnYHBIA
() HasHaueHHbIit

(®) ocobbii

BeiGepuTe 3T0T NnapamMeTp AnA HaCTPOKK NapaMeTpoB
NyBAMKELIAW UK HE3HEYEHUA W ANA BHECEHNA W3MEHEHWI! B

naker.
| 0K kl Omeﬂa

PucyHok 39 — OkHo 8bibopa Memo0a pa3eepmbi8aHUS NPUTIOHEHUS

AO "Anapaunn P.A." 1995—-2024r. MHCTPYyKUMS NO yCTaHOBKE, YAaNeHW0, 0GHOBNEHMIO Yepes rpynmnosble NONUTUKK Crp. 37 /56



Eanubii Knuent JaCarta

8. B nosBuBWEMCS OKHe Ha Bknagke O6wme NnpUcBOUTL MMS NakeTy obHOBNEeHMs € yyeToM Bepcum 10 m

pa3panoHOCTU CUCTEMBI.

Ceoiictea: Egurbiit Knnent JaCarta ? X
Kateropum MoandukaLym BezonacHocts
Obwme PasseptbiBaHie OBHosneHmA
Hassanue:
EqnHbi Knvwen JaCarta
CeepneHuna o npoaykTe
Bepcua: 212
Wspatens:
Asbik: Pycckwmit (Poccun)
Mnatpopma: x64

Csenenus o noagepxxe
KonTakTHoe nuuo: OTaen noaaepkiu KNUEHTOB

Tenegon: +7 (495) 223-0001

URL-agpec: http://www aladdin+d.ru

Omvena MpumernTs

PucyHok 40 — OkHo Ceolicmea ycmaHo804HO20 nakema Ha eknadke Obujue

9. MepeiTn Ha BKNaaky PasBepTbiBaHME M HaXaTb NOBTOPHO Ha onuMi0 Ha3HaueHHbIN, Nocne Yero BbiGpaTh

onuuio YcraHaBnuBaTb 3TO npunoXXeHue nNpu Bxoae B CUCTEMY.

Ceoucrea: EanHenit Knunent JaCarta ? X
Kateropmm Mo semkaLym BesonacHocTs
O6me Passepmoisarie O6HoBneHus

Tun paseepToiBaHna
MyBnnyHbin

(®) HasHauerHbiit

MapameTpbi passepToIBaHNA

ABTOMaTMYeCKN YCTaHaBNMBATL NPUNOXEHWE NPY 00paLLEHn K
®aliny C COOTBETCTBYIOWMM PACIMPEHUEM

[[]Yaanats 370 npunoxeHue, cnm ero MCNoNb30BaHNE BbXOMT
33 PaMKK, A0MYCTUMBIE MONUTUKOA YNPaBNEHUA.

He oToBpaxats 370T NaKeT B OKHE MacTepa yCTaHOBKM 1
YA3neHWA NporpamMm NaHenu ynpasneHns
YcTaHaBnMBaTh 3T0 MPUNOXKEHUE NPY BXOAE B CUCTEMY

MonbsoBaTenbCKuil MHTEPPEIC NPY YCTAHOBKE
MpocToi
MonHbm

[LononHuTensHo...

Omvera MpumeruTs

PucyHok 41 — OkHo Ceolicmea ycmaHo804YH020 nakema Ha 8kaaoke PazsepmeoisaHue
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10. HaxaTb Ha KHOMKy JLONONHUTENBHO... U B NOSIBUBLIEMCS OKHE BbIGPaTb OMNLMI0
He ucnonb3oBaThb A3bIKOBbIE YCTAHOBKM NPU pa3BepTbIBaHUM U HaxaTb OK.

JlononHUTENBHbIE NapaMETPLI Pa3BEPTLIBAHNS X

NONHATENbHBIE NBPEMETPbI PA3BEPTHIBEHUA NaKeTa:
[] He ucrnonb3osats ssbikoBbie yCTaHOBKM Npu passepTbiBaHM

Cpenams 310 32-paspagHoe X86 npunoxeHue AoCTynHbIM Ang
KOMMbioTEpPoB ¢ apxuTekTypoi Winb4.

[[] Brnrowats uHeopmaunio 06 OLE knacce 1 npoaykTe.
[ononHnTenbHbIE AMarHOCTUYECKWUE CBEASHWA:
Koanpoaykta:  {DF1845C1-27CD-4085-A6A5-6D5D08B6DESF}
PassepHyTo: 0
Wma cueHapua:  \\serv.domain \SysVol\serv.domain
\Policies
\{835E2FE7-B07E-430E-A995-1D47E505C612}

\Machine\Applications
\{57E3125E-A5C6-438F-BE67-798CDDBAG1D3} aas

A\
PucyHok 42 — OkHo [JononHumesnsHele napamempel pasgepmel8aHus

11. Mepevitn Ha BKNagky O6GHOBAEHUS U BbIAENNUTb YCTAHOBOYHbIV NAKET, KOTOPLIM cieayeT 06HOBUTb M HaXaTb
Ypanutb, nocne 4ero Haxartb KHOMNKY Jl06aBuTh....

Ceoiictea: Egnnbiit Knuent JaCarta (2) ? X
Kateropwm Moamdukarym BesonacHocTs
Obwwue PassepmoiBaHue OBHosneHuAa

I'Ipunoxeﬂwa. 06HOBNAEMBIE A3HHBLIM NAKETOM:

3ameHnTL Egmbbit Knuent JaCarta 2.12.2.2008x64

3amernts Eamrbit Knuent JaCarta 2.12.2.2008x86

[oBasuTs... Yaanute

OBazaTtencHoe 06HOBNEHWE ANA YXKE YCTEHOBNEHHBX MPUNOXEHMI

Mpunoxexmna Tekywero GPO, koTopbie ByayT 0BHOBNATL AaHHBIA NaKET:

e | [Tomms

PucyHok 43 — OkHo Csolicmea ycmaHo804YHo20 nakema Ha eknaoke O6HoseHUs
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i

AO "AnapanH P.0." 1995—-2024r.

12. B nosiBMBLLEMCS OKHE BbIAENNUTb yCTaHOBOHHbIVI naker, KOTOprf/'I cienyer 06HOBMTb, nocne 4yero Bbl6paTb
O4HY U3 HMXKENnepednCcneHHbIX onuui n HaxaTb OK:

Ynanuto npunoxeHue, 3ateM YCTaHOBUTb €ro 06HOB}'IEHMG;

O6HOoBMIEHNE BO3MOXHO noBepx MMerLWeroca NpuIoxKeHus.

[oBasneHune obHoBNEHNA X

BeiBop oBHoBneHUA
(®) n3 Tekywero ofbekTa rpynnosoit nonumki (GPO)

(O 13 ykasaHHOro 06bEeKTa rpynMoBoit NOMMTUKA:

0630p...

OBHoBnseMoe NpunoxXeHue

Embit Knuent JaCarta 2.12.2.2008¢64
Emrbit Knuent JaCarta 2.12.2.2008x86

(® YaanuTs npunoxXeHne, 3aTeM YCTEHOBUTL 7o 0BHOBNEHME

(O OBHoBREHNE BO3MOXHO NOBEPX UMEIOLLErOCH NPUNOXEHNA

(B0 [ o

Al

PucyHok 44 — OkHo [lobasneHue 06Ho8eHUS

Ecnu TpebyeTcs ycTaHOBMTbL HA NO/b30BaTeNIbCKME KOMMbIOTEPbI NakeT 0bHoBneHus EguHoro KnuenTa JaCarta c
MOLYNSIMU NOAAEPXKKM BUOMETPUM, CneflyeT nepenTn Ha BKaaky Moaudukaumum (CM. pUCyHOK HUXE) M HaXaTb
KHOMKY , nocse Yero ykasaTb Ha 3apaHee COo34aHHbIM dhann c pacluMpeHnemM *.mst, KOTOpPbIA AOSIXKEH
6bITb COXpaHeH B 06LWEA0CTYNHOM CETEBOW ManKe, MOC/E Yero HaXaTb KHOMKY . MoopobHee o
co3maHum darina *.mst cm. "n. 3.1.2 "Co3paHne MoanduKaLmMm YCTaHOBOYHOMO @aina ¢ paclumpeHmem “.mst".

Ceoiictea: Eannbiin Knuent JaCarta ? X
OBwwe PasseptoiBaHue OBHoBneHus
Kateropuu MomdmraLym BesonacHocTs

MogmdmkaLum nnu npeoﬁpasosahwn NO3BONAKT HACTPaMBATL N3KET U
MPUMEHRAIDTCA K HEMY B YK333HHOM HVKE NMOpAaKe:

Moanduxarwm:
\\SERV \Install_msi\JaCartaUnifiedClient 2.12.2.2260 Beepy
Brus
< >

Yaamms

Brumarue! He Haxumaitte kHonky "OK" ao Tex nop, noka sce
npaBuna NnpeobpasoBaHnA He aoGaBneHs! U He ynopaaoyeHsl. [ng
nonyyexna Gonee NoapobHbIX CBEASHWIA LWENKHUTE NPaBOit KHOMKOMA
Mbilwn Ha cricke “Moapukalwm'' v B NORBUBLIEMCA MEHIO
sbibepuTe komaray Yo 310?"

OK k Otvena
2\

PucyHok 45 — OkHo 0obasneHus MoOuguKayuu ycmaHos8o4Ho20 ¢alina

MHCprKLIMﬂ no YCTaHOBKE, yAaNneHuto, 06HOBNEHUIO yepes rpynnoBble NONUTUKU
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13. [1ns noLTBEPXKAEHUS BCEX COBEPLUEHHbIX ONEpaLMi CiefyeT HaxaTb , Mocne Yero B OKHe pefakTopa
yrnpaB/ieHUst TpynnoBbIMKU NOJIUTUKAMU A0MKEH NOSBUTLCS HOBbIM YCTAHOBOYHbIN (alin 06HOBNEHMS C

3e/IeHON CTpeNikon.

= PeaakTop ynpaeneHua rpynnosbIMu NOAMTMKaMM = O X
®aitn  [feiicteme Bug Cnpaeka
e 2mEECR HE
=/ Monwuka Ycraroeka Egnneiii K | Hasganme Bepcus Coctoanue pa... Mctounuk
v Konﬁmrypauwn Slibotioy EAMHbIﬁ Knuent JaCarta 2.12.2.2008x64 2,12 Ha3Ha4YEHHbII \\Serv\msi install\JaCarta..
V- °“K“T“"“ Bl Eaunbiii Knuent JaCarta 2.12.2.2008x86 2,12 HasHaueHHblii  \\Serv\msi install\JaCarta..
v
i Sospunypacminpos EAMHblﬁ Knuent JaCarta 2.12.2.2260x64 2,12 Ha3Ha4YeHHbI \\Senv\misi install\JaCarta..
YcTaHoeka nporg.
| Kondurypaumna Winc
| AAMWHWUCTPATUBHBIE
| Hacrpoiika
v % Kondurypauus nonssoeate
| Moantukm
_| Hacrpoiika
< > £ >

PucyHok 46 — OkHo Pedakmopa ynpasieHus 2pynnogsiMu NOAUMuUKamu

O6HoBneHMe rpynnoBbiX MOMUTUK B AOMEHE NPOUMCXOAWUT aBTOMAaTUYECKK, B COOTBECTBMU C 3aA,aHHbBIM
WHTEpBaNOM aBTOOOHOBNEHUS. Yepe3 HekoTopoe BpeMst 06HOBNEHUE NOMUTUKM PacnpOCTPaHUTCS Ha BeCb
[OMEH, 1 Noc/e NepBoi NocaeaytoLen 3a o6HoBAeHMEM Nepe3arpy3ku yctaHosutcst M0 "EamHbii KnueHT
JaCarta". YcTaHOBKa MOXET 3aHATb HEKOTOPOE BPEMS MpPM 3arpy3ke KOMMbOTEPA, AaHHbIM NpoLecc NponcxoauT
npy NepBUYHON YCTaHOBKE UM 0OHOBNEHUM BEPCUM OAHOKPATHO Ha KaXA0M KOMMbOTepe

[ns npuHyanTeNbHOro 06HOBAEHUS FPYNMOBbIX NOAUTUK KOMMNblOTEPA NOMb30BaTeNs cieayet HaxaTs WIN+R, B
nosiBMBLIEMCS OKHe HabpaTb gpupdate /target:computer /force n Haxatb OK.

AO "Anapaun P.O." 1995-2024 . MHCTpyKUMA NO YCTaHOBKE, YAaneHuo, 0OHOBNEHMIO Yepes rpynmnoBble NOAUTUKM Crp.41/56
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6. [opAanoK YCTAHOBKW 1 06HOBAEHUA NPOrpaMMbl Yepe3 rpynnoBble

NONUTUKM C NOMOLLIbO cmd-$anna

6.1 Co3gaHve ceTeBOM NAanNkuM ANA pasmeLLeHnsa yCTaHOBOYHbIX ¢hainnos

Co3faHue ceTeBOM Nanku A pa3MeLLeHmst YCTaHOBOUHbIX (arnoB onucaHo B n. 3.1.3 "Co3naHue
06Len0CTynHOM CeTeBOM Nanku Ans pa3MeLleHns YCTaHOBOYHbIX (haiinoB”.

MNMocne co3paHus obLwenoCTYNHOM CETEBOM Nanku B 3Ty Nanky He06X0aMMO CKOMUPOBATb YCTAHOBOYHbIE (anbl.
MNMoopobHee 06 ycTaHOBOYHbIX darnax cm. n. 3.1.1 "CBepeHns 06 ycTaHOBOYHbIX (arnax”.

6.2 Co3paHve ceTeBoOW NMankn AnA pa3sMeLLeHnA N1oros

» Ana co3paHua ceTeBOM Nanku ANS pasMeLl,eHUsa IOTOB:

1. Co3paTb nanky c uMeHeM log, HaxaTb HA CO3LAHHOM Nanke NPaBOM KHOMKOWM MbIlUX 1 B MOSABUBLLEMCS
KOHTEKCTHOM MeHH0 BblbpaTh onuuio CBokcTBa.

sl M < | MNokanereni ane (C:)

m TnasHan Nogennteca Bug

« v A i > SroTkownsiorep > Nokanshei ginck (C) >

Wan
7 BelcTpeiii gocTyn

Perflogs
I PaBounii cton -

Program Files

*_ 3arpyzn Program Files (x88)
=] Aorymentel Windows
= WMzobpaxenna Monezoeatenn

log

3 3707 komnstotep =

¥ Cems

~

Jata usmeHeHnA Twun

OTkpoiTh
OTKpBITE B HOBOM DKHE
3akpenuTs Ha naHenn BeicTporo 4ocTyna

Mposepka ¢ ncnonssoeannem Windows Defender...

Manka c dainanu
Manka c dainanu
Manka c dainanu
Manka c dainamm
Manka c dainamn
29.11.2019 12:48 Nanka c thaidnanp

Moaenwuteca
BOCCTaHOBNTE NPEXHION BEPCHID
doGaenTs 6 BrBanoTexy

3aKpENUTL HA HAYANBHOM 3KpPaHE

OtnpaenTs

Bripesats

Konuposate

Co3aaTh apbIk
Yaanute

Mepenmerosate

CeoiicTsa h I

3nemenTos: 6 Beibpan 1 3nement

AO "AnapanH P.0." 1995—-2024r.

- O X
L)
v 0 MNowck: NokaneHei guek (C) 2
Pasmep
EE

PucyHok 47 — OkHo sbibopa onyuu Csolicmea
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2. B nosBuBlueMcs okHe CBOMCTBA: <MMA Nanku> nepeiTu Ha BKAaaky [ocTyn v HaxaTb KHOMKY [PaclumpeHHas

HacTpomKa... .

Ceorictea: log X
Mpeabiaywme Bepcun Hactpoiika
Obwwme Loctyn BesonacHocTs

OBLWwmit AOCTYN K CETEBLIM QainaM 1 nankam
log
HeT oBwero goctyna

CeTeson nyms:
HeT oBwero goctyna

PacwmperHan HacTpoitka obuiero goctyna

I'Ipenoc‘rasnnev Nonb30BaTENLCKWME PASPELEHNA, COSA3eT
oblumne Nankv 1 3agaeT APYTUe AoNOoNHUTENBHbLIE N3PaMETPbI

ofiero goctyna.
| GPact.uupeHHan HaCcTpoiKa... |
S

0K Ommena MpumernTe

PucyHok 48 — OkHo csoticmea nanku log Ha eknadke ocmyn

3. B nosBMBLIEMCS OKHe PaclumMpeHHas HacTpoiika o6Liero AOCTyna BbIMOJIHUTL CleAyIoLWME HAaCTPOMKK:

3.1. yCTaHOBWUTb OTMETKY @ B nosie OTKpbITb 06LWMIA AOCTYN K 3TOM Narnke;
3.2. B none Uma obwero pecypca: 406aBUTb K MMEHM MAnKW 3Ha4oK $ (B nosie fOMKHO BbiTb yKa3aHo 3HaueHue log$);

PaclumnpenrHan HacTpoiika obuiero goctyna X

OTKPbITE 0BWMI1 AOCTYN K 3TOM Nanke

MNapameTpbl
Wma obwero pecypca:

logs] |

-

Aobasute  YaanuTtb

OrpaHn-MTEL YMCN0 OAHOBPEMEHHBIX 16777 1%
nonb3oBaTenei ao:

MpuMeyaHue:

D——‘
Pas;:»eu:eﬂmR Kswmposatune
R”

IE OTmMeHa MpuMeHnTL

PucyHok 49 — OkHo PacwupeHHoli Hacmpolku obue2o docmyna
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3.3. ykasaTb paspewenus aas rpynnbi log$. [1ns 370ro HaxaTtb KHOMKY [Pa3pelueHns| v B MOSBMBLUEMCS OKHE

Paspewenus ana rpynnsbl "log$” Bbi6path rpynny Bee, ycTaHOBUTDL A1t 3TOM rpyniMbl OTMETKY @ B none
Paspewuntb Ha MonHbiit goctyn 1 Haxatb OK.

3.4.

3.5.

AO "AnapanH P.0." 1995—-2024r.

Paspewwenna gna rpynne "logs”

Paspewerns anA ofwero pecypca

rp:ﬂ'll'lbl WINK NONES0EaTENM .

SR Bce
r
[oGasnTs.... Yoanuts
Paspewerwa ana rpynnes "Boee" Pazpewwts 3anpemits
MonHel gocTyn —)‘ OJ
MsmeHeHne O
YreHue O

PucyHok 50 — OkHo Pazpewerus 05 epynnel "log$”

Pazpewsenna gna rpynne "log”
BesonacHocTs
WMrap ofeexra: Chog

|—|3','TII'IbI WNK NONBES0BATENM:

| 0K A | Cmvera MpumetnTs

% MpowesLIMe nposepKy

L CUCTEMA

SR AgrvnncTpaTope (ALADDIN'AgMuHMCTRETORE)
SR Nonbsosatenn (ALADDINYNonbsosaTenu)

OoGaeuts... Yoanute
PaspeleHA ana rpynns
"CO30ATENL-BNAOENEL" Pazpewwme Janpeiie
MonHeIR AocTyn I [ i
WameHeHme — |
YTEHWE 1 BEINONHEHNE |
CnMCoK coaspXMoro nankm O
YreHwe O Y]

|i (0]4 ;; i|| Cmmera MpumetnTs

PucyHok 51 — OkHo 8knadku besonacHocme

MHCprKLIMﬂ no YCTaHOBKE, yAaNneHuto, 06HOBNEHUIO yepes rpynnoBble NONUTUKU

nepeit Ha Bkiaaky besonacHocTb BbiGpaTh rpynny Mpoweawme NpoBepKy, YCTaHOBUTb A/ 3TOM rPynmbl
pa3speleHue Ha M3meHenue v Haxatb 0K

MNepevit Ha Bknaaky besonacHocTb BbIGpaTh rpynny Mpoweawme npoBepKy, YyCTaHOBUTb A1 3TOM rpynmbl
pa3peleHne Ha MsMeHeHne v HaxaTb .
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6.3 Co3gaHue dainna c pacwmpeHvem *.cmd

» Anqa co3paHMa UCMOJITHAEMOTO NakeTHoro ¢aina ¢ paclwnMpeHnem
1.

*

.cmd:

Co3paTb B nporpamMme bfOKHOT HOBbINM TEKCTOBbIM (aif M BCTaBUTb B HETO C/ieayloLee coaepXxumoe
(NOSACHEHMS ONMCaHbl B 3aKOMMEHTUPOBAHHbIX CTPOKAX, HAYMHAKLLMXCA C ABOMHOIO ABOETOUMS):

SET INSTALLSERVER=WIN-N3LDA5HR6A7\Install_JCUC

n_mn

: B 3TOM CTPOKeE MOoC/ie 3HaKa "=" clieayeT yKasaTb CETEBOM aapec nanku C UCMONHAEMbIMK dainamm .msi.

SET LOGSERVER=WIN-N3LDA5HR6A7\JCUC_Log$

. B 3TOM CTPOKe nocne 3Haka "=" cnepyeT yka3aTb CETEBOM agpec nanku Ang XpaHeHus N0ros.

SET VERSION=3.X.X. XXX

1 B 3TOM CTPOKe nocne 3Haka "=" ykasaHa Bepcus M0 "EamHbii KnueHT JaCarta”, kotopas nonxkHa 6biTb
YCTaHOB/IEHO.

SET PREVIOUSVER=3.X.X. XXXX

:: B 3TOM CTPOKe nocne 3Haka "=" ykazaHa Bepcus M0 "EamHbii KnueHT JaCarta”, kotopas 6bin1a ycTaHoBAEHa
[l0 3TOrO.

IF %PROCESSOR_ARCHITECTURE%==x86 SET ARCH=x86
IF %PROCESSOR_ARCHITECTURE%==AMD64 SET ARCH=x64

i1 B 3TUX CTPOKaxX YCTaHaBNMBAETCA CyhdMKC apxmTeKkTypbl ans cekumm INSTALL.

[F NOT EXIST "%ProgramFiles%\JaCarta Unified Client\JaCartaUC.exe" goto INSTALL
IF EXIST "%ProgramFiles%\JaCarta Unified Client\JaCartaUC.exe" goto VERSIONCHECK

i B 3TUX CTPOKaX NpoBepaeTCs yCnoBuMe: YyCTAaHOBIEHO I Ha KoMnbtoTepe nonb3osatens M0 "EanHbin KnueHt
JaCarta". Ecnm He ycTaHOBNEHO, TO HAYMHAETCS ero YCTaHOBKa, eC/In YCTAaHOBNEHO, TO HAYMHAETCS NPOBepKa
Bepcuun yctaHosneHHoro MO "Eamubii Knuent JaCarta”

‘VERSIONCHECK
IF EXIST "%ProgramFiles%\JaCarta Unified Client\%VERSION%.CHK" goto END

i B 3TUX CTPOKaX NpoBepaeTCs yCNOBME: YCTAHOBMIEHA I HA KOMMbloTepe nosib3oBatens sepcua MO "EauHbIn
Knuent JaCarta®, koTopyto He06X0AMMO YCTaHOBUTL. ECiv yCTaHOBNEHA, TO NPOMCXOAMT 3aBepLlieHue paboTbl
cmd-darina, ecim He YyCTaHOB/EHA, TO HAYMHAETCS NPOoLECC YCTaHOBKM 3TOM BEpCUM

:INSTALL

msiexec /x %INSTALLSERVER%\JaCarta Unified Client-%PREVIOUSVER%-%ARCH%.msi /q /1
%LOGSERVER%\%computername%_uninstall.log

del "%ProgramFiles%\JaCarta Unified Client\%PREVIOUSVER%.CHK"

msiexec /package %INSTALLSERVER%\JaCarta Unified Client-%VERSION%-%ARCH%.msi /q /l*
%LOGSERVER%\%computername%.log

goto CREATECHECKFILE

i B 3TUX CTPOKax npoucxoamT 3anyck danna yctaHosku JaCartaUnifiedClient X. XX XXXX_win-x86/x64.msi,
co3naHue nor daina c UMeHeM KOMMbTepa Nob30BaTesNs B CETEBOM Nanke AN XpaHeHus nor-$ainos, a
Takxe yaaneHue darina c pacwupenunem .CHK, ob6o3HauaroLero ctapyto Bepcuio yctaHosneHHoro M0

AO "Anapaun P.O." 1995-2024 . MHCTpYKLMS NO YCTaHOBKeE, yAaneHuo, 06HOBNEHMIO Yepes rpynnoBble NOAUTUKK Crp. 45 /56
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:CREATECHECKFILE
echo %date% > "%ProgramFiles%\JaCarta Unified Client\%VERSION%.CHK"

31 B 3TOM CTPOKe NpomncxoamT co3ganue daina ¢ pacwmpernmneM .CHK, obo3Havatowero Bepcuio
ycTaHosneHHoro M0

:EEND

:: 3aBeplieHne cmd-danina

2. CoxpaHutb TekcToBbii dain B ceTeByto nanky NETLOGON Ha KoHTponnepe foMeHa, CMEHMB ero
pacwupeHue ¢ *.txt Ha *.cmd
L = | netlogon O X
m [nasHaa MogennTeca BEwg 0
« “ s Ceme » WIN-QP3TDIPOSUT » netlogon v QO Mowck: netlogon el
ma [ata nzmeHeHnA Tun
7 BricTphiii gocTyn
I PaBounii cron jcu_agent_inst.crnd 07.07.2017 10:40 Cuema|
; 3arpyskm

1= Aokymentel

&= | Mzobpaxenna
[ 3vot komnstoTep

¥ Cem

1 3nement

PucyHok 52 — OkHo cemesoli nanku netlogon nocne coxpaHeHus cmd-gaiina

AO "AnapanH P.0." 1995—-2024r.
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6.4  Co3gaHve HOBOro 06beKTa rpynnoBon NONTUKK

Co3paHne HOBOro 0bbeKTa rpynnoBoy NOAUTUKKM onucaHo B N. 3.2 "Co3naHune 06bekTa rpynnoBoi NOAUTUKK".

6.5 [o6aBneHuve cLeHapnA aBTO3arpy3Kn

» Ona po6aBneHna cueHapusa aBTO3arpysKu:

1. 3anycTuTb KOHCOMb YNpaBneHue rpynnoBoi NOJIMTUKOM, [/19 YEro HAXaTb
Myck => ABMUHUCTpUpOBaHKe => YnpaBneHue rpynnoBoii NONMTUKOMN.

MpocmoTp coBeiTwii
Peaaxmuposarine ADSI
Ceeenus o cucreme
CucremHbiii MoHvTOp
Cryx6ei

Cryx6bi Microsoft Azure

CryxBbl KOMIOHEHTOS

Ynpasnenve komnbioTepom

Ynpaenenue nevarsio

&
|
B
g
)
11,
@
#®
B
E
&)
%4
=

E' UeHTp ceprudukanum

B craaaprisie — Windows
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Monb3osaTenm 1 KomnbioTepsl A...

Cnyxbei passepraisarina Windo...
CpeacTso nposepky nawsmi Wi...

Ynpasnenve rpynnosoii noauT..

LierTp agmunucTpuposarms Acti..

Windows Server

=
=

Aucneruep

L

2

Moawntouerne
K YAGNEHHOM...

2

Windows
PowerShell

-
Aucneruep
sagay

Mpocuorp
cobbiThin

2

Windows
PowerShell ISE

Manens
ynpasnenus

II

MposoaHnk

PucyHok 53 — 3anyck koHconu YnpasneHue 2pynnosoli nonumukol
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2. B okHe KOHCONM YNpaBneHus rpynnoBoi NOAUTUKONM OTKPbITh PeaakTop ynpaBneHus rpynnoBbiMU
NOJIMTUKAMM, OJ19 Yero: 3aiTun B AnpekTopuio O6beKTbl FpynnoBoM NOIMTUKKU, HAXKaTb MPABOM KHOMKOM MbILLM
Ha rpynnoBow nonutnke YcraHoBka Eaunbiii Knuent JaCarta 1 B nosBMBLIEMCS KOHTEKCTHOM MeHHO BblbpaTb

onumnto | UISMeHuTb...

2 Ynpasnenue rpynnoeoit noAUTMKOIi - O X
Z Qaitn [eiicrene Bua OkHo Cnpaska - 8%
o= 27 X d|d@E
|5 Ynpaenenue rpynnosoii nonutukoit YcTaHOBUTE EQUHBIN KnueHT Jacarta
v A ﬂgc:serv.domam OBnact Cseperms [MMapamerpsl  Oeneruposanue

v |55 AomeHbl
2a ) Ceasu
V g serv.domain
@] Default Domain Policy [okasam censut B pacnonoXeHm: | sery domain v
_’ Ycraroska EguHblii Kap~— lamamts il o onn iWMe CaitTbl, AOMEHb! M NOAPasAENeHUA:
2| Domain Controllers VizmeHuTe... ~
|5t OBbexTbI rpynnoBoii no. MpuHyaUTENbHBI MpytHy pATENbHSIA Censb si
5 @uaetpel WMI v Ceasb BKNKOYEHE S0 D=
> L&) HauansHbie 06bexTsl rp;
» % 1 CoxpaHWuTb OTYET...
@ Caiitel >
% MogennposaHue rpynnoeoii nc Buag > :
_+, Pesynbtatel rpynnosoii noauty Hogoe okHo oTcroga o™
"bEKTA rPYNNOBOM NONMTUKW NPUMEHAIOTCA TONBKO ANA
Yaanute 30BaTENE U KOMMBIOTEPOB:
Mepenmeroeate "
O6HoeuTe iy
Cnpaska
[oBasuts... Yaanums Csoilcea
'}
Punctp WMI
O6vext GPO cBasaH co cneayowum eunbtpom WMI:
<0TCYTCTBYET> v Om¢peite
< >
Mepekntoyenue npuHyauTensHoro atpubyTa 4na AaHHON CBA3K

PucyHok 54 — 3anyck Pedakmopa ynpagnieHus 2pynnosbiMu NoAUMUKaMu
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3.

B okHe penakTopa ynpasaeHua rpynnosbiMU NONMTUKAMMU 3aMTK B ANPEKTOPUIO Komburypau.un KoMnbioTEpa

=> MNonutukn => KoHdurypauua Windows => CueHapuu (3anyck/3aBepuieHue). [locne yero HaxaTb Ha
ABTO3arpyska, 3ateM Ha OTo6pasuTb CBOMCTBA.

=l PepakTop ynpaeneHna rpynnossiMm noauTEa M

Pain  Jefictene  Bug  Cnpaeka

o 1D E= HE

O X

Ej' Monutnka ¥cranoeka EauHend Kanent Jacarta, [SERV:
w (i Kondgmrypauwa koMmnetoTepa

[==] Pa3zBepHyTbIE NPUHTERDI

T Mapamerpbl BesonacHocTy

all QoS Ha ocHoBe NoAUTIKM

| AgmwHNCTpaTMEHEIE WABAOHEL onpegen:
| Hacrpoiika

w i KoHgurypauma nonesoeaTtens
~1 Monwumkm
| Hacrpoiixa

L

B
=

Cuenapun (3anyck/3aBepLUEHIE)

- AsTo3arpyska
v || Monutuen Y
| Kondurypauma nporpamm -
= purypan p P OvobpasnTy ceoiicTea
w [ | Kondurypaums Windows
| Monutrka paspeluerna MmeH OnucaHne
el = CLieHapuu (3anyck/3asepiuenme) CogepxuT CLUEHPWUN 385 py3KK
KOMMBHOTEpA.

Hran

BTO33rpysKa o —

=) 3aeepLueHune paboTel

\PacmupEHHblﬁ ACTEHAEPTHbIﬁf

PucyHok 55 — OkHo pedakmopa ynpasaeHus 2pynnogeiMu NoAUMUKaMu

4. B nosBMBLIEMCS OKHE HaXaTb KHOMKY

Knuext

[ Ro6asure..|

CeoicTea: ABTOZarpyska

Cuerapm  Cuerapim PowerShell

Jacara."

Wma

MNapameTpel

Cuerapia: "AgTosarpyska” ans "YctaHoeka EmaHbili

Beepmx

BHus

[o6zsuTs. | k |

MameHnTs. ..
Yoanum
[Lna npocmoTpa $aifnoe CUeHAPMEE, SENMCAHHEN B 3TOM
o bEKTE rPYTINOEOA NONMTHKK, HEXMATE STy KHOMKY.
MokasaTs hains...
Cmvera MpureHATs

PucyHok 56 — OkHo Csolicmea cueHapusi Aemo3azpy3ka
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5. B nosiBuBWIEMCS OKHE HaxaTb KHOMKY | 0630p

obwwenocTynHoi ceTeBoii nanke netlogon, 3atemM HaxaTb [OTKPbITb

JoBasneHne cueHapua *

MR cueHapua:
| | O6sop...

[NapameTpel cLeHapMA:

OK Omera

PucyHok 57 — OkHo dobasneHus cueHapus

6. B OkHe nobasneHus cueHapus HaxaTb

[JobBaenenne cueHapma X

Wm#a cueHapus:

| ‘\\serv.domain\NETLOGON\jcu_client_inst.cmd | O630p...

MapameTpb! cueHapua:

| |

oK OveHa

PucyHok 58 — OkHo dobasneHus cueHapus

7. B OkHe CpoitcTBa: ABTO3arpysKka HaxaTb @(] [ONs 3aBeplueHus.
CeoricTea: ABTozarpyzka ? *

Cuerapii  Cuerapim PowerShell

CugHapui: "AsTosarpyska” anA "YeTaHoska EmuHbIA
KnwenT Jacarta.”

Wma [NapameTpel
Beepx

BHnz

[oBaeuTs. ..
MamermTs....

Yoanute

[na npocmoTpa $ainoe CLUeHapUes, 3aNMCaHHE B STOM
oBberTe rpyNNoBoi NOMMTAKM, HEKMWTE STY KHOMKY.

Mokasats pains...

| OK i | Cmvera MpureHnTs
A

PucyHok 59 — OkHo Ceolicmea cueHapusi Aemo3azpy3ka

6.6 (CBA3blBaHWe 06EKTa rpynnoBon NOUTUKN

W yKa3zaTb MecTopacnonoxeHue cmd-cgaiina B

CBs3bIBaHMe 06beKTa rpynnoBoM MNONUTUKM ONMcaHo B N. 3.4 "CesibiBaHMe 0ObekTa rpynmnoBoi NOAUTUKK .
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6.7 [obaBneHne nMeH K dpnabTpy 6€30NacHOCTA

[obaBneHne nMeH K dunbTpy He3onacHoCcTH onmcaHo B n. 3.5 "[lobaBneHune nmeH K GunbTpy 6esonacHocTn'.

O6HoBnEeHMe rpynnoBbiX MNOMUTUK B AOMEHE NMPOMCXOANUT aBTOMATUYECKK, B COOTBECTBMU C 3af,aHHbBIM
WHTEPBasIOM aBTOOOHOBNEHUS. Yepe3 HeKoTopoe BpeMs 06HOBIEHME NOAUTUKM PACNPOCTPAHUTCS Ha BEC
[LOMEH, 1 NoC/ie NepBoy nocneaytoulen 3a 06HoBNeHWeM nepesarpysku yctaHoButcs MO "EamHbin KnueHT
JaCarta". YcTaHOBKa MOXET 3aHATb HEKOTOpPOE BPEMS MpU 3arpy3ke KOMMbOTePa, AaHHbIM NpoLecc NponcxoauT
npy NepBUYHOM YCTAHOBKE MM 0OHOBNEHUU BEPCMM OAHOKPATHO HA KaXAOM KOMMbIOTEpe.

[ina npuHyanTenbHOro 06HOBNEHUS FPYNMOBbIX NOAUTUK KOMMNblOTEPA NOMb30BaTeNs cneayet HaxaTo WIN+R, B
nosiBUBLLEMCS OKHe HabpaTb gpupdate /target:computer /force n HaxaTtb OK.
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7. opAanok N3MEeHEeHWA NPorpaMmbl Yepes rpynnoBble NOINTUKM C
MOMOLLbIO 3AMUHUCTPATMBHbIX LLIA6/I0OHOB

g I'IepeqmcneHHble HUXE 0eNCTBUS CNenyeT BbIMONHATL Ha cepBepe, ABNANWNMMCA KOHTPO/IJIEPOM AOMEHA, UN Ha
KOMMNbKOTEPE, HAa KOTOPbIM YCTAHOBJ/1EHbI CPEACTBA YNPABAEHUAM KOHTPON/1IEPOM AOMEHA.

[nga 3anycka aaMMHUCTpaTMBHOIO WwabnoHa EanHbii KnueHt JaCarta n otobpaxkeHns ero HacTpoek Heob6xoaMmo
BbINOSIHUTL CieayoLLMe AeNCTBUS:

1. HaxaTtb Ha KnaBMaType COMETaHWE KMABULL Win+R, B NOSIBUBLUEMCS OKHE HAbpaTb gpmc.msc U HaxaTb <OK>
(cm. PucyHok 60);

BeeguTe nma nporpammbl, Nanku, AOKyMEHTa WAK pecypca

=]
= WHTepHeTa, koTopbie TpeByeTca OTKpbITh.
QOrkpiTe: v

Otmena 0O630p...

PucyHok 60 - Bbi308 0OKHG KOMAHOHOU CMpoKu

2. B oTkpbiBwWemcs OkHe [YnpasneHue rpynnoBoi nonutukoi] (cm. PucyHok 61) nocnepoBatenbHo BbibpaTth
[ec], [AomeHbl], [MMs_poMeHa], fanee HaxaTb MPaBOM KHOMKOW Mblwk Ha nyHkTe <Default Domain Policy>
(MonuTMka AOMeHa No YMOMYaHMIO) U U3 KOHTEKCTHOTO MEHIO BbIOpaTh onuuio <M3mMeHuTb>;

'3 Ynpaenenue rpynnoeoii NoauTMKoi - O X
j‘ Qaiin  [deicteme Bug Oxkno Cnpaska
e | 2@ X6 HE

|2, Ynpaenenue rpynnosoil noANTUKOI
v A\ Nec: ALADDIN.domain

- | Y (S

Default Domain Policy
O6nacts Csepetma i ¢ ;’

v (£ JdomeHbl
v 3 ALADDIN.domain Coam
i/ Default Domain Policy MokazaTs cBA3M B pacrionoxer

= | Domain Controllers C GPO ceazaHbl cneaywowme ¢

> L[5 OBbexTol rpynnoBoil NOAMTUKK

» [ ®unbtpe WMI Pasmeuere
5] HauanbHbie 0BbeTs! rpynnoeoii nonuTuku &3 ALADDIN.domain
> [@ Caiirel
5% MoaennposaHue rpynnoBoii NoANTHKK < >

L, PesynbTaThl rpynnoBoil NoAMTUKK !
PunbTpol 6esonacHoc™

MNapameTpel aaHHOro 06beKTa
CREayIoLVX rpynn, Nonb30BaTE

Wmsa
82, Npowenwve nposepky

< >

"

Punctp WMI
O6vekt GPO ceasaH co cneay

PucyHok 61 - OkHo [YnpaeneHue epynnogoli noaumukoli]

AO "Anapaunn P.A." 1995—-2024r. MHCTPYyKUMS NO yCTaHOBKE, YAaNeHW0, 0GHOBNEHMIO Yepes rpynmnosble NONUTUKK Crp. 52 /56



Eouubin Knuent JaCarta

3. B nosBuBweMcsa okHe (cM. PucyHok 62) nocnepoBatenbHo BblbpaTb [KoHdurypaums komnbioTepal,
[Monutnku], [ABMUHUCTPaTUBHbIE WabnoHsbl], [EaunHbiii KnvenT JaCartal;
=/ PegakTop nokansHoi rpynnoeoii noauTuk — O >

Jeiictene

e | HF = HBE T

Paiin Bua  Cnpaska

| AHTWBWpYCHAR NpOrpamMm A
| BesonacHocTs Windows
| Buometpua

| Beog TekcTa

| Beaerne wyprana cobbme
| BupTyanu3auma cpeacTe B
_| BcTpoenHan cnpaeka

| TagpxeTel pabouero cTona
| TonocoBble dyHKLMKN

| Owcnetuep okon pabouer
| JoBasneqne KomnoHeHTo
[JomaluHag rpynna
EauHend Knwent JaCarta

| 3anuce W TpaHCAALKMA Wrp
3ByKozanuce

Wctopua daines
Kanengape Windows

| Kamepa

| KapTsi

| KoHbHAEHUMANEHBCTE Np

| Marazun

. Haiitn v
< - >

Eanneni Knnent JaCarta

Yrobel NPoCMOTPETE ONUCAHKE CocToaHue

SNEMEHTA, BEENUTE 0. |i=| CertsExpiredWarningVisible

|i£] CertsExpiringWarningVisible

1] NumberDaysTePinExpire

|i=| PinExpirationWarningDisplayAsDialog

\ PaclumperHsli /( CTEHﬂ,EpTHbIﬁ/

4 napameTpoe

PucyHok 62 - OkHo [Pedakmop ynpasneHusi 2pynnossiMu noaUMuKamu]

PenaktMpoBaHue aaMUHWUCTPATUBHOrO LWabnoHa EauHbii Knuent JaCarta npoucxogut nyTeM U3MeEHeHus
3HaYeHMs NapameTpoB NOJUTUK, BXOAALMX B LIABMOH.

3HaueHue no
YMONUaHUIO B
wabnoxe?

(/ OnucaHune HacTpoek agMUHUCTpaTMBHOro wabnoHa EanHein Knuent JaCarta ¢ ykasaHueM 3Ha4YeHuUi napameTpoB
NONWUTKK MO YMONYaHMIO NpuBeaeHbl B Tabnuua 3.
Tabnuya 3 — Hacmpoliku adMuHUCMpamugHo20 WabsoHa

3HauyeHue no

HazeaHue yMoJl4aHuIo A0

OnucaHune [onycTtuMble 3HaUYeHUs pacnpocTpaHeH

napameTtpa
MS rpynnoBbIX
nonutuk?

CertsExpiredWarning  Onpegenset <He 3apaHo> - ByAeT NCNonb30BaHO BkntoueHo

Visible oTobpaxaTb Unu
(OTo6paxath He oTobpaxatb
npepynpexaeHue 06  PEAYNPEXAEHNS
UCTeKIeM 06 ucrekwwem
cepTudmKare) CpOKe AeicTBuS

cepTudukaTa

3HayeHue, 3alaHHOe B pa3gene
"Hactpovikn" EpmHoro Knuenta JaCarta;

<BkntoueHo> - nonb3osartento byayt
oTobpaxaTbCs npeaynpexaeHus ob
UCTEKLLIEM CPOKe AeNCTBUS
cepTudumKarTa;

<OTK/OYEHO> — MONb30BATENIO HE
6yayT 0TobpaxaTbCs nNpeaynpexaeHus
06 ncTeklweM cpoke AencTens
ceptudukaTa

1 3TW 3HaYeHue NpUMeHAIOTCA Cpasy nocne ycraHoeku EamHoro knvewTa JaCarta

He 3apaHo

2 anMeHﬂIOTCﬂ nocne pacnpocTpaHeHua rpynnoBbiX NOIUTUK, €CU B a,llMMHVICTpaTMBHbIVI 1WabnoH He 6blN0 BHECEHO HUKAKUX U3MEHEHUI
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CertsExpiringWarnin
gVisible

(OTobpaxarb
npeaynpexaeHue 06
MCTEKWEeM
ceptudmkare)

NumberDaysToPinEx
pire

(3a ckonbko oHen
BbIBOAWTb
yBefomneHue o6
ncteuenun PIN-koaa)

PinExpirationWarnin
gDisplayAsDialog

(YBepomneHue 06
ucreuedun PIN-koaa
B AMAJIOrOBOM OKHe)

AO "AnapanH P.0." 1995—-2024r.

Onpegnenset
oTobpaxaTb unu
He oTobpaxatb
npegynpexaneHus
06 uctekarowem
CpoKe [encTeums
cepTudukarta

3a0aéT 3a
CKONbKO AHEW 00
UCTEYEHUS
BPEMEHM XKU3HU
PIN-kopa
BbIBOAMTb
yBeAoMieHue

Onpegenset
BbIBOAUTD
yBeaoMmeHue 06
UCTeYeHUU
BPEMEHU XKU3HU
PIN-kopa B
[ManoroBom
OKHE

<He 3apaHo> - 6yaeT MCMONb30BAHO BkntoyeHo
3HayeHue, 33[laHHOe B pasferne

"HacTpovikn" EanHoro Knunenta JaCarta;

<BkntoueHo> — nonb3osartento 6yayt
oTobpaxaTtbcs npepynpexaneHuns 06
MCTEKAIOLLLEM CpOKe LeNCTBUS
cepTudumkara;

<OTKNOYEHO> — MONb30BATENIO He
6yayT 0TOBpaXaTbCs NpeaynpexneHus
06 ncTeKaloLeM Cpoke AeNCTBUS
ceptndmkaTta

<He 3apaHo> - ByAeT MCMoNb30BaHO 14 pHeit
3HayeHue, 33[laHHOE B pasaene

"Hactpovikn" EnmnHoro Knuexta JaCarta;

<BkntoyeHo> - cTaHeT AOCTYNHbIM ANs
pefaKTMpOBaHUS COOTBETCTBYHOLLEE
none, B KOTOPOM HYXXHO YKa3aTb
Konuyectso aHen ot 0 go 365, npu
3HayeHun paBHoM O - He BbIBOAUTb
YBEAOMJIEHUE;

<OTKNHOYEHO> — HACTPOWKa He
npuMeHseTcs

<He 3apaHo> - 6yaeT UCnonb3oBaHoO OTKNOYEHO
3HaueHue, 3alaHHOe B pasaene

"HacTpovikn" EanHoro Knuexta JaCarta;

<BkntoueHo> - nonb3osatento 6yner
BbIBOAMTLCS yBEAOMIeHME 06
ncteyeHnn Bpemenn xusuum PIN-kopa B
[IMaNIOroBOM OKHE;

<OTkntoueHo> - nonb3osatento byaert
BbIBOAWTBLCS yBEAOMNIEHNE 00
ncTeyeHnn sBpeMenn xusum PIN-koaa B
Tpee

He 3apgaHo

He 3apaHo

He 3apaHo

|/|HCprKLI,M9I no YCTaHOBKE, yAaNneHuto, 06HOBNEHUIO yepes rpynnoBble NONUTUKU
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8. HOHTaKThbI

8.1 Odwuc (obwme Bonpochl)

Appec: 129226, MockBa, yn. [lokykuHa, 4. 16, ctp. 1, 7 31ax, komnaumsa "Anagami P.I."
TenedoH: +7 (495) 223-00-01 (cekpeTtapb)
E-mail: aladdin@aladdin.ru (o6wuit)

Web: https://www.aladdin.ru

Bpems pabotbi: exxegHeBHo ¢ 10:00 go 19:00, kpoMe BbIXOAHbIX M NPa3gHUYHbBIX LHEN.

8.2 TexnopaepHka

KoHTakTbI Cﬂy)K6bI TexnoanepXku:

TenedoH: +7 (499) 702-39-68
Web: www.aladdin.ru/support/
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HopoTKo 0 KoMnaHun

Komnanus "Anapavi P.." ocHoBaHa B anpene 1995 roga u ssnsetcs JNnueHsum

POCCUIMCKMM pa3paboTYMKOM (BEHAOPOM) CPEACTB 3aLUUThI

UHGOPMALUN. — KOMMaHus umeeT Bce Heobxoanmble nuueHsun GCTIK Poccumn n
®CB Poccuu pns npoekTMpoBaHMs, NPOM3BOACTBA M NOAAEPKKM

KoMnaHws aBAsieTcs NpU3HaHHbIM 3KCMEPTOM U IMAEPOM POCCUIACKOTO C3M u CK3M.

PbIHKa CPEACTB ABYX(AKTOPHOM ayTeHTMdUKALMN NoNb30BaTENEN, — (MCTeMa MeHeKMeHTa KauyecTBa KOMMaHUK COOTBETCTBYET

3/7IEKTPOHHOM MOANMUCH U 33LUMTbI AAHHBIX. TpeboBaHuam ctaHgapta FOCT P MCO 9001-2015 (ISO

9001:2015)
OCHOBHbIE HanpaBneHUs

— O6ecneyeHue 6e3onacHoro Aoctyna K MHOOPMaLMOHHbIM
pecypcam npeanpustus, Beb-nopranam u 06nauHbIM cepBrcam
(cTporas aByx- 1 TpéxdakTopHas ayTeHTUdUKaLNS).

— JnekTpoHHas noanuce (3N ¢ HensBneKaeMbIM 3aKPbITbIM
KnouoM, popmupyemas B 3almLéEHHOM umne), PKI.

— 3awuTa NepcoHanbHbIX AaHHbIX, AAHHBIX Ha AUCKaX
KOMMNbOTEpPOB, CEpBepoB, 6a3 AaHHbIX.

— Bce ocHoBHble NpoAyKTbl UMEOT HeobxoanMble cepTUdUKaTbI
OCT3K u OCB.

Nnuensnn OCTIK Poccmmn N2 0037 1 N2 0054 ot 18.02.03, N2 3442 o1 10.11.2017
Nnuensnmn O®Cb Poccmum N2 12632 H o1 20.12.12, N2 30419 o1 16.08.17
CucteMa MeHeLKMeHTa KauyecTBa KOMMNaHUMKM COOTBETCTBYET TpeboBaHumsM ctaHgapta FOCT P MCO
9001-2015 (I1SO 9001:2015)
AnagavH
© AO "Anaggmn P.L.", 1995—2024. Bce npaBa 3aLMLLeHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin.ru Web: www.aladdin.ru
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