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AHHOTAaUMA

[aHHoe PykoBoacTBo agMuHUCTpaTopa (nanee — PykoBoaCTBO) NpefHa3HavyeHo 4ns nepcoHana,
OCYLLEeCTBASIOLWEr0 YCTaHOBKY, 3KCMNAyaTaLMio U HAaCTPOMKy nporpamMMHoro obecneyenus (M0)
JaCarta SecurLogon.

B HacToswem PykoBoacTBe npuBeaeHbl obwme cBeeHus, CUCTeMHble TpeboBaHUS, peXMUMbI
paboTbl, NOPSAOK U COAEPXKaHME LENCTBUI MO YCTAHOBKE NIMLEH3UM, CO34AHUI0, PeAAKTUPOBAHMIO

W yoaneHuno npodunen, n MU3IMEHEHUI0 HAaCTPOeK aAMMUHUCTPaTUMBHOrO WwabnoHa MO JaCarta
SecurLogon.

PykoBOACTBO paccuMTaHo Ha nosib3oBaTenei, 061afaoLMX HauanbHbIMKU HaBbIKaMK paboTbl Ha
KOMMbIOTEpE, 3HAKOMbIX C paboTol B onepaunoHHoi cucteme Microsoft Windows u MHTepHerT.

AO "Anapaun P.O.", 1995—-2024 . PykoBopacteo agMuHucTpatopa ans Microsoft Windows — Ty6nnuHbii Crp.3/32
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1.

1.1

1.2

ObLwme cBegeHunA

JaCarta SecurLogon paboTtaet B coctase 10 Eannbin Knuent JaCarta. M0 JaCarta SecurLogon
(YHKLMOHANbHO NpeacTaBnseT coboi OTAENbHbIM NPOrpaMMHbIA MPOAYKT, 0AHAKO GU3NMYECKM
ABNSIETCA paclumpeHnem PyHkuMoHanbHocTn 6ecnnatHoro MO EpmHbint KnueHT JaCarta. YcTtaHoBKa
MO JaCarta SecurLogon nponcxoauT ¢ nomoubio ancTpubytuea EanHoro Knuenta JaCarta, Ho
NoNb30BaTeNlb CMOXET UM BOCMO/b30BATLCA NULLIb NOCAE TOro, Kak 6yaeT npuobpeteHa u
ycTtaHoBneHa nnueH3us Ha 0 JaCarta SecurLogon.

JaCarta SecurLogon no3BonseT NOBbICUTb YPOBEHb HE30MACHOCTU NPU BXOAE HA NOKA/bHbIN
KOMMbIOTEP U B KOPNOpaTUBHYO ceTb nof ynpasnennem OC Microsoft Windows 3a cuét npoctoro
1 BbICTPOro Nepexofa OT aBTOPU3aLMK NO NIOFUHY M NApOS0 K ABYX(DAKTOPHOW ayTeHTUDMKALMM
Ha OCHOBE 3NEKTPOHHOrO Ktoya. Mpu 3TOM OTCyTCTBYET HE0OX0AMMOCTb HACTPOMKK Active
Directory, BHegpeHus PKI-MHbpacTpyKTypbl M CO38aHUS COBCTBEHHOTO YA0CTOBEPSIOLLEro LEeHTpa
[Ng BbiNycka cepTudumkatos nonb3osatenei. MNpu ncnonbsosannu JaCarta SecurLogon KOHeuHbIN
nonb3oBaTenb He ByaeT BBOAMTL C K/laBMaTypbl naponb ans Bxoga B OC Microsoft Windows, uto
UCK/0YAET BO3MOXHOCTb MOACMATPUBAHUS UK NepexBaTa Naposst 310yMbILIEHHUKOM.

Ha3Ha4veHune

JaCarta SecurLogon npenHasHavyeHo 419 ABYX(PAKTOPHOM ayTeHTUPUKALMM NONb30BATENS NPU
Bxoge B OC Microsoft Windows unu B ceteBoi 4OMEH C MCMONb30BAHUEM 3/1EKTPOHHOIO K/OYa
(TokeHa).

JaCarta SecurLogon obecneuunBaer:

1. pBYX(]aKTOpHY ayTEHTUOUKALMIO C UCNONb30BaHWEM NPOdUNS NONb30BATENS, XPAHALLErocs
B 2NEeKTPOHHOM Kntoye JaCarta/eToken, ang nonyyeruns ooctyna K nokansHomy MK mnm
ceTeBbIM pecypcam;

2. ynpasneHwue npodwunem! nonb3oBaTens ¢ NocnenyoLeit 3anucblo npoduns Ha 6esonacHoe
XpaHeHue B NamsaTb 3NEKTPOHHOrO Kitova (TokeHa) JaCarta/eToken;

3. XpaHeHWe OAHOr0 WM HECKONbKUX Npodunelt Nonb30BaTeNs Ha OAHOM 3NEKTPOHHOM Kitoye
JaCarta/eToken;

4. reHepauuio CNyyaiiHbIX Naponei nonb3oBaTens;

5. CMHXPOHM3aLMIO C TOKANbHBIM UK AOMEHHbIM Napo/ieM Nosb30BaTeNs;

6. cpencTBa alMMHUCTPUPOBAHUS-HACTPOMKM ANg:

onpeneneHns napameTpos 6€30MacHOCTH, OrpaHUYEHUI U PeaKLMU CUCTEMbI HA OTCOeAMHEHME
3nekTpoHHoro kntoya JaCarta/eToken;

ynpaBiieHna noJIHOMOYnAMHU nonb3oBaTenen;

7. GNOKMPOBKY KOMMbIOTEPA NPU OTCYTCTBMM MOSb30OBATENS.

Bo3MormHOCTH

1. Bo3MOXHOCTb BbIGOpA CIEAYIOLLMX METOLOB ayTEHTUDUKALMM C MOMOLLBIO NEKTPOHHbIX
Kntoyen u cmapt-kapt JaCarta/eToken Ha NoOKanbHOM (He NOAK/IOYEHHOM K CETM) KOMMNbOTEPE
n B pomeHe Windows:

BXOJ, MO JIOTVMHY/Napoio, BBOAUMOMY C KNaBUATypbl;
BX0J, M0 CepTUDUKATY, XPaHUMOMY Ha 3NEKTPOHHOM Kitoue/CMapT-KapTe;

Bxof no npodunto JaCarta SecurLogon, B KOTOPOM COXPaHEH MNapOb, BBEAEHHbIN BPYYHYIO;

! Mpodunb - HA60p A3HHbIX, BKKYSIOLLUI UMA MOMb30BATENA, AOMEH (K KOTOPOMY MPUHAANEHUT A3HHDIN
Nonb30BaTelb/UMA KOMMbIOTEPa) U Napo/b

AO "Anapaun P.O.", 1995—-2024 . PykoBopacteo agMuHucTpatopa ans Microsoft Windows — Ty6nnuHbii Crp.4/32
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e Bxof no npodunio JaCarta SecurLogon, B KOTOPOM COXPaHEH CNy4aiHO CreHepUpPOBAHHbIN
naponb.

2. Bo3MoXHOCTb Kaxpable X gHEeW aBTOMaTMYEeCKM MEHSATb MApO/b NOAb30BATENS HA HOBbIN —
TONbKO A9 C/lyyas, eciv Nonb30BaTeNb UCMNOb3yeT METOA, ayTeHTUdUKaLMM No npodunio
JaCarta SecurLogon co cny4yaiHO CreHepuMpoBaHHbBIM MApoJieM;

3. B03MOXHOCTb 6/10KMPOBKM KOMMbIOTEPA MOJIb30BaTENS CPA3y NOCNE U3BNEYEHUS
3/1eKTPOHHOIO K/0Ya UNW CMapT-KapTbl;

4. BO3MOXHOCTb MCMOJIb30BaHUA YHUKANbHbBIX BUOMETPUUECKMX XaPAKTEPUCTUK (0TNEYATOK
nanbua) ans Bxona B OC Microsoft Windows, B LOMeH unu ang [ocTyna K CeTeBbiM
MHGOPMALMOHHBIM pecypcam;

5. BO3MOXHOCTb MCNONb30BaHMS LMDPOBbIX CEPTUDMKATOB AN BXOAA B LOMEH M HA JIOKANIbHbIN
KOMMbOTEp Npu pasBépTbiBaHUM MHBpPACTPYKTYpbl PKI.

Ecnv B naMATM 3N1eKTPOHHOIO K/to4a UMeeTCs cepTUdMKAT NOb30BaTENS U COOTBETCTBYHOLLMMA
3aKPbITbIM K/KOY, UX MOXHO MCNONb30BaTh Ans Bxoaa B soMeH Windows BMeCTo umeHu
NnoNb30BaTeNs U NApons.

1.3  [dononHuTenbHasa AoKyMeHTauuA

I [lns NONHOro NOHMMaHUS HACTOALLEro LOKYMEHTA PEKOMEHAYETCS 03HAaKOMUTLCS C JOKYMEHTOM
[EamHbin KnuenT JaCarta. PykoBoACTBO agMUHUCTpATOpPa], COAEPXKALLMM CBEAEHMS, KacatoLimecs
CUCTEMHbIX TpebOoBaHUM, YCTaHOBKM M HacTpoliku EguHoro knmexTa JaCarta, a Takxke cBegeHMs,

Kacatowmecs paboTbl C SNEKTPOHHBIMU KHOYAMM.

AO "Anapaun P.O.", 1995—-2024 . PykoBopacteo agMuHucTpatopa ans Microsoft Windows — Ty6nnuHbii Crp.5/32
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2. CucteMHble TpeboBaHWA

2.1 TpeboBaHUA K NporpaMMHoMy obecrneyeHunto

JaCarta SECUI'LOQOH MOXET NPUMEHATLCA CO CeAYHOLWMMU ONepPaunMOHHBbIMU CUCTEMAMMU,
YCTAaHOB/IEHHbIMM Ha MK nonb3oBatens:

Microsoft Windows 7 SP1 (32/64-6uT)

Microsoft Windows 8.1 Update 1 (32/64-6uT)
Microsoft Windows 10 (32/64-6ur)

Microsoft Windows 11

Microsoft Windows Server 2008 SP2 (32/64-6uT)
Microsoft Windows Server 2008 R2 SP1
Microsoft Windows Server 2012

Microsoft Windows Server 2012 R2

Microsoft Windows Server 2016

Microsoft Windows Server 2019

Ha MK nonb3oBatens Takke J0MKHO ObITb YCTAHOB/IEHO C/IEAYIOLEE NMPOrpaMMHOe obecnedeHue:

[pavBep YCTPOMCTBA YTEHMS CMApT-KapT (Mpu HEO6X0AMMOCTH);

EamHbint Knuent JaCarta

2.2 [NpumeHAeMble MoaEenn 3NeKTPOHHbIX Kntoveld JaCarta/eToken

JaCarta SecurLogon MOXeT NpUMEHATLCA CO CeAYIOWUMU MOAENSAMU INTEKTPOHHbIX KNHOYeN:

JneKTpoHHbIe Knoun eToken:

eToken PRO Anywhere;
eToken NG-OTP (Java)

OnekTpoHHble kKntoum JaCarta:

JaCarta Remote Access;
JaCarta LT;

JaCarta PKI;

JaCarta PKI/Flash;
JaCarta PKI/BIO;
JaCarta PKI/WebPass;
JaCarta WebPass;
JaCarta PRO;

JaCarta SF;

JaCarta SF/TOCT;
JaCarta FlashDiode;
JaCarta NFC;

JaCarta-2 IOCT;
JaCarta-2 FTOCT NFC;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;

AO "Anapaun P.O.", 1995—-2024 . PykoBopacteo agMuHucTpatopa ans Microsoft Windows — Ty6nnuHbii Crp. 6/ 32
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e JaCarta-2 PRO/TOCT;

e JaCarta-2 PKI/BIO/TOCT;
e JaCarta-2 SE;

e JaCarta-2 SF;

o JaCarta-3;

e JaCarta-3 PKI;

e JaCarta-3 PKI/TOCT/Flash;
e Aladdin LiveOffice;

e Aladdin LiveOffice Common Edition

2.3 TpeboBaHWA K anNapaTHOMy obecneyeHuto

13

Kondurypauwms NK nonb3osatens JaCarta SecurLogon pomkHa yaoBneTBopaTh TpeboBaHMUSAM,

M3N0>XEeHHbIM B AOKYMEHTAL NN Ol'lepaLl,l/IOHHOﬁ CUCTEMBDI.

[na paboTbl ¢ 3neKkTpoHHbIM Kto4oM JaCarta/eToken TpebyeTcss MUHUMYM OAMH CBOBOAHLIN NOPT

USB.

s paboTbl CO cMapT-KapTol TpebyeTcs YCTPOMCTBO UTEHWUS CMApPT-KapT (HanpuMep, cMapT-KapT

pugep JCR-721).

AO "Anapaun P.O.", 1995—-2024 . PykoBoacteo agMuHucTpaTopa ans Microsoft Windows

My6nanyHbIn

Cp.7/32



CpenctBo MHOrodakTopHoii ayreHtudumkaumm JaCarta-3 13

3.1

Y

3.2

[MNoaroToBKa K paboTte

YcTaHOBKa

MO JaCarta SecurLogon yctaHaBnuBaetcs npu yctaHoBke MO EauHbit Knuent JaCarta. NMopsaaok
ycTtaHoBku 1 yaanenus MO Eauubiii KnuenT JaCarta onuncan B fokymeHTe [EanHbiin Knuent JaCarta.
PykoBoacTso agMuHUCTpaTopal.

CmeHa PIN-Koa 31eKTpOHHOro KN4a

Brumanue! Mpu nosydeHuu 31eKmMpoHHO20 Kt04a HA PyKU HACMOSMENbHO pekoMeHdyemcs
ocywecmsums cmeHy PIN-koda none3ogamens.

Mocne ycraHosku MO EanHbivi KnuenT JaCarta nonb3oBaTtenb MMeeT BO3MOXHOCTb CMeHUTb PIN-
KOZ, 91eKTPOHHOrO K/to4a ABYMS cnocobamu:

1. o Bxoapa B OC c nomMowpto 3anycka Moayns [YnpaBneHue TokeHoM] (cM. PucyHok 1);
nnn

2. TNocne Bxopa B OC c nomoubto 3anycka MO Egunbii Knuent JaCarta (cm. PucyHok 2).

Lns obecneyeHus KoppekmHo2o QyHKUUOHUPOBAHUS MOKEHO8 U CMApM-Kkapm, neped ussneyeHuem
ycmpoticmea Heobxodumo 00MAAmsCa 3asepuieHus NPoUecca 3anucy Uau CHUmsl8aHus
uHgopMayuu. M3gnederue mokeHa uau CMapm-kapmel npu 3anucu uiu CYUMBbIBAHUU UHGOPMAyUU
MOXem npusecmu K 8sixody ycmpolicmea uz Cmpos.

Insa cmeHbl PIN-koga HeobxoanMo 3HaTh Tekywmin PIN-Kop anekTpoHHOoro kato4a. 3HavyeHus PIN-
KOA0B, UCNO/b3YEMbIX ANS PAa3/IMYHbIX MOAENEN 3NEKTPOHHbIX KNOUEH Mo YMOMUYaHUI, NPUBEAEHDI
B [MpunoxeHun A.

YnpasneHue TOKEHOM

3anycTuTb YnpasneHue TOKeHOM

PucyHok 1 - Bxod ¢ nomowbto Modyns [YnpaeneHue mokeHom]

AO "Anapaun P.O.", 1995—-2024 . PykoBoactBo agMuHucTpartopa ansa Microsoft Windows — Ty6aunyHbii Crp. 8/ 32
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&) Eanneiid Knuent JaCarta

EauHblin KnueHTt JaCarta

- [m] x

AnagauH

JaCarta PKI
JaCarta PKI
Hazeanue JaCarta PKI
JC000-1v6.4

Homep Moaenn
Ha30BHTe 3TOT HOMEp NPK 06PALLEHNH B TEXHUYECKYH NOLAEPHKY

CepWiHEIF HoMmep 64ACET6B

PKI

MNpunoxenna -
Be3onacHbIi AOCTYN K pecypcam

CmennTk PIN-ko4

PucyHok 2 - Edunbili Knuenm JaCarta

13

Mocne HaxaTns kHonku <CMeHuTb PIN-koa> 6ynet otobpaxeHo okHO (PUcyHOK 3), B KOTOPOM
Heobxoammo BBecTM Tekylwmii PIN-koa, HoBbii PIN-koa v noateepautb PIN-koa, BBEAs ero eue

pas.

Ecnu BCe naHHble BBEAEHBI MPaBUbHO, TO MOC/IE HAXATUS KHOMKK <BbinonHuTe> Bynet
0TOBpPaXEeHO OKHO, NOKa3aHHoe Ha PucyHok 4.

& Cuennrs PIN-kog *

Tekyuuid PIN-Ko4 noaL3oeatens

[ | %

Hoewiid PIN-Kof nons3osatens

| s

MoaTteepanTs PIN-KoA noab3oBaTenn

PucyHok 3 - EOuHbiti Knuesm JaCarta. CmeHa PIN-koda none3oeamens

& PIM-kog nonez0BaTENA M3MEHEH

s PIN-K0J, NOAL30BATENA YCNEWHO U3MEHEH

PucyHok 4 - EQuHbili Knuesm JaCarta. MHgopmayuoHHoe coobueHue nocse ycnewHol cmeHsl PIN-koda

AO "AnapgouH P.[.", 1995—-2024 r. PykoBognctBo anMuHucTpaTopa ans Microsoft Windows
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3.3  Pexunmbl paboTbl

EonHbii Knuent JaCarta MoxeT paboTaTb B ABYX peXuMax:

1. [CraHpapTHbIVi pexxuM] — No3BonsieT MpoCcMaTpuBaTh KpaTKue CBEAEHUS O MOACOEANHEHHbIX
3/1EKTPOHHbIX KNHYaX M NpefoCcTaBnseT AOCTyn K 6a30BbIM ONepaLmaM C 31EKTPOHHbIMU
KJTO4aMMm.

2. [PaclumpeHHbIi pexnM] — No3BoNSET NPOCMATPUBATL MOJIHbIE CBEAEHUS O NMOACOEANHEHHDIX
3N1EKTPOHHbIX K/KYaxX U NPeaoCcTaBnseT AOCTYN KO BCEM OMNepaLyaM C SNeKTPOHHbIMU
KNHo4YaMu.

[lns nepeknoYeHns B pacluMpeHHbIN pexxmum Heobxoammo B okHe EamHbiii KnueHT JaCarta Haxatb
no 3n1eMeHTy yrnpaBnenuns <[lepeknounTbCs B paClUMPEHHbIN pexuM> (cM. PucyHok 5).

& Egnnenit Knnent JaCarta — O s

EauHbin KnueHTt JaCarta Ana‘:muu)

JaCarta PKI

JaCarta PKI

Ha3saHwe JaCarta PKI

JC000-1 v6.4

Homep mogenn
Haz0BunTe 3TOT HOMEp NpK 06PALLEHMH B TEXHUYECKYIO MOAAEPHKY

CepuiAHLIA HoMep 64ACBT6B

PK1
MNpunoxeHna _ CmeHnT PIN-KOZ
BesonacHbIfi AOCTYN K pecypcam

PucyHok 5 - Edunbili Knuenm JaCarta. lnasHoe okHo. [lepexod 8 pacuiupeHHbIll pexum

[ng nepeknoyeHunst B CTaHAAPTHbIVM pexXuM HeobxoanMmo B rnaBHOM okHe EauHbin KnuenT JaCarta
HaXaTb MO 371eMeHTy yrnpasnieHus <[1epeknynTbCs B CTaHAAPTHBINA pexum> (cM. PucyHok 6).

AO "AnapgouH P.[.", 1995—-2024 r. PykoBonctBo agMuHucTpaTopa ans Microsoft Windows  My6auuHbiii Crp. 10/ 32
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3.4

(SN

3.4.1

13

f Eannbiii Kanent JaCarta - O x

EanHblii KnueHTt JaCarta Ana:,uﬁuu)

JaCarta PKI

JaCarta PKI

J WHpopmauKna o ToKeHel PKI | SecurLogon

WH(pOPMALKA © cunTIBaTENe

Ha3gaHue Aladdin R.D. ifdh 1
WHdopMauma o TOKeHe

Hazsanue JaCarta PKI
Homep mogenn JC000-1 v6.4
CepuiAHEIA HoMep 64ACBT6B
MonHBIfA cepuiiHEIR HoMep 1209A41454D20001
0OBwWwan NamaTe 186 KBaWt
CeoGogHan NamaTb 165 KBaWT (88%)
Bepcua meHegkepa NprAcKeHUA 01.00.03.57
Bepcua 3arpy3unka 01.14

[aTa Npou3BoACTES 14-02-2022
WHDOPMAUNA O NPUAOKEHHH PKI

Annnet Laser

Hma JaCarta PKI
CBobogHaA NamATe 169440 BaAT
PIN-koA YeTaHoBAeH
AnnHa PIN-koga [4.10]

Makc. KonMuecTeo NonsIToK BEoAa PIN-koaa 10

Ocranock NoneiTok BBoaa PIN-koaa 10

Annua PIN-koga agmrHncTpaTopa [4.10]

MaKc. KONMYECTBO NOMBITOK BEOAS
PIN-K0A3 aAMUHUCTPaTOPA
OcTanock NONLITOK BBOAA
PIN-k0Aa agMWUHUCTpaTopa
HacTpokiin Cnocob ayTeHTUdUKaLMA PIN-koa,
Cnocob ayTeHTUHMKALMI
AAMUHWCTPaTOpPa
MNoaaepxka GrnomeTpumn Het

5

5

PIN-koA

PucyHok 6 - EOuHeili KnueHm JaCarta. [nasHoe okHo. [Tepexod 8 cmaHOapmHbIli pexum

YCTaHOBKa NLEH3UN

YcTtaHoBuTb nnueH3uio JaCarta SecurLogon MoxHoO cnepyrowmmm cnocobamu:

1. B ctaHpapTHOM pexume: yepes MeHto [HacTpoliku] B okHe EanHbin Knunent JaCarta;

2. B pacwwmpeHHoM pexume: yepes Bknaaky [SecurLogon] B okHe Egunbin Knunent JaCarta;

3. Cwucnonb3oBaHWeM MapaMeTpa aAMUHUCTpaTUBHOrO wabnoHa SecurLogonLicense,
OMUCAHHOTO B MPUNOXEHUU A.

YT06bl YCTaHOBMUTL INLIEH3UIO, HEOBX0AMMO 06NaaaTh NpaBaMuM aAMUHMCTPaTOpa.

B cnyyae ycTaHOBKM nnueH3MKM Yepes Bkaaky [SecurLogon] B okHe EauHbii KnunenT JaCarta
Heobx0AMMO NOACOEAMHUTD SNEKTPOHHbIV K/Y K KOMMbIOTEpY.

B cnyyae yctaHOBKM nuueH3nm Yepes MeHto [HacTpoiku] B okHe EanHbiit Knuent JaCarta
MOACOEAMNHATb 3NEKTPOHHbIN K04 K KOMMbIOTEPY He 06s3aTenbHo.
YCT3aHOBKAa NNUEH3UN Yepe3 MeHio [HacTpornkum]

YCTaHOBKY NMLEeH3MKN Yepe3 MeHio [HacTporiku] npon3BoanTb B CleaytoLLei nocnesoBaTelbHOCTH:

1. 3anyctutb Egnubit Knuent JaCarta u HaxaTb KHONKY <HaCTpOMKKU> B N1€BOM HWXKHEM Yry
rNaBHOro OKHa (cM. PucyHok 7).
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f Eaunbiii Knuent JaCarta

EauHein KnueHt JaCarta

AnagawvH i

MoaknrounTe TOKEH

He o6HapyxeHo nog, X Mogenen

MoaknunTe USB-ToKeH K USB-NOPTY KOMMNBKITEPA UAM BCTAaBLTE CMAPT-K3pTy B CMapT-KapT puaep.

PucyHok 7 - Eduneili Knuenwm JaCarta. lnasHoe okHo. nemeHm ynpasneHus <Hacmpodku>

2.

nuueHsuio SecurLogon> (cM. PucyHok 8).

O nporpamme

§ Hactpoiikn b4
OCHOBHEIE JlanHble anueHsnm Securlogon:

AnarHoctvka Cratyc He ycranoenena

SecurLogon = :

Nornposanne RAMUMBICICRE

dopmaTMpoBaHne OpraHuzauua:

YCTaHOBWUTL NMUEH3no Securlogon...

PucyHok 8 - EouHbili Knuenm JaCarta. OkHo [Hacmpotiku]. Bknadka [SecurLogon]

B oTob6pa3uBemMcs okHe BbibpaTh BkNaaKy [SecurLogon] u HaxaTb KHOMKY <YCTaHOBWUTb

3. B oTobpasuBlieMcs okHe Heo6X0AMMO yKasaTb NyTb K GaiNy AULEH3UU U HAXKATb KHOMKY

<OTKpbITb>.

4. Tlocne yCTaHOBKM NULEH3MM B OTOOPa3MBLIEMCS OKHe HaxaTb KHONKY <OK>,

3.4.2 YCTaHOBKa MLEH3MM Yepe3 BKNaaKy [SecurLogon]

YCTaHOBKY NnLEH3MKN Yepes BKNaaKy [SecurLogon] npon3BoauTh B CneayroLen

nocnenoBaTesIbHOCTU:

AO "Anapamu P.A.", 1995-2024 r.
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13

1. TlofKNOYUTb INEKTPOHHbIN KN4 K KOMMbOTEPY U 3anycTuTb EanHbii Knuent JaCarta.
MepekntounTbCs B pacluMpPeHHbI peXKM, NeperTh Ha BKaaky [SecurLogon] n B none

nmueHsum [CTaTyc] HaXaTb CCbITKY <yCTaHOBUTL> (CM. PucyHok 9);

é’ Eaunbiii Knuent JaCarta - a x

Eaunbin Knuent JaCarta Ana:ggmu)

JaCarta PKI

JaCarta PKI

‘ Wudpopmauma o TokeHe | PKI | SecurLogon |

SecurLogon
MpoaykT AnA p p "cnabeix" naponed. OH b P P
ayTeHTMdUKauuio 6e3 BHeapeHna PKI MHpacTpykTyphbl W pyeTcA 0TAeNbHO OT EarHoro Knwenta JaCarta.

ECAW Bbl He NAaHWPYeTe MCNONb30BaTh AAHHBIA NPOAYKT, TO Bbl MOXeTe CKPbITh AaHHYHK BKNAAKY

JlaHHble AMUeHzMKM SecurLogon:

Cratyc He yCTaHOBAEHS (YCTaHOBUTE)
T

3aKaHuMBaeTCA:

OpraHn3auna:

adkoll mexyu

Ana pabome! ¢ 3moll ekn

 axodu e
ex axodume g pynny * Mepesanycrits
JLUEHLIEM Npa8

AOMUHUCTIPGMOPOS, G NPUAOKEHUE GOMXHE BeiMe 3aMyLYeHo C

PucyHok 9 - EduHeili Knuenm JaCarta. Bknadka [SecurLogon]

2. [Jlanee B 0TOOpa3uBLLEMCS OKHE HEOBXOAMMO YKa3aTb MyTb K hainy TMLEH3MUM U HAXaTb

KHOMKY <OTKpbITb>;

3. [pwu ycnelnHoM 3aBeplueHnmn onepaumm Bknagka [SecurLogon] npuMet Bua, npMBeAeHHbIN Ha

PucyHok 10.
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& EawmHbiii Kanent JaCarta

EaunHblia Knwent JaCarta

- [m] x

AnagauwH

JaCarta PKI

JaCarta PKI

| Wudopmaunsa o TUKEHEl PKI | SecurLogon ‘

MNpoguan

®|o

PucyHok 10 - EouHeiii Knuenm JaCarta. Bknadka [SecurLogon]. /luyeH3us ycmaHoeneHa ycnewHo

AO "AnapgouH P.[.", 1995—-2024 r. PykoBognctBo anMuHucTpaTopa ans Microsoft Windows
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4. HacTtponka paboTbl

4.1  Onepauyuu ¢ npodmnamm

4.1.1 Co3pgaHve npoduna JaCarta SecurLogon

UT06bI Cco3aaTb Npodunb JaCarta SecurLogon, He06X0AMMO BbINONHUTL CNeayoLMe LeNCTBUS:

1. [loacoenmHUTb 3NEKTPOHHbIM KN4, Ha KOTOPOM TpebyeTcs co3aatb npoduib JaCarta
SecurLogon, K komMnbloTepy 1 3anyctutb EamHbin Knuent JaCarta;
2. [lepeknounTbCs B paclUMPEHHbIN PEXUM M NepenTu Ha BKNaaky [SecurLogon];

&’ EawHbiii Kanen JaCarta — O X

EauHbin KnueHt JaCarta Anafgguu)

JaCarta PKI

JaCarta PKI

| Wngopmauns o TUKEHEl PKI | SecurLogon ‘

Mpogurnu ® | O

PucyHok 11 - EOuHeiii KnueHm JaCarta. Bknadka [SecurLogon]. [Tpogunu

3. Haxatb Ha anement & (cM. PucyHok 11);

g B 3aBucmMMocTum ot TOro, co3paétcsa nm npodunb JaCarta SecurLogon gng nokanbHOM y4ETHOWM
3anMcK unu gnsa y4étHom 3anmcu B gomeHe OC Microsoft Windows. OkHo co3paHus npoduns
MOXeT ObITb ABYX BWMAOB: /19 JIOKANbHOM Y4eTHOM 3anucu (cM. PucyHok 14), nubo ans yyetHon
3anucu B goMere OC Microsoft Windows.

4. B okHe [Mactep co3gaHusa npoduns SecurLogon] (cM. PucyHok 12u PucyHok 13) cnenyet
3aMoHMTb NONS, ONMMCaHWe KOTOpbIX NpuBeaeHo B Tabnuua 1, u HaxaTb kHonky <Co3patb>;
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& Mactep cozpanna npoduna SecurLogon *

WMmMA nonb3oBatens v goMeH
YKaMwTe AOMEeH M MMA NOAL3OBaTeNs, ANA koToporo GyaeT co3aasaTecA
npoguis

Wma nonszoearena:

‘ Ivanov ‘

WMmA gomeHa f paboueid cTaHMK:

‘WKSZBO (3TOT KOMNLEOTED) v ‘

YCTAaHOBMTE Kak Npodas Mo YMONYaHWH

fanee > OTMeHa

PucyHok 12 - [Macmep co3darus npoguns SecurLogon]. Beibop nons3oeamens 05 co30aHus npopuns

& Mactep cosganua npoduna Securlogen *

Mapone
BribepuTe TN Napons

AnAa BXoja MCNoNbL30BaTk:
® Ccroikui Napok, CreHEpPUPOBaHHBIA CAyYarHeIM obpazom

O ykazaunwii napons

MoaTeepxaeHnE:

O Pa3pelunTs M3IMEeHATL Napoik NONL3OBATENRA B AOMEHe / Ha pabouel cTaHUMK

< Hasan Aanee > OTMmeHa

PucyHok 13 - [Macmep co3daHus npoguns SecurLogon]. Beitbop muna napons

Tabnuua 1 - Ampubymel npoguns JaCarta SecurLogon

OnucaHue HaCTPOMKH

HasBaHue HacTpoiiku
Pa6ouas craHuus OomeH

3afaeTt MMA Nonb3oBaTens, ANs Kotoporo 6yaeT co3gaH npoduab SecurlLogon.
[Mmsa nonb3osatens]
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[Uma nomeHa /
paboyei cTaHumMH]

[Ons BxoAa
MCnosb30BaTh)

[Mmsa nonb3osaTens ang
LOMeHa]

[Maponb pns nomeHa]

[PaspewuTb n3mMeHaATL
naposb nosb3oBarens B
[oMeHe / Ha paboueii
cTaHumu]

AO "AnapaunH P.0.", 1995-2024 r.

1:/, PepaktnpoBaHue nons ¢ 4aHHOW HACTPOMKOM MOXeET ObITb HEAOCTYMHO, eC/IN B
aAMUHMCTPaTMBHOM WwabnoHe JaCarta SecurLogon oTkntoyeHa HacTporika
CanCreateProfilesForOtherUsers (Co3naHue npodwuneit ong apyrux
nonb3oBsaresien)

MNossonsaer Bbl6paTb U UMA OOMeHa, UIn nma pa60qe171 CTaHUun (MECTO, rae XpaHuTtca
YYETHaA 3anumcb Nob3oBaTens).
CooTBETCTBEHHO, €C/IM BbIOPaHO MMS paboyer CTaHLMKM (MMS KOMNbIOTEPA), TO Npodub
JaCarta SecurLogon 6yneT co3aaH Ang NOKanbHOM YYETHOM 3anucK, a ecnv BbibpaHo
uMs fomeHa, To npodunb JaCarta SecurLogon 6yaet co3aaH Ang y4ETHOM 3anumcy,
Haxognsuwerics B jomeHe Windows

MNossonser Bbl6paTb OAMH U3 ABYX MNYHKTOB:

e  <(CTOMKMI Naponb, CreHePUPOBaHHBIN Cly4ariHbIM 06pa3omM> — Naposb 4ss
Y4ETHOM 3anucK nonb3osaTtens 6yaeT creHepuMpoBaH ClyYarHbIM 06pa3oMm;

e  <YKasaHHbl1 Naponb> — Naponb ANs YYETHOM 3anmcyK ByLeT BBELEH BPYUHYIO;
npu BbIGOPE 3TOr0 MyHKTa CTAHOBATCS aKTUBHLIMU ABa MONS:

- none anga sBoAa nNapons;

— none [[MoaTBepxaeHune], B KOTOPOM HYXXHO YKa3aTb NOATBEPXAEHUE
BBEAEHHOr0 Mapons.

[ ) Monb3oBaTens, KOTOpbIM co3aaéT npodunb JaCarta SecurLogon
(amMuHucTpatop SecurLogon), nomkeH 06nafaTe 4OCTaTOUYHbIMK NpaBaMu
[N CMEHbI MAPOAS NOMb30BaTENS, 418 KOTOPOro Co34aéTcs npodumsb
SecurLogon (nonb3oBatenb JaCarta SecurLogon)
Mo3BonAET BBECTU UMSA NONb30BATENSA
Y4YETHOM 3anncK JomeHa (agMUHUCTpaTopa
JaCarta SecurLogon)
! ) Hactpoiika akTMBHa, TONbKO eCcu
He aKkTyanbHo " ycTaHoBneH (axok <Paspewntb
M3MEHSTb NapoJb NoMb30BaTeNS B
[loMeHe / Ha paboueli cTaHuMmK>
(noppobHee cM. onucaHue
COOTBETCTBYHOLLEN HACTPOMKM HUXKE)

MNo3BonAeT BBECTM Napoab ANA
YYETHOM 3anucKn JomeHa (agMmuHMCcTpaTopa
JaCarta SecurLogon)
/‘;’/’ HacTpoiika akTMBHa, TONbKO eC/iu
He akTyanbHo " ycTaHoBneH dnaxok <Pazpewutsb
M3MEHSTb Napo/b NOMb30BaTENS B
[loMeHe / Ha paboueli cTaHuMK>
(noppobHee cM. onucaHue
COOTBETCTBYHOLLEN HACTPOMKMN HUXKE)

[aHHas HacTpoiika onpegensieT, 6yaeT M U3MEHEH Naponb YYETHOM 3anucu
nosnb3oBartens, Ans KoToporo cospaérca npodunb JaCarta SecurLogon.

Ecnu dnaxok ycTaHoBneH, To 6yaeT yCTaHOBMEH Naposb, 3aAaHHbIM B HacTpovike <[ng
BXO4A MCNONb30BaTb> (3TO MOXKET BObITb C/IyYalHbIM Napo/b UK Naposib, BBEAEHHbIN
aAMMHUCTPATOPOM Npw co3aaHuun npodwuns). Mpu 3ToM agmMuHKucTpatop JaCarta
SecurLogon, koTopbli co3aaét npodunb JaCarta SecurLogon, nomkeH 06napatb
[OCTaTOYHbIMM MOMIHOMOUYMSIMU ANS CMEHbI MAPONS YY4ETHOW 3anNMCK NONb30BaTeNs
JaCarta SecurLogon.

Mpu co3panuu npoduns JaCarta SecurLogon ang yuértHoit 3anucu B nomeHe Windows
Takxe HeobxoAMMO 3aMnoNHWUTL Cleaylowue nons:
e /M4 nonb3oBaTtens Ans AOMEHa;

e [laponb ons noMeHa.

PykoBopacteo agMuHucTpatopa ans Microsoft Windows — Ty6nnuHbii Crp.17 /32
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B 3TMx nongx HeobxoAMMO yKazaTb MMS NONb30BaTeNs M NapO/b YY4ETHOM 3anncu
apMuHuctpatopa JaCarta SecurLogon, KOTOpbI BNOCAEACTBUM CMOXET U3MEHSTb
naponb nonb3osartens JaCarta SecurLogon

[PIN-kop nonb3oBatens B none Heo6xonumo BBecTH TekyLwimit PIN-Koz 31eKTPOHHOrO Kto4a
(ans npunoxenus PKI)]

5. Co3paHHbIM npodunb bynet otobpaxeH B okHe EamHbin KnvenTa JaCarta Ha Bknagke
[SecurLogon] (PucyHok 14).

& Eanriii Knnen JaCarta - O X

EavHbin Knuedt JaCarta Ana‘:aauu)

JaCarta PKI

JaCarta PKI

‘ WHdopmauua o TokeHe | PKI | SecurLogon |

MNpoguan ® 7 W |O

Wma nonezoBatens [lomex / komnewoTep  Twn napons

Ivanov DESKTOP-LQ24EDF  YxazanHbiiA naponb

PucyHok 14 - EduHeiti KnueHm JaCarta. Bknadka [SecurLogon]. [pogune nokansHol yyemHol 3anucu

@ Ecnv B HacTpoikax agMMHUCTpaTMBHOrO WabnoHa JaCarta SecurLogon napameTp
AllowProfileManagement OTK/IOYEH, TO CO3a4aHMe npodwunert byneTt 3ab10KMPOBaHO

@ Ecnu Ha aN1eKTPOHHOM KJTHOYE YKe ecTb NpoduIib TEKYLLETO NO/b30BATENS), @ B HACTPOMKax
aAMMHUCTPATMBHOrO WwabnoHa JaCarta SecurLogon napameTp singleProfileOnly OTK/AKOYEH, TO
co3aaHue apyrux npoduneit bynet 3a610KMpoOBaHO

(Z Ecnu B HacTporikax aoMUHMCTPaTMBHOrO WwabnoHa JaCarta SecurLogon napameTp
CanCreateProfilesForOtherUsers OTK/OYEH, TO MPU CO3A4AHUM HOBOFO NpoduUas U3MEHeHUe
MMEHU TekyLero nosb3osatens 6yneTt 3a610KMPOBaHO

4.1.2 YcTaHOBKa Npoduna N0 yMOIY3HUIO

JaCarta SecurLogon no3BonseT ycTaHOBUTb NPOdUAb MO YMOAYAHUIO — Takon npodunb byaeT
0oTO6paxaTbCs NEPBLIM NPY BXOAE B CUCTEMY.

Ona YCTAaHOBKHU I'IpOCI)W'IFI no yMONYaHUIO, Heo6Xxo0aMMO BbIMOMHUTb cnepywuwme nencTeums:
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1. TlofcoeanHWUTb 3NEKTPOHHbIM KN4, HA KOTOPOM HaxoauTcs npodunb JaCarta SecurLogon, k
KOMMblOTEPY;

2. 3anyctutb Eannbin Knunent JaCarta, nepeknioumnTbCs B paclUMPEHHbIN PEXMM U NEPENTU Ha
BKnagky [SecurLogon];

3. JleBOM KHOMKOM MbiWwK BblIBpaTh Npoduib, KOTOPbIA HEO6X0AMMO caenaTb npoduneM no
YMONYaHuIo;

4. B rnaBHOM OKHe HaxaTb Ha dneMeHTe (cM. PucyHok 15) nnv npaBoi KHOMKOW MbIWK Yy
BbIOpaHHOro NpoduNs BbI3BaTb KOHTEKCTHOE MEHIO M BbIOpPaTb MYHKT <YCTAaHOBUTb MO

YMON4YaHU 0>,
& Eguneiii Knuenr JaCarta - m} x
EaunHbin KnueHT JaCarta Ana‘:mu")
JaCarta PKI
JaCarta PKI
| WHpopmauma o TokeHe | PKI | SecurLogon
MNpodunn @ & m v ‘ O

WMmna nonb3osatenn  [loMed / KOMNbKOTEp  Tun napona

AdminTest WINDOWS10X64 CTOAKWIA Naponb, CreHepUpoBaHHLIR cayuaidHbiM obpalom

Ivanov DESKTOP-LQ24EDF  Yiazannwiii napons
@ HoBbIA...

# PepakTMpOBaT...
0 YaanuTe...
' YCTaHOBWTL N0 YMONHAHKIO

< OBHoBMTE

PucyHok 15 - EouHeiii KnueHm JaCarta. Bknadka [SecurLogon]. Yecmaroska npoguns no ymondaHuro

5. [Hanee B oTo6pasmBLieMcs okHe (CM. PucyHok 16) Beectn PIN-koA B COOTBETCTBYHOLLEM MONE U
HaxaTtb <OK>;
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é’ MacTep ycranoskm npoguna SecurLlogon no ymondannie X

Beegwte PIN-Kog
BeeawTe PIN-ko4 AnA ycTaHOBKW nMpodguaa Securlogon no yMonyaHum

PIN-kog nonszoeatens (gna npunoxedna PKI):

| &

PucyHok 16 - EduHeili KnueHm JaCarta. Bknadka [SecurLogon]. OkHo [Macmep ycmaHosku npoguns SecurlLogon no ymonyaruro]

6. BblbpaHHbIVi paHee npodpunb B okHe EanHbin KnueHT JaCarta ponkeH ctate npodpunem no

13

YMONYaHUI0, OH ByLeT BblAeNeH XUPHbIM WpUPTOM cpeamn apyrux npodunen (cM. PucyHok 17).

& Eguneii Kavenr JaCarta - m] X

EguHbin KnueHTt JaCarta Ana‘\n.qnu)

JaCarta PKI

JaCarta PKI

| WMHPopMaLma o TOKeHel PKI | SecurLogon |

Npogunm ® ¢ WO
Wma nonszosatens  [lomMeH / KOMNbOTep  TWN Napons

AdminTest WINDOWS10X64 CTOAKWA Naponk, creHepUpoBaHHbIA ClyyaiHeiM obpazom
Ivanov DESKTOP-LQ24EDF  ¥xazanubiii napons

LA U3MEHEHUA NOp:

0KAAEHEIX NoAs30eamenel Ha WINDOWS10X64 mpebyemca - MepeaanycTuts
€ npaegmu AdMuHLUCMpamMopa

30MYCMLME NPUACK: 1000

PucyHok 17 - EOuHeilti Knuenm JaCarta. Bknadka [SecurLogon]. YcmaroeneHHbil npoguib no yMoa4aHuro

4.1.3 PepfaKkTupoBaHMe CyLlecTBytoLLero npoduna

Ins penaktupoBaHua npodpuns JaCarta SecurLogon, HeE06X0AMMO BbINOMHUTL CieayolLme

nencTeus:

1. TloacoenmHUTb 3NEKTPOHHbBIM KoY € 3anucaHHbIiM npodunem JaCarta SecurLogon k
KoMnMbloTepy;
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2. 3anyctutb EgmHbivi KnuenT JaCarta, nepeknioynTbCs B paClUMPEHHDBINA PeXMUM U NEPENTU Ha
BKnagky [SecurLogon];
3. BbibpaTb npodunb, KOTOPbLIA HEOOXOAMMO U3MEHUTD;

4. HaxaTb Ha anemMeHT (cM. PucyHok 18) unu c nomoLLbio NpaBov KHOMKM MbILIKX Ha
BbIOpaHHOM Npodune Bbi3BaTb KOHTEKCTHOINO MEHIO M BbIOpaTb NYHKT <PeaakTMpoBaTh>;

é’ Eaunbiii Knuent JaCarta - O x

Eannbin Knwedt JaCarta Ana‘\ﬁﬂnu)

JaCarta PKI

JaCarta PKI

| WHdopmaumna o mKeHel PKI | SecurLogon |

Mpogunm @ Z w | O
Wma nonszosatena  [Aomed / KOMNeOTEp  Tun napons
AdminTest WINDOWS10X64 CTOWKWA Naponb, CreHepUpoBaHHLIA CiyJaliHeIM obpasom
Ivanov DESKTOP-LQ24EDF  YrazaHHbIi napone

@ Hoeblii...

T YaannTe..

3 OGHoBWTE
7 UzvEReRUR naponel ons308ameneti Ha WINDOWSIONG mpeGyemcs
3anyemume n ey

PucyHok 18 - Eoureili Knuenm JaCarta. Bknadka [SecurLogon]. PedakmuposaHue npoguns

5. B oT06pasuBLlIEMCS OKHE BbIMONHUTL HEOOXOAMMbIE M3MEHEHUS B NPOhUNe U 3aBEPLUUTL
pefaKkTMpoBaHue.

4.1.4 YpaneHve npoduna

Ins ynanexnus npodunga JaCarta SecurLogon 13 naMsTu 31eKTPOHHOIO K/tova, HeobxoAnMo
BbIMONIHWUTL CNeaytolme AencTBuS:

1. TlofcoeanHWUTb 3NEKTPOHHbIM K4 € 3anMcaHHbIM npodunem JaCarta SecurLogon k
KOMMbHOTEPY;

2. 3anyctutb EauHbivi Knuent JaCarta, nepeknounTbcs B paclUMPEHHbIN PEXUM U NepeinTu Ha
BKNagky [SecurLogon];

3. HaxartneM neBow KHOMKM MbiliK BbIOpaTb NPOPUIIb, KOTOPbLIM HEOOX0AMMO yAANUTD;

4. Haxarb Ha anement W pan y BbIOpaHHOro Npoduns Bbi3BaTb KOHTEKCTHOE MEHIO U BbIOpaTh
MYHKT <Yganutb> (cM. PucyHok 19).
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é’ EawHbiii Knnent JaCarta — O x

EauHbin KnueHTt JaCarta AnaanMH)

JaCarta PKI

JaCarta PKI

| WHpOpMaLNA o 'rcKeHel PKI | SecurLogon |

Mpodgunn £ W ‘ O
WMA none3oeatens [lomMeH / KomnekoTep  Tun napensa
AdminTest ‘WINDOWS10X64 CTOMKMA Naponb, CreHepMpPOBaHHBIA Chy4YaiHeIM obpasom
Ivanov DESKTOP-LQ24EDF  Croiixmii pup i cnyuaii P

@ Hosbli...

# PenakTvpoeate...

< OBHOBMTH

5

Jas u3n

zanycmum

HBIX NOb3csamenel Hi

A ICTOXE. nefvenmo

aeamu ASMUHUCTDam

1

op

PucyHok 19 - Eouneiii Knuesm JaCarta. Bknadka [SecurLogon]. YoaneHue npoguns

@ NanbHelwas npouenypa pasiMyaeTcs B 3aBUCMMOCTM OT TUMNA Napons, yCTaHOBIEHHOTO NpU
co3paHun npodumns JaCarta SecurLogon (ykasaHHbI Naponb (BBOAMMbINA BPYUHYH) MAU CTOMKUIA
Naposb, CreHepPUPOBAHHBIN CNyYaliHbIM 06pa3om).

B oTobpasuBLiemcs okHe cnenyeT BblIbOpaTh, HEOOXOAMMO M U3MEHEHME NAapoNs NONb30BaTeNs B
AoMeHe / Ha paboyelt CTaHLMK, yKa3aTb N0 HEOBXOAMMOCTH HOBbIN NapoAb, HAXaTb KHOMKY Aanee,
nocne 4yero B cienyroulem otobpasmslueMcs okHe BecTu PIN-koa 3neKTpOHHOro Ktoya.
3aBepLluunTb yaaneHune npodung, NoAb3yacb NOACKa3KaMu MacTepa yaaneHus npopuna SecurLogon
(cM. PucyHok 20 1 PucyHok 21).

& MacTep yaanenns npoduna SecurLogeon X

HoBbli Nnaponb NoAb3oBaTens
BeeaunTe HOBLIF Napoik NOAL3OBATENA ANA YAaNeHWA npoduna SecurLegon

¥YaaneHwe npo@uaa MoXeT NPUBECTH K HEBD3MOMXHOCTWA BX04a B cucTemy. Mepen
yAaneHWeMm npoduna YAoCTOBepLTECk, UTO Y BAC €CTb NapoNk OT YUETHOR 3anKcK
DESKTOP-LQ24EDF\lvanov naK cepTUGUKAT ANA BXOAA B cucTeMy, inbo cMeHmTe

Mapo/ie Ha HOBBIA.

O Pa3pelunTk W3IMEHATL Napo/b NOALICBATENA B JOMEHE [/ HAa pabouei cTaHLMK

HoBLIA Nnaponk:

MoaTeepxaeHme:

Hanee > OTmena

PucyHok 20 - EduHeiti Knuexm JaCarta. Bknadka [SecurLogon]. Macmep ydaneHust npoguns SecurLogon
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&J MacTep yaaneHwa npoguna Securlogon *
BeeanTe PIN-KOA

BeeawTe PIN-KoA ANA YAANEHWA Npoduna SecurLogon

PIN-KOA NOAL30BaTENA (ANA NpUAoKeHUA PKI):

(2221 111) | '#'

PucyHok 21 - EOuHeili KnueHm JaCarta. Bknadka [SecurLogon]. Macmep ydanerHus npoguns SecurlLogon

Mocne yonanexus npocdung JaCarta SecurLogon ¢ ycTaHOBNEHHbIM TUMOM Napons
«CreHepupoBaHHbIV Cy4ariHbIM 06pa3oM», AN [OCTyna K Y4ETHOM 3anucKu nonb3oBaTens byner
COXPaHeH Cny4alHbIM Naposib, CreHepupoBaHHBbINA Npu co3aanmn npoduna JaCarta SecurLogon.

g

BHumarue! B cnydae ydaneHus npoguns 6e3 ykasaHus Ho8020 naposs 018 y4émHol 3anucu
nosb3ogamens, Napoab 045 00cMyna K y4€mHod 3anucu nos6308amesns oCmaHemcs
Heu3gecmHeiM, @ 00cmyn 6y0em He803MOX(EH.

4.2 HacTpoirKka agMUHUCTPATUBHOMO WabnoHa
4.2.1 HacTponKa agMUHNCTPATUBHOMO LWabnoHa 4na rpynnosbiX NOAUTUK Mpy paboTe ¢ cepeepa

I'IepeqwcneHHble HWXe LencTeums CNenyeT BbINONIHATL Ha CEPBEpPE, ABNAKWMMCA KOHTPOIIEPOM
AOMEHa UM Ha KOMMNbKTEPE, HAa KOTOPbIM YCTAHOB/1EHbI CpeacTea ynpaBieHNUAM KOHTPOI1E€POM
AOMEHa.

D

Ins 3anycka agMuMHUCTpaTuBHOro WwabnoHa JaCarta SecurLogon v oTobpaxeHus ero HacTpoek
HeobX0AMMO BbINOMHUTL CleaytoLmne 4eNCTBUS:

1. HaxaTb Ha KnaBMaType coyeTaHue Knasuw Win+R, B NOABUBLIEMCS OKHE HabpaTb gpmc .msc
n HaxaTtb <OK> (cM. PucyHok 22);

e BeeanTte nms nporpammel, Nanku, A0KyMEHTa WK pecypca

= n 6
S HTepHeTa, KOTOpre Tpe ye‘rcu OTKprTb.
Orepors: | v

PucyHok 22 - Bbi308 0KHG KOMAHOHOU CMpoKu
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2. B nossuBLieMcs okHe (cM. PucyHok 23) cnepyet nocnefnosartensHo Bbibpath [Jlec], [[lomeHsbl],
[uma_nomeHa), panee HaxaTb NMPaBOM KHOMKOM MblwK Ha nyHkTe <Default Domain Policy>
(Monutnka [OMEHa Mo YMOMYaHMUIO) U U3 KOHTEKCTHOMO MEHI0 Bbi6paTh onuuio <M3MeHUTb>;

|, YnpaeneHue rpynnosoii noanTukoii = [m] X
1z Oaiin  Jeiictene Bua Okno  Cnpaska - &8 %
e 2@ X |
2, Ynpaenenne rpynnosoii noauTukoit Default Domain Policy
v £\ Nec: ALADDIN.domain O6nacts Ceegerma M <"
v (&5 Aomerbl
v 55 ALADDIN.domain -
-/ Default Domain Policy MoxasaTs casia B pacrionoxer
2| Domain Controllers C GPO cBa3aHbl cneaylowme ©
"5 O6wexTbl rpynnoeoii noanTUKK
5 Ounetpel WMI Pasvewerme
5] HauanbHbie 06bekTs! rpynnoeoii noauTiky £ ALADDIN domain
@ Caiitel
sy MoaennposaHue rpynnoeoii NoanTHKN <
%, PesynbTathl rpynnoBoii noANTMKN
e Puns1pel GesonacHocT™M
MapameTps! ganHoro ofvexTa
CreAyIOWVX FPYNN, MoNb30BaTe
Wma
82 Mpoweawme nposepky
< >
DoBasnTs... b}
Punstp WMI
O6vexkt GPO ceazaH co cneay!
PucyHok 23 - OkHo [YnpasneHue 2pynnogoli nonumukodi]
3.

B nosiBuBWweEMCs okHe (cM. PucyHok 24) cnepyet nocnenoatenbHo BbibpaTh [KoHdurypauus

komnbtoTepa], [Monutuku], [AoMuHUcTpaTuBHble wabnoHsl], [JaCarta SecurLogon];

=] PepakTop ynpaenesus rpynnossimm noauTHKaMu
®aiin  [eiictene Bug Cnpaska

e | nE =2 BHE 7T

(=] Monwutuka Default Domain Policy [WIN-QP37L]

4. PepakTMpoBaHWe afMMHUCTPATMBHOIO WabnoHa JaCarta SecurLogon NpoMcxoauT nyTem

OnucaHne HacTpoek agMUHUCTPaATMBHOrO Wabnoxa JaCarta SecurLogon ¢ ykasaHWeM 3Ha4YeHU

v & Kondurypauns komnerotepa
v || Moautnkn
| Kondurypauus nporpamm
| Kondurypauua Windows
v
~| JaCarta SecurLogon
| Eannein Knuent JaCarta
4 Bce napametper
| Hacrpoiika
v i Kondurypauua nonbsosarens
| Moantnkn
| Hacrpoiika

<

v

| AAMWHNCTPaTHBHBIE WaBnoHbL: on

| JaCarta SecurLogon

YroBbl NnpoCcMOTpETL ONUcaHne
3N1EMEHT3, BbIAENNTE €O,

12 napametpos

CocTostue

|iz] AdditionalDomains

|iz] AllowProfileManagement

1iz] AllowedLogonMethods

\iz] CanCreateProfilesForOtherUsers
1iz] NewRandomPasswordEveryXDays
asswordLength

ecurLogonLicense
howSecurLogonNagScreen
howTokenManagelogonScreen
ingleProfileOnly

iz TokenRemovalBehavior

|iz] UseAccordStartUserSession

‘\PECLIJVIPEHHME A;mngapmmﬁ/

PucyHok 24 - OkHo [Pedakmop ynpagneHusi 2pynnossiMu NoAUMuUKamu]

NM3MEHEHNA 3HA4YEHUA NapaMeTPOB NMNOJINTUK, BXOOALWNX B LWabnoH.

napamMeTpoB MOJIUTUK MO YMONYaHUIO NpuBeLEeHbI B Mpunoxenumn A,

PykoBoacteo agMuHucTpatopa ansa Microsoft Windows

My6nanyHbIn
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4.2.2 HacTpoiKka agMUHNCTPATUBHOMO LWAa6A0Ha 4N1A rPynnoBbIX NOAUTUK NpY paboTe C TOKANbHOro
MK

[lns 3anycka agMMHUCTpaTMBHOrO WabnoHa JaCarta SecurLogon v oTo6pakeHWst ero HacTpoek
HeoOX0AMMO BbINOMHUTL CleAyoLMe LeNCTBUS:

1. HaxaTb Ha KnaBMaType coveTaHue KNaBul Win+R, B NOSBUBLLEMCS OKHe HabpaTb
gpedit.msc u HaxaTtb <OK> (cm. PucyHok 25);

Y BeinonHuTe X

=i Beeaute umMsa nporpammel, Nanku, A0KyMEHTa MW pecypca
=7
— WHTepHeTa, koTopbie TpebyeTca oTKpbITE.

gpedit.msc v

G 310 3343HNE 6yA€T CO343HO C NpasaMun agMNUHUCTpaTopa

OTkpbiTe:

Otmena 0O6z0p...

PucyHok 25 - Bbi308 0KHG KOMAHOHOU CmMpoKu

2. B nosBuBWweEMCs OkHe nocnenoBaTenbHO BbibpaTh [KoHduMrypaums komnbioTepa],
[AoMuHMcTpaTMBHBIE WwabnoHbl], [KomnoHeHTsl Windows], [JaCarta SecurLogon]
(cM. PucyHok 26);

?

®Qaiin  [eiictene Bug Cnpaska
e 2@ HE Y

v | Komnonentot Windows A JaCarta SecurLogon
~| Endpoint Protection

B Intemet Explores Yro6bl NpocMOTpETL ONUCaH1E Cocroanue

FoistatsSecotogen 3M1EMEHT3, BbIAENNTE €O, ) AdditionalDomains

7 MDM |iz| AllowProfileManagement

| NetMeeting |iz] AllowedLogonMethods

| OneDrive \iz] CanCreateProfilesForOtherUsers
_| RSS-kaHanbi || NewRandomPasswordEveryXDays
| Windows Hello gna € |iz) PasswordLength

- Windows Ink Worksg |iz| SecurLogonLicense

~| Windows Mail 2] ShowSecurLogonNagScreen
| Windows Messenger

Windows PowerShell

\iz] ShowTokenManagelogonScreen
|iz] SingleProfileOnly

L

| AHanws ctabunbHoc
Buomerpua

Begenne xypHana cc
_| Buptyanusauus cpez

|iz] TokenRemovalBehavior
|iz] UseAccordStartUserSession

| BctpoenHas cnpaekz

| Tapxetel pabouero ¢
_ Awcnetyep okoH pat
| JoBaenTb KOMNOHEF
| fomaiunsas rpynna v < >

< > \ Pacmupennblﬁ}{ CTaHAapmblﬁ/

12 napametpos

PucyHok 26 - OkHo [Pedakmop noKkansHol epynnosoli noaumukuj
3. PepakTvpoBaHue agMUHMUCTpaTUBHOrO WwWabnoHa JaCarta SecurLogon nponcxoput nytem
M3MEHEeHMUS 3Ha4YeHUS NapaMeTpoB NOIUTUK, BXOOALMX B LIAGMOH.
[,] OnucaHue HacTpoek aIMMHUCTpaTUBHOrO WabnoHa JaCarta SecurLogon ¢ yka3aHWeM 3HauYeHuMn

napaMeTpoB NOJIMTUK NO YMONYaHUIO NMpUBEOEHDI B an’IO)KEHMl/I A

4.3  Pa3610K1POBKa 3NEKTPOHHOI0 K/oya

(/] B cnyyae, ecnm nonb3oBaTeNb BBEAET HECKOIbKO pa3 noapsas HenpasuabHbiM PIN-koa, To ero
3NEKTPOHHbIN KoY byaeT 3a6n0KMPOBaH.

AO "Anapaun P.O.", 1995—-2024 . PykoBoactBo agMuHucTpartopa ansa Microsoft Windows — Ty6aunyHbii Crp. 25/ 32
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[ins pa3610OKMPOBKM 3NEKTPOHHOIO K/I04Ya HEOHXOAMMO BbIMONHUTL LENCTBUSA, ONUCAHHbIE B LOKYMEHTE
[Eanubin Knuent JaCarta. PykoBoacteo agMuuuctpatopa - JaCarta_UC_Admin.Guide(Windows)].

AO "Anapaun P.O.", 1995—-2024 . PykoBopacteo agMuHucTpatopa ans Microsoft Windows — Ty6nnuHbii Crp. 26/ 32
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5. [lpunoxeHre A

HaseaHue napameTpa

AdditionalDomains

(dononHuTenbHble
AOMEHbDI)

AllowProfileManagemen
t

(PaspewuTb co3paHue
npoduneit
nonb3oBaTeNsiMM)

AllowedLogonMethods

(Pa3peLuéHHble MeTOAbI
ayTeHTUdUKaL 1K)

Tabnuya 2 - Hacmpoliku adMuHuCmpamusHo2o wabaoHa

Onucanue

Cnmncok
DOMONHUTENBHBIX
DLOMEHOB,
oTOBpaxaeMblx
npu CO3AaHUN
npoduns uam npu
BXxoge ¢
MCNob30BaHUEM
npodwuns
SecurLogon

Paspeluaet nnu
3anpelaet
nonb3oBaTensm
co34aBatb
npoduan
SecurLogon

Onpepenser
nepeyeHb
DLOCTYMHbIX
MeToAoB
ayTeHTUdMKaumu,
KOTOpble JOCTYMHbI
Ang BXoAa B
onepaLMOoHHYI0
cuctemy

HonycTtuMble 3HauYeHUs 3HaueHune
no
YMOJT4YaHUIO
Ao
pacnpocTpa
HeHus
rpynnoBbIX
nonntuk?

MmeHa pomeHoB Windows, yKa3aHHble MycTtas

yepes Touky ¢ 3anaton NN nycras CTpokKa

CTpoKa

<He 3apaHo> - ByaeT MCMONb30BAHO BkntoueHo

3HaYeHWe Mo YMONYaHMIO, 3alaHHOE B
wabnoHe (nocnenHuii ctonbel,
HacToswel Tabnuubl);

<BkntoyeHo> - nonb3oBartenu mMoryT
CaMOCTOATENIbHO CO34aBaTb I'IpO(bVIJ'Il/I;

<OTKNHOYEHO> — NONb30BATENMN HE moryTt
CaMOCTOATENIbHO CO34aBaTb I'IPOCDW'IM

<He 3apaHo> - ByAeT MCMONb30BAHO
3HayeHue No yMoNyaHuio (nocnesHui
cronbeL HacToswen Tabaumupl);

BbibpaHbl BCe
MeToAbl

<OTknoYeHo> - 6yayT MCMOMIb30BaHbI
CTaHAapTHble MexaHun3Mbl Windows;

<BkntoueHo> — no3BonseT SBHO 3a4aTb,
Kakue MeToAbl BXOAA MOXHO byaeT
MCNonb30BaTh (MpY 3TOM 3HaveHue 1
03HauyaerT, YTo MeTof, pa3peLuéH, a

0 - 3anpeLwéH):

<DefaultPasswordLogon> - cTaHAapTHbI
BXOZ B CUCTEMY C UCMONb30OBAHUEM
MMEHM MoJNb30BaTeNs M napons,
BBOZMMbIX C KNaBMaTypbl;

<DefaultSmartCardLogon> - Bxog ¢
MCMONb30BaHMEM CEPTUDMKATA,

2 3TV 3H34eHWe NPUMEHAIOTCA CPa3y Nnoc/e YyCTaHoBKM EAnHOro KnnenTa JaCarta
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3HauyeHune
no
yMon4YaHu
0B
wabnoxe®

MycTtas
cTpoka

OTKNHOYEHO

BbibpaHbl
BCE MeTofbl

3 MpUMeHAITCA NoC/e PacnpoOCTPAHEHWsA MPYMNMOBbIX MOMUTMK, eC/IM B 3AMUHUCTPATMBHLIN WabnoH SecurlLogon He
6b1/10 BHECEHO HUKAKNX M3MEHeHUin

AO "AnapaunH P.0.", 1995-2024 r.
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CanCreateProfilesForOth
erUsers

(CospaHue npodunei
ANS Apyrux
nonb3oBarene)

NewRandomPasswordEv
eryXDays

(ABTOMaTMUYECKM MEHSATD
naponb Kaxaple X aHew)

PasswordLength

(AnuHa cnyyaliHoro
napons y4éTHOM 3anmcu)

SecurLogonLicense

(MMMueH3usa SecurLogon)

AO "AnapaunH P.0.", 1995-2024 r.

Paspeluaet unu
3anpewaer
nonb30BaTento
€034aBaTh
npodunun ansa
Apyrux
nonb3oBartenem

O6HoBneHue
CNy4yanHoro
napons ans
npodwuns
SecurLogon
Kaxkable X OHeWn.
(Monb3osaTens npu
3TOM [JOJIKEH
3anoMUHaTh
Tonbko PIN-kop,
3/1eKTPOHHOTO
KJH04a)

3apaéT AANHY
cny4yaniHoro
napons ans
npoduns
SecurLogon

Crpoka,
cofepxaLLas
NNLLEH3UI0
SecurLogon

PykoBoacteo agMuHucTpaTopa ans Microsoft Windows

XPaHALLErocs B NaMAaT 3NEKTPOHHOTO
Kfoua;

<ManualPasswordLogon> - naponb ans
npoduna SecurLogon BBOAUTCS BPYUHYIO;

<RandomPasswordLogon> - ans
npodwuns SecurLogon renepupyetcs
CNy4alHbIiA Naponb

<He 3apaHo> - ByAeT MCMONb30BAHO BkntoueHo
3Ha4YeHue Mo YMONYAHUIO, 33,aHHOE B
wabnoHe (nocnenHuii ctonbel,

HacToswel Tabnunubl);

<BknoyeHo> - nonb3oBaTeNb MOXET
co3aaBaTb NPOGUAN ANS APYrUX YHETHbIX
3anucen;

<OTKNHOYEHO> — NOJSIb30BaTENIb MOXET
Co34aBaTb NPOPUAM TONIbKO A1 TEKYLLEN
y4YeTHOM 3anmcK

<He 3apaHo> - 6yaeT MCNONb30BaHO OTKNt0YEHO
3HaYEeHMEe Mo YMOYaHMI0, 3aaHHOE B
wabnoHe (nocnepHuit ctonbet,

HacToswel Tabnuubl);

<Bknto4eHO> - CTAHET AOCTYMHbLIM ANs
pefaKkTMpOBaHUS COOTBETCTBYHOLLEE Mone,
B KOTOPOM HYXHO yKa3aTb Nepuof (B
[H$X), MO UCTEYEHMMU KOTOPOro Naposb
ang yyétHon 3anucm Windows 6yner
MEHATLCS;

<OTKNIKYEHO> — Maponb YYETHOM 3anucu
Windows He ByaeT MeHaTbCS
aBTOMaTU4eCKM

<He 3apaHo> - ByAeT MCMONb30BAHO 63
3HaYeHuWe Mo YMOMYaHUI0, 33jaHHOE B
wabnoHe (nocnegHui ctonbet,

HacTosLel Tabnuubl);

<BkntoyeHo> - CTaHET AOCTYNHbIM ANs
pefnakTMpOBaHWs COOTBETCTBYHOLLEE MO,
B KOTOPOM HY)XXHO 334aTb ANUHY
Cny4YalHoro napons (8 CMMBonax),
[LOMNyCTUMBbIe 3HaYeHust — oT 14 no 63
CMMBOJIOB;

<OTKNHOYEHO> — HACTpOWKa He
npUMeHsieTcs

<He 3apaHo> - 6yaeT UCnonb3oBaHoO
3HaYeHMWe Mo YMOMYaHUI0, 3ajaHHOE B
wabnoHe (nocnegHui ctonbet,
HacToawen Tabnuubl);

MycTtas
CTpoKa

<BkntoyeHo> — cTaHeT AOCTYNHbIM Ans
pefaKTMPOBAaHUS COOTBETCTBYHOLLEE MoNe,
B KOTOpOE HEO6XOLMMO MOMHOCTBIO
CKOMMpOBaTb coaepxumoe darna
NULEH3UK (BNs 3TOro Gann NMLeH3um
MOXHO OTKPbITb B TEKCTOBOM peaakTope);

My6nanyHbIn
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OTKNOYEHO

OTKNOYEHO

63

Mycrtas
CTpoka
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ShowSecurLogonNagScr
een

(OTo6paxkaTb BKNaaKy
SecurLogon, ecnm
JIMLLEH3UA He
yCTaHOB/EHa)

ShowTokenManagelLogo
nScreen

SingleProfileOnly

(OauH npodunb Ha
3N1eKTPOHHOM KJlloue)

TokenRemovalBehavior

(MoBepeHune npu
oTCOeANHEHUU
3/IEKTPOHHOrO KJllo4Ya OT
KOMMbloTepa)

AO "AnapaunH P.0.", 1995-2024 r.

Onpepenser
oTobpaxaTb UK He
oTobpaxaTb
BKNaAKy
[SecurLogon], ecan
NULEH3Ma He
YCTaHOB/EHa

Onpegnenser
oTobpaxaTb UK He
oTobpaxaTb
NAUTKY
[YnpaBneHue
ToKkeHoM] Ha logon
screen Windows

Paspeluaet nnu
3anpelaet
co3pgaHue Ha
O[lHOM
3/IEKTPOHHOM
KNHoYe HeCcKobKMX
npodwunen
SecurLogon

[aHHas HacTpoka
onpepenset
nosegeHue
CUCTEMDI B
cuTyaumu, B
KOTOpPOM
nonb3oBaresb,
OCYLLEeCTBUBLUNIA
BXOJ, C NOMOLLbIO
npoduns
SecurLogon,
oTCcOeaMHsEeT
371EeKTPOHHbIW KoY
OT KOMMbtOTEpa

PykoBoacteo agMuHucTpaTopa ans Microsoft Windows

<OTKNOYEHO> — NULIEH3US HE
yCTaHABNAMBAETCS (MyCTas CTPOKA)

<He 3apaHo> - ByaeT ucnonb3oBaTbCA BkntoueHo
3Ha4YeHMWe Mo YMONYAHUIO, 33,aHHOE B
wabnoHe (nocnenHui ctonbel,

HacTosweln Tabnunubl);
<BkntoyeHo> - Bknagka otobpaxaeTcs;

<OTKNKYEHO> — BKNAAKa He
oTobpaxaeTcs

<He 3apaHo> - 6yaeT Ucnonb30BaThCA BkntoueHo
3Ha4YeHMWe Mo YMONYaHUIO, 334aHHOE B
wabnoHe (nocnepgHui ctonbet,

HacTosLwel Tabnuubl);

<BkntoyeHo> - nnutka [YnpasneHue
TOKeHOM] oTobpaxaercs;

<OTKntoyeHo> - nauTtka [YnpasneHue
TOKeHOM] He oTobpaxaercs

<He 3apaHo> - 6yaeT MCNonb30BaTbCA OTkNtoueHo
3HaYeHuWe No YMONYaHUI0, 33laHHOE B
wabnoHe (nocnegHui ctonbet,

HacToswel Tabnuubl);

<BkntoueHo> - nonb3oBaTenu Moryt
C034aTb TONbKO OAMH NpOodUb Ha
3/IEKTPOHHOM KJTHOYE;

<OTKN04EHO> — MONb30BATENN MOTYT
C03/aBaTb HECKObKO Npodunen Ha
OLHOM 3/IEKTPOHHOM KJTto4e

<He 3apaHo> - 6yaeT MCNoNb30BaTLCA He
3HaYeHuWe Mo YMOMYaHUI0, 33laHHOE B BbINOJIHATb
wabnoHe (nocnegHui ctonbet, HUKaKNX
HacTosel Tabnuubl); NENCTBUM

<OTKNOYEHO> — HMKaKWUE OencTBmA
npeanpuHUMaTbCs He ByayT;

<BkntoueHo> - npu Bbl60pe 3TOro NyHKTAa
CTAaHOBUTCA aKTUBHbIM COOTBeTCTBy}OLIJ,MVI
CMMCOK, B KOTOPOM MOXXHO Bb|6paTb
BapUaHT NOBEAEHUA CUCTEMDI:

<He BbINONHATL HUKAKUX

[eNCcTBUIN> — NpU 0TCOEAMHEHUN
3/1EKTPOHHOrO K/to4a He
NpeanpUHUMAETCS HUKAKUX AENCTBUM;

<bnok1poBaTh pabouyto CTaHLMIO> — Npu
OTCOEAMHEHUM INEKTPOHHOTO Kitoya
npoucxoamT 6110KMpoBKa paboyero
cTona;

<[MpUHYAMTENbHbINA BbIXOA, U3
CUCTEMBI> — MPU OTCOEANHEHUM
3N1IEKTPOHHOIO KNt04a NPOM3BOAUTCA
MPUHYAUTENbHBIN BbIXOA U3 CUCTEMBI
nonb3oBsarens;

<OTKNHOYEHWE NPU MOLK/IOYEHUN Yepes
RDP> - npu oTcoeanHeHumn
3/1eKTPOHHOrO Kko4a NpomcxoauT

My6nanyHbIn
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BkntoueHo

BkntoueHo

OTKNOYEHO

He
BbIMOMHATH
HUKaKMX
NenCcTBUI
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UseAccordStartUserSessi
on

SetSecurLogonAsDefault
LogonProvider

(YcTaHoBka JaCarta
SecurLogon
npoBaiiaepoM no
YMONUYaHMIo)

MapameTpbl

MpunoxeHue

PIN-kon,
nonb3oBaTens
N0 YMONYaHUI0

PIN-kon,
aAMUHMCTpaTopa
N0 YyMONYaHU0

pa3pbiBaHUS CeaHCa NOAKIOYEHNA Yepes
yAaNEéHHbIN pabounii cton

Onpepenser <BkntoyeHo> - 6ynet ncnonb3osaH MAK OTknto4eHo
MCNOMb30BaTb UK C3M HCL AKKOP/J, npu Bxoae
He MCMoNb30BaTh MoNb30BATENS B ONEPALMOHHYIO CUCTEMY
MAK C3N HCL, no npodwunto JaCarta SecurLogon;
AKKOPL, npy <OTKNI0YeHO> UK <He 3a1aHO> - He
Bxole 6ynet ucnonb3osaH MNAK C31 HCA,
nonesoearens s AKKOP/[L, npu BxOge nonb3osatens B
ONepaLmoHHyio OnepaLMoHHY0 CUCTEMY NO NPODUNIO
cnucreMy JaCarta SecurLogon
Paspeluaet unu <He 3apaHo> - ByaeT ucnonb3oBaTbCA BkntoueHo
3anpewaert 3HaYeHuWe No YMOMYaHUI0, 33laHHOE B
MCMONb30BaTh wabnoHe (nocnegHui ctonbet,
JaCarta HacToswel Tabnuubl);
SecurLogon Kak <BknoueHo> - paspeLuaeT MCcnonb3oBaTh
Logon Provider o 15545 SecurLogon kak Logon Provider
ymon4asuto Mo YMOMYaHUIO;
<OTKNtOYEHO> - 3anpeluaert
ucnonb3osaTb JaCarta SecurLogon Kak
Logon Provider no ymonuaxuio
Tabnuua 3 - 3Ha4yeHue PIN-kodos no ymonyaHuto
eToken PRO JaCarta PKI Jac 5
Anywhere atarta-
JaCarta PKI/rOCT
eToken NG-OTP PKI/Flash Jac 5 JaCarta LT
rta-
(Java) ata
JaCarta PRO/TOCT
JaCarta PRO PKI/BIO
PKI un
PKI PKI/BIO roct STORAGE
1234567890 11111111 1234567890 1234567890
1234567890 00000000 Het*

13

OTKNHOYEHO

BkntoueHo

4 Mpn HeobxoAMMOCTM NONb30BaTe/Nb MOMHET 33AaTb caM PIN-kog agMuHMcTpaTopa npyu ¢opMaTUpoBaHUn
3N1eKTPOHHOro KMto4a. B ganbHelwem 31oT PIN-Ko4 agMuHucTpaTopa byaeT TpeboBaTbcA 414 NOBTOPHOro
dopmaTnposaHua

AO "AnapaunH P.0.", 1995-2024 r.
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6. HOHTAKTbI

6.1  Odwuc (obLime BonpocChl)

Apnpec: 129226, Mocksa, yn. okyku1Ha, a. 16, ctp. 1, 7 3Tax, komnanua "Anagamd P.O."
TenedoH: +7 (495) 223-00-01 (cekpeTapb)

E-mail: aladdin@aladdin.ru (06wwuit)

Web: https://www.aladdin.ru

Bpems pabotbl: exxegHeBHo ¢ 10:00 o 19:00, kpoMe BbIXOAHbIX M NPA3AHUYHbIX LHEMN.

6.2 Texnopaeprka

KoHTaKTbI Cﬂy>K6bI Texnononep>xxku:

TenedoH: +7 (499) 702-39-68
Web: www.aladdin.ru/support/
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7. Pecypcobl

7.1  CoKpalwleHuA 1 abbpeBunaTypsbl

roct
ocC
no
nK
PIN
PKI

UusB

[ocynapCTBEHHbIN CTaHAAPT

OnepaunoHHas cuctema

MporpamMmmHoe obecneveHne

[epcoHanbHbIM KOMNbIOTEP

(Personal Identification Number) nnyHbIt ono3HaBaTeNbHbI HOMEpP
(Public Key Infrastructure) nHdpacTpykTypa OTKPbITbIX KtoUen

(Universal Serial Bus) yHuBepcanbHas nocnenoBaTenbHas WWHa

7.2  Pernctpauuna naMeHeHuin

Bepcus
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1.2

1.1

1.0

U3MeHeHus

M3MeHeH wabnoH OOKYMEeHTa

O6HosneHb!I ckpuHwomsl, dobasneHa noddepxka modeneli JaCarta-2 u PRO.

BHeceHbl uzmeHeHus 8 pasodensl 1, 2, 3.

Co30aHue dokymeHma
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