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1.

1.1

1.2

1.3

1.4

1.5

O OOKyMeHTe

Ha3Ha4vyeHne foKyMeHTa

[okyMeHT npeactaenset cobor pykoBoacTBo agMuHuctpatopa ans MO "Eaunbii Knunent JaCarta”.

Ha Koro opveHTMpoBaH AaHHbIN JOKYMEHT

[okyMeHT npeaHasHaveH ans nonbsosatenen MO "EguHbiin KnuenT JaCarta”, BnagenbLeB 31eKTPOHHbIX K/4ven
JaCarta, Bnagetowmx PIN-kogOM afMMHUCTpATOpa 3IEKTPOHHOIO K/KOYa, @ TaKXKe 419 aAMUHUCTPATOpPOB
6e3onacHocTw.

OpFaHM3aLlMF| AOOKYMEeHTa

[OKyMEHT pa3buT Ha HECKO/bKO Pa3AenoB:

e B pasgene 2 "OcHoBHble NOHATUA" npuBeneHo HasHadveHue MO "Egunbin Knuent JaCarta” u nepeyeHb
TEPMUHOB M COKPALLEHUI, UCNONb3YEMBIX B LOKYMEHTE;

e B pasgene 3 "O6wue cBefeHMs 06 31EKTPOHHBIX K/Yax" coaepXunTcs MHOOPMaLMS O NPUNOXKEHUSX,
annieTax 3MeKTPOHHbIX KtoYel, Ansa paboTbl ¢ KOTopbiMK npeaHasHadveHo MO "Eaunbiii KnvenT JaCarta”, a
TaKXXe NMapaMeTpbl 3NEKTPOHHbIX KtOUei Npu NoCTaBKe;

e B pasgene 4 "YcTaHOBKa Nporpammsbl’ COAEPXMUTCS onncaHme npouenypbl yctaHosku M0 "EgnHbii Knuent
JaCarta” c noMoLLbl0 MacTepa YCTaHOBKM U B peXnMe KOMaHAHOM CTPOKU;

e B pasgene 5 "MameHeHue, ncnpasneHue, yaaneHme nporpamMmel” COAEPXKUTCS ONMCaHUE Npoueayp
usMeHeHms u yaanerums MO "Eamubii Knuent JaCarta” ¢ nomMowwbio MacTepa yCTaHOBKMU U B peXMME
KOMaHOHOM CTPOKM;

e B pasgene 6 "HacTtporika paboTbl NporpamMmmbl U yCTPOMCTB" NoApo6HO onncaHbl HacTporku MO "EamHbiv
Knuent JaCarta”;

e B pasgene 7 "GopMaTUpPOBaHME INEKTPOHHbIX KOYel" onncaHbl OCHOBHbIE NpueMbl GOpPMaTUPOBaHMS
Pa3nUUHbIX MOLENeN INEeKTPOHHbIX KNoYeNn;

e B pasgene 8 "Onepauun ¢ PIN-koaom nonb3osatens u PIN-kogoM agMuHUCTpaTopa” npuMBeaeH nopsaaok
BbiNonHeHUs onepauuin ¢ PIN-kogom nonb3osatens n PIN-kogoM agMUHUCTpaTopa AN pasnuyHbIX MOAenen
3N1EKTPOHHbIX KJHOYen;

e B pasgene 9 "[paiiep BMpTyanbHoro cumtbiBatens JaCarta Virtual Reader” onucaHa ycTaHOBKa, yaaneHue u
OCHOBHbIE MPUHLMMbI paboThbl C ApaiBepoM BUPTYyanbHOro cumtbiBatens JaCarta Virtual Reader -
koMnoHeHToM [0 "EamHbiii Knuent JaCarta”;

e B pasgene 10 "CMHXPOHM3ALMS NApONe 3NEKTPOHHOIO K/to4Ya M y4eTHOM 3anmncn gomeHa Windows”
COLLepXXMTCS OMMCaHMe NpoLefypbl CUHXPOHU3ALLMS Napoei 3NeKTPOHHOIO K/Ya U YYeTHOM 3anncu
nomeHa Windows;

e B pasgene 11 "Mopnepxkka 6€30NacCHOCTM NPOrPaMMHOr0 CPeACcTBA" COAEPXMTCS ONMCAHME NOAAEPKKM
6e30MacHOCTU NPOrpaMMHOrN0O CPeACTBa.

PEHOMeH,ClaLl,MI/I no NCNonb30BaHUIO AOKYMEHTA

[loKyMeHT pekoMeHAyeTCs UCMONb30BaTh B KaYecTBe 03HaKOMUTENbHOrO MaTepuana (noapobHOro pykoBOACTBa
N0 YCTaHOBKe, HAacTpoike u ucnonbzosaHuto MO "EanHbin Knuent JaCarta”), a Takxke B KayecTBe CNPaBOYHMKA
npu pabote c MO "EanHbii Knunent JaCarta”.

[LOKYMEHT peKoOMeH0BaH Kak A/1s NoC/Nef0BaTeIbHOro, Tak U AN1f BbIGOPOUYHOrO M3YYeHUs.

CornaweHunA no opopMIEHUIO

B naHHOM foOKyMeHTe 471 NpMMEpPOB KOAa NporpamM, NpeacraBneHns CCblok, TEpPMUHOB M HAMMEHOBAHMI
MCNOMb3YHTCSA pasnuyHble WpUdTLI U cpeacTBa odopmaeHuns. OCHOBHbIE TUMbl HAYEpPTaHWI TeKCTa NPUBEAEHDI B
Tabnuue (cm. Tabnumua 1).
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Tabnmya 1 — nemeHTbl 0QOopMAEHNS

JneMeHT

Ctrl+X

file.exe

BoipeneHue

[Mnepccbinka

Cebinka [cTp. 4]

I BaxHo

‘PaMKa
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OnucaHue

VICI'IO)'IbByETCﬂ 0N BblAeNeHns COMeTaHUI KnaBuL

Ucnonb3yeTtcs ons BblaeneHms umeH $anos, KaTanoros, TEKCTOB NPOrpamMm

|/|CI'IOJ1b3y6TCﬂ ONnsa BblAeneHna oTaeNbHbIX 3HA4YNUMbIX C/IOB U d)pa3 B TEKCTE
|/|CI'IOJ1b3y6TCﬂ ONsa BbloeneHna BHEWHUX CCbIJTOK

l/lCI'IOﬂbByETCﬂ ONna BblAeNEHNA NepekKpeCTHbIX CCbINOK

Ucnonb3yeTtcs ons BblaeneHms MHbopmaumm, Ha KOTOpYH cnepyeT 06paTuTb
BHUMaHWe

Ucnonb3yeTtcs ons BblaeneHus BaXKHOM MHPOpMaLMK, BbIBOA, pe3tome

Ccbinka, npuMeYyaHmne, 3ameTka
CoBet
3arpy3ka (appec ang 3arpysku 10, nokyMeHTa)

Bonpoc

PykoBopacteo agmMuHuctpatopa ans OC Windows
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1.6 ABTOpCKMe NpaBa, TOBapHble 3HaKW, OrpaHUYeHnA

[laHHbIV AOKYMEHT, BK/IIOYasn Nogbop U pacnonoXxeHne UANCTpauuii 1
MaTepuanos B HEM, BNSETCS 06bEKTOM aBTOPCKMX MPaB U OXPaHSETCs B
COOTBETCTBMM C 3aKOHOAATenbCTBOM Poccuiickort Pepepauun. Obnanatenem
MCKNIOYMTENBHBIX aBTOPCKMX M UMYLLLECTBEHHbIX NpaB senseTcs AO "AnaaauH
P.O.".

Mcnonb3oBaHue 3TMX MaTepuanos NobbiM cnocoboM 6e3 NMCbMEHHOro
paspelueHuns npaBoobnasaTens 3anpeLLeHo U MOXET NoBeYb OTBETCTBEHHOCTb,
npesycMOTpeHHYH 3akoHoaaTenscteoM P®. Mpu nepenevyartke M UCNONb30BaHWUM
[aHHbIX MaTepuanos nnMbo Nboi Mx vactm ccbinkn Ha AO "Anapami P.L."
obs3aTenbHbl.

BnapenbueM 3aperncTpupoBaHHbIX TOBapHbIX 3HaKoB "Anapamn’, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "KpunTo BAl", norotunos 1 npaBoo6nasarenem
UCKIIOUMTENBHBIX MPaB Ha UX AM3aiiH U MCMONb30BaHME, MAaTEHTOB Ha
cooTBeTCTBYloWMeE npoaykThl sensetcs AO "AnapgaunH P.A.".

Ha3BaHWs Npoynx TeXHONOMMA, NPOAYKTOB, KOMMNaHMIA, yNTOMUHAOLWMECS B AAHHOM
[IOKYMeHTe, MOTYT BNSTbCS TOBAPHbIMM 3HaKaMK CBOMX 3aKOHHbIX BNaAeNbLEB.

OrpaHquHMe OTBETCTBEHHOCTU

MHdopmaums, npuBeaEHHas B 4aHHOM AOKYMEHTe, NpefHa3Ha4YeHa
MCK/IOUUTENBHO A1 03HAaKOM/EHUS U He ABnseTcs ucuepnbiaolei. Coctas
NpOAYKTOB, KOMMOHEHTOB, UX QYHKLIMK, XapaKTEPUCTUKM, BEPCUM, LOCTYMHOCTb U
np. MoryT 6bITb 3MeHeHbl AO "AnananH P.L." 6e3 npeaBapuTenbHOro
yBEAOM/EHHUS.

AO "AnapaunH P.LL." He rapaHTUpYyeT HU OTCYTCTBUS OLWIMBOK B LAHHOM AOKYMEHTE,
HW TOTO, YTO OMMCaHHOe nNporpaMMHoe obecneyenue (M0) He conepxuT AedeKToB,
6yneT paboTaTb B MPOM3BO/LHO BbIGPaHHbIX YCNOBMUAX M NPK 3TOM Y0BNETBOPSATL
BCEM TPe6OBAHMSAM, KOTOPble MOTYT 6bITb K HEMY NpeAbABAEHbI.

AO "AnapaunH P.L." He rapaHTupyeT paboToCcnocobHOCTb HeneranbHo NOAYYEHHOro
nporpaMMHoro obecneyenns. HeneranbHoe NCNONb30BaHUE NPOrPaMMHOIO
obecneyeHns n LOKYMEHTaLMM Ha HEro nNpecneayeTcs no 3akoHy.

1.7  JlnueH3noHHoe cornaweHue

Moxanyicra, BHUMATENbHO NPOYMTAlTe JaHHOE IMLEH3MOHHOE CornalleHune
npexfe, YeM MCMoNb30BaTb COAEPXMMOE AAHHOTO KOMMIEKTa U/Unu npexae, 4em
3arpyxaTtb MM yCTaHaBNMBATb NPOrpamMMHoe obecreyeHue.

Bce yka3aHus No 1Cnoab30BaHMIO NporpaMMHOro obecneyeHus,
npepocTasnsemble AO "Anapauy P.L." (Mnu ntobbiM ero foYepHUM npeanpustueM
- KaXpa0e U3 HUX YNOMUHaeMoe Kak "KoMnaHus"), MoauMHATCS 1 ByayT
NOAYUHATLCS YC/I0BUSIM, OTOBOPEHHbIM B JAHHOM COMNaleHUN. 3arpyxas AaHHoe
nporpaMMHoe obecneyeHue (Kak onpeAeneHo Aanee no TekcTy) u/muam
yCTaHaBAMBas laHHOe NporpaMMHoe obecreyeHne Ha Baw komnbiotep u/mnm
MCnonb3ys AaHHOe nporpaMMHoe obecneyeHne MHbIM cnocobom, Bel npuHumaete
[laHHOe cornallieHne 1 cornatiaeTech C ero yCI0BUAMM.

Ecnu Bbl He cornacHbl € AaHHbIM COMNaLEHUEM, He 3arpyxaiiTe u/unu He
yCTaHaBAMBaiTe AaHHOE NPorpaMMHoe obecneyeHne U He3aMeMIUTENbHO (He
nospHee 7 (cemu) AHei C AaTbl 03HAKOM/IEHMUS C HACTOALLMM TEKCTOM) BepHUTE
3707 npoaykT B AO "AnagauH P.L.", yaanuTte naHHOe nporpaMMHoe obecrneyeHve u
BCE ero 4acTu CO CBOEro KOMMbIOTEPA U HE UCMONb3YITe €ro HUKOUM 06pas3oMm.
HacToswee nmueHsmonHoe cornawenne (nanee "Cornawenwve”) asnsetca
[I0rOBOPOM, 3aK/IIOYEHHbIM Mexay Bamu (GpM3nyecknum uam puanyeckum amuom)
— KOHeyYHbIM nonb3oBateneM (nanee "Monb3osatens’) — u AO "Anapand P.O."
(nanee "KomMnaHusa") OTHOCUTENBHO Nepeaayn HEUMCKNIOYMTENBHOTO NPaBa Ha
MCMONMb30BaHME HACTOALLErO NPOrpaMMHOT0 06ecrneyeHus, SBASIOLLErocs
MHTEeNNeKTyanbHoM cobcTBeHHOCTbo KoMnaHuu.

MpaBa u cobcTBEHHOCTL

OAHHOE COMALLEHWE HE ABNFETCSA COTNTALLEHMEM O MPOIOAXE.
MporpamMmHoe obecneveHue, Bktoyas Bce nepepaboTku, ucnpaBneHus,
MoaudbrKaLmMm, LONONHEHUS, 0BHOBNEHUS U/UNK YCOBEPLUEHCTBOBAHMUS K HEMY
(nanee no BceMy TekCTy M nobot ero yacTu onpeaensemoe kak MporpamMmHoe
obecneyenne unm MO), u cBA3aHHAA C HAM AOKYMEHTaUMs npenHasHavaetcs HE
ONA NPOOAXW 1 sBnsieTcs u 0CTaéTCs UCKKUYUTENbHOM COBCTBEHHOCTbIO
KomnaHuu.

Bce npaBa Ha uHTenneKTyanbHyto COBCTBEHHOCTb (BKOYas, 6e3 orpaHUYeHui,
aBTOPCKMe NpaBa, KOMMEPYECKYHO TaiiHy, TOBapHble 3HaKu, U T.4.),
NOATBEPXAEHHDIE UMM BK/KOYEHHbIE B
NPUNOXEHHbIE/B3aNMOCBA3aHHbIE/MMEIOLLIME OTHOLEHUE K AAHHOMY PYKOBO/ACTBY,

AO "Anapaunn P.0." 1995-2026 .
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Bce ykasaHHble AaHHble O XapaKTepucTMKax NpoayKTOB OCHOBAHbI HA
MeXAYHapOAHbIX UMM POCCUIACKMX CTaHAAPTaX U pe3ynbTaTax TeCTUPOBAHMS,
NOyYeHHbIX B HE3aBUCMMbIX TECTOBbIX UM CEPTUPUKALMOHHBIX NabopaTopusx,
N1b0 Ha NPUHATLIX B KOMNaHUMK MeToamnkax. B aaHHoM nokymeHTe AO "AnaaavH
P.[l." He NnpeaOCTaBNSET HUKAKUX HU SBHbIX, HU NOAPA3YMEBAEMbIX FapaHTUMA.
AO "Anapamu P.A." HE HECET OTBETCTBEHHOCTMU (KAK B CM/TY JOTOBOPA,
TPAXIOAHCKOIO NMPABOHAPYLLUEHUS, BKITKOYASA XATATHOCTb, TAK U B
JIIOBOM MHOM ®OPME) NEPEA BAMM U/IX NKOBOM TPETbEN CTOPOHOM 3A
JNIHOBbIE NMOTEPU UM YBbITKK (BKJTHOYAS KOCBEHHbIE, DAKTUYECKME NN
NMOBOYHbIE YBbITKM), BK/IOUYAS BE3 OTPAHMYEHWI NIOBbIE MOTEPY UK
YBbITKM MPUBbIIbBHOCTU BU3HECA, MOTEPHO JOXOAHOCTU UNA
PEMYTAUMMU, YTPAYEHHYIO NI UCKAXEHHYIO MHOOPMALMIO U
OOKYMEHTALMIO BCNEAOCTBUE MCMOJIb30BAHWUSA MPOTPAMMHOIO
OBECIMEYEHNA /MW NTIOBOITO KOMMNOHEHTA ONMMCAHHOIO NPOAYKTA,
LAXE EC/I AO "Anapauu P.A." BbINO MMCbMEHHO YBEAOMJIEHO O
BO3MOXHOCTWM MOAOBHbIX YBbITKOB.

Focy,qapcheHHoe perynMpoBaHue U 3KCI'I0pTHin"1 KOHTPOJ1b

OnucbiBaeMbIi B AAHHOM AOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET ABASTLCS
WK conepKaTb B cebe cpeacTBo KpMnTorpaduyeckon 3almTbl MHGOpMaLmMm
(CK3MW), aBnsiowweecs npeaMeToM 3KCMOPTHOTO KOHTPOAS.

Bbl cornalaeTech ¢ TeM, 4To NPOAYKT He ByAeT NOCTaBAATbLCSA, NepeaaBaTbCs Uim
3KCMOPTMPOBATLCA B KaKy0-11MBO0 CTpaHy, a TakKe MCMob30BaTbCs KakMM-nnbo
NpPOTMBOPEYALLMM 3aKOHY 06pasoM.

Bbl rapaHTMpyeTe, 4To Byaete cobniofaTb HaknaablBaeMble Ha IKCMOPT 1
pesKcnopT NPoAyKTa OrpaHUYeHus.

CBeneHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTyaslbHbl Ha AaTy ero
nyéaukaumm.

[aHHble, coaepXalumecs B HEM, a Takxke Bce npasa Ha M0 asngwoTcs u 6yayt
ABNATLCA COOCTBEHHOCTbLIO UCKNOUUTENBHO KOMNaHuu.

[aHHoe cornaweHue He nepenaét Bam npasa Ha [porpaMMHoe obecneyenue, a
NWLWb NpenocTaBsieT orpaHUYeHHOe NpPaBo HA UCMO/b30BaHUE, KOTOPOe
NOANEXUT OTMEHE COTNACHO ycnoBuaM aanHoro Cornawenus. HUYTO B AaHHOM
CornalweHuu He NoATBEPXKAAET 0TKa3 KoMMaHUM OT NMpaB Ha MHTENNEKTYalbHYH0
COBCTBEHHOCTL NO KakoMy 6bl TO HY BbIN0 3aKOHOAATENbCTBY.

JuueHsus

KomnaHus HacToswmm npepoctasnset Bam, a Bol nonyyaete MHAUBMAYanbHoe,
HEUCKNIOUUTENbHOE M 0T3bIBaEMOE OrPaHMYEHHOE NPaBo Ha UCMONb30BaHME
naHHoro M0 Tonbko B GopMe UCNONHAEMOTO KOAa, Kak ONMCAHO B npunaraeMon K
MO TexHUYecKoii/3KcnnyaTauMoHHON AOKYMEHTALMM, U TONBKO B COOTBETCTBUM C
ycnoBusiMu aaHHoro CornatueHus:

Bbl MoxeTe yctaHoBUTb MO 1 MCNoNb30BaTb €r0 Ha KOMMblOTEPaX,
pacnonoXeHHbIX B npeaenax Bawero npeanpusatus, kak onucaHo B
COOTBETCTBYIOLLEN TEXHUYECKOM/3KCNNyaTaLlMOHHOM foKyMeHTauuu MO v B
HACTOSILLEM COMMALIEHMUN.

Bbl MoxeTe nobaBuTb/NpucoeanHuTL MporpaMMHoe obecneyeHune K nporpaMmam
LSt MOBUbHBIX YCTPOWCTB C €AMHCTBEHHOM Lie/blo, ONMCAHHOI B AAHHOM
CornaweHnwun. MpuUHUMas ycnoBUS HACTOSLWLEro cornaweHus, Bol cornalaerecs:

- He MUCNOoNb30BaTh, He MOAUDULMPOBATL M He BblAABATb CYBAULEH3UM HA faHHOE
MporpamMmHoe obecneyerne u noboe apyroe MO KomnaHuu, 3a ncknoyeHneM
SBHbIX pa3pelleHnii B aaHHoM CornaleHuu;

- He MOaUdULMPOBATb, HE EMOHTMPOBATb, HE AEKOMMUAUPOBATb, He
PEKOHCTPYMPOBaTb, HE BUAOM3MEHATb U He pacluMpsaTb AaHHoe MporpaMMHoe
obecreyeHne 1 He MbITaTbCsl PACKPbITh (MOAYYNUTb) UCXOAHBIE KOAbI AAHHOTO
MporpaMmHoro obecneyexus;

- He noMeLaTb AaHHoe porpaMMHoe obecrneyeHne Ha cepBep C BO3MOXHOCTbIO
[0CTyNa K HEMY TPeTbUX NUL, Yepe3 OTKPbITYHO CETb;

- He MUCNonb30BaTh Kakue Bbl To HX BbINO pe3epBHbIE UK apXUBHbIE KOMWUK
naHHoro lNporpaMMHoro obecneyenus (v No3BonsTb KOMy-nnM6o ewwé
MCMoNb30BaTb Takue KONuK) € Ntoboi UHOI Lienblo, KPOMe 3aMeHbl ero
OPUIMHANBLHOrO 3K3EMMNISAPA B CIy4ae ero paspyweHns Uan Hanmums nedexTos.

TpeﬁOBaHMﬂ K UCNO/1b30BaHUIO

I'IporpaMMHoe obecneyeHne JOMKHO UCMOb30BATLCS U OﬁCJ’Iy)KMBaTbCFI CTporo B
COOTBETCTBMU C ONUCAHUAMU N NHCTPYKLUMAMU KoMnaHuu, npuBeAEHHbIMU B
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[aHHOM U Apyrux AokyMeHTax KoMnaHuu, B TOM Yncie Ha nopTane oHNaiH
[OKyMeHTauum ansa paspabotunkos Komnanum (http://developer.aladdin-rd.ru/).

MUcnonb3osanue MO

Monb3oBatens Bnpase:

- Bocnpou3eoauTb MO NyTéM 3anucu ero B NaMsaTb SNEKTPOHHO-BbIYUCIUTENbHbBIX
MalwuH Monb3oBaTens, OrpaHUYEHHOE NPABOM MHCTAIALMUM, KOMMPOBAHUA U
3anycka nporpamMm ans 3BM;

- BcTpamnBartb 10 nobbiM cnocoboM B NpoayKThl U pelwenuns Monb3osatens;

- pacnpoctpaHsaTb MO M06bIM CNOCOBOM UCKIIOUUTENBHO B COCTABE NPOLYKTOB U
pelweHuit Monb3osatens.

Mpu ucnonbzoBaHum u pacnpoctparenum MO Monb3osatenb 0653aH
PYKOBOACTBOBATHCA AEWCTBYIOWMM 3aKoHOoAaTeNnbcTBOM Poccuiickoit @epepaumm
MeXAyHapOoAHbIM 3aKOHOAATENbCTBOM, Y4MUTbIBAsi OFPAaHUYEHUS U AOMONHUTENbHbIE
TpeboBaHUsl, KOTOPble MOTYT BO3HMKATb B CBA3M C 3KCMOPTOM WNGPOBaNbHbLIX
(kpunTorpaduyecknx) cpencTs ¢ Tepputopun Poccuitckoin ®epepaumn n
MMMOPTOM TaKMX CPeLCTB B Apyrue CTpaHbl. B yacTHOCTH, orpaHnyeHus u
[ONoNHUTENbHblE TpeBOBaHMS MOryT BO3HUKATb Npu pacnpoctpaHenuu MO yepes
MarasuHbl MPUNOXEHWIA, COAEPXKALLME PA3NUYHBIE MPUNOXEHUS A1 MOBUbHBIX
YCTPOMICTB.

YCNnoBusi UCNONb30BAHMUSA, U3NIOXKEHHbIE B HACTOALLEM COMNALLEHWUM, AeHCTBYIOT B
OTHOLEeHMK Bcero conepxxunmoro MO, B YaCTHOCTU B OTHOLIEHUM:

- Au3aiiHa (rpaduKm, pacnonoXeHMs 3NeMeHTOB 0POPMAEHUA U T.N.);
- BCEX MHbIX 3IEMEHTOB, B TOM YMC/e U306paKeHuit, POHOrpaMMm, TEKCTOB.

Monyuyaemble Monb3oBaTeNEM HEUCKNIOUUTENBHBIE UMYLLECTBEHHbIE NPaBa He
BK/IOYAIOT NpaBa Ha nepenavy TpeTbMM NMLAM Kakux-n1bo npas Ha BCTpauBaHue,
BOCNpOM3BeeHNe, pacnpocTpaHeEHWE U UCMOb30BaHMe NporpaMm ang 3BM He B
cocTaBe NPoOAyKTOB M pelleHwii Monb3osaTtens.

KoMnaHus coxpaHsieT 3a coboit Bce uckntounTenbHble npasa Ha M0 1 Bxoaswme B
Hero KOMMOHEHTBI, BK/l0Yasi NpaBa Ha NpeAoCTaBNeHNE HEUCKNIOUYMTENbHBIX U
UCKNMIOYMTENBHBIX MPAB TPETbUM NULLAM.

Monb3oBaTtens BNpaBe OCyLecTBNATL cnonb3osaHue MO B npepenax,
npesycMOTpeHHbIX HacTosawmM CornawweHneM, UCKNIYUTENBHO Ha TeppPUTOPUM
Poccuiickoit Menepaumm.

06cnyxuBaHne U NoanePXKKa

KoMnaHus He HecéT 0643aTenbCTB Mo NpeaocTaBAeHUI0 NOAAEPKKY,
obcnyxuBaHus, MoaudUKaLmMn Unu BbIxoAy HOBbIX pennsos MO.

OrpaHnyeHHas rapaHTus

KoMnaHws rapaHTupyeT, 4To nporpaMMHoe obecneyeHne c MOMEHTa
npuobpetenus ero Bamu B Teuenne 12 (oBeHapuat) mecsues byseT
(YHKLIMOHMPOBATb B MOIHOM COOTBETCTBMM C €r0 TEXHUYECKOW/3KCNNYaTaLMOHHOM
[OKyMeHTauue, npu ycnosum, yto MO ByaeT MCnonb3oBaTbCs HAa KOMMbIOTEPHOM
annapaTHoM obecneyeHun U C ONepaLUoHHON CUCTEMON, ANs KOTOPOK OHO BblNo
paspabotaHo.

OTKas oT rapaHTumn

KomnaHus He rapaHTUpyeT, uTo NnporpaMmMHoe obecnevyenune byaet
CoOTBeTCTBOBaTb BalwmnMm xenaHnsam n TpeboBaHMAM, uan 4To ero pabota byaet
6ecnepeboiiHoit unu 6esowmnboyHon. B 06bEME, NpesyCMOTPEHHOM
3aKOHOAATeNbCTBOM PD, KOMNaHMs OTKPbITO OTKA3bIBAETCS OT BCEX FrapaHTUi, He
OroBOPEHHbIX 34eCb, OT BCEX UHbIX NMOApPa3yMeBaeMblX rapaHTuid. Hu oguH u3
[MNepoB, AMCTPUOBLIOTOPOB, MPOAABLOB, areHTOB MW COTPYAHMKOB KOMMaHUMU He
YNONHOMOY€EH Npon3BognUTb MO,ElMCbMKaLLMVI, pacwmnpeHus unm AonoSHeHUA K
[3HHOM rapaHTum.

Ecnu Bbl nponssenu kakne-nnbo moandukaumm MO munm nioboit u3 ero yacteit Bo
BPEMS rapaHTUiiHOro nepuoaa, N0 NoABeprnock NOBPEXAEHUI0, HEOCTOPOXKHOMY
MM HenpasuabHOMY obpalleHuto, ecnu Bol Hapylwmam noboe 13 ycnosuit
HacToswwero CornatieHus, To rapaHTus, ynoMsaHyTas Bolille B pasgene 5, byaert
HeMen/IeHHO MpeKpaLLeHa.

lapaHTus HepelcTBUTENbHA, ecnn MO UCMoMb3yeTcs B COYETaHWUM C UHBbIM
annapaTtHbIM M/MJ‘IM nporpaMMHbIM OﬁeCHEHEHMeM, OT/INYHBIM OT OMUCAHHbIX B
TE,‘XHI/I‘-{ECKOﬁ/aKCHﬂyaTauMOHHOﬁ AOKYMEeHTauuu, nnn Ucnonblyetcs Ha
KOMMbtoTepe € N106bIM YCTAaHOBAEHHbBIM HENMLEH3UOHHBIM NPOrPaMMHbIM
obecrneyeHneM.

OrpaHuyeHue Bo3MeLLEeHus

B cnyuae HapyleHus rapaHT1mu, OroBOPEHHOM Bbllwe, KoMnanus MoxeT no
COB6CTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb M0, ecin 370 He NpOTMBOPEYUT BbILLEYNOMAHYTOMY OrpaHUYeHUI0
rapaHTuu;
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- BO3MECTUTb CTOMMOCTb, BbinnayeHHyo Bamu 3a MO.

[apaHTuitHble TPe6OBaHMS [LOMKHbI ObITb BbICTABNEHbI B MMCbMEHHOM BUAe B
TeYeHWe rapaHTUMHOro Nepuoaa, Ho He nosaHee 7 (CeMu) AHEN C MOMeHTa
obHapyxeHus fedekTa, U coaepaTb B cebe NOATBEPXKAEHUS, YAOBNETBOPSIOLIME
KomnaHuio. Bcé MO (Bce ak3emnnspbl, MMetowmecs y Bac) BonxHo 6biTb
BO3BpalleHo KoMnaHuu 1 oTnpaBneHo BO3BpallatoLLeil CTOPOHOM C ONaueHHon
CTOMMOCTbIO NEPeBO3KM U, NpU HE0BX0AMMOCTH, CTPAaxXoBKU. Ik3emnnspsbl MO
LLOSKHbI BbITb OTNPABAEHbI C KOMWEN MNATEXHbIX LOKYMEHTOB U HaKNaLHbIX.

UcknioueHne KOCBEHHbIX YObITKOB

CTOpOHbI Npu3HatoT, YTo MporpaMMHoe obecneyeHne He MOXET BbiTb MONHOCTHIO
nvweHo owmnbok. KoMnaHms He HeCET OTBETCTBEHHOCTM (KaK B CUy AOrOBOPA,
rpaX/JaHCKOro NpaBOHapyLIEHMS, BK/IKOYas XanaTHOCTb, Tak U B 11060 MHOM
dopme) nepen Bamu nnu nioboii TpeTbeit CTOpoHoM 3a ntobble noTepu Unu yobITKK
(BKNIOYAs KOCBEHHbIE, haKTUYECKME, NOGOYHbIE MW NOTEHLMANbHBIE YObITKM),
BKNtoYas, 6e3 orpaHUueHuid, Nobble NoTepu unm yobITKU NpUbbINbLHOCTU BU3Heca,
NOTEpI JOXOAHOCTU UM PEMYTALMM, YTPAUEHHYIO MW UCKaXEHHYIO MHDOPMaLMio
MM AOKYMEHTaLMI0 BCIeACTBME KaKOro-n1bo MCnob3oBaHUs JaHHOTO
nporpaMMHoro obecneveHus u/mnu Nto6oi KOMMOHEHTbI LAHHOTO MO, AaXe ecin
KOMMaHUs MUCbMEHHO YBEAOMIIEHA O BO3SMOXHOCTU MOAOGHbBIX YObITKOB.

OrpaHuqume OTBETCTBEHHOCTU

B cnyyae ecnu, HeCMOTPA Ha yCNOBMS AAHHOTO COMNALLIEHMS, KOMMAHWA NPU3HAHA
OTBETCTBEHHOIA 3a YObITKM HAa OCHOBAHUM KakuX-nnbo AedeKToB unn
HeCooTBeTCTBMA NporpaMMHoro obecneyeHns Bawmum oxuaanuam, nonHas
OTBETCTBEHHOCTb 33 KaX/bli1 3k3eMnnsp aedeKTHOro NporpaMMHoro obecneveHns
He ByneT npesbilwaTh CyMMbl, BbinnaueHHoi Bamm AO "Anapamt P.I." 3a 3To MO.

I'Iperau.LeHMe OeACTBMSA CcornawieHums

B cnyyae HeBbinonHeHus Bamu ycnosuit agaHHoro CornaweHus pevicteue Baweii
nuueHsnn n Hactoswero Cornawenns ByaeTt npekpaLleHo.

MNocne npekpaleHns fencTeus AaHHOro JIMLEH3MOHHOTO COrnalleHus:

- NMLeH3us, NnpeaocTaBnerHas Bam aanHbiM CornaleHvem, npekpaiiaer cBoé
nevicteue, u Bol nocne eé npekpalleHns He CMOXeTe NPOAOMIXKaTb AanbHelLwee
1cnonb3oBaHue faHHoro MporpaMMHoro obecneyeHus U Apyrux NULEH3UOHHBIX
MpopykToB;

- Bbl He3amMepAuTeNnbHO BepHETe B KoMnaHuio Bce ak3emnnspsbl MO 1 Bce konumn
TaKoBOro u/unu coTpéte/yaanute nobyto MHGOPMaLMIO, COAepXaLLyoCs B
3NEKTPOHHOM BMAE.

anMeHMMOE 3aKoHOo[aTeNnbCTBO

[laHHoe CornalieHue JoMKHO BbiTb UCTONIKOBAHO U OMpPe/AeneHo B COOTBETCTBUM C
3aKkoHofaTenbcTBOM Poccuiickoi DepnepaLnm (3a UCKKOUYEHUEM KOHDNMKTA
NPUMEHEHWS NPAaBOBbIX HOPM), U TONBKO POCCUICKMIA Cy, yNONHOMOYEH
OCyLLeCTBAATb NpaBoCyAve B NtoBbIX KOHDAMKTAX U CNOPaAX, BbITEKAOLWMX U3
naHHoro CornaweHus. HeBo3MOXHOCTb Ans Nto6oii U3 CTOPOH BOCMONb30BaTbCs
No6bIM 13 NpaB, NpefoCTaBNEHHbIX e/ N0 AaHHOMY CornalieHunio, Unm NPUHATL
Mepbl NPOTUB APYroi CTOPOHbI B Cly4ae Ntoboro HapylueHWs CBoux 0b6s3aTenbcTB
no CornaleHunto He JOMKHO PAacCMaTPUBATHCS KAk OTKA3 3TOW CTOPOHbI OT
nocneayoLwero NOHYXXAeHUs K MPU3HAHUI0 CBOMX NPaB WU COBEPLLEHWIO
nocneayowWwmx AeiCTBui B Clydae AanbHENWNX HapyLWeHWA.

locynapcTBeHHOE perysiMpoBaHuUe 1 SKCMOPTHbIA KOHTPO/b

Bbl cornawaetech ¢ Tem, yto 10 He 6yneT Bamu noctaBnsTbcs, nepeaaBaTbeca Mam
3KCMOPTUPOBATLCS B KaKyl-IMBO0 CTpaHy, @ TakKe UCMOoMb30BaTbCs KakMM-Nn6o
NPOTUBOPEYALLMM 3aKOHY U YCIIOBMSIM HACTOSILLLErO cornalleHus obpasom. M0
SABNAETCS NPeLMeTOM AOMONHUTENbHOMO 3KCNOPTHOMO KOHTPONS, OTHOCALLEroCs K
Bam unu Baweit topucamkumu. Bel rapaHtupyeTe, uto 6yaete cobniopatb
HaknaabiBaeMble OrpaHUueHUs Ha 3KCmopT M peakcnopt MO.

PasHoe

Hactosuwee Cornawenue npeactasnset coboit NonHoe cornalieHune, OTHoCsLLeecs
K AQHHOWM NNLIEH3MM, U MOXET BbiTb M3MEHEHO TONbKO NOCPEACTBOM MUCbMEHHOIO
CornaleHus, NoanMcaHHoro obenmMm ctopoHamu. Ecim BbinonHeHWe Kakoro-nn6o
ycnosus Hactosiwero CornatieHns npeacTaBnseTcs HeBO3MOXHbIM, Takoe ycnosue
6yneT ckoppeKTMpoBaHO TOMILKO B Npeaenax, obecneynBaloLLux BO3MOXHOCTb
BbINONHEHWA AAHHOTO YCNOBUS.

A NMPOYNUTAN U NOHAN HACTOALLEE TMUEH3MOHHOE COMMALLIEHME N
COIMNACEH BbINOJIHATbL BCE EFO YCNOBUA. 4 MPUHUMAIKD JAHHOE
NNUEH3MOHHOE COMTALIEHME LENIMKOM. EC/IN 9 HE MPUHUMALIO 3TO
JNIMUEH3MOHHOE COMALUEHUE UM XOTA Bbl OMH M3 EF0 MYHKTOB, TO
NAHHOE IMUEH3MOHHOE COTTALUEHWE HE BCTYMNAET B CUNTY, U 4
0BA3YIOCb HE YCTAHAB/IMBATB 1 HE MCMONb30BATb JAHHOE
MPOrPAMMHOE OBECMEYEHME.
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2.1

OCHOBHbIe NMoHATMA

Ha3Ha4yeHue nporpamMmbl

MO "EpuHbii Knuent JaCarta” — nporpaMmHoe obecneyveHue, npefHasHauyeHHOe ANs NOAAEPXKKU DYHKLMIA
CTporoi AByx(®aKTOPHOM ayTeHTUDMKALMU, HACTPOMKK U paboTbl ¢ Mogenamu USB-TokeHoB 1 cMapT-kapT JaCarta,
reHepaLuMu 3anpocoB Ha cepTudukatol. Bepcua ons Microsoft Windows BkntouaeT B cebs komnoHeHT JaCarta
SecurLogon.

EnnHbiii Knuent JaCarta MoxeT yHKLMOHMPOBaTb B 0O6bIYHOM UMM TOCTEBOM peXMME.

FOCTEBOM peXXMM MpesycMaTpMBaeT BO3MOXKHOCTb MPOCMOTPa MHGMOPMALMK O NMOLK/IHOUYEHHOM 3IEKTPOHHOM
Kntodye 6e3 BBOAA ayTEHTUPMKALMOHHbBIX AAHHbIX MOMb30BATENS MAKM ALAMUHMUCTPATOPA.

2.2 TepMuHbl 1 onpegeneHnA

PIN-Ko4 aAMMHUCTpaTOpa — CeKpeTHas NocNefoBaTeNbHOCTb, U3BECTHAs TONbKO a4MUHUCTPATOPY, KOTOPYIO
HE06X04MMO NPEeabABUTL AN ayTEHTUDMKALMM AAMUHUCTPATOPA B MPUNOXKEHUM INEKTPOHHOTO KoY.

PIN-koA noanucu — cekpetHasi NnociefoBaTebHOCTb, M3BECTHAS TOJIbKO MOMb30BaATENI0, KOTOPYH HEO6X0AUMO
npeabsiBUTbL A9 BbINOAHEHUS ONepaLmm 3NeKTPOHHOM NOAMNUCH.

PIN-kom nonb3oBartensi - CeKpeTHada nocnenoBaTe/ibHOCTb, MU3BECTHAA TO/IbKO NOJSIb30BATENIO, KOTOPYHO
HeobxoaMMo npeanbvaBuTb Ona ayTEHTMdJMKaLI,l/IM noNb30BaTeENA B NPUITOXEHUN ITEKTPOHHOIO Kto4a.

PUK-koa! - nocnenoBaTenbHOCTb CUMBOJIOB, NMO3BoAstoOWas pazdbnokuposate PIN-koz nonb3osaTens nocsie ero
6110KMPOBKM.

Annnet - nporpaMMHoe obecnedeHne, peanmsyolee GYHKLMOHAIbHOCTb MPUIOKEHWS NEKTPOHHOTO KoYa.
MpunoxeHue — nporpaMMHoe obecneyeHune, yCTaHOBIEHHOE B NaMsTH 3NEKTPOHHOIO Kioya.

Cuétumk BBoga HenpasunbHOro PIN-koga - noacucrema, 6nokmpyioLLas yCTpomcTBo B Cyvyae BBOAA
HenpaBunbHoro PIN-kofa onpeaenéHHoe KOMYeCTBO pa3 Noapsa.

(®opMaTHpoBaHKe — NpoLiesypa YCTAaHOBKA OCHOBHbIX NapaMeTpoB paboThbl 3IEKTPOHHOMO K043, BbIMONHSEMaSs
aAMMHUCTPATOPOM.

DNeKTPOHHbIM KoY — annapaTHOE YCTPOMCTBO, MpeiHa3HAYEHHOE 4151 ayTEHTUDUKALUK, WMPPOBAHMSA, paboThbl C
3/1EKTPOHHOW MOANMCHIO, 6E30MACHOr0 XpaHeHUS AaHHBbIX.

! Mpumenumo ana npunoxenns FOCT sepcun 2.5.3 - 2.5.9.
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3. 0bume cBegeHVA 06 3NEKTPOHHbIX KIo4ax

3.1

HDM}'IOH-(GHMFI, annneTbl 1 MoAeNn 3NEeKTPOHHbIX KAKYen

(DyHKLI,MOHaJ'IbHOCTb MOo4EeNN S3NEKTPOHHOIO KNkoYa onpeaenaeTca npunoXXeHnamMmu, yCTaHOBNEHHbIMUK B €€ MaMATU.
B namatu 31EKTPOHHOIO K/1Il04a MOXeET ObITb YCTAaHOB/IEHO O4HO MU HECKOJIbKO FIDW'IO)KeHMl;'I. yCTpOﬁCTBa, B
KOTOPbIX YCTAHOB/IEHO 6onee ogHoro NPUNOXEHNA HA3bIBAKOTCA KOM6I/IHVIpOBaHHbIMl/I.

Hanpumep, B anektpoHHOM kntove JaCarta-2 FOCT yctaHoBneHo npunoxerue FOCT, B 31€eKTPOHHOM Kito4e
JaCarta PKI yctaHoBneHo npunoxenue PKI, B koMbuHnpoBaHHoM Mogenu JaCarta-2 PKI/TOCT yctaHoBnEHbI
npunoxexus PKI n TOCT.

lIpumedanne. HaumeHoBaHNE NPHIOKEHNS HE BCENAA COAEPXKUTCS B HA3BAHMM MOLESN I/IEKTPOHHOIO K/II0Ya.
Hanpumep, B mogenu koyesi JaCarta PKI ycranosneHo npunoxenne PKI, Ho B mogemm JaCarta LT
ycraHosnero ripunoxerne STORAGE. Hazsarnne Mogemm u npuaoXeHns 3/1EKTPOHHOIO K/to4a OTOOPaXaercs B
nHrepgevice 10 "Equnbii Knnent JaCarta” B CTaHAGPTHOM pexume
MpunoxeHue onpeaenseT HEKOTOPbIA HA6OP DYHKLMOHANBHOCTM 3NEKTPOHHOIO KNKYa, XapaKTepHbIX Ans
pelleHns onpeaeneHHoro paaa 3agad. Tak, npunoxerue PKI obecneynBaeT noanepxky 3anafHbix
KpUNTOAArOpUTMOB W NO3BOJISIET peLlaTh WMPOKUIM CNEKTP 3af4a4 ayTeHTMdUKaumm, wnudpoBaHUs 1 paboTbl C
3NEKTPOHHOW NOAMMCHIO B KOPNOpaTuBHOM nHdpacTpykType. MNpunoxeHne NOCT obecneunsaeT NoamepxKKy

POCCUIACKMX KPUMNTOANTOPUTMOB AJ1si PEeLlEeHMs 33434 ayTeHTUDUKALMM, LWMDPOBaHMUS U paboTbl C 3NEKTPOHHOM
NOAMMCbI0 B CUCTEMAX, TPeBYIoLWMX ncnonb3osaHua anropmutmos FOCT.

OpfHo 1 TO Xe npunoXxeHne MOXXET UMETb pa3/iMvHbIe peann3auunn. KOHKpETHaﬂ peann3auna NnpunoXxXeHna
Ha3blBaeTCs annaetoM. B HacToawem AOKYyMeHTe NpUu onncaHnm KOHKDETHOVI onepaunn Han 3NEKTPOHHbIM
K/HO4YOM YTOYHAETCA HE TOJ/IbKO NpunoxxeHne, HO U annner, peanw3y+ou.|,m?| qJYHKLI,MOHaJ'IbHOCTb OaHHOro
NPUNOXEHMUA.

llpumep. B mogensx 3nekTpoHHbIx katodes JaCarta PKI u JaCarta PRO ycranosneHo ripunoxenue PKl, Ho B
mogenu JaCarta PKI aaHHoe ripuioxeHue peann3osaHo annierom Laser, a 8 mogenm JaCarta PRO - annaerom
PRO. HaszsaHwne annnera/npuaoXeHns KOHKPETHOIo NMpuaoXerus otobpaxaercs 8 nHrepgevice 10 "Equrbivi
KnuneHrt JaCarta” B pacLumpeHHoM pexmume

CooTBeTCTBME NPUNIOXKEHUIA, aNNNETOB U MOLENei INEKTPOHHbIX Ktouein, paboTa C KOTOPbIMU NOAAEPXKUBAETCS B
onepaumoHHbIX cucTemMax cemenctea Windows npueeneHo B Tabnuue (cm. Tabnuua 2).

Tabmuya 2 — COOTBETCTBUE MPHUIIOKEHMM, ANMIETOB M MOAENENH I/IEKTPOHHBIX K/THOYEH

Annnet unu npunoxexue Moaenu aneKTpoHHbIX KIoYen

MpunoxeHue PKI, peanu3oBaHHoe annnetom JaCarta Remote Access;
Laser JaCarta PKI;
JaCarta PKI/Flash;
JaCarta PKI/BIO;
JaCarta PKI/WebPass;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 SE;
JaCarta-2 SF;
JaCarta-2 PKI/BIO/FOCT;
JaCarta SecurBIO;
JaCarta-3 PKI;
JaCarta-3 PKI/TOCT;
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Annnet unu npunoxeHue Mogaenu aneKTpOHHbIX KioYei
JaCarta-3 PKI/NFC;
JaCarta-3 SE;
JaCarta-3 PKI/TOCT/NFC;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition;

BupTyanbHblii TOKEH?

MpunoxeHnue PKI, peannsoBaHHoe annieTom JaCarta PRO;

PRO JaCarta-2 PRO/TOCT
MpunoxeHne STORAGE, peanusoBaHHoe JaCarta LT;
annnetom Datastore JaCarta SecurBIO:

JaCarta WebPass;
JaCarta U2F

MpunoxeHne FOCT JaCarta Remote Access;
JaCarta SF/TOCT;
JaCarta-2 FOCT;

JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PRO/IOCT;
JaCarta-2 PKI/BIO/FOCT;
JaCarta-2 SE;

JaCarta-2 SF;

JaCarta-3 PKI/TOCT;
JaCarta-3 SE;

JaCarta-3 I'OCT;

JaCarta SecurBIO;
JaCarta-3 TOCT/NFC;
JaCarta-3 PKI/TOCT/NFC;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

Mpunoxenune OTP, peanu3soBaHHoe annnetoM  JaCarta WebPass;
AladdinOTP JaCarta U2F/WebPass;
JaCarta PKIl/WebPass

2 OnucaHne BUPTYanbHOMO TOKEHa, MPOLIECC PerncTpaLmm, paboTsl C HUM NpuBeaeHo B JokymeHTe "MFA JC EK. PykosoacTso

nonb3osartens ana Windows".
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3.2 [lapameTpbl 3/IeKTPOHHLIX K/lOYEen NpU NOCTaBKe

MpuY NOCTaBKe NEKTPOHHBIE K/THOUYM MMEIOT NapaMeTpbl, NPUBELEHHbIE B Tabnuue (cM. Tabnuua 3).

Tabnmuya 3 — [lapamerpel 3/1EKTPOHHBIX K/KOYEH PU MOCTABKE

MpunoxxeHune n annnet

Mapametp, onepauus

PIN-kop nonb3oBatens no ymonyaHuto3
PUK-kog, onsg pasbnokupoBaHus
PIN-kof agMUMHMCTPaTOpa NO YMONYAHMIO

@PopmaTtnpoBaHue 6e3 HasHaveHus PIN-kopaa
nonb3oBsartens (aAMMHUCTPATOP MOXET HA3HAUMTD
PIN-kopn, nonb3oBatens nocne GopMaTMpoBaHus)

@®opmaTtnpoBaHue 6e3 HasHaveHus PIN-kopa
aAMUHUCTpaTopa

Mpu pasbnokmpoaHumn PIN-koaa nonb3osartens
cbpacbiBaeTcsa cHeTYnK BBOAA HenpasuabHOro PIN-
KO4a nonb30BaTens, npu 3ToM ...

Pasbnokuposanue PIN-koga nonbsoBatens B
YAANEHHOM pexume

M3meHeHne PIN-koaa nonb3osartens
aAMUHUCTpPaTOpoM 6e3 hopMaTUpOBaHMS

Mpunoxenue PKI

annnet PRO
1234567890
He NpeaycMoTpeH
He YCTaHOBMEH

BO3MOXHO

BO3MOXHO

... PIN-kop
nonb3oBaTtens
33[3€eTcs 3aHOBO

BO3MOXHO

BO3MOXHO

annnert Laser
11111111
He NpeaycMoTpeH
00000000

BO3MOXHO

HEBO3MOXXHO

... PIN-kop,
nonb3oBarTens
33JaeTcs 3aHOBO

BO3MOXHO

BO3MOXHO

Mpunoxenune NOCT

Bepcus 2.5.3 - 2.5.9

1234567890
0987654321
HE NPeayCMOTPEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kop
nonb3oBaTens
OCTaeTCs NPEXHUM

BO3MOXH0*

HEBO3MOXHO

Bepcusi 2.5.13 u Bblwe
1234567890

HE NpesyCcMOTpeH
0987654321

HEBO3MOXXHO

HEBO3MOXXHO

... PIN-kop,
nonb30BaTens ocTaeTca
NpexXHUM

BO3MOXHO>

BO3MOXHO
(HacTpauBaetcs
NOMUTUKOW)

MpunoxeHue
STORAGE
annnet Datastore

1234567890
HE NpeayCcMOTPEeH
HE YCTaHOB/MEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kop
nonb3oBaTens
OCTaeTCs NPEXHUM

HEBO3MOXHO

HEBO3MOXHO

Mpunoxexune OTP
annnet AladdinOTP

1234567890
HEe NpeayCcMOTPEeH
HE NpeayCcMOTPeH

ornepauus He
npeanycMoTpeHa

ornepauus He
npeaycMoTpeHa
onepauus He

npeaycMoTpeHa

HEBO3MOXHO

HEBO3MOXHO

* B 3aBUCMMOCTM OT NpaBmn 6e30nacHOCTY Balleit opraHusaummn PIN-koa nonb3oBaTens no yMonuaHuio MOXET BbiTh M3MEHEH Nepes nepeaayeit 3NeKTPOHHOrO Kya Nonb3oBaTento. B Takom
cnyyae 3HaveHue PIN-koaa nonb3oBatens AOMKHO GblTb COOOLLEHO AONONHUTENBHO. B cnyvae 3aTpyaHeHun 06paTuTbCs K aAMUHUCTPATOPY.

* Mpw ycnosuu, uto CK3M 83470 Nop, ynpasneHne APMa agMuHucTpaTopa 6esonacHocTu JaCarta, Ha KOTOPOM reHepupyeTca NocneAoBaTeNbHOCTb A5 pa3BaoKMPOBKM.

5 Mpu ycnosuu, uto CK3U B3sT0 nop ynpaenenne APMa agMuHncTpaTtopa 6e3onacHocty JaCarta, Ha KOTOPOM reHepupyeTcs NoCieA0BaTeNbHOCTb ANS pa3bIoKMPOBKY.

AO "Anapaun P.0." 1995-2026 .

PykoBoacTBo agMuHucTpatopa ans OC Windows

Crp. 11 /118



Eamubin Knuent JaCarta

3.3 Onepauun C 3NeKTPOHHBIMM KloYaMum

[locTynHble onepauum € 3NEKTPOHHBIMU KJTHOUYAMU, C YKA3aHUEM HYXKHOTO pexmnMa paboTbl 1 HEOOXOAMMOCTM ayTEHTUDMKALMM AN COBEPLLEHWS ONepaLum NpUBELEHbI B

Tabnuue (cm. Tabnuua 4).

Tabmya 4 - [lepeqerb onepaumnii ¢ 3/1EKTPOHHbIMU KIHOYaMMU

MpunoxeHue n annnet

Onepaums B EK JaCarta 4

(PopMaTMpOBaHME 3NEKTPOHHOTO Kitoya

YcraHoBka (cMeHa) PIN-kopna nonb3oBatens
aAMWHUCTPATOPOM

CmeHa PIN-kopga nonb3osarens
CMmeHa PIN-kopa agMuHMCTpaTopa

YcraHoBka (cMeHa) PIN-kopa nognucu
nonb30oBaTeNeM

Pas6nokuposaHue PIN-kopa nonb3osatens
aAMVHUCTPATOPOM

YnaneHnHoe pasbnokuposaHue PIN-koaa
nonb3oBarens

Onepauuu c 06bEKTaMU B NaMATH
3NEKTPOHHbIX K/oYel

lpocMoTp KpaTKunx cBefeHui o
NoAcoeaMHEHHOM 3/IEKTPOHHOM KJltoue

[TpocMOTp NONHbIX CBEAEHMI O
NOACOEAMHEHHOM 3/1IEKTPOHHOM KJltoue

Co3paHue 3anpoca Ha cepTudumkar

AO "Anapaun P.0." 1995-2026 .

Mpunoxenue PKI

annnet PRO

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kog
aAMUHUCTpaTopa

Tpebyetcs PIN-kog
nonb3oBarens

Tpebyetcs PIN-kog
aAMUHUCTpaTopa

He pnoctynHo

Tpebyetcs PIN-koa
agMUHUCTpaTopa

PIN-kop, He TpebyeTcs
Tpebyetcs PIN-koa
nonb3oBaTens
PIN-kop, He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kog
rnonb3oBaTens

annnert Laser

Tpebyetcs PIN-kon
aAMMHUCTpaTopa

Tpebyetcs PIN-kon
aAMMHUCTpaTopa

Tpebyetcs PIN-kon
nonb3oBarens

Tpebyetcs PIN-kon
aAMUHUCTpaTopa

He poctynHo

Tpebyetcs PIN-koa
agMUHUCTpaTopa

PIN-kop He TpebyeTcs
Tpebyetcs PIN-koa
nonb3oBaTens
PIN-kop, He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kog
nonb3oBaTens

Mpunoxenne rOCT

Bepcua 2.5.3 - 2.5.9

TpebyeTtcs PIN-kop,
nonb3oBarens

He poctynHo
TpebyeTtcs PIN-kop,
nosb3oBarens

He poctynHo
Tpebyetcsa PIN-kopg,
nosb3oBarens
Tpebyetcsa PUK-kopg,
PIN-kog He TpebyeTcs
Tpebyetcs PIN-kop,
nonb3oBaTens
PIN-kog He TpebyeTcs

PIN-kog He TpebyeTcs

Tpebyetcsa PIN-kop,
nosb3oBaTtens

PykoBoacTBo agMuHucTpatopa ans OC Windows

Bepcusa 2.5.13 v Bblwe

Tpebyetcs PIN-kopg,
nosib30BaTeNs Uiu
aAMUHKCTpaTopa

TpebyeTtcs PIN-kopg,
aAMUHUCTpaTopa

Tpebyetcs PIN-kopg,
nonb3oBarens

Tpebyetcs PIN-kopg,
aAMUHUCTpaTopa

Tpebyetcsa PIN-kop,
nosb3oBaTens

Tpebyetcs PIN-kop,
aAMUHUCTpaTopa

PIN-kog He TpebyeTcs
Tpebyetcs PIN-kop,
nonb3oBaTens
PIN-kog He TpebyeTcs

PIN-kog He TpebyeTcs

Tpebyetcsa PIN-kop,
nosb3oBaTtens

MpunoxeHue
STORAGE
annnet Datastore

Tpebyetcs PIN-kog,
aAMUHUCTpaTopa

He poctynHo

Tpebyetcs PIN-kog,
nonb3oBartens

Tpebyetcs PIN-kog,
aAMUHUCTpaTopa

He poctynHo
Tpebyetcs PIN-kog
agMUHKCTPaTopa

He poctynHo
Tpebyetcs PIN-kog
nonb3oBaTtens
PIN-kop He TpebyeTcs

PIN-kon He TpebyeTcs

He poctynHo

Mpunoxenune OTP
annnet AladdinOTP

OYHKLMOHANBHOCTb
oTcyTcTBYyeT

OYHKLMOHANBHOCTb
oTcyTcTBYeT

Tpebyetcs PIN-kopg,
nonb3oBartens

OYHKLMOHANBHOCTb
oTcyTcTByeT

(DYHKLMOHANbHOCT
oTcyTCTBYET

MDYHKLMOHaNbHOCTb
oTCyTCTBYET

DYHKLMOHaNbHOCTb
oTCyTCTBYET

MDYHKLMOHaNbHOCTb
OTCYyTCTBYET
PIN-kop He TpebyeTcs

PIN-kon He TpebyeTcs

MDyHKLMOHaNbHOCTb
OTCYTCTBYET
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4. YCT3aHOBKA NPOrpamMmbl

4.1 CucteMHble TpeboBaHUA

CuctemMHble TpeboBaHMS K KOMMbIOTEPY, HA KOTOpOM ycTaHasnmneaetcs MO "Eamubii Knuent JaCarta” npuseneHbl
B Tabnuue (cm. Tabnumua 5).

Tabmya 5 — CucremHsie TpeboBaHus

TpeboBaHue CopepxaHue

Microsoft Windows 7 (32/64-6uT)®;
Microsoft Windows 8.1 (32/64-6uT);
Microsoft Windows 10 (32/64-6uT);
Microsoft Windows 11;

Microsoft Windows Server 2008 R2 SP1;
Microsoft Windows Server 2012;
Microsoft Windows Server 2012 R2;
Microsoft Windows Server 2016;
Microsoft Windows Server 2019;
Microsoft Windows Server 2022;
Microsoft Windows Server 2025

MoponepxvBaemMble
onepaLmOoHHbIE CUCTEMBI

dnekTpoHHble Kntoum JaCarta:
e JaCarta Remote Access;
e JaCarta LT;
e JaCarta PKI;
o JaCarta PKI/Flash;
e JaCarta PKI/BIO;
e JaCarta PKI/WebPass;
e JaCarta WebPass;
e JaCarta PRO;
e JaCarta SecurBIO;
e JaCarta SF;

e JaCarta SF/TOCT;

MonnepxueaeMbie Mopen e JaCarta FlashDiode;
3NEKTPOHHbIX K/louedi U e JaCarta NEC:

cMapT-KapT puaepos
P PT pUAeP e JaCarta-2 IOCT;

e JaCarta-2 NOCT NFC;

e JaCarta-2 PKI/FOCT;

e JaCarta-2 PKI/TOCT/Flash;
e JaCarta-2 PRO/TOCT;

e JaCarta-2 PKI/BIO/TOCT;
e JaCarta-2 SE;

e JaCarta-2 SF;

e JaCarta-3;

e JaCarta-3TOCT;

e JaCarta-3 IOCT/NFC;
e JaCarta-3 PKl;

6 B cBA3M C npeKpaLleHneM NoLAEPXKKM U BbiMycka OBHOBNEHM pa3paboTUMKOM AaHHbIX OMEePaLMOHHbIX CUCTEM
peKOMEHAYETCS MPUMEHSTb [OMONHUTENbHbIE MEPbl 3aLMTbl, NEPEYUCIEHHbIE B MHGOPMALUMOHHOM coobeHnn OCTIK ot 20
auBaps 2020 r. N 240/24/250
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TpeboBaHue CopepxaHue

e JaCarta-3 PKI/TOCT;

e JaCarta-3 PKI/TOCT/Flash;

e JaCarta-3 PKI/TOCT/NFC;

e JaCarta-3 PKI/NFC;

e JaCarta-3 SE;

e Aladdin LiveOffice;

e Aladdin LiveOffice Common Edition;
CMapT-KapT puaepsbl Aladdin:

e  Cmaprt-kapt pugep JCR721;

e  Cmaprt-kapt puaep JCR731;

e Aladdin SecurBIO Reader JCR761;

e Aladdin SecurBIO Reader JCR781
Ins USB-TokeHoB ncnonb3yetca USB-noprt.

[lns cMapT-KapT HEO6X0AMMO HanM4Me NOAKMYEHHOIO CYUTLIBATENS CMAPT-KapT,
HanpuMmep, cMapT-KapT puaepa JCR721.

AnnapaTHble cpencTea [nsa 3nekTpOHHbIX Kntoven B popm-dakTope microUSB MOXHO Mcnonb3oBaThb
cnenytollee obopynoBaHue:

e  USB-nopt yepes nepexonHuk microUSB-to-USB.
Lns Type-C TokeHoB ucnonb3yetca USB Type-C nopt

PaspeleHmne skpaHa PekomeHpayeTcs He Huxe 1024x768

4.2 OnuncaHve NaKeToB YCTaHOBKMU

OnucaHue naketoB yctaHoBku 0 "EpuHbiin KnuenT JaCarta” npueeneHo B Tabnuue (cm. Tabnuua 6).
Tabnmuya 6 —Ilakerst ycraHosku 10 "EgquHbii KnneHt JaCarta”
®aiin Onucanue
JaCartaUnifiedClient_3.x.xxx.xxxx_win-x64_ru-Ru.msi MakeT ycTaHOBKM AN 64-X pa3psaHbIX ONepaLOHHbIX
cuctem Microsoft Windows

JaCartaUnifiedClient_3.x.xxx.xxxx_win-x86_ru-Ru.msi [akeT ycTaHOBKM NS 32-X pa3psaHbIX OnepaLMOHHbIX
cuctem Microsoft Windows

4.3 06na3aTenbHble Mepbl NPeaoCTOPOHKHOCTHU

lTepen ycranoskosi 10 "Equnbivi KnneHt JaCarta” Heo6xo41MmM0 03HaAKOMUTLCS CO BCEMM MPELACTABAEHHBIMMU
HIKE MEPAMMU TPELOCTOPOKHOCTH

1. MO "Eamubii Knuent JaCarta” yxxe copepxxut moaynb JC-Client, noaToMy He pekomeHgyeTcs yCTaHaBAUBaTb
JC-Client Ha koMnbtoTep ¢ ycTaHoBneHHbIM 10 "EamHbiii Knuent JaCarta”. OtoenbHas AononHuUTeNbHas
yctaHoBka JC-Client MoxeT HapywuTb HacTporiku MO "EamHbii KnueHT JaCarta” v Bbi3BaTh OWMOKM NpU
nocnesyLWmx YCTaHOBKAX U yAaNeHUAX 3TUX NPUNOXKEHWN.

2. 0OcobeHHOCTU ycTaHOBKM M paboTel coBMecTHO ¢ 10 "JaCarta Management System”:

— MO "EpmnHbivi Knuent JaCarta” Bepcun 3.0 coBmectmmo ¢ M0 "JaCarta Management System” Bepcuu 3.7 1 BbliLe.
— MO "EpmnHbivi Knuent JaCarta” Bepcuu 2.13 coemectumo c MO "JaCarta Management System” Bepcuu 3.4 v Bbliwe.
— MO "EpmnHbivi Knuent JaCarta” Bepcuu 2.11 coemectumo c MO "JaCarta Management System” Bepcuu 3.1.
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3. [nga yctaHoBku muHuapaisepa PRO u3 coctaea M0 "EamHbint KnuenT JaCarta” Heobxoamnmo ybeantbcs, 4to
Ha KOMMblOTEpe He YCTaHOBMEeHO nporpaMMHoe obecneveHue MO "SafeNet Authentication Client”, N0
"eToken PKI Client" uau M0 "SafeNet Minidriver". Ecnu Takoe M0 ycTtaHoBneHo, ero Heo6xoAMMO yaanuTb Ao
Hayana ycTaHoBKM MuHuppareepa PRO.

4. [na pabotbl co cMapT-KapT puaepamum ASEDrive Ille Bio Heo6x04MMO YCTaHOBUTb KOMMOHEHT NOAAEPXKM
6uomMeTpmm M MOAYNb NOAAEDXKKM CMapT-kapT puaepoB ASEDrive llle Bio.

5. Bo Bpems yctaHoBku 10 "EguHbin KnueHT JaCarta” Bepcun 2.13 n 6onee no3aHmnx sepcunin Ha Windows 7 n
Windows Server 2008 R2 ¢ noMoLLblo MacTepa YCTAaHOBKM U B peXnMe KOMaHAHOM cTpoku B Windows 6yayT
oTo6paxaTbCs coobuieHns 06 ycTaHOBKe ApaiBepoB, Tpebyowme NoATBEPXKAEHUS 419 MPOLO/IKEHNS
YCTAHOBKM. YCTPaHUTb BbIBOA NMOAOOHbLIX COOBLEHMI NO3BONSET NPeABapUTeNibHas YCTaHOBKA ABYX
obHoBneHunn Windows: KB3033929 (moctynHo ans 3arpy3ku Ha cante Microsoft) n KB2921916. B cBsizm ¢
OKOH4YaHMeM nopaepxkn Windows 7 komnaHuen Microsoft pekomMeHAyeTcs yTOUHMTb CNOCob nosilyyeHus
obHoBneHns KB2921916 y texnuueckon nogaepxku AO "AnapgauH P.1." (cM. nogpasaen "Texnopaepxka”).

6. [pwu yctaHoske MO "EaunHbin Knunent JaCarta” Bepcmmn 2.13 n 6onee nosgHmx Bepcmii Ha Windows 7 u
Windows Server 2008 R2 yepes rpynnoBblie NOAUTUKM NpeaBapuTenbHas yctaHoBka obHoeneHmin Windows
KB3033929 (nocTynHo Ang 3arpy3ku Ha cante Microsoft) u KB2921916 aensetcs ob6s3arenbHoi. Cnocob
nonyyexnuns obHosnenns KB2921916 pekomeHayeTcs YTOUHUTb y TeXHUYecko noaaepxkn AO "AnapauH
P.O." (cM. nogpasgen "Texnopaepxka").

7. W3BneuyeHuWe TOKeHA MM CMApT-KapTbl NPW 3aMMUCKU MU CYUTBIBAHUMM MHOOPMALIUM MOXKET MPUBECTU K BbIXOAY
ycTpoicTBa u3 ctpos. [Ins obecneveHnss KOppekTHOro GyHKLMOHMPOBAHMS TOKEHOB U CMapT-KapT, Nepes
U3BJIeYEHNEM YCTPOMCTBA HEOBXOAMMO [0XAATbCS 3aBEPLUEHMS NPOLECCa 3aMUCK UK CYUTbIBAHUS
nHdopmaumu.

4.4 YCTaHOBKa NpOrpamMmbl C MOMOLLbIO MaCcTepa YCTaHOBKU

[Tepen ycraroskosi 10 "EguHbii Kinent JaCarta” He0OX04MMO O3HAKOMUTBCS C COAEPKAHNEM 104PAZ[EN
4.3 "06a3are/ibHble MEPbI MPEAOCTOPOXHOCTH "

P Ona yctanosku MO "Eaunbit Knuent JaCarta” ¢ noMmouwblo MacTepa yCTaHOBKW HEO6XOAUMO:

1. BoiTi B cucTEMY NOA, YYETHOW 3aMMCbio C NpaBaMu agMUHUCTPATOPA M 3anyCTUTb NakeT ycTaHosku MO
"EamnHbin Knunent JaCarta” (MmeHa nakeTtoB yctaHoBku 10 "EamHbit Knuent JaCarta” npuseneHbl B
noppasgene 4.2 "OnuncaHve nakeToB ycTaHOBKK"). ByaeT oTobpaxkeHO CTapTOBOE OKHO YCTaHOBKM
nporpammsl (cM. PucyHok 1);

ﬁ Eantenid Knnent JaCarta X

Bac NpHBETCTBYET NPOrpaMMa yCTaHOBKH
Eanubiii Knuent JaCarta

Mporpamma EQuHE KnneHT JaCarta ByaeT yoTaHoOENEHa Ha
KoMnetoTep. [AnA NPoAQ/KEHMA HEHMUTE KHOMKY «lanees,

MPEAYTIPEM AEHME: JaHHas nporpamMMa SamLeHs SaKoHaMH
0 8BTOPCKMX NPEBEX M MEMLYHAPOAHEIMA COMNALEHAAMA,

PucyHok 1 - OkHO npuBeTcTsus macrepa ycraHosku 10 "EquHbiii Knnenr JaCarta”

2. Haxartb kHomnky "Hanee”. bygeT otobpaxkeHo OkHO ¢ "JIMLeH3noHHOoe cornaweHune” (cM. PucyHok 2).
Heobx0AnMO 03HaKOMMUTLCS C TEKCTOM JINLEEH3UOHHOTO COrNaLLeHUs.
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Eaounbii Knuent JaCarta

2.1. Ecnu He cornacHbl € ycnoBMaMM JIMLLEH3MOHHOIO CornalleHus, Bblbpatb NyHKT "Sl He NpMHUMaLD yCnoBus
JIvueHsnoHHoOro cornaweHns” n Haxatb kHonky "OTMeHa". YctaHoBka M0 "Eaunbiit KnvenT JaCarta” 6ynet

npekpaLueHa.
2.2. Ecnu cornacHbl ¢ ycnosmamMu nVILl,eH3l40HHOrO cornaweHuns, Bbl6paTb NYHKT "q NPpUHUMAK0 yCnosuA .nVILl,eHBVIOHHOrO
cornaweHms”.
ﬁ Eawrenid Knnent JaCarta »
Bamio: A
TMomamnyiicTa, BHMMATENEHO npounTaiTe naHHOE
MMUEHSMOHHOE COIIaEHME, NpemAe 4YeM OTKDHTE HaKeT o
nporparmEems ofecneusHMaM 1/ 1 MCOONES0BATE ero

COOSpErMOS IM/MMM OpexOe, 4YeM Sarpy®aTe MM YCTaHAENMEATE
nporparpaoe ofecnegenwe.

Bce YHAZIAHMA no HMCAOTsS0BaHME HacToRmMETO
nporparmMHEHoTo ofecneyeHmA (BmmEuYam, Gex= ODpaHYE M
BMOIMOTERW, VTWIMTH, O(aliH §Ind CcrKadYWBaHEuda c Web-calira,

PT T Thormeme e o e e e Y

I @ﬂ APWMHKMMSHD YCNOBKA NMUEH3MOHHOM O COrNaWEeHWA I

O HAHe MPHHUMEID YCNOBWA NMUEHSMOHHOrD COrnalleHHs

<rens =

PucyHok 2 - OkHO "JlnyeH3noHHoe cornawenmne " macrepa ycraroskm 10 "Eanrbii Kimert JaCarta”
3. Haxatb kHoMKy "Janee". byaeT oTKpbITO OKHO "Bupa yctaHoBkM" (cM. PucyHok 3). BbibpaTb BMA YyCTaHOBKM
nporpamMmsl 1 Npu HEOHXOANMMOCTU U3MEHUTb NYTb €€ YCTAHOBKM:

—  BblbpaTb 3HayeHue "CtaHpapTHasa" (MO yMONYaHMIO) ANS YCTAaHOBKM CTaHAAPTHOro Habopa KOMMNOHeHTOB: EanHbI
Knuent JaCarta, Muuuapaisep PRO, YnpaeneHue TokeHoM, MNoanepka 6uometpun. B cnyyae Bbibopa ctaHaapTHOM
YCTaHOBKM NepeiTH K BbIMOHEHMIO Wara 5 AaHHOM npouenypbl.

—  Bobibpatb 3HaueHue "BoibopouHas” ong Bbibopa M3 ykazaHHOro Habopa KOMMOHEHTOB.

Mpumevanune. KomnoHeHT "EanHbii Knuent JaCarta” aBngetca 06a3atenbHbIM U yCTaHABNMBaETCS BCeraa,
He3aBMCMMO OT BbIOPAHHOIO TMNA YCTAHOBKMU.

—  Npu HeoBX0AMMOCTU MOXHO M3MEHUTb YKa3aHHbIMA MO YMOMYAHUIO NYTb YCTAHOBKM Nporpammsl. [1ns 3T0ro HaxaTb
KHOMNKY "M3MeHuTb..." 1 B OTKpbIBLIEMCS OKHe [poBoaHmKa Windows BbI6paTb HYXXHYIO Nanky.

ﬁ EauHeid Knnent JaCarta X

BbIfEpMTE BUA YCTEHOBKM,
@ CranpaprHas

ByaeT yCTaHOENEH CTaHASPTHEI Habop KOMNOHEHT MporpaMMel.
(TpefyeTcn Honblue MecTa Ha aucke.)

() Bribopounan

BeiBop HEOBX0AMMEIX KOMIOHEHTOE NPOrpaMMsl, PACCUMTaHE Ha
OMLITHEIX NoML30BaTEne,

YcTaHoBKa EAMHeN KnueHT JaCarta Bt
C:\Program Files\JaCarta Unified Client), VSMEHMTE. ..

<rosan =

PucyHok 3 - OkHo "Bug ycraHosku " macrepa ycraHosku [10 "Eamnbii KnneHt JaCarta”
4. HaxaTtb kHonky "Oanee". B cnyyae BbIGOPOYHOM yCTaHOBKM ByaeT 0ToBpaKeHO OKHO (CM. PucyHok 4) ans
BbIOOpa M3 cneayolero Habopa KOMMNOHEHT:
=  MwuHugpaiisep PRO;

= JaCarta SecurLogon;
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= YnpaBneHue TOKEHOM;
= [lopnepxka buometpuu;
=  [lpavieep JaCarta Virtual Reader.
@ Mpumevanue. MNMoapobHee o pabote JaCarta Virtual Reader npuseneHo B pasnene 9 "[pansep BUPTYanbHOIO
cumntbiBaTens JaCarta”.
@ MpumeuaHnune. OnucaHne KOMNOHEHTOB NpuBeneHo B npunoxenuu (MpunoxeHune A. KomnoHeHTs! M0 "EauHbIi
Knuenr JaCarta").

ﬁ Eantenid Knnent JaCarta X

LU,EJ'IK.HMTE 3HEHOK B CNMMCKE HIHE, YToBE MSMEHWUTE Crocod YCTEHOEKK KOMNOHEHTA.

ONMCaHKME KoOMMNOHEHTa

EfmHbiA KnwedT JaCarta
MuHuopakieep PRO
JaCarta SecurLogon
YNpasneHve TOKEHOM
MoaaepsKka BHOMETPHM
Opaieep JaCarta Virtual Reader

BazoBbii Habop KOMNOHEHTOE
AnA paboTel NporpaMMel.

[na AEHHOMD KOMNOHEHTA
TpefyeTca 49MG Ha MeCTKoM
AWCKE,

Cnpaeka < Hasan OTMeHa

PucyHok 4 - OkHo "BbibopoyHas ycraroska " macrepa ycrarosku 10 "Eanrbii KimeHt JaCarta”

[ng yctaHoBKM TpebyeMoro KOMNOHEHTa B OKHe "BbibopoyHast yCTaHOBKA" B CTPOKE C Ha3BaHMEM HYXXHOIO
KOMMOHEHTAa HaXaTb Ha 3HAYOK & u B BblNagawoLleM cnmcke Bbl6paTb H806X0,EI,MMyPO onuuK yCTaHOBKK
(cM. PucyHok 5):

—  "[JaHHbIV KOMMNOHEHT OYLEeT YCTAHOBMEH Ha NOKaNbHbIN XEeCTKUI ANCK";

—  "[JaHHbIV KOMMOHEHT U BCE NMOAKOMMOHEHTbI BYAYT YCTAHOBMEHbI HA NOKANbHbIN XeCTKUIA AncK"

—  "[laHHbIV KOMMOHEHT 6yneT HefocTyneH".

&) [anHblii KOMNOHEHT BYAET YCTAHOBNEH Ha NNOKANbHBIN KECTKNI ANCK.
=38 [laHHbii KOMNOHEHT W BCE NOAKOMMOHEHTDI ByAyT YCTaHOBNEHBI H3 NOKANbHBIN KECTKMI ANCK.

X [JanHblil KOMNOHEHT ByAET HEAOCTYNEH.

PucyHok 5 - Onumn ycTaHOBKH KOMITOHEHTA

Mpu HaxxaTum Ha kKHonKy "Crnpaeka” 6yaeT oTKpbITo 0KHO "CoBeThI MO BEIOOPOYHONM YCTAaHOBKE", COAepKaLlee
noapobHoe onuMcaHWe COCTOSIHUI YCTAHOBKM KOMMOHEHTOB (CM. PUcyHOK 6).
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ﬂ Eanteni Knnent JaCarta X

= L SHEHOK PALOM C HA3BaHWEM KOMNOHEHTE NOKA3bIBAET COCTOAHME YCTaHOBKH
KOMMOHEHTE, LL|ENKHKMTE 3TOT SHEY0K, yTobk! PacKpbITe MEHID COCTOAHWA
YCTAHOEKK ANA KEHA0MN0 KOMNOHEHTA.

ﬂEHHOE COCTOAHWE YCTAHOBKH O3HEHYSET, YTO KOMAOHEHT. ..

GYAeT NONHOCTLID YCTAHOBMEH Ha NOKAMLHEIA HECTHHA AWK,
GyneT coAepHaTE NOAKOMNOHEHTE! Ha NOKANEHOM HECTKOM AWMCKE,
He BYAET YCTaHOBMNEH.

GyaeT ycTaHoBNEH NP MEPSOM MONONB305aHWH,

ol B

GyneT ycTaHoBNeH ANA 3aMycka No CeTH.

Pucyrok 6 - OkHo "CoBeTsl 110 BbI6OpOYHOH ycTarHoBke " macrepa ycraHosku 10 "EanHbii Knnert JaCarta”

5. Ecnm Ha ware 3 6bin BbIOpaH BMA, YCTaHOBKM "BbibopoyHas”, To 6yaeT oTo6paxeHo OKHO "[ononHuTeNbHble
napameTpbl paboTbl” (cM. PucyHok 7). C nOMOLLbIO OJHOMMEHHOM rafio4yku MOXHO:
e nob6asutb EguHbint Knnent JaCarta B aBTO3arpysKy npu Ctapte onepaumoHHON CUCTEMBI;
e nobaeutb spnbik EanHoro Knuenta JaCarta Ha pabounit cTon;

ﬂ Eguneiii Knnent JaCarta

[ NoBaenTs EAWHLIA KnneHT JaCarta B BETO3AMYCK

[ AoBaeuTe apneik Equnoro KnuenTa JaCarta Ha pabounii cron

= =

PucyHok 7 - OKHO []orno/IHNTEIbHBIE MapameTpbl pabots!” macrepa ycrarosku 10 "Eanreni Kiment JaCarta”

Ecm 6bin1a BbibpaHa ycraHoBka "CraHgaptHas', To Eaureiid KnnenT JaCarta 6yaer aBTomatnyecku 406aB/1EH B
aBTo3arpy3Ky

6. HaxaTtb kHONKy "YcTaHOBUTL". ByaeT BbINONHATLCS YCTaHOBKA BbibpaHHbIX KOMMOHeHTOB 10 "EauHbin KnueHT
JaCarta". Xop ycTaHOBKM oTOOpaXkaeTcs B BuAe MHAMKATOpa (CM. PucyHok 8);
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ﬂ Eanteni Knnent JaCarta — >

Ao AMTECE OKOHUEHMA YCTaHOBKM EQMHEIA KnueHT JaCarta. 3To makeT
3EHATD HECKOMBKO MAHYT,

CocTosaHe:

Pucyrok 8 - lNpouecc ycranoskm 10 "EanHbiii Kmment JaCarta”

7. Tocne 3aBepLlieHNs yCTAHOBKM 0TOOPpasnUTCa cneaytoliee OKHO C MHPOPMaLMeR O 3aBepLUEHNM YCTAHOBKM
(cm. PucyHok 9);

ﬂ Eantenid Knnent JaCarta he

MporpaMMa ycTaHOBKH 2aBepllieHa

Mporpamma EanHeni KnvenT JaCarta yonewHo yoTaHoBneHa.
[ns KoppeKTHOI paboTel BCEX KOMMNOHEHTOE PEKOMEHAYETCA
MEPEZErPYSUTE KOMMBIOTER.

)

PucyHok 9 - OkHo 3aBepuierns ycraHosku (10 "Eamnnbii Knnent JaCarta”

8. Haxatb kHonky "ToToBo". Mepe3arpy3uTb KOMNbOTEP, €CKN ByAeT 0TOOpaXKeHO COOTBETCTBYOLLEE
npepynpexaeHue (cm. PucyHok 10);

ﬂ CBEAEHMA 0 NporpamMme ycTaHoekn Egunenid Knnenr Ja..

BCTYMMIM B CUNy, HeoGXxoauMo NepesarpysTe
KOMMBoTep, HakmuTe «fas, yTobkl cAenaTs 3To
ceiiuac, Mnu <HeT, yTobibl BRINONHWTE NEpesarpysKy
MOSHE BRYHHYIO.

@ [ns Toro 4Tobkl usmeHeHua EauHeni KnuweHT JaCarta

Pucyrok 10 - CBegeHns o nporpamme ycraHoBku [10 "Eamnbiii Knnent JaCarta”

9. bypgeT BbinonHeHa nepesarpyska komnbtoTepa. lNocne 3agepweHuns nepesarpysku M0 "EanHbii KnueHt
JaCarta" rotoBo Kk pabore.
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4.5 YCTaHOBKa NpPOrpaMMbl B peUMe KOMaHAHOW CTPOKK

lTepen ycrarnoskosi 10 "Egqunbivi KnneHt JaCarta” Heo6xoq1MmM0o 03HaAKOMUTECS C COLEPIKAHMEM ITYHKTA
4.3 "0653are/ibHble MepPbI MTPEJOCTOPOKXHOCTH "

YcTaHoBKa NporpaMMbl B peXmMMe KOMaHOHOM CTPOKM BbiNoNHSAETCs ¢ noMolbio Windows Installer - cpenctsa
YCTAHOBKM, UBMEHEHUS U BbINOJIHEHWS OMEPALMIA U3 KOMAHLHOM CTPOKM.

=) CoeerT. [ng nonyyeHus cnpasku no Windows Installer Heo6x0aMMO aKTMBMPOBATL KOMAHAY MeH0 "Tlyck —>
CnyxebHble — Windows — BbinonHuth". B nosiBuBLIEMCS OKHE "BbINONHUTL" BBECTM KOMaHAY "msiexec” n HaxaTb
kHonky "OK". byaeT oTKpbITO OKHO "YcTaHoBLWMK Windows" co cnpaBKoW 0 Nporpamme.

MmeHa naketoB yctaHoBkM 10 "EauHbin Knnent JaCarta" npuseneHsl B nogpasaene 4.2 "OnucaHne nakeTos
YCTaHOBKM".

P Ona yctanosku MO "Eguubiit Knuent JaCarta” B pexuMe KOMaHAHON CTPOKM HE06XOAMMO:

1. BoWTtu B cuCcTEMY NOA YYETHOM 3aNUCHI0 C NpaBaMM aAMUHUCTPATOPA;

2. 3aKkpbiTb BCE NPUIOXKEHMS M 3aNyCTUTb NpunoxeHune "KomMaHaHas CTpoka" OT UMEHW agMuHKUCTpaTopa. Ans
3T0ro BbibpaTtb MeHto "Tyck — CnyxxebHble — Windows — KoMaHaHas cTpoka” M akTUBMPOBATb KOMaHAy
"[lononHMUTENBbHO — 3anycK OT UMEHM aAMUHUCTpaTopa”;

3. B komaHAaHOM cTpoke BBeCTM KOMaHay ycTaHoBku MO "EauHbiin KnuenTt JaCarta” ¢ nomowbto Windows
Installer c Heob6xoauMbIMUK NapaMeTpaMu, HanpmuMmep:

msiexec /i C:\damn ycraHoBku ExmHOTO Kinmenra JaCarta.msi
4.5.1 TapameTpbl 419 YCT3HOBKM MPOrPaMMbl B PEHMME KOM3HHOW CTPOKM

Mpu ycTaHOBKE NPOrpaMMbl B pEXMME KOMAHAHOM CTPOKM CyLLECTBYET BO3SMOXHOCTb 3343aBaTb 0COObIe
napameTpbl 10 "EgnHbiii Knuent JaCarta” u nx 3HayeHus. [1ng 3agaHng napaMeTpoB UCNOAb30BaTh CNeayoLWwuii
¢dopmMar:

msiexec /i daitn_ycTanoBku EmmHoro KimenTa JaCarta.msi NAPAMETP=3HAUEHVE
[IAPAMETP=3HAUYEHNE /gb

Cnucok napameTtpoB ycTaHoBku 10 "EauHbin Knunent JaCarta” npu ero yctTaHOBKE B peXXMMe KOMaHAHOM CTPOKM
npefcrasneH B Tabnuue (cM. Tabnauua 7).

Tabnuya 7 - lapametpsi ansg ycranoskm 10 "Eanrbii KineHt JaCarta” B pexmnme KOMaHAHOH CTPOKH

MNapametp 3HauyeHune OnucaHue
INSTALL_BIO 0 He ycTaHaBnuBaTb nogaepxky buomeTtpun
1 YcTaHoBUTL Noanepxky buomerpmm
INSTALL_PRO_MD 0 He ycTaHaBnuBaTh MUHMApaiisep ans tokeHos PRO
1 YcTaHOBUTb MUHMApaliBep ang TokeHoB PRO
INSTALL_SECURLOGON 0 He ycTaHaBnuBaTh KoMnoHeHT SecurLogon
1 YcTaHoBUTb KOMMNOHeHT SecurLogon
INSTALL_JACARTA_VR_DRIVER 0 He ycTaHaBnvBaTb gparisep BUPTYaNbHOMO

cymtbiBaTens JaCarta Virtual Reader

1 YCTaHOBUTb ApaiiBEp BUPTYaNbHOrO CUMTHIBATENS
JaCarta Virtual Reader

IFD_READERS ot 1l po10 KonnyecTso ycTaHaBnMBaeMbIX LpaiBepoB
BUPTYasibHbIX CYMTbIBATENEN. [pUMeHseTCs
COBMECTHO C NapamMeTpoM
INSTALL_JACARTA_VR_DRIVER
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MapameTp

INSTALL_TOKEN_MNG

INSTALL_CERTS

CERTS_EXPIRING_WARNING_VISIBLE

CERTS_EXPIRED_WARNING_VISIBLE

DISABLE_CPRO_SC_REGISTRY

ADD_JCUC_AUTORUN

INSTALL_PIN_EXPIRATION_AS_DIALOG

INSTALL_NUMBER_DAYS_TO_PIN_EXPIRE

LANGUAGE

SYNCPINDOMAIN

3HayeHue
0

1

oT 1 no 365

RU

EN

MmMa pomeHa

OnucaHue
YCTaHOBUTb KOMMOHEHT YNpaBneHne TOKEHOM
He ycTaHaBnvMBaTb KOMMNOHEHT YNpaBneHue TOKEHOM

YcTaHoBUTbL cepTudUMKaThl AN NPOBEPKM MOANUCU
[parBepoB

He yctaHaBnmBaTb cepTuduKaThl 4S5 NPOBEPKM
noAnucK ApanBepos

He oTobpaxaTtb npeaynpexaeHus 06 nctekarowem
CpOKe AencTems cepTndumkarta

OTobpaxatb npenynpexneHuns 06 ncrekarLem cpoke
LeicTBus ceptudumkata

He oTobpaxaTtb npeaynpexaeHuns 06 nctTekweM cpoke
nencTeus ceptudumkarta

OTo6paxatb NpesynpexneHns 06 nctekwem cpoke
nencTeus ceptudumkaTta

Ocraenset pernctpaumto B Winlogon ans
cuutbiBaTener JaCarta B Kpuntollpo CSP

Ypansert peructpaumio u3 Winlogon ans
cumTbiBaTenei JaCarta 8 Kpunrollpo CSP

MO "EpmHblii KnueHt JaCarta” He 6yneT nobasneH B
aBTO3anyck

KomMmeHTapmii: napameTp HeobxoqMMO 334aTe

CTPOIO B cnegyrowem suge:
ADD_JCUC_AUTORUN=""

MO "EpmHblii KnueHt JaCarta” 6ynet nobasneH B
aBTO3anycK

He BbIBOAWTL yBELLOMIEHME 06 UCTEYEHUU BPEMEHU
*u3Hu PIN-kopa B ananorosom okHe (ang JaCarta PKI
n JaCarta PRO)

BbiBOAWTbL yBELOMIEHUE 06 UCTEYEHWUU BPEMEHM
*u3Hu PIN-kopa B ananorosom okHe (ang JaCarta PKI
n JaCarta PRO)

He otobpaxatb yBegomnerue o6 ucrekatowem PIN-
Kone

3a4aéT 3a CKOMIbKO HEM 10 UCTeYEHUS BpEMEHMU
*n3Hu PIN-koaa BbIBOAMTb yBeAOMEHUE

Mcnonb3oBaTth pycckui a3bik MHTepdeica
MO "Eounbin Knuent JaCarta”

Mcnonb3oBaTb aHIMMUCKUI 93bIK MHTepdenca
MO "Eannbin Knunent JaCarta”

Mcnonb3oBath ykazaHHOe MMS LOMeHa Ang
YHKUMOHaNbHOCTU "CUHXPOHU3aLMa naponen
3/1eKTPOHHOrO KloYa M YYETHOW 3anMcKn oMeHa
Windows" (cMm. pasgen 10)
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MapameTp 3HaueHue OnucaHue

ADD_JCUC_DESKTOP 1 YcraHoBKka/obHoBNEHUE: L06aBUTL spnblk EAMHOro
Knuenta JaCarta Ha pabouuii cton

0 O6HoBneHue; He [06aBNATbL Apnbik EaMHoro Knuenta
JaCarta Ha pabouuit cTon

He 33faHo YcraHoBka: He no6aBnath apablk EaMHoro Knuenta
JaCarta Ha pabounit cton
O6HoBNEHHUE: MPUHMMAET 3HAYEHUE YCTAHOBIEHHOTO
NpUIOXEHUS

S Mpumep. KomaHaa yctaHoeku MO "Eaunbin Knunent JaCarta” B pexxnMe KOMaHAHOM CTPOKM B C/ly4ae 3a4aHns
[LONONHWUTESNIbHbIX NAPaMEeTPOB:

msiexec.exe /i C:\JaCartaUnifiedClient 3.X.XXXX win-x64 ru-Ru.msi
INSTALL JACARTA VR DRIVER=1 /qgb
B naHHOM npumepe 6yaeT BoinonHeHa yctaHoBka 10 "EguHbin KnuenT JaCarta” co cnepyowmMm napameTpamu:

e INSTALL JACARTA VR DRIVER=1 - YCTaHOBMTb ApanBep BMpTyanbHoOro cumnteiBatens JaCarta Virtual Reader;

e /agb - ko4 Windows Installer, B COOTBETCTBMM C KOTOPbIM ByAeT 0TOBpaxXEH X0f, YCTaHOBKM, NMPU 3TOM He
HWMKaKMX BOMPOCOB MOJIb30BATENO 334aH0 He byaeT, Takxke U He ByaeT oTobpaxaTbcst KHonka "Cancel”
("OT™eHa").

4.6 OTobpareHne KoMaHabl "YripasneHne TOKeHOM" Ha 3KkpaHe 6noknposkn Windows

Mocne 3aBepweHns yctaHoBku MO "EpmHbii KnueHT JaCarta” n nepexona B akpaH 6noknposku Windows, byaoert
oTobpaxeHa KoMaHaa "YnpasneHue TokeHoM" (cM. PucyHok 11). OHa oTobpaxaeTcs, ecnm B Xofie YCTaHOBKM 6bi
BbIGpaHbl OAUH M3 cnepylowmx BuaoB: "CtaHgaptHag” unu "BeibopoyHas ¢ KOMNOHEHTOM YnpaBnieHue TOKEHOM",

admintest
N

6 admintest

usertest

Ynpagnesue ToxeHoM

PucyHok 11 - InemMeHT ynpasieHns Ha 3kparHe 6710kmuposku Windows

CkpbITb 0OTOOpaKeHMe JAHHOMO 3/1eMEHTA YNpPaBieHNs MOXHO C MOMOLLbBIO yAaNeHns KOMNOHeHTa "YnpasneHue
TOKeHOM" (cM. PucyHok 12). ng atoro Heob6xoauMmMo nocnenoBatenbHO BbibpaTh "lMaHenb ynpasneHus”,

"MporpamMmbl 1 KOMMNoHeHTbl", "EauHbIn KnneHT JaCarta” n Haxatb KHOMKy "MI3MeHuTh". [locne yero ncknyuntb
KOMMOHEHT "YnpaBneHne TOKEHOM" U3 YCTAaHOBNAEHHbIX KOMMOHEHTOB:
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AO "Anapaunn P.0." 1995-2026 .

ﬂ Eanneid Knuent JaCarta

LL|eNKHUTE 3HEY0K B CTMCKE HIDKE, YToBkEI MSMEHWTE Nocof YCTaHOBKM KOMMNOHEHTa.
OMWCEHWE KOMMOHEHTA
KOMNOHEHT ANA BbINONHEHWA
OMEPELMIA C IMEKTPOHHBIMA
Kniouami JaCarta oo Bxoga B
CHCTEMY. BrIKOYEHKME No3BONAET

=0 ~ | EnmHeli KnenT JaCarta
MuHMapaisep PRO

¥ - | JaCarta SecurLogon
YNpasneHke ToKEHOM
=) [aHHeIi KOMNOHEHT ByAET YCTAHOBNEH Ha NOKaNBHBIA HKecTUi gnck.

=J8 [JaHHbifl KOMNOHEHT W BCE NOAKSMINOHEHTEI By yT yCTaHOBNEHBI HA NOKAABHBI HECTKAA NCK,

JlaHHbIR KoMNoHeHT By AT HEAOCTYEH.

| < Hazan || Janee > I | OTmMeHa

Pucyrok 12 - Hckno4deHmne KoMnoHeHTa "YnpasieHne TokeHom "
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5. VI3mMeHeHwe, ncnpaenexHune, yaaneHme nporpammbl

llepen yaaneHmnem i o6HosneHnem 10 "Egnnbiii KnneHT JaCarta” Heobxoqmmo 0653aresibHO yoeqnTscs 8
TOM, YTO Ha BalIEM KOMIIbIOTEPE HACTPOEHA XOTS Obl OAHA YHETHAS 3aMNCh, KOTOPAS 103BONIET BXOAUTb C
aAMUHNUCTPATUBHBLIMM [TOJTHOMOYUIMU IPH [TOMOLLUM JIOTMHE M N3POJIS, TO €CTb 6E3 MCI10/1b30BaHNST TOKEHOB U
CMapT-Kapr.

5.1 V3meHeHWe NporpamMmbl

@ MN3meHeHue MO "Eannbii Knuent JaCarta” BkitoyaeT B ce65 M3MEHeHMe NepeyHs ero yCTaHOBIEHHbIX
KOMMOHEHTOB.
P Ona usmenenus MO "Eamublii Knuent JaCarta" Heo6xo4uMo:

1. [nsa nameHenuns MO "EamHbii KnueHt JaCarta” nepelitn B MeHto "Myck — MapameTtpbl — MNpunoxeHms —
MpunoxeHns 1 BO3MOXHOCTH". ByaeT oTKpbITO OKHO (CM. PucyHok 13);

& Mrsm

Gy [nasHas M PHUNOXEHNA N BO3MOXHOCTK
Haiitn napametp R Baw tenedoH 8,00 Kb
Microsoft Corporation 17.09.2024
Mpunoxenna
% [l paiieep rpadukn Intel® 3,68 MB

20.04.2022

MPUAOKEHNA 1 BOSMOXHOCTH
O EawHbiid Knuent JaCarta 77,5 ME
¢ 28.01.2025

i}

MpraoxeHna No yMonYaHu
3.3.0.3570

[} ABTOHOMHbIE KapThl
WzmennTs Yaanute

@0 MNpunoxeHus Ana seb-caidTos

3anvckn 8,00 KB

Microsoft Corporation 17.09.2024
1 BocnpowseejeHue BUae0

3anvce ronoca 8,00 KB

Microsoft Corporation 17.09.2024

Kanekynatop 84,0 Kb

Microsoft Corporation 17.09.2024

PucyHok 13 - [Ipnioxerms u BOIMOXHOCTH. MI3MEHEHNE porpamMmbl

2. B cnucke yCTaHOBNEHHbIX NporpamMm BbibpaTtb "EauHbii KnueHT JaCarta” v HaxaTtb KHONKY "MI3MeHUTL".
OT06pa3unTCs OKHO NMPUBETCTBMS MAcTepa YCTaHOBKM (CM. PucyHok 14);

ﬁ Eanteiid Knnent JaCarta >

Bac NnpMBETCTBYET NpOrpaMMa YCTAHOBKH
EauHbIii KnuwenT JaCarta

MporpamMmMa yCTEHOEKK NPeA0CT 3EUT BOSMOXHOCTE MSMEHWTE,
WCMPEBUTE MK YAANUTE EAMHBI KnueHT JaCarta. [ina
MPOJAOMTHEHWA HAMMATE KHOMKY «[lanees.

MPEAYTPEXAEHWE: [1aHHas NporpaMMa 3allMILEHa 33KoHaMA
ofi GBTOPCKUX NPEBAX M MEXAYHEPOAHEIMA COrNELIEHUANK,

ol

PucyHok 14 - OKHO npuBETCTBHUS MACTEPA YCTAHOBKM

3. Haxatb kHoNKy "Janee”. B nosBuBluEMCS OKHe "VI3MeHeHue, ncnpasneHne unu yananedme EauHeii Knuent
JaCarta" Bbibpatb onumio "MameHnTs" (CM. PucyHok 15);
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Eaounbii Knuent JaCarta

ﬂ Eannenid Knnent JaCarta >

@I‘buel.rlb

WM3MEHEHWE YCTAHABNMBSEMEIX KOMNOHEHTOE EQMHENT KnueHT JaCarta.
MoABMTCA AManoroBoe okHo "BrIBOpOYHER YCTEHOBKE™, B KOTOPOM
MOPKHO M3MEHMTE CNOCOD YCTEHOEKW KOMMNOHEHTOE,

O HcnpaenTb
ﬁ Wenpasnenie ownbok B EQMHLIR KnuenT JaCarta. Mpk soibope AaHHoN

OMEpaLyi MCNPEBNAIOT CA OTCYTCTBYHOWME MW NOBPEHAEHHEIE
alinkl, APALIKK 1 3aMKo4 pEecTpa.

O!’namrlh

@ YoaneHwe Egunent KnvenT JaCarta ¢ koMnstoTepa.

- orre

Pucyrok 15 - Usmernenne, ncnipasnermne wim yaanenme 10 "Egnmbii Knnent JaCarta”

4. HaxaTb kHonky "Hanee". bygeTt otobpaxkeHo OKHO "BbibopoyHas yctaHoBKa koMnoHeHToB N0 "EanHbii
Knuenrt JaCarta" png nameHeHus nepeyHs yctaHoBneHHbIX koMnoHeHToB 10 "EaunHbit Knuent JaCarta” (cm.
PucyHok 4);

5. BbinonHutb waru 4-9 npoueanypsbl yctaHoBku M0 "EanHbin Knuent JaCarta” (cM. nogpasnen 4.4 "YcraHoBka
NporpamMmsl C NOMOLLbIO MacTepa YCTaHOBKK").

5.2 WcnpasneHve nporpammsl

g

McnpaeneHue nporpamMmsl No3BonseT 406aBUTb OTCYTCTBYIOLLME UM UCTIPABUTL NOBPEXAEHHbIE Daiinbl, APAbIKM
n 3anucu peectpa MO "EanHbii Knuent JaCarta”.

Mepen 3anyckoM npouenypbl UCNpaBAeHUs HeobXxoanMMo yoeaunTbes, YTo nakeT yctaHoBku MO "EanHbin Knuent
JaCarta" xpaHUTCa NO TOMY Xe MyTH, YTO U B XOLE €ro YCTaHOBKMU.

D Ons ucnpasnenus MO "EauHbiit Knuent JaCarta” Heo6xoauMmo:

1. BbinonHutb waru 1 u 2 npouenypbl U3MeHeHus nporpaMMsl (CM. noapasgen 5.1 "MismeHeHue nporpammsl”);

2. B okHe "M3MeHeHue, ncnpasneHune unu yaanerune MO "EamHeiit Knuert JaCarta” BoI6GpaTh onumio
"Ucnpasutb”;

3. Haxatb kHonky "danee". bynet otobpaxeHo okHO "McnpasneHune nporpammel”(cMm. PucyHok 16);

ﬂ Eanteiid Knnent JaCarta >

ﬁ HarMuTe KHonKy WenpasuTe”, YTobbl MCNpaenTe EAuHEN KnueHT JaCarta.

<o s

Pucyrok 16 - McripasneHune rporpamms!

4. HaxaTb KHonky "McnpaButb". byaeT BbINOMHATLCA NOMCK nakeTa yctaHoBkK M0 "EpuHbiin Knuent JaCarta” no
TOMY e MYTH, 4TO U B XOAE ero yCTaHOBKM.
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5.3 YpaneHwe nporpamMmbil
5.3.1 YpaneHwe NporpamMmbl C MOMOLLIbIO MaCTepa yaaneHusa

P Ona ynanennsa MO "Epunbiit Knuent JaCarta” Heob6xoaumo:

1. AxktusupoBatb MeHto Tlyck — Anapaun P.O. - Yoanute MO "Epuneivi Knuent JaCarta”. Ha skpaHe 6yaet
oTobpaxeHo coobuieHune (cM. PucyHok 17);

Yeranoewwmk Windows

Be1 pEACTBMTENEHD XOTUTE YAANWTE 3TOT MPOOYKT?

Ek Het

A,

Pucyrok 17 - lNogrsepxaenns yaanenns 10 "Equrbini KnneHra JaCarta”

2. Haxatb kHoMKy "[1a" B okHe coobuieHuns. byaeT BbINONHATLCS yaaneHue nporpammbl. 10 OKOHYAHMK Ha
3KpaHe NosBUTCS coobLLeHMe C NpeasioXXeHMEM nepe3arpyskun komnbetoTepa (cM. PucyHok 18);

ﬁ CeegeHua o nporpamme ycraHosku Eguneni Knuent Ja...

[Ans Toro 4yTobel M3MeHeHUA EQWMHEIR KnneHT JaCarta
ECTYMMIN B 0Ny, HEOBX0AMMO NEPE3arPYENTE
KoMNetoTep. HawmuTe «flas, 4Tobbl coaenaTte 310
celHac, nk <Hets, 4Tobkl BEINONHKTE NepesarpysKy
MO3HE BRYHHYID.

[z ] Her
)

PucyHok 18 - [Ipeanoxenmne nepesarpy3ku KoMiboTepa

3. Haxatb kHonky "[1a". byaeT BbINOAHATLCA Nepe3arpyska KoMnbtoTepa. [10 OKOHYaHWe nepes3arpysku
npoueanypa yaanenus EaguHoro Knuent JaCarta 6yner 3aBeplueHa.

5.3.2 YpaneHwe NporpamMmbl B persnmMe KOMaHL4HOM CTPOKM

D Ons yaaneHus MO "Eaunblih KnueHnt JaCarta”™ B peXxuMe KOMaHAHOM CTPOKM HeobxoanMo:

Bo¥itn B cMcTEMY Nog, yY4ETHOM 3anmCblo C NpaBaMM aAMUHUCTPATOPA;
3aKpbITb BCE NPUNOXKEHUS;

3anycTuTb MHTEPMpeTaTop KOMAHAHOM CTPOKM OT MMEHU aAMUHUCTPATOPa;
BbinonHMTb KOMaHAy msiexec B cieaytolieM Gopmare:

AW N R

msiexec /x JaCartaUnifiedClient x.x.xx.xxx win-x86 ru-Ru.msi

roe JaCartaUnifiedClient x.x.xx.xxx win-x86 ru-Ru.msi - uMfycTaHoBo4HOro daina Mo
"EauHbIi KnnenT JaCarta” ansa 32-6utHon nnaTtpopmbl.

[ns 64-6uTHOM NnaTopMbl 3aMEHNUTL 3TO UMA HA JaCartaUnifiedClient x.x.xx.xxXX win-x64 ru-
Ru.ms1i. YTo6bl BbINONHUTL YAaNEHWE B NONYaBTOMATUYECKOM PEXUMe, TO ecTb 6e3 HeobxoanMMocTy
NOATBEPXAEHWUS AENCTBUIA, no06aBbTe B KOHLLE CTPOKM NapameTp /q.

5. TMocne Toro kak MO "EanHbii Knuent JaCarta” 6ynert yaaneH, peKOMeHAYETCS Nepesarpysntb KOMMbHOTEP.
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6. HacTponka paboTbl MpOrpaMmmbl 1 YCTPOWCTB

b Onsa HacTpoiiku MO "EanHbin KnueHT JaCarta” Heo6xoanmo:

1. AkTMBMpOBaTb MYHKT "HacTpoMku" B MeHIO BbICTPOro 3anycka Mam HaxaTb KHONKY "HacTporikn" B neBom
HWXHeM yrny ocHoBHOro okHa M0 "EaunHbin Knuent JaCarta”. byneT oTkpbiTo OkHO "HacTpoiku” (cMm.
PucyHok 19);

& Hacrpoiikn X

?”a”":’“"“ OToBpamaTe IHaUOK EAMHOTO KAvenTa JaCarta B 06AacTV yBeLoMAEHHA
ecurLogon
Nlormposanue OTobpaxaTh NpeaynpexaeHna of MCTeKaloLeM CpoKe AEACTBUA cepTURHUKaTa
®opmaTipoBaHne OToBpaxaTe NpeaynpexaeHna of MCTEKILIEM CpoKe AeACTBUA cepTUdMKaTa
O nporpamme
[J BuBoawTs yeeaomaeHmne 06 ucteueHUn BpeMenm XM3HM PIN-KO/3 B MANOTOBOM OKHE
3a CKONBKO AHEA 40 NCTEeUEHNA CPOKa AeicTBR PIN-KoAa cnefyeT yBefoMnTe | 14 e
MMA 1 ANA CUHXP LK naponei
A3bIK MHTepdeica Pycckni v

m SuE

Pucyrok 19 - OkHo "Hactpovikm”. Bknagka "OcHosHble”

2. TlepeWTu K HY>KHOM BKNaAKeE:

—  "OcHoBHble" - coaepX1T 0CHOBHble HacTpoiku M0 "EanHbii Knnent JaCarta”;
—  "[unarHocTuka" - no3BoAseT BbINOJAHUTb NMPOBEPKY LLENOCTHOCTU NPOAYKTa;
—  "SecurLogon'’ - copepxuT MHGopMaLmio o nuueHsun SecurLogon;
—  "JlorpoBaHue" - copepXuT HacTpoiku normposanma MO "Eanubiii KnueHT JaCarta”;
—  "MopmatupoBaHue" — no3BonseT BbibpaTb pexmum paboTbl MacTepa GOPMaTUPOBAHMUS MO YMONYAHMUIO;
—  "O nporpamme” - coaepxuT uHdopmaumio o sepcum MO "EamHbiit Knuent JaCarta” u cnocobax cBA3M € TEXHUYECKOM
NOAAEPXKKOMN.
3. BHecTM Heob6xoaMMble U3MEHEHUSI B HACTPOMKM M HaXKaTb KHoMKy "OK". IaMeHeHus1 6yayT COXpaHeHbI, OKHO
HacTpoek byaeT 3aKpbiTo. [119 BbiXxo4a M3 OKHA HacTpoek 6e3 CoXpaHeHMs BHECEHHbIX MU3MEHEHMWI HAXaTb
KHonMKy "OTmeHa".

6.1 Brknagka "OCHOBHbIe"

Onucanune HacTpoek Ha Bknagke "OcHOBHble" NnpuBeneHo B Tabauue (cM. Tabnuua 8).
Tabmuya 8 - Brknaaka "OcHoBHbie " Onucanmne HacTpoek

HacTporika OnucaHue

[aHHasa HacTpolika oTBeyvaet 3a fobaeneHune B aBTo3arpysky M0 "EanHbIv
Knuent JaCarta". 1ng Toro 4ytobbl HACTpoOWiKa cTana LOCTYNHOW Ans
penakTMpoBaHua Heobxoammo 3anycTutb Eanneiii Knuent JaCarta ot uMeHun
aAMMHUCTpaTopa

3anyck EK npu ctapte cuctemsl

OTob6paxatb 3Ha4oK EgnHoro
KnuenTa JaCarta B o6nactu
yBeAoMNeHumn

Onpepenser, 6ynet v 0To6paXKaTbCa 3NEMEHT ynNpaBaeHus ﬁ B obnactu
yBeaoMNEeHUN

7 Bknapka "SecurLogon” MOXeT OTCYTCTBOBaTb, €C/iv He 6bin ycTaHoBneH komnoHeHT JaCarta SecurLogon. Moapo6Hee 06
yCTaHOBKE KOMMOHEHTa CM. noapasaen 4.4 "YcTaHoBKa NporpaMmbl C MOMOLLbID MacTepa YCTaHOBKU"
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Hactpoiika

OtobpaxaTb NpeaynpexaeHus ob
MCTEKAKLLEM CPOKe AEeNCTBUS
cepTudukarta

OtobpaxaTb NnpeaynpexaeHus ob
UCTEKLIEM CpOKe LenCcTBUS
cepTudukaTa

BbiBOAUTL yBELOMEHUE 00
UCTEYEHUU BPEMEHU XM3HU
PIN-koaa B AManoroBom okHe

3a CKOMbKO AHEW A0 UCTeYEHUS
cpoka pevictemsa PIN-koga cnepyet
YBELO0MUTb

Nms moMeHa Ans CMHXPOHMU3aLMK
napone

A3bIK MHTEpdeElica

6.2 Brknagka "OnarHocTtmka"

Onucanue

OnpepenseT, ByneT M 0To6paxaTbecs NpenynpexaeHne 06 UcTekaowem
CPOKe [eNCTBUA cepTUdMKATa, XpaHUMOM B NaMSITU MPUIOXKEHUS

Onpegpenser, 6ynet 1 otobpaxaTbCs npeaynpexaeHne 06 ncTekweM cpoke
[eicTBUs cepTuduKaTta, XxpaHMMOM B NaMATU NPUIOXKEHUS

Onpepensert, 6yneT M oTobpaxaTbcs yBefoMneHne ob nctedyeHMn BpeMeHu
xu3Hu PIN-kopa B ananorosom okHe (ans JaCarta PKI u JaCarta PRO)

OnpegpensieT, 33 CKONbKO AHEN A0 ucTeuyeHus BpemMenu xu3Hu PIN-koaa
BbIBOAMTb yBegoMaeHue. [locTynHble 3Ha4YeHnsa oT 1 0o 365 aHew. MNpu
3Ha4yeHun paBHom O yBegOMNEHWE He BbIBOAUTCA

CopepxuT none gns otobpaxeHus UMeHn goMeHa Windows, B KOTOPOM
3aperncTpuMpoBaHa yyeTHas 3anucb nonb3oeatens. Mocne BBOAA UMEHU
[OMEeHa CTaHOBMTCS AOCTYMHOM KHOMKa cMeHbl PIN-koga 1 napons nomeHa.
Onucanue npoueaypbl cMeHbl PIN-kopa 1 napons fomMeHa npuBeaeHo B
pasgene 10 "CMHXpOHM3aLMs Naponei 31eKTPOHHOIO KAKYa U YY4ETHOM
3anucu gomMeHa Windows"

Mo3Bonset BbibpaTh f3bIk MHTEpdeiica MO "EanHbii KnueHT JaCarta”

OnucaHue HacTpoek Bknaaku "OuarHoctmka” (cM. PucyHok 20) npueeaeHo B Tabnuue (cMm. Tabnuua 9).

& Hacrpoiikm

e

OCHOBHbIE
W -

SecurLogon
JNlornpoeanne
BopMaTMpOBaHMe
O nporpamme

LienocTHoETE NpoayKTa:

BeiNOAHWTE

Cox | o

Pucyrok 20 - OkHo "Hactposikn”. Bknagka ‘AnarHoctmka”

Tabmya 9 - Bknaaka [narHoctmka'. OnucaHne HacTpoek

HacTporika

BbinonHuTb

& Hactpobiku

Onucanue

BbinonHsetca nposepka uenoctHoctu MO "EauHbin KnuenT JaCarta” ¢
nocnenylLwmm oTobpaxeHneM pesynbTaToB NpoBepku (cM. 21)

*

® MNpoBepKa LeNoCcTHOCTH MPOLWa YCNelwHo

Pucyrok 21 - CoobLyeHmne o pe3yibtare rpoBEPK LETOCTHOCTH
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6.3 Brxnagka "SecurLogon”

Ecnm B xope yctaHoBku MO "EamHbii Knuent JaCarta” 6bin yctaHoBNEH KOMMNOHEHT SecurLogon, To BKiaaka
"SecurLogon” 6yanet otobpaxeHa B okHe "Hactporku” (cm. 22). OnncaHme HacTpoeK BKNAAKM NPUBELEHO B
Tabnuue (cm. Tabnuua 10).

& Hacrpoiikn e
OCHOBHbBIE AaHHeie nnueHznm Securlogon:
AwarHocrika Cratyc: He ycraHoBneHa
g
Tlormpoeatine 3aKaH4vBaeTcA:
@opMaTMpoBaHie OpraHu3auuna:

O nporpamme

YCTaHOBWTE NMUEH3KKo SecurLogon...
o [ o

Pucyrok 22 - OkHo "Hactpovikm”. Bknagka "Securl.ogon”

U MonpobHo npo paboty ¢ npoayktom JaCarta SecurLogon npueeneHo B nokymenTe "JaCarta SecurLogon.
PykoBoacTBO agMumHuMCTpaTopa”.

Tabmuya 10 - Bknagka "SecurLogon’. OnucaHmne Hactpoek

Hacrtpolika OnucaHue

OTKpbIBaeT AManoroBoe OKHO A4 Bbibopa 1 ycTaHoBKM daiina nuueHsum MO
YcTtaHoBuTb nuueHsuto SecurLogon JaCarta SecurLogon ¢ nocnepyowimMm otobpaxeHmeM nHGoOpMaLmMm o ctatyce
NNLLEH3UU

6.4 Bknagka "/lornposaHue"

Bo Bknapgke "JlormpoBaHue" onpenensitoTcst HacTporiku nornpoBaHus MO "EguHbiin KnueHT JaCarta” n EanHoi
6ubnunotekn PKCS #11. OnucaHue okHa "HacTtpoiku” Ha Bknaake "JlormpoBaHue” (CM. 23) npuBeaeHo B
Tabnuue (cm. Tabnuua 11).

g@ Hacrpoiikun *

OCHOBHBIE EnvHbliA KnnenT JacCarta
AwarHocTka

SecurLogon Cratyc |Bhll<.ﬂ. '|
oo i
®opMaTipoBaHie MyTe K Gainy | C\Users\KAndronovayl.log O530p...

O nporpamme

EpvHan GubanoTera PKCS #11

Cratyc |Bhll<.ﬂ. !'|

MyTb K Gainy | C\Users\KAndronova\Desktop\Logs.txt |

[l CoxXpaHATe coBeITMA EAMHOTo KAneHTa JaCarta B xypHane coBuiTWid Windows

Coc ] o

PucyHok 23 - OkHo "Hactpovikmn'”. Bknaaka Jlormposarme”

AO "AnapamH P.O." 1995—-2026T. PykoBopacteo agmMuHuctpatopa ans OC Windows Crp. 29 /118



Eamubin Knuent JaCarta

Tabnmuya 11 - Bknaaka Jloruposarme”. OnucaHme HacTpoek

Hacrtpovika OnucaHue

3apaet HacTponku nornposanus MO "EamHbii Knuent JaCarta”:
e "Cratyc" - png Bbibopa onuwmii: Beikn. / Bkn.;
CermeHT "EamHbiin KnnenT JaCarta” e none "TyTb K daitny” — Ana 0TOBPaxeHUa NyTH K hainy ¢ noramu;
e kHomka "0630p" - Ans ykasaHWs MecTa pacnonoxeHus daina c
noramu
3apaeT HaCTpoMKu nornpoBaHms EanHon 6ubnmotekn PKCS #11:
e "Cratyc" - ang Bbibopa onumit: Beikn. / Bkn.;
CermenT "EanHag 6ubnuoteka
PKCS #11" e none "Tlytb K paiiny” - ang otobpaxeHus nyTu Kk dainy c noramu;
e kHomka "O630p" - Ans ykasaHWs MecTa pacnonoxeHus daina c
noramu
Mocne ycraHoBkM dnaxka, B XXypHan cobbeitnit Windows (Event Viewer) 6yayT
3anucaHbl cnenytolwme cobbitnsa EauHoro KnuenTa JaCarta:
e 3anyck v 3aBeplueHue pabotbl MO "EauHbii KnuenT JaCarta”;
e MOAK/IIOYEHME U OTKIIOYEHWE TOKEHA MM CMapT-KapThl;
e yCrewHas Uan HeycnewHas ayTeHTUhUKALMS B NPUIOXKEHUE;

L] ycnewHaa wunu HeycnewHasa CMeHa PIN-kopa nonb3oBatens u

®naxok "CoxpaHsTb cobbITHS
a[MUHUCTPATOPA;

EnuHoro Knuenra JaCarta B
XypHane cobbinit Windows" *  (pOpMaTUPOBaHME NPUNOKEHMS;

e pa3b/IoKMpOBKa TOKEHa.

[ing akTMBaummn Gnaxka HeobxoaMmo 3anycTutb Eamnbiin Knuent JaCarta ¢
npaBaMu agMUHUCTpaTopa. 3anucaHHble cobbiTusa 6yayT oTobpaxeHbl B
pasgene "XypHanol Windows -> lNpunoxeHuns" onepaumMoHHON CUCTEMBI.

OnucaHue cobbITUiM, COXpaHsIeMbIX B XypHan cobbitii Windows,
npencraBneHo Huxe (cM. Tabnuua 12)

OnwucaHue cobbiTuit, coxpaHsaeMbix B nor cobbitnii Windows, npeacraeneHo B Tabnuue (cM. Tabnuua 12).
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Tabmmuya 12 - Onnucanmne cobbiTui, COXPaHAEMbIX B XYpHan cobbitmi Windows

YpoBeHb Kog cobbitus OnwucaHue MoapobHocTu
[Info] Kog cobbitns: 1001 BeinonHeH 3anyck nporpammel "EanHbii Knuent JaCarta” Bepcus: [Homep Bepcun] Usrotoeutens: AO "Anagavi P. [."
. Owwnbka: [kop ownbkm] Bepcua: [Homep Bepcumn] U3rotosutens: AO "AnapanH
[Error] Kopa cobbitms: 1002 Owwnbka 3anycka nporpaMmel "EamHblii Knuent JaCarta” P.IL" [xoA ]Bep [ p Bepeuv] as
BbinonHeHo 3aBeplueHue paboTbl nporpaMmbl "EanHbIA KnneHT Owwubka: [kop ownbku] Bepcus: [Homep Bepcumn] U3rotoButens: AO "AnaaauvH
[Info] Kon coBbitus: 1003 ! P P porp A Oa: koA ] Bepcusi: [Homep sepcun] Al
JaCarta P. O.
OwnbKa KOHTPOAS LEeNOCTHOCTM nporpaMmel "EguHbIin KnueHT Owwmbka: [kon ownbkn] Bepcus: [Homep Bepcumn] M3rotosutens: AO "AnapauH
[Info] Kog coBbimus: 1004 3 KOHTPOZIA U porp A bka: [koa 1 Bepeus: [Homep sepcum] AR
JaCarta P. O.
[Info] Kop cobbitna: 1005  BbinonHeEHO NOAKIOYEHUE YCTPOMCTBA Mogenb, CepuitHbIt HoMep, MeTka
[Info] Kop cobbitnsa: 1006  BbiMoNHEHO OTK/OYEHWE YCTPOMCTBA Mogenb, CepuitHbIt HoMep, MeTka
Mogenb, CepuiiHblit HoMep, MeTka
BbinonHeHa nonbiTka ayTeHTMOUKALMM MONb30BATENS B NMPUIIOXKEHNE
[Info\Error] Kog cobbitna: 1007 . MoapobHocTM ayTeHTUdMKaummu: Peynbtat, Annnet, OCTaToK NOMbITOK
[Mms npunoxenua] B ycTpoiictee
ayTeHTMduMKaunm
BbinonHeHa nonbiTka n3MeHeHms PIN-kopa Mogenb, CepuiiHblit HoMep, MeTka
[Info\Error] Kop cobbitns: 1008  [monb3oBatens/agMuHUCTpaTOpa] MPUNOXKEHUS [MMS MPUNOXeHUs] B MopapobHocTn nsmeHeHns PIN-koaa [nonb3oBaTens/agMMHUCTpaTopal:
yCcTpoiicTBe Pe3ynbtat, Annnet
Mogenb, CepuitHblii HoMep, MeTka
. . MoapobHocTn 6nokmMposku: Annnet
[Warning] Kopa cobbitns: 1009  3abnokuMpoBaHO MpUNOXeHUe [MMS NPUNOXeHUs| B yCTPOICTBE AP P
MpuumHa BNOKMPOBKU: AOCTUKEHUE NPEfEeNbHOro YMCna NocNefoBaTebHbIX
HeyAauHbIX NoNbITOK NpeabasneHns PIN-koga nonb3osaTens
. Mogenb, CepuitHblii HoMep, MeTka
[Info] Kopn cobbitns: 1010  Pa36noknMpoBaHO NpUIOXEHUE [MMS NPUNOXEHUS] B YCTPONCTBE
MoopobHOCTM pa3biokMpoBKK: Annnet
BbinonHeHa nonbiTka GOpMaTUPOBAHUS MPUNOXKEHUS [UMS Mogenb, CepuiiHbi HOMep, MeTka
[Info\Error] Koz coBbitusi: 1011 opmatup P [ A P P
NpUNoXeHus] B yCTponcTBe MopapobHocTn dopmaTupoBanus: Pesynbtat, Annnet
. Heobxoaumo cmeHuTb PIN-KOA nonb3oBatens g NpUnoXxeHus [ums
[Warning] Kog, cobeitna: 1020 A A ANA Mp [ N
NpUNoXeHus) Mogpenb, CepuitHbin HOMep, AnnneT
. Cpok pencteust PIN-koga nonb3oBatenst ofis NpUNoXeHus [ums
[Warning] Kog, cobbitna: 1020 pok A A A4 TIp [
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6.5 Bknagka "®opmatnposaHune"

M Bo Bknagke "M®opmatupoBaHue” onpenensercs pexxuM paboTtel MacTepa GOPMaTUPOBAHUS NPUNOXKEHWUIA, KOTOPbIN
OyneT UCMoIb30BaTbCs MO YMOYAHUIO.
OnucaHue okHa "Hactpoiikun” Ha Bknagke "®MopmaTtmpoBaHue” (cM. PucyHok 24) npuBeneHo B Tabnuue (cMm. ).

& Hacrpoiikun *

OCHOBHBIE MOMUPOEIHUA NpUAOXKeHUL, komopell Gydem
AwarHocTika

SecurLogen

Jlornpoeauune

O nporpamme

PacluMpeHHBINA.
DOPMaTMPOBaTE NPUAOXKEHNE NOAPOOHO 23AaHHEIMI NapaMeTpamM.

®) CTaHAapTHBIN.
Q@OpPMaTUPOBaTL NPUACKEHME NAPAMETPaMM MO YMOAYAHHIO.

Q©OpMaTMpOBaTL NO WabnoHy.
DOPMaTMPOBaTE NPUACKEHME NAPaMETPamMi M3 WabnoHa.

COpOCKTEL HACTPOMKY.
AnA BeiBopa pexnMa GopMaTUPOBAHNA NPUACKEHUA NPKM KAaXAOM 3anycke MacTepa.

Coc | one

Pucyrok 24 — OkHo "Hactpovikm'. Bknagka "@opmarmposarme”

Tabnmya 13 - Brknagka "@opmaruposanme’. Onucanne Hactpoek

Hacrtpolika OnucaHue

Mo yMonuyaHuto 6yaeT UCMonb30BaTbCs PaCLUMPEHHbIA PEXXUM

PaclumpeHHbIi -
(bopMaTUpOBaHMs, NO3BONSIOWMI 338aTb NapaMeTpbl HGOpMaTUPOBAHUS

o Mo yMonyaHuio ByaeT MCNoNb30BaThCA CTAHAAPTHbLINA PEXUM
CTaHpapTHbI
(bopMaTUpoBaHMS NapaMeTpamu no YyMOMYAHUIO
Mo ymonuaHuio 6yaeT MCnonb3oBaThCs pexxum GopMaTMPOBaHUS MO paHee
®opMaTipoBaTh No WabnoHy y Y P bop P P
HacTPOEHHOMY WabnoHY
Mpu BbIGOpE onuuK pexum dopmatMpoBaHus ByaeT onpenensTbCs nNpu

CHbpocuTb HacTpoiky
Ka[0M 3anycke MacTepa popMaTMpoBaHus
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6.6 Bknagka "O nporpamme”

Bknapka "O nporpamme” coaepxuT cBegeHns 06 yctaHoBneHHOM 3k3emnnspe EguHoro Knunenra JaCarta

(cm. PucyHok 25).

f Hactpoiikn

OCHOBHEIE
AWarHocTHKa
Nornposanwe

DopmMaTUpoBaHUe
QO nporpaMme

EanHbin Knnent JaCar

Bepcun 33.6 Cbopka 3921

TexHuueckana noaaepiKa:
=7 (499) 702-3968
wwwaladdin-rd. ru/support/tickets/create

BHuMmaHne!
,JJZHHEH NporpaMuMa 33WWLLIEHS 33KCHOM ob SBETCPCKHX NPEB3X M MEXIYH.
HesakcHHoe Bocnpou3eegenne W/UAW pacnpocTpaHeHKE A3HHOM Nporpan
BaeYET TPEX¥AHCKYHE, 3AMWHUCTPETHEHYHC W YTONCBHYHD OTBETCTBEHHO L
33KoHoAaTERCTBOM Poccuiickoin Gegepaumu

© 1995 - 2026, AC "Anasavn P4 Bee npaga 3awmieHsl

Coc ] oo

Pucyrok 25 - OkHo "Hacrtpovikm”. Bknagka "O nporpamme”

6.7 CmapT-KapT puaep JCR: nameHeHune pernma paboTbl

(/] [na mopenei cMapT-kapT puaepos JCR LOCTYNHO M3MEHEHME pexxmMMa paboTbl 41 yay4lleHns BbICTpoaeNCTBUS.

Bo3MoxeH BbIGOp Mexay CTaHAAPTHLIM PEXMMOM paboTbl CMapT-KapT pUAEpPa, NOSHOCTbIO COOTBETCTBYHOLLMM

ctaHzapty 1ISO 7816-3 1 YCKOPEHHbBIM PEXMMOM, COAEPXKALMM M3MEHEHHbIE NapaMeTpbl cTaHaapTa ISO 7816-3 u

06€eCneymBaloLL MM MOBbILEHHYIO NPOM3BOAMUTENBHOCTL CMapT-KapT puaepa.

P Ons nsMmeHeHus pexuma paboTsl HE0O6XOANUMO:

1. Mogkntountb cMapT-KapT puaep JCR kK koMnbloTepy;

2. BcraButb cMapT-kapTy B cMapT-kapT puaep JCR u 3anyctutb N0 "Eanbbii Knuent JaCarta” ot uMeHu
aAMUHUCTpATOPA;

3. Ecau nopkntouyeHo HECKOJIbKO 31EKTPOHHbIX KAK4en, To Bbl6paTb 3HA4YO0K HY)XHOIO K/ilo4a B obnactu cneea u

nepenTu B paCUMPEHHBIN PEXUM;
4. Bo Bknagke "MHboOpMaumMs 0 TOKEHE" BbI3BaTb KOHTEKCTHOE MEHKO U BbIOpaTb Xenaembli pexkxuM (no
YMOJTYaHMI0 BbIOpaH CTaHAApTHbIN) (CM. PucyHok 26);
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é’ EanHblii Knuent JaCarta - [} X

EaunHbi KnneHt JaCarta Ana:ggnu)

Bepcma: 32.3.0.3570

JaCarta#4E460020

WHpopmauua o Tokee | PKI/BIO | SecurLogon

WHPOpMaUmMA o cunTeiBaTene -
Ha3saHue Aladdin R.D.JCR O

Homep mogenn JCR721-0ABRN

CepWiiHbIiA HoMep 16A14B5F

UID mukpokoHTpoatepa 54454E4500184004C5C100400000F7D4

BepcrA MeHeaKepa NPUAOKEHWA 00.07.01.07

[lata npowB0/ACTEa 2024-10-10

Wudopmaumna o TokeHe
Hazeanue JaCarta P KOnupoBaTk Bce napameTps! |
Homep moaenn JC303-1D1
CepWiiHbIiA HoMep DOD3COB:
MonHbIi cepUiAHLIA HoMep 4E460020 33645048
0bwan namaTs 80 KBanT
CBoBoaHaA NaMATE 51 KBaiT (64%)
[lata npowB0/ACTEa 12-09-2024
Wudopmaumna o npunoxkenni PKI/BIO

Annnet Laser

Wma JaCarta#4E460020
CeobBogHas NnamATL 53126 BanT
PIN-koa, YeTaHoBNEH
AavHa PIN-kopa [4.10]

OTtneuyatok nansua (BIO) YcranoeneH (BIO)
Makc. KonryecTeo NoneiTok Bsoaa PIN-koaa 1 BIO 10

Ocranocs nonsiTok BBoga PIN-koaa v BIO PIN: 10, BIO: 6
AnvHa PIN-KOA3 aAMUHUCTPaTOpa [4.10]

MaKc. KOAWUECTBO NOMLITOK BEOAA
PIN-koaa aamuHUCTpaTopa
QcTanoce NONBLITOK BBOAA
PIN-koAa agMUHKUCTpaTopa

JaCarta#4E460020

v CTaHAapTHEIRA

YCKOpPeHHbIA

PucyHok 26 - Bknasgka "MIH@opmaumns o TokeHe'. KOHTEKCTHOE MEHI0 BbIOOpa pexunma paboTsl puaepa

5. bypet otobpaxeHo nHbopMaLMoHHOe coobLieHne 0 He0bX0ANMMOCTH NEPENOAKNIOYUTL CMapT-KapT puaep
LN U3MEHEeHWs pexxuma paboTbl (cM. PucyHok 27);
6. Haxatb kHonky "OK" nns 3akpbIT1a COOBLLEHMS.

& Bruumanme! *

~/ TMepenogkmounte pugep ANA NPUMEHEHWA HACTPOEK

Pucyrok 27 - VIH@OopMaLmnoHHOE coobLYEeHNE O NEPENOAKITIOYEHNN PHUAEPE

Brumarme! Bo u36exarne BO3HUKHOBEHUS HEMPEABUACHHbIX OLNBOK paboTOCIOCOBHOCTH, HEOOXOAMMO
0643aTe/IbHO NEPENOAKIIOYNTE CMAPT-KapT puaep 8 USB-nopT komnsoTepa

6.8 Aladdin SecurBIO Reader: nameHeHue TMna 6BUOMETPUYECKOM CUCTEMbI CMapPT-KapT puaepa

@ Ina 6uomeTpuyeckoro cmapt-kapT puaepa Aladdin SecurBIO Reader AOCTYNHO n3MeHeHMe Tuna bUuoMeTpuyeckon
CUCTEMbl N9 NOBbILEHUS BEPOSTHOCTM CO34aHus OBuomeTpuueckoro wabnoHa. Bo3moxeH Bbibop Mexay
CTaHAAPTHBIM TUMOM BMOMETPUYECKON CUCTEMbI CMApT-KapT pUAEpPa U YNPOLLEHHBIM PEXUMOM.

U3MeHSTb THIT BMOMETPUYECKOH CUCTEMbI CMapT-KapT puaepa Aladdin SecurBIO Reader cneayer rosbko npu
HEONHOKPATHOM 3aTPYAHEHUM MPU CO3AAHUN OUOMETPHUYECKOrO LAb/I0HA

P [na usMeHeHns pexuma paboThl:

1. MomkntounTb BMOMeTpUyeckuii cMapT-kapT puaep Aladdin SecurBIO Reader k komnbtoTepy;

2. BctaBuTb NnepcoHanbHy CMapT-KapTy B buomeTpuueckuin cmapT-kapt pugep Aladdin SecurBIO Reader n
3anyctutb M0 "Eamubii Knuent JaCarta” oT MMeHW agMUHUCTPATOpa;

3. Ecav nopokntoyeHO HECKONbKO 3/1EKTPOHHbIX KNOYeEH, TO BbIOpaTbh 3HAYOK HYXKHOrO Kftova B 06nacTu cnesa u
nepenTn B PaCLUMPEHHbIN PEXUM;

4. Bo Bknagke "MHhopMaLms 0 TOKEHE" BbI3BaTb KOHTEKCTHOE MEHH W BbIOPaTb XXeNaeMblit pexxum paboTol
H6UoMeTpHUYECKOM CUCTEMBI (MO YMOTYAHUIO BbIOpaH CTAaHAAPTHbLIN pexuMm) (cM. PucyHok 28);
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f Eaunubiii Knuent JaCarta - a x
EaunHbii Knuent JaCarta Ana:gguu)
Bepowa: 3203570

JaCarta#4E460020

WHpopmaumna o Tokexe | PKI/BIO | SecurLogon

WHGOPMaLMA 0 CUMTEIBaTENE

Ha3Banwe Aladdin R.D. JCR SecurBio 0

Homep mogenn JCR761-0ABRP

CepWiiHbIi HoMep 7D291327

UID MukpoKoHTpOAnepa 51494E45000D80085B9100270000CDEF
Bepcua MeHeAkepa NpUNOXeHNA 00.06.01.0C

[lata npou3BoACTEa 2023-01-26

WHdopmauua o TokeHe
Hazgauue JaCarta b KOMWpoBaTs Bce napameTpel

Homep mogenun JC303-1CF  Pexum paboTel puaepa..

TMoAHBIR CepHiAHEIA HoMep 4E460020): ~
06was namaThL 80 KBaii ¥ ¥npoleHHeIA

CBoGOAHAA NAMATE 51 Kbai A

[lata npou3BoACTEa 12-09-2024

WHgopmauma o npraoxkernn PKI/BIO b
Annnet Laser

Wmsa JaCarta#4E460020

CeobogHan NnamaTe 53090 Bait

PIN-koA YcTaHoBNEH

AnvHa PIN-koga [4..10]

‘Orneuwatok naneua (BIO) YcranoeneH (BIO)

MaKc. KOMWYeCcTBo NONLITOK BeOAA PIN-koaa 1 BIO 10

‘Ocranocs nonsiTok BBoaa PIN-koaa » BIO PIN: 10, BIO: 6

AnnHa PIN-KOA3 aAMUHNCTPaTOpa [4.10]

HacTpoiiki Makc. KONMUYeCcTBO NONLITOK BBOAA
PIN-koaa agMnHMCcTpaTopa
TEpERNUHTECH B QcTanocs NONLITOK BEOAA
CTaHAAPTHEI pesxim PIN-koAa agMUHWCTpaTopa

JaCarta#4E460020

3

PucyHok 28 - Bknasgka "MH@opmaumns o TokeHe'. KOHTEKCTHOE MEHI0 BbIO0pa pexunma paboTsl puaepa

5. bypet otobpaxeHo nHbopMaLMoHHOe coobLieHne 0 He0bX0ANMMOCTH NEPENOAKNIOYUTL CMapT-KapT puaep
NS U3MEHEHUs TUNa BuoMeTpuyeckoi cuctemsl (CM. PucyHok 29);
6. Haxatb kHonky "OK" nns 3akpbIT1a COOBLLEHMS.

& Bruumanme! *

~/ TMepenogkmounte pugep ANA NPUMEHEHWA HACTPOEK

Pucyrok 29 - MIH@OopMaLmnoHHOEe cooBLYEeHNE O NEPENOAKITIOYEHNN PUAEPE

Brumanmne! Bo nzbexarmne BO3HUKHOBEHMUS HenpeaBngeHHbIx oumbok p850TOCI70C05HOC TH, HEOOXO0AMMO

0653aT€/1bHO MEPENOAKIIOYUTL CMapT-KapT pugep 8 USB-nopT npu u3MeHeHuu Tmna bUoMeTpnyeckos
CHUCTEMB/

6.9 JaCarta SecurBIO: HacTponKa n paboTa

JaCarta SecurBIO - kntoyeBoi HocuTenb nHdopmauum (USB-TokeH) co BCTPOEHHbBIM CKaHEPOM OTNeYaTKOB NasbLEB,
KOTOPbIV MOEHTUYEH TOKEHY, OAHAKO KOHTPO/b AOCTYNA K K/IKOYEBOMY HOCUTEIO YCUIIEH 3a CYET BMOMETPUYECKOM
MOEHTMOUKALMM MO OTNeYaTKy nanbLa.

JaCarta SecurBIO gaBnsetca CCID-coBMecTMbiM USB-yCTpOMCTBOM M COYeTaeT B OOAHOM KOprnyce &MKOCTHbIN
CKaHep OTMneyaTKoB ManbLieB, BUOPOMOTOP, CBETOANOALI U ApYrUe KOMMOHEHTSI.

JlnuHeika 3nekTpoHHbIX Kntover JaCarta SecurBIO BktovaeT HECKOIbKO MOAMGDUKALMIA, KOTOPbIE OTAMYAKOTCS ApYr
OT Apyra HAabopoMm AOCTYNHbIX QYHKLUNA.

[na peanusauuu 6uomeTpuueckux 3agadv B yctporctBax JaCarta SecurBIO ucnonb3yotca npunoxenus: BIO
Manager u PKI/BIO. B naHHOM pasfene onucaHbl HaCTpoika M paboTa 3NeKTPOHHBIX K/OUeN C UCMOb30BaHUEM
npunoxexus BIO Manager.

Baxw+o! Onncanmne no nogroroske u HacTposike JaCarta SecurBIO ¢ npunoxernmnem PKl/BIO npuseseHs! B
paszgenax 7 um 8 HaCToSLLEro 4OKYMEHTA.
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Mepen nepBbiM ucnonb3oBaHuveM JaCarta SecurBIO pekomeHayetcs cmeHutb PIN-kop agMuHuUcTpaTtopa,
YCTaHOB/EHHbIM MO yMONYaHuio oT npunoxeHus BIO Manager.

PIN-kombl oT npunoxenuns BIO Manager ykasaHbl B Tabnumue (cm. Tabnvua 14).
Tabmuya 14 - PIN-koger npmnoxenns BIO Manager

MapameTtp Mpunoxenune BIO Manager

PIN-kof agMUMHMCTpaTOpa N0 YMONYaHUIO 1234567890
PIN-kop nonb3oBartens no yMonyaHuo He NpeayCcMOTpeH

PIN-kop cbpoca k 3aBoackum Hactpoiikam 0801378717

6.9.1 W3meHeHue PIN-Ko4 agMUHUCTPATOPA

P Onsa cmenbl PIN-kona agMuHUcTpaTopa Heob6XoanMMoO:

1. TMoakntounTb 3neKTpoHHbIM Kty JaCarta SecurBIO k pasbemy USB komnbtoTepa, 3anyctutb M0 "EanHbiv
KnuenTt JaCarta" u nepekntoumTbCs B paCLUMPEHHbIA PEXUM;

2. WHdopmaums 06 aneKTpoOHHOM Kitove Bynet oTobpaxeHa B OCHOBHOM OKHE, BbINOAHEHUSI AOMNONHUTENbHbIX
LLeWCTBUI He TpebyeTcs. Ecnu NoAK/I0YEHO HECKONBbKO 3/1IEKTPOHHbIX K/OYel, TO BbIOPaTh 3HAYOK HYXKHOMO
K/to4Ya B 061acTu C/ieBa;

3. Mepentn Ha Bknagky "BIO Manager” 1 HaxaTb kHonKy "CmenuTb PIN-koa" (cM. PucyHok 30);

@ [o cmeHbl PIN-koga no ymonuanuio Ha Bknagke "BIO Manager” oTobpaxaeTcs yBefgoMaeHne o HeobxoammocTu
cMeHbl PIN-koga ALMMHUCTpATOpa NO YMOMYAHMIO.

& Eaunbiii Knuent JaCarta — a x

EavHbi KnueHT JaCarta Ana:,q,quH)

Bepcua: 3.3.6.3921

JaCarta SecurBIO

‘ WHpopmayna o TokeHe | roct | BIO Manager

JaCarta SecurBIO

‘Onepaunn ¢ NPUACKEHNEM

P o (o
P Cuerime PIN-kon % ]

YctaHoBneH PIN-koj no ymonuaHuio. PekomeHayeTtca cmeHnTs PIN-koa. I Beectn PIN-Kkog

PucyHok 30 - Bknaagka "BIO Manager'. nemenTt ynpasnenns "Cmeumnts PIN-kog "

4. B otkpbiBWKMMCS OkHe "CMeHuTb PIN-Kkoa" BBeCTM TekyLwmi PIN-kog, (no yMonyaHuio 1234567890), Hosbli PIN-
Kog, 1 HaxaTb kHonky "OK" (cM. PucyHok 31);
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& Cuennrs PIN-kog, x

Tekywmnid PIN-koz

[ceereeees |4

HoBwmid PIN-kog

[coeevevere | &

Moareepante PIN-KO4

Pucyrok 31 — OkHo "Cmennts PIN-kog "

5. Tocne 3aBepweHus npouecca cmeHbl PIN-koga agMuHMCTpaTopa MOSIBUTCS OKHO C pe3y/ibTaTOM ero
BbINOAHeHUs (cM. PucyHok 32). Haxatb kHonky "OK".

&] Crennte PIN-kog >

+"  PIN-KOZ4 yCNeWwHo M3MeHeH

PucyHok 32 — OkHo "Cmennts PIN-k04" € pe3ysibTatom
6.9.2 Bsog PIN-Koga agMuHucTpatopa ot BIO Manager

L5 uCrnonb30BaHus @yHKUMN C PErCTPALNEN OTIEYATKOB Na/bLEB 10/b30BaTENSI Heobxoaumo Beectu PIN-
Koa aamMuHuCTpaTopa. bes ero BBoaa Itv @yHKLMM HEAKTUBHBI (CM. PucyHok 33)!

P Ona seona PIN-koga agmuHuctpatopa ot BIO Manager Heo6xoanumo:

1. TNepevitn Ha Bknaaky "BIO Manager” n Haxatb kHoMKy "Beectn PIN-kon" (cM. PucyHok 33);
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& EauHbiii Knuent JaCarta

EguHblin Knnedt JaCarta

Bepcua: 3.3.6.3921

JaCarta SecurBIO

‘ WHpOopMaLKMA O TOKeHe | roct | BIO Manager|

JaCarta SecurBIO

Onepaumm ¢ NPUAOKEHNEM

By Cuerivrs PIN-xod 75

163

m

e

HBCTRCHKENM

Beectn PIN-kog

Pucyrok 33 — OkHo Eanroro Knnenta JaCarta. Bknasgka "BIO Manager”

@ [lo Havyana agMUHUCTpUpoBaHus USB-TokeHa pekoMeHayeTcs cMeHuTb PIN-KoA o yMonyaHuio Ha HoBbin PIN-

koA (cm. n. 6.9.1)

2. B otkpbiBlIMMCS OKHe "AyTeHTudumKaums” BBectu Tekywmii PIN-kog u HaxaTtb kHonky "OK" (cM. PucyHok 34);

§ AyTenTrdmkayma

BeegwnTte PIN-koq

*

Ras

Pucyrok 34 — OkHo "AyreHtngmkaumns”

3. Tlocne BBoga PIN-kopa kHonka "Beectu PIN-koa" nponageT u CTaHOBATCSA akTUBHbIMU KHOMKK "OTneyaTku

nonb3oeatens”, "Pexxum 6uoMetTpuyeckon naeHtmdumkauuun” (ecnm paHee 6bin 3aperMcTpMpoBaHbl OTNEYaTKM
nanbLeB nonb3osartens), "M3aMeHUTb KoHpUrypaumio” n "MamMmeHutsb kavectso PIN-koga" (cM. PucyHok 35).

Takxke nocne Beoaa PIN-kopa oTobpaxaeTcs kHomnka "Beixos” (cM. PucyHok 35), koTopasi no3BonseT 3aBeplumnTb
aKTUBHYIO CECCUIO NONb30BaTeNs 31eKTpoHHOro Katoya B M0 "EanHbii KnuenTt JaCarta”.
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& Equnsii Knnent JaCarts — a x
EauHbi KnueHT JaCarta Ana‘:ggm)
Bepcua: 3.3.6.3921

JaCarta SecurBIO

| WHpopMaLKA O TOKeHel rOCTl BIO Manager|

JaCarta SecurBIO

Onepaunm ¢ NpUNoKeHNeM

Pexun Wamenute E:

%CMEHMWF\N—K: - - = -
BuomeTprueckon KOHDUIYPaLMID HaCTpoiikam
MASHTHDMES UMM

% CrneyaTen
nonssoeaTens

MzmenuTe kauecTso

PIN-kcaz

&

Pucyrok 35 — OkHo Eanroro Knnenta JaCarta. Bknasgka "BIO Manager”

6.9.3 Perncrpayma oTnevyaTKoB NasibLeB nosib30BaTesns

P Ona po6aBneHns 0TNEYaTKOB NanbLeB NONb30BaTENs HEOBXOAUMO:
1. Tepevitn Ha Bknaaky "BIO Manager” n Beectu PIN-kon agMuHuctpartopa (cM. n. 6.9.2);
@ be3 BBoaa PIN-kofa afiMUMHMUCTpaTOpa HEBO3MOXKHO 3aperMcTpMpoBaTh OTNEYaTKM NajbLEB.

2. Ha Bknagke "BIO Manager" HaxaTb kHonky "OTneyatku nonb3osatens” (CM. PucyHok 36);

ﬁ EauHblii Knuent JaCarta — O x

EauHblin KnueHT JaCarta Anafganu)

Bepcua: 3.3.6.3921

JaCarta GOST

‘ WHpopmauma o TDKeHel FOCT| BIO Manager|

Onepaynmn ¢ NpUACKEHNEM

WameHuTe COpoc K 33B0ACKUM
B Cue e PIN-xog 5@w e =

KCHGWYpaUno HECTpCiKaM
% Otneyatem
NoAB3DB3TENR

Elﬂshlsmﬁb KBYECTEC

PIN-kcaz

S
\)‘D

PucyHok 36 — OkHo Eanroro Knnenta JaCarta. Bknasgka "BIO Manager”

3. bymer oTkpbITo OKHO "Peructpaums otnevyatkoB’ (cM. PucyHok 37). B okHe "Peructpaums otneyatkos”
CXEMATUYHO M300paxkeHbl 2 oTmeyaTka NafoHen - neBas M npasas - M S4eiku BbibOpa nanbua Ans
perucrpaumu;
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pEI'HCI'pEU'HH OTNEYATKOE X

PerMCTpau,na oTnevYaTtkoBe

YKaKuTe Nanew 4AnA M3MeHEeHMA OTNeuyaTka

JAPErMCTEWP OB ATE: | 3apepLunTe

Pucyrok 37 — OkHo "Perucrpaums otneqarkos”

4. OtMmeTnTb dnaxkoM BbibpaHHbIA nmanew (cM. PucyHok 38), npu 3ToM uHaukatop Ha USB-TokeHe HauHeT
npepbIBUCTO ropeTb (ObICTPO) KPaCHbIM LLBETOM;

Perunpauvm OTNEYATKOB X

Perucrpau,ml oTnevyartrkoB

MpunoxwuTe nanew K ckaHepy

HE - .
jdpE\’A‘!ET,’JM[HJ[&TD I SABEPLUNTE

Pucyrok 38 — OkHo "Perucrpaums orne4arkos”

5. TpunoxwuTb Nnanew, K ckaHepy (aAMUHUCTPATOP);

B USB-ToKkeHe ncnonb3yeTcsl EMKOCTHbINM CKAaHEp OTMeYaTKOB NasbLEB, NO3TOMY Nanel, Heob6XoaMMOo NPUKIAabIBATb
€ He6GONbWUM ycunuem s 6osiee YETKOrO CKaHMPOBAHUS M ONPEAENEHUS KOHTPOJIbHbIX TOYEK.

6. [locne Toro, kak nanew, 6yaeT NpUNOXeH, HAYHETCS GOPMUPOBaHUE ITANIOHHOTO WabnoHa oTneyaTka nanbLa,
npv 3TOM B OKHe "Peructpauns otnevatkoB” noaBMTCS Haanucb «LLabnoH oTneyaTka M3rotoBaeH, NOAHUMUTE
naneu» (cMm. PucyHok 39);
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pEI'HCI'pEU'HH OTNEYATKOE X

PerMCTpau,na oTnevyaTtkoBe

ILUE'IGJIOH OTNeYaTka M3roTOBNEH, NOAHMMKTE I'IaJlELI,I

JAPErMCTEWP OB ATE: | JaEEpLLWTE |

Pucyrok 39 — OkHo "Perucrpaums otneqarkos”

7. TpunoxuTb nanew K CKaHepy NOBTOPHO 15 NPOBEPKU CHOPMMUPOBAHHONO 3TaSIOHHOrO WabnoHa, Npu 3TOM
uHaukaTtop Ha USB-TokeHe ByneT npepbiBUCTO ropeTb (BbICTPO) KpacHbIM LBeToM (cM. PucyHok 40);

PEI’HCI'pELI,HH QTNEYATKDE >

PemCTpau,ua oTne4vyaTtkos

Il'lpmoxme naneL K CKaHepy AnsA NpoBepKy WabnoHa |

FaperHcTAMpOEATE | FaEEPLUMTE

Pucyrok 40 — OkHo "Perncrpaums oTne4arkos”

8. B cnyyae ycnewHow NpoBepKM 3TaNOHHOrO WabnoHa MOSBUTCA OKHO "YCMewHo", HaxaTb kHonky "OK"
(cM. PucyHok 41);

¥Ycnewno *

UaBGnoH oTneyaTtka chopMUpoOBaH 4NA PEFUCTRALIMK

PucyHok 41 — OkHo "YcnewHo"

9. Tlocne 3TanoHHbIV WwabnoH HeobxoauMo 3aperucTpupoBaTbh Ha USB-TokeHe: Ans 3TOrO HaxaTb KHOMKY
"3apeructpupoBatb”’ B okHe "Pernctpauumsa otneyatkoB” (cM. PucyHok 42);

Ecnm nocne @opmupoBaHms 3TaS0HHOMO WAabIOHa HAXATb Ha KHOMKY 3aKPbITUS OKHA (HE HAaXHUMAas KHOMKY
"ZaperncTpupoBars ), To 3TaN0HHbIN 1a6/I0H OTEYATKA NalbLa He 3aperucTpupyercs Ha USB-TokeHe!
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I PekomeHgyercs 3aperncTpupoBaTe MUHUMYM 3 pa3HbiX OTEYaTKa f1aibLeB 10/16308aTe/s!

PEI’HCFPELI,HH CTNEYATKOE >

PerHCTan‘HH oTnevyaTtkoBe

YKamuTe Nanew AN\ M3MeHEeHMA OTNeuYaTka

I JaperncTpupoeaTe I FAEEPLUMTE

Pucyrok 42 — OkHo "Perncrpaums otne4arkos”

10. MNocne pernuctpauum 3TaNOHHOIO WABI0HA OTNeYaTKa NanbLa NOSBUTCSA OKHO "YCMNELWHO", HaXaTb KHOMKY
"OK" (cM. PucyHok 43).

YenewHo ot

.

OTtneuaTkn NaneLUEs 3aperncTpUpOBaHEl HA3 TOKEHE

Pucyrok 43 — OkHo "YcnelwHo”

6.9.4 YpganeHue 0TNeYaTKOB NasbLeB

P Ona ynaneHns oTne4aTKoB NanbLeB HEOBXOAMMO:

1. MMepentn Ha Bknagky "BIO Manager” 1 Beectu PIN-kon agMuHucTpatopa (cm. n. 6.9.2);
@ be3 BBoaa PIN-kopa aaMMHUCTpPaTOpa HEBO3MOXHO 3aperncTpMpoBaTh OTNeYaTKu NanbLes.
2. Ha Bknagke "BIO Manager” HaxaTb kHOMKy "OTrneyaTku nonb3osatens” (cM. PucyHok 44);

@ EgmHeiii Knnent JaCarta — O *

EavHbin Knvent JaCarta Ana‘\.aﬂm)

Bepcna: 3.3.6.3921

JaCarta GOST

| Wupopmauma o TokeHe | roct | BIO Manager |

OnepauUn € NPUACKeHNeM

Pexoim Msnennte
m 3 Cuermnte PIN-ko, - - »
ETDMYECKON KOHBUNYpaUMIC

HAEHTHBNKEUMI

o =
Crneqateu MsmenuTh kauecTas
LrneusTen - KlzieninTs K34ECTED

NoAB30B3TENR PIN-koaz

Pucyrok 44 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

3. Tlocne nosasutcs OKHO "Pernctpaums OTne4vaTKoB', B KOTOPOM YKa3aHbl 3aperMcTpupoBaHHblie OTneYvaTku
nanbues (cM. PucyHok 45);
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pEI'HCI'pEU'HH OTNEYATKOE X

PerMCTpau,na oTnevyaTtkoBe

YKaKuTe Nanew AnA M3MeHeHMA OTNeuyaTka

JAPErMCTEWP OB ATE: | 3apepLunTe

Pucyrok 45 — OkHo "Perucrpaums orneqarkos”

4. [na ynaneHus otneyaTka najbua Heobxoaumo ybpaTb Gnaxok y BblbpaHHOro nanbua. B okHe "CoobuweHune"
HaxaTb KHoMKy "[Oa" (cM. PucyHok 46);

CooBlieHne >

—

Bbl AEACTEMTENEHO XOTUTE WAANWTE OTREYATOKT

I Ja I Het

PucyHok 46 — OkHo "Cooblyerne”

5. Haxatb kHonky "3aBepwutb” (CM. PucyHok 47) unu 3apeructpupoBaTh HOBbIM OTMeYaTok (CM. n. 6.9.3).

PEI'HCI'pEU'HH OTNEYATKOE X

PerIf‘ICTan,VIH oTnevyaTkoBe

YKaKuTe Nanew AnA M3MeHEeHMA OTMNeuyaTka

JAPErMCTRWP OB ATE: | I 3apepLunTe I

PucyHok 47 — OkHo "Peructpauyms otneyarkos”

6.9.5 (CMeHa pernmMa 6MOMEeTPUYeCKON MAEHTUDUKALMN

g lepeknioyeHne pexumMoB 6GUOMeTpUYECKOW UAeHTUPUKaLuuK obecneunMBaeT BO3MOXHOCTb  BbIK/IOUYEHUS
dyHKLUMOHana 6MoMeTpuYeCcKon MAEHTUDUKALMU NPU annapaTHOM HeAOCTYMHOCTU CKaHepa OTMeyYaTKOB MasblieB
WU NPU OTCYTCTBUM BO3MOXHOCTU BbINONHWUTL YCMELIHY0 BUOMETPUYECKY UAeHTUDUKALMIO (HanpuMep, nanel,
NOBPEXAEH).
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LloCTynHble peXUMbl:

e BknwoueHo - pexum paboTbl, npn KoTopoM Ha USB-TokeHe 3aperncTpMpoBaH x0T Obl 1 oTneyaTok nanbua
nofb3oBaTeNs, B pe3ynbTaTe 4Yero TOKEeH TMOAKIHYAeTCs nocie npenBapuTenbHOM 6BuoMeTpuyeckon
naeHTMduKaumuu;

. OTkNoYeHo - peEXNM pa60TbI, npn KOTOPOM MUTHOPUPYETCA 6a3a 3TaNloOHHbIX WABAOHOB OTMNEYATKOB Manbua
nonb30BaTend, B pe3ynbrarte 4Yero USB-TokeH nogkntoyaetcs bes 3anpoca npe,u,BapMTeanon 6MOMeTpVIHeCKOVI
M,D,EHTVIdJl/IKaLI,VIVI. USB-TokeH pa60TaeT B AAHHOM peXunMe 00 perncTtpaunm oTnevyaTkoB nanblLeB NONIb30BATENS.

P lna cMeHbl pexnma Heob6XOANUMO:
1. Tepevitn Ha Bknagky "BIO Manager” u BBectn PIN-kog agMuHucTpaTopa (cMm. n. 6.9.2);
@ be3 BBoga PIN-koga aAMMHMCTpaTOpa HEBO3MOXHO NMOMEHSTb PEXUM BUOMETPUYECKON MAEHTUDMKALMM.

@ Ecnv  otnevatku nanbueB nonb3oBaTens He 3aperncTpyMpoBaHbl, TO HEBO3MOXHO W3MEHWUTb PEXMUM
B6MoOMeTpHUYECKOM UAEHTUPUKALMM.

2. Ha sknagke "BIO Manager” HaxaTb KHONKY "PexuM 6uomMetpuyeckon naeHtubukaumn” (cm. PucyHok 48);

& Ennroiii Knnen JaCarta - m] b

EauHbin KnueHTt JaCarta Ana:.aanﬂ)

Bepcua: 3.3.6.3921

JaCarta GOST

| WHpopmauns o ToneHel FOCTl BIO Manager

o] nepaunn ¢ NprUNoxeHrnemM

%CHEHI‘T}: PIM-kcul
% Otneuateu
nea ]

Mzmenuts
KOHBHIYDaLNIG

N MzmenuTe kauecreo
f=’_tl PIM-kcaa

Pucyrok 48 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

3. B omkpbiBlwEMCS OkHe 'Pexum OuoMeTpuueckon uaeHTUdMKauMu' BbiOpaTb OAMH M3 [ABYX PEXWMMOB
(HanpuMmep, "OTKNtOYEHO") U HaxaTb KHonKy "OK" (cM. PucyHok 49);

&J Pescni BUoMETPUYECKOR MAEHTUGUKALWK >

Pexcum BUOMETPHYECKOR MASHTUDUKALMM:
o BrAuYeHO

@ OTKAHYEHD

Pucyrok 49 — OkHO "Pexxum 61MoMeTpmuyeckos naeHTmgukarmm”

4. Tlocne 3aBeplueHMs NpoLEecca CMeHbl peXXMMa BUOMETPUUECKON MAEHTUPUKALMM NOSBUTCS OKHO C Npocbbom
o nepenoakntoveHmun USB-TokeHa (cM. PucyHok 50). HaxaTb kHonky "OK";

& Brumanne! >

+/  epenoaknounTe YCTPOMCTEO ANA NPUMEHEHWA HACTPOEK

PucyHok 50 — OkHO "BHumanne!”

5. Mepenopxntounts USB-TOKeEH.
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Pexunm 6uomeTpuyeckoin naeHTMdGMKaLMKM BYLET U3MEHEH.

6.9.6 M3mMeHeHne KoHbUrypaumm

6.8.7.1 VI3MeHeHune perkmma paboTbl BUOMETPUYECKON CUCTEMDI

4

AO "Anapoun P.O." 1995-2026 . PykoBopacteo agmMuHuctpatopa ans OC Windows

MN3MeHeHneM pexunma paboTbl 6MOMETPUYECKON CUCTEMBI BO3MOXHO NOMEHATb BEPOSTHOCTb CO34aHMS WwabnoHa.
CTaHAapTHBIN peXUM peKOMEHAYEeTCS MCNO/b30BaThb M0JIb30BATENSAM, Y KOTOPbIX HEOAHOKPATHO BO3HUKAOT
TPYAHOCTM NpY GOPMUPOBAHMM 3TANIOHHOTO WabnoHa.

P [na cMeHbl pexuMa paboTbl GUOMETPUYECKOI CMCTEMBI HEOBXOAUMO:
1. TMepewitv Ha Bknaaky "BIO Manager” n BBectn PIN-kon agMuHucTpartopa (cMm. n. 6.9.2);
be3 Beosa PIN-kofa afiMMHUCTpaTOpa HEBO3MOXHO NOMEHSTb peXXnM paboTbl BUOMETPUYECKON CUCTEMDI.

2. Ha Bknapke "BIO Manager" HaxaTb KHOMNKY "MI3MeHUTb KOHGUrypaumw” (cMm. PucyHok 51);

& Enpnbit Knuent JaCarta — m] =
EanHbih KnneHTt JaCarta Ana“mm)
Bepcua: 3.3.6.3921

JaCarta GOST

| WHpopmauua o TokeHe | rOCTl BIO Manager

o] nepaurn c NnprunoxeHnem

MzmeHnTE
KOHBUTYPALIMKS

m Crieruts PIN-xog

Msmennte kadectec

PucyHok 51 — OkHo EguHoro Knnenta JaCarta. Bkaasaka "BIO Manager”

3. B nosBuBemcs okHe "M3MeHWTb KOHbUIypaumio” BbIbpaTh OMH U3 ABYX PEXMMOB (Hanpumep, "YCUeHHbIl

pexxuM”) u HaxaTb KHornKy "OK" (cM. PucyHok 52);
& Vamerims KeHEHIYRauuo x

PexumM paboTel BMOMETPUYECKOR CCTEMBI:

O CTaHAAPTHBIA PEXMM

® Ycunenumii pexmMmM

Makc. KOAMYECcTBO NONbITOK
BMOMETPHMYECKOR MABHTUGMKALIMN

Bpema Ge3gelcTBMA A0 Mepe3anycka, B MUHYTaX Bl
Ex

PucyHok 52 — OkHO "VI3MeHUTb KOH@Urypaumo "

4. B okHe "KoHdurypaumus nsmeHeHa" Haxatb kHonky "OK" (cM. PucyHok 53).

& KoHfurypaumwa nsMeHeHa et

~'  Konburypauws viMeHeHa ycnewHo

PucyHok 53 — OkHo "KoHgurypaumns nmeHeHa "

Pexnm paboTbl BOMETpUYECKON CUCTEMBI USMEHMUCS.
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6.8.7.2 VI3MeHeHne Konn4ecTsa NonbITOK B1UoMeTpuyeckon ngeHTnduxkaynum

P [lna cMeHbl KONMYECTBA NOMNbLITOK BUOMETPUYECKON MAEHTUDUKALUM HEOBXOANMO:
1. Tepevitn Ha Bknagky "BIO Manager” u BBect PIN-kop agMuHucTpaTopa (cMm. n. 6.9.2);

U be3 BBoga PIN-kopa aaMMHMCTpaTopa HEBO3MOXHO NOMEHSTb KONMYECTBO NMOMbITOK HMOMETpUYECKOn
naeHTUduKaLmm.

2. Ha Bknagke "BIO Manager” HaxaTb KHOMNKY "M3MeHUTb KOHDUrypauumio” (cM. PucyHok 51);
3. B nosiBuBwEMCS OKHE "MI3MeHUTb KOHDUIypaumio” BBECTU MAaKCMMANbHOE KONMYECTBO NOMbITOK
BuoMeTpryecKom MaeHTUdUKALMKN U HaxaTb KHOMKy "OK" (cM. PucyHok 54);

& Wsmennts kondurypaumo X

Pexum paboTel BMOMETPUUECKOR cMCTeMBI:
O craugaptwii pexim

® youneuHwiii PEMXIM

MakKC. KOAMYECTEO NMOMNLITOK
BUOMETPHMUECKOW MAEHTUGHMKALIMI

Ap | 4>

Bpema Ge3aelicTBMA Ao Nepe3anycka, B MUHYTax | 3

PucyrHok 54 — OkHO "MI3MeHUTb KOH@MIrypaumo "

4. B oknHe "KoHdurypaums nsmMeHeHa" Haxatb kHonky "OK" (cM. PucyHok 53).
6.8.7.3 Vi3MeHeHne BpeMeHn 6e34encTBmnA 40 nepe3anycKa

P ina cMeHbl BpeMeHu Ge3aencTBMA A0 nepesanycka Heo6XoanMMO:
1. TMepewTtn Ha BKNaaky "BIO Manager” n BBectn PIN-koA agMuHucTpartopa (cM. n. 6.9.2);

(j be3 BBoga PIN-kopa agMMHMCTpaTopa HEBO3MOXHO NOMEHSITb KOIMYECTBO MOMbITOK BMOMETPUYECKOM
naeHTMdUKaLmmn.

2. Ha Bknapke "BIO Manager" HaxaTb KHOMNKY "M3MeHUTb KOHGUrypaumw” (cm. PucyHok 51);
3. B nosiBuBLIEMCS OKHE "MI3MEHUTb KOHDUIYpaLM0" BBECTU MAaKCMMaANbHOE KOJIMYECTBO NOMbITOK
6uomMeTpryeckom naeHTMbuKaLmmn n Haxatb kHomky "OK" (cMm. PucyHok 55);

& Wamennts kendurypaumio x

Pexum paboTel BMOMETPUUECKOR cMCTeMBI:
O CTaHAAPTHBIA PEXMM

® youneuHwiii PEMXIM

MakKC. KOAMYECTEO NMOMNLITOK
BUOMETPHMUYECKOH WAEHTHOHMKALNI

A 4>

Bpema Ge3aelicTBMA Ao Nepe3anycka, B MUHYTax | 3

PucyHok 55 — OkHO "WI3meHuTb KOH@uUrypaumwo "

4. B okHe "KoHdurypaums nsmeHeHa" Haxatb kHonky "OK" (cM. PucyHok 53).
6.9.7 W3MeHeHue KadecTBa PIN-Koga

P Ona cMeHbl kavecTBa PIN-kopa Heo6xoaMMo:

1. Tepevitn Ha Bknagky "BIO Manager” u BBect PIN-kog agMuHucTpaTopa (cm. n. 6.9.2);
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@ be3 Beosa PIN-kofa afiMMHUCTpaTOpa HEBO3MOXHO NOMEHSTb peXXnM paboTbl BUOMETPUYECKON CUCTEMDI.

2. Ha sknapke "BIO Manager" HaxaTb KHOMNKY "M3MeHuTb KayectBo PIN-koga" (cMm. PucyHok 56);

& Eqpueiii Knner JaCarta - O X

EauHbin Knuedt JaCarta Ana:ﬁﬁnu)

Bepcna: 3.3.6.3921

JaCarta GOST

| WHpopmauna o TOKEHE| rocr| BIO Manager|

o] nepaunn C NpUAoXKeHUemM

%’r HTh PIN-k Pesum Mzmenute
Cumenu -kon - B
% BUCMETPHYECKOR KeHEMIYpaLMIS

MAEHTUDUKBLMI

Wsm
g = PIN-koas

Pucyrok 56 — OkHo EgmHoro Knnenta JaCarta. Bknaaka "BIO Manager”
3. Tlocne nossutcs okHO "MacTep nameHeHus kadvectsa PIN-koga npunoxenus BIO Manager” (cM. PucyHok 57);
& MacTep nsmeneHna kauectea PIN-koga npunoxenna BIO Manager X

Kauecteo PIN-koga
YcTaHOBMTE HAcTPOMKKA KavecTea PIN-koaa

MwuH. gamHa PIN-koga

7]
P
-k

Makc. gamHa PIN-koga

MuH. KoAruyecTBo UMPPOBLIX CUMBONOB

MMH. KoNMYecTBO BYKBEHHBIX CHMBONOB

MWH. KONMUYECTEO CUMBONOE HUXHETD perucTpa

MWH. KOAWYSCTEO CUMBEONOB BEPXHErD perucTpa

MWH. KOAWYECTBO Cnel. CMMBONOB

-»

Makc. KOAMYeCTEO MOBTOPAKLMKCA CMMBOAOE | 32

MprumMeHnTL OTmeHa

PucyHok 57 — OkHo "Macrep uamerHenns kayectsa PIN-kosza npunoxenmns BIO Manager”

4. WM3MeHuTb HacTpoMku kadecTBa PIN-koaa xenaembiM 06pa3oMm, yumnTbiBasi pekomMeHaaummn K kavectsy PIN-
K043, YKa3aHHble B HacTosLLeM AoKyMeHTe. HaxaTb KHomnKy "TlpuMeHuTs”;

5. Tocne nossutca okHo "YctaHoBuTe PIN-koa" ang HasHaveHus Hosoro PIN-koaa agpMuHMCTpaTopa. YkasaTb
HoBbIi PIN-koa, noaTBepanTb ero u Haxatb kHonky "OK" (cM. PucyHok 58);
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& Yeranoswte PIN-kog *

Hoebid PIN-Kog
(121111117} #
MoareepanTe PIN-Kog

Pucyrok 58 — OkHo "YcraHosure PIN-kog "

6. [locne 3aBeplueHns npouecca nsMeHeHus kavectsa PIN-koga nosiBUTCSA OKHO C pe3ynbTaToM ero
BbINOAHEHUS (cM. PucyHok 59). Haxatb kHonky "OK".

& Kauectso PIN-koga >

+/ OB6HOBAEHWe KayecTBa W ycTaHoBKa PIN-Ko4a BbINOAHEHBI.

Pucyrok 59 — OkHo "Kawecrso PIN-koga”

6.9.8 WpgeHTndnrayma

L5 BbINO/IHEHNS ITOMO CLUEHAPHST HEOOXOAMMO 3aPErNCTPHPOBATL OTIEYATKM 13/IbLIEB [10/1630BATENS
(cm. 1. 6.9.3)!

P Ona upeHTUdMKaumMm Heob6xoamUMO:

1. 3anyctutb MO "EanHbin Knunent JaCarta” us mMeHto "Tlyck” unm ¢ naHenu 6bICTporo focTyna;

2. Mopcoenmuutb USB-TokeH B USB-nopT KoMnbtoTepa, Npu 3TOM MHAMKaTOp Ha USB-TokeHe fonkeH MuraTb
KpPaCHbIM LBETOM, a TaKxXe cpaboTaTb BUOPOMOTOP;

3. [punoxuTb Nasew K CKaHepy OTNeYaTkoB MasibLEeB (B 3TOT MOMEHT BbINOJIHAETCS CPAaBHEHMWE 3TAIOHHOTO
wabnoHa ¢ WwabnoHOM-KaHAMAATOM);

4. Tocne ycnewHon naeHTMdbrKauum cpabotaet BubpomoTtop M USB-TokeH 0Tobpa3unTbCs B okHe EamHoro
knuenTa JaCarta.

4 B cnyuae otcytcTBMa B3aumopenctens ¢ USB-TokeHOM B Te4EHUE YCTAHOBIEHHOMO BPEMEHU IMYIUPYETCS
OTK/II0YEeHWE CMapT-KapTbl, MOC/E YEro OCYLLEeCTBNSETCSA Nepexos B PeXUM 0XMaaHWUa BruomMeTpuieckomn
naeHTuduKaLmu.

Ecnu nocne ycTaHOBNEHHOIO KOMMYECTBA NOMLITOK MAEHTUdMKALMA He NpoiaeHa, To USB-ToKeH nepexoauT B
PeXMM aAMUHUCTPUPOBAHMS, BKI3AKM annieToB C KNOYeBOW MHPOPMaLIMEN CTAaHOBATCS HELOCTYMHbI, HA BKIaaKe
"MiHdopMaums o TokeHe" He oToBpaxaeTcs 0 HUX MHPopMaums (cM. PucyHok 60).
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6.9.9

& Eannoni Knner JaCarta - u] X

EaunnHbiin Knnent JaCarta Ana‘:nm)

Bepcuwa: 2.2.0.2570

J WHpopmaums o Tokere | BIO Manager

WHpopmayma o cunteiBaTene

Ha3spaHne Aladdin R.D. JaCarta SecurBlO 0
MHpopmauna o TokeHe
Haz3BaHue JaCarta-3 roCT/SecurBIO
Homep mogenn JCB46 v6.9
CepriHLIA HoMep Da302183
06wan NnamaTh 114 KGait
CeoGogHan NaMmaTL 4194303 KGaiAT (0%)
JaTta nponieoAcTBa 25-09-2024

dop o npw BIO
Annaet BIO Manager
BHUOMETpUULCKAA WASHTUGUKALMA 3aBnokMpoBaHa
PIN-kog, YcraHoBsneH

PucyHok 60 — OkHo EguHoro Knmerta JaCarta. Bkaagka "MHgpopmaums o TokeHe”

Pa36n10K1MpoBaHMe BUOMETPUYECKON NAEHTUDUKALIMN

Ecnu nocne ycTaHOBNIEHHOTO KOAMYECTBA MOMNbITOK MAEHTUDMKALMSA He nNpoliaeHa, To USB-TokeH nepexoamuT B
PeXWM aAMUHUCTPUPOBAHMS, BKI3AKM annieToB C KNo4YeBoi MHGOPMaLMel CTaHOBATC HEAOCTYMNHbI, HA BKAAKe
"Mindbopmaums o TokeHe" He oToBpaxaeTcs 0 HUX MHDOopMaums (CM. PucyHok 43).

Mocne nepexopa USB-TokeHa B peXXmMM agMUHUCTPUPOBAHMS BUOMeTpHUYecKas MaeHTUPUKALMSA CTaHOBUTCS
HeaO0CTYNHOW.

P lna pa3bnokupoBKM 6MOMETpUUYECKON UAEHTUPHMKALUU HEOBXOAUMO:

1. TMepevitn Ha Bknaaky "BIO Manager” n HaxaTb KHOMNKY "Pa36iokMpoBaTb BOMETpUUECKYO MAEHTUdUKALMIO"
(cm. PucyHok 61);

ﬁ Eawnbli Knnent JaCarta = O X

EauHbiin Knmnent JaCarta Ana‘\,q,amﬂ)

Bepcwa: 3.3.6.3921

| Wndopmauvs o TOKEHE| BIC Manager

Onepauni c NpUAoKeHeM

=

PucyHok 61— OkHo Eamroro Knnenta JaCarta. Bknagka "BIO Manager”

2. B nossuslemcsa okHe BBecTn PIN-kog apMUHUCTpaTOpa, U, NP HEOBXOAMMOCTU, HACTPOUTL MAKCUMASIbHOE
KONMYecTBO NonbITOK BromeTpuyeckon naeHtndumkaummn. Haxarts kHonky "OK" (cM. PucyHok 62);
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& PasBnoknposate BUOMETENYECKYHD MAEHTUGNKALMID *

Esegute PIN-Koq

Makc. KoArYecTBO NoNbLITOK A
¥

BMOMETPUUYECKON MAEHTUHHKALNK

Pucyrok 62— OkHO "Pa3b/okmupoBars GMOMETPHYECKYHO MAECHTUGUKALMIO "

3. [ocne 3aBeplueHus npouecca pa3baokMpoBaHMS BUOMETPUYECKON MAEHTUDUKALMM NOSIBUTCS OKHO C
npocbbon o nepenoakntoyeHnn USB-TokeHa (cM. PucyHok 63). Haxatb kHonky "OK”;

& Brumanne! *

Pa36/10KMpOBKa BMOMETPUYECKOH MASHTUPUKALWMKM EBINOAHEHA YCNEWHO

I'Iepenommloume ToOKeH

PucyHok 63— OkHO "BHumarmne"

4. TNepenogkntountb USB-ToKeH;
5. TloBTOpHO NpoNTU BUOMETPUUECKYIO MAEHTUDUKALMIO.

6.9.10 C6pOoC K 33BOACKMM HACTPOMKaM
) Cbpoc K 3aBOACKMM HAcTpOMKaM NPUMBOAMT K YAaNEHMIO BCEX AaHHbIX U3 namatu npunoxeHuin BIO Manager, PKI

n FOCT.

Baxwo! Ynanernue ganrHbix uz namaru npunoxenns [OCT ripu cOpoce k 3aBOACKMM HACTPOMKAM MPOUCXOANT
TO/ILKO B TOM C/1YH4AE, ECIM HA YCTPOHCTBE OblIa YCELIHO TPOM3BELEHA BUOMETPUYECKAT NAEHTUPHUKALMS.

Ecnm Ha ycrpovicree JaCarta SecurBIO npucyrcrayer rpunoxermne [OCT, HO BMOMETPUYECKas MAEHTUPUKALMSI
336/10kMPOBaHa, KHOMKAa «COPOC K 3aBOLACKUM HACTPOHKaM» ByAET HEAOCTYNHA (HEAKTUBHA). L115 BbINOHEHUS
cbpoca yCcTposiCTBa B AAHHOM C/1y4ae HeobX0AMMO 00paTUTLCS B CIYKOY TEXHMYECKOM MOLAEPIKKH.

P Ona c6poca K 3aBOACKUM HAaCcTpoilkam Heob6xoauMmo:

1. TloZaKNHYMTb 3NEKTPOHHDIN KN4 K pasbeMy USB komnbioTepa, 3anyctutb M0 "EguHbiii KnueHt JaCarta” u
NepekYUTLCS B PACLUIMPEHHbIN PEXUM, MPU 3TOM UHAMKATOP Ha TOKEHE [O/KEH 3aropeTbCsl 3e1eHbIM
LBETOM, a Takxke cpaboTatb BUBpOMOTOP;

2. WHdopmaumsa 06 anekTpoHHOM Kntove byaeT oTobpakeHa B OCHOBHOM OKHE, BbIMOJIHEHWS AOMNONHUTENbHbIX
nencTBui He TpebyeTcs. ECnm noaKNloyYeHO HECKONbKO 3NEKTPOHHbIX KAOYen, TO BbiIGpaTh 3HAYOK HY>KHOTMO
Kntoya B 06nacTu cnesa;

3. [lepentn Ha Bknaaky "BIO Manager”, Haxatb kHomKy "COHpOC K 3aBOACKMM HacTporkam" (cM. PucyHok 64);

I B npoyecce cbpoca Kk 3aBOACKMM HACTPOMKAM BCE AAHHBIE U3 namati USB - TokeHa yaansarrcs.
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é’ Eannsiii Knwent JaCarta = O X
Eaunbln KnneHt JaCarta Anafgqnﬂj
Bepcua: 3.3.6.3921

WHGOpMaLWA 0 ToKeHe | BIO Manager

o] nepaurn c NpUACKeHNeEM

%Cr.'fm'n: PIN-xog ;r% ' Y

)
9

Pucyrok 64 — OkHo Eanroro Knnenta JaCarta. Bknaaka "BIO Manager”

4. B oTkpbiBweMcs okHe "COpocC K 3aBoACKMM HacTpoikaM” BeecTu PIN-kopg cbpoca n noctaBuUTb Gaxok B
ctpoke "lMoaTBepxaeHne cOpoca K 3aBOACKMM HAcTporkaM”. HaxaTb kHonky "OK” (cMm. PucyHok 65);

PIN-kop cbpoca K 3aBoackum Hactporkam — 0801378717 |

& CBpoc K 33B04CKMM HACTPORKEM et

BHMmaHwe! B npouecce cBpoca K 23BOACKMM HAcTPOAKaMm Bce
[3HHEIE W3 NAMATK YCTPOWCTEE BYAYT YAANEHE

Beeawmte PIN-kog cbpoca

[ceeeeeeeee | &b

. MoaTeepxaeHne cOpoca K 3aBOACKMM HACTPOWMKaM

PucyHok 65 — OkHo "COpOC K 3aBOACKMM HACTPOHKam "

5. MMocne 3aBeplieHna npouecca c6poca K 3aBOACKUM HaCTPOﬁKaM noaBuUTCA OKHO C pe3ysbTaTOM e€ro

BbINONHEHUS (CM. PucyHok 66). HaxaTb kHonky "OK".

& CBpoc K3aB0ACKMM HACTPOHKaM

COpoc K 33BOACKWM HACTPOAKaM BLIMOAHEH YCMEWHO
MepenoaknlounTe YCTPOWRCTEO ANA NPUMEHEHWA HACTPOEK

PucyHok 66 — OkHo "COpOC Kk 3aBOACKMM HACTPOHKaM " C pe3yibTaToM

[Tocne BbInosIHEHNS COPOCA K 3aBOLACKUM HACTPOMKaM, HEOOXOAMMO epenoakItoYuTs USB-TOKEH v BbINOIHUTD
@gopmaruposarme npunoxerHmit PKI, FTOCT.

6.10 JaCarta WebPass. Pernctpauma aneKTpOHHOMo Ko4a

@ MNepen ucnonb3oBaHMEM 31eKTPOHHOrO ktoya JaCarta WebPass HeobxoanMo 3aperncTpMpoBath €ro Ha cepeepe
ayTeHTUdUKaumm (Hanpumep, JaCarta Authentication Server) n/unun B cucteMax ynpaBieHWs XXM3HEHHbIM LIUKIOM

3NEeKTPOHHbIX Ktoven (Takux, kKak JaCarta Management System, Token Management System, SafeNet
Authentication Manager).

Peruc TpaunAa 3/IEKTPOHHOIO KJ/ilo4a BbIMNOJ/IHAETCA dAMUHUCTPATOPOM CEpBEPpa dyTeH TM¢MK8L(MM Win cUCTemsl
YIIpaB/IeHUSA XXKU3HEHHBIM LUNK/TOM I/IEKTPDOHHbIX Koqes
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EnuHbii Knuent JaCarta no3Bonser co3paBaTb KOHMUIypauMOHHbIM (ain C uMHbopMauuei O pesynbTaTtax
WMHMUMANM3aUMM CNoTa Ha 31eKTpoHHOM Kntode JaCarta WebPass ons ero pernctpauum B cucteMax JMS/JAS.
KoHdurypaumoHHbii hann npeactaBnseT cobon dain ¢ paclwumpernnem *.xml/*.dat u ucnonb3yeTcs Ang NOAAEPXKKM
paboTbl TOKEHa B cuctemax JMS/JAS.

P [ina pernctpaunm 3neKTPOHHOrO Kjlo4ya HE06X0AUMO:

1.
2.

MoakntounTb 3neKkTpoHHbIN Kntoy JaCarta WebPass k komnbloTepy v 3anyctutb EamHbii Knuent JaCarta;
CreHepupoBaTh ¢aiin ¢ pacwmpenunem *.xml / *.dat. [lns 370ro HE06X0AMMO UHULMANMIUPOBATL CNOT C TUTMIOM
"OfHOpa30BbIf Naponb”, B pe3ynbTate Yero byaeT co3naH gann ¢ pacwmpenunem *.xml / *.dat (nogpobHee cM.
nokymeHT *Epunbii KnueHT JaCarta. PykoBopctBo nonb3osatens ang Windows®, n. "MHuumanusaums cnota
TMnom "OfHOpa30BbIv Naponb”);

3arpysuTb Ha cepBep ayTEHTUPUKALUU UM B CUCTEMY YNPABIEHUS XXU3HEHHBIM LIUKIIOM 3/1IEKTPOHHBIX KNHOYew
(oanee - cepsep/cucTemMa) nonyyeHHbI Gann ¢ pacwmpenunem *xml/ *.dat;

Ha cepBepe/B cucTeMe BbINOAHUTL PErUCTPALMIO TOKEHA C MOMOLLbIO 3KCNopTa daina ¢ pacwmnpeHuneM *.xml/
*.dat cornacHo LOKYMEHTaUMM Ha cepBep/cucTemy;

MNocne perncTpaunn 3NeKTPOHHOIO KJHOYa Ha cepBepe/B CUCTEME K/OY MOXET ObITb BblAAH NOAb30BATENO A4
MCMNONb30BaHUS.

I MpuMeuaHue. lNocie pernctpaumm 3N1EKTPOHHOMO Kito4Ya Ha CepBepe/B CUCTEME, B C/y4ae HeoBGXOAMMOCTM BCE

CNOTbI KSTH04a MOTYT 6bITb MHWULMANU3UPOBAHbI HEOAHOKPATHOE KOIMYECTBO pa3. [oc/ie MOBTOPHOM MHULMANM3ALUM
CNOTOB NPOXOAMTb NPOLIEAYPY PEFUCTPALIMM KIloYa Ha CepBepe/B CUCTEME He TpebyeTcs.

6.11 HacTporKka Nporpammbl Yepes rpynnosble NOANTUKN C MOMOLLbIO 3AMUHUCTPATUBHbIX LLIAGI0HOB

[ns 3anycka agMuHUCTpatuBHOro wabnoHa EauuHbii Knuent JaCarta 1 oTobpaxkeHus ero HacTpoek HeobxoaMmo
BbIMOJIHUTb CeayoLme AenCTBUs:

1.

HaxkaTb Ha KnaBMaType covyeTaHMe KNaBuLW Win+R, B NOSBMBLIEMCS OKHE HAbpaTb gpedit.msc U HaxaTb "OK"
(cM. PucyHok 67);

BeinonxuTe X

OTkpbITh:

BeeauTe umMsa nporpamMmel, Nanku, A0KYMEHTa WK Pecypca
WHTepHeTa, koTopbie TpeByeTca OTKpbITh,

gpeditmsd 7]

G 310 33jaHne 6}’A€T CO343HO C NpasaMn agMNHUCTPATOPa

2.
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OtmeHa O6zop...
PucyHok 67 - Bbi308B OKHa KOMarAHOH CTPOKH
B oTkpbiBluEMCA OKHe "PemakTop NOKanbHOW rpynnoBOM MOAWTMKM' nocnefoBaTeNibHO  BbibpaTb

"KoHpUrypaumus komnbtotepa”, "AOMUHUCTPATUBHbIE WabnoHbl", "KoMnoHeHTbl Windows", "EauHbIA KnneHT

JaCarta” (PucyHok 68);
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T
=l PepaxTop ynpaeneHna rpynnoesiMmn NoARTUKaMK

®ain  Jeiictene  Bug  Cnpaeka

e 2@ HET

| Aucnetuep okoH paioqero ctona

_ JoBaenenue komnonentos 8 Windows 10
| AomawHas rpynna

~ Eauneni Knvenr JaCarta

~| 3anyck Npu NEPEOM BEHIHERNN KOMIBHOT
~| 3Bykosannce

| Victopua daiinoe

| Kanenpape Windows

| Kamepa

| KapTei

| KoH®UAEHUMANEHOCTE NPUADKEHNA

~ Marasun

| Haiitu

| OBmen coobLienrnamm

~| OnTumMuzauma AocTaekn

| Otuetel 06 owmbBkax Windows

| Mapamerpei exoga Windows

| Mapamertprl saeeplueHna paBoTbl

| Mapamerpel npesenTaLmi

| MeperocHas onepaunonHas cucTema

| Mepeceinka cobbmuii

| MnanupoBLuk 3353HMIA

| MnannpoBLyuk 335aHnit oBonykneaHna
| MnaHwer

< >

2  Eawneni Knwent JaCarta
YroBsl NpocMoTRETE ONNMCaHUE CocToRHne
FNEMEHTa, BEIACNWTE Er0. |iz| OToBpaxaTs nn Npegynpexaenne ob NCTEKLLIEM CPOKE Agii...
iz| OTobpaxaTs Au NPEAyNPEKAEHNE 00 NCTEKAOLLEM CPOKE 4.
Jloruposate au patioty Eaunore Kauenra JaCarta
Coxpanate an coBeimua Egunoro Knuenta JaCarta B soypHan...
Jloruposate au paBoty Eannoii BuBnnotern PKCS#11
iz KonnyecTeo gHed 40 ncTeyenna spemenn xamsam PIN-koga, ..
|i=] BoIBOZUTE NN YEEAOMNEHNE 0B UCTEUEHNN BPEMEHN KUIHW ...
v <
\Pa:mmpeﬂnblﬁ ACTEHAEpTHbIﬁ

7 napamMeTpos

Pucyrok 68 — OkHO "Pegakrtop yrnpasierHus rpyrnoBo moamTmkm”

PepaktupoBaHue afiMUHUCTPATMBHOIO WwabnoHa EanHbii Knuent JaCarta nponcxoamt nyTeM M3MeHEHMUS 3HaYeHus

napaMeTpoB NOJIUTUK, BXOOALWLNX B WabnoH.

NONWUTMK MO YMONYaHMIO NpuBeaeHsl B Tabnuue (cm. Tabnmua 15).

Tabnuya 15 - Hactposiku aamuHNCTpaTMBHOro wabioHa

HasBaHue

OnucaHue
napametpa
OTo6paxatb m Onpegnenset
npeaynpexaeHue 06  oTobpaxatb MK He
MCTEKLUEM CpOKe oTobpaxaTb

nencrema
ceptudukaTa

npenynpexaeHus o6
UCTEKLLEM CPOKE

(Show a warning Aencrens

about the expired cepTudukara
certificate)

OTobpaxatb m Onpepenset
npegynpexaeHue 06  0Tob6paxaTb UK He
MCTEKAIoLWEM Cpoke oTobpaxaTb
hencteus npeaynpexaexHuns 06
ceptudukata UCTEKAIOLLEM CPOKe

3HaueHue no
YMOJYaHUI0 A0
pacnpocTpaHeHus
rpynnoBbIx
nonuTtuk®

Jonyctumble 3HaYeHus

<He 3apaHo> - 6yaeT ucnonb3oBaHo  BkoueHo
3Ha4YeHue, 33faHHOE B pasaene
"Hactpovikn" EamnHoro KnueHta

JaCarta;

<BkntoueHo> - nonb3oBatento 6yoyT
oTobpaxaTbca npenynpexaneHns 0o
UCTEKLLEM CPOKe LeiCTBUS
cepTudumkaTa;

<OTKNOYEHO> — MONb30BATENIO HE
6yayT oTobpaxaTbes
npeaynpexaeHus 06 UcTekweM
CpOKe OencTeus cepTudumkarta

<He 3apaHo> - 6yaeT MCNonb30BaHO  BkoueHo
3HayeHue, 3a4aHHOe B pasaene
"HacTpovikn" EgnHoro KnueHta

JaCarta;

<BkntoyeHo> - nonb3oBatento 6yayT
oToBpaxaTbCs NpesynpexaeHus ob

8 [1aHHble 3HaYeHne NPUMEHAKTCA Cpa3y Nocnie yCtTaHOBKK EnmHoro knunenTa JaCarta.

/,Z OnucaHme HacTpoek agMUHUCTPATMBHOIO WwabnoHa Eanubiin KnueHT JaCarta ¢ ykasaHMeM 3Ha4yeHui napaMeTpoB

3HayeHue no
YMOJIYaHUIO
8 wabnoHe?

He 3apaHo

He 3apaHo

° MpuMeHSI0TCA Noc/ie pacnpoCTPaHeHMs rPYNMNOBbIX MOMUTUK, €CAIM B AAMUHUCTPATUBHDIN WAB/IoH He Obl10 BHECEHO

HUKAKMUX U3MEHEHWIA.
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HassaHue
napametpa

(Show a warning
about the expiring
certificate)

BbiBOAWTD /K
yBeaoMneHue o6
MCTEYEHUN BpEMEHU
*un3Hu PIN-kopa B
IManoroBoM OKHe

(Display a
notification about
the expiration of the
PIN code in a dialog
box)

Konunuectso aHel no
MCTEYEHUs BpeEMEHU
*un3Hu PIN-koaa, 3a
KOTOpPO€E HY)XXHO
BbIBOAMTb
yBeOM/ieHne

(Display a
notification about
the expiration of the
PIN code X days
before it expires)

JlorupoBatb nu
pa6oty EguHoro
Knwuenta JaCarta

(Logging of the
JaCarta Unified
Client)

JlorupoBatb nun
pa6oTy EguHoit
6ubnnoteku
PKCS#11

(Logging of the
Unified library
PKCS#11)
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OnucaHue

nencrens
cepTudukarta

3anaéT 3a CKONbKO
OHEN 00 UCTeYEHUS
BpeMeHW xu3Hu PIN-
KoZa BbIBOAMTb
yBefoMeHue

Onpepenser
BbIBOAMTb
yBeaomneHue 06
UCTEYEHUN BPEMEHMU
»mn3Hn PIN-kopa B
[IMaNIOroBOM OKHe

Onpepenset
NorMpoBath nn
OTNAA0UHYHO
MHbOopMauma o
pabote EanHoro
KnuenTa JaCarta

Onpepenser
NOrMpoBaTh Nn
OTNAJ0UHYH
uHdopmaums o
paboTe EanHoi
6ubnnoTeku
PKCS#11 npu
pabote B EanHoM
Knuente JaCarta

3HayeHue no
YMOJIYaHHUIo 00
pacnpoCcTpaHeHus
rpynnoBbIX
nonuTtuk®

ﬂ.OI'IYCTMMbIe 3Ha4yeHus

MCTEKAIOLLLEM CPOKe LeNCTBUS
cepTudumkara;

<OTKNOYEHO> — NONb30BATENIO HE
6ynyT oTobpaxaTbcs
npenynpexaneHns 06 nctekawLlem
CpOKe AeNCTBUS cepTUdMKATa

<He 3apaHo> - 6yaet ucnonb3oBaHo 14 aHeid
3Ha4YeHue, 334aHHOEe B pasaene
"Hactpovikn" EamnHoro KnueHxta

JaCarta;

<BkntoyeHo> - cTaHeT AOCTYNHbIM
NS pefakTMpOoBaHus
COOTBETCTBYIOLLEE MOJIE, B KOTOPOM
HY)>KHO YKa3aTb KOJIMYECTBO OHEN OT
0 no 365, npu 3Ha4yeHun pasHom 0
- He BbIBOAWTb YBELOM/EHUE;

<OTKNOYEHO> — HACTPOIiKa He
npuUMeHseTcs

<He 3apaHo> - 6yaeT ucnonb3oBaHo  OTKAOYEHO
3HauyeHue, 33[laHHOe B paszaene
"Hactpovikn" EgmnHoro KnveHta

JaCarta;

<BkntoueHo> - nonb3osatento 6yner
BbIBOAMTLCS yBEAOMIeHUe 06
UCTeYEHUN BpeMEHU Xn3Hu PIN-
KOAa B AMANOrOBOM OKHE;

<OTKtOYEHO> — MONb30BATENIO
OyneT BbIBOAUTLCS yBefOMNIEeHMe 00
UCTeYEHUN BpeMeHU Xn3Hu PIN-
Kopaa B Tpee

<He 3apaHo> - 6yaeT Mcnonb3oBaHo  OTK/IOYEHO
3HauyeHue, 33laHHOe B pa3gene
"Hactpovikn" EanHoro KnueHta

JaCarta;

<BkntoyeHo> - otnagoyHas
uHdopMaums o pabote EamHoro
KnuenTa JaCarta coxpaHseTcs no
YKa3aHHOMY MyTu;

<OTKNHOYEHO> — NIOrMPOBaHUe He
BbIMOJHSAETCS

<He 3apaHo> - 6yaeT ucnonbzoBaHo  OTKNOYEHO
3HayeHue, 3a4aHHOe B pasaene
"Hactpovikn" EgnHoro KnueHta

JaCarta;

<BkntoyeHo> - oTnapouHas
nHdopMaums o pabote EgnHon
6nbnnotekn PKCS#11 coxpaHseTcs
Mo yKasaHHOMY MyTH;

PykoBoacTBo agMuHuctpatopa ans OC Windows

3Ha4eHue no
YMONYaHuIo
B WwWabnoHe?

He 3apaHo

He 3apaHo

He 3apaHo

He 3apaHo
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HassaHue
napametpa

CoxpaHsTb /in
cobbiTus EguHoro
KnueHnrta JaCarta B
XypHan cobbiTuii
Windows

(Whether to save
JaCarta Unified
Client events to the
Windows event
viewer)

U3MeHUTb TeKCT
npeaynpexaeHus 06
ucTekawouem /
uctekweM PIN-kope
nonb3osartens

(Edit the user PIN

expiry/expired
warning message)
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OnucaHue

Onpegpenset
JIOrMpPOBaTh UK HET
cobbiTns EguHoro
Knuenta JaCarta B
XypHan cobbiTui
Windows

[o3BonseT U3MeHUTb
TeKCT
npepynpexaeHus o6
UCTeKaoLeM /
uctekwem PIN-kone
nosib30BaTens.
MapameTp
NPUMEHSIETCA TONbKO
ona mopenu JaCarta
PKI

3HayeHue no
YMOJIYaHHUIo 00
pacnpoCcTpaHeHus
rpynnoBbIX
nonuTtuk®

ﬂ.OI'IYCTMMbIe 3Ha4yeHus

<OTKNHOYEHO> — IOTMPOBaHMUE He
BbIMONHAETCS

<He 3apaHo> - 6yaeT ucnonbzoBaHo  OTK/AOYEHO
3HayeHue, 3afaHHoe B pasgene
"Hactpovikn" Eannoro Knunenta

JaCarta;

<Bk/toyeHo> - 3anmMcK o0 cobbITUNX
EnmHoro KnuenTa JaCarta 6yayt
COXPaHSATbCS B XKypHan CobbITUM
Windows;

<OTKNKOYEHO> — 3aMKUCK O COBLITUAX
EnuHoro Knuenra JaCarta He
COXPAHSAOTCA B XXypHan cobbITUii
Windows

<He 3apgaHo> / <OTKNO4EHO> — OTKNt0YEHO
MCNONb3yeTCs CTaHAAPTHbIN TEKCT
npepynpexaeHns EagnHoro Knunenra

JaCarta;

<BktoueHO> — TEKCT yBeAOMNEHMUS
dopmupyeTcs cnepyowmMm obpasom:
B Hayane BbIBOAWUTCS CTaHAAPTHbIN
TeKCT npeaynpexaexHus EauHoro
Knuenta JaCarta - "Cpok pencreus
PIN-kopa nonb3oBaTens ons
npunoxeHus <Metka TokeHa>
ucTekaet pa.MMm.rrrr""HeobxogmMmo
cMeHnTb PIN-koA nonb3oBatens gns
npunoxeHuns <MeTtka TokeHa>", a
nocne BbIBOAUTCS TEKCT, 3aAaHHbIN B
[aHHOM napameTpe
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DopMaTUPOBAHME 31EKTPOHHbIX KtoYen

Bo BpeMsa ¢popmMaTMpoBaHMa 3a4at0TCA OCHOBHbIE MapaMeTpbl paboTbl 31EKTPOHHbIX Katode. [Tocne npouecca
(hOpPMaTUPOBAHMSA 3NEKTPOHHBIV KNIOY cnefyeT nepeaatb KOHEYHOMY MOJIb30BATENHO.

PaboTa MacTepa hopMaTMpOBaHus NPUNOXKEHUS HACcTpauBaeTcsa BO Bknaake "MopMatupoBaHue” B OKHe
HacTpoek. B naHHOM pasnene onucaH npouecc npy BblbpaHHOM BapuaHTe dopMatupoBaHus — "Copocutsb
HacTpoliky" (noapobHee cM. nogpasaen 6.5 Bknanka "®opMaTtupoBaHue”).

BaxHo! [Tpm opmatupoBaHmm rpuaoKeHmIt /1eKTPOHHBIX KToYes OYAyT yAaNEHb! BCE AAHHbIE, XPaHALUNECS

B 11aMSTH MPUIIOKEHUS (CEPTUPDUKATBI, KITHOYH)

dopmMaTupoBaHme npunomeHna PKI ¢ annnetom PRO

B npouecce dopmatnposanusa npunoxerus PKI c annnetom PRO 3apatoTcs HoBble 3HaueHus PIN-koaa
aaMuHucTpaTtopa u PIN-koda nonb3oBaTensi C BO3SMOXHOCTbIO YKa3aHU 419 HUX HACTpOeK KayecTsa. [laHHble
MOJIb30BATENS, XPaHALMECS B NAMSATU NPUNOXKeHUs (cepTUdUKaTbl U KNkouK), ByayT yaaneHbl B Xo4e
dbopMaTUpoBaHus.

P lna nOAroTOBKM 3NEKTPOHHOrO Kn4a K paboTe HE06X0AUMO:

1.

MoaKNYMTb 3NEKTPOHHDBIN KtoY K pasbeMy USB komnbroTepa, 3anyctutb M0 "EanHbii Knuent JaCarta” u
MepeKIoYUTLCS B PACLUMPEHHBIN PEXUM;

NHdopMaums 06 3neKTpoHHOM Kitoue byaeT otobpaxeHa B OCHOBHOM OKHe, BbIMOJHEHUS LOMOMHUTENbHbBIX
OencTBui He TpebyeTcs. ECnm noaKNloYeHO HECKONbKO 3EKTPOHHbIX KOYER, TO BbIGpPaTh 3HAYOK HY>KHOMO

Kntoya B 06nactu cnesa;
Mepentu Ha Bknaaky "PKI" u HaxaTtb kHonky "®opMaTtnpoBsath”. ByaeT oTkpbiTo OKHO "Mactep
dopmatupoBaHusa npunoxenus PKI" (cM. PucyHok 69);

& Macrep dopmatpesanns npunoserig PKI >

O6A3aTenbHble NapamMeTphl
3a4aiTe NMA NPUNOIKEHMA HA TOKEHe

WiMA NprUAoXKeHua

JaCarta

Nanee > OTMmeHa

PucyHok 69 - Macrep gopmarnpoBarmus npunoxerns PKI. Ob6s3areibHbie napamerpsl

B macTepe dopmMatupoBaHumsa npunoxeHuns PKI Hy>KHO 338aTb MMSi NPUNOXEHWUS;
BbibpaTb cnocob popmaTupoBaHums:

—  "PacwwupeHHbIi”, 4To6bl BpYYHYH 334aTb NapaMeTpbl 3NEKTPOHHOro K4a B npouecce GopMaTUpOBaHUS;

—  "CTaHpapTHbIi", uTO6bI HOPMATMPOBATb MEKTPOHHbINM K/HOY C NPUMEHEHWMEM CTaHAAPTHLIX NapaMeTpoB;

MNpwu BbIGOPE paclumpeHHoro GopMaTMpoBaHUa ByaeT OTKPbITO OKHO HAacTpoiku napameTtpos PIN-koaa
(cM. PucyHok 70);
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& Macrep dopmatnpesanua npunoserna PKI X

©opMaTUPOBaHKE NPUNOXKEHNA
3ajaiiTe napameTpsl

PIN-koa nons3oBaTens

Make. konmuecteo noneitok PIN-koga | 10 ¢

D Mone30BaTens A0MKEeH CMeHUTE PIN-KOA NpU NepeomM MCNOALI0BaAHUN

" PIN-kog agMUHNCTpaTopa

D M3mMeHUTE KU GopMaTUpPOBaHUA

Pucyrok 70 — Macrep gopmatmposarmus rpunoxenns PKI. @opmarupoBarmne npuioxenns. Ykasanme napameTpos

7. Tlpou3BecTv HACTPOMKM NapaMeTpoB, pyKOBOACTBYACH ONUCaHMeEM B Tabnuue (cMm. Tabnuua 16).

Tabnuya 16 — @opmatMpoBaHue NpuioKeHHs. PaclumperHsle napameTpbl GopmMaTnpoBaHms TOKEHA

Cekuums Mone OnucaHue
PIN-kop, MaKcMManbHOe KOMYeCTBO HEBEPHbIX NOC/eA0BaTENbHbIX
rnonb3oBaTens nonbiTok BBoAa PIN-kopa nonb3oBatens, nocie KOToporo
Makc. konmyecTso nonbiTok PIN-koga
BO3MOXHOCTb Mcnonib3oBaHust PIN-koga nonb3oBatens 6yaet
3abnokunpoBsaHa

Ecnun dnaxok ycTaHOBNEH, MONb30BaTeNb AOMKEH OyaeT
cMeHuTb PIN-Kop, nonb3oBatens npu nepsom
MCMONb30BaHMM 3EKTPOHHOTO Ktoya. B npoTBHOM criyuae
OH He CMOXeT NPOACIKUTb PAabOTy C 3TUM INEKTPOHHbLIM
K/I04YOM

Monb3oBaTenb pomkeH cMeHnTb PIN-kopg,
npu NepBoM UCNOAb30BaHUU

PIN-kopg,
aaMUHKUCTpaTopa
BeecTu 3HayeHue PIN-kofa agMuHUCTpaTopa (Nofe akTUBHO

PIN-kop agMuHuCcTpaTopa
A an patop npu yctaHoBneHHoM dnaxke "PIN-kon agMuHucTpaTopa”)

MakcrMManbHOe KONMYeCcTBO HEBEPHbIX MOC/ELOBATENbHbIX
nonbiTok BBoAa PIN-kofa agMuHMCTpaTopa, nocne KOToporo
BO3MOXHOCTb Mcnosib3oBaHust PIN-kona agMuHucTpaTopa
6yneT 3abnokmMpoBaHa

Makc. konmyecTBo nonbiTok PIN-koga

M3MeHUTb KoY Ecnun dnaxok ycTaHoBneH, TO Npu HaxaTm KHonku "Hanee”
dbopMaTMpoBaHus 6yLeT OTKPbITO OKHO A5 YCTAHOBKM 3HAYEHUS KAo4a
dopMaTnpoBaHus

8. [pu ycTaHoBke dnaxka "MaMeHUTb Koy hopMaTMpOBaHUS" 0TOBPA3UTCS OKHO, NPUBEAEHHOE HA PUCYHKE
(cM. PucyHok 71);
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& Macrep dopmatnpesanua npunoserna PKI X

DOpMaTUPOBaHWE NPHUACKEHNA
YCTaHOBWTE KK q)UpMETMpOEIEHMH WM N3MEHWNTE €70, ECNKX 3TO HEOGKUAVIMO

Knwou opmaTtipoBaHna

@ Mcnons30Bate 3HaYeHWA KAKOYA GOPMaTHUPOBAHWA NO YMONYIHWIO

O Wcnons3oeate y W KAKOY GpopMaTrp WA

™ WMameHWTb kY hopMaTMPOBaHKUA

Pucyrok 71 — Macrep gopmatmposarus ripunoxenns PKI. YcraHoBKka kio4a gopmatpoBaHns

9. BbinonHuTb HacTporiky. OnucaHme AONONHMTENbHbIX HAaCTpoek Ha Bknaake "lMonutuka PIN-koga" npuseneHo
B Tabnuue (cMm. Tabnuua 17).

Tabnmuya 17 - Macrep gopmatupoBanus npunoxermns PKI. YcTaHOBKa Kto4a opmMaTmpoBaHis

Cekums Mone Onucanue

Mcnonb3oBaTb 3HaYEHMS KNtoUa Ecnu onuus BbibpaHa, 6yaeT MCnonb3oBaThCS KITHOY
Koy hopMaTUpOBaHMS MO YMOMYAHUIO hopMaTMpOBaHMS MO YMOIYAHUIO
$opMaTnpoBaHus o

Mcnonb30BaTh YKa3aHHbIM KoY Ecnu onuus BbibpaHa, BO3MOXEH BBOA, BbIOPAHHOTO

hopMaTnpoBaHus K/to4a hopMaTUpOBaHMS B COOTBETCTBYHOLLEE MONE

Onuus CTaHOBKUTCSA AOCTYNHA ecu BbIGpaH (Gnaxok
Mo ymonyaHuio "V3MeHWTb KN4 hopMaTUpOoBaHuMs”. YCTaHaBNUBAET KoY
$hopMaTUPOBaAHMUS NO YMONYAHUIO

M3MeHeHWe KntoYa HopMaTMPOBaHMS Ha CiydaitHoe

MN3MeHUTb Kntoy CnyyaitHblig 3HaYeHuWe AN NpeAoTBpaLLeHMs NocneayoLero 4ocTyna
dbopmMaTnpoBaHus K GYHKUMM GOPMATUPOBAHMSA 3N1EKTPOHHOIO Kitoya
JT0 3HaveHue YKa3blBaeTCs HOBbIM KNtOY HOPMATUPOBaHUS
MoaTtBepxaeHue MoaTBEpXaeHUe HOBOMO K/toua GopMaTUPOBaHUS

10. Haxatb kHonky “[anee". OTKpoeTcsa OKHO HacTporiku kadectsa PIN-koga (cM. PucyHok 72). MNpu yctaHoBKe B
TEeKyLWeM OKHe Gnaxka "BKNYMTb paclumpeHHble HacTporkm kavectsa PIN-koza", mpu HaxaTtuu KHOMKM
"Nlanee"” 6yneT OTKPbITO OKHO YCTAHOBKM pacLUMpeHHbIX HAacTpoek KadecTtea PIN-koaa (cM. PucyHok 73).

I Hacrtposiku Ha AaHHOV BKIGAKE OTHOCATCA TOMIbKO K PIN-K0AY rno/ib30BaTena
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& MacTep dopmarnposanna npunoskceHina PKI X

QOpPMaTUPOBAHKUE NPUACKEHNA
¥CTaHOBMTe HAcTpoMkn KavecTea PIN-koaa

MuH. anrHa PIN-koga ‘ 6 : |
MuH. cpok gedcTena PIN-koga ‘ 0 ‘3 |
Makc. cpok aedActeua PIN-koaa ‘ 0 e |
MpeaynpexaeHne ob ncreuednn PIN-koaa (AHeiA) ‘ 0 ¢ |
Wctopua PIN-koga ‘ 6 # |

D BKAUWTE pacllMpeHHEIe HACTPORKK KauecTea PIN-koaa

o

PucyHok 72 - @opmatmpoBanme ripunoxerns PKI. Hactporiku kavecrsa PIN-koza

& MacTep dopmarnposanna npunoskceHina PKI X

DQOpMaTAPOBaHKe NPUAOKEHNA
YCTaHOBWTE pacluMpeHHBbIE HACTPOMKK KadecTea PIN-koga

Yucnosele CMMBOJIbI He BaxHo
CWMBONEI BEPXHETO perncrpa He BaxHO

CUMBOMBI HUXHErD perncTpa He BaxHo

CneunanbHele CHMBONbI He BaxHo

>

MakcuMyM nocnefoBarensHo NOBTOPAKLULWXCA CHMBONOB | 255

o

PucyHok 73 - PaclimperHblie napamerpsl opmMaTupoBaHms TOKEHA. PaclumpeHHble HacTporiku kavectsa PIN-koga

11. BbinonHuTb HacTpoiky. OnucaHue foNOAHUTENbHBIX HACTPOeK Ha BKnaake "Monutuka PIN-kopa" npueeaeHo
Tabnuue (cm. Tabnuua 18).

Tabmya 18 —PaclumpeHHblie napameTpsl opMaTupoBaHms TokeHa. [lommmka PIN-koaa

Cekums MNone OnucaHue

MuHMManbHOe KONMYecTBO CUMBOJIOB, KOTOpbl€ MOXHO

MuH. nnuHa PIN-koaa
ucnonb3oBaTtb B PIN-koae

MuHMManbHbIN CpoOK (B ,EI,HHX), B TE@YEHNE KOTOPOIro MOXXHO

MwuH. cpok pencteusi PIN-koaa
mcnonb3oBatb PIN-koa nonb3oBaTens

basoBble . MakcuManbHbIi Cpok (B AHSIX), B TEYEHWE KOTOPOTrO MOXHO
Makc. cpok gevicteua PIN-koga

nonutuku PIN- mcnonb3oBatb PIN-koa nonb3oBaTens

Koaa

nonb3oBartens MpepynpexaeHue 06 ucteveHUn
PIN-kopa (aHen)

3a CKOMbKO [HeM A0 OKOHYaHusa cpoka aeictema PIN-koaa
nosib30BaTeNs aBTOMaTUUYECKK BYAET OTNPaBAEHO
COOTBETCTBYIOLLEE YBELOMIEHWE

Yucno ncnonbsosaslumnxcsa paHee PIN-kogos nonb3osartens,
McTtopus PIN-kopa KOTOpble He/b39 UCNO/b30BaTb NpU Ha3HayeHun Hoeoro PIN-
KoAa nonb3osartens. Hanpumep, ecnun ycTaHOBNEHO 3HaveHue "3",
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Cekuusa MNone OnucaHue

HEeBO3MOXHO byneT Ha3HaunTb PIN-kog nonb3oBartens,
COBMAZALWMIA C OOHUM U3 TPEX paHee UCMONb30BaHHbIX

YcTaHoBKa axkka NO3BONSIET BbIMONHUTL TOHKYH HAaCTPOMKY
kavecTtBa PIN-kopnoB nonb3oBatens

BblnafatoLwmii CNMCOK COAEPXKUT BapnaHTbl UCMONb30BaHUS LUdp
B PIN-kope nonb3oBaTens:
YncnoBble CUMBOBI e He BaxHoO
e  3anpelieHo
e (Ob6g3atenbHo
BbinazatoLwmii CMcok COLEePXKMT BapuaHTbl UCMOSIb30BaHMS

andaBUTHLIX CMMBONIOB BepxHero peructpa B PIN-kone

nonb3oBaTensa:

CMMBONbI BEPXHErO perncrpa
p p P e  He BaxHO

e  3anpeleHo

BkntounTb

pacliMpeHHble e O6s3aTtenbHo

HacTpoika Bbinagatowmin CNMcoK COAEPXKUT BapUaHTbI MCMONIb30BaHMUS
kayecrsa PIN- andaBuTHBIX CMMBONIOB HWXHero peructpa B PIN-kone
KoAa nonb3oBaTeng:

MMBOJIbl HUXKHErO PerucrT
Cumeo €ero perucrpa e He BaXHO

e  3anpeleHo
e (O6gaszatenbHo
BblnafatoLmii CrMCOK COLEPXKUT BapUaHTbl UCMONb30BaHMUS
cneumanbHbix cumBonos B PIN-koge nosb3osartens:
CneumanbHble CUMBOJTbI e He BaxHo
e  3anpeleHo
e (O6g3atenbHo
Mcnonb3oBaHue MayLWwmMx noapsa OAUHAKOBbIX CMMBOOB. CnMcok

COLLEPXKMUT Mosie C BOSMOXHOCTbIO BbIOOPA 3HAYEHUS U3
OuvanasoHa ot 0 go 255

MaKCMMyM nocnenoBaTenbHO
NOBTOPAKLWNXCA CMMBOIOB

12. Haxatb kHonky "[anee". Bynet oTKpbITOo OKHO An1g BBoAa HoBoro PIN-koaa nonb3oBatens (cM. PucyHok 74);

& Mactep fopmatnposaHua npunoxesna PKI x

DopMaTApOBaHKe NPUACXKEHMA
3agaite PIN-Kog nonb3oBaTens

HoBbii PIN-KOA NnoAsb30BaTens

MoaTteepante PIN-KoA Nonb3osaTens

Pucyrok 74 — @opmaruposarue rnpunoxerns PKI. Ykazanmne PIN-kosa nosb3osarens

13. HeobxoamMo ykaszaTtb HoBbl PIN-kog nonb3oBartens, NOATBEPAUTL €r0 NOBTOPHbIM BBOAOM M HaXaTb KHOMKY
"Nlanee". byaeT oTKPbITO OKHO NOATBEPXKAEHUS YCTAHOBNEHHbIX B Npouecce GopMaTUPOBaHUS HAaCTPOeK;
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14. Haxatb kHonky "ToatBepamnth”. HauHéTca npouecc popmaTtupoBanus. Mpu ycnewHom npouecce
dhopmMaTMpoBaHMsa 0TOHBPa3UTCA COOTBETCTBYIOLLLEE COOBLEHUE — HaXaTb "3aBepLmnTb” ANs 3aKpbITUS MacTepa
dbopMaTUpoBaHus.

7.2 ©®opmMmaTtuposaHue npunoxeHnAa PKI ¢ annnetom Laser

/;7{ B npouecce ¢opmatupoBaHua npunoxenus PKI ¢ annnetom Laser 3apaiwotcs HoBble 3HaveHus PIN-koga

agMuHucTpatopa M PIN-kopa nonb3oBatens ¢ BO3MOXHOCTbH YKa3aHMs AJ1S HMX HACTpoek KayecTea. [laHHble
Nnonb30BaTeNs, XpaHsWMecs B NaMATM MPUNOXeHUs (cepTuduKatel M KAwuuM), OyoyT yaaneHbl B XoAae
dhopmaTMpoBaHus.

P Ing NOATroTOBKM 3NEKTPOHHOrO Kaloya K paboTte Heob6xonMMoO:

1. TlopkniounTb 3NEKTPOHHbIM KoY K pa3bemy USB komnbtoTepa, 3anyctutb [0 "EguHbiii Knuent JaCarta” u
MepeKIoYUTLCS B PACLUMPEHHBIN PEXUM;

2. WHdopmaums 06 3nekTpoHHOM Kntoue 6yaeT oTobpakeHa B OCHOBHOM OKHE, BbINOJIHEHUS [OMONHUTENbHbIX

LencTBui He TpebyeTcs. ECnm noakNloYeHO HECKOMBbKO 3EKTPOHHBIX KHOYER, TO BbIOpaTh 3HAYOK HY>KHOTO
Kntoya B 06nactu cnesa;

3. Mepentn no Bknaaky "PKI" n HaxaTb kKHoMKy "®opmMatnpoBath”. byaeTt oTkpbITo 0KHO "MacTep
dopmaTupoBaHusa npunoxenus PKI";

4, Bbibpatb pexxum hopMaTUpOBaHUS:

—  "PacwmpeHHbIi”, 4Tobbl BpYUYHYH 334aTb NapaMeTpbl 3IEKTPOHHOMO K/o4Ya B npouecce GopMaTUPOBaHMS.
MonpobHoe onucaHue npueepeHo B nn. 7.2.1;

—  "CraHpapTHbIiA", 4TOObI OPMATUPOBATL 3NEKTPOHHBIN KNKOY C NPUMEHEHWEM CTaHAAPTHbLIX NapameTpoB. MoapobHoe
onucaHue npuBeaeHo B nn. 7.2.2;

—  "MopmatupoBaTb no wWabnoHy", 4ytobbl GOpMaTUPOBATL MEKTPOHHBIN KITHOY C 3apaHee 3a4aHHbIMU NapaMeTpaMu.
MNMopopobHoe onucaHue npusegeHo B nn. 7.2.3.

7.2.1 PacwwmpeHHoe $¢opMaTNpoBaHme

P Ona pacwupeHHoro GopMaTMpoBaHUA HEO6XOAUMO:
1. TloAroToBWTb 3NEKTPOHHbIN KoY K paboTe (cM. nogpasgpen 7.2).

2. Bbibpatb pexum "PaclumpeHHbii” (cM. PucyHok 75).
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gé’ Mactep dopmatupoeanua npunomxenua PKI/BIO hed

Cnocof GopMaTUPOBaHWA NPUNOKEHWUA
BuiGepuTte cnocob popMaTUPOBaHUA NPUAOKEHWUS. Bbl MOXETE COXPaHUTL
cBOW BbIGOp ANA AanbHERIIEro MCNoB30BaAHWA.

® PaclunpeHHBIiA.
©opMaTUpPOBaTk NPUAOXEHWE NOAPOBHO 334aHHBIMM NapaMeTpaMmm.

CTaHAapPTHBIA.
©OpPMaTHPOBaTk NPUAOKEHWE NAPAMETPAMM MO YMONYAHMIO.

O

@) DopMaTUPOBaTk Mo WabAoHY.
©OPMaTUPOBaTk NPUAOXKEHWE NapaMeTPaMM 13 WabnoHa.

[0 3anomuuts BuiGop ans aansHeiiwero cnonbioBaHns

fNanee > OTmeHa

PucyHok 75 - Macrep gopmarnpoarms rpmnoxenns PKI. Boibop pexuma gopmarmpoBaHns

3. Haxatb kHonky "danee”. OTo6pa3uTca OKHO Ans BBOAA 3HAYeHW kavecTBa PIN-kofa agMuHUCTpaTopa
(cM. PucyHok 76).

& Macrep dopmatuposanmns npuncsenns PKI/EIO X

Kauecrso PIN-KoAa agMmuHWCTpaTopa
YCTaHOBWTE HACTPOAKK KauyecTea PIN-KoAa agMWHMCTpaTopa

PazpewnTs pa3tioKMPOBKY € MCNOMB3C 3anpoc-oTeeT
Ba30BLle HACTPOWKA
, A
MwH. annHa PIN-koga |~ v |
. A
Makc. gnnHa PIN-koga | 6 v |
PaclMpeHHEIe HACTPOHKA
N A
MWH. KOAMYECTBO LWMPPOBLIX CUMBONOB | 0 v |
N A
MWH. KDAMUECTED BYKBEHHLIX CHMBONOB | 0 v |
N A
MWH. KOAMYECTEO CUMBONOE HWUXHETO PErMCTPa | 0 v |
N A
MWH. KOAMYECTEO CUMBONOB BEPXHETO PerucTpa | 0 v |
N A
MWH. KOAMYECTBO CreL,. CMMBON0B | 0 v |
- A
MaKec. KONMUECTES NOBTOPAILMKEA CUMECAOE | 6 v |

PucyHok 76 - Mactep gopmatnposarmus npmnoxerus PKIl. Hactporika ka4ectso PIN-koga aamMmuHUCTparopa

Mpu HEOH6XOAMMOCTU U3MEHWTb 3aAaHHbIE MO YMOMYAHUIO 3HAUYEHMSI HAacTpoek kavecTBa PIN-koza,
PYKOBOACTBYSICb OMUCaHUEM, NPUBELEHHbIM B Tabauue (cM. Tabnauua 19).
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[lpu 338aHum HoBoro PIN-ko4a pekoMeHrAyeTcs uCno/ib308aTe OYKBbl TO/ILKO IATUHCKOro aa@asura (abc...z,

ABC..Z), ungpsi (123...0) u creycumBons! (~1@%#...). Mcrionib30BaHme npobena u CuMBOSIOB KUPH/TNLbI

Hegonyctumo. MmuHumansHas a4mHa PIN-koga aamuHucTparopa cocras/iser 4 cumMBoa.

Tabmmya 19 - Kavecrso PIN-koga agmmuHucrparopa. Onucanme napamerpos

Cekums

Mone

PaspelwmnTb pas3brokMpoBKy C MCNONb30BaHUEM

MeéxaHM3Ma 3anpoc-oTBeT

basosble HaCTpoMKku

PacwmpeHHble
nonutnku PIN-kopa
aAAMUHMCTpaTOpa

MwuH. annHa PIN-kona

Makc. onvHa PIN-kopa

MUH. KOnn4ecTBo LUPPOBbIX

CMMBOJ10B

MWUH. yncno 6yKBEHHbIX
CMMBO/IOB

MWH. KOMYECTBO CMMBOJIOB
HUXHErO perncrpa

MWH. KONNMYeCcTBO CUMBONOB
BEpXHero perucrpa

MWuH. KonnyecTBo cnedu,
CMMBOOB

Makc. KonmuyecTso
NOBTOPSOLLMXCS CUMBOJIOB

Onucanue

IMpu ycTaHoBke daxka nocie hbopMaTMpOBaHWS NOSBNSETCS

BO3MOXHOCTb Pa3bnoKMpOBaTh 31EKTPOHHbIV KoY B
YAANEHHOM pexuMe, UCNOMb3ys MEXaHM3M "3anpoc-oTBeT".
[ns storo B none PIN-kop agMUHKUCTpaTopa LOMKHO ObITh
334aHO 3HaveHue kntoya 3DES, koTopbin ByaeT BbINONHATL
dyHkumo PIN-kopa agMuHUcTpaTopa

MUWHKMMaNbHOE KOMYECTBO CMMBOJIOB, KOTOPbIE MOXHO
ucnonb3osaTb B PIN-kone

MakcuMManbHOe KOIMYECTBO CMMBOJIOB, KOTOPbIE MOXHO
ucnonb3osatb B PIN-kone

Onpegnenset, CKonbko LMPPOBbIX CUMBONOB HEOHX0ANMO
ucnonb3osaTb B PIN-kone

Onpegnensert, ckoNbko BYKBEHHbIX CUMBOJIOB HEOHX0AUMMO
ucnonb3osatb B PIN-kone

Onpeaenser, CKoNbKO BYKBEHHbLIX CUMBOJIOB B HUXKHEM
peructpe HeobxoanMo ucnonb3osath B PIN-koze

Onpepenser, CKoNbko 6YKBEHHbIX CUMBOJIOB B BEPXHEM
peructpe Heobxoaumo mcnonb3oBatb B PIN-koge

OnpepenseT, CKOMbKO cneuuanbHblxX (He andaBuTHO-

undpoBbIX) CUMBONIOB HEO6X0AMMO Mcnonb3oBaTth B PIN-kope

OnpepenseT Y1CI0 NOBTOPSIOLLMXCS CUMBOJIOB B J1I060M
mecte PIN-koga

4. HaxaTtb kHonky "Oanee". OTobpasuTca okHO Ang BBoaa HoBoro PIN-koaa agMuHUcTpaTopa (CMm.

PucyHok 77).
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gé’ Macrep dopmatuposanua npunoxenna PKI/BIO hed
QOPMaTUPOBaHKME NPUAOKEHWA

3apaiiTe HacTpoiikn PIN-Kkofa agMUHWCTpaTopa

HoBblid PIN-KoJ, aAMUHUCTPaTOpa

| LAZ 2111 ]] ‘ #

MoaTteepanTe PIN-koA agMUHUCTpaTOpa

Makc. konruecTeo noneiTok Becaa PIN-koaa | 15| v

Wma npunoxenna

JaCarta PKI/BIO |

Pucyrok 77 - Macrep gopmarmposarms rpmnoxenns PKI. Hactposikn PIN-koga aamuHmucTparopa

Yka3atb HOBbIM PIN-koA afiMUHUCTpaTOpa M NapaMeTpbl ero 6J10KMPOBaHKs B COOTBETCTBMM C Tabauuein (cM.
Tabnuua 20).

Tabnmuya 20 - Hacrposiku PIN-koga aamuuuctparopa. Onvucarmne Hactpoek

Mone OnucaHue

B none HeobxoaMMo 3a8ath HOBbIM PIN-kof agMUHUCTpaTopa Ans

HoBbi PIN-koa agMUHKUCTPaTOpa
A an patop npunoxenus PKI

B none Heobxoaumo BBECTM NoaTBEp)aeHMe HoBoro PIN-koaa

MoateepamnTb PIN-Koa aaMUHKUCTpaTOpa
ATBEPA A al patop aAMUHUCTpaTopa

MakcuManebHo A0NYyCTUMOE YMCNO HEBEPHbIX MNOCNEeA0BaTE/NbHbIX

Makc. konnuecTso nonbiTok BBoAa PIN-koaa
nonbiTok BBoAa PIN-kopa agMuHucTpaTopa

Nmsa TokeHa, oTobpaxaemoe B rnaBHoOM okHe EanHoro KnuneHta

NMms npunoxeHus . .
P JaCarta v Ha Bknagke "MIHpopmauum o TokeHe

5. Haxatb kHonky "[anee". OTobpa3utcs okHO ans BBoga HacTpoek PIN-koga nonb3oBaTens
(cM. PucyHok 78).
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& Macrep dhopmatposarns npunosenna PKI/BIO *

DOPMaTUPOBAHWE NPUNOKEHUA

3apaiiTe HacTpoiikn PIN-koaa nonb3oBaTens

Twun PIN-koga PIN v
Makc. konnuecTeo noneiTok BBoga PIN-koga | 15 Y
Hactpoikm PIN-koaa

A

BpemA ¥13HW PIN-K0Aa, AHU

D Mone3oBaTens AomeH cMeHUTe PIN-Koa Npu NnepeomM MCNOoAL30BaAHNK

D Monb30BaTeNt AOMKEH NOMeHAT PIN-KoA noche pa3zGaoKNpoBKW

0

Pucyrok 78 - Macrep gopmarmnposarms ripmunoxerns PKI. Hactposiku PIN-koga nosb3oBarens

Yka3atb 3HaueHus HacTpoek PIN-koaa nonb3oBatens B COOTBETCTBMM C Tabnuuei (cM. Tabnmua 21).

Tabnmuya 21 - Hacrporikn PIN-koga nosb3osarens. OnucaHmne HacTpoek

lpynna Hactpoiika

Tun PIN-kopa

MakcuManbHOe KONMYecTBO MonbITOK BBOAA
PIN-kona

Bpems xun3Hn PIN-koaa,
OHU

Hactpo#ku PIN-
Koaa Monb3oBaTenb AOMKEH
nomeHsaTb PIN-koa npu

nepsom Bxoae

OnucaHue

B03MOXHbI YeTbipe BapuaHTa:

PIN - ans ayreHTMdMKaumm nonb3oBaTtesb OMKEH BBECTH
PIN-kon nonb3oBartens;

BIO - png ayteHTUdUKaLUKM NONb30BaATENb AOIKEH NPUNOXKUTD
nanew K CKaHepy OTMe4yaTkoB MasbLeB (TONbKO Ang
3/1EeKTPOHHbIX KNtoyen ¢ npunoxermem PKI/BIO);

PIN nnm BIO - ong ayTeHTMdUKALMM NONb30BATENb AOMXKEH
caenaTb oaHo 13 AByx: BBecTu PIN-koa nonb3oBatens unu
NPUNOXWTb Nanew, K CKaHepy OTreyaTkoB MasnbLeB (TONbKO Ang
371eKTPOHHbIX Kntoyen ¢ npunoxexnueM PKI/BIO);

PIN 1 BIO - anga ayteHTUdMKaumm nonb3oBaTenb AOMKEH KaK
BBecTi PIN-koa nonb3oBatens, Tak U NpUAOXKMTb nanew, K
CKaHepy 0TneyYyaTKoB NanbLeB (TONbKO A1 3NEKTPOHHbIX
kntoyert ¢ npunoxxeHnem PKI/BIO)

MaKcMManbHO A0MYCTUMOE YMCIIO HEBEPHBIX NOCNEA0BATENbHbIX
nonbiTok BBoAa PIN-koga nonb3osartens

KonunyecTso gHel, cnycTa KOTopoe Nonb3oBaTeNb AOMKEH byaeT
cMeHuTb PIN-Kog nonb3oBatens

Mpu ycTaHoBKe daxka Npu NepBoM NOLKIOUYEHUU 3NEKTPOHHOTO
Kntoya byaet npepnoxeHo cMeHuTb PIN-kon nonb3osatens. B
MPOTUBHOM C/lyYae UCMONb30BAHME 3/IEKTPOHHOIO Kitoya ans
dyHKuUMoHanbHOCTKH, Tpebytowen npeabasnerus PIN-koaa

nonb30BaTend, 6y,ueT HEBO3MOXHO
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lpynna HacTpoiika

Monb3oBaTenb AOMKEH
nomeHsatb PIN-koa nocne

pa3bnoknpoBku
HacTpoinku MakcumanbHoe
6uomeTpun KO/IMYECTBO OTNEYaTKOB

OnucaHue

Mpwu ycTaHoBKe dnaxka noib3oBaTento Heobxoaumo byaeT CMeHUTb
PIN-kogn nocne pa36ioKMPOBKM 31EKTPOHHOIO KITHoYa

OnpepenseTt MakCMManbHOe KONMYECTBO OTMNEYaTKOB NanbLeB
Nonb30BaTeNs, KOTOPOe MOXHO COXPaHUTb B NaMATU 3N1EKTPOHHOIO
knoya JaCarta (ot 1 go 10). B kaxKaoM KOHKpETHOM cyyae
Nonb30BaTeNlb CMOXET BbIOPaTh, KAKOM OTMEYaTOK NanbLa
MCNonb30BaTh.

MuWHUManbHOE peKOMeHLyeMOoe 3HaUYeHue: 2

6. Haxatb kHonKy "[anee". OTobpa3unTcs OKHO Ans BBOAA NapaMeTpoB kadvectBa PIN-kopga nonb3oBaTens

(cM. PucyHok 79).

& Macrep dopmatnposanma npunoscerma PKI/BIO X

Kauecteo PIN-Koaa nonb3oBaTens
YCTaHOBUTE HAcTPoWKKM KauecTea PIN-Koaa nons3oeatens

5a30Bble HACTPORKK

| OrpaH1uyeHne pa3bioKMpoBoK
MuH. aanHa PIN-koaa 4 4
Makc. gnnHa PIN-koaa 16 v
|:| WcTopwua PIN-koaa

PacliMpeHHEIe HACTPOMKW
MWH. KOMMYecTBO UNMPPOBEIX CUMBONOB ] =
MWH. KOAMUYECTBO BYKBEHHLIX CUMBONOB 0 4
MWH. KDAMYECTBO CMMBOIOB HWXHero perncrpa |0 4
MWH. KOAMYECTBO CMMBOIOB BEPXHEro pernctpa |0 4
MWH. KOMMUecTBO chewl. CUMBONOR ] A
Makc. KONMYecTBO NOBTOPAKOWMXCA CUMBONOE | 16 v

PucyHok 79 - Macrep gopmatnposanmns npmnoxenns PKIl. Kavecrso PIN-koga nosib3oBaress

MNpn He06X0AUMOCTU U3MEHUTD 33aHHbIE MO YMONYAHMIO 3HA4YEeHUS HacTpoek kavecTsa PIN-koaa,
PYyKOBOACTBYSCb ONMCAHMEM, MPUBEAEHHBIM B Tabauue (cM. 22).

[pu 3a8armun HoBoro PIN-koaa pekoMeHayeTcs Mcrosib30B8aTe ByKBbl TOJIbKO JIATUHCKOIo an@asuta (abc...z,

ABC...2), ungpsr (123...0) u crielycumBobl (~1@#...). Vicronb3oBaHue npobesna n cMMBOI0B KUPHITULIbI

Hezomnyctumo. MurHumarnsHas a4amHa PIN-ko4a nosib308artesis cocrasaser 4 cumBona

Tabmuya 22 - KavecrBo PIN-koaa nosb3oBaresns. Onucanmne napamerpos

Cekums Hacrtpolika OnucaHue
MakcrManbHOe KoIMYecTBo pa3bioKMPOBOK TOKEHA MOb30BaTENS
Eas0Bble nocne ero 610KMpoBKU. MpU NPEBbILLEHWUM 33AAHHOTO 3HAYEHUS
o pas6nokuposka PIN-kona nonb3osatens 6yaet HEBO3MOXHaA.
HacTponku PIN- OrpaHunyeHne pa3baoknpoBok
vona Mcnonb3oBaHWe TOKEHA CTAHET BO3MOXHbIM NOC/E ero

(OpMaTUPOBaHMS C yAANEHUEM BCEX AAHHbIX HA TOKEHE U
ycTaHoBKol HoBoro PIN-koaa agMUHKUCTpaTopa M nonb3oBaTtens
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Cekuus Hacrtpoiika OnucaHue

MUWHWManbHOE KOMYEeCTBO CMMBOJ/IOB, KOTOPbIE MOXHO
MuH. anvHa PIN-kopa
ucnonb3osatb B PIN-kone

MakcuMManbHoe KOIMYeCcTBO CUMBOJIOB, KOTOPbIE MOXHO

Makc. annHa PIN-kopa
ucnonb3osatb B PIN-kone

KonnuectBo nocnegHunx ncnonb3oBaHHbix PIN-konoB nonb3osartens,
3Ha4yeHus KOTOpbIX HeNb3a 3a8atb Ans Hosoro PIN-koga
nonb3oeartens. Hanpumep, ecnu yCTaHOBNEHO 3HayeHue "3",

MUctopusa PIN-kona HEeBO3MOXHO byaeT Ha3HaumTb PIN-kon nonb3osaTens,
COBMAAAKLWMIA C OQHWUM U3 TPEX NOCNELHUX UCMONb30BAHHbIX.
Lonyctumble 3Hayvenus ot 1 no 10. Beoa 3HayeHun B none
BO3MOXEH Noc/ie YCTaHOBKM COOTBETCTBYHOLLErO (naxka

MWH. KonmM4ecTBo LMPPOBbIX MUWHWMaNbHOE KOMMYEeCTBO LMPPOBbIX CUMBOOB, HEObX0AMMOE ANs
CMMBONOB ucnonb3oBaHus B PIN-koge

MWH. KoIM4ecTBo 6yKBEHHbIX MWHUManbHOE KONNYeCTBO 6yKBeHHbIX CMMBONOB, HeobxoanMoe ans

CMMBOJIOB ucnonb3oBaHua B PIN-koge

MMH. KONMYECTBO CUMBOIOB MUHMMaNbHOE KOMMYECTBO BYKBEHHbBIX CUMBOJIOB B HUXKHEM
PacwmpeHHbie HWXHEro perncrpa peructpe, Heobxogmmoe anis ucnonb3osarus B PIN-koae
HacTponku PIN-
Kona MMH. KONMYECTBO CUMBOIOB MUHMMaNbHOE KOMYECTBO BYKBEHHbBIX CUMBOJIOB B BEPXHEM

BEPXHEro perucrpa peructpe, Heobxogmmoe anis ucnonb3osaHus B PIN-koae

MWHMManbHOE KONMYECTBO CneunanbHbiX (He aﬂdJaBMTHO'

MWH. Konn4yecTso cnedu,
undpoBbIX) CUMBOSIOB, HEOBXOAMMOE ANs UCNonb30BaHKs B PIN-

CMMBOJIOB
Kone

Makc. KonM4yecTBo NOBTOPOB MakcuMManbHoe KoIMYeCcTBO NOBTOPSAIOLLMXCS CUMBOJIOB B JII060M

CMMBO/OB mecte PIN-kopa

7. Haxatb kHonky "anee". OTobpa3utcs okHo ans BBoaa Hoeoro PIN-koaa nonb3osatens (cMm. PucyHok 80).
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& Macrep dhopmatposarns npunosenna PKI/BIO *

GopMaTMpOBaHWe NPUAOKEHKMA
3apaiTe PIN-koa nonk3oBatens

YecraHoeuTe PIN-KO4 nons20BaTens

HoBulil PIN-k0g noab3oBaTens

LAZ 2111 ]] #

MoaTeepanTe PIN-KOA NOAL3OBaTENA

Pucyrok 80 - Macrep ¢opmarmposarmsg rnpmnoxenns PKI. 3aaarme PIN-koga nose308arens
3anonHWTb NoNst B COOTBETCTBUM C OMMCaHWeM B Tabnuue (cM. Tabnuua 23).
Tabnmuya 23 - 3ananmne PIN-koga nons3oBarens. Onucanne napamerpos

Mone OnucaHue

YcTaHoBUTbL GNaxoK, ecnu HyHo 3aaaTb PIN-koa nonb3oBatens Ha 3Tane
dbopmMaTnpoBaHms.

YcraHosuTb PIN-kof nonb3osartens Ecnu dnaxok otcytcreyeT, PIN-koa nonb3oBaTens Bo BpeMs GOpMaTMpOBaHUs

YCTaHOBNEH He ByaeT — ero MOXHo ByaeT yCTaHOBWTb MO3Xe (415 3TOro
notpebyetcs PIN-koa afMUHUCTPaTOpPa)

Beectu 3HauyeHune PIN-koaa nonb3oBatens (4aHHoOe nose akTMBHO YCTAaHOBNEHHOM

HoBbit PIN-kon nonb3oBatens .\ ;
dnaxke "YcraHosuTb PIN-kon nonb3osartens”)

Monteepautb PIN-kon

MoeTopHO BBECTM 3Ha4YeHMe PIN-koga nonb3oBaTens
nonb3oBaTens

8. Haxarb kHonky "[anee". OTo6pa3unTCs OKHO ANs NOATBEPXKAEHMUS YKa3aHHbIX HAcTpoek (cM. PucyHok 81).
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& MacTtep dopmatmposanus npuncxenua PKI/BIO X

DOPMATUPOBAHWE NPUNOKEHUA
Haxas 'MoaTeepanTs' Bel Npon3eefeTe GOpPMaTAPOBaAHWE NPUACKEHWA. B
npouecce GOPMATUPOBAHWA BCe AaHHbIE ByayT YAaneHkl.

CoXpaHeHWe NapameTpoB HOPMATUPOBAHKUA B daiin wabnoHa popMaTMpoBaHUA

MyTe A0 Qaiina wabaoHa GopMaTUpOBaHKUA

CAUsers\KAndronova\Laser.ftf

OTyeT:

HazBeaHwne 3HaueHue
0buwme
MMAa npuaoxeHna JaCarta PKI/BIO
PIN-kog, nonb3oBaTena PIN-koa nonb3ceatens ByaeT ycTaHOBNEH

HacTtpoiiki PIN-KoAa agMUHUCTpaTopa

Hoewlid PIN-kog,

AAMUHMCTPATOpa PIN-kog aamMuHWCcTpaTopa byaer ycraHoBAeH

MaKC. KOANJecTeo Y

Pucyrok 81 - Macrep gopmarmposarms rpunoxenns PKI. [logrsepxaerne ¢gopmarposarmns

Mpu noctaHoBKe ranoyku "CoxpaHeHne NapamMeTpoB GopMaTpoBaHuUs B (aiin wabnoHa GopmMaTMpoBaHus”
BCE HACTPOWKM M3 Tabnuubl 6yayT coxpaHeHbl B dain (*.ftf) wabnoHa. NMoapobHo npo paboTy ¢ wabnoHoMm
M. B N. 7.2.3.

Conepxxarne wabnoHa GopmarupoBanus (@avin *ftf) npuseneHo B rnpuaoxermun (lpunoxenue b.
Conepxxarne wabnoHa GopmMaTupoBaHus 415 npunoxeHus PK|)

9. Haxatb kHonky "lMoaTBepanTh” AN Havana GopmMaTMpoBaHUS;
[Tocne Haxatms kHorkm "[logTBepanTs " HAYHETCS poLecc YopmMaTupoBarHus, B Xo4€ KOTOpPoro BCe

AdHHbIE 5y,[lyTy,ﬂa/7€Hb/ U3 1aMATH TOKEHa

bynet npounssoantbcs dopmatnuposaHue npunoxeHune PKI, xon BbinonHeHus GopMaTMpoBaHUS U ero
pe3ynbTat byaeT oTobpaxkeH B GUMHANBLHOM OKHe MacTepa GpopMaTupoBaHus (cM. PucyHok 82).

10. Haxatb KHOMKY "3aBepwmnTb” AN BbiXxo4a U3 MacTepa hopMaTUpPOBaHUS.
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g@ MacTep dopmatuposanna npuacxkedna PKI/BIO x

mOPMETMPOEEHME MPUAOHEHWA Ha TOKeHe
PeaynbTaTel OPMATAPOBAHWA NPUACKEHWA HA TOKEHE NepeyYncieHsl B oTueTe

Oruet:

CoXpaHeHWe NapaMeTpoB GOPMaTUPOBaHKA B Gaiin WabnoHa GopMaTUpPOBaHWA
GopmMaTHpoBaHMeE NPUACKEHWA

Ycravoeka PIN-koaa nonb3oBatens

vmcpmampoaaune MPUACKEHWA YCNEWHO BbINOAHEHD

I

Pucyrok 82 - Macrep gopmarnpoBarms ripmunoxenns PKI. Pe3yibratel gopmatmpoBaHms

7.2.2 CraHgapTHoe GpopMaTMpoBaHue

@ Mocne cTaHaapTHOro popmaTnpoBaHug byaet yctaHosneH PIN-kog no ymonuanmio - 11111111,

P Ona ctaHgapTHOro ¢popmMaTupoBaHua Heobxoaumo:

1. TloAroToBWTb 3NEKTPOHHbIN KNtoY K paboTe (cM. nogpasgpen 7.2).

2. BbibpaTb pexxum "CraHgapTHbIA" (CM. PucyHok 83).

& MacTep dopmatuposanmua npunoxequa PKI/BIO X

Cnocob (popMaTUPOBAHKUA NPUACKEHUA
BribepuTe cnocof GopMaTMPOBaHNA NPUNOXKEHNA. Bl MOXETE COXPAHWTh

cBoW BuIGOp ANA Aa © MCNOAb WA.

@) PacluMpeHHBIiA.
DOpPMaTUPOBaTk NPUACXKEHNe NOAPOGHO 3aflaHHEIMKM NapaMeTpamm.

CTaHaapTHBIA.
TOPMaTHPOBaTh NPUACKEHNE NAPAMETPAMM MO YMOAYAHWID.

@®

@) ©OpPMaTUPOBaTk NO WabaoHy.
DOPMaTUPOBaTk NPUAOXKEHWE NapaMeTpami 3 watnoHa.

D 3anoMHWTE BLIDOP ANA AaNBHEALEro MCNOAL30BaHNA

Oanee » OTmeHa

PucyHok 83 - Macrep gopmarnpoBarmus npmunoxerns PKI. Beibop pexxuma ¢opmatnpoBarHms
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3. Haxatb kHonky "Oanee”. OTo6pa3utca okHO MacTepa GOpMaTMPOBaHMs A8 BBOLA 0693aTeNbHbIX
napameTpoB (cM. PucyHok 84).

& Macrep dopmatnposanna npunoxennsa PKI/BIO >
O6a3aTeNbHBIE NapaMeTpL
Beeawte HOBLIA PIN-KO4 aAMWHWCTPaTOPa W 33AafTe MMA NPUACKEHUA HA

TOKEeHe

HoBelid PIN-KO4 agMWHWCTpaTopa

sessse ey
MoaTteepanTe PIN-Ko4 agMuHKCTPaTOpa

WiMA nprnoskeHna

JaCarta PKI/BIO

Pucyrok 84 - Macrep gopmarmuposarmns npunoxenns PKI. Obsa3are/ibHele napamerpsi
B okHe MacTepa CI)OpMaTMpOBaHMﬂ 3anosIHUTbL chepyouwme ob6s13aTenbHble nons:

e B none "PIN-kof agMuHMCTpaTopa” BBECTM HOBOE 3HauveHMe PIN-kopga agMuHucTpaTtopa. Mo ymonyaHuio
BCE BBOAMMbIE CMMBOJIbI OTOBPaAXAOTCS B BUAE ® yro6hl NPOCMOTPETb/CKPbITb BBEAEHHOE B NO/E
3HaYeHMe HeoBXOAMMO MCMOb30BaTh KHOMKM e AT

e B none "Moareepautb PIN-koA agMUHMUCTpaTOpa” NOBTOPHO BBECTM HOBbLIM PIN-KO4 agMUHMUCTpaTOpa;

e B none "MMs NnpunoxeHus" npu HeoBXo0AMMOCTM YKa3aTb HOBOE MM$ 3/IEKTPOHHOIO K/oYa (Hanpumep,
ums 6yayuiero Bnagensua);

4. HaxaTtb kHonky "MNoarsepauts” ansg Havana dopmMaTpoBaHUS;

lTocne Haxarmsa kHorku "[104TBEPANUTD " HAYHETCS NPOLECC POPMATUPOBAHMS, B XO4E KOTOPOIro BCE AaHHbIE
OyAyT YAaNEHBI U3 IaMATH TOKEHA.

Bynet npounssoautbca popmatnpoBaHme npunoxenus PKI, xon BbinonHeHWs GopMaTMpOBaHUS U ero pesynbTat
6yner otobpaxeH B PUHaNbHOM OKHe MacTepa GopMaTupoBaHums (cM. PucyHok 85).

5. Haxartb KHOMKy "3aBepwunTb” AN4 BbIXo4a M3 MacTepa GopMaTUpPOBAHMS.
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g@ Mactep dopmarnposanmna npunoxenna PKI/BIO X
mOpMETHpOEEHHE MPAUNOKEHNA H3 TOKEHE
PelyJ'\I:TETI:I q)OPMETMPOEIEHMﬂ MNPHUAOHEHWA HA TOKEHE NepeuyNCieHtl B

oTYyeTe

OTueT:

DOPMaTUPOBAHNE NPUAOKEHUA
YeTaHoBka PIN-KoAa nonb3oeatens
+ DOPMaTUPOBaHME MPUACKEHWA YCMNELWHO BEINMOAHEHD

TR RN RRRAR AR

Pucyrok 85 - Macrep gopmarnposarms ripmunoxerns PKI. Pe3ybratsl gopmatmpoBaHs

7.2.3 ©OpMaTUPOBaHMeE MO WabIoHy

J Mcnonb3oBaHWe 3apaHee HaCTPOEHHOTO WabaoHa Npu GOpMaTUPOBAHUM TOKEHA NO3BONSET 3HAYUTENLHO

YCKOPWTb CaM NpoLecc U caenaTtb eAMHOO06Pa3HbIM CTUJb BbIMYLEHHbIX 3IEKTPOHHbIX KHOYeHN.
P Ona dpopmaTupoBaHua no wabnoHy Heo6Xxo0AMMO:
1. TloAroToBWTb 3NEKTPOHHbIN KoY K paboTe (cM. nogpasaen 7.2);
2. Bbibpatb pexum "@opmaTupoBaTb No WabnoHy" (cMm. PucyHok 86);
& Macrep dopmatiposarma npunaskerna PKI/BIO P4
Cnocob popMaTUPOBaHNA NPUNOKEHNA

BriGepuTe cnocob popMaTHPOBaHMA NPHUACKEHWA. Bbl MOXETE COXPaHWUTL
cBOI BRIGOP ANA AanbHelllero MCNOAb30BaHMA.

@) PaclinpeHHbli.
DOPMaTMPOBaTL NPUACKEHNE NOAPOGHO 33laHHBIMK NapamMeTpamn.

CTaHAAPTHEIA.
DOPMATAPOBATL NPUACKEHWE NapaMeTpamMi No YMONYAHWID.

O

® DOpPMaTMPOBaTs No Wwabaony.
DOPMATMPOBATE NPUAOXKEHWE NapaMeTpaMK M3 WwatnoHa.

[J 3anomunte ewiGop ans aansHedwero ncnos3osaxna

Janee > OTMmeHa

PucyHok 86 - Macrep gopmarnpoBarus npmunoxerns PKI. Beibop pexxuma ¢opmatnpoBarHns
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3. Haxatb kHonky "Janee”. OTo6pa3utca okHO MacTepa GOpMaTMPOBaHMs, B KOTOPOM HeO6X0AUMO BbIGpaTh
HeobxoAMMbIN WabnoH c noMoLbio KHoMnku "O630p”, 3a4aTb MMS INEKTPOHHOIO KkoYa B none "Mms
npunoxexus” (cM. PucyHok 87);

& Mactep dopmatnposanua npunoxenna PKI/BIO X
DOPMaTHPOBAHWE NPUACKEHWA

YkamuTe uMmA daiina wabnoHa popMaTMpoBaHWA ANA GOPMaTMPOBaHKUA
NPUACKEHNA

MyTe Ao daiina wabnoHa GopMaTHpoBaHMA

| C:\Uaers\KAndronova\l.a&er.ftﬂ |

WMma npunoxeHna

|.IaCarta PKI/BIO |

Pucyrok 87 - Macrep ¢opmatuposarme ripunoxerus PKI. @opmatuposanme o 1wabsoHy. Beibop wabnoHa
4. HaxaTb kHonKy "Oanee”. OTo6pa3nTCca OKHO /19 NOATBEPXKAEHMUS YKa3aHHbIX HAacTpoek (cM. PucyHok 88);

& Mactep dopmatnposanua npunoxenna PKI/BIO X

DOPMATHPOBAHME NPUACKEHNA
Haxas 'MoaTeepanTs' Bol Nnpon3seaeTe GopMaTMpoBaHWe NPUACKEHWA. B
npouecce ¢OPMaTUPOBaHMA Bee AaHHble ByayT yaaneHsl.

OTuet:

L3

HazeaHwne 3HaueHne

obwwre

WMma npunoxeHna JaCarta PKI/BIO

PIN-kog nons3oBaTens PIN-koa none3oeatenn 6yAeT ycTaHOBAEH

Hactpoiikn PIN-Koaa aagMUHKUCTpaTopa

Makc. Konnyectso
noneToK eeoga PIN- 15
Koaa

PazpewnTts
pazBnoKMpoBKY ¢
WCMONLIOBAHMEM la
MeXaHM3Ma 3anpoc-
oTBeT

v

Pucyrok 88 - Macrep gopmaruposarme npunoxenms PKI. @opmatuposanmue rno wabsoHy. Hactposiku

5. Haxatb kHonky "MMoaTBepamTb” Ang Havyana GopMaTMpoBaHus;
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[Tocne Haxatua kHorku "[1o4TBEPANTL " HAYHETCS MPOLECC GOPMATUPOBAHMS, B XO4€ KOTOPOro BCE AaHHBIE
6YAyT YAANEHbI U3 TAMSATH TOKEHA

bynet nponssoanTtbcs dopmatnpoBaHue npunoxeHus PKI, xopn BoinonHeHUs GopMaTMPOBaHUS M ero pesynbtat
6ynet otobpaxeH B PuHanbHOM OkHe MacTepa dopmaTtupoBaHums (cMm. PucyHok 89).

6. HaxaTtb kHONKy "3aBepwuTb” ANs BbIXOAA M3 MacTepa GOpPMaTMPOBAHMS.

& Mactep dopmatupoeanua npunomxenuna PKI/BIO X
mOpMETHpOEEHHE NPpUACKEHWA Ha TOKeHe
PE3)’J'II:TETI:I q)OpMETHpOEEHHH NpUACXKEHWA Ha TOKEHE NepeyncieHsl B

OT4YeTE

Otyer:

DopMaTMpPOBaHNE NPUAOKEHHA
¥cranoeka PIN-koga nons3oBartensa
~ QOpPMaTMPOBaHWE NPUACHKEHWA YCMEWHO BhiNOAHEHD

I

PucyHok 89 - Mactep @opmarnposarmns npunoxerns PKI. Pe3yibTarsl ¢gopmarnpoBarms

7.3  ®opmaTupoBaHune npunorenna PKI/BIO

P Ona bopmaTupoBaHua ¢ GUOMETPUUECKMMM NapaMeTpaMu Heo6X0aUMO:
1. TloAroToBWTb 3NEKTPOHHbIN KNtOY K paboTe (cM. nogpasaen 7.2);
2. Bbimonuutb warun 2-5 us nn. 7.2.1;

3. B okHe BBoga Hactpoek PIN-kona nonb3osatens B none "Tun PIN-koga" Heob6xoamMMo BbibpaTb OAHO U3
3HaveHun ¢ nometkon "BIO" (cm. PucyHok 90);
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Yka3atb 3HauyeHus HacTpoek PIN-koaa nonb3oBatens B cOOTBETCTBUMU C Tabnuuen (Tabnaunua 21).

§ Mactep dopmatupoeanua npunomxenua PKI/BIO

©opMaTUpPOBaHWe NPUACKEHKMA
3apaiiTe HacTpoliku PIN-KoAa nonb3oBaTens

Twun PIN-koga PIN v
PIN
Makc. konrMuecTeo noneiTok BEEoAa PIN-koaa
Hactpoiiku PIN-koaa PIN nawn BIO
PIN n BIO
Bpems %u13HM PIN-Koaa, AHM 0 v |

D Mone3oBaTens AomkeH cMeHUTh PIN-Koa Npu NnepeomM MCNoAL30BaAHNK

D Monb30BaTeNk AOMKEH NOMeHAT PIN-KoA noche pa3zGaoKnpoBKK

Hactporkn BrnomeTpum

MakcumMmaneHoe KoAMYecTEo oTneyaTros (1 v

Pucyrok 90 - Mactep @opmarnposarmns npunoxerns PKl/BIO. Hactposikn PIN-koga nosb3osarens

4. B cekumn "Hactpoika 6uomMeTpmm” 3a4aTb MakCMManbHOE KOMMYECTBO OTNeYaTkoB. HaxaTb KHOMKyY
"Nanee” (cM. PucyHok 91);

& MacTep dopmatupoeanua npunomxenua PKI/BIO

DOPMaTHPOBaHWE NPUAOKEHNA
3apaiiTe HacTpolikn PIN-KoAa nonb3oBaTens

Tun PIN-koaa |PIN wnw BIO v|

Makc. KonW4yecTeo NnoneiToK BEoAa PIN-Koaa |15 v

Hactpoiiku PIN-koga

Bpema xmn3um PIN-koaa, AHKW |0 e |

D Monb30BaTeNk AOMKEH CMEHWTEL PIN-KOA NPW NepeoM MCNOAb30BaHNMK

D Monb30BaTenb LOMKEH NoMeHATs PIN-Koa nocie pa3bnoKupoBKW

Hactpoikn BnomeTpun

MaKCHMManskHOEe KONWYECTBO OTNEYaTKoB |1 v

PucyHok 91 - Mactep @opmarnposarmus npmnoxerns PKl/BIO. Hactposiku PIN-koga nosb3osaress

5. Bbimonuutb warn 6-9 us nn. 7.2.1;
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6. Yepes HekoTOpoe BpeMs Mocie 3anycka npouecca GopMaTMpoBaHus 0Tobpasutcs okHo "Perncrtpaums
oTneyaTkos” (cM. PucyHok 92).

pEI’HCI'pEU'HH OTNEYATKOE X

PerMCTpau,na oTnevYaTtkoBe

YKaxuTe nanew AnA M3MeHEeHWA OTMNewaTka

JAPErMCTEMP OBATE | 3aBepLunTs

Pucyrok 92 - Perucrpaymns orrne4arkos

7. Ha cxeMatnuyeckoM n3obpaxxeHnn nagoHer BbibpaTbh naneL, 0TNeYaToK KOToporo 6yaeT OTCKaHMPOBAH BO
BpeMsi dopmaTMpoBaHus (cM. PucyHok 93);

Perunpauvm OTNEYATKOB X

Pemcrpau,uﬂ oTnevyatkoB

lMpunoxuTe nanew K ckaHepy

3aperucTpUpoBaTh I JaBepLUMTE

PucyHok 93 - Bbibop naneua 41 CKaHMpoBaHms

8. byaywwii Bnagenew, 31eKTPOHHOIO K/K0UYa AOMKEH NPUNIOXKUTb OTMEYEHHbIN NaneL, K CKaHepy OTNe4yaTkoBs
nanbues. B 3aBMCcMMOCTHM OT TMNA, MUCNONb3YEMOro CMapT-KapT puaepa, Nocne CYUTbIBAHUS OTNEYaToK
nanbua otobpasutcs B none "CkaHep oTneyaTkoB”;

9. B okHe pernctpauum oTnevyaTkoB CTaHET AOCTYMHOM AJ1S HAXaTWs KHOMKA "3aperucTpupoBatb”.
Heobxoaumo ee HaxaTb (CM. PucyHok 94);
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pEI'HCI'pEU'HH OTNEYATKOE X

PerMCTpau,na oTnevyaTtkoBe

YKaKuTe Nanew AnA M3MeHeHMA OTNeuyaTka

3aperncTpupoeate | JaEEpLLWTE |

Pucyrok 94 - Peructpauyns nassua

10. bynet oTo6pakeHO MHPOPMALMOHHOE OKHO C pe3ynbTaToM perncrTpauum otnevaTka (cM. PucyHok 95). Ins
3aKpbITUS OKHa HaxaTb kHomky "OK";

YenewHo x

- .
@ CTNeYaTemn NansbUes 3aperncTpUpoBaHsl Ha TOKEHE
k. E

PucyHok 95 - Cooblyerme o pervctpanmm oTneyarka nansya

11. Mpwu ycnewHom 3aBeplueHnn hopMaTMpoBaHMS 0TOBPa3nUTCa COOTBETCTBYIOWee coobuieHme. Haxatb
KHOMKY "3aBepwmnTb” AN9 3aKpbiTUS OKHA GopMaTupoBaHms (CM. PucyHok 96).

& Macrep popmatmposanns npunosenna PKI/BIO X

QOPMETHPOB&HHG MPWUACKEHHNA Ha TOKEHe
PeayanaTu ¢OpMaTI‘|pDBaHHﬁ NPHUACKEHWMA HAa TOKEHE NepevyrncneHbl B OTYETE

OTueT:

DopMaTUpOBaHWe NPUACKEHWA

¥Ycranoeka PIN-ko4a nonb3osatena

YcTaHoBKa BMOMETPMI NOAL3IOBATENA

~ DOPMATUPOBAHWE MPUNOHEHWUA YCNEWHO BLINMOAHEHD

n m

PucyHok 96 - @opmarnpoBarmue TokeHa. @opmarmpoBanHme o wabsoHy. Ot4er
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7.4 ®opMaTnpoBaHue npunoxeHna STORAGE

BaxHo! nextporHbii kt0Y ¢ npunoxernem STORAGE nocrasnsercs b6e3 ycraHosneHHoro PIN-koga
aaMUHNUCTPaTopa. [lpyu nepBoM UCOIb30BAHUN PEKOMEHAYETCS BbIMTOIHNUTL QOPMATUPOBAHNE MIPUIOKEHNS C
3ggamnmem PIN-koga aamuHucTparopa

“{ B npouecce dopmatupoBaHus npunoxeHuss STORAGE 3apatotca HoBble 3HavyeHus PIN-koma nonb3oBaTtens.
[laHHble NoNb30BaTeNs, XPaHAWMECS B MaMSTU MPUNOXKEHUS (CepTUPUKATbI U KiouK), ByayT yaoaneHsl B Xone
dbopmaTnpoBaHms.

4 Ona noaroToBKHM 3NeKTPOHHOrIo Kn4a K pa60Te Heob6xoOonMo:

1. TMoAKNHYMTb 3NEKTPOHHbIM KoY K pasbemy USB komnbioTepa, 3anyctutb MO "EamHbii Knuent JaCarta” u
NepeKkYUTbCS B PACLUIMPEHHDBIN PEXUM;

2. WHdopmaums 06 aneKTpoHHOM Kntove Bynet oTobpaxeHa B OCHOBHOM OKHE, BbIMOJHEHUS AONOHUTENIbHbIX
OencTBui He TpebyeTcs. ECnm noaKNloYeHO HECKONbKO 3/1EKTPOHHbIX KHOYER, TO BbIGpaTh 3HAYOK HY>KHOMO
Knoya B 06nactu cnesa;

3. Mepeiitn Bo BKNaaky "STORAGE" u HaxaTb kHonky "®MopmatnpoBats”. byaeT oTKpbITo OKHO "MacTep
dopmatupoBaHusa npunoxeHuns STORAGE" (cM. PucyHok 97);

& Mactep dopmatposanna npunoxenna STORAGE X

O6a3aTentbHLIe NapaMeTphl
BeeamTe PIN-KO4 agMWHNACTPaTOpa U 3a4aiTe MMA NPUACHKEHWA Ha
TOKeHe

BuumaHwue! B npouecce GoOpMaTUPOBaHMA BCE JaHHBIE M2 NaMATH
NPUAOKEHWA Ha ToKeHe ByayT yaaneHsl.

PIN-k04 agMUHWCTpaTOpa

Wima npunoxeHna

JaCarta LT

Hoewid PIN-KOA NoAL30BaTENA
Vi

MoateepanTe PIN-ko4 nons3oBatens

OTmena

Pucyrok 97 - @opmarnpoBarmne npuioxerns

4. BbInonHWTb HacTponky. OnucaHmne HacTpoek GopMaTUPOBAHMS NEKTPOHHOIO KUY NpUBeaeHO B Tabnumue

(c™m. 24).
Tabnuya 24 - @opmatuposarme rpuaoxerms. Onucanne HacTpoek
HacTporika OnucaHue
PIN-koa agMuHucTpaTopa Mone anga seoaa Tekywero PIN-koa agMuHucTpaTopa

Mone ong BBOAA Ha3BaHMS NEKTPOHHOIO KOYa (Hanpumep, UMEHH

NMms npunoxeHus
6yayLiero BnafenbLa)
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Hactpoiika OnucaHue

MpunoxeHne STORAGE He MoxeT 6bITb hopmaTnpoBaHo 6e3 PIN-koaa

Ycranoeutb PIN-kop nonb3osartens
MoJib30BaTeNs, NO3TOMY HEeNb3s CHATb hnaXkoK

Mone nng BBoaa HoBoro 3HaveHus PIN-koaa nonb3oBaTens (nose akTMBHO,

Hoegblit PIN-koa nonb3oBatens . .
TONbKO €C/IM yCTaHoBNeH Gnaxok "YctaHoBuTb PIN-kon nonb3osartens”)

Mone ans BBOAA NOATBEPXKAEHMS HOBOrO 3HayeHus PIN-koaa
Monteepamntb PIN-kO4 nonb3oBatens nonb3oBarens. (Mone akTMBHO, TONBbKO €C/IM YCTaHOBNEH BnaXok
"YcranoBuTb PIN-kog, nonb3osartens”)

5. Haxatb KHonky "lMoaTBepAMTL" B OKHE NOATBEPXKAEHUS;
6. [pu ycnewHoM popmaTupoBaHum byaeT oTobpaxkeHo cooTBeTCTBYyoLLee coobleHme. HaxaTtb KHOMKY
"3aBepwunTh” ANS 3aKPbITUS OKHA (OPMATUPOBAHMS.

7.5 ®opMaTnpoBaHue npunoxenna MOCT

7.5.1 @®opMaTnpoBaHMe NpuUoKeHnAa anAa sepcun 2.5.3 - 2.5.9

(/ B npouecce ¢popmatmuposanug npunoxenmsa FOCT gaHHbie Nnonb3oBaTens, XxpaHswmecs B namatu (ceptudukatbl
Knoum), byoyT yoaneHsl.

P [Ona NoAroToBKM 3NEKTPOHHOrO Knloya K paboTe Heo6X04UMO:

1. TMoZaKNHYMTb 3NEKTPOHHbBIV KN4 K pasbemy USB komnbioTepa, 3anyctutb M0 "EguHbiii KnueHt JaCarta” u
NepeKkYUTbCS B PACLUIMPEHHbBIN PEXUM;

2. WHdopmaums 06 aneKTpoHHOM Kntove Bynet oTobpaxeHa B OCHOBHOM OKHE, BbIMOJHEHUS AONOHUTENIbHbIX
OencTBui He TpebyeTcs. ECnm noaktoYeHO HECKOMBKO 3/IEKTPOHHBIX KHOYER, TO BbIGpaTh 3HAYOK HY>KHOMO
Kntoya B 06nactu cnesa;

3. Mepentn Ha Bknagky "TOCT" n HaxaTb kHOMKY "@opmaTtupoBaTth”. byaet oTKpbITo 0OkHO "DopMaTMpoBaHue
npunoxeHus nonb3osarenem” (cM. PucyHok 98);

& Dopmatuposatie NpHAOKEHIA NoAbIoBITENEM x

BeeawuTte PIN-KO4 NOAL30OBATENA

Wma npruaoseHna

JaCarta-2 GOST

OTmeHa

Pucyrok 98 - @opmaripoBarne npunoxeHns rnosb308ares1eM

4. 3anonHutb nong "Mmsa npunoxerus” n "Beeante PIN-koa nonb3osaTens’, nocne yero Haxatb KHonky "OK";
5. B uHdopMaunoHHOM OKHe 0 pe3ynbTatax GopMaTMpOBaHUS HaxaTb KHoMKy "OK" ang 3aBepleHus npouecca
(cM. PucyHok 99).

& Npunokenne othopmatnposans *

+ [puaoxeHWe ycnewHo oTGopMaTHpoBaHo

PucyHok 99 - CoobLyermne o pe3yibTarax npoUecca GopmMaTMpoBaHms
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7.5.2 ®opMaTMpoBaHMe NpUNoXHKeHnA onAa sepcumn 2.5.13 1 Bblle

4 Ona noarotoBKM 3NIEKTPOHHOrIO Ka4a K pa60Te Heob6xoOonMo:

1. TMoaknouMTb 3NEKTPOHHBIV KoY K pasbeMy USB komnbloTepa, 3anyctuts M0 "EauHbiin Knuent JaCarta” u
NepeknYnUTbCS B PACLUIMPEHHDBIN PEXUM;

2. WHdopmaums 06 aneKTpoHHOM Kntove ByaeT oTo6paxkeHa B OCHOBHOM OKHe, BbINMOJHEHMS AONOHUTENIbHbIX
LeicTBui He TpebyeTcs. Ecnm nooknoueHo HeCKONbKO 3NEKTPOHHbIX K/IHOYEN, TO BbIOpaTh 3HAYOK HYXKHOMO
Kntoya B 0b6nactu cnesa;

3. Mepeitn Ha Bknaaky "TOCT" n HaxaTb kHOMKY "®opmaTupoBaTh”. OTObpasnTCa CTapTOBOE OKHO MacTepa
dhopmMaTMpoBaHus;

4. Bblbpatb pexum dopmaTtupoBaHus (cM. PucyHok 100):

—  "PacwmpeHHbIi”, 4TOObI BPYYHYIO 33A4aTb NapaMeTpbl 3IEKTPOHHOMO Kto4a B npouecce GopMaTMpPOBaHMS.
MoapobHoe onucaHue npuseaeHo B nn. 7.4.2.1;

—  "CraHpapTHbIiA", 4TOObI OPMATUPOBATL NEKTPOHHBIN KNKOY C NPUMEHEHWEM CTaHAAPTHbLIX NapameTpoB. MoapobHoe
onucaHue npueeneHo B nn. 7.4.2.2;

—  "MopmatnpoBaTb Mo WabnoHy", 4Tobbl GOPMATUPOBATL INEKTPOHHbIN KU C 3apaHee 3a4aHHbIMU NapaMeTpaMu.
MonpobHoe onucaHue npueeaeHo B nn. 7.4.2.3.

§ MacTep dopmatnposanns npunoxenna FOCT X

Cnocof $popMaTUpOBaHMA NPUAOKEHUA
BrifepwuTe cnocot GopMaTMpoBaHNA NPUACKEHNA. Bl MoXeTe COXPaHMTL
cBOii BLIBOP ANA AaNbHERIIEro MCNONL3OBAHKA.

@) PacluMpeHHEINA.
DOpPMaTMpPOBaTh NPUACKEHWE NOAPOBHO 3aaHHBIMK NapamMeTpamu.

CTaHAapTHBIA.
QOPMETHPOEETh NpyUACKeHWe NapaMeTpaMi No yMOnYaHui.

®

e DOPMaTMPOBaTh MO WAGAoHY.
©OpPMaTMpPOBaTh NPUACXKEHWE NapaMeTpaMi 13 WwabnoHa.

D 3anoMHUTE BeiGop ANA AaNbHER 0 UCMONk na

Nanee > OTmeHa

Pucyrok 100 - Macrep gpopmatuposarus npunoxenmns FOCT. Beibop pexnma ¢opmarmpoBaHmnsg

7.4.2.1 PaclumpeHHoe popMaTUpoBaHue

M B npouecce dopmatmpoBaHunsa npunoxenus FOCT 3apatoTca HoBble 3HauveHnuss PIN-koma nonb3oBatens ¢
BO3MOXHOCTbK YKa3aHMs A8 HWUX HACTpoeK KayecTBa. [laHHble M0Mb30BaTeNs, XpaHAWMEcs B Namatu
npunoxexus (ceptudukaTbl U KUK), ByayT yaaneHsl B xoae GopMaTMpoOBaHMsS.

P ina pacwupeHHoro ¢popMaTUpOBaHUsA HEOGXOAUMO:
1. ToAroToBWTb 3NEKTPOHHbIN KNtoY K paboTe (cM. n. 7.5.2);
2. BbibpaTb pexxum "PacwmpeHHbin” (cM. PucyHok 100);

3. Haxatb kHonky "Oanee”. OTo6pa3uTca OKHO ANs BBOAA 3HayeHuM kavecTBa PIN-koaa nonb3oBatens
(cM. PucyHok 101);
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& JaCartalC

Kauecteo PIN-Koaa nonw3oBatenn

YcTaHOBWTe HacTPOMKW KauecTea PIN-KoAa nonb3oBatens

Ba3oBLIe HACTPOIKK

MwH. anmHa PIN-koga b
Makc. anvHa PIN-koga

[0 wcropus PiN-koga

|:| MonezoBaTent AomKeH cMeHUTh PIN-KO4 Npr NepeOM MCMOAL30BaHUK

PaCWWMPEHHBIE HACTPOKK

ObAzaTenbHOE HaMuKe CheL,. CMMBOOB

ooooo

0O6AzaTeNbHOe HaAWUKWe UWGPOBLIX CUMBONOB
0O6AzaTeNbHOE HANMYWE CUMBOJIOB HWXHETO PEercTpa

ObAzaTeNbHOE HAaMYKME CUMBOOB BEPXHETD PerucTpa

3anpeT PIN-koAa, COCTOALLErD U3 OHOTO NOBTOPAIOLLErOCA CUMBONA

Pucyrok 101 - Macrep gopmatupoBarmns npunoxenmns FOCT. Hactporika kavectso PIN-koga rno/sib3oBarens

Mpn Heo6Xx0AMMOCTM U3MEHWTb 33laHHbIE MO YMONYAHUIO 3HAYEeHUS HAacTpoek kadvecTBa PIN-kozaa,
PYKOBOACTBYSICb ONMUCAHWEM, NpUBEAEHHbIM B Tabnuue (cM. Tabnuua 25).

[lpu 3a8aHum HoBoro PIN-ko4a pekoMeHrAyeTcs uCnoib308ate BYKBbl TO/ILKO IATUHCKOro aa@asura (abc...z,
ABC...2), yungpesi (123...0) u cneycumBoss! (~I@#...). Mcrions308aHue rnpobena u cMMBOJIOB KUPUIULbI
Hegonyctumo. MmuHumansHasa amHa PIN-koga noss3o8arens cocraBiger 6 cMMBOJIOB.

Tabnmuya 25 - Kavecrso PIN-koga nosns3osarens. Onucanne napamerpos

Cekums Mone

basoBble HaCTpoOMKM MwuH. gnmHa PIN-kona

Makc. panHa PIN-kona

MUctopusa PIN-kona

Monb3oBaTenb AOMKEH CMEHUTb
PIN-kon npu nepsom

MCNoNb30BaHUU
PaclumpeHHble NoAnTUKK 069a3atenbHoe Hannyme
PIN-koga nonb3osarens UMPOBbLIX CUMBONOB

Onucanue

MUWHMMaNbHOE KOMYECTBO CMMBOJIOB, KOTOpbIE
MOXHO ucnonb3osatb B PIN-koge

MakcuMManbHoe KoJIMYeCcTBO CMMBOJIOB, KOTOpPbIE
MOXHO ucnonb3zosatb B PIN-koae

KonnyectBo nocnefHMx Mcnonb3oBaHHbIX PIN-
KOZOB MOJIb30BATENS, 3HAYEHUS KOTOPbIX HENb3SI
3aaatb ang Hoeoro PIN-koaa nonb3oBarens.
Hanpumep, ecam ycTaHOBNEHO 3HaYeHue "3,
HEBO3MOXHO byaeT Ha3HaumTb PIN-kog
nonb3oBaTens, CoOBNaaaoWmMn C OAHUM U3 TPEX
nocnefHUX UCcnonb3oBaHHbIX. lonycTuMblie
3HauveHus oT 1 no 10. Beog 3HaveHuit B none
BO3MOXEH NOoC/e YCTaHOBKM COOTBETCTBYHOLLETO
dnaxka

Mpwu ycTaHoBKe dnaxka nocne GopMaTMpOBaHMS
nonb3oBarento 06s3aTensHO Heo6X0AMMO CMEHUTb
PIN-kopg,

Mpwu ycTaHoBKe dnaxka nocne GopMaTMpoBaHus
HeobxoauMo obsa3aTenbHO Mcnosib3osaTth B PIN-
Kofe LUMppoBble CUMBOSbI
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Cekuusa Mone

Ob69a3aTeNnbHOe Hannyme CUMBOIOB
HWXXHEro perucrTpa

O6sa3aTenbHOe Hannyme CMMBOJIOB
BEPXHEro peruncrpa

Ob6ga3aTenbHoOe Hannuyme cnedu,
CMMBO/IOB

3anpet PIN-koza, coctoswero us
OLHOr0 NOBTOPSAKOLLErOCs
cMMBONa

Onucanue

[pu yctaHoBKe Ppnaxka nocne GopMaTUpoBaHus
Heobxoanmo obs3atenbHO ncnonb3osaTth B PIN-
KoZle CMMBOJIbl HUXKHEro perncTpa

Mpu yctaHoBKe Ppnaxka nocne GopMaTUpoBaHus
Heobxoanmo obs3artenbHO ncnonb3osaTth B PIN-
KOAE CMMBOJTbI BEPXHErO perncrpa

Mpwu ycTaHoBKe dnaxka nocie GopMaTMpOBaHMS
Heobxoaumo obsa3aTenibHo Mcnonb3osaTb B PIN-
KoJZe cneu,. CUMBOJbI

[pu yctaHoBKe Ppnaxka nocne GopMaTUpoBaHus
3anpelLaeTcs Mcnonb3oBath B kKavectse PIN-kopa
MOBTOPAOLLMIACA CUMBON

4. HaxaTb kHonKy "Oanee”. OTob6pasuTca okHo ans Beoaa Hoeoro PIN-kopa nonb3oBartens

(cM. PucyHok 102);

& Macrep dopmatnposarng npunoserna TOCT

dopmaTpoBaHWe NPUACKEHNA
3aganTe PIN-kog nonb3oeatenn

Hoewli PIN-KO4 NoAb3oBaTens
LIl A2 1))
Moateepante PIN-ko4 nons3oBaTens

Monutnka cmedbl PIN-koaa nons3oBarens

O Cmena PIN-koaa AoCTyNHA TOALKO NOAL30BATENHD
O Cmena PIN-koaa A0CTYNHA TOALKO aAMUHWCTpaTopy

@ Cmena PIN-koaa A0CTYNHAE NONL30BATENHD M AAMHHNCTPaTOPY

Wma npuaoxeHna

TEST

PucyHok 102 - Macrep gopmaruposarns npuioxenns FOCT. Hactposiku PIN-koga rnosib3oBaress

Yka3aTb HoBbI PIN-kog nonb3oBatens u NnapaMeTpbl €ro 6ﬂOKMpOBaHl/I$| B COOTBETCTBMM C Tabauuen

(cM. Tabnuua 26).

Tabmya 26 - Hacrposikm PIN-koga nosb3oBaress. OnucaHne Hactpoek

Mone Onucanue

HoB.bit PIN-kon nonb3oBatens
NPUNOXKEHUS

MopteepauTtb PIN-kOA nonb3osaTens
nonb3oBaTtens

B none HeobxoauMo 3aaatb HoBbI PIN-Kopg nonb3oBaTtens ons

B none Heobxoanmo BBeCTM noateepxaeHue Hoeoro PIN-koaa

B none Heobxonmmo BbibpaTh 0AHY M3 NOAUTUK cMeHbl PIN-koaa:

Monutnka cMeHbl PIN-koaa nonb3oBaTens

e "CmeHa PIN-koza nonb3oBatens fOCTYNHA TOIbKO NOMAb30BaTENO"

- PIN-k0o4, MOXET U3MEHMUTb TONIbKO MOJIb30BaTENb;
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Mone Onucanue

e "CmeHa PIN-koza nonb3oBatens fOCTYMNHA TOJIbKO
apMuHuctpatopy” - PIN-kop, MOXeT M3MEHWUTb TONbKO
aAMMHUCTPATOP;

e "CmeHa PIN-kopa nonb3oBartens LOCTYNHA NOMb30BATENIO U
aaMuHucTpaTopy” - PIN-Ko4 MOXeT M3MEeHWTb MoNb30BaTeNb U
agMuHucTpaTop. [laHHas NofMTUKa YCTaHOBAEHA NO YMONYAHMIO

MM TokeHa, oTobpaxaeMoe B rnaBHOM okHe EguHoro Knuenta JaCarta

Nma npunoxeruns " "
W Ha BKnagke "MiHbopMauum o ToKkeHe

5. Haxatb kHonky "[anee". Otobpasutcs okHo ans BBoga PIN-koma agMuHucTpaTopa (cM. PucyHok 103);
# JaCartauC X

O6AzaTenkHele NapaMeTpel
Beegwute PIN-kKoA agMUHKCTpaTopa

PIN-KOJ aAMUHUCTPaTOpa

eesevererd 2

PucyHok 103 - Macrep gopmaruposarns npunoxenns FOCT. Beoa PIN-koza agmmrmcTparopa

6. Haxartb kHonky "[anee". OTob6pa3uTCs OKHO Ans NOATBEPXKAEHMUS YKA3aHHbIX HAcTpoek (cM. PucyHok 104);
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® Mactep dpopmatuposanua npunoxenna FOCT >

DOPMaTUPOBaHME NPUAOKEHNA

Haxas ToareepanTs’ Bol Nnponssegete QOpMaTMpoBaHe NpuaoxeHn. B
npouecce GOPMaTAPOBaHNA BCe AaHHble GYAYT YAaneHbl.

Ci P TpOB opmMaTHp WA B daiin wabnoHa ¢opMaTMpoBaHWUA
MyTe Ao daiina wabnoHa GOpMaTUPOBAHWUA

Ch\Users\KAndronova\Gost.ftf

OTueT:

HazeaHue 3HaueHune

Obwue I

Wma npunoxkenna JaCarta GOST

PIN-koa none2oBatensa Bymet
PIN-koa nons30BaTens A VA

YCTaHOBAEH

Hacrpoiiku PIN-koga nons3oBatens

MwuH. gnvHa PIN-koaa 6

Makc. gnnHa PIN-koaa 32 v

Pucyrok 104 - Macrep gopmaruposarmns npunoxenmns FOCT. [logareepxaeHmne ¢opmMarmpoBarHms

Mpu noctaHoBKe ranoyku "CoxpaHeHune napamMeTpoB GopMaTpoBaHus B ¢aiin wabnoHa GopmMaTMpoBaHua”

BCE HACTPOWKM M3 Tabnuubl 6yayT coxpaHeHsl B dain (*.ftf) wabnoHa. MNogpobHo npo paboTy ¢ wabnoHoM
cMm. B nn. 7.4.2.3.

Cogepxanme wabsaoHa QopmatupoBarms (@asn *.ftf) npmseaeHo B npunoxexHmu (lpunoxenue B.
Cogepxxarme wabnoHa QopmatupoBanus 414 npunoxermns FOCT)

7. Haxatb kHonky "lMoaTBepanTh” AN Havana GopMaTUpoBaHUS;

lTocne Haxarmsa kHorku "[104TBEPANUTD " HAYHETCS NPOLECC POPMaTHUPOBAHMS, B XO4E KOTOPOro BCe
AaHHble OYAYT yAANEHbI U3 1aAMITU TOKEHA

ByneT npou3BoAMTLCS POPMATUPOBAHME NPUIOXKEHMS, XOA, BbINONHEHWS HOPMATUPOBAHMUS U ero pesynbTaT
6ynet otobpaxeH B PrHaNbLHOM OKHe MacTepa dopmaTupoBaHus (cM. PucyHok 105).

8. Haxarb KHOMKy "3aBepwunTb” AN4 BbIXo4a U3 MacTepa GopMaTUPOBAHUS.
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& JaCartaUC ®

mopmampoazaune MNPHUACHKEHWA Ha TOKEHe
PeayneTaTel GOPMaTUPOBAHWMA NMPUACKEHWA HA TOKEHE NepeuncieHsl B oTueTe

OTueT:

DOpPMATUPOBAHNE NPUACKEHNA

YcTaHoBKa NOAMTKKM cMmeHsl PIN-kofa nons3osatens
YcraHoeka PIN-koga nonszoBatens

¥YcraHoBKa HacTpoek kavectea PIN-koaa noab3oBatens
+ QOpMaTUPOBaHWe NPUACKEHNA YCNEWHO BeINOAHEHO

Pucyrok 105 - Macrep gopmarmposarms npuioxenns FOCT. Pe3ynbrarsi gopmatmpoBaHmus

7.4.2.2 CTaHaapTHoe popMaTUpOBaHNE

@ B npouecce dopmatuposanus npunoxenns FOCT gaHHble Nonb30BaTeNs, XpaHsLmecs B NaMsaTh (cepTudukaTbl 1
Kntoun), 6yayT yaaneHsl.
P Ona ctaHpapTHOro popmaTupoBaHus Heobxoaumo:
1. TloAroToBMTb 3N1EKTPOHHBIN KoY K paboTe (cMm. n. 7.5.2);

2. BbibpaTb pexxum "CraHgapTHbii” (cM. PucyHok 100);

3. Haxatb kHonky "Hanee". OTo6pa3utca okHO MacTepa GopMaTMPOBaHMS AJ1g BBOLAA 006593aTeNbHbIX
napameTtpos (cM. PucyHok 106);

& JaCartaUC X

0bAzaTenbHLle NapaMeTpel
BeeguTe PIN-kog, Nonb3oBaTensa 1 3afaiTe MMA MPUIOKEHMA Ha TOKeHe

PIN-koa nonk30BaTena

%

WmAa npuaoxeHna

JaCarta-3 PKI/TOCT]

PucyHok 106 - Macrep gopmarmupoBarmns npunoxenumns FOCT. O653are/ibHbie 1apameTpsl
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B okHe MacTepa q)OpMaTVIPOBaHVIﬂ 3aMn0NHUTbL 0693aTeNbHbIe NoNs:

o B none "PIN-kon nonb3oBatensa” BBeCcTv 3HayeHne PIN-kopa nonb3osatens. 1o yMonyaHuio BCe BBOAUMbIE
CUMBONbI OTOBPaXaTCs B BUAE @ uyro6e NPOCMOTPETL/CKPbITh BBEAEHHOE B MOJIE 3HAYEHUE
HEOBXOAMMO UCMONbI0BATH KHOMKK T / 7;

e B none "MiMa npunoxeHus" npu HeobXoAMMOCTM yKa3aTb HOBOE MMS 3/IEKTPOHHOTO K/to4a (Hanpumep,
ums byaywero BnagenbLa).

4. HaxaTb kHonky "MoaTeepauTtb” Ans Ha4ana GopmMaTMpOBaHUS.

[Tocne Haxarmsa kHorku "[1o4TBEPANTD " HAYHETCS NPOLECC POPMATUPOBAHMS, B XO4E€ KOTOPOIro BCE AAHHbIE
OYAyT YAANEHDbI U3 NAMSATH TOKEHA

Bynet npoun3BoauTLCS GOpMATUPOBAHME NPUNOXKEHUS, XOL, BbINONHEHMS GOPMATUPOBaHKUS M ero pesynbTat byaeT
oToOpaxeH B PUHANbHOM OKHe MacTepa dopmaTupoBaHus (cM. PucyHok 107).
5. Haxatb KHOMKy "3aBepwunTb” 419 Bbixo4a U3 Mactepa GopMaTUpPOBaHUS.

& JaCartalC X
QOPMETMPOEEHME MNPUAOKEHWA HA TOKEHE
PEB)"J’II:TETI:I CPUpMETHpOEIEHHH NPANOXKEHWNA Ha TOKEHE NepedncieHbl B

oTueTe

OTyer:

DOpPMATUPOBAHWE NPUAOKEHWA
\ICDOPMETHPOEIEHHE MNPHUACHKEHNA YCNEWHO BEBINONHEHD

IIInnnnnnnmmnnmmmmn

PucyHok 107 - Macrep gopmarmuposarms npunoxenns FOCT. Pe3yrnbrarsi gopmatpoBaHmus

7.4.2.3 ®opMaTupoBaHue no LabnoHy
Mcnonb3oBaHWe 3apaHee HaCTPOEHHOrO WabnoHa npy GopMaTUPOBaHKMM TOKEHA NO3BONSET 3HAUNUTEIbHO
YCKOPUTb CaM NpoLecc U caenatb eAMHO06Pa3HbIM CTUNb BbIMYLLEHHBIX 3NEKTPOHHbIX KOYei.
P Lina popMaTMpoBaHua no wabnoHy Heob6XoauMMo:
1. ToAroToBWTb 3NEKTPOHHbIN KNtoY K paboTe (cM. n. 7.5.2);

2. BbibpaTb pexum "@opmaTMpoBaTb No WwabnoHy" (cM. PucyHok 108);
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& MacTep dopmatposaHna npunoxenua FOCT X

Cnocof GopMaTMPOBaHNA NPUACKEHUA
BuibepuTe cnocob GopMaTHPOBAHUA MPUADKEHWA. Bhl MOXETE COXPAHWTL
CBOW BRIDOP 4NA AaNbHeRLWero NCNoNL3OBaHNA,

O PaclmpeHHBIRA.
DOPMATMPOBaTE MPUACHKEHWE NOAPOBHO 33/aHHBIMK NapaMeTpamMi.

CTaHAAPTHBIA.
DOPMATAPOBATE MPUAOKEHWE NAPAMETPAMI NO YMONUAHW K.

@)

® ©OopMaTMPOBRaTE MO WabAoHY.
DOpPMaTMPOBaTE NPUAOKEHNE NapaMeTPaMK M3 WabnoHa.

O sanomuuts BeifOp A4AA Aank 0 MCMONb3C

Aanee = OTMeHa

Pucyrok 108 - Macrep gopmaruposarus npunoxenmus FOCT. Beibop pexuma ¢opmarmpoBarHms

3. Haxatb kHonky "Hanee”. OTo6pa3uTca 0KHO MacTepa GOpMaTMPOBaHMS, B KOTOPOM HEODBXOAMMO BbIOpaTh
Heo6xoAMMbIN WabnoH c noMoLbio KHomnku "O630p”, 3a4aTb MM 3N1EKTPOHHOTO Kto4ya B nose "Ums
npunoxeHus" u seectn PIN-kog agMuHucTpatopa (cM. PucyHok 109);

& MacTep dopmatuposanmna npunoxenna FOCT x
QopMaTUPOBaHWE NPUOXEHWA
YKamuTe UMA daina wabnoHa GopMaTHPOBAHKA ANA GOPMATHPOBAHKWA

NMPHUACHKEHWA

MyTb Ao $aina wabnoHa GOPMATUPOBAHMA

| C\Users\KAndronova\Gost.ftf |

WimAa npunoxedna

|JaCarta GOST |

PIN-Ko4 agMWHWCTpaTopa

|IIII‘IIII | #

Pucyrok 109 - Macrep gopmarposarme npmnoxerns [OCT. @opmatuposarme rno wabnoHy. Beibop wabioHa

4. HaxaTb kHonky "Oanee". OT06pasnTCa OKHO 419 NOATBEPXKAEHNS YKa3aHHbIX HAacTpoek (cM. PucyHok 110);
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@ Macrep dopmartnposanua npunoxenuna FOCT X

TOPMaTUPoBaHWE MPUACHKEHNA
Haxae ToareepAnTe' Bel Npon3eejeTte GopMaTUpPOBAHWE MPHUAOKEHWA. B
npouecce GopMaTMPOBaHUA Be AaHHble ByayT yaaneHsl.

OTyer:
n
Ha3sgaHwne 3HauyeHwne
Obwwe
WMa npunoxeHna JaCarta GOST
PIN-KoA MonbI0BaTENS PIN-koA nonb3oBatens Byoet
YCTaHOBAEH
Hactpoiikn PIN-Ko4a nonb3oBaTens
MuH. anrHa PIN-koga 6
Makc. gnvHa PIN-koga 32
Wctopwua PIN-ko4a 1]
_ _ \d

Pucyrok 110 - Macrep gopmaruposarne ripunoxerns [OCT. @opmarupoBarme rno wabroHy. Hactposiku
5. Haxatb kHonky "lMoaTeepanTh” ANg Havana GopMaTMpoBaHUS;

[Tocne Haxarusa kHorku "T1o4aTBepANTb " HAYHETCS POLECC YOPMATHUPOBAHMS, B XO4E€ KOTOPOIro BCE AAHHbIE
OYAyT YAANEHbI U3 1AMSATH TOKEHA

bynet npoussoautbcs dopmatuposanue npunoxeHus MOCT, xon BbiINONHEHUS GOPMATUPOBAHMUA U €ro pesynbTaT
6ynet otobpaxeH B PUHANbHOM OKHe MacTepa popmaTtupoBaHus (cM. PucyHok 111).

6. HaxaTtb kHONKy "3aBepwuTb” Ans BbIXx0oAa U3 MacTepa GopMaTUPOBaHMUS.
@ Mactep dopmatupoeanua npunoxenua FOCT X
mopmampoaaune NpHUACXEeHWA Ha TOKeHe

Pe3ynbTaTel GOPMaTUPOBAHWA NPUNOKEHWA HA TOKEHe NepedncneHel B
oT4yeTE

OTyeTt:

DopMaTUPOBaHWUE MPHUACKEHWA

YcraHoBKa NoAMTUKK cMeHbl PIN-koaa noab3oBatena
YcraHoeka PIN-koga noas3oBatens

¥YcraHoBKa HacTpoek Kadectea PIN-koaa nons3oBartena
~ (POpPMaTUPOBaHWE NPUACKEHWA YCNEWHO BLINOAHEHD

< Hazag 3aBeplnTh

PucyHok 111 - Macrep gopmaruposarms npunoxenns [OCT. Pe3ynbrarsi gopmatupoBaHmus
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7.6  C6poc npunoreHna MOCT K 3aBOACKUM HAaCTPOMKaM

I LarHas onepauns npumennma 419 npmnoxenns FOCT sepcmn 2.5.13 u Boiiwe.

» Ona c6poca nNpunoXeHUs K 3aBOACKUM HAacTpoWKkaM HeEO6X0aUMO:
1. TloakntouuTb 3NEKTPOHHbIN KoY K pasbeMy USB komnbloTepa, 3anyctuts N0 "Eaunbiii Knuent JaCarta” u
NepekNoYnUTLCS B PACLUMPEHHDBIN PEXUM;

MHd)OpMaLI,l/Iﬂ 06 31EKTPOHHOM KNKOYe 6y,EI,ET 0To6pa>|<eHa B OCHOBHOM OKHE, BbIMOJIHEHNA OONOJHUTENbHbIX

LeNCTBui He Tp66yETCﬂ. Ecnm nogkntoyeHo HECKONbKO 3NNIEKTPOHHbIX KKYen, To Bbl6paTb 3HAYO0K HY>XHOIo
K/toYa B 06nactu cneBa,

3. Tepentn Ha Bknagky "TOCT", HaxaTb KHOMKy "CopocuTb NpunoxeHune” (cM. PucyHok 112);
(,] KHonka "Copocutb npunoxeHue” oTobpaxaetcs Tonbko B ciyyae, ecnn PIN-koa afMuHUCTpaTopa 3a610KMpoBaH.

I B npouecce cbpoca k 3aBOACKMM HACTPOMKAM BCE AAHHbIE M3 aMATH MPUIOKEHMS YAaNFHOTCS

é@ Eguneni Knuent JaCarta

— [} X
EanHbii KaveHt JaCarta Anafaamﬂ)
Bepcma: 3.2.0.3559
JaCarta
JaCarta
| Wudopmauma o TOKEHEl PKII rocT I
Onepal.unvl € NPHUANOKEHHEM
KNKOUM ¥ CepTHHHUKATRI ERIES]

Pucyrok 112 — OkHo EguHoro KimeHra JaCarta. Bkaaagka TOCT”

4. B oTkpbiBlIEMCS OKHEe "COpOCUTL NPUNOXKEHUE" NOCTaBUTb GaXKokK B cTpoke "lMoaTBepxaeHne copoca
npunoxeHus" n Haxatb kHonky "OK" (cMm. PucyHok 113);

& CEpocnTe NpUAOKEHNE x

BHumaHwe! B npouecce cbpoca Bee 4aHHEBIE M3 MaMATH
nNpyACKeHWA ByayT yaaneHsl

MoaTeepxaeHne cBpoca NpUAOXKeHUA

Pucyrok 113 — OkHo "CopocuTs npunoxerme”

5. [locne 3aBepweHus npouecca cbpoca K 3aBOACKMM HACTPOMKAM MNOSABUTCS OKHO C pe3ynbTaTOM ero

BbINOAHeHUs (cM. PucyHok 114). Haxatb kHonky "OK".

@ CEBpocuTE NPUNOHKEHUE *

~/  COpoc NPUACKEHWA BLINOAHEH YCNEWHO

PucyHok 114 — OkHo "CopocuTs npuioxenne” ¢ pe3yibtatom
lTocne c6poca npunoxerns PIN-ko4 rno/s1b30BaTeNs/aaMUHUCTPATOPA YCTaHAB/IMBAETCS 10 YMOTHAHMIO.

lToapobHee cm. nogpaszaen 3.2 "Tlapamerpel 3NEKTPOHHbLIX KIKOYEH rpy NocTaske”
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8. Onepaunun c PIN-Kogom nonb3oBaTtena n PIN-kogom
aAMUHNCTPAaTopa

B cnyuae otobpaxeHus B okHe EnmHoro Knuenta JaCarta coobueHus o ToM, uto yctaHoBneH PIN-koz no
yMonuaHuio (cM. PucyHok 115), pekomenayetcs cMennTb PIN-kop nonb3oBaTens/agMUMHUCTpaTopa.

f Eauneii Knuent JaCarta

- O X
EanHbIn KnneHT JaCarta Anafmuu)
Bepona: 3.2.0.3564
JaCarta-3 PKI/TOCT
JaCarta-3 PKI/TOCT
| Wudopmaums o TokeHel PKI | roct
Onepaumnmn ¢ NPUAOKEHHEM
@;‘ MBTHOCTUES QICEL'ETI‘E:EETE %%ﬁ
I:E; ;a
KAroun n cepTrdukaTs: & O

Ycranoenen PIN-KOA NoAb30BaTENA N0 YMONHaHNIO. PeKoMeHAYeTCA cMennTe PIN-Ko4 nonk3oeatens
¥cTaHoeneH PIN-KOA 3AMUHUCTPATOPA NO YMONUAHUKD, PEKOMEHYETCA CMeHUTs PIN-KoA aAMHHKCTRaTOpa

a ecex obvexmog
Beectm PIN-kog

PucyHok 115 — OkHo EgquHoro KineHra JaCarta. Bkaagka [[OCT]

8.1 YcTaHoBKa (cMeHa) PIN-Koaa nonb3oBatenA agMUHUCTPATOPOM

Insa npunoxenuii PKI u TOCT Bepcun 2.5.13 u Bblle afMUHUCTPATOP MOXET YCTaHOBUTb (CMeHWTb) Tekywuit PIN-
KOoZ, nosib30BaTens.

Ycranosuts (cmenunts) PIN-koa nons3oBarens ans npunoxerus FOCT Bepcmm 2.5.13 u Bbilie MOXET TO/IbKO
3AMUHUCTPATOP C COOTBETCTBYIOLUNMM PIBAMMU

0 B npunoxenuun PKI c annnetom Laser PIN-kon nonb3oBatensi UMeeT CBOM CPOK AeNCTBUSA. 33 14 nHeit ao
OKOH4YaHus cpoka aenctems PIN-koga nonb3oBatens nonyyaer ysefomneHme 0 Heobxoanmoctn cMeHbl PIN-koga.

MHdopMaumoHHbIe coobLweHnsa ByayT MPUXOAUTL KaXabl AeHb A0 OKOHYaHUS cpoka pevncteus PIN-koaa, noka
OH He ByneT U3MeHeH.

SN

Insa yctaHoBku unu cmeHbl PIN-koaa nonb3oBaTtens aflMMHUCTPATOPOM 3/1EKTPOHHOIO K/o4a Heo6XoauMOo, YTo6b
Ha 3TOM 3/71eKTPOHHOM KJtoue 6bin yctaHoBneH PIN-kon agMuHUCTpaTopa.

lTocne BBoAa HerpasuibHoro PIN-Ko4a aAMUHUCTDATOPA HECKO/IbKO Pa3 MOAPALS /IEKTPOHHBINA KITHOY
bnokupyercs. He gonyckasire 610kmuposku PIN-Ko4a aaMUHHCTPATOPA HA 31EKTPOHHBbIX Katodax JaCarta. PIN-
Koa aAMUHNUCTPATopa, B oT/mymne ot PIN-koaa nosib308aresns, pa3briokuMpoBaTs HEBO3IMOXHO

B aiydae 5/70KI4POBKI4 J/IEKTPOHHOIO K/1r04a rnoc/ie BBo4a HerpaBu/ibHoro PIN-koga agmuHmuc Tparopa

J/IEK TpOHHb/I/IV K104 pa35/70/(/4p0357b He/b34. B 3T0M arydae MOXHO Dﬁp&'TI/ITbCﬂ B C/7y)l(5y TEXTIOLAAEPXKKU U
NEPEeUHNLNANININPOBATH 3/1EK TpOHHb/ﬁ K/Il04, HO C norepeﬁ BCEX AdHHbIX, XPaHALUNXCA Ha HEM. LaHHas
orniepaynd 4OCTyriHa He 4J/id BCeX mogenes. ﬂOﬂpOﬁHOCTM aieqyer yto4YHUThL B C/Iy)/(56' TEXTI044EPXKKU
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3apaHHOe KonMuecTBO NonbiTok BBoda PIN-Kkofa agMuHUCTpaTopa (a TakKe OCTaBLIeecs KOAMYECTBO MOMbITOK)
MOXHO y3HaTb, 3anyctu N0 "EamHbii Knuent JaCarta”, nepeiigs Ha Bknagky "MHdopmaums o TokeHe" u
NMOCMOTPEB 3HaYeHue, ykasaHHoe B none "Octanock nonbiTok BBoAa PIN-koaa”.

» [na yctaHoBKM (cMeHbl) PIN-KoAa nonb3oBaTens aAMMHUCTPATOPOM HEO6X0AUMO:
1.

MoaKNUNTL 1EKTPOHHBIN KoY K pazbeMy USB koMnbtoTepa, 3anyctutb N0 "EamHbii Knuent JaCarta”’ n
MepeKoYUTLCS B PACLUMPEHHBIN PEXUM;

MHdopMaumsa 06 3neKTpOHHOM Kitode 6yaeT oTobpaxkeHa B OCHOBHOM OKHe, BbINOJIHEHWUS [OMNONHUTENbHbIX
OencTBuii He TpebyeTcs. ECnm noaknloYeHO HECKOMbKO 3NEKTPOHHBIX KHOYeR, TO BbIOpaTh 3HAYOK HY>KHOTO
Kntoya B 06nacTu c/ieBa;

[epeiiTv Ha BKNaAKy, COOTBETCTBYHOLLYIO NPUIOXEHWUIO, A1 KOTOPOro He0BX0AMMO Ha3HAUUTb (CMEHUTD)
PIN-kon nonb3oBatens u Haxatb KHonky "YcraHoBuTb PIN-koa nonb3osatens” (cM. PucyHok 116).

& Eguneii Knuent JaCarta - O *

EanHbln Knuent JaCarta Ana‘:mm)

Bepona: 3303568

JaCarta

| WMupopmauma o TOKeHel PKI | I'OCT|

Onepa UMK C NPUACKEHNEM

¥ 1 - .-Ek
Q PopuaTHPOESTE

Knroun 1 cepTrdmkarol: 4 W O

MeHrTE PIN-Kkon
2AMUHWCTRATCPE

PucyHok 116 - InemeHT ynpasneHns "YcraHosute PIN-koa nosib3osarens”

4. bBypert oTkpbITO OKHO "YcTaHoBuTb PIN-kopn nonb3osatensa” (cM. PucyHok 117);

é’ YeranoewTe PIN-kog nonssceatena x

PIN-KoA agMWUHWCTpaTopa

| | &b

Hosblid PIN-KOA, NoAL308aTens

| |

MoaTeepanTk PIN-KoA NoAb3oBaTena

0K OTmeHa

Pucyrok 117 - OkHo "YcraHosuts PIN-ko4 nosne3oBarens”

B none "PIN-koa agMuHmncTpaTopa” BBecTM Tekywmii PIN-kog agMuHUCTpaTopa;

B nonax "Hosbih PIN-kog nonb3osatens” u "Moarsepantb PIN-kog nonb3osatens”’ ykasaTb COOTBETCTBEHHO
HoBblI PIN-kof nosib3oBaTens M NoATBEPAWTL €ro NOBTOPHLIM BBOAOM;

HaxaTb kHonky "OK";

Mpu ycnewHown yctaHoBke HoBoro PIN-koga nonb3oBatens otobpa3nTcsa COOTBETCTBYHOLWEE COOOLLEHME.
HaxaTb kHonky "OK" ons ero 3akpbitma (cm. PucyHok 118).

AO "AnapamH P.O." 1995—-2026T. PykoBopacteo agmMuHuctpatopa ans OC Windows Crp. 91 /118



Eamubin Knuent JaCarta

@ PIM-k0a NoNB30BATENA YCTAHOBNEH *

+"  PIN-KkoA Nonb30BaTens YCNewHo YCcTaHoBAeH

Pucyrok 118 - CooblyeHmne 06 ycrelHov ycraHoske (cmeHe) PIN-koaa nosb30Baress aaMUHUCTPATOPOM

8.2 Pa3bnokumposaHue PIN-Koga nonb3osaTtena agMMHUCTPATOPOM

@ Ecnu nonb3oBaTenb NpeBbiCMA MAaKCMManbHOE AOMYCTUMOE YUCIO NOC/eA0BaTeNIbHbIX HEBEPHbIX NOMLITOK BBOAA
PIN-kopa, To OH BiokmpyeTcs.

I'Ipou,e/J,ypa paB6ﬂOKVIpOBKVI PIN-koga nonb3oBartens pa3nn4aeTCca B 3aBUCUMMOCTU OT NPUNOXKEHUA,
YCTAHOB/IEHHOIO B NaMATb 3/IEKTPOHHOIO Kto4a:

e PKIunPKI/BIO - nocne pazbioKnMpoBKM agMUHUCTPATOP AOJ/IKEH YCTaHOBUTb HOBbIM PIN-Koa nonb3oBartens;

e [OCT u STORAGE - pa3bnokupoBka 0O6HyNSeT CYETYMK HEBEPHbIX NOMBITOK AOCTYNa, 3Ha4YeHue PIN-koaa
NONb30BaTeNS OCTAETCA NMPEXHUM.

8.2.1 lpunorerune PKIn PKI/BIO

» Ona pazbnokupoeaHua PIN-kopa nonb3oeaTtens Heo6XoAUMO:

1. TMoAKNYMTb 3NEKTPOHHbBIM KoY K pasbemy USB komnbioTepa, 3anyctutb 10 "EauHbin Knuent JaCarta” u
NepeKoYUTLCS B PACLUMPEHHDBIN PEXUM;

2. WHdbopmaumsa 06 aneKTpoHHOM Kitove byaeT oTobpaxkeHa B OCHOBHOM OKHE, BbIMOSIHEHUS JOMNONHUTENbHbIX
LefCTBUI He TpebyeTcs. Ecnu nofkno4eHO HECKONBbKO 3NEKTPOHHbIX K/HYel, TO BbIOpaTh 3HAYOK HYXKHOMO
Kntoya B 06nacTu cnesa;

3. Ecnm PIN-kop nonb3oBatens 3abnokmpoBaH KHomnka "Pa3bnokupoBatb PIN-kon' 6yoet focTynHa ang Haxatus
(cM. 119). MHaue KHomnKa 3a610KMpOBaHa;

dp Egnnbiii Knnent JaCarta — O x

EanHbin KnneHTt JaCarta Ana‘:aam)

Bepowa: 3.3.0.3570

JaCarta-3 PKI/TOCT

| HMudopmauma o TokeHe | PKI | rOCT|

Q Nepaunn ¢ NpUACKEHNEM

%CI.'EHI‘TE PIN-koa

BAMUHUCTPET

W3mennTe kadecreo
FIN-kona

¥

ERRIEES

Knkoumn n cepTudmrratel:

PucyHok 119 - SnemeHT yrpasnenns "Pazbnokuposats PIN-kog”

4. [anee 6ynet oTKpbITO 0KHO "Pa3bnokunposats PIN-kon" (cM. PucyHok 120);

5. B none "PIN-kop agMuHuMCcTpaTopa” BBecTH Tekywmit PIN-kon agMUMHMUCTpaTOpa;

6. B nonsix "Hoebiit PIN-kog nonb3osatens” u "Moareepantb PIN-koa nonb3oeaTens” BBectn HoBbIM PIN-kopg,
Nnonb30BaTeNs M HaxaTb KHonky "OK";
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7.

é) PazGnokupoeate PIMN-kog

PIN-K0oa agMHUHKUCTPaTOPA

Hoewld PIN-ko4 NoAb30BaTENA

MoateepanTe PIN-K04 nonk3oBaTena

PucyHok 120 - Pa36nokuposka PIN-koga nosb3oBaress

Mpu ycnewHom pa3baokMpoBKe M HazHauyeHun HoBoro PIN-koza nonb3oBatens oto6pasuTcs

COOTBeTCTBYlOWee coobuieHne — HaxaTb kHomnKy "OK", 4Tobbl 3aKpbITh ero (cM. PucyHok 121).

&) PIN-koa pazBnokuposan

+/  PIN-KOA ycnewHo pa3baokMpoBaH

x

Pucyrok 121 - Coobuyermne o6 ycneHod pazbnokuposke PIN-kosa nons3osarens

8.2.2 lNpunoreHne STORAGE

» Ona pas6noknposaHus PIN-koaa nonbsogaTens Heo6XoaMMo:

MofokniounTb 3NeKTPOHHBIN Ktod K pasbeMy USB koMnbioTepa, 3anyctutsb MO "EamHbin Knunent JaCarta” u

MHdJOpMaLI,VI’iI 06 31IEKTPOHHOM Kno4e 6yJJ.ET 0To6pa>+<eHa B OCHOBHOM OKHe, BbINO/IHEHNA OONONHUTENbHbIX

[eNCcTBUi He Tp66y8TCﬂ. Ecnn noakntoueHo HecKonbko 3NEKTPOHHbIX K/oYen, To Bbl6paTb 3HAYO0K HY>XXHOro

1.

NepeKNoUUTLCS B PACLUMPEHHBIN PEXUM;
2.

kntoya B 06nacTu cnesa;
3.

AO "Anapaunn P.0." 1995-2026 .

Ecnu PIN-kop nonb3oBartens 3a610knpoBaH, KHonka "Pasbnokunposats PIN-kon nonb3osatens” 6yger

[OCTYMHA ans Haxatus (cM. PucyHok 122). MHave kKHonka 3ab10KMpoBaHa;

& Eanneii Knnent JaCarta

EauHbin Knwent JaCarta

BeponA: 3.32.0.3570

- O X

AnaganH

STORAGE

| Hupopmaumna o TOKeHel STORAGE | OTP

Onepaun W C NpUACKEHNeM

%Cr.'sm‘ﬂ: PIN-koaf[¢#%F PasBnokuposats PIN-
SAMUHWUCTRETOpS nKC

Q$cgr.'zwg:za'ﬂ:

BAMUHUCTDETOpS
Knroum 1 cepTUduKaTsi: M O
Pucyrok 122 - InemeHT yrpasnenns "Pazbnokuposats PIN-kog”
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4. Tocne HaxaTtna Ha KHonky "PasbnokupoBatb PIN-kog" 6ynet oTkpbiTo OKHO "Pazbnokmposatb PIN-koa"
(cM. PucyHok 123).

q.@ PazGnokuposate PIN-kog *

PIN-Ko4 agMUHUCTpaTOpa

OTmeHa

PucyHok 123 - OkHo "Pa3zbnokuposats PIN-kog”

5. B none "PIN-kop apMuHucTpaTopa” BBecTu Tekywmin PIN-koa aaMMHUCTpaTopa, NOC/e Yero HaXkaTb KHOMKY
"OK".
[Tpu pa3bnokuposke PIN-koaa ro/sie308atess cOpachiBAETCI CHETYMK HEBEPHLIX 10M1bITOK BBOAA PIN-koaa
10/1b30BaTENS, 1PH1 3TOM €amo 3Havyernne PIN-ko4a rno/ib30Bare/iss 0CTaércs Heu3mMeHHbIM. [pu
HEoOXoaNMOCTH U3IMEHUTL 3HaYeHue PIN-K04a r1o/1b30BaTe/is BOCO0/1b30BaTbCs MPOLELYPOH
@opmatupoBarus. B stom ciyqae Bce AaHHble € kK1w04a OyAyT Vad/IeHb!

6. [pu ycnewHo pasbnokuposke PIN-koaa nonb3osatens otobpasmntcs coOTBETCTBYOLWEE coobleHne. HaxaTtb
kHonky "OK", uTobbl 3aKpbITh ero (cM. PucyHok 124).

& PIN-kog pazGnoknpoean X

+  PIN-koa ycnewHo pazbnokmpoeaH

PucyHok 124 - MH@opmaumnoHHoe cooblyermne ob ycrnelwHori pazbnokuposke PIN-koga nosb3o8arens

8.2.3 TlpwunoxeHue MOCT

M [ng Toro utobbl pazbnokmpoBath PIN-kog nonb3oBaTens, 3NeKTPOHHbIN K04 AOMKEH ObiTb
MPOVMHULLMANU3NPOBAH:

e nnsBepcun 2.5.3 - 2.5.9 ¢ PUK-koaom;
e nns Bepcun 2.5.13 u Bobiwe ¢ PIN-kogoM agMUHKUCTpaTopa.

» Ona pasz6bnokuposaHus PIN-kopa nonb3oBaTtens Heo6X0AUMO:

1. [MoAKNHYMTb 3NEKTPOHHbBIM KNty K pasbemy USB komnbioTepa, 3anyctutb M0 "EauHbiin Knuent JaCarta” u
nepeknYnUTbCS B PACLUIMPEHHDBIN PEXUM;

2. WHdopmaumsa 06 aneKTpoHHOM Kntove ByaeT oTobpaXKeHa B OCHOBHOM OKHE, BbIMOMIHEHUSI AOMNONHUTENbHbIX
nencTBui He TpebyeTcs. ECnm noaKNloYeHO HEeCKONbKO 3NEKTPOHHbIX KAOYen, TO BbiIGpaTh 3HAYOK HY>KHOMO
Kntoya B 06nacTu cnesa;

3. Ecnm PIN-koa nonb3oBatens 3abnokupoBaH, kHonka "PaszbnokuposaTb PIN-koa" 6yaeTt goctynHa ons
HaxaTus (cMm. PucyHok 125);
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ﬁ EauHblii Knuent JaCarta - m] *
EauHbin KnueHT JaCarta Ana‘\,q,quﬂ)
Bepcma: 2203570

JaCarta-3 PKI/TOCT

JaCarta-3 PKI/TOCT

| Wupopmayna o TOKEHEl PKI | FOCT|

o) cnpu

Pau

on Pazfnckuposats PIN- | [=
“h Ex

Cwed -Koa
.- MBTHOCTMKE QISBMETMBCEET!: m taete Plbi-x

BAMWHWCTPATCDS

KAOUM W CepTURHKATEI ERRIES]

Pucyrok 125 - InemeHT yrpasnenns "Pazbnokuposats PIN-kog”

4. Tlocne HaxaTus Ha kHonky "Paz6nokupoBatbh PIN-koa nonb3oBatens” 6yaeT oTKpbITO OKHO "Mactep
pa3bnokuposku PIN-kopa" (cM. PucyHok 126);

F MacTep pasBnokuposanna PIN-koga >

Cnoco6 pazbnoknpoBaHma PIN-koaa
BribepuTe cnocob pazbaokmpoBaHua PIN-koaa.

O Wcnons3osate PUK-kog,
Pazbnokmpoeate PIN-kog ¢ nomoweo PUK-koga

@ 3anpoc-oteer

PazbnoknpoBate PIN-KO4, MCNONB3YA MEXaHW3M 3anpoc-OTBeT

O Mo BpemeHn
[lna atoro TokeHa pasbnoknpoeanve PIN-koda no epemMeHn
HELOCTYMHO

Oanee > OTMmeHa

PucyHok 126 - OkHo "Pazbrnokuposka PIN-kosa noss3osarens”

5. Bbibpatb nyHKT "Mcnonb3oBath PUK-koa" 1 HaxaTtb KHonky "[anee”;

B none "PUK-kog" BBecTu Tekywwmii PUK-kop!®, nocne yero Haxatb KHonky "Janee”;

7. Tlpu ycnewHow pa3bnoknMpoBke oTobpa3nTca COOTBETCTBYIOLEe coobuieHne. [1ns ero 3aKpbITUS HaXaTb
KHOMKyY "3aBepwutb” (CM. PucyHok 127).

o

10 Nna npunoxeHns FOCT Bepcun 2.5.13 u Bobiwe 6yaet 3anpawmsatbes PIN-koa agMUHKUCTpaTOpa.
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& Mactep paztnokupoeanun PIN-koaa X

PazbnokmpoeaHie PIN-koaa
Pe3yneTaTel pazbnokvpoBaHMA PIN-Koda NnpMBedeHsl B oTYeTe

OTtyeT:

PazbnokvpoBaHue PIN-koaa
OBHOBNEHWE NapaMeTpoB
+ Pazbnokupoeandme PIN-koaa Bbino ycnelwHo BeINOAHEHO

Pucyrok 127 - MH@opmaumoHHoe coobiyerHne ob ycrnewHos pazbnokmuposke PIN-koga nosib3osarens

PasbnokmposaHue PIN-Koaa nonb3oBaTenAa B yAaneéHHOM perume

Pasbnokuposka PIN-koga nonb3oBatens B yAanéHHOM pexume AOCTYNHa TOMNbKO ANS 3NEKTPOHHbIX KYen ¢
npunoxexnmem PKI n PKI/BIO u npunoxernnem NOCT (nogpobHee cM. nogpasgen 3.2 "MapaMeTpbl 31eKTPOHHbIX
Knoyern npu nocrtaeke” n nogpasgen 3.3 "Onepaumm € 31eKTPOHHbIMU Ktoyamu').

Mpunorerune PKI 1 PKI/BIO

B pesynbTtaTte pasbnoknpoBaHua PIN-kopga nonb3oBatens 3aneKTpoHHOro kitoya ¢ npunoxexnmem PKI unn PKI/BIO
BbINOJIHAETCS Ha3HayeHue Hoeoro PIN-koaa nonb3oBaTtens U cOpoc J0 HyNS CYETYMKA MNOMbITOK BBOLA HEBEPHOTO
PIN-koga nonb3oBarens.

Pasbnokuposka PIN-koga nonb3oBatens 3nekTpoHHOro Knwua ¢ npunoxenuem PKI uan PKI/BIO B ynanéHHoM
pexvuMe BO3MOXHA NPU BbINOJHEHUW CNEAYIOLMX YCIOBUMA:

B OpraHv3almm LoMKHa ObiTb YCTAHOBEHA CMCTEMA YYETa U YNPaBNEHWUS anmnapaTHbIX CPEACTB ayTeHTUDUKALNY;
B HaCTOALLEM [OKYMeHTe Ans npumepa bynert ucnonb3oBaTbcs cucteMa JaCarta Management System (JMS);

3NIEKTPOHHbIN KJTH0Y, NOANEXALUMI Pa36NOKUPOBAHMIO, AOMKEH ObITb 3apErMCTPUPOBAH B CUCTEME YUETA U
ynpaBfieHus annapaTtHbIX CPeACTB ayTEHTUDUKALMM A0 MOMEHTA ero 6/10KMPOBKK;

ans npunoxexus PKI ¢ annnetoM PRO 31eKTpOHHbIN KNOY A0/MKeH BbiTb 0THOPMATUPOBaH C 3aaaHHbIM PIN-
KOLOM agMuHUcTpaTopa (cM. noapasaen 7.1 "®opmatuposanue npunoxerus PKI c annnetom PRO");

ans npunoxexus PKI 1 PKI/BIO ¢ annnetom Laser 3neKTpOHHbIV KN4 JOMKeH BbiTb 0THOpMATUPOBaH C
BO3MOXHOCTbI pa3baoKMPOBKM MO MeXaHU3My "3anpoc-oTeeT" u B Kadectse PIN-koaa agMuHuUcTpaTopa 3aaathb
kntou 3DES (cm. noapaszaen 7.2 "®opmaTmpoBaHue npunoxenus PKI c annnetom Laser”).

Pasbnokumposka PIN-koaa nonb3oBaTens 31eKTPOHHOIO K/oYa B yLaNEHHOM pexuMe npeanonaraer
B3aMMOJENCTBME NOb30BaTENs 3NEKTPOHHOIO K/oUa U afiMMHUCTpaTopa 6e3onacHocTu. pu 3ToM Ha
KOMMbOTEPE NONb30BaTeNst AOMKEH ObITh ycTaHoBNEeH EauHbiin KnuenT JaCarta, a agMuHUcTpaTop 6e3onacHoCTH
[LOMXeH UMETb JOCTYN K CUCTEME YUETA M yNpaB/ieHWs annapaTHbIX CPeACTB ayTeHTUDUKALMK (B LaHHOM
npumepe - K cucteme JMS).
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» Ona pas6nokuposaHus PIN-koaa nonb3oBatens B yAaNEHHOM pexXume HEO6X0AUMO:

1. TlpouHCTPYKTMPOBaTb NOMb30BaTeNs (Hanpumep, no TenedoHy) NOAKNHUUTL SNEKTPOHHBIN KoY C
3abnoknpoBaHHbIM PIN-kog0oM K KOMnbtoTepy m 3anyctutb M0 "Eaunbiin Knuent JaCarta”. OkHo MO "EamHbin
Knuent JaCarta" y nonb3oBartens B CTaHAApTHOM pexume b6yaeT BbirngaeTb Kak Ha pucyHke (cm. );

& Epwniii Knnent JaCarta — m] X
EauHbIA KnweHT JaCarta Ana:.mﬁtnn)
Bepana: 3.3.0.3570

JaCarta-3 PKI/TOCT

Hazeaunne JaCarta-3 PKI,TOCT

JC247-12.F47 vi0.0

Homep mogenn
Ha3oBuTe 3TOT HOMEp NP 0BPaLLEHNN B TEXHMYECKYHO MOALEPKKY

CepuiiHbIiA HoMep C30689C8

PKI

MpunoxeHUa
PIN-k0J, 33610KMpOBaH. OBPAaTUTECk K 3AMUHUCTPATOPY Pa36nokupoBaTs PIN-Koj

Be3onacHklid A0CTyN K pecypeam

Pucyrok 128 -Orobpaxerne 3abnokuposarHoro PIN-koga y nosib3o8aresns

2. [Monb3oBatenb AOMKEH HAaXaTb KHONKY "Pasbnokmnposatb PIN-koa". Ha skpaHe nonb3oBaTtens 6yner oTKpbITO
okHo "Pasbnokupoats PIN-koa" (cMm. 129). HyxHo Bbi6paTh cnocob pa3bnoknpoBaHus "3anpoc-oTBeT" u
HaxaTb KHonMky "[anee”;

&’ PasBnokuposate PIN-kog *

BriGepuTe cnocof BEINOAHEHWA ONEpPaLIMK

e KAKu agMHWHACTPaTopa
BLINOAHNTE OMEPaLyIo, MCMOABL3YA KAY aAMUHUCTPaTopa

@ 3anpoc-oTeeT
BLIMOAHWTL ONEPaunio, NCNOAb3YA 3anpoc-oTeeT

Oanee > OTmeHa

Pucyrok 129 - Pazbnokuposka PIN-koga rnosnb3oBaresns

3. Ha skpaHe nonb3oBatens 6yneT oTkpbiTo OkHO "Pazbnokmposatb PIN-koa" (cm. 130). B nonax "HoBbiit PIN-
kop nonb3oBatensa” u "Moareepantb PIN-koa nonb3oBatens” nonb3oBaTeNb 4OMKEH BBECTM HOBOE 3HAYEHME
PIN-kopa nonb3oBaTensi U ero NoATBEPXAEHUE COOTBETCTBEHHO;

& YeranoeuTe PIN-kog nonezceatens e

3anpoc 3DES

| CB7D23F7E1C198BB |

Oteer

Hoewli PIN-Ko4 nonb3oBatens

| Ris

Moareepante PIN-Ko4 nons3oBatens

PucyHok 130 - OkHo "3anpoc/Otser. JaCarta PKI"
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4. Tlonb3oBaTenb [OMKEH NPOAMKTOBATb aAMUHUCTPATOPY KOA 3anpoca, CreHepMpOoBaHHbIV B nose "3anpoc
3DES".

5. AoMuHucTpatop, ucnonb3sys uHtepdeiic KoHconu ynpasnenus JMS, nonkeH OTKpbITb OKHO YAANEHHOM
pa3bnoknpoBKu. 11 3Toro Heo6xo0AMMO HaxaTb KHOMNKY "YaaneHHas pasbnokuposka'(cM. PucyHok 131);

Konconb ynpasnesna JMS (TESTDOMAIN1 \jmsadmin) = Jl o | x
Deicteua
¥ Ynanute & HasHaunTs Nonb3oBaTeNio il wi 3aMeruT ‘ '4“.
JeHHbIA i OTKMIOWTD -
Y s ObroBuT | S¢ OtreruTh HasHaueHue - gan BepHyTb B sRCnAyaTaLmo YpaneqHas "
g OTo03BaThH = pasfnokuposKa
alm Bo NAyaTaLm 4| BpemerHasi. |
- | |
[ &1 Monb3oBaTen v n
‘ %J ot et L < \ Mogenb 4+ WaeHTudw... Bnageney MeTka Cratyc
| =P JaCarta PKI 0B5300042... Monb3oBa... 3aperucTpu...
| |
< Kniouessie HoarTenn “ | | g JaCartaPKI  0B5200151... JaCarta#... 3aperucTpu...

= S e e e

Kntouesbie HOCHTenn

m Mpodwinm v
; @l Monb3oBaTeny 1 ponn v
: j] Obcnyxusatne v
|
!j XKypHans! v
,::J HacTpoitku v 1
| 1.:6 YseaomneHns v M 4 i Cp. |1 w31 TMoxaseiateno 25 v =
A HenpouuTanHbie yBeaoMneHns: 0 | m 4

Pucyrok 131 - KoHcons yrpasneqns JMS. YaanenHas pa36nokuposka

6. bypeT oTKpbITO OKHO "YaaneHHas pas3bnokuposka” (cM. 132);

oKuposKa. |

MrbopMaLma o KNio4esoM HoouTene

Maentudmkatop:  0B52001314129243

| :B Moaenb: Jjci00

MeTka: JaCarta PKI
Bnapenew: test_userl
Cratyc: WonbsyeTcs

3anpoc

BseauTe TeKCT 3anpoca, NONy4YeHHOro 0T NoNb30BaTens,

1 crexepuposats OTBET

lexepaun OTeeTa

OTBeT: cKonupoBaTh B Bydep
MepeaaiiTe Nonb30BaTENO CTPOKY C OTBETOM MM

ckonmpyifTe B Bydep obmeHa ans nepeaaqm cpeacTsamm
3NEKTPOHHOMN NOYTHI.

PucyHok 132 - KoHcone yripasnerns JMS. OkHO "VaaneHHas pa3b/nokmposka”

7. AnMuHucTpaTop B none "3anpoc” fo/mKeH BBECTU KOJ, 3anpoca, KOTopblv coobLumun nonb3osatens. MNocne
[LOMKeH HaxaTb KHOMNKy "creHepupoBaTb OTBeT". Kop oTBeTa 6ynet oTobpaxeH B COOTBETCTBYIOLLEM MoJie
"OTBeT" (CM. 133);
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Y AanerHan pas6AOKMPOBKa [x]

WHdopMaLma o Koyesom HoouTene

WperntudukaTop: 0B52001314129243

I :B Moaenb: JC100

MeTka: JaCarta PKI
Bnagenew: test_userl
Cratyc: WcnonbsyeTcs

3anpoc
3anpoc: 3A979797F 12AF404 BcTaBuTb u3 Bydepa

BeeauTe TeKcT 3anpoca, Nony4YeHHOro 0T NoNb30BaTENs,

CreHepuposaTb OTBeT

lenepaun OTBeTa
OTseT: 9F48B3CD02D01C7C cKonupoBaTh B Bydep
MNepeaaiiTe Nonb30BaTENO CTPOKY C OTBETOM MM

ckonmpyitTe B Bydep obMeHa ans nepeaaqm cpeacTeamMm
3NEKTPOHHOMN NOYTHI.

PucyHok 133 - KoHcosnb yrpasnerns JIMS. OkHo "YaaneHHas pa36r10kmposka’”. CreHepupoBaHHbivi oTBET

8. AOMMHMCTpATOP LOMKEH NPOLMKTOBATL MOJb30BATENIO KO OTBETA;
9. Tlonb3oBaTeNb AOMKEH BBECTU KOA, OTBETA B COOTBETCTBYHOLLEM none "OTteeT” (cM. 134) u noaTBEpAMTL BBO,
HakaTneM kHonku "OK";

§ Yeranoente PIN-kog nonssosatens x

3anpoc 3DES

| 5FA4FODFD5CD82B0 |

OtBeT

| BE61 EFDADSBBACZEI |

Hoeelid PIN-Kog nonb3oBaTens

| | %

Moareepante PIN-Ko4 nons3oBatens

PucyHok 134 - OkHo "Zanpoc/Otser: JaCarta PKI". BBog creHepupoBaHHoro orsera

10. MNpu KoppeKkTHO BBEAEHHOM KOZE OTBETA Ha 3KpaHe nonb3oBaTtesns byaet oTo6paxeHo MHHOPMaLMOHHOE
coobuieHne 06 ycnewHoM BbiNoNHEHUM onepauum (cm. 135).

& PIM-koa nons3oeaTenna ycTaHoBNEH >

~/  PIN-KOA NoAb30BaTeNA YCnelwHo YeTaHoBAeH

PucyHok 135 - Coobiyenne o6 ycriewHoi pa3bnokuposke PIN-ko4a nosib30Bare/is B yAa/IEHHOM PEXUME
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MpunorerHne FOCT

B pesynbTtate pa3bnokmpoBku PIN-koga nosib3oBaTens 3N1eKTPOHHOIO K/ko4a C YCTAHOBNEHHBIM NMPUSTIOXKEHNEM
FOCT BbInonHseTCs COPOC A0 HYNA CYeTYMKa NOMbITOK BBOAA HeBepHoro PIN-koaa nonb3oBatens, npu 3ToM
3HauveHune PIN-koaa nonb3oBaTeNis He MEHSETCS M OCTAETCS TakUM Xe, KakuM Bbino [0 pa3bioKMPOBKM.

PasbnokmpoBka PIN-koga nonb3oBatens 3NeKTPOHHOMO KJI4a C NPUIOXKEHMEM B YAANEHHOM pPEXMME MOXKET
6bITb BbINO/HEHA TONIbKO TEM K/IHOYOM aAMMHUCTPATOPA, HA KOTOPOM 3aB/0KUPOBAHHbBIW 3NEKTPOHHBIN KoY Bbin
BbIMYLLEH CPEACTBAMM NPOrpaMMbl aAMUHUCTPUPOBAHUS, YHKLMOHMPYIOLLEN B COCTaBE CPEACTBa
KpunTorpaduyeckon 3awmTbl MHGopMauumn «ABToMaTU3MPOBAHHOE paboyee MeCTO aAMMHMCTPATOPa
6e3onacHoctu JaCarta» (CK3U APM AB JaCarta).

Pas6nokumposka PIN-kofa nonb3oBaTens 31eKTPOHHOIO K/oYa B yLaNEHHOM pexuMe npeanonaraet
B3aMMOLEWCTBME NOMb30BaTENS 3NEKTPOHHOIO K/toYa U agMuHUCTpaTopa 6esonacHocTu. MNpu 3ToM Ha
KOMMblOTEpE Nob30BaTeNs fo/mkeH HbiTb ycTaHoBneH EanHbin Knuent JaCarta, @ agMuHucTpatop 6e30nacHocTy
nomkeH umetb goctyn kK CK3M APM Ab JaCarta n nMeTb TOT KoY aAMUHUCTPUPOBAHMS, HA KOTOPOM 6bin
BbINYLLEH 3a6/10KMPOBAHHbIN 3NEKTPOHHBIX KJTHOY.

» Ona paz6bnokupoekn PIN-koga nonb3oBatens B yaanéHHOM pexume Heo6XOAUMO:

1. TMpouHCTpyKTMpOBaTb NONb3oBaTens (Hanpumep, No TenedoHy) NOAKAYUTL INEKTPOHHDBIN KoY C
3abnokmpoBaHHbIM PIN-kogoM Kk KoMnboTepy u 3anyctutb Eaunbiit Knuent JaCarta. OkHo EauHbivi KnueHT
JaCarta y nonb3oBaTens 6yneT BbIrNgAeTb Kak Ha pUcyHke (cm. 136).

& Egqunbii Knnenr JaCarta — O x

EanHbin KnueHT JaCarta Ana‘\,q,auﬂ)

Bepcua: 3.3.6.3902

JaCarta-2 TOCT

Hazeanune JaCarta-2 rOCT

Homep Moaen JC006-2.F47 vb.8
Ha3soenTe 3T0T HOMep NpK 0GPaLLEHNN B TEXHUUECKYID NOALEPXKY
CepriAHbIA HoMep AG9TADCS

rocr

MpunoxeHna
PIN-kog 3abnokvpoeaH. OBpaTuTecs K agMUHUCTPaTOpy Pazbnoknpoeate PIN-kog

3ﬂEKTpOHHEﬂ nognKce

PucyHok 136 - Orobpaxerne 3abnokmpoBaHHoro PIN-ko4a B pexxwvme r1o/ib308aress

2. [lonb3oBatenb HaxMMaeT KHOMKY "Pasbnokuposatb PIN-koa". byaet oTkpbiTo 0kHO "MacTep
pasbnoknpoBaHus PIN-koza", B KOTOpoM gocTyneH Bbibop cnocoba pa3bnokunposku (cMm. 137).
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& MacTep pazBnokupoearna PIN-koaa X

Cnocob pazbnokmpoBaHuA PIN-koaa
BribepuTe cnocob pasbnoknpoeaHMa PIN-koaa.

@ Kcnone3osate PIN-KoA aAMWHACTRaTOPA
Pazbnokmpoeate PIN-kog € noMowkio PIN-KoAa agMUHUCTpaTopa

O 3anpoc-oteer
Pa36okMpoBaTh PIN-KOJ, MCMONL3YA MEXaHW3M 3anpoc-oTeeT

Oanee > OTMeHa

Pucyrok 137 - Macrep pa3bnokuposaumns PIN-kosaa. Criocob pas3bnokvuposarmns PIN-koga

3. [lonb3oBaTenb BbIOUpaeT 3HaYeHMe "3anpoc-0TBET" M HAXMMaeT kKHonky "[danee”. OTKpbIBAaeTCS OKHO AN
pa3b/I0KMPOBKM 31EKTPOHHOIO KNtoya. B none "3anpoc” coaepXutcs aBTOMaTUYECKM CreHepUpOBaHHOE
3HaveHue, npeacTasnstowee cobor 3anmcaHHble Nnoapsa 16-3HauHbIA CepUIHbIA HOMEpP 31EKTPOHHOTO
KJT04a M KOIMYECTBO YCMELIHO BbIMOIHEHHbIX Pa3ba0KMPOBaHMI AAHHOMO Ktoya (cM. 138).

B paccmartpuBaemom npumepe 3710 nocneposatensHoctb 1209FAAA0A920001 0000, B koTopoi
1209FAAAO0A920001 -16-3HauHbI CepUItHBIN HOMEp 3NeKTPOHHOro Kntoyva, 0000 - cyeTumk
pa3610KMPOBOK.

& MacTep pazBnokupoeanuna PIN-koga X

PazbnokmpoeaHne PIN-KoAa ¢ NOMOLBH MEXAHW3MA 3anpoc-OTEeT
MepeaaiiTe 3HaYeHNe CEpPUAHOTO HOMEPa M CYETYMKA Paz0NOKMPOBOK
aAMMHUCTpaTopy Ge3onacHoCT M BBEAWTE MOAYYEHHLIA oTBET

CepWiHbIA HoOMep CuUETuKK pazbnoKUpoBoK
| 1209FAAADAS20001 | | 0000 |
OTeeT

< Hazapg Oanee OTMeHa

Pucyrok 138 - Pazbnokmuposarmne PIN-koga ¢ moMoLybo MEXaHU3MA 3arpoc-0TBET. DopMupoBaHme 3anpoca

4. Tonb3oBaTenb coobwaet agMMHUCTpaTOpPy 6€30NacHOCTM 3Ha4YeHWe nons "3anpoc” NtobbiM yA06HbIM
cnocobom, Hanpumep, no email.

5.  AoMuHuctpatop 6e3onacHocTu reHepupyet oteeT cpeactBamm CK3M APM AB JaCarta 1 nepefaet ero
NoNb30BaTENO TaKXKe N1oObIM ya06HbIM cnocoboM, HanpuMep, no email.

@ MNMonpo6bHee o pabote B CK3M APM Ab cM. nokymeHT "Cpenctso kpuntorpadmyeckon 3awmtbl MHGopMaunm «APM
afMuHucTpatopa 6esonacHoctu JaCarta. MNporpamma agMuMHMCTpUpoBaHus. PykoBoacTBO onepartopa”.
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6. [lonb3oBaTtenb BBOAMT OTBET B O4HOMMEHHOE MOJie U HAXXMMAET KHonky "Hanee” (cm. 139).

§ Macrep pasbnoknposanua PIN-koaa X

PazbnokmpoBaHme PIN-KoAa ¢ MOMOLILID MeXaHM3Ma 3anpoc-oTeeT
MNepeaaiiTe 3HaUeHWe cepUIiHOTO HOMEPA M CUETUKMKA PazbNoKMPOBOK
agMUHUCTpaTopy 6e30MacHoCTH ¥ BBegMTe NoAYYeHHEIR oTBeT

CepWiiHbIA HoMep CUETUKK pa3baoKMpoOBOK
1209FAAADAS20001 0000
Oteer

6DFDE25E1B1151E8A2ZES4903CD1542F6FEO8TCAG334E3304FA355E59FCE254A

PucyHok 139 - Pazbnokmuposarmne PIN-ko4a ¢ MOMOLLbHO MEXaHM3MA 3aMIPOC-0TBET. BBOA r10/1y4E€HHOro oTBETa

7. Tpu koppekTHO BBeLeHHOM oTBeTe PIN-kof nonb3oBatens 6ynet pa3bioKMpOBaH, Ha IKpPaHe NosSIBUTCS
coobueHune 06 3toM (cM. 140). B kauectee PIN-koza nonb3osatens bynet HasHadveH PIN-kon nonb3oBatens
[10 ero 6N1OKMPOBKU. 3HaUYEHME CYETUMKA YCNELLHO BbIMOJIHEHHbIX Pa3ba0KMPOBAHMIA LAHHOTO 3N1EKTPOHHOIO
K/to4a 6yaeT yBeNMUEHO Ha eauHuULY.

& PIN-koa nonesosarena YCTaHOBEH >

" PIN-koA NoAb30BaTeNA YCNEWHo YCTaHOBAEH

Pucyrok 140 - Coobiyermne o6 ycnewiHom pazbnokuposarmm PIN-koga nosnb3osaress

8.4 V3meHeHwne PIN-Koga agMuHuUCTpaTopa
(,Z PIN-kog agpMUHUCTpPaTOpa MOXET ObITb YCTAHOB/EH HE BO BCEX MPUIOXKEHUSAX B NAMATU 3NEKTPOHHBIX KHOYEN.
MoppobHee cM. noapazgen 3.2 "TlapaMeTpbl 3NEKTPOHHBIX K/KOYel Npu noctaske”.
Bo3moxxHocTs usmererus PIN-koga agamuHucTparopa 4octynHa B rnpunoxerHmn PKIl, STORAGE a Takxe B

npunoxerHmn FTOCT Bepcun 2.5.13 u Boiwwe.

M MNMocne Beoga HenpasuabHoro PIN-kofa agMUHUCTPaTOpPa HECKOIbKO pa3 NoApsA 3NEKTPOHHbIW KoY
6nokupyetcs. He ponyckante 6nokmposku PIN-koaa agMMHUCTpaTOpa Ha 3/1IeKTPOHHbIX Katovax JaCarta. PIN-kop
afMUHUCTpaTopa, B oTanumne ot PIN-koga nonb3oBartens, pa3bnokupoBaTb HEBO3MOXHO.
B ci1yqae 6710KkMpOBKM 3/1EKTPOHHOIMO K/TH0Ya MOXHO 00paTuTLCS B CYXKOY TEXTTOAAEPKKM U
MEPENHNLNA/ININPOBATE AdHHBIT KoY. OAHAKO BCE AAHHBIE, XPAHALUMECST HA TOKEHE, OYAYT YAA/IEHSI.

Lna npunoxermn FOCT Bepcum 2.5.13 MOXHO Bbino/IHUTE COpOC nipunoxernus. [logpobree cMm. nogpaszaen 7.6

M 3apaHHOe Konu4yecTBo nonbiTok BBoAa PIN-koaa agMUHKUCTPATOpa, @ TakKe OCTaBLieecs KOMYeCTBO NOMbITOK,
MOXHO y3HaTb, 3anyctus 10 "Eamnbiin Knuent JaCarta®. Ha Bknagke "MHdopmaums o Tokene” B none "Octanocb
nonbiTok BBoAAa PIN-koaa agMuHumcTpatopa”.
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P Ona cmeHwb PIN-kopa agMuHUCTpaTopa HeOoH6XOAMMO:

1. TloakntoUUTb 3NEKTPOHHbIW KoY K pasbeMy USB komnbtoTepa, 3anyctutb M0 "Eaunblii KnuenT JaCarta” u
NepekNYUTLCS B PACLUIMPEHHDBIN PEXUM;

2. WHdopmaumsa 06 aneKTpoOHHOM Kitove byaeT oTobpaxkeHa B OCHOBHOM OKHE, BbIMOIHEHUS JOMNONHUTENbHbIX
[LencTeuii He TpebyeTcs. Ecnn nofKNtoYeHO HECKOMBKO 3N1EKTPOHHbIX K/HOUel, TO BbIOPaTb 3HAYOK HYXXHOMO
Kntoya B 06nacTu cnesa;

3. [lepeiTn Ha BKNAAKY, COOTBETCTBYIOLLYIO MPUIOXKEHUIO, ANS KOTOPOro HeobxoamMmo cMenuntb PIN-kog
aLMMHUCTPATOpa U HaxaTb KHOMKY "CMeHuTb PIN-koA4 agMuHMcTpaTopa”. byaeTt oTkpbiTo OKHO "CMeHuTb PIN-
Kog, agMUHMUCTpaTopa” (cMm. 141);

& Crenuts PIN-koa 34MUHNCTRaTo pa X

Tekywnid PIN-kog agMUHMCTpaTopa

HoBrii PIN-KOA agMUHWCTpaTopa

MNoaTeepauTe PIN-KOA aAMUHWCTPaTOpPa

OTMmeHa

PucyHok 141 - OkHo "Cmenntb PIN-Kk04 aamurmncTparopa”

B none "Tekywui PIN-kop agMuHMcTpaTopa” BBeCTH Tekylwmii PIN-kKog aaMUHMUCTpaTopa;
B nonsix "Ho.biit PIN-kog agMuHucTpatopa” n "TMoareepamntb PIN-koa agMUHMCTpaTopa” BBECTM HOBbIN PIN-
KO aflMUHWUCTPATOpa M €ro NMoATBEPXKIEHNE COOTBETCTBEHHO;

v

Hoswbiii PIN-K04 aAMUHNCTPATOPA [OMKEH OT/IMYATLCS OT TEKYLUEro, MHAYe OyAeT OTOBPAKEHO
UHGOPMaLHMOHHOE coobLlyerne 06 3ToM 1 kHorka "OK" 6yaeT HeAOCTYMHA A/15 HAXKATHS.

6. Haxartb kHonky "OK";
7. Mpwu ycnewHol cmeHe PIN-koga agMUHKUCTpaTopa Byaet oTobpaxeHo COOTBETCTBYHOWEe coobuieHune. [ns
€ro 3aKpbITMS HE06X0AMMO HaxaTb KHonky "OK".

8.5 W3meHeHKne KadvecTBa PIN-Koga nonb3osaTena anAa npunoxeHna PKI

M N3meHeHne kayecTBa PIN-koaa BO3MOXHO BbINOMHUTL 6€3 POpMaTMPOBAHMS 3NEKTPOHHOIO K/touya.

D Ona uaMmeHeHus kayectBa PIN-koga Heo6Xo0AMMO:

1. TloAKNHYMTb 3NEKTPOHHbBIM KNty K pasbemy USB koMnbloTepa, 3anyctuTb MO "EamHbii Knuent JaCarta” u
NepeKItoYnUTbLCS B PACLUMPEHHDBIA PEXUM;

2. WHdopmaumsa 06 aneKkTpoHHOM Kntove byaeT oTobpaxkeHa B OCHOBHOM OKHE, BbIMOJIHEHUS JOMNONHUTENbHbIX
[eincTBuii He TpebyeTcs. Ecnn nofKNtOYEHO HECKONBKO 3M1EKTPOHHbIX KITHUel, TO BbIOPaTb 3HaYOK HYXXHOMO
Kntoya B 06nactu cnesa;

3. Mepeitn Ha Bknagky "PKI" u HaxaTb KHOMKy "M3mMeHuTb kauecTBo PIN-kopa” (cM. PucyHok 142);
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& Enunwit Knnent JaCarta — O X
EavHbin KnueHT JaCarta Anat,q,quﬂ)
Bepona: 3303570

JaCarta-3 PKI/TOCT

JaCarta-3 PKI/TOCT

‘ WHdopmauma o TokeHe | PKI | roct |

Q nepaunn ¢ NpUaoXKeHnem

=8 Ycranoewte PIN-koa --E; =
no aTENA ‘

Cmenuts PIN-koa Q MsmuerHnTs kayecTac
m) OpMATHROBE jja

2LMWHWCTPETOPE b e PIN-koas

Pucyrok 142 - OkHo "EauHbii Knment JaCarta'. KHonka "M3meruts kavectso PIN-koga”

4. bypet OTKPbITO OKHO ayTeHTMduMKauumn ans Beoda PIN-koga agMuHucTpaTopa. MNocne Beoaa PIN-kopa
agMuHUCTpaTopa 6yaeT OTKPbITO OKHO MacTepa u3MeHeHus kavectsa PIN-kona nonb3oBatens ans
npunoxexus PKI (cM. PucyHok 143);

é) Mactep usmenenna kavectea PIN-koga nonesosarens npunosxenns PKI s

Kauecteo PIN-koga nons3oBatena
YcTaHoBWTE HacTpoKkW KayecTea PIN-koga nons3oeartena

bBa3oBkle HACTPOWKA

Bpema xu3HKn PIN-koaa, AHn |0 ¢ |
MwH. gnHa PIN-Koga |4 e |
Makec. ganHa PIN-koaa |1O # |
[0 wcropus PIN-koaa ||.1 e |

PacluMpeHHble HACTPOHKK

MWH. KONKYECTBO UNPPOBLIX CAMBOIOB
MWH. KOAMYECTBO BYKBEHHLIX CUMBONOB
MWH. KONMYECTBO CAMBOIOE HUXHErO perucrpa
MWH. KONMYECTEO CUMBO/IOB BEPXHETO perncrpa

MWH. KOAWMYECTBO CNel,. CAMBOAOE

Makc. Koan4ecTBo NOBTOPAKIWWMKXCA CHMBONOB

MNpUMeHUTL OTMmeHa

PucyHok 143 - OkHo "Macrep namernenns kavectsa PIN-koga noss3osarens npunoxerns PKI”

5. W3MeHuTb HacTpolikm kavecTBa PIN-koaa xxenaeMbiM 06pa3oM M HaxaTb KHOMKY "[puMeHuUTL".

6. byneT oTKpbITO OKHO Ang HasHaveHua HoBoro PIN-koaa nonb3oBartens. YkasaTb HOBbIM PIN-kog v ero
NOATBEPXAEHUE M HaxaTb kHonky "OK".

7. Mpwu ycnewHow cMeHe PIN-koaa agMuMHUCTpaTopa Bynet oTo6paxeHo cooTBeTCTBYOWee coobuweHune. [Ing
€ro 3aKpbITMS HEOOX0AMMO HaxaTb kHonky "OK",
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S. [paviBep BUpTYyanbHoro cuntbiBatena JaCarta Virtual Reader

@ [Lparisep BupTyanoHoro cuntbiBatens JaCarta Virtual Reader npeacrasnsget cobov Npocnonky Mexay peanbHbiM
USB-ycTpoicTBOM M MeHeOXepoM pecypCoB CMApT-KapT onepaunoHHoi cucteMbl Windows.

[paieep BupTyanbHoro cumtbiBatens JaCarta Virtual Reader o6ecneunBaeT paboTocnocobHOCTb YCTPOMCTB
JaCarta B VDI (Citrix, VMware, B ToM uncne, Horizon) n B8 RDP-ceccusix npu ncnonb3oBaHMM HEKOTOPBIX
npunoXxeHui, Hanpumep, MMC KOHCONM B peXXMMe BbiMycKa CePTUHUKATOB.

9.1 VYcTaHoBKa JaCarta Virtual Reader

@ [Lparisep BupTyanoHoro cuntbiBatens JaCarta Virtual Reader MoXeT GbiTb YCTAHOBMEH HA KOMMbIOTEP B X0O4€
yctaHoBku 10 "EpuHbin KnueHT JaCarta”; ecam 3Toro He NpouM30LWio, TO OH MOXKET ObITb YCTAHOB/IEH NO3XKe KaK C
nomoubto Mactepa yctaHoku MO "Egmnbiii KnuenT JaCarta”, Tak M cpeacteaMm KOMaHAHOM cTpokn Windows.

[lpu ycraHoBke Aparisepa ¢ noMoLbo MacTepa yCTaHOBKM 10 YMOTYAHUIO YCTaHABNBAOTCS A4BA APaNBEPA
BUPTYa/IbHbIX CYUTLIBATENEH. LIS YCTaHOBKM APYroro KOMYeCcTsa ApaiBEPOB (AOMYCKAETCA YCTaHaBIMBATL OT
1 p0 10 gpariepos) HEO6X0AMMO HCII0/b30BATh CI0COO YCTAHOBKM CPEACTBAMMU KOMAHAHOM CTpoku Windows.

[Lparisep BupTyanoHoro cuntbiBatens JaCarta Virtual Reader yctaHaBiMBaeTcs Ha onepaLMOHHbIE CUCTEMDI
Microsoft Windows 7 u Bbilwe pa3psaHocTaMm x64 n x86.

P lna ycTaHOBKM ApalBepa BUpPTyanbHoro cuuthieatens JaCarta Virtual Reader ¢ noMouwblo
MacTepa ycTaHOBKM Heob6xoauMo:

1. BbinonHutb waru 1-4 npouenypbl uameHeHns MO "EanHbin Knuent JaCarta” (cMm. nogpasaen 5.1 "M3meHeHue
nporpammsl”);

2. Ha ware 4 Bbibopa KOMMNOHeHTa B OkHe "BbI6OpoYHas yCTaHOBKA" OTKPbITb CMMCOK KOMMNOHEHTa "[lpaiisepsbl’,
BbIGpaTh KOMMNOHeHT "Moaaepxka JaCarta Virtual Reader” u HaxaTb 3Hauok . BbibpaTh 3HaueHue "daHHbIN
KOMMOHEHT U BCE MOAKOMMNOHEHTbI ByAeT YCTAaHOBMEHbI Ha IOKANbHbIN XXeCTKMI auck” (cM. PucyHok 144).

ﬂ EavHbiia Knuent JaCarta =

LenkHUTE 3H3Y0K B CMCKE HKHE, yToBkLI M3MEHWTE cnocob YCTGHOBKH KOMNOHEHTA,

OnNWcaHKe KoMNoHEHTa

s (=0 v | EAWMHBIA KnneHT JaCarta N
[Apaieep ANA BOSMOKHOCTH

"= x| Manuapaitsep PRO MCMONb30BEHUA BUPTYansHbIX

- ¥ ~| JaCarta SecurLogon cunTeiEETENER JaCarta.

4

YMpaBneHue ToKeHoM

=i
- =0 ~ | Mopnep#Ka BUOMETDMM
{ b Bd| paiisep JaCarta Virtual Reader .

=) [JaHHbiil KOMNOHEHT BYAET YCTAHOBNEH HA NIOKaNEHBIN XECTKMH JUCK.

= ; [laHHBIA KOMMOHEHT M BCE NOAKOMIOHEHTEI BYAYT YCTaHOBMEHEI HA NOKANBHBIA HXKECTKWA JWCK.

¥ JaHHbli KOMNOHEHT By ET HEACCTYNEH,

Cnpaeka < Hazaa OTMeHa

PucyHok 144 - YcraHoBKa ApasiBepa BupTyansHoro cumteisaresns JaCarta Virtual Reader ¢ nomouypto macrepa ycraHoBkm

W

Mpoponxutb BoinonHeHne usmeHenus MO "EamHbiin Knuent JaCarta” (cm. n. 5.1 "M3ameneHne nporpaMmbl™);
4. Tlocne 3aBepleHUs U3MEHEHNS He0H6X0AMMO nepe3arpy3nTb KOMMbOTep;

5. YcTaHoBneHHble BUPTYyanbHble CYUTbIBATENM BYAYyT OTOOpaXeHbl B pasaene "YCTpOMCTBa YTEHUS CMapT-KapT"
B OKHe "[lucnetyep ycTponcts”. [1o yMonyaHuio ycTaHaBAMBaEeTCa ABa cumnTbiBaTens (cM. PucyHok 145).
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;.l.; Jucnetyep ycTpoicTe

&= | HFE 2

Qarn  Jdeficteme  Bua  Cnpaexa

W

@ Buaeoapantepi
3 Bcrpoennoe MO

R Jpyrue ycrpoiictea

=2 Knaswatypel
3 Komnsrotep

§ Kontponnepe USE
[ MonuTope

= Cuepean nevati
& Mopre (COMu LPT)

[ Npoueccope
I3 Certeebie apanTepk

| CmapT-KapTel

I Ayanosxogbl W ay4MOBLXO4bI

- AWCKOEBIE YCTROACTES

Ij| 3eykcBble, IpOBLIE M BUAECYCTROWCTES

== Kontponnepe |DE ATA/ATAPI
S KoHTponnepsl 2ancMuHaoWwm: ycTpoicTe

@ MEILLK 1 MHBIE YKa3bIBAMILME YCTPOARCTER

B NMporpammneie yerpeiicrea

i3 CucremHele yeTpolicTea

r .
w |4 YorpoiicTea uTeHna cmapT-kapT

o JSCUSBCCID reader
o JSCUSBCCID reader

PucyHok 145 - YcTaHoBAEHHbIV APABEPbI BUPTYa/IbHOIo CYnTbiBaresns JaCarta Virtual Reader B okHe '[lucrierdep ycTposcrs”

P Ona yctaHoBKM ApaiiBepa BupTyanbHoOro cuuthisatens JaCarta Virtual Reader cpenctsamu

KoMaHaHOMU cTpokn Windows Heob6xoanMo:
1.

2.
3.
4

msiexec /i odain mHcTamnauuu EmuHOTOo Kmmenra JaCarta.msi /quiet
INSTALL JACARTA VR DRIVER=1 IFD READERS=2

Boiamn B cMCTEMY MOf, YYETHOM 3aMMCbio C NPaBaMM afAMUHUCTPATOPa;

3aKpbITb BCE NPUNOXKEHUS;

3aI'IyCTMTb MHTEpNpeTaTop KOMaHOHOM CTPOKM OT UMEHU aJMUHNCTPATOPA;
BbinonHuTb KOMaHAOy msiexec co cegyruwmnMMm napaMeTpamm:

roe:

Gartn_mHcTanmnAuuy EnmHoTo KnmeHTa JaCarta.msi — HasBaHue danna MHctTannauum (cm. n. 4.2

"OnucaHne NakeToB yCTaHOBKK");
/quiet - TMXWIA PEXMM YCTaHOBKM;

INSTALL JACARTA VR DRIVER=1 - 3HauyeHue napameTpa "1’ aBnsaercs npu3HakoM yCTaHOBKM KOMIMOHEHTa

(cMm. n. 4.5.1 "MapameTpbl 419 YCTAHOBKW NMPOrpamMmbl B peXXMMe KOMaHAHOW CTPOKK™);

IFD_READERS=2 — NapaMeTp, 3Ha4YeHUe KOTOpOro onpeaendaet KoiM4ecTso yCTaHaB/IMBAEMbIX ,u,paﬁBepOB

BUPTYalbHbIX cyuTbiBaTENEMN. I'IapaMeTp MOXET NPUHUMATb 3HAYEHUA OT 1 po 10.

9.2 VYpaneHwe JaCarta Virtual Reader

(j [Lparisep BupTyanoHoro cuutbiBatens JaCarta Virtual Reader MoxeT 6biTb yaaneH ¢ KOMMbOTEPa, NPU 3TOM

ocTanbHble KoMnoHeHTbl MO "EauHbin Knunent JaCarta” He 6yayT M3MEHEHbI.
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P Ona ynanenns ppaieepa BupTyanbHoro cuuteiBatens JaCarta Virtual Reader:

1. BbinonHuTb waru 1-4 npouenypsl nsmeHenus MO "EamHbiii Knuent JaCarta” (cM. nogpasgen 5.1 "MismeHeHue
nporpamMmol’);

2. Ha ware 4 Bbibopa KOMNOHEHTa B OKHe "BbIBOpOYHAs YyCTaHOBKA" OTKPbITb CMMCOK KOMMOHeHTa "[parisepbl”,
BbI6paTh KOMMoHeHT "Moaaepxka JaCarta Virtual Reader” u HaxkaTb Ha 3Ha4ok (X, BbibpaTth 3HaueHue
"[laHHbIN KOMNOHEHT ByaeT HepocTyneH" (cMm. PucyHok 146);

ﬂ EavHeii Knunent JaCarta x>

LlenkHKMTE SHEYOK B CWCKE HIBRE, yToBBI M3MEHMTE Crocob YCTEHOEKK KOMNOHEHTA,

= OnMCaHWe KOMNOHEHTa
EavHeld KnuenT JaCarta Ipaih
.. MEED ANA BO3MOKHOCTH
MuHuapaidsep PRO pa
ap A WCMONb30EEHNA BMPT YankHbIX
JaCarta SecurLogon cunThIBaTENEA JaCarta.
YNpaBneHe ToKEHOM

Mognep#ka BroMeTpIM

LOpaiteep JaCarta Virtual Reader

JaHHBIA KOMNOHEHT BYAET YCTAHOBNEH HA NOKANBHBIA XECTEMA JUCK.

,ﬂ,EHHbIﬁ KOMMOHERT M BCE NOAKOMICHERTERI 6}‘,qu YCTAHOBMNEHE! Ha NOKANEHBIA #ECTKWA ACE,

JaHHBIA KOMNOHERT BYAET HEAOCTYNEH.

Cnpaeka < Hasan OTMeHa

Pucyrok 146 - Yaaneune apasiBepa BuptyasbHoro cymteiBaress JaCarta Virtual Reader

3. Tpopomkutsb BbinonHeHue yaanexus N0 "Eaunbiii Knuent JaCarta” (cM. nogpaspen 5.1 "MameHeHue
nporpammsl”).

9.3 Paborta JaCarta Virtual Reader

g [Lparisep BupTyanoHoro cuntoiBatens JaCarta Virtual Reader 3arpyxaetcst Ha cpenHem 3Tane 3arpysku OC, B xoae
co3paHus PnP MeHexepoM KOPHEBbLIX NEPEUNCISIEMbIX YCTPOMCTB. BUPTyanbHble CUUTHIBATENM 3arpyyKatoTCs
BMecTe ¢ OC 1 paboTaloT NOCTOAHHO, NOKa He 3aBeplnT paboTy OC unu oHM He ByayT AEUHCTANNIMPOBAaHbI B XO4€
yoaneHus komnoHeHTa "Mopaepxkka JaCarta Virtual Reader”, a Takxke B ciyyam nonHomn gemHcrannaumm N0
"EpuHbin Knuent JaCarta”.

(I] Mpu noaknoYeHMM 06CNYXKMBAEMOIO YCTPOMCTBA BUPTYaNbHbIV ApaiBep perncTpupyeT cebs Kak CKpbiToe
(YHKUMOHANbHOE YCTPOMCTBO Hag peanbHbiM USB-ycTpoiicTBoM, TN KoToporo "CunTbiBaTeb CMApPT-KapT'.
[pariBep norMyeckun CBsA3bIBAET CKPbITOE YCTPOMCTBO C MPUCYTCTBOBABLLEM A0 HEro BUPTYaNbHbIM YCTPOMCTBOM.
[Nocne 3Toro ApaiBep BUPTYyanbHOrO CYUTLIBATENS NepefaeT ynpasieHue BUPTYanbHOMY CYMTbIBATENIO, KOTOPbIW
onogewaet OC o nofknoYeHUn B Hero ycTporictea "CmapT-kapTa”. MNpu oTknoueHnn USB ycTporicta 13
BMPTYaNbHOrO CYMTbIBaTENS "M3BNEKAETCA" CMapT KapTa.
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10. CUHXpPOHM33UMA NAPONEN INEKTPOHHOMO KNOYa 1N Y4ETHOM 3anncK

aomeHa Windows

MO "Egmubii KnueHt JaCarta” no3sonseT npoBoAMTb CMHXPOHU3aumo PIN-Koaa aneKTpOHHOro Kya ¢ Naponem
YYETHOM 3anucu Nonb3oBaTens, KOTOPbIM 3anpalumMBaeTcs npu Bxoge B AomMeH Windows.

Maponb y4eTHOW 3anucy nonb3oBaTens (Maposib 4OMeHa) CUHXPOHM3MpyeTcs ¢ PIN-KOAOM 31eKTPOHHOrO Kioya.
MNpu nocnepyowmx nameHeHuax PIN-koaa 3neKkTpOHHOro K4a naposb YYETHOM 3anuncu nonb3oBartens
(BOMeHHbI Naponb) BBOAMTbL He TpebyeTcs.

B cnyyae paccuHXpoHM3aumMmu naponei unm cMeHbl agMUHUCTPaTopoM AD napons y4eTHOM 3anncu nonb3oBaTens
(nomeHHoOro napons) Heo6xoaMMO NMPOM3BECTU MOBTOPHYI CMHXPOHM3ALMI0 NAapoe.

Ecnmn napojib He COOTBETCTBYET TDEGOBaHMﬂM K Ka4ecTBy O4HOM M3 NONIUTUK CUHXPOHM3aLUNA HEBO3MOXHa.

MpumevaHnune. CuHxpoHmsaumna PIN-kofa aneKTpoHHOro Kntoya C MaposieM yYeTHOW 3anucy nonb3oBartens
BO3MOXHa TONIbKO Ans npunoxenuin PKI (B Tom uncne ¢ annnetom PRO) n PKI/BIO.

P Onsa cuHxpoHusaumm PIN-kopa nonb3oBaTens M napons yy4eTHOM 3anncu noMeHa Windows
Heo6XxopUMO:

1. 3aiTu B penakTop peecTpa C NpaBaMu aAMMHUCTPATopa.

2. B pasgene HKEY LOCAL MACHINE/SOFTWARE/AladdinRD/JCUC/SyncPin CO34aTb CTPOKOBbIMA NapameTp C
MMeHeM Domain M 33[aTb EMY 3HaYEeHUE MMEHM [OMeHa (B LaHHOM C/yyae Ans npuMepa Ucnosb3yeTcs
3HaueHue "testdomain.lab”);

HacTtporika MoxeT Tak e 6biTb BoinonHeHa no knody SYNCPINDOMAIN (cm. n. 4.5.1).

MpuMeuyaHue. Ecv pasfnen SyncPin OTCYTCTBYET, TO HEO6XOAMMO CO3A4aTb MO YKA3aHHOMY aapecy pasnen
C YKa3aHHbIM UMEHEM.

3. B neBoM HwxHeM yrny ocHoBHoro okHa M0 "EaunHbin KnuneHt JaCarta” HaxaTtb KHONKy "Hactporku” -

@ Hacrpouku §

4. B oTkpbiBlIEMCS OKHe "HacTpoiku' Bo Bknagke "OcHOBHble" B nosie "MIMs [OMeHa Ans CUHXPOHM3ALUK
naponen” oMXHO 6biITb 0TOBpaXXeHO BBeAeHHOE Ha ware 2 uMga aoMeHa. Haxatb kHonky “"OK"
(cM. PucyHok 147);

& Hactpoiikn *

AnarHocTrka
SecurLogon
lNornposanue
DopMaTUpoBaHKe
O nporpamme

OTobpaxaTs 3Hauok EauHoro KamenTa JaCarta B 06nactu yBeAoOMAEHHA
OTobpaxaTs NpefynpexAeHnA 06 UCTEKaLLEM CPOKe AEACTBUA CepTUdKMKaTa

OTobpakaTe NpegynpexaeHna o UCTEKWEM CpOKe JeACTBUA cepTUHMKaTa

RIKRE

BuiBOAWTH YBEAOMNEHNE ob ncTeyeHnn BPEMEHW KN3HK PIN-K04a B AMAaNoroBoMm OKHe

=
=

A [ ANA CUHXP unM naponei |testdomain.lab

A3bIK MHTEpdeiica Pycckni A

Cox | o

Pucyrok 147 - OkHo "Hactpovsikn'. Bknagka "OcHoBHbIE "

5. 3akpbiTb okHO MO "EamHbin Knnent JaCarta”;

6. B MeHto BbICTpOro 3anycka anemMeHTa & B 06/1aCTU yBEAOMNEHMI aKTUBMPOBATL KOMaHAy "BbIitn” (cm.
PucyHok 148);
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g

& Eavnbiii KnvewT JaCarta
HacTpoiikn
O EguHOoM KnnewTe JaCarta

BuIiTK

1 i) ENG

Pucyrok 148 - llaHens 3a4a4 Windows. Bbixog 3 nporpammst [10 "Egmnbii KnneHt JaCarta”

7. 3aHoBo oTkpbITb [0 "EpumHbiit KnuenT JaCarta”, nocnenoBatenbHo Bbibpas: "Tlyck — Anapami P.O. — EauHbii
Knuent JaCarta". B oTKpbIBLIEMCS OCHOBHOM OKHE B CTaHAAPTHOM pexume byaet AoCTynHa KHonka "CMeHUTb
PIN-koz 1 naponb gomeHa” (cM. PucyHok 149);

f Eauneiii Knuent JaCarta - O X
EanHbii KnneHT JaCarta Anafmuu)
Bepcwa: 3.2.03570

JaCarta-3 PKI/TOCT

JaCarta-3 PKI/TOCT
Hazeanune JaCarta-3 PKI/TOCT

JC247-12.F47 vi0.0

Homep mogenn
Ha30BuMTe 3TOT HOMEp NPK 0BpPaLIEHUM B TEXHUUECKYH) NOLLEPKKY

CepWiiHbIA Homep C30689C8

PKI
MpunoxeHna . CMeHNTE PIN-KoZ
Be30nacHLIif AocTyn K pecypcam

roct CMeHnTs PIN-kog
3NEeKTPOHHARA NOANKUCH
CmennTs PIN-KOA Nognnck

PucyHok 149 - floctynHas kHorka "CmerHuts PIN-kog m naposib gomeHa "

Mpumeuanue. Onuua "Cmenntb PIN-KOA 1 naponb JoMeHa" NOSBUTCS TakxKe B MeHto BbICTporo 3anycka,
KOTOpO€e MOXHO 3anyCcTWUTb Ha NaHenu 33434 B 0bnacTv yBefoM/IEeHUI, HaXXaB NPaBoM KHOMKOWM MbILWKW HA 3HAYOK
& (cM. PucyHok 150).

& Eguubii Knuent JaCarta
HacTpoikn
O EguHoM KnwenTte JaCarta

BbIATK

<

PucyHok 150 - Mento bbicTporo 3anycka 10 "EanHbii Knnent JaCarta” ¢ komargosi "Cmermuts PIN-ko4 m naposib foMeHa "

8. Haxatb kHonky "CMeHuTb PIN-KOA 1 naponb aomeHa". byaet otkpbiTo okHO "CMeHuTb PIN-kog v naponb
fomeHa" (cM. PucyHok 151);

AO "Anapoun P.O." 1995-2026 . PykoBopacteo agmMuHuctpatopa ans OC Windows Crp. 109 /118



Eamubin Knuent JaCarta

g@ CraenuTs PIN-Koa v napone AoMeda e

Tekywwii PIN-koa nonszoearens

BBECTW Napofk AoMeHa
Tekywwi napons AnA gomexa aladdin.ru
Hoewl# PIN-Ko4 nonsb3osaTens

MoarteepanTe PIN-KoA none3oBaTtenn

OTmeHa

Pucyrok 151 - OkHo "CmeHa PIN-koga v napons 4omMeHa”

9. B okHe cMeHbl PIN-kopa 1 napons noMeHa 3anofHUTb Cieayrowme nons:

B none "Tekywmi PIN-koa nonb3oBaTens” BBecTu 3HaveHue Tekylwero PIN-kona nonb3oBartens;

—  npM ycTaHoBke dnaxka "BeBecTv naponb AOMEHA" B MaNOroBOM OKHe byaeT fobasneHo none "TekyLwmit naponb
[OMeHa <HaMMeHOBaHMe JOoMeHa>". BBecTn naponb Ang ykasaHHOro goMeHa. Ecnm dnaxok He ycTaHOBNEH,
3HayYeHWe napons fLomeHa byaet B3aTo 13 nons "Tekywmit PIN-kon nonb3osatens” (nogpasyMeBaeTcs, YTo Naposb
nomeHa u PIN-kon nonb3oBaTens y)xe CMHXPOHU3MPOBAHbI);

— B none "HoBbit PIN-kon nonb3oBatensa” Beecty 3HavyeHme HoBoro PIN-kona nonb3oBarens;
— B none "MoateepxaeHue kofa" BBeCTM 3HayeHne HoBoro PIN-koaa nonb3oBatens NoBTOPHO.

10. Haxatb kHonky "OK".

—  eC/u BBeAEHHbIV Napob N0b30BaTeNs He oTBevaeT TpebOBaHMAM K KauecTBy napons, To OyaeTr oTo6paKeHo OKHO C
onucaHuem owmnbku (cMm. PucyHok 152).

& Owubka e

MpW BEINOAHEHWA OMepaLi BOIHMKNA ownbka
Ownbka cMeHbl JOMEHHOTO Napoas

Maponib He COOTBETCTBYET MOANTHUKE CAOXHOCTH

Kog, ownbkn:0x00000390

Pucyrok 152 - Owmbka ripu cMEHE AOMEHHOIO Naposis

—  pM yCnewHoM CMeHe AOMEeHHOro napons 6yaet oTo6paxeHo 0KHO € MHdopMauueit 06 3Tom (cM. PucyHok 153).

g@ PIMN-k04 NoNb30BATENA YCTAHOBAEH *

+  PIN-k0A NMoAE30BATENA YCNELWHO YCTAaHOBAEH

Pucyrok 153 - CoobiyeHmne 06 ycreiHos cMeHe JOMEHHOro 1aposs
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11. lNogageprKa 6€30MacHOCTM NPOrpaMMHOro CpeacTBa

B pamkax noppepxxkm 6e30nacHOCTU U3roTOBUTENb (MPOM3BOAMTENb) NPOrpaMMHOro cpeacrsa "EamHbin KnueHt
JaCarta" ocywecTensieT KOMMNAEKC MEPONPUSTUIA MO BHECEHMIO B NPOrPaMMHOe CPeACTBO CNeayLWMX USMEHEHWNA:

—  M3MeHeHus B umerlmecs GyHKuMM 6e30nacHOCTU UM U3MEHEHWS, CBS3aHHbIe C f00aBIeHNEM HOBbIX QYHKLMMA
6e3onacHOCTU. MI3MeHEeHUs BHOCATCS NO peLLEHUI0 U3rOTOBUTENS (MPOU3BOAUTENS) B PaMKaX MOBbILLEHWUS KayecTBa
(YHKLUMOHWMPOBAHUS NPOrpaMMbl, €e COBEPLIEHCTBOBAHMS U/UNW PacLUMPEHUs GYHKLMOHANbHBIX BO3MOXHOCTEN;

—  MCNpaBneHus, CBA3aHHbIe C YCTPaHEHWEM He0CTaTKoB 6e30nacHOCTH, 06yCIOBAEHHbIX MPOrpaMMHbIMK AedeKkTamu
W YyA3BMMOCTAIMU, U HeAEeKNapupOBaHHbIX BO3MOXHOCTEH NPOrpaMMHOro CpeacTBa.

Monnepkka 6€30MacHOCTM BKAKOYAET:

—  yCTpaHeHue He[O0CTaTKOB M MPOrpaMMHbIX Ae(EKTOB, @ TaKXKe YA3BMMOCTEN U HEAEKNaPMPOBAHHbIX BO3MOXHOCTEV
NpOrpaMMHOro CpeacTsa;

—  wuHbOpMMpOBaHuWe BnagenbLeBs (Nonb3oBartenei) 06 06HOBNEHMM NPOrPaMMHOIO CPeaCTBa;

—  [oBefeHue A0 Bnagenbles (Nonb3oBaTenei) 06HOBNEHWUIA NPOrpaMMHOro CpeACcTBa U U3MEHEHWI B
3KCNNyaTaLMOHHYIO JOKYMEHTALMIO;

—  nHbopMupoBaHMe 06 OKOHYaHUM NPOU3BOACTBA M (MNIM) MOAAEP>KKM 6€30MacHOCTM MPOrpaMMHOro CpeacTBaa.
YcTpaHeHue HefocTaTkoB 6@30MacHOCTU M3roToBUTENEM (MPOU3BOAMTENEM) NpeayCMaTPUBAET:

—  MOJyYeHWe CBEAEHUIA O HEAOCTATKaxX OT BNALE/bLEB (N0b30BaTENEM) NPOrPAaMMHOIO CPeACTBa NyTeM NpUeMa u
0TpaboTkM Co0bLLEeHUIT 0 HeaoCTaTKax 6€30MacHOCTM M 3aNPOCOB Ha UCMPABNEHWE STUX HEAOCTATKOB;

- yCTpaHeHUe HeaoCTaTKOB CpeacTea NyTeM BHECEHUA IACI'IpaBJ'IEHMﬁ n ﬂ,Opa60TKVI nporpaMMHOro cpenctea Unun ero
OTAE/NIbHbIX KOMMNOHEHTOB, a TakXe pa3pa60TKy MHbIX Mep, CHUXKAILWMX BO3MOXHOCTb 3KCMAyaTaLmm ya3BUMOCTEN;

—  dopMupoBaHue (MpeacTaBieHne) UCnpaBieHnin u 4opaboTok B BuAe 06HOBNEHWI NPOrpaMMHOro CpeacTBa,
KOTOpble HE0BX0AUMO NPUMEHUTb ANS YCTPAHEHUS HeaoCTaTka 6e30MacHOCTM MM NOAFOTOBKA MPOMEXYTOUHbIX
peLIeHUid, cofepKallme KOMNEeHCUPYIOLLMe Mepbl MO 3aLLMTe MHPOPMALMK UK OFPaHUYEHNS MO NMPUMEHEHUIO
NpOrpamMMHOro CPeACTBa, M CHUXKAKLLMX BO3MOXHOCTb 3KCNAyaTaLMKU HEAOCTAaTKOB (YSI3BUMOCTEN).
KomneHcupytowme Mepbl HE06X0AMMO peanr3oBaTh U MPUMEHATb 4,0 BbINyCKa UCMPABIEHUS, YCTPAHSAIOLLErO
HefocTaTok 6e3onacHoCTU. Pa3paboTka KOMNEHCUPYOLWMX MEP MO 3aLiuTe MHDOPMALLUKU MU OFPAHMUYEHUIA MO
NPUMEHEHWIO CPeACTBa OCYLLECTBASIOTCS He no3aHee 48 4YacoB C MOMEHTA BbISBNEHWS HefocTaTka. JopaboTka
cpeacTBa (popMupoBaHue (MpeacTaBieHue) ucnpaBneHuii u oopaboTok) unun paspabotka Mep Mo 3almTe
MHbOPMaLMK, HEMTPANU3YIOLLMX HELOCTATOK H€30MaCcHOCTH, OCYLLECTBASETCS B CPOK He Bonee 60 fHeN ¢ MOMeHTa
BbISIBNEHWS HELOCTATKA.

MHbopMmpoBaHue 06 0GHOBNEHWM NPOrPAMMHOIO CPefCTBa BKIOYAET:

—  nybnukaumio nHbopMaumm o Bbinycke 0GHOBNEHWI, B TOM YUCIE UCMIPABNEHWUI HELOCTATKOB HE30MACHOCTH, U
[oBefeHue ee [0 BnagenbLes (Nonb3oBaTeneit) nporpaMMHoOro cpeactsa. CBeaeHMs 0 Hanuuum obHOBNEHUS
ny6nukytoTcs Ha Web-caite usrotosutens (npoussoauTens) B pasgene "TexHuyeckas nogaepxka” (https://aladdin-
rd.ru/support) u noBoAATCA A0 BAafenbLes (N0fb30BaTeNei) NPOrpaMMHOro CPeaCcTBa C UCMNONb30BaHUEM UX
KOHTaKTHbIX AaHHbIX!!, 3aperncTpupoBaHHbLIX Y U3rOTOBUTENS (MPOU3BOAMTENS) NOCPEACTBOM OTNPABKM COOBLLEH MV
Ha 3N1eKTPOHHble aapeca;

—  poBejeHue MHGOPMaLMM O HeAOCTAaTKaX NPOrPaMMHOI0 CPeACTBa, a TakKe 0 KOMMEHCUPYHOLWMX Mepax no 3awmTe
MHGbOPMaLLUKU MU OFPAHUYEHUIA MO NPUMEHEHUIO MPOrPaMMBbl A0 KaX40ro U3 BNafLenbLeB (MoNb30oBaTenei)
NpOrpaMMHOro CpeacTBa OCYLLECTBANETCS He No3aHee 48 YacoB C MOMeHTa BbISIBNEHUS HefocTaTka. [pu noseaeHun
nHdOpPMaLMKM 0 HeAoCTaTKax Ao BRafensLes (MoNb3oBaTenein) NOAJIMHHOCTb U LLeNOCTHOCTb J0BOAMMOMN
UHbOopMaLmMK, Npu HeobXoAUMOCTH, 06ECNEYMBAETCS 33 CYET MPUMEHEHUS KBAM(DULUPOBAHHOM 3N1EKTPOHHOW
NoANUCHK U3rotToBuTENs (NPOU3BOAUTENS).

CBeneHns 0 Hannuuu obHOBNEHWMI COLEPXUT ONUCaHUE HEOOCTATKA 6830I'IaCHOCTI/I, yCTpaHaAeMoro
npenocTtaBIEHHbIM 06HOBJ'IEHI/IEM, npeanncaHHOE KOppekKTupyrluliee OencTeme un COOTBETCTBYHOLLEE PYKOBOACTBO
no ero BbINOJIHEHMIO. ABTOMaTMYEeCKOe 0OHOBNEHUWE CepTVICbVILIMpOBaHHOFO nporpaMMHOro CpeacTtea He
ocylwiecTBnaeTca.

11 C yenbio CBOEBPEMEHHOrO MOAyYyeHUs MHDOPMaLMK 0 Hef0CTaTKax 6€@30MacHOCTU M Mepax No UX YCTPaHEeHWH0 BNagebLbl
NpOrpaMMHOro CpeacTBa LOMKHbI 06ecneynTb akTyanbHOCTb KOHTAKTHbBIX AaHHbIX, NPeAOCTAaBNEHHbIX U3rOTOBUTENHO
(npoussoauTento).
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[osenenune 0o BnagenbLes (I'IO}'IbBOBaTEJ'IEI;I) 0OHOBNEHUN nporpaMMHOro cpeactea u M3MEHEHUI B
3KCNNyaTauMOHHYKO OOKYMEHTAUMIO NpeayCMaTpuUBaET:
- BO3MOXHOCTb Nony4yeHud 0BHOBNEHUS C l/IHq)OpMaLI,IAOHHOFO pecypca usrotosmtensa (I'IpOMBBO,EI,MTEJ'Iﬂ). Bna,u,eneu,

(nonb3oBaTenb) NPOrpaMMHOI0 CPeACTBa AJs MOMYYeHUs [OCTYNa K 0GHOBNEHUSAM M BO3MOXHOCTU UX 3arpysKu
LLONXeH (npu HeobX0AMMOCTH) MOMYYUTb OT U3rOTOBUTENS (MPOU3BOAUTENS) AaBTOPU3ALLMOHHbIE AQHHbIE.

—  BO3MOXHOCTb NosnyyeHns obHOBNEHUS CpeacTBa cnocobamu, obecneymBatoLLMMK ero LenocTHoCTb. Mpu noBeaeHUn
06HOBNEHUI NPOrpaMMHOr0 CpeacTBa A0 BnaaenbLes (nonb3oBaTenei) NoAAMHHOCTb M LEeNOCTHOCTb OBHOBNEHWIA
obecneynBaeTcsa 3a cHET NPUMEHEHUS KBANUDULMPOBAHHOW 3NEKTPOHHOM NOANUCK U3rOTOBUTENS (MPOU3BOAUTENS).

Mpu HEOHXOAMMOCTU MOXKET MCMO/b30BaTLCS APYroi CNocob LoBeAEeHUs [0 BNadenbLeB (NoSib3oBaTenei)
0BHOBNEHWIA MPOrPAMMHOTIO CPELCTBA U M3MEHEHMI B 3KCNNYATALMOHHYHO LOKYMEHTALMIO, NPY 3TOM
npeanvcaHne o ero UCMob30BaHUM BK/IKOYEHO B CBEA,EHMS O BbiNycKe 0GHOBNEHMUS.

Bbinyck 06HOBNEHNS MOXET SBNATLCS PeaKuMen Ha peknamaumio (obpalieHve) Bnagenbla NporpaMmMHoOro
CpencTBa, MOXeT BbITb HaMpaB/ieH Ha yCTpaHeHWe 06HApPYKEHHbIX HEAOCTAaTKOB 6€30MacHOCTU UKW MOXeT
(hOpPMMPOBATLCS B paMKax COBEPLIEHCTBOBAHMS MPOrpaMMHOI0 CPeACTBA U3FOTOBUTENEM (MPOU3BOAUTENEM).

O6HOBNEHMS ANS YCTPAHEHMS 06HAPYXKEHHbBIX HELOCTATKOB 6€30MacHOCTM BbIMYCKAOTCS U3rOTOBUTENEM
(Npou3BOAMTENEM) M MOTYT BK/IKOYATb CNEAYIOLME KOPPEKTUPYIOLLME AeNCTBUS:

- ncnpasneHuna, Kotopble HeobxoanMo NPUMEHUTb ONAa YCTPpaHEHNA HEeA0CTaTKa 6830I'IaCHOCTVI;

- NPOMEXYTOYHbIE pELIEHNA, COAEPXKALLME KOMNEHCUPYIOWMNE MEDbI. KOMI‘IEHCMpyPOLU,Me Mepbl Heobxo0anMo
peann3oBatb U MPUMEHATb A0 BbiNyCKa UCMPaB/ieHUs, YCTPAHAKOLWEro Heao0CTaToK 6e30MacHOCTH.

KoppekTupytowine feicTems, HanpaeaeHHbIE HA YCTPAHEHME YSI3BUMOCTEN NPOrpaMMHOr0 CpeaCcTBa, AOMKHbI
6bITb peanu30BaHbl BafenbLeM (MoNb3oBaTesieM) NPOrpaMMHOr0 CPeLCTBa B CPOKU, PEKOMEHJ0BAHHbIE
U3roToBUTENEM (MPOU3BOAUTENEM).

MonyyeHne u NpUMEHEHME BNAAENbLEM (MOAb30BATENEM) NPOrPAMMHOI0 CPeAcTBa O6HOBNEHUI, COAE PXKALLUX
UCTpaB/IEHUS], BKITHOYAET:

—  nonyuyeHue $aitnos 06HOBNEHUI NPOrPaMMHOI0 CPefCTBa M COOTBETCTBYHOLMX UM KOHTPOJIbHBIX CYMM C
MCMNOMIb30BaHWEM 3/1EKTPOHHOM MOYTHI MM NyTeMm 3arpysku ¢ Web-caita usrotosutens (nponssoauTens) no agpecy
https://aladdin-rd.ru/support;

—  NpoBepKy KBaNM@ULMPOBAHHOM 3NEKTPOHHOM NOANMCH u3roToBuTens (npounssoauTens) ans dainos o6HoBNEHU
NMpOrpamMMHOro CpeacTea M GaiioB COOTBETCTBYIOLLMX UM KOHTPOJIbHBIX CYMM /1106bIM JOCTYMHBIM cnocobom, ecu
CBEAEHMUA O HANMYMK OBHOBNEHMS HE NPEeANUCHIBAIOT MHOM NOPAAOK NPOBEPKM NOAIMHHOCTMU U LLeIOCTHOCTU
obHOBNEHUS;

Mpumeuanne — [1ng npoBepkun KBAaNUGULMPOBAHHOM 3NEKTPOHHOM NOANUCU MU3rOTOBUTENS (MPOU3BOAUTENS) MOTYT
MCNONb30BaTbCs 06 en0CTyNHble CepBUCH MHPOPMALMOHHO-TEIEKOMMYHUKALMOHHOM CeTh obLero
nonb30BaHus, Hanpumep, (https://www.gosuslugi.ru/eds).

—  rpuMeHeHue 0OHOBNEHUI, COLEPXaALLMX UCMPABNEHUS, €CNTU: Pe3y/bTaTbl MPOBEPKU KBANUPULMPOBAHHOM
3N1EKTPOHHOM NOANUCK U3rOTOBUTENS (Npou3BoanTens) ana ¢aiioB 06HOBNEHUI NPOrpaMMHOr0 CpeacTBa U haiinos
COOTBETCTBYHOLLMX UM KOHTPOJIbHbIX CYMM MOATBEPAMIN UX LENOCTHOCTb U NOANMHHOCTD;

Mpumeuanne — ECNn pe3ynbTaThl NPOBEPKU KBANUOULMPOBAHHOM INEKTPOHHOM NOANUCK U3FOTOBUTENS
(npousBoauTens) ans ¢annos 06HOBNEHUI MPOrpaMMHOIO CpeacTsa U GannoB COOTBETCTBYHOLLMX UM
KOHTPOJIbHbIX CYMM He NMOATBEPAMIN UX LeNOCTHOCTb U NOAJMHHOCTb, TO HE0H6X0AMMO 0BpPaTUTCS B CYXKOY
TEXHUYECKOM NOAAEPXKKM U AeCTBOBaTb B COOTBETCTBUM C €€ YKa3aHUSMMU.
—  3Ha4yeHWs KOHTPOJbHbIX CYMM (aiIoB, NONyYeHHble OT U3roTOBUTENS (MPOU3BOAMTENS) NPU 3arpy3ke 0OHOBNEHUH,
NMPUHUMAIOTCA B Ka4e€CTBE 3TAJIOHHbIX 3HaYeHuM KOHTPOJIbHbIX CYMM d)al‘/’il'IOB YCTAaHOBOYHbIX NAaKeTOB U
UCNonHsaeMbix Gannos NporpaMMHOro CpeacTsa.

MNopsnok npuMeHeHUs 0B6HOBNEHUI ONpeaenseTcs HACTOSAWMUM AOKYMEHTOM, €CNIU CBEAEHUS O HAMYUK
06HOBNIEHUS HEe NPeAnNUCHIBAKOT APYroM NOCNenoBaTeNbHOCTU AEeNCTBUIA.

06 oKOHYaHMM NPOM3BOACTBA M (MNM) NMOALEPXKKM 6E30NaCHOCTH NPOrpaMMHOTO CPeACTBa BAafeNbLbl
(nonb3oBaTenu) MHHOPMUPYIOTCS He No3aHee YeM 3a 1 rod [0 OKOHYaHMS NPOM3BOACTBA U (MNIM) NOALEPXKKM
6e3onacHoCTH cpeacTaa.
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[pnnoxeHne A. KoMmnoHeHTbl 110 "EanHbln KnneHT JaCarta"

HazsaHue KoMnoHeHTa OnucaHume

Munuapansep PRO MuHuapaneep ong noanepxkun pabotel TokeHos PRO ¢ Microsoft CSP

JaCarta SecurLogon [ns obecneuenuns AByxdakTopHOW ayTeHTUdMKaLum C UCNONb30BaHNEM
3NeKTPOHHbIX Kntoyeii JaCarta B OC Microsoft Windows

YnpasneHue TOKEHOM [1ns BO3MOXHOCTH BbIMONHATb ONEpaLLMmM C TOKEHOM 0 BXOAA NO/b30BaTens B
cucTemy

Mopnepxka buomeTpum [o6aBnser BO3MOXHOCTb MCMOb30BaHNA OMOMETPUYECKMX CYMTbIBATENEN U

3NEeKTPOHHbIX Kntoyeit JaCarta

Hpaneep nopnepxku JaCarta [ng BO3MOXXHOCTM MCMOMb30BAaHNS BUPTYasbHbIX cumnTbiBaTenen JaCarta
Virtual Reader
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[NpunoxeHve b. CogepraHue wabnoHa popmMaTpoBaHMA 1A
npunoxeHma PKI

MapameTp popmMaTupoBaHus LonyctMMble 3HaueHus OnucaHue
JaCarta PKI
ADMIN PIN TYPE 0 wnm 1, roe: Tun PIN-kofa agMUHUCTpaTopa

0 - PIN

1 - Knwou 3DES
ADMIN PIN MIN LENGTH ot 4 no 16 MuH. anvHa PIN-kopa agpMuHUCTpaTopa
ADMIN PIN MAX LENGTH ot 4 no 16 Makc. anvHa PIN-kofa afMUHMCTpaTopa
ADMIN PIN MIN DIGITS ot 00016 MWH. KOonn4ecTBo UMPpPoBbLIX CMMBOJIOB B PIN-

KoZe aaMMHMUCTpaTopa

ADMIN PIN MIN CHARS ot 0p0 16 MWUH. KonnyecTBo HyKBEHHbIX CUMBOJ/IOB B
PIN-kope nonb3oBatens

ADMIN PIN MIN LOWER CHARS ot 0 p0 16 MWH. KONMYECTBO CUMBONOB HUXHETO
peructpa B PIN-kone agMuHucTpaTopa

ADMIN PIN MIN UPPER CHARS ot 00016 MUH. KONMYECTBO CUMBONOB BEPXHErO
peructpa B PIN-kope agpMuHucTpaTopa

ADMIN PIN MIN SPEC CHARS ot 0 g0 16 MuH. konnuyecTBo cneu,. cumeonos B PIN-
KoZe aiMUHUCTpaTopa

ADMIN PIN MAX REPEAT or1lpo16 Makc. KonmM4yecTBo NOBTOPSOLLMXCS
cumBonioB B PIN-kone agMuHMCTpaTopa

MAX ADMIN PIN COUNT ot 1lp015 Makc. konmyecTBo nonbiTok BBoAa PIN-kopa
aAMMHUCTpaTopa

ADMIN PIN ot 4 po 16 3apaHHbii PIN-kop agMuHMCTpaTopa B

wabnoHe hopMaTUpPOBaHUS

LABEL ot 0 po 16 MeTka npunoxeHus
USER PIN TYPE 1,3,4,5, roe: Tun PIN-kopa nonb3oBarens.
e 1 - PIN-kop,
¢ 3 - BIO
e 4 - PIN unu BIO
¢ 5-PINuBIO
MAX USER PIN COUNT ot 1 a0 15 Makc. KonmuyecTso nonbiTok BBoaa PIN-koaa
nonb3oBaTens
USER PIN EXPIRES ot 0 0o 9999 nHen, roe O - Bpems xm3Hu PIN-koga nonb3oBatens

HE OrpaHn4yeHo

USER PIN MUST CHANGE Ownm1 Monb3oBaTenb gomkeH cMeHuTb PIN-kog npum
nepBOM UCNONb30BaAHUM
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Mapametp ¢popMaTupoBaHus
JaCarta PKI

USER PIN MUST CHANGE UNLOCK

USER PIN MAX UNLOCK

USER PIN MIN LENGTH

USER PIN MAX LENGTH

USER PIN HISTORY

USER PIN MIN DIGITS

USER PIN MIN CHARS

USER PIN MIN LOWER CHARS

USER PIN MIN UPPER CHARS

USER PIN MIN SPEC CHARS

USER PIN MAX REPEAT

SET USER PIN

USER PIN

MAX FINGERS

AO "Anapaunn P.0." 1995-2026 .

ﬂ.OI'IyCTMMbIe 3Ha4yeHus

Owmnm 1

ot 0 no 15,roe 0 - He

OrpaHU4YeHO

oT4 pno 16

oT4 po 16

ot 0 0o 10, roe O - He

orpaHu4yeHo

ot 0 no 16

ot 0 no 16

ot 00016

ot 00016

ot 0 g0 16

otrlpol6

Onmm1

ot 4 no 16,

nnbo nycTas cTpoka ans
cnyyas, korga PIN-kog He
yCTaHABNMBAETCS

ot 1 oo 10, ecnn Tn PIN-
koga BIO, PINandBIO,
PINorBIO

PykoBoacTBo agMuHuctpatopa ans OC Windows

Onucanue
Monb3oBaTenb AomkeH cMeHuTb PIN-kop
nocne pasbaokMpoBKu

[octynHoe konuuyecTso pasbnokmposok PIN-
KoAa nonb3oBarens

MwuH. onvHa PIN-koga nonb3oBartens

Makc. anuHa PIN-kopa nonb3oBatens

Mctopus PIN-koaa nonb3oBatens

MWH. KONMYecTBo LMGBPOBLIX CUMBOJIOB B
PIN-kopge nonb3osartens

MWH. KONMYecTBO 6YKBEHHbIX CUMBOJIOB B
PIN-koae nonb3oBatens

MUH. KOSIMYECTBO CUMBOJIOB HUXHETO
peructpa B PIN-koae nonb3osatens

MWH. KONMYECTBO CUMBOJIOB BEPXHETO
peructpa B PIN-koae nonb3osatens

MuH. konunuyecTBo cneu,. cumeonos B PIN-
KoJze nonb3oBatens

MakKc. KOIMYECTBO NOBTOPSIOLLMXCA
cumBonoBs B PIN-koge nonb3oBartens

YctaHoButb nn PIN-kog nonb3oBatens

3apaHHbii PIN-kop, nonb3oBaTens B WabnoHe
dopmaTnpoBaHus

MakcrMManbHOe KOIM4eCcTBO OTNEeYaTKoB,
KOTOpO€E MOXHO 3aperncTtpupoBaTb Ha KapTte

Crp.115/118
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[NpunoxeHune B. CogepaHuve wabnoHa ¢popmMaTMpoBaHuA a1
npunoxeHna OCT

MapameTp popmMaTupoBaHus LonyctMMble 3HaueHus OnucaHue

JaCarta PKI

LABEL Ot 0 po 32 MeTka npunoxeHus

USER PIN MIN LENGTH oT 6 0o 32 MwuH. opnmnHa PIN-kopa nonb3oBartens

USER PIN HISTORY ot 0 0o 10, roe O - He McTtopusa PIN-koaa nonb3oBartens
OrpaHuyYeHo

USER PIN MUST CHANGE Omm1 Monb3oBaTenb gomkeH cMeHnTb PIN-Kkog npu

nepBoM UCNOIb30BaHUU

USER PIN DIGITS Ownmm 1l 06s3aTtenbHOe Hanuuune UMdpPOBbLIX CUMBOSOB
B PIN-kone nonb3oBaTens

USER PIN LOWER CHARS Omm1 0O693aTeNbHOE HaNUYMe CUMBOJIOB HUKHETO
peructpa B PIN-koge nonb3oBatens

USER PIN UPPER CHARS Ownmml 06s3aTenbHOe Hanuune CUMBOJIOB BEPXHErO
peructpa B PIN-koge nonb3oBatens

USER PIN SPEC CHARS Omm1 0b6s3aTenbHOE HanMuue cnew,. CMMBOJIOB B
PIN-koae nonb3oBartens

USER PIN DISABLE REPEAT Onm 1 3anpet PIN-koza, cocTosILLEero U3 0gHOro
NMOBTOPAIOLLErOCS CMMBONA
USER PIN oT 6 00 32 3apaHHbii PIN-kop, nonb3oBaTens B WabnoHe
dopmaTnpoBaHus
USER PIN CHANGE POLICY Ot 1p03, Monutnka cmMeHbl PIN-kopga nonb3oBatens
1 - pocTynHa TONbKO
Nnosb30BaTeNio;

2 - BOCTyNHa TONbKO
aaMUHUCTPaTOpY;

3 - OO0CTYyMHa NONb30BaTEN
N aAMUHUCTPATOPY

ADMIN PIN oT 6 no 32 3apaHHbi PIN-koa agMuHUCTpaTopa B
wabnoHe hopMaTMpoBaHUs
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KOHTaKTbI

Odwuc (0bwme Bonpochl)

Appec: 129226, MockBa, yn. JokykuHa, a. 16, ctp. 1, 7 atax, komnaHusa "Anagami P.1."
TenedoH: +7 (495) 223-00-01 (cekpeTtapb)

E-mail: aladdin@aladdin.ru (o6wuit)

Web: https://www.aladdin.ru

Bpems pabotbl: exxegHeBHO ¢ 10:00 o 19:00, kpoMe BbIXOAHbIX U MPA3AHUYHBIX LHEW.
Texnogneprka

KOHTaKTbl CNy>6bl TEXNOAAEPXKKM:
TenedoH: +7 (499) 702-3968

Web: www.aladdin.ru/support

AO "AnapamH P.O." 1995—-2026T. PykoBopacteo agmMuHuctpatopa ans OC Windows Crp. 117 /118


http://www.aladdin.ru/support

Eamubin Knuent JaCarta

HOpOTKO 0 KOMMNaHun

KomnaHus "Anapami P.L1." ocHoBaHa B anpene 1995 roaa u sensetcs JIvueHsuun

poCCUIACKMM pa3paboTUMKOM (BEHAOPOM) CPEACTB 3aLLMThI
— KomnaHusa umeet Bce HeobxoamMble nnuensmn OCTIK Poccun m

nMHbopMaLmn.

®CB Poccnm ans npoekTMpoBaHUs, NPOU3BOACTBA M NOAAEPKKM
KoMnaHus aBnseTcs npusHaHHbIM 3KCNEPTOM U IMAEPOM POCCUIACKOTO C3M n CK3M.
pblHKa CPeACTB ABYX(AKTOPHOM ayTeHTUdUKALMM NONb30BaTENEN, — CucteMa MeHe)KMEHTa KayecTBa KOMMNaHWUKU COOTBETCTBYET
3N1EKTPOHHOM MOANMCH U 33LNTbI AAHHbIX. TpeboBaHuam ctaHgapta FOCT P MCO 9001-2015 (ISO

9001:2015).
OCHOBHbIe HanpaBneHus

— O6ecneyeHne 6e3onacHoro focTyna K UHGOPMaLMOHHbIM
pecypcam npeanpusatus, Be6-nopranam 1 o6nayHbIM cepeucam
(cTporas aByx- v TpéxdakTopHas ayTeHTUdDMKaLMS).

— JnekTpoHHas noanuch (3 ¢ Hen3BneKaeMbIM 3aKpbITbiM
Kno4oM, dopmupyemas B 3alMILEHHOM yune), PKI.

— 3almTa NepcoHanbHbIX AAaHHbIX, AAHHBIX HAa AMCKAX
KOMMbIOTEPOB, CepBepoB, 6a3 AaHHbIX.

— Bce ocHOBHble NpoAyKTbl UMEIOT Heo6X0ANUMble CepTUPUKATDI
OCTIK n OCB.

Nnuensnn OCTIK Poccmmn N2 0037 1 N2 0054 ot 18.02.03, N2 3442 ot 10.11.2017
Juuensnm OCB Poccmn N2 12632 H ot 20.12.12, N2 37161 po 11.03.2027
CucrteMa MeHeo)KMEHTA KayecTBa KOMNaHUKM COOTBeTCTBYeT TpebosaHuam ctaHgapta FOCT P NCO

AﬂaﬂﬂMH 9001-2015 (ISO 9001:2015)

© AO "Anapgmn P.L1.", 1995—-2026. Bce npaBa 3awwmuieHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin.ru  Web: www.aladdin.ru
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