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1.

1.1

1.2

1.3

1.4

1.5

O OOKyMeHTe

Ha3Ha4vyeHne foKyMeHTa

[okyMeHT npeactaenset cobor pykoBoacTso agMuuuctpatopa gna N0 "Eamubii Knuent JaCarta”.

Ha Koro opveHTMpoBaH AaHHbIN JOKYMEHT

[okyMeHT npenHasHaveH ans nonb3osatenert MO "EguHbin KnuenTt JaCarta”, BnagenbLeB 31eKTPOHHbIX Ktoven
JaCarta, Bnagetowmx PIN-kogOM afMMHUCTpATOpa 3/IEKTPOHHOIO K/OYa, @ TaKXKe 419 agMUHUCTPATOpOB
6e3onacHocTw.

OpFaHM3aLlMF| AOOKYMEeHTa

[oKyMEeHT pa3BbuT Ha HECKOMbKO Pa3aenos:

B pasgene 2 "OcHOBHble NOHATUA" NnpuBeaeHO HasHavyeHue MO "EanHbin Knunent JaCarta” n nepeyeHb TepMUHOB
M COKPALLEHWIA, UCMONb3YEMbIX B AOKYMEHTE;

B pazgene 3 "O6wme cBeaeHUs 06 3NEKTPOHHBIX KOUYax" COAEPXKNUTCS MHDOPMALMS O MPUNOXKEHMSX, anmnieTax
3N1eKTPOHHbIX KNOYen, ong paboTbl ¢ KOTopbiMK NpeaHasHaveHo MO "Eamubii Knment JaCarta”, a Takke
napameTpbl 3IEKTPOHHbIX K/0Yeln Npu NOCTaBKe;

B pasgene 4 "YcTaHOBKa Nporpammsbl” COOEPXKUTCS onucaHue npouenypbl yctaHosku M0 "EanHbin KnneHt
JaCarta” c noMoLLbl0 MacTepa YCTaHOBKWU U B peXMME KOMaHAHOM CTPOKMW;

B pasgene 5 "MIameHeHune u yaaneHue nporpamMMbl’ COLEPXUTCS ONMCAHWE NpoLeayp U3MEHEHUS U yaANeHUs
MO "EamHbii KnueHt JaCarta” ¢ nomMoLbio MacTepa YCTAHOBKU M B PEXXMME KOMaHAHOM CTPOKMU;

B pa3gene 6 "Hactpoiika paboTbl nporpaMMbl” noapo6Ho onucaHbl HacTporiku M0 "Eamubii Knuent JaCarta”;

B paszene 7 "MopMaTtpoBaHMe 3NEKTPOHHBIX K/KOUYeR" ONMcaHbl OCHOBHbIE NpueMbl GOpMaTUPOBaHUS
Pa3nNUYHbIX MOLENel 3MeKTPOHHbIX KIHYen;

B pazgene 8 "Onepauun ¢ PIN-kogom nonb3sosatens n PIN-kogoM agMUHKUCTpaTopa” NpUBeAEH NOpsSLoK
BbINoNHeHUs onepauuin ¢ PIN-kogom nonb3osatens n PIN-kogoM agMUHUCTpaTopa A1 pasfnuyHbIX MOAenen
3N1EKTPOHHbIX KHOYen;

B paszene 9 "Topaepxka 6€30MacHOCTU NPOrPAMMHON0 CPEACTBA” COAEPXKMTCA ONUCAHUE NOLAEPKKM
6e30nacHOCTM NPOrpaMMHOro CpeLCcTBa.

PekoMeHaaLum No UCNONb30BAHUIO AOKYMEHTA

[loKkyMeHT pekoMeHAyeTCs UCMOoNb30BaTh B KaYecTBe 03HaKOMMUTENbHOrO MaTepuana (NnoapobHOro pykoBoacTea
Mo YCTaHOBKeE, HacTpoike 1 ncnonbzosaHuio MO "Eaunbii KnuenT JaCarta”), a Takxxe B KayecTBe CNpaBoOYHMKA
npu pabote c MO "Eannbin Knnent JaCarta”.

[LOKYMEHT peKoMeH0BaH Kak [/ NOC/ef0BaTeNbHOrO, Tak M 47151 BbIGOPOUYHOro U3yUYeHMSs.

CornaweHunA no opopMIEHUIO

B maHHOM [OKYMEHTe 415 MPUMMEPOB KoJa NporpaMM, NpeacTaBieHNs CCbIOK, TEPMUHOB U HAMMEHOBAHU
MCMOJb3YHTCS pas3finyHble WpPUGTbI U cpeacTBa opopmaeHus. OCHOBHbIE TWUMbl HAYEPTaHUIA TEKCTA NPUBEAEHbI B
Tabnuue (cm. Tabnuua 1).

Tabmya 1 — InemeHTs! opopmieHms

JneMeHT OnucaHue
Ctrl+X Ncnonb3yeTtcs ons BblaeneHus COYeTaHUM KNaBuLL
file.exe Mcnonb3yeTtca ans BbiaeneHus uMeH $ainos, KaTanoros, TEKCTOB NPOrpamMm
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BuizeneHue Mcnonb3yeTtca Ans BblaeneHUs OTAENbHbIX 3HAUYMMbIX C/I0B U Ppas B TEKCTE

[Mnepcchbiika Mcnonb3yeTtcs Ans BblAENEHWUS BHELIHWUX CCbIIOK
Ucnonb3yeTtcs ons BblaeneHms nHbopmaumm, Ha KOTOpYH cnepyeT 06paTuTb

BaxwHo

BHUMaHue

l Pamka Ucnonb3yeTtcs ons BblAeNeHUs BaXKHOM MHPOPMaLLMK, BbIBOL, pe3toMe

{;,/' Ccbinka, npuMeYaHme, 3ameTka
=) Coset

3arpyska (appec ang 3arpysku M0, nokyMeHTa)

4
@ Bonpoc

AO "AnapgauH P.0.", 1995—-2026T. PykoBopacteo agmuHuctpatopa ans OC Linux Crp.5/99



Eamubin Knuent JaCarta

1.6 ABTOpCKMe NpaBa, TOBapHble 3HaKW, OrpaHUYeHnA

[laHHbIV AOKYMEHT, BK/IIOYasn Nogbop U pacnonoXxeHne UANCTpauuii 1
MaTepuanos B HEM, BNSETCS 06bEKTOM aBTOPCKMX MPaB U OXPaHSETCs B
COOTBETCTBMM C 3aKOHOAATeNbCTBOM Poccuiickoit ®epepaumnn. Obnagatenem
MCKNIOYMTENBHBIX aBTOPCKMX M UMYLLLECTBEHHbIX NpaB senseTcs AO "AnaaauH
PO,

Mcnonb3oBaHue 3TMX MaTepuanos NobbiM cnocoboM 6e3 NMCbMEHHOro
paspelueHuns npaBoobnasaTens 3anpeLLeHo U MOXET NOBNeYb OTBETCTBEHHOCTb,
npesycMOTpeHHYH 3akoHoaaTenscteoM P®. Mpu nepenevyartke M UCNONb30BaHWUM
[aHHbIX MaTepuanos 160 Nboi 1x Yactu ccoinku Ha AO "AnapamH P.A.",
obs3aTenbHbl.

BnapenbueM 3aperncTpMpoBaHHbIX TOBAapHbIX 3HakoB "AnagauH”, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "KpunTo BAl", norotunos 1 npasoobnagatenem
UCKIIOUMTENBHBIX MPaB Ha UX AM3aiiH U MCMONb30BaHME, MAaTEHTOB Ha
cooTBeTcTBYloWME npoaykThl sBnsetcs AO "AnapgauvH P.O.",.

Ha3BaHWs Npoynx TeXHONOMMA, NPOAYKTOB, KOMMNaHMIA, yNTOMUHAOLWMECS B AAHHOM
[IOKYMEHTE, MOTYT AB/IATbCA TOBAPHbIMM 3HaKaMW CBOMX 3aKOHHbIX BNafeNbLes.

OrpaHquHMe OTBETCTBEHHOCTU

MHdopmaums, npuBeaEHHas B 4aHHOM AOKYMEHTe, NpefHa3Ha4YeHa
MCK/IOUMTENBHO A1 03HAaKOMEHUA M He ABnseTcs ucuepnbiaowei. Coctas
NpOAYKTOB, KOMMOHEHTOB, UX PYHKLIMM, XapaKTEPUCTUKM, BEPCUM, BOCTYMHOCTb U
np. MoryT 6biTb n3meHeHbl AO "AnanavH P.L.", 6e3 npeasaputenbHoro
yBEAOM/EHHUS.

AO "Anapaunt P.L.", He rapaHTUPYeT HU OTCYTCTBMS OWKMBOK B AAHHOM [OKYMEHTE,
HW TOTO, YTO OMMCaHHOe nNporpaMMHoe obecneyenue (M0) He conepxuT AedeKToB,
6yneT paboTaTb B MPOM3BO/LHO BbIGPaHHbIX YCNOBMUAX M NPK 3TOM Y0BNETBOPSATL
BCEM TPe6OBaHMAM, KOTOPble MOTYT 6bITb K HEMY MpeAbABEHbI.

AO "AnapamH P.L.", He rapaHTMpyeT paboToCnoCOBHOCTb HeneranbHo Noay4YeHHOro
nporpaMMHoro obecneyenns. HeneranbHoe NCNONb30BaHUE NPOrPaMMHOIO
obecneyeHns n JOKYMEHTaLUMM Ha HEro npecneayeTcs No 3akoHy.

1.7  JlnueH3noHHoe cornaweHue

Moxanyicra, BHUMATENbHO NPOYMTAlTe JaHHOE IMLEH3MOHHOE CornalleHune
npexfe, YeM MCrnoNb30BaTb COAEPXKMMOE AAHHOTO KOMMEKTa U/MAK Npexae, 4em
3arpyxaTtb MM yCTaHaBNMBATb NPOrpamMMHoe obecreyeHue.

Bce yka3aHus No 1Cnoab30BaHMIO NporpaMMHOro obecneyeHus,
npepocTasnsemble AO "Anapaud P.L.", (Mam nobbiM ero foYepHUM npeanpusteM
- KaXpa0e U3 HUX YNOMUHaeMoe Kak "KoMnaHus"), MoauMHATCS 1 ByayT
NOAYUHATLCS YC/I0BUSIM, OTOBOPEHHbIM B JAHHOM COMNaleHUN. 3arpyxas AaHHoe
nporpaMMHoe obecneyeHue (Kak onpeaeneHo aanee no TekcTy) u/munm
yCTaHaBAMBas laHHOe NporpaMMHoe obecneyeHne Ha Bal koMnbloTep U/mMnu
MCnonb3ys AaHHOe nporpaMMHoe obecneyeHne MHbIM cnocobom, Bel npuHumaete
[laHHOe cornallieHne 1 cornatiaeTech C ero yCI0BUAMM.

Ecnun Bbl He cornacHbl € 4aHHbIM COTNALIEHUEM, He 3arpyxaiiTe u/unu He
yCTaHaBAMBaTe AaHHOE NPorpaMMHoe obecneyeHne U HezaMelINTeNbHO (He
nospHee 7 (cemu) AHei C AaTbl 03HAKOM/IEHMUS C HACTOALLMM TEKCTOM) BepHUTE
370T NpoaykT B AO "AnasavH P.[.", ynanuTe aaHHOe nporpaMMHoe obecneyeHne u
BCE ero 4acTu CO CBOEro KOMMbIOTEPA M He UCMONb3YiTe ero HUKOUM 06pasoM.
HacToswee nmueHsmonHoe cornawenne (nanee "Cornawenwve”) asnsetca
[I0rOBOPOM, 3aK/IIOYEHHbIM Mexay Bamu (GpM3nyecknum uam puanyeckum amuom)
— KOHeyYHbIM nonb3oBatenem (aanee "Monb3osatens”) — u AO "AnapamH P.AO.",
(nanee "KomMnaHusa") OTHOCUTENBHO Nepeaayn HEUMCKNIOYMTENBHOTO NPaBa Ha
MCMONMb30BaHME HACTOALLErO NPOrpaMMHOT0 06ecrneyeHus, SBASIOLLErocs
MHTEeNNEeKTyanbHOM cobCTBEHHOCTbIO KOMNaHWu.

MpaBa u cobcTBEHHOCTL

OAHHOE COMALLEHME HE ABNFETCSA COTTTALLEHMEM O MPOOAXE.
MporpamMmHoe obecneveHue, Bktoyas Bce nepepaboTku, ucnpaBneHus,
MoaudbrKaLmMm, LONONHEHUS, 0BHOBNEHUS U/UNK YCOBEPLUEHCTBOBAHMUS K HEMY
(nanee no BceMy TekcTy 1 ntoboit ero yacTh onpegensemoe Kak MporpamMmHoe
obecneyenne unm MO), u cBA3aHHAA C HAM AOKYMeHTaLMs npeaHasHadvaetcs HE
ONA NPOOAXW 1 sBnsieTcs u 0CTaéTCs UCKKUYUTENbHOM COBCTBEHHOCTbIO
KomnaHuu.

Bce npaBa Ha MHTeNneKTyanbHyto COBCTBEHHOCTb (BKOYas, 6e3 orpaHUyeHui,
aBTOPCKMe NpaBa, KOMMEPYECKYHO TaiiHy, TOBapHble 3HaKu, U T.4.),
NOATBEPXAEHHDIE UMM BKTIOYEHHbIE B
NPUNOXEHHbIE/B3aNMOCBA3aHHbIE/MMEIOLLIME OTHOLEHUE K AAHHOMY PYKOBO/ACTBY,
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Bce ykasaHHble AaHHble O XapaKTepUCTUKax NPoAyKTOB OCHOBAHbI Ha
MeXAYHapOAHbIX UMM POCCUIACKMX CTaHAAPTaX U pe3ynbTaTax TeCTUPOBAHMS,
NOyYeHHbIX B HE3aBUCMMbIX TECTOBbIX UM CEPTUPUKALMOHHBIX NabopaTopusx,
NMb0 Ha NPUHATLIX B KOMNaHWKU MeToankax. B saHHoM pokymeHTe AO "AnaaavH
P.[.", He NpenoCTaBASET HUKAKMUX HU ABHbIX, HU NOAPA3YMEBAEMbIX rapaHTUN.
AO "Anapamn P.A.", HE HECET OTBETCTBEHHOCTU (KAK B CU/TY JOTOBOPA,
TPAXOAHCKOIO NMPABOHAPYLIEHUS, BKITKOYASA XATATHOCTb, TAK U B
JIIOBOM MHOM ®OPME) NEPEA BAMM U/IX NKOBOM TPETbEN CTOPOHOM 3A
JNIHOBbIE NMOTEPU UM YBbITKK (BKJTHOYAS KOCBEHHbIE, DAKTUYECKME NN
NMOBOYHbIE YBbITKM), BK/IOUYAS BE3 OTPAHMYEHWI NIOBbIE MOTEPY UK
YBbITKM MPUBbIJIbHOCTU BU3HECA, MOTEPO JOXOAHOCTU UMK
PEMYTAUMMN, YTPAYEHHYIO NI UCKAXEHHYIO MHOOPMALMIO U
OOKYMEHTALMIO BCNEAOCTBUE MCMOJIb30BAHWUSA MPOTPAMMHOIO
OBECIMEYEHNA /MW NTIOBOITO KOMMNOHEHTA ONMMCAHHOIO NPOAYKTA,
LAXE EC/IM AO "Anapaumu P.A.", 6bINO MMCbMEHHO YBEAOMJIEHO O
BO3MOXHOCTWM MOAOBHbIX YBbITKOB.

Focy,qapcheHHoe perynMpoBaHue U 3KCI'I0pTHin"1 KOHTPOJ1b

OnucbiBaeMbIi B AAHHOM AOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET ABASTLCS
UK cofepKaTb B cebe cpeacTBo KpMnTorpaduyeckon 3alumTbl MHGOpMaLMK
(CK3MW), aBnsiowweecs npeaMeToM 3KCMOPTHOTO KOHTPOAS.

Bbl cornalaeTech ¢ TeM, 4TO NPOAYKT He ByAeT NOCTaBAATLCS, NepeaaBaTbCs in
3KCMOPTMPOBATLCA B KaKy0-11MBO0 CTpaHy, a TakKe MCMob30BaTbCs KakMM-nnbo
NpPOTMBOPEYALLMM 3aKOHY 06pasoM.

Bbl rapaHTupyeTe, 4To ByneTe cobn0AaTh HakNaapiBaeMble Ha 3KCMOPT U
pesKcnopT NPoAyKTa OrpaHUYeHus.

CBeneHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTyaslbHbl Ha AaTy ero
nyéaukaumm.

[aHHble, coaepXalumecs B HEM, a Takxke Bce npasa Ha M0 asngwoTcs u 6yayt
ABNATLCA COOCTBEHHOCTbLIO UCKNOUUTENBHO KOMNaHuu.

[aHHoe cornaweHue He nepenaét Bam npasa Ha MporpaMMHoe obecneyexue, a
NWLWb NpenocTaBsieT orpaHUYeHHOe NpPaBo HA UCMO/b30BaHUE, KOTOPOe
NOANEXUT OTMEHE COTNACHO ycnoBuaM aanHoro Cornawenus. HUYTO B AaHHOM
CornaweHuu He NoATBEPXKAAET 0TKa3z KoMnaHuM oT NpaB Ha UHTeNNeKTYyanbHY
COBCTBEHHOCTb MO KaKoMy 6bl TO HM BbIN0 3aKOHOAATENLCTBY.

JuueHsus

KomnaHus HacToswmm npepoctasnset Bam, a Bol nonyyaete MHAUBMAYanbHoe,
HEUCKNIOUUTENbHOE M 0T3bIBaEMOE OrPaHMYEHHOE NPaBo Ha UCMONb30BaHME
naHHoro 0 Tonbko B GopMe UCNONHAEMOrO KOAa, Kak ONMCaHo B npunaraeMoi kK
MO TexHUYecKoii/3KcnnyaTauMoHHOM AOKYMEHTALMM, U TONBKO B COOTBETCTBUU C
ycnoeuamu aaHHoro CornalueHus:

Bbl MoxeTe yctaHoBUTb MO 1 MCNoNb30BaTb €r0 Ha KOMMblOTEPaX,
pacnonoXeHHbIX B npeaenax Bawero npeanpusatus, kak onucaHo B
COOTBETCTBYIOLLEN TEXHUYECKOM/3KCNNyaTaLlMOHHOM foKyMeHTauuu MO v B
HACTOSILLEM COMMALIEHMUN.

Bbl MoxeTe nobaBuTb/NpucoeanHuTL MporpaMMHoe obecneyeHune K nporpaMmam
LSt MOBUbHBIX YCTPOWCTB C €AMHCTBEHHOM Lie/blo, ONMCAHHOI B AAHHOM
CornaweHnwun. MpuUHUMas ycnoBUS HACTOSLWLEro cornaweHus, Bol cornalaerecs:

- He MUCNOoNb30BaTh, He MOAUDULMPOBATL M He BblAABATb CYBAULEH3UM HA faHHOE
MporpamMmHoe obecneyerne u noboe apyroe MO KomnaHuu, 3a ncknoyeHneM
SBHbIX pa3pelleHnii B aaHHoM CornaleHuu;

- He MOaUdULMPOBATb, HE EMOHTMPOBATb, HE AEKOMMUAUPOBATb, He
PEKOHCTPYMPOBaTb, HE BUAOM3MEHATb U He pacluMpsaTb AaHHoe MporpaMMHoe
obecreyeHne 1 He MbITaTbCsl PACKPbITh (MOAYYNUTb) UCXOAHBIE KOAbI AAHHOTO
MporpaMmHoro obecneyexus;

- He noMeLaTb AaHHoe porpaMMHoe obecrneyeHne Ha cepBep C BO3MOXHOCTbIO
[0CTyNa K HEMY TPeTbUX NUL, Yepe3 OTKPbITYHO CETb;

- He MUCNonb30BaTh Kakue Bbl To HX BbINO pe3epBHbIE UK apXUBHbIE KOMWUK
naHHoro lNporpaMMHoro obecneyenus (v No3BonsTb KOMy-nnM6o ewwé
MCMoNb30BaTb Takue KONuK) € Ntoboi UHOI Lienblo, KPOMe 3aMeHbl ero
OPUIMHANBLHOrO 3K3EMMNISAPA B CIy4ae ero paspyweHns Uan Hanmums nedexTos.

TpeﬁOBaHMfl K UCNO/1b30BaAHUIO

I'IporpaMMHoe obecneyeHne JOMKHO UCMOb30BATLCS U OﬁCﬂy)KMBaTbCﬂ CTporo B
COOTBETCTBMU C ONUCAHUAMU N NHCTPYKLUMAMU KoMnaHuu, npuBeAEHHbIMU B
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[aHHOM U Apyrux AokyMeHTax KoMnaHuu, B TOM Yncie Ha nopTane oHNaiH
[OKyMeHTauum ansa paspabotunkos Komnanum (http://developer.aladdin-rd.ru/).

MUcnonb3osanue MO

Monb3oBatens Bnpase:

- Bocnpou3eoauTb MO NyTéM 3anucu ero B NaMsaTb SNEKTPOHHO-BbIYUCIUTENbHbBIX
MalwuH Monb3oBaTens, OrpaHUYEHHOE NPABOM MHCTAIALMUM, KOMMPOBAHUA U
3anycka nporpamMm ans 3BM;

- BcTpamnBartb 10 nobbiM cnocoboM B NpoayKThl U pelwenuns Monb3osatens;

- pacnpoctpaHsaTb MO nobbiM cNOCO6OM UCKNIOUUTENBHO B COCTABE NMPOAYKTOB U
pelweHuit Monb3osatens.

Mpu ucnonbzoBaHum u pacnpoctparenum MO Monb3osatenb 0653aH
PYKOBOACTBOBATHCA AEWCTBYIOWMM 3aKoHOoAaTeNnbcTBOM Poccuiickoit @epepaumm
MeXAyHapOoAHbIM 3aKOHOAATENbCTBOM, YYMTbIBASi OFPAHMYEHNS U LOMNONHUTENbHbIE
TpeboBaHUsl, KOTOPble MOTYT BO3HMKATb B CBA3M C 3KCMOPTOM WNGPOBaNbHbLIX
(kpunTorpaduyecknx) cpencTs ¢ Tepputopun Poccuitckoin ®epepaumn n
MMMOPTOM TaKMX CPeLCTB B Apyrue CTpaHbl. B yacTHOCTH, orpaHnyeHus u
[oNoNHUTENbHblE TpeH6oBaHMS MOryT BO3HMKATb Npu pacnpoctpaHeruu MO yepes
MarasuHbl MPUNOXEHWIA, COAEPXKALLME PA3NUYHBIE MPUNOXEHUS A1 MOBUbHBIX
YCTPOMICTB.

YCNnoBusi UCNONb30BAHMUSA, U3NIOXKEHHbIE B HACTOALLEM COMNALLEHWUM, AeHCTBYIOT B
OTHOLLEeHUK Bcero conepxxunmoro MO, B YaCTHOCTU B OTHOLUEHUU:

- Au3aiiHa (rpaduKK, pacnonoXeHns 3NeMeHTOB 0POPMNEHUSA U T.N.);
- BCEX MHbIX 3IEMEHTOB, B TOM YMC/e U306paKeHuit, POHOrpaMMm, TEKCTOB.

Monyuyaemble Monb3oBaTeNEM HEUCKNIOUUTENBHBIE UMYLLECTBEHHbIE NPaBa He
BK/IOYAIOT NpaBa Ha nepenavy TpeTbMM NMLAM Kakux-n1bo npaB Ha BCTpauBaHue,
BOCNPOM3BeeHNe, pacCnpoCTPaHEHWE U UCMONb30BaHMe NporpamMm ang 3BM He B
cocTaBe NPoOAyKTOB M pelleHwii Monb3osaTtens.

KoMnaHus coxpaHsieT 3a coboit Bce uckntounTenbHble npasa Ha M0 1 Bxoaswme B
Hero KOMMOHEHTbI, BK/Il0Yasi NpaBa Ha NpeAoCTaBNEHNE HEUCKITIOUYUTENbHbBIX U
UCKNIOYMTENBHBIX MPaB TPETbUM NULLAM.

Monb3oBaTtens BNpaBe OCyLecTBNATL cnonb3osaHue MO B npepenax,
npesycMOTpeHHbIX HacTosawmM CornawweHneM, UCKNIYUTENBHO Ha TeppPUTOPUM
Poccuiickoit Menepaumm.

06cnyxuBaHne U NoanePXKKa

KoMnaHus He HecéT 0643aTenbCTB No NpesocTaBNeHUI0 NOAAEPXKKHM,
obcnyxuBaHus, MoaudUKaLmMn Unu BbIxoAy HOBbIX pennsos MO.

OrpaHnyeHHas rapaHTus

KoMnaHws rapaHTupyeT, 4To nporpaMMHoe obecneyeHne c MOMEHTa
npuobpetenus ero Bamu B Teuenne 12 (oBeHapuat) mecsues byseT
(YHKLIMOHMPOBATb B MOIHOM COOTBETCTBMM C €r0 TEXHUYECKOM/3KCNAYaTaLMOHHOM
[OKyMeHTauue, npu ycnosum, yto MO ByaeT MCnonb3oBaTbCs HAa KOMMbIOTEPHOM
annapaTHoM obecneyeHun U C ONepaLUoHHON CUCTEMON, ANs KOTOPOK OHO BblNo
paspabotaHo.

OTKas oT rapaHTumn

KomnaHus He rapaHTUpyeT, uTo NnporpamMMHoe obecneyerune byanet
CoOTBeTCTBOBaTb BalwmnMm xenaHnsam n TpeboBaHMAM, uan 4To ero pabota byaet
6ecnepeboiiHoit unu 6esowmnboyHon. B 06bEME, NpesyCMOTPEHHOM
3aKOHOAATeNbCTBOM PD, KOMNaHMs OTKPbITO OTKA3bIBAETCS OT BCEX FrapaHTUi, He
OroBOPEHHbIX 34eCb, OT BCEX UHbIX NOApa3yMeBaeMbix rapaHTMid. Hu oanH n3
[MNepoB, AMCTPUOBLIOTOPOB, MPOAABLOB, areHTOB MW COTPYAHMKOB KOMMaHUMU He
YNONHOMOY€EH Npon3BognUTb MO,ElMCbMKaLLMVI, pacwmnpeHus unm AonoSHeHUA K
[3HHOM rapaHTum.

Ecnu Bbl nponssenu kakne-nnbo moandukaumm MO munm nioboit u3 ero yacreii Bo
BPEMs rapaHTMitHOro nepuoaa, MO NoABEPrNOCh NOBPEXAEHMI0, HEOCTOPOXKHOMY
MM HenpasuabHOMY obpalleHuto, ecnu Bol Hapylwmam noboe 13 ycnosuit
HacToswwero CornatieHus, To rapaHTus, ynoMsaHyTas Bolille B pasgene 5, byaert
HeMen/IeHHO MpeKpaLLeHa.

[apaHTus HepelcTBUTENbHA, ecin MO Ucnonb3yeTcs B COYETaHUM C UHBIM
annapaTtHbIM M/MJ‘IM nporpaMMHbIM OﬁeCHEHEHMeM, OT/INYHBIM OT OMUCAHHbIX B
TE,‘XHI/I‘-{ECKOﬁ/aKCHﬂyaTauMOHHOﬁ AOKYMEeHTauuu, nnn Ucnonblyetcs Ha
KOMMbtoTepe € N106bIM YCTAaHOBAEHHbBIM HENMLEH3UOHHBIM NPOrPaMMHbIM
obecrneyeHneM.

OrpaHu4eHue Bo3MeLLEeHus

B cnyuae HapyleHus rapaHT1mu, OroBOPEHHOM Bbllwe, KoMnanus MoxeT no
COB6CTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb M0, ecin 370 He NpOTMBOPEYUT BbILLEYNOMAHYTOMY OrpaHUYeHUI0
rapaHTuu;
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- BO3MECTUTb CTOMMOCTb, BbinnayeHHyo Bamu 3a MO.

FapaHTUiiHble Tpe6oBaHUS AOMKHbI ObITb BbICTAaBNEHbI B MMCbMEHHOM BUAE B
TeYeHWe rapaHTUMHOro Nepuoaa, Ho He nosaHee 7 (CeMu) AHEN C MOMeHTa
obHapyxeHus fedekTa, U coaepaTb B cebe NOATBEPXKAEHUS, YAOBNETBOPSIOLIME
KomnaHuio. Bcé MO (Bce axk3emnnspbl, MMetowmecs y Bac) nomkHo 6bimb
BO3BpalleHo KoMnaHuu 1 oTnpaBneHo BO3BpalLatoLLeil CTOPOHOM C ONaueHHon
CTOMMOCTbIO NEPeBO3KM U, NpU HE0BX0AMMOCTH, CTPAaxXoBKU. Ik3emnnspsbl MO
LLOSKHbI BbITb OTNPABAEHbI C KOMWEN MNATEXHbIX LOKYMEHTOB U HaKNaLHbIX.

UcknioueHne KOCBEHHbIX YObITKOB

CTOpOHbI Npu3HatoT, YTo MporpamMMHoe obecneyeHne He MOXET BbiTb MONHOCTbIO
nvweHo owmnbok. KoMnaHms He HeCET OTBETCTBEHHOCTM (KaK B CUy AOrOBOPA,
rpaX/JaHCKOro NpaBOHapyLIEHMS, BK/IKOYas XanaTHOCTb, Tak U B 11060 MHOM
dopme) nepen Bamu nnm niobovi TpeTbeit CTOpoHOM 3a ntobble noTepu unmn yobITku
(BKNIOYAs KOCBEHHbIE, haKTUYECKME, NOGOYHBIE MW NOTEHLMANbHBIE YObITKM),
BKNtoYas, 6e3 orpaHUueHuid, Nobble NoTepu unm yobITKU NpUbbINbLHOCTU BU3Heca,
NOTEpI JOXOAHOCTU UM PEMYTALMM, YTPAUEHHYIO MW UCKaXEHHYIO MHDOPMaLMio
MM AOKYMEHTaLMI0 BCIeACTBME KaKOro-n1bo MCnob30BaHMs JaHHOTO
nporpaMMHoro obecneveHus u/mnu niobole KOMNOHeHTbI faHHoro MO, aaxe ecnn
KOMMaHUs MUCbMEHHO YBEAOMIIEHA O BO3SMOXHOCTU MOAOGHbBIX YObITKOB.

OrpaHuqume OTBETCTBEHHOCTU

B cnyyae ecnu, HeCMOTPSA Ha yCNOBMUS AAHHOTO COMNALLIEHMS, KOMMAHWA NPU3HaHA
OTBETCTBEHHOIA 3a YObITKM HAa OCHOBAHUM KakuX-nnbo AedeKToB unn
HeCooTBeTCTBMA NporpaMMHoro obecneyeHns Bawmum oxuaanuam, nonHas
OTBETCTBEHHOCTb 33 KaX/bli1 3k3eMnnsp aedeKTHOro NporpaMMHoro obecneyeHuns
He ByneT npesbilwaTtb CyMMbl, BbinnaueHHoi samm AO "Anaaamt P.1.", 3a 370 MO.

I'Iperau.LeHMe OeACTBMSA CcornawieHums

B cnyyae HeBbinonHeHus Bamu ycnosuit agaHHoro CornaweHus pevicteue Baweii
nuueHsun 1 Hactosiwero Cornawwenus 6yaeT NpekpaLeHo.

MNMocne npekpaleHns fencTBus AaHHOro JIMLEH3MOHHOTO COrNalleHns:

- NMLeH3us, NnpeaocTaBnerHas Bam aanHbiM CornaleHvem, npekpaiiaer cBoé
nevicteue, u Bol nocne eé npekpalleHns He CMOXeTe NPOAOMIXKaTb AanbHelLwee
1cnonb3oBaHue faHHoro MporpaMMHoro obecneyeHns U Apyrux NULEH3UOHHBIX
MpopykToB;

- Bbl He3amMepAuTeNnbHO BepHETe B KoMnaHuio Bce ak3emnnspsbl MO v Bce konuu
TaKoBOro u/unu coTpéte/yaanute nobyto MHGOPMaLMIO, COAepXaLLyoCs B
3NEKTPOHHOM BMAE.

anMeHMMOE 3aKoHOo[aTeNnbCTBO

[laHHoe CornalieHue JoMKHO GbiTb UCTONKOBAHO M OMNpeaeneHo B COOTBETCTBUM C
3aKkoHofaTenbcTBOM Poccuiickoit Penepaumnu (3a UCKOUEHUEM KOHDAMKTA
NPUMEHEHWS NPAaBOBbIX HOPM), U TONBKO POCCUICKMIA Cy, yNONHOMOYEH
OCyLLeCTBAATb NpaBoCyAve B NtoBbIX KOHDAMKTAX U CNOPaAX, BbITEKAOLWMX U3
naHHoro CornaweHus. HeBo3MOXHOCTb Ans Nto60oi U3 CTOPOH BOCMOb30BaThCs
No6bIM 13 NpaB, NpefoCTaBAeHHbIX €/ N0 AaHHOMY CornaleHunio, Uan NPUHATL
Mepbl NPOTUB APYroi CTOPOHbI B Cly4ae Ntoboro HapylueHWs CBoux 0b6s3aTenbcTB
no CornaleHunto He JOMKHO PacCMaTPUBATLCA KakK OTKA3 3TOW CTOPOHbI OT
nocneayoLwwero NOHYXXAeHUs K MPU3HAHUI0 CBOMX NPaB UM COBEPLLEHMUIO
nocneayowWwmx AeiCTBui B Clydae AanbHENWNX HapyLWeHWA.

locynapcTBeHHOE perysiMpoBaHuUe 1 SKCMOPTHbIA KOHTPO/b

Bbl cornawaetech ¢ Tem, yto 10 He 6yneT Bamu noctaBnsTbcs, nepeaaBaTbeca Mam
3KCMOPTUPOBATLCS B KaKyl-1MBO CTpaHy, @ TakKe UCMOoMb30BaTbCs KakMM-Nn6o
NPOTUBOPEYALLMM 3aKOHY U YCIIOBMSIM HACTOSILLLErO cornalleHus obpasom. M0
SABNAETCS NPeLMeTOM AOMONHUTENbHOMO 3KCNOPTHOMO KOHTPONS, OTHOCALLEroCs K
Bam unu Baweii topucamkumn. Bel rapaHtupyeTe, uto 6yaete cobnoaatb
HaknaabiBaeMble OrpaHUueHUs Ha 3KCmopT M peakcnopt MO.

PasHoe

Hactosuwee Cornawenue npeactasnset coboit NonHoe cornalieHune, OTHoCsLLeecs
K AQHHOWM NNLIEH3MM, U MOXET BbiTb M3MEHEHO TONbKO NOCPEACTBOM MUCbMEHHOIO
CornaleHus, NoanMcaHHoro o6enmMm ctopoHamu. Ecam BbinonHeHue kakoro-nnéo
ycnosus Hactosiwero CornatieHns npeacTaBnsfeTcs HEBO3MOXHbIM, TaKoe yCnosue
6yneT ckoppeKTMpoBaHO TOMILKO B Npeaenax, obecneynBaloLLux BO3MOXHOCTb
BbINONHEHWA AAHHOTO YCNOBUS.

A NMPOYNUTAN U NOHAN HACTOALLEE TMUEH3MOHHOE COMMALLIEHME N
COIMNACEH BbINOIHATbL BCE EFO YCNOBUA. 4 MPUHUMAKD JAHHOE
NNUEH3MOHHOE COTMTALLEHME LEIMKOM. EC/IN 1 HE MPUHMMALIO 3TO
JNIMUEH3MOHHOE COMALUEHUE UM XOTA Bbl OMH M3 EF0 MYHKTOB, TO
NAHHOE IMUEH3MOHHOE COTTALUEHWE HE BCTYMNAET B CUNTY, U 4
0BA3YIOCb HE YCTAHAB/IMBATD U HE MCMONb30BATb JAHHOE
MPOrPAMMHOE OBECMEYEHME.
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2.1

2.2

OCHOBHbIe NMoHATMA

Ha3Ha4yeHue nporpamMmbl

MO «EpmHbin KnueHT JaCarta» — NnporpaMMmHbI KOMMEKC, NpeAHa3HAYeHHbIM AN NOAAEPXKU DYHKLMIA CTPOroM
[BYX(MAKTOPHOM ayTeHTUDMKALMU, HACTPOIMKK U paboTbl ¢ Mogensmu USB-TokeHOB 1 cMapT-kapT JaCarta,
reHepauuu 3anpocoB Ha cepTudmKaThbI.

EnnHbiii Knuent JaCarta MoxeT yHKLMOHMPOBaTb B 0ObIYHOM UMM TOCTEBOM peXMME.

FOCTEBOM peXMM MpesycMaTpMBaeT BO3MOXKHOCTb MPOCMOTPa MHGMOPMALMK O NMOLK/IHOYEHHOM 31EKTPOHHOM
Kntodye 6e3 BBOAA ayTEHTUOMKALMOHHbBIX AaHHbIX MOb30BATENS MAM aAMUHUCTPATOPA.

TepMuHbI N onpegeneHua

PIN-Kko4 agMMHUCTpaTOpal — cekpeTHas NoCae40BaTeNbHOCTb, M3BECTHASA TOJIbKO aAMUHUCTPATOPY, KOTOPYHO
HE06X04MMO NPeabABUTL AN ayTEHTUDMKALMM AAMUHUCTPATOPA B MPUNOXKEHUM INEKTPOHHOTO KII0Ya.

PIN-koA noanucu - cekpetHas nociefoBaTenbHOCTb, M3BECTHAS TOJIbKO MOMb30BATENI0, KOTOPY HE0H6X0AMMO
npeabsiBUTL A9 BbINOAHEHUS ONepaLum 3NeKTPOHHOM NMOAMMUCH.

PIN-kom nonb3oBartensi - CeKpeTHada nocnenoBaTe/ibHOCTb, MU3BECTHAA TO/IbKO NOJSIb30BATENIO, KOTOPYHO
HeobxoamMMo npeanbvaBuTb ona ayTEHTMdJMKaLI,l/IM NoNb30BaTeNA B NPUIOXEHUN INTEKTPOHHOIO Kto4a.

PUK-kop? - nocnenoBaTenbHOCTb CUMBOJIOB, NMO3BoAstoWas pazdnokuposatb PIN-kof nonb3osaTens nocsie ero
6110KMPOBKM.

Annnet - nporpaMMHoe obecnedeHune, peanmsyolee GYHKLMOHAIbHOCTb MPUIOKEHWS NEKTPOHHOTO KoYa.
MpunoxeHue — nporpaMmMHoe obecrneyeHme, yCTaHOBIEHHOE B NaMSTH 3/1EKTPOHHOIO KIoya.

Cuétumk BBoga HenpasunbHOro PIN-koga - noacucrema, 6nokmpyioLLas yCTpoMCcTBO B Cyyae BBOAA
HenpaBunbHoro PIN-kofa onpeaenéHHoe KOMYeCTBO pa3 Noapsa.

(opMaTtupoBaHKe - npouenypa YCTaHOBKA OCHOBHbIX NapaMeTpoB paboTbl 3NEKTPOHHONO K/toua, BbINoHAEMas
a[IMUHUCTPATOPOM.

DNeKTPOHHbIM KoY — annapaTHOE YCTPOMCTBO, MpeiHa3HAYEHHOE 4151 ayTEHTUDUKALUK, WMPPOBAHMSA, paboThbl C
3N1EKTPOHHOW NOANMCHIO, 6E30MaCHOr0 XpaHeHUS AaHHbIX.

! Npumenumo ans Mpunoxenns FTOCT sBepcum 2.5.13.

2 Mpumennmo ana Mpunoxenus FTOCT sepcun 2.5.3 - 2.5.9.
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3.

3.1

Obuwine cBeieHMA 06 INEKTPOHHbIX KtoYax

[MpunoxeHna, annneTsbl U Mogenn 3/1eKTPOHHbIX KAloYein

(DyHKLI,VIOHaJ'IbHOCTb MO4EeNN S3NEKTPOHHOIO KNo4Ya onpeaendaerca npunoXXeHnamm, yCtTaHoB1EHHbIMKU B €€ NaMATHU.
B namatu 31EKTPOHHOIO K/1Il04a MOXeET ObITb YCTAaHOB/IEHO O4HO MU HECKOJIbKO FIDW'IO)KeHMl;'I. yCTpOﬁCTBa, B
KOTOPbIX YCTAHOB/IEHO 6onee ogHoro NPUNOXEHNA HA3bIBAKOTCA KOM6I/IHVIpOBaHHbIMM.

Hanpumep, B anektpoHHOM kntove JaCarta-2 FOCT yctaHoBneHo npunoxerue FOCT, B 31€eKTPOHHOM Kito4e
JaCarta PKI yctaHoBneHo npunoxexue PKI, B koMbuHMpoBaHHoOM Mogenu JaCarta-2 PKI/TOCT yctaHoBnEHbI
npunoxexus PKI n TOCT.

lIpumedarne. HaumeHoBaHNE NPHIOKEHNS HE BCEAA COAEPXKUTCS B HA3BAHMM MOLESN I/IEKTPOHHOIO K/II0Ya.
Hanpumep, B mogenu knoyvesi JaCarta PKI ycranosneHo npunoxerue PKI, Ho B mogenu JaCarta LT
ycraHosnerHo ripunoxerne STORAGE. HazsaHne MOAEN 1 MPHIIOKEHHUS I/IEKTPOHHOIO K/H04a OTOOPAXKAETCS B
uHrepgevice EanHoro Kinenra JaCarta B peXuMe 10/1630BaTess.
MpunoxeHue onpeaenseT HEKOTOPbIA HA6OP DYHKLMOHANBHOCTM 3NEKTPOHHOIO KNKYa, XapaKTepHbIX Ans
pelleHns onpeaeneHHoro paaa 3agad. Tak, npunoxerue PKI obecneunBaeT noanepxky 3anafHbix
KPUNTOANrOPMTMOB M MO3BONSET PELATh WMPOKKUIA CNEKTP 33434 ayTeHTudbuKauuu, wnudbpoBaHua n paboTsl C
371eKTPOHHOM NOANUCHI0 B KOPNOpPATUBHOM MHPpacTpyKType. Mpunoxernme FOCT obecneynBaeT noanepx Ky

POCCUIACKMX KPUMTOANTOPUTMOB AJ1st PELLEeHMs 33434 ayTeHTUDUKALMK, WKMdPOBaHUS U paboTbl C INEKTPOHHOM
NOAMMCbI0 B CUCTEMAX, TPeBYIoLWMX ncnonb3osaHua anropmutmos FOCT.

OpfHo 1 TO Xe npunoXxeHne MOXXET UMETb pa3/iMvHbIe peann3auunn. KOHKpETHaﬂ peann3auna NnpunoXxXeHna
Ha3blBaeTCs annaetoM. B HacToawem AOKYyMeHTe NpUu onncaHnm KOHKDETHOVI onepaunn Han 3NEKTPOHHbLIM
K/HO4YOM YTOYHAETCA HE TOJ/IbKO NpunoxxeHne, HO U annner, peanw3y+ou.|,m?| qJYHKLI,MOHaJ'IbHOCTb OaHHOro
NPUNOXEHMUA.

llpumep. B moznensx 3nekTpoHHbIx katodes JaCarta PKI u JaCarta PRO ycranosneHo ripunoxenue PKl, Ho B
mogenm JaCarta PKI gaHHOE ripunoxeHue peann3oBaHo annierom, a B mogqem JaCarta PRO - annnerom PRO.
Ha3zBaHue rpunoxeHmns/annaera KOHKPETHOro rpuioXeHus oTobpaxaercs B uHrepgevice FanHoro Kamerrta
JaCarta B pexxumme aaMHHUCTPAToPA.
CooTBeTCTBME NPUNIOXKEHWMIA, aNMNAETOB U MOJENEeN 3NeKTPOHHbBIX KHoUel, paboTa C KOTOpbIMU NOAAEPXKUBAETCS B
OMnepauMOoHHbIX CUCTeMax ceMencTBa Linux, npuBeneHo B Tabnuue (cM. Tabnuua 2).

Tabnnya 2 — CoOTBETCTBUE NIPHIIOXEHMH, AIIIETOB M MOAENEH /IEKTPOHHBIX KITHOYEH

Annnet unm npunoXxxeHue Mogenu aneKTpoHHbIX Kouen

MpunoxeHue PKI, peanvsoBaHHOe annneTom JaCarta Remote Access;
Laser JaCarta PKI;
JaCarta PKI/Flash;
JaCarta PKI/BIO;
JaCarta PK|/WebPass;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 SE;
JaCarta SecurBIO;
JaCarta-2 PKI/BIO/FOCT;
JaCarta-2 SF;
JaCarta-3 PKI;
JaCarta-3 PKI/TOCT;
JaCarta-3 PKI/NFC;
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Annnet unu npunoxeHue Mogaenu aneKTpOHHbIX KioYei
JaCarta-3 SE;
JaCarta-3 PKI/TOCT/NFC;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition;

BupTyanbHbiii TOkeH3

MpunoxeHnue PKI, peannsoBaHHOe annieTom JaCarta PRO;

PRO JaCarta-2 PRO/TOCT

MpunoxeHne STORAGE, peannsoBaHHoe JaCarta LT;

annnetom Datastore JaCarta SecurBIO:
JaCarta WebPass;
JaCarta U2F

Mpunoxenune MOCT JaCarta Remote Access;
JaCarta SF/TOCT;
JaCarta-2 FOCT;

JaCarta-2 PKI/FOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PRO/TOCT;
JaCarta-2 PKI/BIO/FOCT;
JaCarta-2 SE;

JaCarta SecurBIO;
JaCarta-2 SF;

JaCarta-3 PKI/TOCT;
JaCarta-3 SE;

JaCarta-3 I'OCT;

JaCarta SecurBIO;
JaCarta-3 TOCT/NFC;
JaCarta-3 PKI/TOCT/NFC;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

Mpunoxenune OTP, peanu3soBaHHoe annnetoM  JaCarta WebPass;
AladdinOTP JaCarta U2F/WebPass;
JaCarta PKIl/WebPass

3 OnucaHue BUPTYaNnbHOrO TOKEHa, MPOLIECC perncTpaLmm, paboTbl ¢ HUM cM. B AokymeHTe «MFA JC EK. PykoBoacTso
nonb3osartens ans OC Linuxs.
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3.2 [MapaMmeTpbl 3/IeKTPOHHbIX KNoHen Npn NocTaBKe

Mpu NocTaBKe 3N1eKTPOHHbBIE KNHOUYM UMEOT NapaMeTpbl, NpuBeAeHHble B Tabnuue (cM. Tabnuua 3).
Tabnmuya 3 — [lapamerpel 3/1EKTPOHHBIX K/KOYEH PU MOCTABKE

Mpunosxenue u annner Mpunoxenue PKI MNpunoxenune MOCT MpunoxeHune
STORAGE

annnet Datastore

Mpunoxenune OTP

Mapametp, onepauus annnet AladdinOTP

annnet PRO annnet Laser Bepcua 2.5.3 - 2.5.9 | Bepcua 2.5.13 u Bbiwe
PIN-Kkom nonb3oBaTens no ymonyaHuio4 1234567890 11111111 1234567890 1234567890 1234567890 1234567890
PUK-kop, ans pazbnoknpoBaHus He npeaycMoTpeH He npeaycMoTpeH 0987654321 He npeaycMoTpeH He NnpeaycMOTpeH He NnpeaycMOTpeH

PIN-kof agMUMHMCTpATOPa N0 YMOYAHMIO

@PopmaTtnpoBaHue 6e3 HasHaveHus PIN-kopaa
nonb3oBsartens (aAMMHUCTPATOP MOXET HA3HAUMTD
PIN-kopn, nonb3oBatens nocne GopMaTMpoBaHus)

@®opmaTtnpoBaHue 6e3 HasHaveHus PIN-kopa
aAMUHUCTpaTopa

Mpu pasbnokmpoaHumn PIN-koaa nonb3osartens
cbpacbiBaeTcsa cHeTYnK BBOAA HenpasuabHOro PIN-
KO4a nonb30BaTens, npu 3ToM ...

Pasbnokuposanue PIN-koga nonbsoBatens B
YAANEHHOM pexume

M3meHeHne PIN-koaa nonb3osartens
aAMUHUCTpPaTOpoM 6e3 hopMaTUpOBaHMS

He YyCTaHOB/1EH

BO3MOXHO

BO3MOXHO

... PIN-kop,
nonb3oBaTens
33[3€eTcs 3aHOBO

BO3MOXHO

BO3MOXHO

00000000

BO3MOXHO

HEBO3MOXXHO

... PIN-xop,
nonb3oBaTens
33[3€eTcs 3aHOBO

BO3MOXHO

BO3MOXHO

HE NPeayCMOTPEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kop,
nonb3oBaTens
OCTaeTCs NPEXHUM

BO3MOXHO®

HEBO3MOXHO

0987654321

HEBO3MOXXHO

HEBO3MOXXHO

... PIN-kop,
Mo/sib30BaTeNs OCTaeTCA
NpexXHUM

BO3MOXHO®

BO3MOXHO
(HacTpauBaetcs
NOMUTUKOW)

He YyCTaHOB/1EH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kop,
Nonb30BaTeNst 0CTaeTCs
NpeXHUM

HEBO3MOXHO

HEBO3MOXHO

HE NpeayCcMOTPEeH

onepauus He
npeanycMoTpeHa

onepauus He

npenycMoTpeHa

onepauua He

npeaycMoTpeHa

HEBO3MOXHO

HEBO3MOXHO

4 B 3aBMCMMOCTH OT npasun 6e30MacHOCTM Ballen OpraHusauum PIN-kop nonb3oBatens no YMO/TYaHUIO MOXET ObITb M3MEHEH nepen nepe,u,aqel?l S1EKTPOHHOI0 K/1ko4a Nosib30BaTeNto. B TakoM
cny4dyae 3Ha4vyeHune PIN-koaa nonb3oBatens LOMKHO ObITb COOOLLEHO AOMONHUTENBHO. B cnydae 38pr,EI,HeHl/Il7I O6paTVITer K aAMUHUCTPATOpPYy.

5 Mpu ycnosuu, uto CK3M B3sT0 noa ynpasneHune APMa agMuHucTpaTopa 6esonacHocti JaCarta, Ha KOTOPOM reHepupyeTcst NOCNef0BaTeIbHOCTb /1S Pa36/I0KMPOBKM.
® Mpu ycnosuu, uto CK3U B3aT0 noa ynpaeneHne APMa agMuHncTpaTtopa 6e3onacHocti JaCarta, Ha KOTOPOM reHepupyeTcs NOCieA0BaTeNbHOCTb ANS pa3bIoKMPOBKY.
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3.3

Onepaumm C 3NEeKTPOHHbIMU KNKOYaMKN

[locTynHble onepauum € 3NEKTPOHHBIMM KOUAMM, C YKa3aHMEM HY)XKHOTO pexmma paboTbl M HEOB6XOAMMOCTU ayTEHTU(DUKALMM ANSl COBEPLUEHUS OMEPALLMM NMPUBEAEHDI B

Tabnuue (cm. Tabnuua 4).

Tabmya 4 - [lepeqerb onepaumnii ¢ 3/1EKTPOHHbIMU KIHOYaMMU

MpunoxeHune u annnet

Onepauws B EK JaCarta

(DopMaTUpOBaHME NEKTPOHHOTO Ko

YcTaHoBKa (cMeHa) PIN-kona nonb3oBatens
aAMVHUCTPATOPOM

CMmeHa PIN-koaa nonb3oBatens
CmeHa PIN-kopa agMuHucTpaTopa

YcraHoBka (cMeHa) PIN-kopa nognucu
nonb30oBaTeNneM

PasbnokuposaHue PIN-kopa nonb3oBatens
AAMUHUCTPATOPOM

YnanenHoe pasbnokuposaHue PIN-koaa
nonb3oBarens

Onepauuu c 06bEKTaMU B NaMATH
3NEKTPOHHbIX K/oYel

[TpocMOTp KpaTkMx CBeAEHUN O
NOACOEAMHEHHOM 3/1IEKTPOHHOM KJltoue

[TpocMOTp NONHbIX CBEAEHMI O
NOACOEAMHEHHOM 3/1IEKTPOHHOM KJltoue

Co3paHue 3anpoca Ha cepTudumkar

AO "AnapaunH P.0.", 1995—-2026 .

Mpunoxenue PKI

annnet PRO

PIN-kop, He TpebyeTcs

Tpebyetcs PIN-kog
agMUHUCTpaTopa

Tpebyetcs PIN-koa
nonb3oBartens

Tpebyetcs PIN-koa
agMUHMCTpaTopa

He pnoctynHo

Tpebyetcs PIN-kop
aAMUHUCTpaTopa

PIN-kop He TpebyeTcs
Tpebyetcs PIN-koa
nonb3oBarens
PIN-kop, He TpebyeTcs

PIN-kop, He TpebyeTcs

Tpebyetcs PIN-kog
rnonb3oBaTens

annnet Laser

Tpebyetcs PIN-kop,
aAMUHUCTpaTOpa

Tpebyetcs PIN-kop,
aAMUHUCTpaTOpa

Tpebyetcs PIN-kop,
nosnb3oBarens

Tpebyetcs PIN-kop,
aAMUHMCTpaTopa

He poctynHo

Tpebyetcs PIN-kopg,
aAMUHUKCTpaTOpa

PIN-koa He TpebyeTcs
Tpebyetcs PIN-kop,
nonb3oBaTens
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kog
nosnb3oBaTens

PykoBopactBo agMuHucTpatopa ans OC Linux

Npunoxenune MOCT

Bepcus 2.5.3 - 2.5.9

Tpebyetcs PIN-kop
nonb30BaTess

He poctynHo
Tpebyetcs PIN-kop
nonb3oBaTess

He poctynHo
Tpebyetcs PIN-kop
nonb3osartens
Tpebyetcs PUK-kop,
PIN-kop, He TpebyeTcs
Tpebyetcs PIN-kog
nonb30BaTess
PIN-kop, He TpebyeTcs

PIN-kop, He TpebyeTcs

Tpebyetcs PIN-kop
nonb3oBaTens

Bepcus 2.5.13 u Boilwe

Tpebyetcsa PIN-kop,
nonb30BaTens unu
aAMUHKCTpaTopa

Tpebyetcsa PIN-kop,
aAMUHUCTpaTopa

Tpebyetcsa PIN-kop,
nonb3oBartens

Tpebyetcsa PIN-kop,
aAMUHKCTpaTopa

Tpebyetcsa PIN-kop,
rosb3oBaTens

Tpebyetcsa PIN-kop,
aAMUHUCTpaTopa

PIN-kog He TpebyeTcs
Tpebyetcs PIN-kop,
nonb3oBarens
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcsa PIN-kop,
nosb3oBaTens

MpunoxeHue
STORAGE
annnet Datastore

Tpebyetcs PIN-kon
aAMUHUCTPaTopa

He poctynHo

Tpebyetcs PIN-kon
nonb3oBartens

Tpebyetcs PIN-kon
aAMUHKUCTpaTopa

He pnoctynHo
Tpebyetcs PIN-kog
aAMUHUKCTpaTopa

He poctynHo
Tpebyetcs PIN-kon
nonb3oBartens
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

He poctynHo

Mpunoxexune OTP
annnet AladdinOTP

(DYHKUMOHaNbHOCTb
OTCYTCTBYET

(DYHKUMOHaNbHOCTb
OTCYTCTBYET

Tpebyetcs PIN-kog,
nonb3oBartens

DYHKLUMOHANBHOCTb
oTcyTcTBYeT

DYHKLUMOHANBHOCTb
oTcyTcTBYyeT

DYHKLUMOHANBHOCTb
oTcyTcTByeT

(DYHKLMOHaNbHOCTb
OTCYTCTBYET

(DYHKLMOHaNbHOCTb
OTCYTCTBYET
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

DYHKUMOHAIbHOCTb
oTcyTCTBYET
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4. YCTaHOBKa NpOrpamMmmbl

4.1 CucteMHble TpeboBaHUA

CucteMHble TpeboBaHMS K KOMMbIOTEPY, HAa KOTOPOM ycTaHaenmBaetcs EanHbit KnueHt JaCarta npueeneHsbl B

Tabnuue (cm. Tabnuua 5).

Tabmuya 5 — CucremHsie TpeboBaHus

TpeboBaHue

MoponepxvBaeMble
onepaLmOoHHbIE CUCTEMBI

MopnepxvBaeMblie Mogenu
3N1EeKTPOHHBIX K/OYeNn 1
CMapT-KapT puaepos

AO "AnapaunH P..", 1995—-2026 .

CopepxaHue

Astra Linux 1.6/1.7/1.8;
Anbt CI;
Anbt 8 CIT;
AnbT Paboyvas ctaHuma 10/11;
Anbt Cepgep 10/11;
Anbt O6pazosaHue 10/11;
Simply Linux;
PEL OC 7.3/8;
EMIAS OS 1.0;
AlterQOS;
CentOS 7/8/9/10;
CuHTesM KnueHr;
OC POCA KOBANTbT/XPOM/®PELL;
GosLinux;
Ubuntu 16/18/20/22/24;
Debian 9/10/11/12/13;
OcHoBa;
Crpeney,
JnekTpoHHble kntoyu JaCarta:
e JaCarta Remote Access;
e JaCarta LT;
e JaCarta PKI;
o JaCarta PKI/Flash;
e JaCarta PKI/BIO;
e JaCarta PKI/WebPass;
e JaCarta WebPass;
e JaCarta PRO;
e JaCarta SecurBIO;
e JaCarta SF;
e JaCarta SF/TOCT;
e JaCarta FlashDiode;
e JaCarta NFC;
e JaCarta-2 IOCT;
e JaCarta-2 IOCT NFC;
e JaCarta-2 PKI/TOCT;
e JaCarta-2 PKI/TOCT/Flash;
e JaCarta-2 PRO/TOCT;
e JaCarta-2 PKI/BIO/TOCT;

PykoBopacteo agmuHuctpatopa ans OC Linux
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4.2

AO "AnapaunH P..", 1995—-2026 .

JaCarta-2 SE;

JaCarta-2 SF;

JaCarta-3 ITOCT;

JaCarta-3 TOCT/NFC;
JaCarta-3 PKI;

JaCarta-3 PKI/TOCT;
JaCarta-3 PKI/TOCT/Flash;
JaCarta-3 PKI/TOCT/NFC;
JaCarta-3 PKI/NFC;
JaCarta-3 SE;

Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

CMmapT-kapT puaepsbl Aladdin:

CmapT-kapt pugep JCR721;
CmapT-kapt puaep JCR731;
Aladdin SecurBIO Reader JCR761;
Aladdin SecurBIO Reader JCR781

[ns USB-TokeHoB ncnonb3yetcs USB-nopt.

[ns cMapT-KapT He06X0AMMO HanMuMe NOAKIYEHHOIO CYUTLIBATENS CMApPT-KapT.
[N 3neKTpOHHbIX Kntover B hopM-pakTope microSD MOXHO MCNob30BaTh
cnepytowee obopynoBaHue:

[ ]
AnnapaTHble CpeAcTBa °

pa3béM microSD;
pa3béM SD uepes nepexogHuk microSD-to-SD;

USB-nopt yepe3 nepexogHuk microSD-to-USB.

[ins aneKTpoHHbIX Katoueln B dopM-dakTope microUSB MoxHO ncnonb3osatb
cnenyiolee obopynosaHue:

USB-nopt yepe3 nepexogHuk microUSB-to-USB.

Ona Type-C TokeHoB ncnonb3yetcs USB Type-C nopt

PaspelueHue skpaHa PekomeHpyeTtcs He Hke 1024x768

OnuncaHue NakeToB YCTAHOBKU

Ouctpubytus Eamueinn Knuent JaCarta BkiovaeT nakeTbl YCTAaHOBKYW, NPUBEAEHHbIE B Tabnuue (cM. Tabnuua 6).

Tabnya 6 - [lepeyeHb nakeros ycraHoBku AncTpubyTusa EanHeni KnneHt JaCarta

Maitn

install.sh

jacartauc_3.x.x.xxxx_x64.rpm
jepkes11-2_2.x.x.xxx_x64.rpm
jesecurbio_1.x.X.xxx_x64.rpm
readme_JaCartaUC_RPM_x64.txt
RPM-GPG-KEY-ALADDIN_RD-AOQ.public

install.sh
jacartauc_3.x.x.xxxx_al_x64.deb
jepkes11-2_2.x.x.xxx_al_x64.deb

readme_JaCartaUC_Astra.txt

Onucanue

Maket yctanoBku gnga OC PEL OC 7.3/8, Anbt CI, AnbT
8 CM, AnbT Pabouas ctanums 10/11, Anbt CepBep
10/11, Simply Linux, AlterOS, CentOS 7/8/9/10,
CuntesM Knuent, OC POCA KOBA/TbT/XPOM/®PELL

MakeT yctaHoBku ans OC Astra Linux 1.6/1.7/1.8
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daiin OnucaHue
jesecurbio_1.x.x.xxx_x64.deb
AO_Aladdin_public.key

install.sh MakeT yctaHoBkM ans 64-6utHbix OC Ubuntu

jacartauc_3.x.x.xxxx_x64 ru.deb 16/18/20/22/24, Debian 9/10/11/12/13, OCHoga,
Crpenev,

jepkes11-2_2.x.x.xxx_x64.deb

jesecurbio_1.x.x.xxx_x64.deb

readme_JaCartaUC_DEB_x64.txt

install.sh MakeT yctaHoBkm ans OC EMIAS OS 1.0

jacartauc_3.x.x.xxxx_em1.0_x64.rpm
jepkes11-2_2.x.x.xxx_x64.rpm
readme_JaCartaUC_EMIAS.txt
jesecurbio_1.x.x.xxx_x64.deb
RPM-GPG-KEY-ALADDIN_RD-AOQ.public

Mpu npuemke oucTpubyTMBa HEOHXOAMMO BbINOMHSATL KOHTPOJb (MEPUOANYECKUIA KOHTPOIb) OCHOBHbIX
XapaKTepUCTUK, TaKNX Kak KOHTponbHas cymma (KC) atanoHHoro amuctpnbytmea u KC HemsMeHsieMbix $ainos.

KOHTpO/IbHbIE CYMMbI UCMOJHAEMbIX (aiNOB YCTaHOBAEHHOIO NMPOrPaMMHON0 CPeACTBa NPUBEAEHbI B C/IEQYIOLMX
[IOKYMEHTaXx:

o «Cpepncteo MHorodakTopHoi ayteHTUdMKaumMn MFA JaCarta-3. @opmynap. YacTb 1»;

e «CpencrtBo MHorodakTopHo# ayteHTudmkaumm MFA JaCarta-3. ®opmynsap. Yacts 2. CBuaetensctea 06
yNnaKkoBbIBaHWU, MPUEMKE U MAPKUPOBKEY.

4.3  YCTaHOBKa NPOrpamMmbl B peHMMe KOMAHOHOM CTPOKK

YcranoBka EauHoro KnuenTa JaCarta ocywectsngercs C NOMOLLbIO KOMaHAHOM CTPOKM MyTeM 3anycka CKpunTa
install.sh.

B 3aBMCMMOCTM OT ONEepaLMOHHON CUCTEMbI CKPUNT install.sh yCTaHaBAMBAET Pa3nnyHbIe NaKeTbl:

e Astra Linux 1.6/1.7/1.8: jcpkcs11-2 (EauHag bubnuoteka), jacartauc (EanHbit KnneHT), jecsecurbio
(Moaynb nopaepxku buometpun).

e PE[ OC 7.3/8, Anbt CI, Anbt 8 CI1, AnbT Pabouas craHums 10/11, Anet Cepeep 10/11, Simply Linux, AlterOS,
CentOS 7/8/9/10, CuntesM Knuent, OC POCA KOBAJIbT/XPOM/®PELL: jcpkcs11-2 (EmmHas bubnuoteka),
jacartauc (EauHbI KnueHT), jesecurbio (Moaynb noanepxku GuomeTtpun).

e Ubuntu 16/18/20/22/24, Debian 9/10/11/12/13, OCHoBa, CTpeneu; jcpkcs11-2 (EanHas bubnuoteka),
jacartauc (EauHbIN KnneHT), jesecurbio (Moaynb noaaepxku GuomeTtpun).

e EMIAS OS 1.0: ycpkesi1-2 (EavHas bubnuoteka) u jacartauc (EAMHbIA KnneHT), jcsecurbio (Moaynb
noaaepxku bnuometpun).

YcTaHoBKa noapepXku obnactu cucteMHbix ysegomnenuin B OC Debian 10/11/12/13

LNg ycTaHoBKM NOAAEPKKHM 0071aCTH CHCTEMHBIX YBELOMAEHUI gnome Heobxoanmo:

® BbI[IO/IHNUTb B TEPMUHA/IE KOMAaHAY sudo apt-get install gnome-shell-extension-top-icons-
plus

® 33BEPLINTL CEAHC TEKYLUEro M0/1b30BATE/NS KOMAHAON 1logout M OTKPbIT CEAHC MOBTOPHO KOMaHAOH login
o OTKPbITE LOMONMHNTENbHBIE HACTPOViKM . OTKPbLITb MYHKT ‘paclumperms (extensions)”

o BKAOYUTH NapameTp “Topicons plus”
AO "Anapaun P.O.", 1995—-2026T. PykoBoactBo agMuHuctpatopa ans OC Linux Crp.15/99
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4.3.1

YcTraHoBKa nopnepXkn obnactn cucteMHbix ysegomnenuid B OC CentOS 8

L5 YCTaHOBKM NOAAEPXKKM 00/1aCTH CUCTEMHBIX YBEAOMIEHMI gnome HeobXoaMMO.

® BbI[I0/IHUTb B TEPMUHA/IE KOMAaHAY. yum install gnome-tweaks

® BbI[I0/IHUTb B TEPMHUHA/IE KOMAaHAY.: yum install gnome-shell-extension-top-icons

o 33BEPLINTL CEAHC TEKYLUErO M0/1b30BATENS KOMAHAOM 1ogout M OTKPbITb CEAHC MTOBTOPHO KOMAHAOH 1ogin

o OTKDbITH ‘LlONONHNTE IbHBIE HACTPOKKkM . OTKPBITH MYHKT ‘paclumpenuns (extensions)”

BK/IOYUTE napamerp “Top icons”

MapameTpbl ANA YCT3HOBKM NPOrPaMMbl B PEKMME KOMAHAHOW CTPOKM

Mpu ycTaHOBKE NPOrpaMMbl B pEXMME KOMaHAHOM CTPOKM CyLLEeCTBYET BO3MOXHOCTb 334aBaTb 0Ccobble
napametpbl 10 "EauHbiin KnueHT JaCarta” u ux 3HaveHus.

[ins 3apaHna napaMeTpoB HeOBX0AMMO UCMONb30BATb apryMeHThl bash CKpUNTa install.sh. Hanpumep:
./install.sh --sys tray icon visible=no --number days to pin expire=77

Cnucok napameTtpos yctaHoBku 10 "Eannbin KnueHt JaCarta” npu ero ycTaHoBKe B peXnMe KOMaHLHOM CTPOKM
npeLcTasneH B Tabnuue (cM. Tabauua 7).

Tabnuya 7 - lapametpsl 415 ycraHosku 10 "Egqureni Knnert JaCarta” B pexmme KOMargHoH CTPOKH

MapaMeTp ycTaHOBKM Napametp B MpuHUMaeMble OnucaHue
KOH(}UIypaumMoHHOM ¢aiine 3Ha4yeHus
--sys_tray_icon_visible sys-tray-icon-visible yes uau no OT0b6paxatb 3Ha4OK
EpnHoro Knuenta JaCarta B
Tpee
--certs_expiring_warning_visible  certs-expiring-warning-visible yes uaun no OTobpaxatb unu Het

npeaynpexaeHus o6
UCTeKaloLeM CpoKe
nencTeus ceptudukata

--certs_expired_warning_visible certs-expired-warning-visible  yes unu no OTtobpaxatb unu Het
npenynpexaexus ob
UCTEKLLIEM CPOKeE AeNCTBUSA
ceptudumkaTta

--number_days_to_pin_expire number-days-to-pin-expire 0-365 3a CKoNbKO fHeN [o
UCTeYeHUs CPOKa AeNCTBUS
PIN-kopa cnenyet
yBefOMUTb. [1pu 3HaUYeHUU
0 He yBegoMnaTb

--pin_expiration_as_dialog pin-expiration-warning- yes unu no BbiBOAMTL yBEAOMNEHKE 06
display-as-dialog UCTEYEHUN CPOKa AENCTBUS
PIN-kopa B avanorosoM
OKHe

HacTpoiiku, 3aaaHHble Npu yCTaHOBKE, AEMCTBYIOT Ha Bcex nonb3oBateneit OC.

HacTpoliku, 3agaHHble Npu YCTaHOBKE, 3aNUCbIBAOTCS B KOHGUIypaumoHHbIi dain OC
/etc/xdg/AladdinRD/JCUC. conf M yepe3 EanHbiit KnneHT nx MoxHO ByaeT n3MeHUTb, TONIbKO eciv EanHbIn
KnueHT 3anyweH ot cynepnonb3oBatens (sudo\su).

Ecnun pns HacTpoikM 3apaHo 3HavYeHue oTanyHoe ot yes\no unm 0-365, To faHHAg HAaCTpOMKa UrHOPUPYETCS U B
EomHoMm KnueHTe ocTaetcs paHee 3afaHHas HaCTpOMKa B KOHDUIypaLMOHHOM daiine
(/etc/xdg/AladdinRD/JCUC.conf MAMN /home/user name/.config/AladdinRD/JCUC.conf), iMbo
3Ha4YeHWe No YMOYaHUIO.
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4.4

4.5

45.1

YCTaHOBKa NpOrpaMMbl B peXm1Me 3aMKHyTOM NporpaMMHoli cpeabl Astra Linux 1.6/1.7/1.8

B Astra Linux 1.6/1.7/1.8 MOXeT MCNONb30BATLCS PEXMM 3aMKHYTOM nporpaMMHoi cpeppl (3M1C).

B 3aBMCMMOCTM OT MOMeHTa ycTaHOBKM EamHoro Knuenta JaCarta - no unu nocne 3anycka 3MC cywectsyeT Aga
anropuTMa NOAroTOBKM K YCTAaHOBKE NPOrPaMMHbIX CPeACTB.

A. TloaroToBka K ycTaHoBKe B cnyyae, ecnu 3M1C 3anyweHa B OC Astra Linux 1.6/1.7/1.8:
B OC Astra Linux 1.6/1.7/1.8:

1. B«katanor /etc/digsig/keys NOMECTUTb BXOASLMIA B COCTaB aucTpmbyTHBa Eaunbiii Knuent JaCarta
OTKPbITbIN (MYyB6AUYHDBIN) KNKOY A0 Aladdin public.key.

2. BBectu 1 BbINOMHUTb KOMaHAY sudo update-initramfs -u -k all.

MNepesarpy3uTtb KOMMbOTEP.

4. B coOTBETCTBUM C pa3aenioM 4.3 BbINONAHWUTL ycTaHOBKY EanHoro Knuenta JaCarta ¢ noMowbto KOMaHAHOWM
CTPOKM NyTEM 3anycka CKpUNTa install.sh.

W

B. TMMoaroToBKa K ycTaHOBKe B ciiyyae, ecnm Tpebyerca 3anyctutb 3MC nocne yctaHoBku EanMHoro Knuenra
JaCarta:

B OC Astra Linux 1.6/1.7/1.8:

1. B cooTBeTcTBMM C pa3genom 4.3 BbINOJIHUTL YCTaHOBKY EanHoro Knuenta JaCarta ¢ nomMoLLbio KOMaHAHOM
CTPOKM MyTEM 3anycka CKpMNTa install.sh. B npouecce ycTaHOBKM OTKPbITbINA (MyBAUYHBIN) KkOY
A0 Aladdin public.key CKOMUPYETCA B KaTanor /etc/digsig/keys

2. B daiine /etc/digsig/digsig initramfs.conf YCTaHOBWUTb MapaMeTpbl:
DIGSIG_ELF MODE=1.

3. BBecTu v BbINOAHUTb KOMAHAY update-initramfs -u -k all

4. Tlepe3arpysuTb KOMMbIOTEp.

YnpaBneHne MaHAaTHbIM OrpaHuyeHneM gocTyna ana Astra Linux 1.6/1.7/1.8

[ns koppekTHo# paboTel MO EanHbii KnuenT JaCarta nop nonb3oBatensiMu ¢ HeHyneBow MeTkol 6e3onacHoCTH
TpebyeTcs HacTpOUTb 3anyCcK CnyXxbbl pcscd.

3anycK cyHobl pcscd ¢ HeHyneBbIMU MaHAATHbIMK aTpMbyTamu B Astra Linux 1.6/1.7/1.8

HactpouTb goctyn cnyx6bl pcscd MOXHO B iBYX BapuaHTax: A/is BCEX NONb30BaTeNel (MeTKa «ehole») UK AN
HEKOTOpbIX MO/b30BaTenei (HacTpoika NPOMCXOAMT 418 KOHKPETHbIX MaHAATHbIX METOK).

1. [nga 3anycka cepBuca pcscd ¢ HeHyneBow MeTkor 6esonacHocTu (Loctyn ByaeT Ang Bcex nonb3oBartenei)
Heo6X0AMMO BbINONHUTbL CleAytoLLMe WarK:

1.1. dann /1lib/systemd/system/pcscd.service CneayeT NPUBECTU K BUAY:
[Unit]
Description=PC/SC Smart Card Daemon

#Requires=pcscd.socket

[Service]
ExecStart=/usr/sbin/pcscd --foreground
ExecReload=/usr/sbin/pcscd —--hotplug

CapabilitiesParsec=PARSEC CAP PRIV SOCK

[Install]
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#Also=pcscd.socket

WantedBy=multi-user.target

1.2. BBECTU M BbIMOSHUTb KOMAHAbI:
sudo systemctl daemon-reload
sudo systemctl disable pcscd.socket
sudo systemctl restart pcscd.service

sudo systemctl enable pcscd.service

1.3. nmocne 3anycka cepBuca pcscd NpoBepUTb, YTO EMY MPUCBOEHO 3HaYeHUe ehole. [ 3TOrO BbIMOAHUTD
KOMaHay:

sudo pdp-ls -Ma /var/run/pcscd/pcscd.comm

ATpmbyTsl @araia pcscd. comm, JO/DKHbI ObITb TAKUMM.

srw-rw-rw-m-- 1 root root VYposens 0:Huskmii:Her:ehole /var/run/pcscd/pcscd.comm
f?MHOMCVUWHECﬂeayETMaaﬂﬂn:pCﬂﬂiaWﬂﬂ7KOMaHaOﬁf

sudo rm -r /var/run/pcscd/pcscd.comm

U IEPE3ArPY3NTL KOMITLIOTED

2. [lnga 3anycka cepsuca pcscd € onpefeneHHon MeTkoi 6e3onacHoCTH (goctyn ByaeTt 4ns HeKOTopbIX
nonb3oBatenieil) He06XOAMMO BbIMOAHUTL CNeAyLLMe WarK:

2.1. dann /1lib/systemd/system/pcscd.service cnenyert NpuMBeCcTU K BUAY:
[Unit]

Description=PC/SC Smart Card Daemon

[Service]
ExecStart=/usr/sbin/pcscd --foreground
ExecReload=/usr/sbin/pcscd —--hotplug

PDPLabel=1:63:0

[Install]

WantedBy=multi-user.target

PDPLabel=<YpoBeHE>:<YpPOBEHEL IeJIOCTHOCTK>:<KaTeropmumu>

@opmar MeTku PDPLabel aHanorm4eH npuHaromy B cucreme PARSEC 3a UCK/IIOYEHMEM 110715 TUIA - METKM.

B 6710ke koaa yKkasaH npumep ¢ 3aryckom ciyk6sl pcscd ¢ 1-biM ypOBHEM KOHPUAEHUNATIBHOCTH

2.2. BBECTM U BbINOSHUTb KOMaHbl:
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sudo systemctl daemon-reload
sudo systemctl restart pcscd.service
sudo systemctl enable pcscd.service

sudo systemctl status pcscd.service

2.3. BbINONHWUTbL Nepe3arpysky KoMMNboTepa.

4.6 06a3aTenbHble Mepbl NPegoCTOPOHHOCTH

M3BneyeHne TOKEHa UM CMapPT-KapTbl NPU 3aNUCK UK CYUTBIBAHUM MHDOPMaLIMKM MOXKET NPUBECTU K BbIXOAY
ycTpoicTBa u3 ctpos. [Ins obecneveHns KOppekTHOro GyHKLMOHMPOBAHMS TOKEHOB U CMapT-KapT, Nnepes
M3B/IeYEHNEM YCTPOMCTBA HEOOXOAMMO A0XKAATbCS 3aBEPLUEHNS NPOLLECCA 3aNUCK MU CYUTBIBAHUS
nHdopmaumm.
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5. W3mMeHeHre v yaaneHmne nporpammbl

5.1 W3MeHeHve nporpamMmsl

[ns nsmeHeHums nepeyHa yCTaHOBEHHbIX KOMIMOHEHTOB Eomubii Knuent JaCarta Heobxoanmo BPY4YHYHO
YCTAaHOBUTb HeobXxoauMble MaKeTbl C NOMOLWbK Cneayrwmx KoMaH, (B 3aBMCMMOCTHU OT TUNA OC)

® dpkg --install <mma naxera>,

® vyum install <uma makera>.

5.2 YpaneHve nporpamMmbl

Ypanenue Eguroro Knuenta JaCarta BbinonHAETCS NyTeM NOC/IE[0BaTENBHOMO YA3aneHUs NakeToB CneayoWmnMu
KoMaHzamu (B 3aBucumoctu ot tuna 0C):

® dpkg --remove <uMa mnakerTa>,

® yum remove <mMa HaKeTa>.
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6. HacTpomnka paboTbl NporpamMmbl

b Onsa HacTpoiikn EauHoro Knunenrta JaCarta:

1. AxTMBMpOBaTb MYHKT "HacTpoMku' B MeHIO BbICTPOro 3anycka Mam HaxaTb KHOMKY "HacTpovkun” B neBom
HWXXHEM Yyrny 0CHOBHOro okHa EanHbit Knuent JaCarta. byaet otkpbiTo okHO "Hactporikun” (cMm. PucyHok 1).

OCHOBHbIE OTobpaxaTs 3Ha4oK EauHOro KnveHTa JaCarta B 0bniacTu ysegomneHmit
JlorupaBanye OTobpaxaTs NpeaynpexaeHns ob UCTeKawLeM cpoke AeicTBNs cepTudukaTa
®opMaTupoBaHue
O nporpamme OTobpaxaTs NpeaynpexaeHns ob ucTekwem cpoke AeNcTBUA cepTudnKaTa
(] /Tb yBE 06 net p! u3HK PIN-KOZ1a B AWANIOrOBOM OKHE
3a CKONbKO AHEl A0 CTe4eHNA cpoka AeiicTeuA PIN-KoAa cneayeT yseaomuTs | 14 ¢ |
R - 1
AA3bIK MHTepdeiica Pycckuit v|

Pucyrok 1 - OkHo "Hactpovikm'. Bkaagka "OcHoBHbIe "

2. [lepeilTn K HY)XHOM BKNaZKe:
—  "OcHoBHble" — COAEPXMT OCHOBHbIe HacTpoliku EanHoro KnuerTa JaCarta;
—  "JlorpoBaHue" - COLepXUT HACTpOMKKM normpoeaHna EgnuHoro Knuenta JaCarta;
—  "MopmaTtupoBaHMe" — COAEPXKUT HACTPOMKK MacTepa GOPMaTUPOBaHMS MEKTPOHHBIX KIOYeW;
— "O nporpamme" - npepocTasnseT MHbopmaumio o Bepcumn EamHoro KnuenTa JaCarta.

3. BHecTM Heob6xoaMMble U3MEHEHUSI B HACTPOMKM U HaxaTb KHoMKy "OK". IaMeHeHus1 6yayT COXpaHeHbI, OKHO
HacTpoek byaeT 3akpbiTo. [1ns BbIXOAA M3 OKHa HacTpoek 6e3 COXpaHeHUsI BHECEHHbIX U3MEHEHWUI HaXaTb
KHomMky "OTMeHa".

6.1 Bknagka "OcCHoOBHble"

OnucaHue HacTpoek Ha Bknaake "OcHoBHble" NpuBeseHo B Tabauue (cM. Tabauua 8).

Tabnmuya 8 - Brknagka "OcHosHble". OncaHne HacTpoek
Hacrtpolika OnucaHue
OtobpaxaTb 3HAYOK NPUNOXKEHUS B Onpegenset, 6yaeTt M oTobpaxaTbCs 3HaYOK & B NaHenu ynpasneHus
obnacTtu yseomeHni nocne 3anycka EamnHoro Knuenta JaCarta

OTobpaxaTb npesynpexaneHue 06
MCTEKAKLWLEM CPOKe AeNCTBUS
cepTudukaTa

Onpegnenset, 6yneT N1 otobpaxaTbcs NpeaynpexneHue 06 ucTekaolwem
CpOKe AeNCTBMA cepTudmKaTa, XpaHUMOM B NaMSTH NPUIOXKEHUS

OTobpaxaTb npesynpexaneHve 06
UCTEKLIEM CpOKe AelCcTBUS
ceptudukaTa

Onpegnensert, 6yneT M oTobpaxaTbcs npesynpexaeHne o6 UCTeKLLEM Cpoke
LefcTBUA cepTUdMKaTa, XpaHUMOM B NaMATH MPUMIOKEHUS

BbiBOAUTL yBEAOMNEeHUe 00
UCTEYEHUM BPEMEHM XMU3HM PIN-
KOAa B MaNOroBOM OKHe

Onpegnensert, bynet nu oTobpaxaTbcs yBeaomneHne 06 UcteyeHn BpeMeHn
xu3Hu PIN-kopa B ananorosom okHe (anga JaCarta PKI n JaCarta PRO)

3a CKONbKO AHEN A0 UCTeYeHuUs Onpepenser, 3a CKONbKO fHeW A0 ncteveHus spemenn xun3nun PIN-koaa
cpoka aevicteus PIN-kona cnenyeT  BbIBOAMTH yBefoMmneHue. [locTynHble 3HayeHus ot 1 no 365 aHei. Mpu
YBELOMUTH 3Ha4yeHun pasHom O yBegOMNEHME HE BbIBOAUTCA

S13bIk MHTEpDeENca Mo3BonseT BbIGpaThb 93bIK MHTepdelica EanHoro KnvenTa JaCarta
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6.2 Bknagka "JlornposaHue"

Bknapka "JlormpoBaHue" copepxut HacTporiku normposaHus EanHoro Knuenta JaCarta (cM. PucyHok 2).

OCHOBHble EavHbIn KnveHT JaCarta
:
®opmaTupoBaHue Cratyc |BoikJ1. v ‘

O nporpamme

v g

EavHas bubnnoteka PKCS #11

T
CraTyc iBblKl‘L v ‘

e ==

[ CoxpamaTs cobuiTus Eanrioro KnuenTa JaCarta & nor cobsimii Linux

PucyHok 2 - OkHo "Hactposikn". Bknagka Jlormposammne”

OnucaHue HacTpoek Bknaaku "JlormpoBaHue” npueeneHo B Tabnuue (cm. Tabnuua 9).
Tabmuya 9 - Brknasgka "Jlormposarme”. OnvcaHme HacTpoek

Hactpoiika OnucaHue

3apaet HacTponku nornposaHus EanHoro Knuenta JaCarta:
CermeHT "EauHbIi KaneHT e "Cratyc" - nng Bbibopa onumit: Beikn. / Bkn.
JaCarta” e [lone "MyTb K dainy" - ans otobpaxkeHus nytv Kk daiiny c noramu

e KHonka "0630p" - ong ykasaHus MecTa pacnonoxeHus daiina c noramm

3apaeT HacTpoiiku norupoBaHus EguHon 6ubnunotekm PKCS#11:
CermeHT "EaunHas e "Cratyc" - nng Bbibopa onuuit: Boikn. / Bkn.
6ubnmnoteka PKCS #11” e Tone "MlyTb K daitny" — Ang oTobpaxeHUs NyTH K daiiny ¢ noramu

e KHonka "0630p" - ong ykasaHus MecTa pacnonoxeHus daina c noramu

Mocne yctaHoBkM dnaxka, B or no nytu /var/log/jacartauc/jcuc_events.log 6yayt
3anucaHbl cnenytolwme cobbitua EauHoro KnuenTa JaCarta:

e 3anyck u 3aBepleHue pabotsl MO "EamnHbiil KnueHT JaCarta”;

®naxok "CoxpaHsTb o ToAKNKOUEHME U OTK/IOYEHME TOKEHA MM CMapT-KapThi;
cobbiTnst EanMHoro Knuexta

JaCarta B nor cobbiTui
Linux" e YcnewHas unu HeycnewHas cMeHa PIN-koga nonb3oBatens u
aAMMHUCTPATOPa;

L] YcnewHas unm HeycnewHasd ayTeHTVICbVIKaLI,Mﬂ B NpunoxeHue;

e (MopMaTMpOBaHWE NMPUNOXKEHHUS;

e Pa3bnokupoBka ToKeHa

OnucaHue cobbITUI, COXpaHseMbIX B 10T cObbITMIA Linux, npeactaBneHo B Tabnuue (cm. Tabnuua 10).
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Tabmuya 10 — Onucanme cobbiTui, COXPaHAEMbIX B 10I cOObITui Linux

YpoBeHb Koga cobbitus OnucaHue MoapobHocTu
[Info] Kop cobbitna: 1001 BbinonHeH 3anyck nporpammsl "EauHbiii Knuent JaCarta” Bepcus: [Homep Bepcun] Usrotoeutens: AO "Anagavi P. [."
. Owwnbka: [kop ownbku] Bepcua: [Homep Bepcum] U3rotosutens: AO "AnaaauH
[Error] Kopn cobbitns: 1002 Owwmbka 3anycka nporpammel "EanHbii Knuent JaCarta” P.IL" [xoA ]Bep [ p Bepeuv] Al
BbinonHeHo 3aBeplueHne paboTbl nporpaMmel "EanHbIN KnneHT Owwubka: [kop ownbku] Bepcus: [Homep Bepcuu] U3rotosutens: AO "AnapamH
[Info] Kon cobbiTus: 1003 ! P P porp A Oa: koA ] Bepcusi: [Homep sepcun] Al
JaCarta P. O.
Ownbka KOHTPONS LenocTHOCTU nporpammsl "EauHeit Knuent Owwubka: [kop ownbku] Bepcus: [Homep Bepcumn] U3rotosutens: AO "AnaaauH
[Info] Koz coBbimus: 1004 3 KOHTPOnA U porp A bka: [koa 1 Bepeus: [Homep sepcum] AR
JaCarta P. O.
[Info] Kop cobbitna: 1005 BbinonHEHO NOAKIOYEHWE YCTPOMCTBA Mogpenb, CepuitHblit HoMep, MeTka
[Info] Kopg cobbitnsa: 1006  BbINONHEHO OTK/IKOYEHME YCTPOMCTBA Mogenb, CepuitHbIt HoMep, MeTka
Mogenb, CepuiiHblii HOMep, MeTka
BbinonHeHa nonbiTka ayTeHTMdUKaLMM Nob30BaTens B
[Info\Error] Kop cobbitus: 1007 o MoppobHocTn ayTeHTMdUKaumm: PesynbtaT, Annnet, OCTaTok NonbITOK
NpUNOXeHne [MMS NPUNOXKEHWUS] B YCTPOMCTBE
ayTeHTMduMKaunm
BbinonHeHa nonbiTka nsmeHexnusa PIN-koaa Mogenb, CepuiiHblit HoMep, MeTka
[Info\Error] Kop cobbitna: 1008  [nonb3oBaTtens/anMuHUCTPaTopa) npunoxexus [ums npunoxenuns] B MoapobHocTn nsmerenus PIN-koaa [nonb3oBatens/agMUMHUCTPaTOpa]:
yCTpoWicTBE Pe3ynbtat, Annnet
Mogenb, CepuitHblii HoMep, MeTka
. . MoapobHocTn 6nokmMposku: Annnet
[Warning] Kopn cobbitns: 1009  3a610KMpOBaHO MPUNOXEHUE [MMS NPUNOXEHUS] B yCTPONCTBE AP P
MprymHa BNOKMPOBKU: AOCTUKEHUE NPEfeNbHOro YMCIa Noc/iefoBaTeNbHbIX
HeyAauHbIX NOoNbITOK NpeabasneHns PIN-koga nonb3osaTens
. Mogenb, CepuitHblii HoMep, MeTka
[Info] Kop cobbitns: 1010  Pa3bnoknpoBaHO NpUnoXeHUe [MMs NpUNoXeHUs] B yCTPOCTBE
MoopobHOCTM pa3biokMpoBKK: Annnet
BbinonHeHa nonbiTka GoOpMaTMPOBAHUS MPUNOXKEHUS [UMS Mogenb, CepuiiHbi HOMep, MeTka
[Info\Error] Kog cobbitns: 1011 (P P P P [ A P P
NPUNOXeHus] B yCTpoOMCTBe MopapobHocTn dopmaTupoBanus: Pesynbtat, Annnet
. Heobxopumo cMeHuTb PIN-KOA nonb3oBatens ans NpunoXxeHus L.
[Warning] Kopn, cobbitnsa: 1020 A A Ana np Mogenb, CepuitHbIi HOMep, AnnneT
[MMsa npunoxenua]
. Cpok pericteus PIN-koaa nonb3oBaTenst 4ns NpunoXeHus [ums L
[Warning] Kopg cobbitna: 1020 pok A A AnA p [ Mogpenb, CepuitHbIn HOMep, AnnneT
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6.3 Bknapgka "®opmatuposaHue"

Bknapka "®opMaTupoBaHue” npeaHasHaveHa Ans Bblbopa pexxuma paboTbl MacTepa GopMaTUpOBaHMS
npunoxeHun (cM. PucyHok 3).

OCHOBHble BoibepyTe pexum paboTei MacTepa (hopMaTUPOBaHUA MPUIOXKEHNA, KoTopbii 6y aeT
NloruposaHue WCM0/Ib30BATLCA 10 yMOTHAHMIO

QdopMaTiposaHe @) PacLUMpeHHBbIi.

O nporpamme ®dopMaTupoBaTh Np noapobHo 3an napameTpamu.

O CTaHAapTHBIN.
DOpMaTUPOBAThL NPUIOXKEHWE NAapaMeTPaMm Mo YMONHaHMIO.

e} ®opMaTupoBaTh Mo wabnowy.
DOPMaTUPOBaTL NPUIOXKEHNE NapaMeTpamu u3 wabnoHa.

® COpocuTb HacTPoONKY.
AOns seibopa pexuMa hopMaTUPOBaHWUS MPUIOXKEHWS MPY K3XXKAOM 3anycke MacTepa.

PucyHok 3 - OkHo "Hactpovikn'. Bknagka "@opmatupoBarme”

OnucaHue HacTpoek Bknaaku "MopMatnpoBaHue” npmeeneHo B Tabnuue (cm. Tabnamua 11).
Tabnuya 11 - Bknagka "@opmarmposanne”. OnucaHne HacTpoek

Hactpoiika OnucaHue

Mpu GopMaTUPOBAHUM NpPUNOXEHUS OyAyT MPUMEHEHbI MApaMeTpbl, 3aAaHHble

PacwmpeHHbIi
nonb3oBaTenem

Mpu dopMaTUpPOBaHUM MPUNOXKEHWS GYAYT NMPUMEHEHbI CTaHLAPTHbIE MapaMeTpbl.

CraHpapTHbIN
Aap Pexxum BbIbpaH no ymonyaHuio

Mo yMonuaHuw 6yoeT MCNONb30BaTbCs pexuM (HOPMATUPOBaHWS MO paHee

®opmatupoBaTb No WabnoHy
HaCTPOEHHOMY LWabnoHy

BblBOAMTL 3anpoc 0 Bbibope pexkuma OydeT Mpu KaKAOM 3anycke Mactepa

C6pocuTb HacTpoiiKy dhopMaTUpoBaHus
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6.4 Bknagka "O nporpamme”

Bknagka "O nporpamme” copepxuT cBefeHus o6 yctaHoBneHHOM 3k3emnngpe EanHoro Knuexta JaCarta

(cm. PucyHok 4).

OCHOBHble
JNloruposaHue
DopMaTHUpoBaHue

EanHbin Knnent JaCarta

Bepcus 3.2.0 Cbopka 3502

TexHuyeckan nogaepxka:
+7 (499) 702-3968
www.aladdin-rd.ru/support/tickets/create
BHumaHue!

[laHHas NporpamMma 3alliuileHa 33KoHoM 06 aBTOPCKMX NPaBax U Mex
cor, . H socnpon W/unu pacnpocTpaHel

w/unun noboii e& YacTn BAEYET rPaXKAaHCKYH, aAMUHWUCTPATUBHYK 1
OTBETCTBEHHOCTL B COOTBETCTBUM C 33KOHOAATENLCTBOM PoCCHICKON

© 1995 - 2024, AO "AnapavH P.[1." Bce npasa 3allULLEHb!

PucyHok 4 - OkHo "Hactpovikn”. Bkaaagka "O nporpamme”

6.5 CmapT-KkapT puaep JCR: nameHeHue pexnma paboTbl

@ [na monenei cmapT-kapT puaepoB JCR LOCTYNHO M3MEHEHWE pexxnMa paboTbl 4Nist yiydLleHus 6bICTPOAENCTBHS.
Bo3MoxeH BbIGOp Mexay CTaHAAPTHBIM peXXMMOM paboTbl CMapT-KapT puAepa, MOJHOCTbI0 COOTBETCTBYOLWMM

ctaHpapty I1SO 7816-3 1 yCKOPEHHBbIM PEXMMOM, COAEPXKaLLUM U3MEHEHHbIE NapaMeTpbl cTaHaapTa ISO 7816-3 u

obecneynBaL UM NOBbILWEHHYO NPOM3BOAUTENBHOCTb CMAPT-KapT puaepa.

P Ona usmeHeHus pexuma paboTbl HEO6XOAUMO:

1. Moakntountb cMapT-KapT puaep JCR Kk KoMnbloTepy;
2. BcraButb cMapT-KapTy B cMapT-KapT puaep JCR m 3anyctutb MO "Eamnbbii KnuenT JaCarta” oT uMeHu
cynepnosib3oBaTens (aAMUHUCTPATOPA);

3. EcnM nopkniouyeHo HeCKObKO 3/1EKTPOHHBIM K/toUel, TO BbIOpaTb 3HAUOK HY>XKHOTO Kitoua B 0b6nactu cneea u
nepenTn B pacLUMPEHHbIN PeXnM;

4. Bo Bknaake "MHbopMaLms 0 TOKeHe" Bbl3BaTb KOHTEKCTHOE MEHIO M BbIOpaTh XenaeMblii pexxum (Mo
YyMONYaHuIo BblIBpaH CTaHAapTHbIN) (cM. PucyHok 5).

AO "AnapaunH P..", 1995—-2026 .

PykoBopacteo agmuHuctpatopa ans OC Linux

Crp.25/99



Eamubin Knuent JaCarta

EawHbiia KnuenT JaCarta - 0O %
EavHbln Knnent JaCarta Ana“.wvm)
JCR721
JCR721
J VIH(hOPMBELMA 0 TOKEHE | PKI |FOCT‘
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Homep Mogenn JCR721-0AWRN
CepuiiHIil HoMep 16A14B5F
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BepcuA MeHePKepa NpUNoXKeH i 00.07.01.05
NaTa Nnpon3BoAcTBa 2023-01-26
WndopMaums o TokeHe
HasgaHne KonWpoeaTk BCe NapaMeTpel rocTt
Homep mopenn V| CTaHAapTHbIA
CepUiiHLIR HoMep
MoAHEIA cepuitHeli HoMep 4E43002323 YcKkopeHHein
OBWwas NaMaTe 80 Kbait
CeobofHan NaMATL 18 KbaiT (22%)
NaTa Nnpon3BoAcTBa 10-10-2022
chop MA O Npw PKI

AnnneT Laser
Wma JCR721
CeobogHan NaMATE 18502 BaiT
PIN-kof YCTaHoBNEH
NnuHa PIN-Koaa [4..186]
MaKe. KONMYeCcTBO NONBITOK BBOAE PIN-KOAE 15
OcTanoce nonelTok BBoAa PIN-kKoga 15
AnwHa PIN-Koaa agMUHWCTpaTopa [4..18]
MaKe, KONMYeCTBO NONBITOK BBOAS 15

acTpoiKu PIN-KoAa agMWHWCTpaTopa
OcTanoce NOMeITOK BBOAE

15
PIN-KOAa aAMWHUCTPaTOPa
ISR S B Cnocob ayTenTudukauymmn PIN-koA
CTaHAapTHLIR pexm

Cnocob avTeHTudukaumm ¥

PucyHok 5 - Brnagka "MH@opmaums o TokeHe'". KOHTEKCTHOE MEHIO BbIOOPA pexMa paboTsl puaepa

5. bypet otobpaxkeHo MHHOPMaLMOHHOE coobLLeHMe 0 HE0BX0ANMMOCTH NEPENOAKNIOYUTL CMAPT-KapT puaep
NS U3MeHeHus pexxuma paboTbl (cM. PucyHok 6);
6. Haxatb kHonky "OK" ong 3aKkpbITHst COOBLLEHUS.

BHumaHue!

+/ Tlepenogknio-HiTe pugep ON8 NPUMEHEHWA HAaCTPoeK

=

PucyHok 6 - MH@GOpMaLnoHHoe coobLyeHne O NEPENOAKIIOYEHNN PUAEPA

Brumanmne! Bo uzbexanne BO3IHUMKHOBEHMS HEMPEABUACHHBIX OLWMOOK paboToCrIoCOOHOCTH, HEOOX0AMMO
0043aTE/IbHO IEPENOAKNIOYUTL CMAPT-KapT pugep B USB-nopt komrbroTepa.

6.6 Aladdin SecurBIO Reader: nameHeHue TMna 6MOMETPUYECKON CUCTEMBI CMAPT-KapT puaepa

@ [na buomeTtpunyeckoro cmapT-kapT puaepa Aladdin SecurBIO Reader 4OCTYnNHO M3MeHeHUWe TvMA
6MOMeTpHUECKON CUCTEMDBI ANS NMOBbLILLEHUS BEPOSTHOCTU CO34aHMs BUOMeTpryeckoro wabnoHa. BozMoxeH
BbI6GOp Mexay CTaHAAPTHLIM TUMNOM BMOMETPUYECKON CUCTEMbI CMAPT-KapT PUAEPA U YNPOLWEHHBIM PEXUMOM.

VI3MEHATb THIT OMOMETPUYECKOH CHMCTEMbI CMAapPT-KapT pugepa Aladdin SecurBIO Reader crnegyer 1o/1bKo ripu
HEO[HOKPATHOM 3aTPYAHEHUM IPU CO3[AHUN OBUOMETPHUYECKOIO WAb/IOHA

P Ona usmeHeHus pexmma paboTel HEO6XOAUMO:

1. TMoakntountb GMOMeTpUYECcKUiA cMapT-kapT puaep Aladdin SecurBIO Reader k komnbtoTepy.

2. BcTaBuTb NepcoHanbHy CcMapT-KapTy B GuoMeTpuyeckuit cMapt-kapt puaep Aladdin SecurBIO Reader u
3anyctutb MO "EamHbiii KnueHt JaCarta” oT MMeHu cynepnonb3oBatens (aAMMHUCTPATopa);

3. Ecnam nofkntoyeHO HECKONIbKO 3/TEKTPOHHBIM KIHOUEN, TO BbIBpaTh 3HAYOK HYXKHOIO KJto4a B 06nactu cnesa u
nepenTn B PacLUMPEHHbIN PeXnM;

4. Bo Bknaake "MHdopmaLms 0 TOKeHe" Bbi3BaTb KOHTEKCTHOE MEHIO M BbibpaTh XXenaeMbli pexxum paboTbl
H61oMeTprnYecKom CUCTeMbI (MO YMONYAHMIO BbIBpaH CTaHAAPTHbIA pexuM) (CM. PucyHok 7);
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EawHblid KnueHT JaCarta

EauHbin Knuedt JaCarta

BIO

J WHdbopMaumra o ToKeHe | PKI/BIO |

MuchopMauma o cunuTEBaTENE
HazzaHune

Homep mogenu

CepUWiiHEIR HoMep

Aladdin R.D. JCR SecurBio 00
JCR761-0ABRP
7D291327

UID mukpokoHTponnepa
BepclA MeHe xepa npuiodeHnit
[aTa npov3eoAcTea

KonvpoBaTke BCe NapameTpel

Pexum paboTe puaepa...

WHchopMaun | cranaapTHEGI
HazsaHwne

Homep mogen

¥NpoLyeHHLIR JC303-1DR 3.0

CepUWiAHEIiA HoMmep 4SEAADGF
MoNHEIR cepUAHLIA HoMep 4E3500055119304E
Obwas NaMaTe 20 KbalT
CeobogHan namMaTe 45 KbanT (56%)
[NaTanpowssogcTea 17-11-2022
WMHchopMauua o npunoxenun PKI/BIO

AnnneT Laser

mA BIO

CeoboaHan NamATe 46570 BalT
PIM-ko g, YcTaHoBNEH
OnvHa PIN-kooa [4..18]

OTneyaTok naneya (BIO) YeTaHoeneH (BIO)
Makc. KonndecTBO NonelTok BBoda PIN-ko... 15

OcTanock NonelTok BBoAa PIN-koga w BIO PIN: 15, BIO: 15
OnuHa PIN-Koga agMUHWUCTpaTopa [4..18]

Makc, Konn4ecTBo NoNBITOK BBOAE 15

PIN-KOOa agMUHUCTpaTOpPa
OcTanock NonsITOK BEOOE
PIN-kAAa 3 AMAHACTRATARS

Hactpoikn

MepekNOYMTECA B
CTaHAEpTHBIA peEXAm

15 L

PucyHok 7 - Brnagka "MH@opmaums o TokeHe'". KOHTEKCTHOE MEHIO BbIOOPA PEXMa paboTsl puaepa

5. bygnert otobpaxeHo MHBOpPMaLMOHHOE CoobLeHMEe 0 HEOOXOAMMOCTM NEPENOAKIOYMUTD CMAPT-KAPT puaep
NS U3MeHeHus Tuna buomeTpuueckon cuctemsol (CM. PucyHok 8);
6. Haxatb kHonky "OK" ong 3aKkpbITHst COOBLLEHUS.

BHumaHue!

+/ Tlepenogknio-HiTe pugep ON8 NPUMEHEHWA HAaCTPoeK

=

PucyHok 8 - MH@pOpMaLnoHHoe coobLyeHne O NePENOAKIOYEHNN PUAEPA

Brumanmne! Bo uzbexanme BO3IHUKHOBEHMS HEMPELBUAEHHbIX OLWHOOK paboTocriocOb6HOCTH, HEOOX04MMO
0043aTe/IbHO NEPENOAKIOYUTL CMAPT-KapT puaep B USB-ropTt ripu uaMeHeHuu tmna 6MoMeTpu4eckos
cucrempl

6.7 [lapamMeTpsbl 3anycKa

Ina NO EpmuHbit Knuent JaCarta focTynHo ABa napaMeTpa 3anycka:

1. -s - mapameTp COOTBETCTBYET 3anyCcKy NONHOMYHKUMOHANbHOM Bepcumn Eannbin KnuenT JaCarta B cBepHYTOM
pexuMme. [laHHbIM napameTp npuMeHuM npu gobasnenmmn EamHoro Knuenta JaCarta B aBTo3arpysky, 4tobbl npu
KaxaoM 3anycke cucteMol EauHbiin KnueHt JaCarta He pa3BopayunBancs Ha Becb 3kpaH (CM. PucyHok 9).
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6.8

6.8.1

1,

PenakTop Aapnbikos - /home/admintest/.config/autostart/jacartauc.sh.desktop* — M...

PepakTop apneikoe - /home/admi
Tun: MpunoxeHue i
HUms: JaCartauC
Wms [rul:
3Ha40K: /opt/jacar‘tauc/bin/jacar‘tauc—48.png| | Qé)
3Hau4ok [ru]:
KomaHpga: Jopt/fjacartauc/bin/fjacartauc.sh -s
Cnpaeka KonupoeaTb u3... ‘ nNa ‘ OTMeHa

Pucyrok 9 — [lobasnerme napamerpa 3arnycka

2. -1sm - mapaMeTp CcooTBeTCTBYeT 3anycky EauHoro Knuewta JaCarta B cTaHpaptHOM pexwume: 6e3
BO3MOXXHOCTM NEPEKIOUUTLCS B PACLUIMPEHHBIN PEXUM U U3MEHEHMS HAaCTPOEK KIIMEHTa.

Ecnun HM 0pMH M3 NnapaMeTpoB 3anycka He ucnosblyetcs, To EamHbin KnueHt JaCarta 6ynet aBTomaTnyeckm
3anycKaTbCs B PEXUME MO YMONYAHUIO.

JaCarta SecurBIO: HacTponKa n paboTa

JaCarta SecurBIO - kntoueBon Hocutens MHbopMaumm (USB-TokeH) co BCTPOEHHbIM CKAHEPOM OTNEYaTKOB NasbLEeB,
KOTOPbIMA MOAEHTUYEH TOKEHY, OLLHAKO KOHTPOJIb JOCTYNA K KNHOYEBOMY HOCUTESIO YCUIEH 3a CYET BUOMETpUYECKOW
UAEeHTUPUKALMM NO OTMNEYaTKy NanbLa.

JaCarta SecurBIO gaBnsetca CCID-coBMectuMbiM USB-yCTPOMCTBOM M COYETaeT B OAHOM Kopryce EMKOCTHbIN
CKaHep 0TrneyaTkoB MasbLeB, BUOPOMOTOP, CBETOAMOAbI U APYTME KOMMOHEHTSI.

B paHHOM pasgene onucaHbl HacTpoiKa (perMctpauns OTnevyaTkoB MasnbueB, COPOC K 3aBOACKMM HACTPOMKaM,
CMeHa pexuma bruoMeTpryeckon naeHTuduKkauum u 1.40.) 1 pabota c JaCarta SecurBIO.

MNMepen nepBbiM wucnonb3oBaHMeMm JaCarta SecurBIO pekomeHayeTcs cMeHuTb PIN-kop agMuHucTpaTopa,
YCTAHOB/EHHbIV MO YMONYaHuio oT npunoxenus BIO Manager.

PIN-kopnb! ot npunoxenus BIO Manager ykasaHbl B Tabnuue (cm. Tabnuua 12).
Tabmuya 12 - PIN-kogbr npmnoxenns BIO Manager

Mapametp MNpunoxenne BIO Manager

PIN-kog agMMHMUCTpaTOpa N0 YMONYaHUIO 1234567890
PIN-kon nonb3oBaTtenisi o yMon4YaHuUio He npefycMoTpeH

PIN-kop cbpoca K 3aBOACKMM HACTpOMKaM 0801378717

Vi3meHeHne PIN-Ko4 aAMUHNCTPATOPAa

P Ona cMenbl PIN-koaa agMUHUCTpaTopa HeobxoauMo:

1. TMoakntounTb 3neKTpoHHbIM Kntod JaCarta SecurBIO k pasbemy USB komnbtoTepa, 3anyctutb 10 "EQuHbIN
Knuent JaCarta" v nepekniounTbCs B paclUMPEHHbIN PEXUM;

2. WNudopmaumns 06 3neKTpoHHOM Kitoye byaeT oTobpaxkeHa B OCHOBHOM OKHe, BbIMOJIHEHWUS AOMNONHUTENBHbIX
LeicTBui He TpebyeTcs. ECM NoaKIYEHO HECKONBbKO 3IEKTPOHHBIX K/THOYEN, TO BbIOpaTh 3HAYOK HY)XKHOMO
Kntoya B 06n1actu cnesa;

3. Tlepentun Ha Bknagky "BIO Manager” n Haxatb kHomKy "CMeHuTb PIN-koa" (cM. PucyHok 10);

o cmeHbl PIN-koga no ymonuauuio Ha Bknagke "BIO Manager” otobpaxaeTcs yBegoMieHMe 0 He06X0AMMOCTH

cmeHbl PIN-kopga AoMUMHKUCTpPaTOpa NO YMOMYaHMIO.

AO "AnapgguH P.0.", 1995—-2026T. PykoBopacteo agmuHuctpatopa ans OC Linux Crp. 28 /99



Eaounbii Knuent JaCarta

EQMHBIA KnueHT JaCarta

EavHbin Knuent JaCarta Ana‘:ggun)

Bepcwa: 3.3.0.3570

JaCarta SecurBIO

‘ MH(pOPMaLWA 0 TOKEHE | FOCTl BIO Manager ‘

.

CBpoc K 33800CKHM <'>}2 H3MeHUTE
HacTpoiikaM XD Kondurypauvio

EHWUTh KaYecT
YcraHoeneH PIN-kop no ymonuyaHuio. PeKkoMeHayeTca BeecTn PIN-kon
cMeHuTE PIN-Kog

Pucyrok 10 - Bknagka "BIO Manager”. 2nemeHr yrpasnennsa "‘Cmernts PIN-kog "

4. B otkpbiBwmMcs okHe "CMenunTb PIN-koa" BBecTv Tekywumii PIN-kog (no ymMonyaHuio 1234567890), Hosbil PIN-
Ko M HaxaTb KHornky "OK" (cMm. PucyHok 11);

CMeHMTb PIN-kOf

Tekywmi PIN-kog
|escoosssse |Be 3

Hoewin PIN-kog

|sscsssssse B3
MogTeepownTe PIN-Kof

| esceeeseeel |

(0].4 OTMeHa

Pucyrok 11 — OkHo "Cmenuts PIN-kon"”

5. Tlocne 3aBepweHus npouecca cMeHbl PIN-koga agMuHMCTpaTopa MOSIBUTCS OKHO C pe3ynbTaTOM ero
BbINONHEHUS (CM. PucyHok 12). HaxaTb kHonky "OK".

CmMeHnTb PIN-kog

+* PIN-kofg ycnewHo nsMeHeH

0K

Pucyrok 12 — OkHo "Cmenuts PIN-koa" ¢ pe3yibTarom
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6.8.2 Bopg PIN-koga AgMuHmucTpartopa ot BIO Manager

i ucrnonib30BaHns QYyHKUMI C PErUCTPAUMEN OTINEYaTKOB [1a/1bLEB [10/1b30BATEN MU 3AMUHUCTPATOPA
Heobxoamumo Beectu PIN-kog aammuHucTparopa. besz ero BBOAa 31 QyHKLUMM HEGKTUBHBI (CM. PucyHok 13)!
P Nna Beopa PIN-koaa agMuHucTpatopa ot BIO Manager Heo6xoamuMo:
1. TMeperitn Ha Bknaaky "BIO Manager”, HaxaTtb KHonky "Beectn PIN-kog" (cM. PucyHok 13);

EquHbIi KnuenT JaCarta _ O

EanHbin Knmedt JaCarta Ana‘:mm)

Bepcua: 3.3.0.3570

JaCarta SecurBIO

3 SecurBIO

| WHhOPMaLWA 0 TOKEHE | FOCTl BIO Manager |

CBpoc K 3aBOACKUM

.\Q-,“D

BeecTu PIN-kof

Pucyrok 13 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

@ [o Havana agMuHucTpupoBaHua USB-TokeHa pekomeHayeTcs cMeHuTb PIN-koa no ymonyaHuio Ha HOoBbIR PIN-
Kog (cMm. n. 6.8.1)

2. B otkpbiBlLIMMCS OKHe "AyTeHTudumKaums” Beectu Tekywwmnin PIN-kog u HaxaTtb kHonky "OK" (cM. PucyHok 14);

AyTeHTUdKMKALKUA

BeegwTe PIN-Kog
esecscesee | &b

PucyHok 14 — OkHo "AyreHtngmkauymnsa”

3. TMocne BBoaa PIN-kopa kHonka "Beectu PIN-koa" nponageT v CTaHOBSATCS aKTMBHBIMU KHOMKK "OTneyaTku
nonb3oBatens” n "OTneyaTkm agMUHUCTpaTopa”, "Pexxnm 6uoMeTpuyeckon uaeHTuduKaummn” (ecnm paHee
6blIM 3aperncTpMpoBaHbl OTNEeYaTKMU NanbLEB NOAb30BaTeNs), "M3aMeHUTb KOHOUrypauui” u "M3meHutb

kavectBo PIN-kopa" (cM. PucyHok 15).

Takxke nocne Beoaa PIN-kona oTobpaxaeTcs kHomka "Boixos" (cM. PucyHok 15), koTopasi no3BoniseT 3aBeplumnTb
AKTUMBHYHO CECCUI0 NMONb30BaTeNa 3/1IEKTPOHHOrO Ktova B MO "Eanubivi Knuent JaCarta”.
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EQuHbii KnuedT JaCarta

EanHbin Knwent JaCarta Ana:AAun)

Bepcus: 3.3.5.3866

JaCarta SecurBIO

‘ VHopMaLns 0 TokeHe | rocTt | BIO Manager ’

O MM c np
X CmenunTs PIN-k ZEKAR Ve
EmenuTh FIN-Kog BuomeTpuyeckon é“%
VAEHTVDVKAUMN
OTnevatkm OTnevatkm VameruTs CHpoc k 3aBoACKUM
nonb3oBartens aoMURMCTpaTopa [fQ) KoHduUrypaumio (> HacTpovikam
|

HacTpoiiku

Mepekn4nTLCs B

CTEHOAPTHLIA PEXUM Beixog
—

Pucyrok 15 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

6.8.3  PerncrpaymAa oTnevyaTKoB NasbLeB aagMUHNUCTPATOPa

» ina no6aBneHns oTNe4aTKOB NanbLeB aAMMHUCTpaTOpa Heo6xoaUMO:
1. Tepevitn Ha Bknaaky "BIO Manager” n Beectn PIN-kon agMuHuctpartopa (cM. n. 6.8.2);
é] be3 BBoaa PIN-kona ALMUHUCTpaTOpa HEBO3MOXHO 3aperncTpupoBaTh OTNEYATKM NafbLEB.

2. Ha sknagke "BIO Manager" Haxatb kHonky "OTneyaTtku agMuHucTpatopa” (cM. PucyHok 16);

EAWHbIA KnueHT JaCarta

EavHbin KnnenTt JaCarta Ana‘\g,qnn)

Bepcwua: 3.3.0.3570

JaCarta SecurBIO

ecurBlO

| WH(popMaLWA 0 ToKeHe | FOCTl BIO Manager

OnepaumnK ¢ Npu
mCMEHVITh PlN-kon 75 Pex CBpoc K 3aBOACKMM MameHnTh
. B e 7]
EwennTh FICKOA Z 4 HACTPOAKEM KOHBUrypaumo

EWSMQHHTI: KE4eCTBO
PIN-KoO3

1eT

OEHT m

OTneYaTkn OTneqaTkm B 6ok pOBATE
NonL30BaTens 3AMUHUCTPaTOpa gﬁ Buow VK
i LeHT KaLW Ko

PucyHok 16 — OkHo Eanroro Knnenta JaCarta. Bknasgka "BIO Manager”

3. bygmer oTkpbiTo OKHO "Perucrtpaums otneuvaTtkoB” (cM. PucyHok 17). B okHe "Peructpaums ortneyatkos”

CXeMaTnyHo M306pa)KEHbI 2 oTnevyatka NagoHen - neeas M npaBagd - " AYENKM Bbl60pa nanbua Anga

perucTpaumu;
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PEI'VICTpaLWIﬂ oTrneyaTkoe

YKaxuTte nanew 419 USMEHeHUA oTneyartka

3aBepLnTL

Pucyrok 17 — OkHo "Perucrpaums otne4arkos”

4. OtMmeTtnTb dnaxkkoM BbibpaHHbIA nmanew (cM. PucyHok 18), npu 3TomM uHamkatop Ha USB-TokeHe HauHeT
npepbIBUCTO ropeTb (BbICTPO) KPaCHbIM LLBETOM;

/% Peructpauus oTne4yaTkos X
PerMCTpau,vm oTrneyaTkoB

Mpunoxure nanew| kK ckaHepy

Pucyrok 18 — OkHo "Perucrpaums otne4arkos”

5. TpunoxwuTb Nnanew, K ckaHepy (aAMUHUCTPATOP);

B USB-TokeHe Mcnonb3yeTca E€MKOCTHbIN CKaHep O0TnevYaTKoB nanabLues, NO3TOMY Nanew HeobxoaMMo NpUKNaabiBaTb
C HebonbWKM ycmnuem ana 6onee yeTkoro CKaHMpOBaHUA U onpeaeneHna KOHTPOJIbHbIX TOYEK

6. [locne Toro, kak nanew, 6yaeT NpunoXeH, HAYHeTCs HOPMMPOBAHUE ITANIOHHOTO WabnoHa oTrneyaTka nanbLa,
npu 3TOM B OKHe "Pernctpaums otneyatkoB” nosiBUTCS Haanucb «LLabnoH oTneyatka M3roToBneH, NOAHUMUTE

naneu» (cM. PucyHok 19);

PerI/ICTan,VISI oTrne4yaTtkos

IILUaﬁI'IOH oTneYyarka n3rotoeneH, NoAHNMUTE naneul

(=]
n B

3aBepLlnTb

"

Pucyrok 19 — OkHo "Perucrpauyms otne4arkos”
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7. TpunoxuTb Nanew K CKaHepy NOBTOPHO 1S NPOBEPKM CHPOPMMPOBAHHOIO 3TASIOHHOIO WabnoHa, Npy 3TOM
uHaukaTop Ha USB-TokeHe ByneT npepbiBUCTO ropeTb (BbICTPO) KpacHbIM LBeToM (cM. PucyHok 20);

¥ Perncrpauva 0Tne4aTkos X

Perncrpauusa otneyaTkoB

MpunoxuTe nanew| kK ckaHepy AN NPOBEPKM ma6n0HaI

s 2 g a "=

Pucyrok 20 — OkHo "Perncrpaums otne4arkos”

8. B cyyae ycnewHon nNpoBepKM 3TaNIOHHOrO WabfioHa NOSBMTCS OKHO "YcnewHo", HaxaTb KHonky "OK" (cMm.
Pucynok 21);

YcnewHo

Pucyrok 21 — OkHo "YcnelHo”

9. [llocne 3TanoHHbIM WABGAOH HeobxoauMMo 3aperncTtpupoBaTb Ha USB-TokeHe: Ans 3TOr0 HaXaTb KHOMKY
"3apeructpupoBatb”’ B OkHe "Peructpaums otneyatkoB” (CM. PucyHok 22);

Ecm nocne @opmupoBaHus 3TaI0HHOMO LWAab/oOHa HAXATb Ha KHOMKY 3aKPbITUS OKHA (HE HaXuMas KHOMKY
"3aperncTpupoBars ), To 3Ta/I0HHbIN LWAO/I0H OTNEYaTKa NansLa He 3apeructpupyercs Ha USB-TokeHe!

Permcrpau,vm oTneyaTKkoe

YKaxwuTe naneuy 419 USMEHEHUA oTneYyaTka

BT a®s

3apeructpupoBatb 3aBepLUMKTE

PucyHok 22 — OkHo "Peructpauyms otneyarkos”

10. MNocne peructpauum 3TanoHHOro WabnoHa oTnevaTka nanbLa NOSIBUTCSA OKHO "YCNELWHO", HaXaTb KHOMKY
"OK" (cM. PucyHok 23);
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YcnewHo

p .
@ OTne4atku NanbLUes 3dpeErMCTpUpoBaHbl Ha TOKEHE
k. " 4

OK

Pucyrok 23 — OkHo "YcnewHo”
11. Haxatb kHOMKY "3aBepluntb” (CM. PucyHok 24).

Peruncrtpauus oTnevyaTkoB

YkaxuTe nanew Ang U3SMeHeHUa oTnedartka

3aBeplunTb

Pucyrok 24 — OkHo "Perncrpaums orne4arkos”

6.8.4 PerncrpaymAa oTnevyaTKOB NasbLeB nosib30BaTesns

P Ona po6aBneHns 0TNEYaTKOB NanbLeB NOAb30BaTENs HEOBXOAUMO:
1. TMepevitn Ha Bknaaky "BIO Manager” n Beectn PIN-kon AnMuHucTpatopa (cm. n. 6.8.2);
é] be3 BBoaa PIN-koga aAMUHMCTPaTOpa HEBO3MOXHO 3aperMcTpMpoBaTh OTNEYaTKM NajbLeB.

2. Ha sknagke "BIO Manager" Haxatb kHonKy "OTneyaTku nonb3osatens” (cM. PucyHok 25);

Enunein Knuent JaCarta _ 0O

EauHbln KnneHT JaCarta Ana':gann)

Bepcwa: 3.3.0.3570

JaCarta SecurBIO

ecurBlO

| WH(opMaLms o TokeHe | FOCTl BIO Manager |

Onepauuu ¢ npu
PEMUM CBpoc K 33B0OCKNM WamernTe
m ¥ = -
CmeruT PIN-KO, % BromMeTpUYeCKOl HaCcTpoMKam KOHMMIypaumno
- OeHT e
OTneYaTkn OTneYaTkn 7 Pasbino b IP“I.’ISMEHMTI: Ka4ecTBo
NoeNb30BaTENA aAMUHNCTPaTOpa 2y | 1ETR MHECKYH PIN-kona

LeHT LMK

PucyHok 25 — OkHo Eanroro Knnenta JaCarta. Bknasgka "BIO Manager”

3. Tlocne nossuTca okHO "Permctpaums otneyatkos” (cM. PucyHok 26). lMpouecc perncrpaumm oTnevyaTkos
MoJIb30BaTeNs NMOJHOCTbIO aHANOTMYEH MPOLECCY perucTpaummn oTnevyaTkoB agMUMHUCTPaTopa: cM. . 6.8.3,
warm 3-10.

Ecim nocne opmupoBaHmna 3TaS0HHOIO WAab/IOHa HaXaTb Ha KHOIMKY 3aKPbITUS OKHA (HE HAXUMAsa KHOMKY
"ZaperncTpupoBars ), To 3Ta0HHbIN LWab/I0H OTNEYaTKa NaibLa He 3apeructpupyercs Ha USB-TokeHe!

I PE'KOME’H,ZZ}/E'TCH 3apernucTpupoBarb MUHUMYM 3 PAa3HbIX OTre4arka ridajibLeB [lons3oBaresns!
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PeI'VICTpaLWIﬂ oTrneyaTkoe

YKaxuTte nanew 419 USMEHeHUA oTneyartka

3aBepLnTL

Pucyrok 26 — OkHo "Perucrpaums otneqarkos”
6.8.5 YpganeHue 0TNeYaTKOB NanbLEeB

} Onqa ypaneHus oTneyaTtkoB nanbueB Heob6xoauMo:

1. TMepevitn Ha Bknaaky "BIO Manager” n BBectn PIN-kon AoMuHuctpatopa (cm. n. 6.8.2);
g be3 BBoga PIN-koga AOMUHMCTpaTopa HEBO3MOXHO 3aperMcTpuMpoBaTh OTNEeYaTKM NanbLEeB.

2. Ha Bknagke "BIO Manager” HaxaTb kHonky "OTneuatku nonb3osatens” wnau "OTnevyaTku agMmMHUCTPaTOpa
(cm. PucyHok 27);

EpuHbii KnuenT JaCarta

EavHein KnueHt JaCarta Ana“,q,qnn)

Bepcwa: 3.3.0.3570

JaCarta SecurBIO

| WH(OPMaLIUSA 0 TOKEHE | FOCTl BIO Manager

Onepaumun ¢ npu

Pexum CBpoc K 3aB0ACKUM W3mMeHUTE
By Cuenuh PIN ko % BromeTputeckon @ HECTDORKAM KOHDUrYpaLvio
vaeHTUdMKaLNY

OTneYaTkM P
|% anMmec‘rpaTopal%ﬁ b C

EMSMEHMTE Ka4yecTBO

PIN-KOLa

OTneyaTku
none30BaTenA

Pucyrok 27 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

3. [locne nossutca OKHO "Peructpaums OoTneyaTKoB', B KOTOPOM YKa3aHbl 3aperMcTpupoBaHHble OTne4vaTku
nanbues (cM. PucyHok 28);

Pel'VICTpaLWISI oTneyaTKkoB

YKaxuTte nanew Ana U3MeHeHUa oTneyarka

3aBepLuuTL

PucyHok 28 — OkHo "Perucrpauyms otneyarkos”
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4. [na ypaneHus oTnedyatka nanbua ybpaTtb dnaxok y BblbpaHHoro nanbua. B okHe "CoobuieHne" HaxaTtb
KHonky "[a" (cM. PucyHok 29);

CoofweHne

Bbi AEI:ICTBHTEJ'II:HO XOTUTE YAannTb oTne4YaToK?

Ja Hert

Pucyrok 29 — OkHo "Cooblyenne”

5. Haxartb kHonKy "3aBepwuTb” (M. PucyHok 30) unu 3aperncTpupoBaTb HOBbIM OTneYaTok (cMm. n. 6.8.3 unu

6.8.4).
Pel'VICTpaLl,I/Iﬂ oTneyaTkoe

YKaxuTe nanew Ans U3MeHeHUs oTne4vaTka

3aBepwuTs

Pucyrok 30 — OkHo "Perucrpaums otne4arkos”

6.8.6 CMEHa pexnmMa boMeTpUYeCcKon NaeHTUOUKaLMN

g MepekntoyeHne pexnMoB 6GUMOMETpUYECKON uMAeHTUdMKAUMKM obecneynmBaeT BO3MOXHOCTb  BbIKIOYEHUS
dyHKUMOHana 6MomMeTpuyeckon naeHTMbUKaLMM NpU annapaTHoOM HeAOCTYMHOCTU CKaHepa OTNeYaTKOB nanbLes
WK NPU OTCYTCTBUM BO3MOXKHOCTM BbIMOHUTL YCNELWHY BMOMeTpuYeckylo naeHTudbukaumio (Hanpumep, nanew,
NOBPEXAEH).
[ocTynHble pexuMmbl:
e BknitoueHo - pexuMm paboTbl, Npu KOTOpoM Ha USB-TokeHe 3apernctpupoBaH XoTa 6bl 1 oTneyaTok nanbua
nonb3oBaTens, B pe3ynbTaTe Yero TOKEH MOAK/IYAeTCs Mocie npefBapuTeNbHON BUOMeTpuYeckon
naeHTUPUKaLmm;

e OTKNIOYEHO — pexuM paboTbl, MPU KOTOPOM UrHOpUpyeTcs 6a3a 3TaNoHHbIX WAbNOHOB OTNEYaTKOB MasbLa
nonb3oBatens, B pesynbtate yero USB-TokeH nogkntovaetcs 6e3 3anpoca npeasaputenbHon buomMeTpuieckom
naeHTudukaummn. USB-TokeH paboTaeTt B LaHHOM pexmMe [0 perncTpaumnm oTneyaTkos NanbLes Noab30BaTens.

P lna cMeHbl pexuMa HeobxoanMo:
1. MMepevitn Ha Bknagky "BIO Manager” n BBectu PIN-kog agMuHucTpatopa (cm. n. 6.8.2);
be3 Beoaa PIN-kofa afiMMHUCTpaTOpa HEBO3MOXHO NOMEHSTh PeXXMM BMOMETPUUYECKOM UAEHTUDUKALUK.

Ecnv  oTneyatku nanbueB MONAb30BAaTeNs He 3aperncTpupoBaHbl, TO HEBO3MOXHO W3MEHWUTb  PEXMM
61MoMeTprUeCcKon uaeHTudmKaLmu.

(Sl

2. Ha Bknagke "BIO Manager" HaxaTb KHOMKY "Pexum buomMetpuyeckon naeHtubumkaummn” (cM. PucyHok 31);
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EQVHBIfA KnueHT JaCarta —

EaunHeln KnueHt JaCarta Ana“.qﬁuu)

Bepcwa: 3.3.0.3570

JaCarta SecurBIO

| WHopMaLms 0 ToKeHe | FOCTl BIO Manager ‘

Onepauum ¢ Npu
Pexunm ChBpoc K 33aBoACKUM WamenuTs
X CuaenmTh PIN-KoL BUOMETpUYECKOH HACTRORKaM KOHOUrypauuo
VaEHTUdMKaLW K
OTnevaTkn OTne4aTkn ., Pasbn EL’ISMEHMTI: Ka4ecTBO
nonb3osaTens anMUHUCTPaTOpPa 29 BuomeT] PIN-koOa

Pucyrok 31 — OkHo Eanroro Knnenta JaCarta. Bknasgka "BIO Manager”

3. B otkpbiBweMcs okHe 'Pexum bBuomeTpuueckor wupeHTUdMKaumMu” BblIGpaTb OAMH U3 OBYX PEXMMOB
(Hanpumep, "OTkNOYEHO") M HaxaTb kHomKy "OK" (cM. PucyHok 32);

Pexum BUOMETDHHECKOR MOBHTHDMKALKK

PexunM BUoMeTpuHeckol NgeHTNNKaLWA:

O BKN4eHo
@ OTKNO4eHo

OK OTMeHa

Pucyrok 32 — OkHo "Pexum 61MOMETPpMYECKOH nAaeHTU@uKaLmm "

4. Tlocne 3aBeplUeHMs NpoLEecca CMEHbl pexMMa BUOMETPUYECKON MAEHTUDMKALMKM NOSBUTCS OKHO C Mpocbboi
o nepenoakntoveHun USB-TokeHa (cM. PucyHok 33). HaxaTb kHonky "OK";

BHumaHKe!

+ T[epenogknio4YnTe YCTPOWCTED ANA NPUMEHEHWA HAacTPOEK

Pucyrok 33 — OkHo "BHumarnme!”

5. Mepenoaxntounts USB-TOKeEH.

Pexunm GuomMeTpuyeckoin naeHTMdMKaLmMmn 6yLeT U3MEHEH.

6.8.7  V3meHeHune KoHOUrypaumm
6.8.7.1 VI3MeHeHune perkmma paboTbl BUOMETPUYECKON CUCTEMDI

@ M3MeHeHWEM pexnMa paboTbl GUOMETPUYECKON CUCTEMbI BO3MOXKHO NMOMEHSATb BEPOATHOCTb CO3AaHUs WwabnoHa.
CTaHAapTHbIN PEXUM PEKOMEHAYETCA UCNONb30BaTh [10/1b30BaTENAM, Y KOTOPbIX HEOAHOKPATHO BO3HUKAKOT
TPYAHOCTM Npy HOPMUPOBAHMM 3TANOHHOIO WabaoHa.

P ina cMeHbl pexuma paboTbl GUOMETPUYECKON CUCTEMbI HEOBXOAUMO:
1. Tepevitn Ha Bknaaky "BIO Manager” u BBectn PIN-kog AamMuHucTpaTopa (cMm. . 6.8.2);
g bes BBoga PIN-koga ABMUHMCTpaTopa HEBO3MOXHO NOMEHSATb peXUM paboTbl BMOMETPUYECKOM CUCTEMDI.

2. Ha Bknagke "BIO Manager" HaxaTb KHOMKY "M3MeHWUTb KOHPUrypaumi" (cM. PucyHok 34);
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Eguubii Knuedt JaCarta —

Egunbin Knmnent JaCarta Ana1,q,qnn)

Bepcua: 3.3.0.3570

JaCarta SecurBIO

| VHhopMaLKMsA O ToKeHe | roct | BIO Manager ‘

Onepaumnu ¢ NPUNOXKEeHWEM

Pexum CBpoc K 3aBOACKUM MaMernTE
%CmeH”Th PIN-ko % MOMETPUHEC KON E@ HacTponKam KoHDUrypauwo
WAEBHTUOKWKaUWUK
OTnevatkn OTnevaTkm P P IBATH EHSMEHWT!: Ka4ecTeo
Nonk20BaTens OMUHUCTPaTOpa 25 buomeTputeckyk PIN-koaa

OeHT BLMK

Pucyrok 34 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

3. B nosBuBluEMCS OKHe "M3MeHUTb KOHOUIypauuio” Bbib6paTh OAMH U3 ABYX PEXUMOB (HanpuMmep, "YcuneHHbIin
pexuM”) n HaxaTb kHonky "OK" (cM. PucyHok 35);

M3MEHWUTD KOHBMIypaLWo

PexuM paboTel BuoMeTpr4ecKoin cncTeMel:

() CranaapTHBIl pexim

@ YcuneHHbin pexim

MakKC. KONMHEeCTED NOMNBITOK
BromeTpuHecKoi OEHTUHUKE LMK hd

Bpemsa BesnencTens 4O Nepesanycka, B MUHYTax

Pucyrok 35 — OkHO "M3MeHNTb KOH@Urypaumw "

4. B okHe "KoHburypaums usmeHeHa" Haxatb KHonky "OK" (cM. PucyHok 36).

KoHdurypawuus nameHeHa

+ KoHpUrypauwWa M3MeHeHa YonelHo

]4

Pucyrok 36 — OkHo "KoHgurypaumns nameHeHa"

Pexum paboTbl GMOMETPUUECKO CUCTEMbI U3MEHUNCS.

6.8.7.2 VI3MeHeHne KoNnyecTBa NonbiToOK buoMeTpuveckon ngeHTndnKaumm

P lna cMeHbl KOAMYECTBA NONLITOK GUOMETpUUECKON MAEHTUdUKaLUM HeoBXOANMO:
1. Tepevitn Ha Bknaaky "BIO Manager” u BBectn PIN-kog agMuHucTpaTopa (cm. n. 6.8.2);

be3 Beoaa PIN-kofa afiMMHUCTpaTOpa HEBO3MOXHO NOMEHSTb KOJIMYECTBO NOMNbITOK BMOMETpUUecKom

naeHTUdUKaLnN.

2. Ha Bknagke "BIO Manager" HaxaTb KHOMKY "M3MeHUTb KOHpUrypaumio” (cM. PucyHok 34);

3. B nosBuBweMCS OkHe "MI3MeHUTb KOHDUIypaumio" BBECTM MAaKCMMaNbHOE KONMYECTBO NOMbITOK
6uomeTpmyeckon uaeHTuduKkaumm u Haxatb KHonky "OK" (cMm. PucyHok 37);
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W3MEHMTE KOH(pUIypaLLMD

Pex M paboTol BuoMeTpU4ECKo CHCTEMBI:
(O CrannapTHEIl pexum

® YcunenHbiit perkim

MaKC. KOMM4ecTBO NOMNbITOK
bBuomeTprHeckoi naeHTMdUKa LN

w
A | (AP

Bpems BeznefcTens 4o Nepesanycka, B MUHYTax | 3

Pucyrok 37 — OKkHO "M3MeHNTb KOH@Urypaumwo "

4. B okHe "KoHdurypaums nameHeHa" Haxatb kHornky "OK" (cM. PucyHok 36).
6.8.7.3 VI3MeHeHne BpeMeHn 6e34encTBnA 40 nepe3anycka

P [na cMeHbl BpeMeHu 6e3neiicTBMA L0 nepe3anycka HeE0o6X0AMMO:
1. TMepevitn Ha Bknaaky "BIO Manager” n BBectn PIN-kon AoMuHucTpatopa (cm. n. 6.8.2);

be3 BBoga PIN-koga AoBMMHMCTpaTopa HEBO3MOXXHO NOMEHSATb KOJIMYECTBO NOMbITOK BUOMeTpryeckon
nOeHTUDUKALMN.

2. Ha Bknagke "BIO Manager” HaxaTb KHOMNKY "VI3MeHUTb KOHPUrypaumi” (cM. PucyHok 34);
3. B nosBuBwEeMCS okHe "MI3MeHUTb KOHDUIypaumio” BBECTM MAaKCMMANbHOE KONMYECTBO NOMbITOK
BuoMeTpuyecKom AEHTUOUKALMM U HaxaTb KHoNKy "OK" (cM. PucyHok 38);

W3MeHWTL KOHBUMIypaUuio

Pex M paboTel bromeTpudeckoil cuctems::
QO CranpaprHbil pexmum

(® YcuneHHwIR pekm

MaKc. KONWHecTBO NONbITOK
BromeTprHeckoi noeHThUKaL K v

|Bpem| besgeicTBNA [0 Nepesanycka, B MUHYTax |3 # I

PucyHok 38 — OKkHO "VI3MeHNTb KOH@Urypaumwo"

4. B okHe "KoHdurypaums nsmeHeHa" Haxatb kKHomnky "OK" (cM. PucyHok 36).
6.8.8 W3meHeHMe KadvectBa PIN-Koaa

P Ona cmeHbl kavectsa PIN-kopa Heo6xoammo:
1. TMepevitn Ha Bknaaky "BIO Manager” u BBectn PIN-kog AamMuHucTpaTopa (cMm. n. 6.8.2);
@ be3 BBoga PIN-koga ABMUHMCTpaTopa HEBO3MOXHO NOMEHSATb PEXUM paboTbl BUOMETPUYECKON CUCTEMDI.

2. HaBknagke "BIO Manager” HaxaTb KHOMKy "M3MeHuTb kavectBo PIN-koga" (cM. PucyHok 39);

AO "AnapgguH P.0.", 1995—-2026T. PykoBopacteo agmuHuctpatopa ans OC Linux Crp. 39/99



Eaounbii Knuent JaCarta

Egunbii KnuedT JaCarta _ 0O

EauHein KnueHTt JaCarta Ana:,q,qnn)

Bepcua: 3.3.0.3570

JaCarta SecurBIO

| WVH(OPMELIWA O TOKEHE | FOCTl BIO Manager

OnepalMmn ¢ npw
Pesim Cbpoc k 2aBoAcKUM VaMeHuTE
mCMEHW" Pib-ko BromeTpueckon @ HacTpokam KOHDUIypaLMK
naeHTUdmMKaLM
OTneqaTkm OTneqaTkm

EVHME‘HWTI: KadecTeO

~
NoNb30BATENA AOMUEMCTPaTOpE 2 PIN-kona

Pucyrok 39 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

3. [ocne nosBuTCa okHO "MacTep nsmeHeHus kavyectsa PIN-koga npunoxenus BIO Manager” (cM. PucyHok 40);

MacTep u3MeHeHWA KavecTsa PIN-koaa npunoxernua BIO Manager

KauyecTBo PIN-Kona
YCTaHOBWTE HAcTPOMKK Ka4ecTea PIN-koaa

MuH. gnvHa PIN-koga

w
ra
a4»

Makc. gnvHa PIN-Koga

MWH. KONMHECTED UNPOBEIX CMMBOJIOB

MWH. KONMYECTBO BYKBEHHBIX CUMBONOB

MWH. KONWMHECTBO CUMBOMOB HWAHEro perncTpa
MWH. KONWMHECTBO CUMBONIOB BEPXHErD PErncTpa

MuH. KoNu4ecTBO cney. CMMBONOB

4»

MaKc. KONM4ECTEO MOBTOPAKILWXCA CUMBOJIOB 32

NMpUuMeHUTL OTMeHa

PucyHok 40 — OkHo "Macrep namerenns kavecrsa PIN-koaa rnpunoxenns BIO Manager”

4. W3MeHuTb HacTpoiku kadyecTtBa PIN-koaa xenaembiM 06pa3oMm, yumnTbiBas pekomMeHaaummn K kavectsy PIN-
KOAa, YKa3aHHble B HacTosLeM AoKyMeHTe, HaxaTb KHonky "TlpumMeHuTs”;

5. MMocne nossutca okHo "YctaHosuTe PIN-koa" ang HasHavyeHus Hosoro PIN-koaa agMuHucTpaTopa. YkasaTb
HoBbI PIN-koa, noaTeepauTte ero u Haxatb KHonky "OK" (cMm. PucyHok 41);

YctaHoeuTe PIN-koQ

Hoebli PIN-kon

|eoessessee | b
MoaTeepanTte PIN-ko4,

| sosssssees) |

OK OTMeHa

PucyHok 41 — OkHo "YcraHosute PIN-kog”

6. [locne 3aBepweHuns npouecca usmMeHeHms kadectsa PIN-kofa nosBUTCS OKHO C pe3ynbTaToM ero
BbINOAHeHUs (cM. PucyHok 42). Haxatb kHonky "OK".
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Kadecteo PIN-koaa

+/ ObHoBREHWe Ka4ecTBa W ycTaHoBKa PIN-KOAa BLINOMHEHb!.

OK

Pucyrok 42 — OkHo "Kavecrso PIN-koga”

6.8.9 WpeHtuduKauma

L15 BbINO/IHEHMS ITOrO CLUEHAPHSI HEOOXOAMMO 3aPErNUCTPHUPOBATL OTIIEYATKM Na/bLEB AAMUHNCTPATOPA (CM.
1. 6.8.3) u lNonb3oBarens (cm. n. 6.8.4)!

P Ona uaeHTUPUKALUMU HeoBXOaUMO:

1. 3anyctutb Eannbii Knuent JaCarta u3 meHio "Tyck” unm ¢ naHenu 6oicTporo gocTyna;

2. TNopcoepnHuts USB-TokeH B USB-nopT koMnbloTepa, Npu 3ToM MHAMKATOp Ha USB-TokeHe fomkeH MUratb
KPaCHbIM LBETOM, a TaKxXe cpaboTaTb BUOpPOMOTOP;

3. TMpunoxuTb Nasew K CKaHepy OTNeYaTKoB MasbLeB (B 3TOT MOMEHT BbINOJIHAETCS CPaBHEHUE 3TaNOHHOIO
wabnoHa ¢ WwabnoHOM-KaHAMAATOM);

4. Tocne ycnewHon naeHTMdbukauum cpabotaet BubpomoTtop 1 USB-TokeH 0To6pa3unTbCs B OkHe EanHoro
knuenTa JaCarta.

g B cnyuyae otcyTcTBua B3aumopeictems ¢ USB-TOKEHOM B TeYeHUe YCTaHOBEHHOIO BPEMEHU 3IMYUPYETCA
OTK/IIOYEHME CMAPT-KapTbl, MOC/E YEro OCYLEeCTBASETCA NEPEXOA B PEXUM OXMAAHWUS BUOMETPUYECKOA
naeHTuduKaLmm.

Ecnu nocne ycTaHOBNIEHHOTO KOAMYECTBA MONbITOK MAEHTUDMKALMS He npoliaeHa, To USB-TokeH nepexoauT B
PeXMM afAMUHUCTPUPOBAHMS, BKI3AKM annieToB ¢ KnoYeBoi MHGOPMaLMEN CTAHOBATCS HEAOCTYMHbI, HA BKNAAKe
"Mindbopmauus o TokeHe" He oTobpaxaeTcs 0 HUX MHbopmauums (cMm. PucyHok 43).

EquHbIi KnuedT JaCarta

EauHeln Knnedt JaCarta

Bepcua: 3.3.0.3570

AnagawH

J WHpopmaLms o TokeHe | BIO Manager

WH(opMauma o cunTEIBaTENE

HassaHve

WH(popMaumna o TOKeHe
Ha3saHue

Homep mogenn
CepuilHbliA HoMep

0Obwan namaTe
CeobogHan namaTe
[NlaTa Npou3BOACTEA

thop HA O NpH BIO

EMoMeTpUYeckan MAeHT uhuKaLmus
PIN-kon
Makc. KonM4ecTeo NoneITok BBoAa PIN-Koga

PucyHok 43 — OkHo EguHoro Kimerta JaCarta. Bknagka "MHgopmaums o TokeHe”

6.8.10 Pa36n0KnpoBaHMe BUOMETPUYECKON NAEHTUDUKALIMN

Aladdin R.D. JaCarta 00 00

JaCarta-3 FOCT/SecurBIO
JCB46 v6.9

D8302183

114 Kbait

4194303 KbaiiT (0%)
25-09-2024

BIO Manager
3abnokupoeana
YcTaHosneH

10

Ecnu nocne yctaHOBNEHHOrO KOMYECTBA NOMbITOK MAEHTUdMKALMS He npoiaeHa, To USB-TokeH nepexoauT B
pPeXuM aAMUHUCTPUPOBAHMS, BKNAKM annieToB C KNo4YeBon MHPOpMaLMelt CTaHOBATCS HELOCTYMHbI, HA BKIaaKe
"IHpopmMaLms o0 TokeHe" He oTobpaxaeTcs 0 HUX MHbopMaums (M. PucyHok 43).

g MNMocne nepexona USB-TokeHa B pexmMm afgMUHUCTPUPOBAHUA 6MOMeTpMHeCKaﬂ M,EI,EHTVId)VIKaLI,VI‘/'I CTaHOBUTCA

HeA0CTYNHOMN.

P Nna pasbnokuposkn GUOMETPUYECKON MAEHTUPUKALUN HEOBXOAUMO:

1. Mepevitn Ha BKknagky "BIO Manager” n HaxaTb KHOMKy "Pa3bnokupoBaTb GMOMETPUYECKYO MAEHTUDMKALMIO"

(cM. PucyHok 44);
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EauHbiin KnuedT JaCarta _

EauHblin KnneHT JaCarta Ana':,qw)

Bepcws: 3.3.0.3570

| WH(opMaLms o TokeHe | BIO Manager |

[+] MW C NpK

Chpoc K 33BOOCKUM (rrli MI3MEHNTE
YecKo HaCcTpoMKam R Kordwmrypaumic

Pa3bnokMpoBaTe
aTopa BromeTpu4ECKyK

i} EE‘HTHQWKBHWIO

PucyHok 44— OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

2. B nossusluiemMcs okHe BBecTu PIN-Ko4 agMUHUCTPaTOPa, U, MPU HEOBXOAMMOCTH, HACTPOUTb MaKCUMaNbHOE
KOJIMYECTBO NOMbITOK B1oMeTpuyeckon naeHTudbukaummn. Haxats kHonky "OK" (cM. PucyHok 45);

PazbnokupoBats BUOMETPUYECKYHY WAEHTUDMKAWWD

Beegute PIN-kog
essccseee e d

Makc. KONWM4ecCTBO MONBITOK

BromeT P4 eCcKon noeHT EHKBHHH

OTMeHa

PucyHok 45— OkHo "Pa3b/okupoBats 6MOMETPUYECKYIO MACHTUPHKALMIO "

3. Tlocne 3aBepLieHmMs npouecca pa3baoKMpoBaHUsS BUOMETPUYECKON MAEHTU(DMKALMM NOSIBUTCS OKHO C
npocbboit o nepenoakntoueHun USB-TokeHa (cM. PucyHok 46). Haxatb kHonky "OK";

BHUMaHKe!

Pazbnoknpoeka BuoMeTpuHecKol NOEHTVIMKAL MK BEINONHEHS

YCnewHo

v

n epenoKnNoynTEe TOKeH

PucyHok 46 — OkHo "BHumaHme "

4. TNepenoakntounTb USB-TOKEH;
5. TOBTOPHO NPONTM BUOMETPUYUECKYIO UAEHTUPUKALMIO.

6.8.11 CHpOC K 3aBOACKNM HACTPOMKaM

C6poc K 3aBOACKMM HACTPOMKAM MPUBOAMT K YAANEHUIO BCEX AaHHbIX M3 namsaTu npunoxexui BIO Manager u
PKI.

P Nna c6poca Kk 3aBOACKMM HacTpoitkaM Heo6xoauMo:

1. TMoAaKNYMTb 3NEKTPOHHbIM KoY K pasbemy USB komnbioTepa, 3anyctutb MO "Eamubii Knuent JaCarta” n
NepeKoYUTLCS B PACLUMPEHHDBIV PEXUM, MPU 3TOM MHAMKATOP HA TOKEHE A0/KEH 3aropeTbCs 3e/1eHbIM
LBETOM, a TaKxe cpaboTtaTb BUBpOMOTOP;
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2. WHdopmaumsa 06 aneKTpoOHHOM Kitove byaeT oTobpaxkeHa B OCHOBHOM OKHE, BbINOJHEHWS JOMNONHUTENbHbIX
[LencTeuii He TpebyeTcs. Ecnn nofKNt0YEHO HECKONBKO 31EKTPOHHBIX KNHOUeN, TO BbIOPaTb 3HAYOK HYXXHOMO
Kntoya B 0bnactu cnesa;

3. lMepeiitn Ha Bknagky "BIO Manager”, HaxaTtb kHonky "COpoc K 3aBOACKMM HacTpoikaM” (cM. PucyHok 47);

I B npoyecce cbpoca Kk 3aBOLCKMM HACTPOMKAM BCE AaHHBIE U3 namati USB - TokeHa yaansarTcs.

Eguubia KnuedT JaCarta _ D

EavHbIn KnneHT JaCarta Ana:,ﬂﬁnﬂ)

Bepcua: 3.3.0.3570

JaCarta SecurBIO

| WHpopmMaums o TokeHe | FOCTl BIO Manager |

Onepauumu ¢ nNpy
- ! C5D°C>ﬂaaaoucm|v||rl 3MEHNTE
- A B = 2(C £
B CwenmTs PIN-Ko, % METpLIYE HacTpORKaM “;5 Y .
G Ornevar 7 ) Omnevar 7, Pa30n — [y e T —

BaTens ZP agmuencTpaTopa ETDUHECKYH PIN-koga

Pucyrok 47 — OkHo EgmHoro Knnenta JaCarta. Bknagka "BIO Manager”

4. B oTkpbiBlIEMCS OKHe "COpOoC K 3aBOACKMM HacTporikam” BBecTn PIN-koa c6poca u noctaBuTb GiaXkok B
ctpoke "MMopTBepxaeHne cbpoca K 3aBOACKMM HacTporkam". Haxats kHonky "OK" (cM. PucyHok 48);

PIN-kopg cbpoca kK 3aBoackMM HacTporkam — 0801378717 |

CHpoc K 2aBOACKMM HACTPORKAaM

BuwmaHue! B npouecce cbpoca K 33BOACKUM HacTpoikam
BECE AaHHbIe U3 NaMATK ycTpolcTea ByayT yoaneHs

Beegwure PIN-kog cbpoca

' eseccccese | &%

MogTeep#aeHne cbpoca Kk 3aBOACKMM HaCTPoOAKaM

PucyHok 48 — OkHo "C6pOC Kk 3aBOACKMM HACTPOHKaM "

5. TMocne 3aBepweHus npouecca cbpoca K 33aBOLCKMM HACTPOMKaM MOSBUTCS OKHO C pe3ynbTaToM ero
BbINOAHeHUs (cM. PucyHok 49). Haxatb kHonky "OK".

CBpocC K 23BOACKMM HACTPOMKaM

v Chpoc K 33BOACKWM HACTPONKAM BbINOAHEH YCNEWHO
MepenogKnioyYnTe YCTPORCTED ONA NPUMEHEHWA HACTPOEK

OK

PucyHok 49 — OkHo "COpOC K 3aBOACKUM HACTPONIKaM" C pe3y/ibTaToM

Ecnn B pexume aAMUHUCTPUPOBAHUS (HAMPUMED, 10C/I€ TOr0O KAk BbINONHUTE UAEHTU@UKALUNIO HE YAAN0Ch)
caenatb cOpoc K 3aBOLCKHUM HACTPOKKAaM, TO 4/15 10SB/eHUS rpuioxeHns PKI HeobxoamumMo nepenoarkiodmuTs
USB-TokeH!

[Tocne c6poca k 3aBOLCKUM HACTPOHKaM HEOOXOAMMO BbIMOIHUTE POPMATUPOBAHHE rTpmuaoxeHns PKI!
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6.9

JaCarta WebPass. Pernctpauma 3neKTPOHHOro Kya

MNepen ucnonb3oBaHMEM 3N1eKTPOHHOrO Ktoya JaCarta WebPass Heo6xoaMMo 3aperncTpMpoBaTh €ro Ha cepeepe
ayTeHTMduKaumm (Hanpumep, JaCarta Authentication Server) n/unun B cucteMax ynpaBieHNs XXM3HEHHbIM LIUKIOM
3N1EeKTPOHHbIX Ktouven (Takux, Kak JaCarta Management System, Token Management System, SafeNet
Authentication Manager).

Peruc TPaUNA 3/IEKTPOHHOIO KJ/il04a BbIMNOJ/IHAETCA dAMUHUCTPATOPOM CEpBEpa dyTeH TI//¢I4K:3UMM Win cUCTemsl
YIpaB/ieHUA XXKU3HEHHbBIM LUNK/IOM 3/1IEKTPDOHHbIX Kto4yen

Eomubii Knuent JaCarta nosBonser co3pgaBaTb KOHPUIypauMOHHbIM @ann ¢ MHOpMaumen o pesynbTaTax
MHWLUMANM3aUMM CNoTa Ha 31eKTpoHHOM Kkntove JaCarta WebPass ong ero pernctpauum B cuctemax JMS/JAS.
KoHdurypaumoHHsbiit garin npeacrasnseT coboi darn ¢ pacwmpenunem *.xml/*.dat u ncnonbsyerca ona NoaaepKKu
paboTbl TOKeHa B cuctemax JMS/JAS.

P Ona pernctpaumm aNeKTPOHHOIO KAlO4a HEOBXoaUMO:

1. TMopkntounTb 3nekTpoHHbIM Koy JaCarta WebPass k komnbioTepy 1 3anyctutb Eamnbin Knuent JaCarta;

2. CreHepupoBaTtb daiin ¢ pacwmpennem *.xml / *.dat. Ing 3Toro He06X0AMMO MHULMANUINPOBATL C/IOT C TUMOM
"OfHOpa30BbIf Naponb’, B pe3ynbTaTe Yero byaet co3naH gann ¢ pacwupenunem *.xml / *.dat (nogpobHee cM.
nokymeHT *EgmHbin Knuent JaCarta. PykoBOACTBO Monb30BaTens A/ ONEpPaLMOHHbIX CUCTEM CEeMENCTBa
Linux*, n. "MHMumanusaumus cnota tunom "OgHOPa30BbIM Naponb");

3. 3arpy3utb Ha cepBep ayTeHTUDMKALMUU UK B CUCTEMY YNPABNEHUS XKM3HEHHBIM LIUK/IOM 3N1EKTPOHHBIX K/toYei
(nanee - cepsep/cucTema) nonyyeHHbI hann ¢ pacwmpeHunem *.xml / *.dat;

4. Ha cepBepe/B cucTeEME BbINOMAHUTL PETUCTPALLMIO TOKEHA C MOMOLLbIO 3KCnopTa daina ¢ paclumperHumem “.xml/
*.dat cornacHo LOKYMEHTaUMM Ha cepBep/cucTemy;

5. Tocne perncrpaumu 3neKTpOHHOTO K/O4a Ha cepBepe/B CUCTEME KITHOY MOXET ObiTb BblAAH NOAb30BATENIO AS
MCMO/b30BaHMS.

MpumMeuaHue. Mocne perncTpaumm 3NeKTPOHHOTO KJloYa Ha CeEpBepe/B CUCTEME, B C/lydyae HeOb6X0OMMOCTU BCE
CNOTbI K/TH0Ya MOTYT 6bITb MHULMANM3UPOBAHbI HEOAHOKPATHOE KOIMYECTBO pas. [loc/ie NOBTOPHOM MHULMANM3A LUK
CNOTOB MPOXOAMTb NPOLIEAYPY PErUCTPaLMM KiloYa Ha cepBepe/B cMCTeMe He TpebyeTcs.
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DopMaTUPOBAHME 31EKTPOHHbIX K/to4en

Bo BpeMsa ¢popmMaTMpoBaHMa 3a4a0TCS OCHOBHbIE MapaMeTpbl paboTbl 31EKTPOHHbIX Ktoven. [Tocne npouecca
(hOpPMaTUPOBAHMA 3NEKTPOHHBIW KAOY cefyeT nepeaaTb KOHEYHOMY NOJb30BATENH).

PaboTa MacTepa hopMaTUpOBaHMS NPUNOXKEHUS HACTPaMBaETCs BO BKaake "M@opMatupoBaHue” B OKHe
HacTpoek. B naHHOM pasnene onucaH npouecc npy BbIopaHHOM BapuaHTe popMatupoBaHus — "CoOpocutsb
HacTpoliky" (noapobHee cM. nogpasaen 6.3 Bknaaka "®opmMaTtupoBaHue”).

BaxHo! [Tpm opmaTipoBaHmm rpmuaoKeHMIt 3/1eKTPOHHbIX KTo4es OyayT yaaneHbl BCE AAHHBIE, XPaHALUMECT
B 11aMSTH MPUIIOKEHNS (CEPTUPDUKATBI, KITHOYH)

dopmMaTupoBaHme npunorxeHna PKI ¢ annnetom PRO

B npouecce dopmatnposanusa npunoxerus PKI c annnetom PRO 3apatoTcs HoBble 3HaueHus PIN-koaa
aaMuHucTpaTtopa u PIN-koda nonb3oBaTensi C BO3SMOXHOCTbIO YKa3aHU 419 HUX HACTpOeK KayecTsa. [laHHble
MOJIb30BATENS, XPaHALMECS B NAMSATU NPUNOXKeHUS (CepTUdUKATBI M KNkouK), ByayT yaaneHbl B Xoae
dbopMaTUpoBaHus.

P lna nOAroTOBKM 3NEKTPOHHOrO Kn4a K paboTe HE06X0AUMO:

1. TMoAKNHYMTb 3NEKTPOHHbIM KoY K pasbeMy USB koMmnbioTepa, 3anyctmtb MO "EamHbii Knuent JaCarta” um
NepeKkYUTbCS B PACLUIMPEHHBIN PEXUM;

2. WHdopmaums 06 aneKTpoOHHOM Kitove Bynet oTobpaxeHa B OCHOBHOM OKHE, BbINMOAHEHUSI AOMNONHUTENbHbIX
OencTBui He TpebyeTcs. ECnm noaKNloYeHO HECKONbKO 3EKTPOHHbIX KHOYER, TO BbIGPaTh 3HAYOK HY>KHOMO
Kntoya B 06nactu cnesa;

3. Mepentu Ha Bknaaky "PKI" n Haxatb kHonky "®opmaTupoBaTh”. byaeT oTKkpbITo OKHO "Mactep
dopmatupoBanus npunoxenus PKI" (cm. PucyHok 50).

MacTep GopMaTUPOBaHWUA NPUACKEHWA PKI

Cnocob (popMaTHpPOBAHNA NPUAOKEHNA

BeibepuTe cnocob opMaTUPOBaHWA NPUNOKEHWSA. Bbl MOMXETE COXPaHUTL
ceoi Belbop ANA AansHeRWEro MCNoNB30BaHMWA.

PacluMpeHHEIf.
DOpMaTUPOBATE NPUNOMKeHWe NoapobHO 3afaHHBIMKY NapaMeTpamm.

®

O CTaHAapTHEIR.
DOPMaTUPOBATE NPUIOMKEHWE NapaMeTpaMn No YMON4aHMIo.

D 3anoMHUTE Bbl60p ONA AanbHeNlero NCnonb30BaHnA

Hanee > OTMeHa

PucyHok 50 - Macrep gopmatuposarmns npunoxermns PKIl. Criocob ¢opmatmpoBarms npuaoxeHns

4. BbibpaTb cnocob GpopMaTMpoBaHKS:

—  "PacwmpeHHbIi", 4Tobbl BpY4YHYH 334aTb NapaMeTpbl 3/1eKTPOHHOIO K/toua B npouecce popMaTupoBaHus. anee
NpUBELEHO OMUCAHUE NPOLELYPbl B LAHHOM PEXUME;
—  "CraHpapTHbIA", 4TOObI HGOPMATUPOBATL INEKTPOHHbIW K/KOY C NPUMEHEHUEM CTaHAAPTHLIX NapameTpos. Mpu
BbIOOpE 3TOro pexxuMa 6yayT NponyLeHbl WarM Mactepa GopMaTMpOBaHMS, ONUCaHHbIE B M.N. 6- 12,
5. Tpwu Bbibope pacwmpeHHoro GopmMaTMpoBaHUs ByaeT OTKPbITO OKHO HAacTponku napameTtpos PIN-koaa;
6. B mactepe dopmatuposaHus npunoxenns PKI HyXHO 3aaatb uMa npunoxeHus (cM. PucyHok 51);
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MacTep GopMaTMpOBaHWA NPUAOXEHKUA PKI

0Oba3aTenbHble NapaMeTpbl
3apaiTe UMA NMPUNOMEHWA Ha TOKEHE

WMma npunoxedns

JaCarta PRO|

Hanee = OTMeHa

Pucyrok 51 - Macrep gopmarupoBarus npmunoxernns PKI. 3agaHmne metkm

7. Haxatb kHonky "Oanee". OTo6pa3unTca okHO 3agaHmsa napameTtpoB PIN-koga nonb3oBatens un PIN-koaa
aaMuHucTpaTopa (cm. PucyHok 52).

MacTep hopMaTMPOBAHWMA NPUNOKEHWA PKI

DOpMaTHPOBAHWE NMPHUAOXKEHNA
3afaiiTe NnapameTpol

PIN-koQ None20BaTenA

Makc. konm4ecTEO NonelTok PIN-Koga “10 # |

[[] Monbzosatens nonxeH cMeHWTs PIN-KOZ NpPWY NEPBOM UCMOML30BaHMM
PIN-Kof agMUHWCTpaTOpa

PIN-koQ aAMWHWCTpaToOpa |........ | ‘#

Makc. konu4ecTBo NoneiTok PIN-kopga |10 # |

[0 wamenwnTs ko hopmaTnposaHua

Oanee = OTMm

PucyHok 52 - Mactep @opmarnposarmus npmnoxerns PKl. 3aganne napametpos PIN-kogos nons3osarens u PIN-koaa agmmHucTparopa

[pon3BecTn HaCTpPoOKKM NapaMeTpoB, pyKOBOACTBYACh ONucaHveMm B Tabnuue (cm. Tabnuua 13).

Tabnuya 13 - @opmatuposarme rpunoxerns PKI. Onucanne HacTpoek

Cekums MNone OnucaHue
PIN-kopn, MakcrManbHoe KOIM4eCcTBO HeBepHbIX
nonb3oBaTens nocnenoBaTtenbHbix nonbiTok BBoaa PIN-kona

MakcMManbHoe KOJIMYeCTBO MOMbITOK

nonb3oBaress, Nocse KOTOPOro BO3MOXHOCTb
PIN-koana

ucnonb3oBaHug PIN-koaa nonb3oBatens byner
3abnoknpoBaHa

Ecnu dnaxok yctaHoOB/IEH, NONb30BaTENb
nomkeH 6ynet cmenuTb PIN-kog nonb3osarens
npy NepBOM WUCMOMb30BaHWM INEKTPOHHOTO
K/itoya. B NpoTMBHOM cnyyae OH He CMOXET
NpOAOMXUTb paboTy C 3TUM 3N1EKTPOHHbIM
KJTO4OM

®naxok "Tonb3oBaTenb AOMKEH
cMeHuTb PIN-KOZ npu cnepytowem
Bxoae"
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Cekuus MNone OnucaHue

PIN-kopn, Ecnu dnaxok yctaHoBneH, B npouecce

aaMuHuctpatopa  ®naxok "PIN-kop agMuHUcTpaTopa” dopmatupoBaHus 6yaet 3anaH PIN-kopg,
aAMUHUCTpaTopa

Beectu 3Hayenune PIN-kopa aoMuHucTpaTopa
Nnbo oCTaBbTE 3HA4YEHME MO YMOMYaHUIO (none
aKTMBHO MPW YCTAaHOBNEHHOM (naxke
"YctanoBuTb PIN-Kop agMuHmMcTpaTopa”)

PIN-kop agMuHuMCTpaTopa

MakcuMManbHoe KOJIMYeCTBO HEBEPHBIX
nocnenoBaTtenbHbix NonbiTok BBoaa PIN-koaa
aAMMHUCTPATOpPa, NOC/Ie KOTOPOro BO3MOXHOCTb

MakcmMManbHoe 4ncno nonbiTok PIN-

Kona
ncnonb3oBaHus PIN-koga agMmMHUCTpaTopa
6ynet 3a610KMpoBaHa

M3MeHUTb KoY GopMaTUpPOBaHUS YCTaHOBUTbL OTMETKY, €C/IM HE0BX0ANMO

M3MEHUTb NapaMeTpbl Ktoya GopMaTMpoBaHuUS
(c™m. n. 7). Ecnn oTMeTKa He yCcTaHOBMEHa, TO
6yneT BbINOMHEH Nepexog, K n.8

8. Tpwu ycTaHoBKe dnaxka "MI3MeHUTb Kitod GopMaTMpOBaHUS” 0TOBPA3UTCSA OKHO, NMPUBEAEHHOE HA PUCYHKE
(cM. PucyHok 53).

MacTep hopMaTMPOBaHKMA NPUNOKEHUA PKI

DOpMaTHPOBAHWE MPUAOKEHNA
YCTaHOBWTE KMlo4 (hOPMATUPOBEHMSA U M3MEHWTE ero, ecnn 3To HeobxoguMo

Koy hopMaTUpoBaHms

(® Wcnonb30BaTL 3HAYEHNA KNKO4a (hOPMATUPOBAHWA MO YMON4EHMIO

(O Wcnonb3oBaTh yKasaHHbIA KoY GOPMATUPOBAHNA I:I

W3MeHWTb K04 (hopMaTUPOBaHUS

< Hazapg Hanee > OTmMeHa

PucyHok 53 - Macrep gopmatuposarmns npunoxernmns PKI. @opmatupoBaHne npuaoxeHms

9. BbInonHMTb HacTpoiky. OnMcaHMe AONONHUTENbHbIX HACTpoek Ha Bknaake "TMonuTtuka PIN-koga" npuBeneHo
B Tabnuue (cM. Tabnuua 14).

Tabmuya 14 - Macrep gopmarmposarns npunoxenns PKI. YcraHoBka kioya gopmatupoBamHmus

Cekuus Mone Onucanue

Mcnonb3oBaTh 3HaUYEHUS KkoYa Ecnn onuus BeibpaHa, ByaeT MCnonb3oBaThCs KoY
Kniou $hopMaTUpPOBAHMS NO YMOMYAHUIO $hopMaTUpPOBAHMS NO YMOMYAHUIO
dbopMaTnpoBaHus .

Mcnonb30BaTh YKa3aHHbIN Koy Ecnu onuus BbiGpaHa, BO3MOXEH BBOJ, BbiIOpaHHOIro

dbopMaTMpoBaHus Kno4a GopmMaTtMpoBaHUS B COOTBETCTBYIOLLEE Nosie

Onuus CTaHOBUTCS AOCTYNHA ecnu BbibpaH Ghnaxok
Mo ymonyaHuio "M3MeHnTb KoY hopMaTUpoBaHUA”. YCTaHABAUBAET KoY
$hopMaTUpPOBAHMS NO YMOMHYAHUIO

MN3MEHUTb KoY
$hopmMaTUpoBaHus
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Cekuusa MNone Onucanue

M3meHeHune knova GopMaTUpOBaHKUS Ha CaydanHoe
CnyyariHbii 3HavyeHue Ans NpeaoTBpaLLeHMs NOCeAyoLero AoCTyna
K QYHKUMKM HOPMATUPOBAHMSA 3NEKTPOHHOMO Kto4a

70 3HaveHue YKa3bIBAaeTCS HOBbIM KNOY HOPMaTUPOBaHUA

MonTteepxaeHue MonTBepxaeHue HOBOrO Kio4a GopMaTUpPOBaHKS

10. Haxatb kHonky "[anee". OTo6pa3untcsa okHO HacTpoek KavectBa PIN-koza nonb3soBatens (cM. PucyHok 54).

MacTep (opMaTMPOBaHMA NPUIOXKEHWA PKI

@opMaTUpOBaHWe NPUAOKEHWA
YCcTaHOBWTE HACTPOMKK Ka4ecTea PIN-kKopa

MwuH. gnuHa PIN-koga |6 : |
MwH. cpok aeicTeua PIN-kona |D ‘= |
Makc. cpok geicTewns PIN-kopa |D # |
MNpegynpexaeHue ob ncteseHnn PIN-Koga (oHei) |D e |
WcTopua PIN-koga |6 : |

D BKIOYUTE PacLUMPEHHEIE HACTPORKKM Ka4ecTea PIN-kKoga

< Hazapg Oanee > OTMeHa

PucyHok 54 - Macrep gopmarmupoBarms ripmunoxenns PKI. Hactporiku koHTponsa ka4ectea PIN-koaa nosb3osarensa

Mpn HEOOXOAMMOCTU U3MEHUTL 3aAaHHbIE MO YMOMYAHMIO 3HaYeHMs HacTpoek kavecTea PIN-konaa,
Heobx0AMMO pyKOBOACTBOBATLCSA OMMCAHMEM, NPUBEAEHHBIM B Tabnuue (cMm. Tabnuua 15).

[Ipu 3a8armun HoBoro PIN-koaa pekomMeHayeTcs crnosb30Bars OyKBbI TO/ILKO NATMHCKOro angasuia (abc...z,
ABC...Z), ungpsi (123...0) u crieycumBons! (~/@#...). Mcrnosib30BaHue npobena u cMMBOJIOB KMPHALIbI
Hegomnyctumo. MurumansHaa amHa PIN-koga no/sib308arens coctasiser 6 CHMBOJIOB.

Tabnuya 15 - Hacrposiku koHTpons kaqvecrsa PIN-koga rnosnb3oBartens. OnucaHne HacTpoek

Hacrtporika OnucaHue

MwuH. anvHa PIN-kopa MuHMManbHOE KONMYeCTBO CMMBOOB, KOTOPbIE MOXHO MCNOb30BaTb B
PIN-kone

MuH. cpok pencteus PIN-kona MUWHUManbHbIN CPOK (B AHSAX), B TEYEHUE KOTOPOr0 MOXHO MCMONb30BaTh

PIN-kon nonb3oBartens

Makc. cpok gericteus PIN-kopa MakcuManbHbI CPOK (B AHAX), B TEYEHWE KOTOPOro MOXHO MCNOMb30BaTh
PIN-kop nonb3oBatens

MpenynpexaeHue 06 ncreveHmm 3a CKOMbKO AHel A0 OKOHYaHMs cpoka aencteus PIN-koaa nonb3oBatens
PIN-kopa (aHe) aBTOMaTu4yecku ByaeT oTNpaBNeHO COOTBETCTBYHOLLEE YBEAOMIIEHNE
MUctopusa PIN-koaa Yucno ncnonb3oBaswmxcs paHee PIN-kofoB nonb3oBatens, KOTopble

Hesb3q MUCNONb30BaTh NPu Ha3HavyeHun Hoeoro PIN-koaa nonb3osaTens.
Hanpwumep, ecnn yctaHoBNEHO 3HaYeHUe «3», HEBO3MOXHO byaeT
Ha3HaumTb PIN-kop nonb3oBaTtens, coBNafalowWwmii C OOHUM U3 TPEX paHee
MCNONb30BAHHbIX
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Hactpoiika OnucaHue

®naxok "BknounTb paclimpeHHble YcTaHoBKa naxkka NO3BOJSIET BbIMOMHUTL TOHKYIO HACTPOMKY KayecTsa
HacTpoMku kavectsa PIN-kopa" PIN-kopoB nonb3osatens (cM. n. 10). Ecnn oTMeTka He yCTaHOBNEHA, TO
6yneT BbinonHeH nepexop k n. 11

11. Haxatb kHonKy "danee”. OTOBpa3nTCa OKHO pacluMpeHHbIX HacTpoek kavyectBa PIN-kopa nonb3oBatens
(cM. PucyHok 55).

MacTep opMaTMPOBaHWUA NPUADKEHWA PKI

@®opMaTUpPOBaHWE NMPUAOXKEHNA
YcTaHOBUTE pacllMpeHHLIe HACTPOMKKW KavecTea PIN-koaa

HYucnoesie CUMBONGI |He BaMHO !'|
CUMBOJIEI BEPXHETO PETUCTPa |He BaMHO v|
CUMBOJIEI HUPKHETO PETUCTPa |He BaMHO v|
CneuwnansHble CUMBOLI |He BaMHO !'|
MakcuMyM nocnefoBaTensHo NOBTOPAKWWNKCA CUMBONOB |255 :

< Hazapg Hanee > OTMeHa

Pucyrok 55 - Macrep gopmaruposarmns npunoxenmns PKI. PaclumpeHHbie HacTpoviku KOHTposa kavectsa PIN-koaa rnosb3oBarens

BbInonHWTb HAaCTpPOMKKM KOHTPOAs kavectBa PIN-koaa nonb3oBatensi B COOTBETCTBMM Tabnuuen
(cm. Tabnuua 16).

Tabnmuya 16 — PaclumpeHHble HacTporiku KOHTpos1a kavectsa PIN-koaa nosb3oBarens. Onucanne Hactpoek

Hacrtpolika OnucaHue

Bbinagatowmii cnncok coaepXmT BapuaHTbl Mcnonb3oBaHus umdp B PIN-koge
rnonb3oBarens:
Yucnosble CMBObI e He BaxHO
e  3anpeuieHo
e (Ob6g3atenbHo

Bbinapatowwmii CNMCOK COQEPKUT BapUaHTbl UCMO/Ib30BaHUS andaBUTHBIX
CMMBO/OB BepxHero peructpa B PIN-koae nonb3oeatens:
CUMBONbI BEPXHETO peructpa e He BaxHo
e  3anpeleHo
e  0O6g3artenbHo

Bbinapatowwmii CNMCOK COQEPIKUT BapUaHTbl UCMO/Ib30BaHUS andaBUTHBIX
CMMBOJIOB HMKHero pernctpa B PIN-koae nonb3osarens:
CMMBObI HUXKHErO perucTpa e He BaxHo
e  3anpeleHo
e  0O6g3artenbHo

BbinagatoLwmii CNMCcok COAepPXKUT BapUaHTbl MCMOMb30BaHMS CNeLManbHbIX
cumeonoBs B PIN-koze nonb3oBarens:
CneumanbHble CUMBOSbI e  He BaxHoO
e  3anpeuleHo
e  (Ob6g3atenbHo
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Hactpoiika Onucanue
MakcuMyM nocnenoBaTtesibHO Mcnonb3oBaHMe MAayLIMX NOAPAL OAMHAKOBbIX CMMBONOB. CMUCOK COAEPXKUT
NOBTOPSAIOLLMXCA CUMBOJIOB nosne ¢ BO3MOXHOCTbIO BbIbOpa 3Ha4YeHns n3 auanasoHa ot 0 go 255

12. Haxatb kHonky "anee”. OTo6pa3nTCs OKHO MacTepa GOpMaTUPOBAHUA NPUNIOXKEHUS NS 33a43aHUS HOBOMO
PIN-kopa nonb3oBaTens. 3anonHuUTe Nons cnesyowmnM obpasom:

— B none "Ho.bii PIN-kop nonb3oBatens” BBeCTM 3Ha4YeHne HoBoro PIN-koaa. Mo yMonyaHuio BCce BBOAMMbIE CUMBOJIbI
oTobparkatoTcs B Buae @ . Utobbl MPOCMOTPETL/CKPbITh BBEAEHHOE B MOJIe 3HaYeHMe HeobXoaMMO MCNOb30BaTb

KHONKY #/‘;F? ;

— B none "Moateepautb PIN-koa nonb3osatens” Beectr PIN-kofa nonb3oBaTens NnoBTOPHO (CM. PucyHok 56).

MacTep GopMaTMPOBaHWA NPUAOKEHMA PKI

DOpPMaTHPOBAHWE NMPHIOXEHUA
3apaiTe PIN-KoA NoNb30BaTens

HoBbli PIN-KoQ NoNb30BaTens

oy | b

MoateepawTe PIN-Kog NnonesoeaTens

_essscccses |

< Haszap Hanee = OTMeHa

PucyHok 56 - Macrep gopmarmuposarmnsg npunoxenns PKI. 3anarne PIN-koga nosnb3osarens

13. Haxatb kHonKy "Janee”. OTobpasuntcs okHO MacTepa GOpMaTUPOBAHUS NPUNOXKEHUS ANS NOATBEPXKLEHUS
BBeJEHHbIX HacTpoek. PekomeHayeTcs npocMoTpeTb napaMeTpbl GOPMaTUPOBAHUS 3NEKTPOHHOTO KITHOYa.
[Mpn He0HX0AMMOCTU BHECEHUS USMEHEHMIA B MApaMeTpbl GOpPMaTUPOBAHMA HaxaTb KHONKY "Hazan" u
BEPHYTbCS B HYXKHOE OKHO W OTpeaaKTMpoBaTh NapaMeTpsbl (CM. PucyHok 57).

Tocne Haxatng Ha KHonky "TIoATBEPAUTL " HAYHETCS NPOLECC POPMATHPOBAHNS, B XO4E KOTOPOIo BCE AaHHbIE
GYAYT yAaNCHbI U3 MaMATH JTCKTPOHHOIO K/04a

MacTep fopMaTUPOBaHWUA NPUNOXKeHU:A PKI

®opMaTUPOBaHWE NPUAOKEHWA

Hamae 'MoaTeepanTs' Bel NnponseegeTe OpMaTUPOBaHWE NPUNOXEHWA. B
npouecce popMaTUPOBaHUA BCe AaHHble ByayT yaaneHst.

OT4eT:

HazeaHwe 3HaveHne ~
0bme I
Wma npunoxedna JaCarta PRO

PIN-kog none3oBaTena GyneT

PIN-kog None30BaTenAa
YCTaHOBNEH

Ynpaeneuwe PIN-kogom nons3zosBatens

Makc. konn4ecTeo NnonelTok PIN-koga 10 v

< Haszap MoaTeepAnTe

PucyHok 57 - Macrep gopmarmposarms rpunoxerns PKI. [loaTsepxaeHne HacTpoek
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14. Haxatb kHoMKy "MoatBepamnTb”. byaeT BbINOAHATLCS GOpMaTMPOBAHME NPUNOXKEHUS. XO4 BbiNoNHEHNUS ByneTt
oTobpaxaTbcsa B TekylleM okHe. [1o 3aBepLieHM0 popMaTHpoBaHus bynet oTobpaxeHa nHdopmauus ob
3TOM (cM. PucyHok 58).

MacTep dopmaTMpoBaHKA NnpuaoxeHun PKI

DOopMaTUpPOBaHWE MPUNOXKEHWA Ha TOKeHe
PesyneTaTel (*JODMEITMDOBEIHMﬂ NPUNOMEHWA Ha TOKEHE NEPEYMNCNEHEIl B
oTHeTe

OT4eT:

DOPMaATUPOBAHWNE NPUIOKEHWNA
+ DOPMaTMPOBAHWE NPUNCYKEHWA YCNELWHD BbINONHEHO

3aBepwnTh

PucyHok 58 - Mactep @opmarnposarmns npunoxerns PKI. Pe3yibTarsl ¢gopmarnpoBarmns

15. HaxaTtb KHOMKy "3aBepwunTb” 419 Bbixo4a U3 Mactepa GopMaTUpPOBaHUS.

7.2  ©®opmatuposaHue npunoxeHunAa PKI ¢ annneTtom Laser

@ B npouecce ¢opmatupoBaHus npunoxenuss PKl ¢ annnetom Laser 3apatotcsi HoBble 3HaveHus PIN-koga
aaMuHucTpaTopa M PIN-kopa nonb3oBaTensi ¢ BO3MOXHOCTbIO YKa3aHUsi ONs HUX HACcTpoek kayecTBa. [laHHble
Nnonb30BaTeNs, XpaHsWMecs B NaMATU NpUNOXeHUs (cepTUdMKaTbl W KuM), OyayT yaaneHsl B xone
dbopmaTnpoBaHms.

P [Ona nOAroTOBKM 3NEKTPOHHOIO KNloya kK pabote HE0O6X0ANMO:

1. TloaknounTb 3NEKTPOHHbIN KoY K pasbemy USB komnbtoTepa, 3anyctutb M0 "EauHbii Knuent JaCarta” u
NepekNYUTLCS B PACLUMPEHHDBINA PEXUM;

2. WHdopmaums 06 aneKTpoOHHOM Kitoye Byaet oTo6paxkeHa B OCHOBHOM OKHE, BbINOMHEHMS
LOMONHUTENbHbIX AEWCTBUI He TpebyeTcs. Ecnn noakntoueHo HECKONbKO 3NEKTPOHHbIX K/oYen, TO
BbIGPaTb 3HAYOK HYXXHOTO K/4Ya B 0651acTu CneBa;

3. Mepentn no Bknapky "PKI" u HaxaTb kHoMKy "Mopmatuposath”. byaeTt oTkpbiTo 0KHO "Mactep
dbopMatupoBaHus npunoxenus PKI";
4. Bblbpatb pexuM hopMaTUpOBaHUS:

—  "PacwmpeHHblii", 4Tobbl BPYYHYIO 334aTh NapaMeTpbl 3/IEKTPOHHOMO K/toua B npouecce GopMaTMpOBaHUS.
MNMonpobHoe onucaHue npusepeHo 8 nn. 7.2.1;

—  "CTaHpapTHbINA", 4TOObI POPMATMPOBATb 3NEKTPOHHbIN K/tOY C MPUMEHEHUEM CTAHAAPTHLIX NapaMeTpoB. NNoapobHoe
onucaHue npueeneHo B nn. 7.2.2;

—  "MopmatnpoBaTb Mo WabnoHy", 4Tobbl GOpMaTUPOBATL INEKTPOHHbBIN KNHOY C 3apaHee 3a4aHHbIMU NAapaMeTpaMu.
MonpobHoe onucaHue npueeaeHo B nn. 7.2.3.

7.2.1 PacwwupeHHoe ¢opMaTnUpoBaHme

P Ona pacwupeHHoro dopMaTMpoBaHUa HeobxoauUMo:
1. ToAroToBWTb 3NEKTPOHHbIN KNtoY K paboTe (cM. nogpasgen 7.2).

2. Bbibpatb pexum "PacwmpeHHbiin” (cM. PucyHok 59).
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MacTep ¢opMaTHROBaHWA NpUIoXeHus PKI/BIO

Cnocob ¢opMaTUpPOBaHNA NPUIOKEHUA
Buibepute cnocob (hopMaTUPOBEHWA NMPUNOKEHUA. Bbl MOMETE COXPAHUTE
¢80 Bbibop ANA fanbHeRLWEero NENoNbL30BaAHWUA,

PacluMpeHHBIA.
DOpMaTUPOBATE MPUAOMKeHWe NoApobHo 3aAaHHBIMI NapaMeT paMi.

®

CTaHA3PTHBIA.
DOpPMATUPOBATE NPUAOKEHWE NAPAMETPAMM MO YMOAHSHWIO.

@]

') DopMaTUPOBATE Mo wabnony.
DOpPMaTUPOBATE NPUAOKEHWE NapaMeTpami 13 wabnowa.

[ 3anomuuTs BLibop AnA AansHeiiluero MCNoNL30BaHMA

Danee > OTMeHa

PucyHok 59 - Mactep @opmarnposarmns npunoxerns PKI. Beibop pexyma @opmartnposarms

3. Haxatb kHonky "danee”. OTo6pa3uTCca OKHO Ans BBOAA 3HAYeHW kavecTBa PIN-kofa agMuHUCTpaTopa

(cm. PucyHok 60).

KauecTBo PIN-Kofa afMWHACTpaTopa
YeTaHOBWTE HacTPoMKKN KadecTea PIN-Kofa aAMUHWCTpaTopa

PaspelnTb pa3bnokMpoBKY € NCMCNL30B3HWEM MEXaHW3Ma 3anpoc-oTEET

E330BkIE HACTPOWKK

MuH. gnwHa PIN-kona | 4 : |
Makc. gnuHa PIN-koaa | 16 : |

PaClUMPEHHBIE HACTPORKN

MUH. KONIMYEETEO LIMPOBLIX CUMBONOE | 0 : |
MuH. Konn4ecTBo ByKBEHHBIX CUMBONOB |O : |
MUH. KONM4ECTEO CUMBOMOE HWKHEND perucTpa |O : |
MKH. KONM4ECTEC CUMBOMOE BEPXHErD PErucTpa |Cl : |
MUHH. KONM4ecTBO cNew. CUMBONOB | 0 : |
MaKc. KONM4eCTB0 NOBTOPAKLINXCA CUMBONOB | 16 : |

< Hasan Hanee > OTMeHa

PucyHok 60 - Mactep @opmarnpoBarmus npunoxerns PKI. Hactporika kavectBo PIN-koga aammuHucrparopa

Mpn Heob6X0AMMOCTM U3MEHWTb 3aAaHHbIE MO YMOMYAHUIO 3HAYEeHMs HacTpoek kadvecTBa PIN-kozaa,
PYKOBOACTBYSICb OMMCAHUEM, NPUBELEHHbIM B Tabnuue (cM. Tabnauua 17).

[Ipu 3a8aHuM HOBOro PIN-ko4a pekoMeHAYeTCs UCr0/b30BaTh BYKBbI TOSIbKO IATUHCKOro angasuta (abc...z,
ABC...Z), ungpsi (123...0) u cneycumBons! (~1@#...). Mcrnosib30BaHue npobena u CMMBOJIOB KMPHULIbI
HEZonycTumo. MurHumMansHas 4mmHa PIN-K04a aaMUHUCTPATopa COCTaBaseT 4 cuMBo/Ia
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Tabnmya 17 - Kavecrso PIN-koga agmmuHucrparopa. Onucanme napamerpos

Cekums

Mone

PaspelunTb pa3bnokMpoBKy C UCMOJIb30BAHUEM MeXaHU3Ma

3anpoc-oTBeT

basoBble HaCTpOMKM

PaclumpeHHble noauTuku
PIN-kopa agMuHUCTpaTOpa

MuH. anvHa PIN-koaa

Makc. annHa PIN-kopa

MUH. KONMYECTBO LMPPOBLIX
CUMBOIOB

MUH. yncno 6yKBEHHbIX CUMBOOB

MWH. KONMYEeCTBO CMMBO/IOB
HWXHEro perncrpa

MWH. KONMYEeCTBO CMMBOIOB
BEPXHEero perucrpa

MMUH. KONIMYeCTBO Crew,. CUMBONOB

Makc. KonmMyecTBo
NOBTOPSIOLLMXCS CUMBOSIOB

Onucanue

Mpwn ycTaHoBKe dnaxka nocie GopMaTMpOBaHMS
MOsIBASIETCS BO3MOXHOCTb pa3610KMpoBaTh
3N1EKTPOHHbIV KNHOY B YAANEHHOM pexuMme,
MCNonb3ys MexaHu3Mm "3anpoc-oteet'. [1nga 3Toro B
none PIN-koA aAMUHUCTPaTopa AOMKHO BbiTh
3a4aHO 3HayeHue kntoya 3DES, koTopeint Bypet
BbINOMHATb QyHKUMIO PIN-koAa aaMUHMCTpaTopa.
Kntou pomkeH coctosTb 13 8, 16 unu 24 cuMBooB
ASCII

MUWHMMaIbHOE KONMYECTBO CMMBOJIOB, KOTOPbIE
MOXHO Mcnonb3oBaTth B PIN-koge

MakcuMManbHoe KoJIMYeCcTBO CMMBOJIOB, KOTOPbIE
MOXHO ucnonb3osatb B PIN-koge

Onpegnensert, CKoNbKo LMPPOBLIX CUMBOJIOB
Heobxoaumo ncnonb3osatb B PIN-koge

Onpegenser, CkoNbko 6YKBEHHbIX CUMBOJIOB
Heobxoaumo ncnonb3osatb B PIN-koge

Onpegensert, CkoNbko 6YKBEHHbIX CUMBO/IOB B
HWXXHEM perncTpe Heo6xoaMMO MCMob30BaTh B
PIN-kone

Onpegpenser, CckoNbko 6YKBEHHbBIX CUMBOJIOB B
BEPXHEM pernctpe HeobxoaMMo 1CNob30BaTh B
PIN-koge

Onpepensiet, CKONMbKO cneumanbHbix (He
andaBUTHO-LUPPOBLIX) CUMBOIOB HEOBX0AUMO
ucnonb3osaTb B PIN-kone

OnpegpenseT Y1CI0 NOBTOPSOWMXCS CUMBOJIOB B
nobom mecte PIN-kopa

4. HaxaTb kHonky "Hanee". OTo6pasnTca okHO ana BBoaa HoBoro PIN-koaa agMmMHUCTpaTopa

(cM. PucyHok 61).
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MacTep dopMaTHpOBaHKWA NprnoxeHus PKI/BIO

MopMaTHPOBaHWE NPUAOKEHUA
3afaiiTe HacTpolikn PIN-Ko[la agMUHUCTpaTopa

HoBblil PIN-KOA aAMUHWCTPaTOPa

|esssssse | b

MNMoaTEEepAUTE PIN-KOA 3aAMWHWCTPaTopa

MaKe. KoNMHECTEO NONLITOK BBoAa PIN-kofa |15 v |

WVIMA NpUnoxeHns

JaCarta PKIBIO |

PucyHok 61 - Mactep @opmatnposarmus npmnoxenns PKIl. Hactposiku PIN-koga aammHncTparopa

Yka3zatb HOBbIM PIN-koA afiMUHKUCTpaTOpa M NapameTpbl ero 6J10KMPOBaHMS B COOTBETCTBUM C Tabnuuei
(cm. Tabnuua 18).

Tabnmuya 18 — Hacrposikm PIN-koga aamuuncrparopa. OnvucaHmne Hactpoek

Mone OnucaHue

B none Heobxoanmo 3aaaTb HoBbIV PIN-koa agMuHUCTpaTopa Ang

HoB.bi PIN-k MUHUCTPAT
o8® N-kon aa cTpatopa npunoxenus PKI

B none Heobxoaumo BBECTM NoaTBEp)aeHMe HoBoro PIN-koaa

MoatesepamnTb PIN-KoA agMUHUCTpaTOpa
ATBEPA A e patop aAMMHUCTpaTopa

MakcmMManbHo L40NYyCTUMOE YMCI0 HEBEPHbIX NOCNen0BaTe/IbHbIX

Makc. konuyecTBo nonbiTok BBoaa PIN-kopa
nonbiTok BBoAa PIN-kona agMuHucTpaTopa

Nmsa TokeHa, 0T06pa)KaEMOE B rNaBHOM OkHe EanHoro KnuenTta

NMms npunoxeHus " "
P JaCarta u Ha Bknagke "ViHbopMauum o TokeHe

5. Haxarb kHonky "[anee". OTobpa3sutcs okHO ans BBoga HacTpoek PIN-kopa nonb3oBatens
(cM. PucyHok 62).
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MacTep $opMaTMpoBaHKA NpUoxeHus PKI/BIO

dopMaTMPOBaHWE MPUAOXKEHNA
3afaiiTe HacTpoikn PIN-Kofa Nonk3oBaTens

Twn PIN-koga ‘PIN v|

MaKe. KONM4ecTBO NONLITOK BEoAa PIN-Koaa ‘15 v

HacTpo#kW PIN-koaa

Bpemsa »unzHw PIN-koaa, OHKW |0 ¢ |

D MonezoBaTens AonxeH cMeHWTe PIN-Kog npw nepeom MCnofb20BaHnn

D MonszoeaTtens gonxed nomeHsTs PIN-kon nocne pazbnokupoekm

< Hazapg Oanee > OTmMeHa

PucyHok 62 - Macrep gopmarmposarms ripmunoxerns PKI. Hactposiku PIN-koga nosb3oBarens

Yka3atb 3HauyeHus HacTpoek PIN-koaa nonb3oBaTtens B COOTBETCTBMM C Tabnuuen (cM. Tabnmua 19).
Tabmuya 19 - Hacrposikm PIN-koga nosb3oBaress. OnucaHne HacTpoek
lpynna Hactpoiika OnucaHue

Tun PIN-koga Bo3MOXHbI YeTbipe BapuaHTa:

e PIN - pnga ayTeHTMdMKALMM NONb30BaTENb AOMKEH BBECTU
PIN-kon nonb3oBartens;

e BIO - ang ayTeHTUOUKALMM NONb30BATENb AO/KEH NPUNOXUTD
nanew, K CKaHepy OTMeYaTKoB ManbLeBs (TOMbKO ANs
3/1EeKTPOHHbIX KNtoyen ¢ npunoxermem PKI/BIO);

e  PIN wvnm BIO - ans ayTeHTMdUKaLMM NONb30BATENb AOKEH
caenatb 0AHO M3 AByx: BBecTv PIN-koA nonb3osaTens unm
NPUNOXUTL NaneL, K CKaHepy OTNeYvaTKoB NanbLes (TONbKO AN
371eKTPOHHbIX Kntoyen ¢ npunoxexnueM PKI/BIO);

e PINwuBIO - gns ayreHTMdUKaLMM nonb3oBaTenb AOMKEH KaK
BBecTM PIN-koA nonb3oBaTens, Tak U NPUIOXKMUTL Nanew, K
CKaHepy 0TneyYyaTKoB NanbLeB (TONbKO AN 3NEKTPOHHBIX
Kntouer ¢ npunoxernuem PKI/BIO)

MakcnMManbHOe KONMYecTBo NOMbITOK BBOAA MakcuManbHO [ONYCTUMOE YMCI0 HEBEPHbIX MOCNEA0BATENbHbIX
PIN-kona nonbiTok BBoAa PIN-koga nonb3osartens

Bpems xu3Hu PIN-koma, Konuuectso fHew, CnycTs KOTOpOe NoMb30BaTeNb A0/KeH byaeT
OHU cMeHuTb PIN-Kog nonb3oBatens

Mpu ycTaHoBKe dnaxka npy NepBOM MOLKIYEHWUM 31EKTPOHHOTO
Monb3oBaTenb foMmKeH Kntoya byneT npeanoxeHo cMeHuTb PIN-koa nonb3osatens. B
Hactpo#ku PIN- nomeHsTb PIN-koa npu MPOTMBHOM C/ly4ae UCMOb30BaHUE 3IEKTPOHHOMO KoYa Ans
KoAa nepBoM BXxoae dyHKUMOHaNbHOCTK, Tpebytowei npeabasnerus PIN-koaa
nonb3oBarens, 6yaeT HEBO3MOXHO

Monb3oBaTenb [OMKEH
nomeHaTb PIN-koa nocne
pa3bnoknpoBku

Mpu ycTaHoBKe dnaxka nonb3osatento HeobxoanMo ByaeT CMeHUTb
PIN-kogn nocne pa3610KMPOBKM 31EKTPOHHOIO KITHoYa
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lpynna HacTpoiika OnucaHue

OI'Ipe,EI,EJ'IF{ET MaKCUManbHOE KONIMYECTBO OTNEYATKOB MNaibLEB
nonb30BaTesig, KOTOpOoe MOXHO COXPaHUTb B NaMATU 3NEKTPOHHOIO

HacTtpoiiku MaKcuManbHoe knoya JaCarta (ot 1 go 10). B kaxKaoM KOHKpETHOM cyyae
6MOMeTpv|l4 KOIMYeCTBO OTNeYyaTkoB Nnonb30BaTe/lb CMOXET BblﬁpaTb, KaKoM oTrneyaTok nanbua
MCNonb30BaTh.

MwuHUManbHoe pekoMeHOyeMoe 3Ha4YeHHUe: 2

6. HaxaTtb kHonky "Oanee". OTo6pa3nTCa OKHO 4S9 BBOAA NapameTpoB kavectsa PIN-koaa nonb3osartens

(cm. PucyHok 63).

MacTep GopMaTMpoOBaHWA NpuaoxeHus PKI/BIO

53308k HACTPOHKK

Ka4ecTsBo PIN-KOAla nonb30oBaTens
YCTa3HOBHUTE HACTPONKK Ka4ecTBa PIN-koAa Nonb30BaTENA

[0 orpanusenne pasbnokmposok | 10 : |
MuH. AnuHa PIN-Koaa |4 4 |
Make. AnnHa PIN-Koaa |16 B |
[0 wcropwa PIN-kona | = |
PacluMpeHHLIE HACTPORKKA

MUWH. KOJIMHECTBO LM(POELIX CUMEONOE |U ¢ |
MUH. KOJIMHECTBO ByKBEHHBIX CUMBONOB |l] ¢ |
MWH. KONM4ECTBO CUMBOMNOB HWKHErD PErUCTpa |l] ¢ |
MWH. KONM4ECTBO CUMBOMOB BEPXHErQ PErcTpa |0 ¢ |
MWH. KONW4ECTBO CMeL. CUMBOOB |0 ¢ |
MaKC. KONMMYECTEO NOBTOPAKLWWXCA CUMBO/OB |16 : |

< Hazapg Hdanee > OTMeHz

PucyHok 63 - Macrep gopmatuposanmns npmnoxenns PKIl. Kavecrso PIN-koga nosnb3oBaresns

Mpy He0HX0AMMOCTU U3MEHUTE 33[aHHbIE NO YMOYAHMIO 3HAYEHUS HAcTpoek kadvecTea PIN-koaa,
PYyKOBOACTBYSCb ONMCAaHMEM, NpUBEeAEHHbIM B Tabauue (cM. 20).

[lpy 3a8aHmm HoBoro PIN-ko4a pekoMeHAYeTca UCno/b308aTe OYKBbI TO/bKO IATUHCKOIro angasura (abc...z,

ABC...2), yngpesi (123...0) u cneycumpons! (~/@#...). Micrions3o8aHue rnpobesia 1 CUMBO/IOB KMPHUII/TNALbI

He[onyctumo. MuHumansHas a4mHa PIN-koga nosib3o8arens cocrasiser 4 cumMBoaa.

Tabmuya 20 - KavecrBo PIN-koaa nosb3oBaresns. Onucanmne napamerpos

Cekums Hacrtpolika

OrpaHunyeHne pa3bioKMpoBOK

basosble
HacTpoiku PIN-

MwuH. onmuHa PIN-kona
Koaa

Makc. pavHa PIN-kona

MUctopusa PIN-kona

Onucanue

MakcrManbHoe KoMyecTBo pa3bnokMpoBOK TOKEHA NONb30BaTeNs
nocne ero 610KMpoBKU. MpU NPEBbILLEHWUM 33AAHHOTO 3HAYEHUS
pas6nokuposka PIN-kopa nonb3osatens 6yaeT HEBO3MOXHaA.
Mcnonb3oBaHWe TOKEHA CTAHET BO3MOXHbIM MOC/E ero
hopMaTUpOBaHMS C yaaneHneM BCexX AaHHbIX Ha TOKEHE U
ycTaHoBKol HoBoro PIN-koaa agMUMHMUCTpaTopa 1 nonb3oBaTens

MUHKMMaNbHOE KOMYECTBO CMMBOJIOB, KOTOPbIE MOXHO
ucnonb3oBaTb B PIN-kone

MaKkcuMManbHoe KOIMYeCTBO CMMBOJIOB, KOTOPbIE MOXHO
ucnonb3osatb B PIN-kone

KonunyectBo nocnegHux ucnonb3oBaHHbIX PIN-kogoB nonb3osatens,
3Ha4Y€HUA KOTOPbIX HENb34 3a4aTb A4/19 HOBOro PIN-koaa
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Cexums Hactpoiika

MUH. KONIMYECTBO LUPPOBbIX
CUMMBOIOB

MUH. KONMYeCTBO BYKBEHHbIX
CMMBOIOB

MWH. KONIM4eCcTBO CUMBOJIOB

PaCLIJVIpeHHbIe HUXXHEro perncrpa

HacTpoviku PIN-
Kopa

MWH. KONNMYEeCTBO CMMBO/IOB
BEPXHEro perucrpa

MWH. Konn4yecTBo cnedu,
CMMBOJI0B

Makc. KonnuyecTso NnOBTOPOB
CMMBOJI0B

Onucanue

nonb3osartens. Hanpumep, ecnun ycTaHOBIEHO 3HaveHue "3",
HEeBO3MOXHO byaeT HasHauuTb PIN-koa nonb3osatens,
COBMAAALWMIA C OAHMUM U3 TPEX NOCNELHMX UCMOb30BAHHbIX.
Lonyctumble 3HaveHus ot 1 no 10. Beoa 3HauyeHuit B none
BO3MOXEH MOC/Ie YCTAaHOBKM COOTBETCTBYIOLLETO daaxka

MuWHUManbHOE KONMYeCcTBoO LMGPPOBLIX CUMBO/IOB, HEOBX0AMMOEe ANis
ucnonb3oBaHus B PIN-kozne

MuHUManbHOE KONMYecTBo 6yKBEHHbIX CUMBOJIOB, HeEObXxoaAMMOoe ans
ucnonb3oBaHus B PIN-koge

MUWHWManbHOE KOMMYeCTBO OYKBEHHbIX CUMBONOB B HUXHEM
perucTpe, Heobxoaumoe ans ucnonb3osaHusa B PIN-koae

MUWHWMaNbHOE KOMYECTBO OYKBEHHbIX CUMBOJIOB B BEPXHEM
peructpe, Heobxogmmoe anis ucnonb3osaHms B PIN-koae

MUWHMManbHOE KOMMYeCTBO CrneumanbHbiX (He andaBuTHO-
undpoBbIX) CUMBOJIOB, HEOBX0AMMOE ANs UCNonb3oBaHus B PIN-
koae

MakcuMManbHoe KOIMYeCcTBO NMOBTOPAIOLLMXCS CUMBOJOB B J1I060M
mecte PIN-koga

7. Haxartb kHonky "lanee". OTobpa3utcs okHO ans BBoaa Hoeoro PIN-koaa nonb3osatens (cm. PucyHok 64).

MacTep hopMaTMPOBaHWA NpUNoxKeHA PKI/BIO

opMaTUPOBAHWE MPUAOKEHNA
3apakTe PIN-KoA Nonk3ceaTens

YcTaHoenTe PIN-Kog Nons30BaTENR

HoBwlit PIN-KOA NoNb30BaTENs

MoaTeepawnTe PIN-kog nonezoeaTens

PucyHok 64 - Macrep gopmarupoBarmns npmnoxerns PKl. 3aganne PIN-koaa nonb3oBaress

3anonHWTb NONS B COOTBETCTBUM C ONMMCaHUeM B Tabnumue (cm. Tabnuua 21).

Tabmuya 21 - 3ananne PIN-koaa nonb3osaresns. Onucanmne napamerpos

MNone OnucaHue

Ycranoeutb PIN-kop nonb3osartens

YcTaHoBUTL GNAXOK, ecnu HyHO 3aaaTb PIN-koa nonb3oBatens Ha 3Tane
dopMaTnpoBaHus.
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Mone OnucaHue

Ecnu dnaxok otcytcrsyet, PIN-koa nonb3oBartens Bo Bpems GopMaTMpoBaHms
yCTaHOBMIEH He ByaeT — ero MoXHO ByaeT yCTaHOBUTL NO3Xe (A5 3Toro
notpebyetcs PIN-koa agMuHKUCTpaTopa)

Beectu 3HauyeHune PIN-koga nonb3oBatens (,El,aHHOE none akTMBHO yCTaHOB/1IEHHOM

HoBbi PIN-koa nonb3oBaTens ) .,
dnaxke "YcraHoBuTb PIN-kof nonb3osatens”)

Mopteepautb PIN-koOL

MosTopHO BBECTM 3Ha4eHMe PIN-kona nonb3oBatens
nonb3oBaTens

8. Haxatb kHonky "anee”. OToOpa3nTCS OKHO AN5 NOATBEPXKAEHMUS YKa3aHHbIX HAacTpoek (CM. PucyHok 65).

MacTep $opMaTHpoBaHKA NpunoxeHns PKI/BIO x

DopMaTUPOBaAHWE NPUIOXKEHN
Hamae 'MoATeepAuTs' Bel NponseefeTe (GopMaTUPOBaHUE NPUNOKEHWA. B
npouecce hopMaTUPOBaHKUA Bee AaHHbIe By ayT yaaneHs!.

CoxpaHeHWe NapaMeTpoB opMaTUpoBaHnA B hain wabnoHa hopMaTUpoBaHus

MyTs Ao haina wabnoHa hopMaTUpoBaHKWA

‘jhomejadmintesthaser.ftf |

OT4eT:

HazgaHwne 3Ha4veHue -
0bwne I
WMA NpunoxeHna JaCarta PKI/BIO
PIN-KOA NONB30BaTENA PIN-KoA Nonb3oBaTens byneT ycTaHoBneH

Monutukk PIN-Kkopa agMUHKUCTpaTOopa

MuH. gnvHa PIN-koga 4
Makc. gnvHa PIN-koga 16
MuH. Konn4ecTeo 0
LUhpOBLIX CUMBONCE v

PucyHok 65 - Macrep gopmarmnposarms rpmunoxerns PKI. [loaTsepxaeHne gopmarmpoBars

MNpu noctaHoBke ranoyvkn "CoxpaHeHue napamMeTpoB hopMaTMpoBaHua B Gain wabnoHa hbopmMaTMpoBaHms”
BCE HACTPOWKM M3 Tabnuubl 6yayT coxpaHeHsl B dain (*.ftf) wabnowa. MNpo paboty ¢ wabnoHom cm. B n. 7.2.3.

Cogepxxarme wabnoHa QopmaTupoBanus (pasn *.ftf) npuseagerHo B npuaoxeHmn (lpunoxenue A.
Conepxxarne 1ab/noHa GopMaTUpPOBaHus 415 npuioxeHus PK|)
9. HaxaTtb kHonKy "lNoaTeepanTb” Ans Havyana GopmMaTUpPOBAHUS.

lTocne Haxxatms kHorkm "[logTBepanTs " HAYHETCS PoLecc GopMaTupoBarHus, B Xo4€ KOToporo Bce
AaHHble OYAYT yAANEHbI U3 AMITU TOKEHA

byneT npousBoaMTLCS popMaTupoBaHue npunoxenuns PKI, xon BoinofHEHWsS HOPMATUPOBAHUS U €ro
pe3ynbTat byneT oTobpaxkeH B GUHANBHOM OKHEe MacTepa popMaTnpoBaHus (cM. PucyHok 66).

10. Haxatb KHOMKyY "3aBepwmnTb” AN4 BbIXo4a M3 MacTepa GopMaTUPOBAHMA.
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MacTep dopMaTMpoBaHua NpunoxeHns PKI/BIO

@opMaT

npu Ha T
PesynbTaThl JOPMATUROBAHMA NPUNOMEHWA HA TOKEHE MNepeyncieHsl B 0THeTe

P

OTyYeT:

CoxpaHeHWe napameTpoe dopMaTUpoBaHna B thain wabnoHa hopMaTupoBaHua
DOPMaTUPOBAHNE MPUICHEHUS

YeTaHoBKa PIN-Kola NONb30BaTens

vapMETMpOBBHME NPUNOXEHWA YCNELWHO BEINOMHEHO

3aBeplnTL

PucyHok 66 - Mactep @opmarnpoBarmus npmnoxerns PKI. Pe3yibTarsl gopmarnpoBarmns

7.2.2 CraHgapTHoe ¢popMaTMpoBaHue

g Mocne ctaHaapTHOro dopMatMpoBaHus 6yanet yctaHosneH PIN-kog no ymonuanumio - 11111111,

P Ona cTaHpapTHOro GOpMaTUPOBAHUA:

1.
2.

3.

[MoAroToBUTL 31EKTPOHHBIN KNKOY K paboTe (cMm. noapasaen 7.2).

Bbibpatb pexxum "CraHpapTHbin” (cM. PucyHok 67).

MacTep opMaTMpoBaHnA NpunoxeHua PKI/BIO

Cnocob hopMaTUpPOBaHWA NPUAOCXKEHWA

BuibepuTe cnocob hopMaTUPCBaHWA NPUNOKEHUS. Bbl MOXETE COXPaHUTE
cBOW BbIGDp ansa naaneﬁmeru HMCNONBE30B3HHWA.

PaclunpeHHBIRA.
DOpMaTUPOBATH NPUIOHEHWE NOAPOBHO 3a3AaHHBIMKU NapaMeTpaMi.

@]

CTaHAapTHBIA.
$opMaTMPOBaTE NPUICHKEHWE NapaMeTPaMi Mo YMON4aHuio.

®

e dopMaTUPoBaTE No WwabnoHy.
DOpMaTUPOBATE NPWIOHKEHWE NapaMeTpaMu u3 wabnowa.

D 3anoMHWTb Ehlsﬂp ans Aanbueﬁmero HCNONbL30BaHWA

Nanee > OTMEHa

PucyHok 67 - Macrep gopmarmuposarms rpmnoxerns PKI. Boibop pexuma ¢opmarmpoBaHnsg

Haxatb kHonky "Hanee". OTo6pa3untca okHO MacTepa GoOpMaTMPOBaHMs A9 BBOLA 0693aTeNbHbIX
napameTpoB (cM. PucyHok 68).
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MacTep (opMaTMpOBaHNA NpUnoxeHns PKI/BIO X

ObA3aTenbHbie NapaMeTpol
BeeguTe HOBBIA PIN-KOf4 aAMUHNCTPaTOPa W 33A3ATE UMA NPUAOEHWA Ha
TOKEHE

HoBblid PIN-KOJ aiMUHUCT paTopa

| 20000000 | #

MNMoaTEEepAUTE PIN-KOA 3aAMUHNCTPaTOPa

|ooeesoee |

VM NpUNoMxeHns

JaCarta PKI/BIO

PucyHok 68 - Mactep @opmarnposarmns npunoxerns PKIl. Obs3are/ibHbie napamerpsl

B okHe MacTepa popMaTUPOBaHMS 3aMNOHUTL CleaylolmMe 06s3aTe/bHble NOAS:

e B none "PIN-kof agMuHucTpaTopa” BBeCTM HOBOe 3HayveHue PIN-kopa agMuHucTpartopa. o ymonyaHuio
BCE BBOAMMbIE CUMBOJIbI OTOBpaXatoTCs B BUAE @ Yro6u NpOCMOTPEeTb/CKPbITb BBEAEHHOE B None
3HaYeHMe UCMONb3YNTe KHOMKY o /52

o B none "Moarsepauts PIN-koa agMuHMUCTpaTopa” NOBTOPHO BBECTM HOBbLIN PIN-ko4 agMuHMUCTpaTopa;

e B none "MMs NnpunoxeHus" npu HeobXoAMMOCTM YKa3aTb HOBOE MMS 3JIEKTPOHHOIO K/Ya (Hanpumep,
ums byayuiero Bnagennua).

4. HaxaTb kHonky "ToaTBepauTb” Ans Ha4yana GopMaTUpPOBaHUS.

lTocne Haxarns kHorkm "[logTBepanTs " HAYHETCS PoLEeCcC YopMaTupoBarHms, B X04€ KOTOPOro BCE AaHHbIE
OyAyT yAaNEHbI M3 NaMATH TOKEHA

bynet npounsBoauTbcs popMatupoBaHue npunoxeHus PKI, xoa BoinonHeHWs GopMaTUpPOBaHUS U €ro pe3ynbTaTt
6ynet otobpaxeH B PUHANbHOM OKHe MacTepa hopMaTMpoBaHus (M. PucyHok 69).

5. Haxatb KHOMKy "3aBepwmnTb” 418 BbIX04a M3 MacTepa GopMaTUPOBaHMS.
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MacTep dopMaTMpoBaHWA NpunoxeHa PKI/BIO

@opMaTHp npu Ha Ti

PeaynbTaThl :bopmaTHpoaava MNPUNOKEHWA Ha TOKeHE NepedncneHel B
oT4yeTe

OTyeT:

PopMaTUPOBaHWE NPUNOKEHHUA
YcTaHoBka PIN-kKoga none30BaTens
+ DOPMATUPOBAHMWE NMPUNOKEHWNA YCNELWHO BEINOAHEHD

PucyHok 69 - Mactep @opmarnposarmus npmnoxerns PKI. Pe3yibTarsl ¢gopmarnpoBanms
7.2.3 ©opMaTUpOBaHMe Mo LWabnoHy
g Mcnonb3oBaHue 3apaHee HaCTpoeHHOro wabnoHa npu q)OpMaTMpOBaHMM TOKeéHa No3BoNndeT 3Ha4YnTeNbHO
YCKOPUTb CaM npouecc n caoenatb e,lJ,l/IH006pa3HbIM CTWUNb BbINYLWEHHbIX 3TIEKTPOHHbIX KNHoYen.
P Ona dopmaTupoBaHMa no wWabnoHy Heo6xo0AMMO:
1. TloAroToBWTb 3NEKTPOHHbIN KoY K paboTe (cM. nogpasgnen 7.2).

2. Bbibpatb pexxum "@opmaTtupoBaTb no wabnoHy" (cm. PucyHok 70);

MacTep GpopMaTMposaHna npunoxeHua PKI/BIO

Cnocob ¢

BribepnTe cnocob dhopMaTUpoBaHKWA NpunoxeHns. Bel MoXeTe CoXpaHUTL
ceoi Bbibop ANA gankHeRWero NCNosb30BaHKA.

T npw
P P P

PaclUMpeHHBIA.
DopMaTUPOBaTE NpUIoKeHWe NoapobHo 3aaaHHEIMK NapaMeTpamMi.

@]

CTaHAapTHEIA.
DOpPMaTUPOBATE NPWIOHKEHWE NapaMeTPaMu Mo YMOAHaHWIo.

@]

® DopMaTUPOBaTE Mo wabnoHy.
DOpMaTUPOBATE NPWIOKEHWe NapaMeTpaMu u3 wabnowa.

[] 3anomuute eibop ans AansHeilwero ucnons3osaHms

HNanee > OTmeHa

PucyHok 70 - Macrep gopmarnpoBarmns npunoxerns PKI. Boibop pexxuma ¢opmatnpoBarHns
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3. Haxatb kHonky "Janee”. OTo6pa3uTca 0KHO MacTepa GOpMaTUPOBaHMUS, B KOTOPOM HEOHBXOAMMO BbIOpaTh
HeobxoAMMbIN WabnoH c noMoLbio KHomnku "O630p”, 3a4aTb MUMS 31EKTPOHHOTO Katoya B none "Ums
npunoxexus” (cM. PucyHok 71).

MacTep ¢opMaTMpOBaHMA NpuioxeHns PKI/BIO

@OpPMaTUPOBaHNE NPUACKEHNS
YraxuTe uma haina wabnoHa hopMaTupoBaHna Ans (popMaTUpoBaHIa
NpUAGKeHNsa

MyTe go danna wabnoHa hopmaTposaHms
|,fhome;‘admintest,l'L35er.ftf |

Wma npunoxeHna

|Jacarta pkiBIO |

< Hasaa Danee = OTMeHa

Pucyrok 71 - Macrep ¢opmatuposarme ripunoxeruns PKI. @opmatuposanme o wabsoHy. Beibop wabnoHa

4. HaxaTb kHonky "Oanee”. OTo6pa3nTcs OKHO AnS NOATBEPXKAEHUS YKa3aHHbIX HAcTpoek (cM. PucyHok 72).

MacTep popMaTMpoBaHMA NpUaoxeHna PKI/BIO

DOpPMaTHPOBAHUE NPHACKEHWA

Hamae 'MoATeepAMT:' Bbl NponsseaeTe (hopMaTUPOBaHWE NPUNOKeHNs. B
npouecce hopMaTUPOBaHUA Bee AaHHbIe ByAyT yAaneHsl.

OTyeT:

HazsaHune 3Ha4eHue
0bwne

IS

WMA NpUunoxeHus JaCarta PKI/BIO

PIN-kof Nonb3oBaTens | PIN-kof nonb3soBaTens byneT ycTaHoBneH

MonuTukKu PIN-Koga agMUHMCTpaToOpa

MuH. gnuHa PIN-koga 4

Makc. gnuHa PIN-koga 16

MWH. Konu4ecTeo
U POBLIX CMBOAOB

MWH. KoNU4YecTBO
syKBEHHbe CAMBONOB
b

< Hazapg NogTBEpaANTE

Pucyrok 72 - Macrep gopmaruposarme ripunoxenns PKI. @opmaruposarne no wabsoHy. Hactporiku

5. Haxatb KHonky "[MoaTBepanTh” Ang Havana dopMaTtMpoBaHUsS.

lTocne Haxatus kHorku "[10ATBEPAUTL " HAYHETCS MPOLECC GOPMATUPOBAHMS, B XOAE KOTOPOIro BCe AaHHbIE
6Y.ayT yAANCHbI M3 TaMATU TOKEHA.

Bbynet npousBoanTbcs hopmatupoBaHue npunoxenus PKI, xon BbinonHeHUS GoOpMaTUPOBaHUS U ero pe3ynbTaTt
6ynet otobpaxeH B PUHANbHOM OKHe MacTepa GopMaTMpoBaHms (CM. PucyHok 73).
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6. HaxaTtb kHONKy "3aBepwuTb” Ans BbIxoAa M3 MacTepa GopMaTUpPOBaHMUS.

MacTep hopMaTMPOBaHKA NpUACKeHKUA PKI/BIO

DopMaTHPOBaHKE MpH Ha T
PesynbTaTbl (hOPMaTUPOBaHWNA MPUNOMKEHNA Ha TOKEHE MEPEHNCIEHI B
oTyeTe

OT4eT:

DOopMaTUPOBAHMWE MPUNOHKEHUS
YcTtaHoeka PIN-koga none3oeaTens
+ POPMaTUPOBAHMWE NPUAOMKEHWA YCNELHO BEINOAHEHD

PucyHok 73 - Mactep @opmarnpoBarmns npunoxerns PKI. Pe3yibTarsl ¢gopmarnpoBarmns

7.2.4  ®OpPMAaTUPOBaHWNE C BUOMETPUYECKNMI N3PaMETPaMM

P Nna bopmaTupoBaHua c GuOMETpUUECKMMM NapaMeTpaMu HEo6XoauMo:
1. TloAroToBWTb 3NEKTPOHHbIN KNtoY K paboTe (cM. nogpasgpen 7.2).
2. BbinonHuTtb warn 2-5 s nn. 7.2.1.

3. B okHe BBOAa Hactpoek PIN-kopa nonb3osatens B none "Tun PIN-koaa" Heo6xoanmo Bbi6GpaTb O4HO U3
3HauveHun c nometkon "BIO" (cMm. PucyHok 74).

MacTep ¢opMaTMpOBaHMA NpUnoxeHna PKI/BIO

@©opMaTUPOBaHWe NMPUNOXKeHUA
3apafTe HacTpolKK PIN-KoOa Nonk30BaTENA

Twn PIN-kona PIN

Makc. konwyecTeo nonelTok eeoda PIN-koga BIO
PIN wnan BIO

HacTpoikwn PIN-koga
PIN n BIO
BpeMsa ¥U3HW PIN-KOAE, AHKU o

D MonezoBaTens AomkeH cMeHuTe PIN-kKog npn nepeoM WCNONk30BaHWKM

V]

D Mons3oeaTens gomkeH noMeHsTe PIN-kog nocne pasbnoxkuposkmn

HacTpoikn BuomeTprm

MakcnMansHOe KONM4ecTBo OTNeYaTkos |1 v

Nanee > OTMeHa

PucyHok 74 - Macrep gopmarnposarmns npunoxerns PKl/BIO. Hacrposiku PIN-koga nosnb3oBarens
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Yka3zaTtb 3HaueHus HacTpoek PIN-koaa nonb3oBatens B COOTBETCTBMM C Tabnuuen (Tabnuua 19).

4. B cekummn "Hactpoika 6uomMeTpmmn” 3aaaTb MakCMManbHOE KOMMYECTBO OTNe4aTkoB. HaxaTb KHOMKY
"Nanee” (cM. PucyHok 75).

MacTep $OpMaTHpPOBaHUA NpUNoXeHns PKI/BIO

@opMaTHPOBaHHWE NPHIOXKEHNA
3apafTe HacTpoikw PIN-Koga nons30BaTens

Twn PIN-koga |PIN wnn BIO v|

Makc. konu4ecTeo Nnonemok Beoga PIN-koga |15 Y

HacTpoiiku PIN-Kofa

BpeMa #u3HW PIN-KoAa, AHW | 0 # |

[] nonbsosaTens nonkex cMeHWTE PIN-KOA MPW NEPBOM UCMOML30BAHIN

D Mons3oBaTens JOomKeH NoMeHATe PIN-koa nocne pazbnokupoekn

HacTtpoiikn buometpun

MakCcMMansHoe KOMYECTBO OTNEYaTKoE |1 v

Pucyrok 75 - Macrep ¢opmaruposarmns npunoxenuns PKl/BIO. Hacrpoviku PIN-koga none3osarens

5. BbinonHuTb warn 6-9 us nn. 7.2.1.

6. Yepe3 HekOTOpoe BpeMs Nocsie 3anycka npouecca GopMaTMpoBaHns 0TobpasnTca okHO "Pernctpaums
oTneyaTtkoB” (cM. PucyHok 76).

PEI'I/ICTpa uma oTneyaTkos

YKaxute naney 419 U3SMeHeHua oTne4yarka

3aBepLnTb

PucyHok 76 - Peructpaums otneqarkos

7. Ha cxemaTnyeckoM M306paxeHun nagoHen BoIbpaTh Nanel, 0TNe4YaTok KOToporo 6yaeT 0TCKaHMPOBaH BO
BpeMsi GopMaTupoBaHus (cM. PucyHok 77).
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PerVICTan,VIﬂ oTneyaTKkoB

MpunoxuTe nanew K ckaHepy

PucyHok 77 - Bbibop naneua 418 CKaHupoBaHms

8. bypywwit Bnapgenew 3neKTPOHHOTO K/ll04a LOMKEH MPUNOXUTb OTMEYEHHDIN Nanew, K CKaHepy OTNe4yaTKoB
nanbues. B 3aBUcMMOCTH OT TMNA, MCNONbL3YEMOrO CMapT-KapT pPUAEpPa, NOCNe CYUTLIBAHMS OTMEYATOK
nanbua otobpasutcs B none "CkaHep oTneyaTKoB".

9. B okHe pernctpauum oTnevyaTkoB CTaHET AOCTYMHOM A1 HAXKATUS KHOMKA "3aperMcTpMpoBath”.
Heobxogumo ee Haxatb (cM. PucyHok 78).

X

/% Peructpauws 0Trne4aTkos

Perucrpauusa otneyaTkos

YKaxuTe naney AnA U3MeHeHUs oTnevartka

=
) &

3aperucrpupoBatb 3aBepLnTh

PucyHok 78 - Peructpauyns naibLa

10. bynet oTobpaxeHO MHPOPMALIMOHHOE OKHO C pe3ynbTaToOM perucTpaumm otnedvatka (cMm. PucyHok 79). ing
3aKpbITUS OKHa HaxaTtb kHonky "OK".

YcnewHo

@ OTne4aTk NnaneLUes 3aperMcTpyupoBaHel Ha TOKEHE

OK

PucyHok 79 - Cooblyerne o pervictpalmm oTne4aTka naisya

11. Mpu ycnewHoM 3aBeplueHnn GopMaTMpOBaHMS 0TOBPa3nTCa COOTBETCTBYIOWEe coobueHune. HaxaTtb
KHOMKY "3aBepwuTb” ANns 3aKpbiTMs okHa popmaTtuposaHus (cM. PucyHok 80).
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MacTep popMaTMpoBaHKA npunoxeHua PKI/BIO

DopMaTHpPOBaHWE NMPHNOXEHNA Ha TOKeHe
PE3)I’J'IbTaTbI ¢)DDM3TMDOBBHM9I NPUNOXEHWA Ha TOKEHE NepeYncneHel B oT4HeTe

OTu4eT:

CoxpaHeHue napaMeTpos thopMaTupoBaHus B hain wabnoHa popMaTupoBaHus
DOopMaTUPOBAHMWE MPUNOXKEHNA

YcTaHoeka PIN-Koga none3oBaTensa

YeTaHoBKa BUoMeTpuu nons3osaTtens

+ DOPMATUPOBAHWNE NPUNOMEHUA YCNELIHO BEINONHEHD

3aBepwuTe

PucyHok 80 - @opmarmpoBarmne TokeHa. Popmarnposanme o wabsoHy. Or4er
7.3  ©®opmatmposaHue npunoeHna STORAGE

Baxwo! InektporHbivi koY ¢ npunoxernem STORAGE nocrasnsercs b6e3 ycraHosneHHoro PIN-koga

aamMuHNCTPaTopa. [lpyu nepBom UCrnoIb30BaHUN PEKOMEHAYETCS BbIMOHNUTE QOPMATUPOBAHHNE MIPHIIOKEHNS C
3gaamHmnem PIN-koga aamuHucTparopa

g B npouecce dopmatuposaHua npunoxenus STORAGE 3apatorcs HoBble 3HayeHus PIN-koga nonb3oBatens.
[aHHble monb30BaTens, XpaHAaWMecs B NamMaTv NPUIOXKeEHNs (cepTudukaTbl M KumM), ByAyT yaaneHbl B XoAe
dbopmaTnpoBaHms.

4 Ona noaroToBkM 3N€eKTPOHHOrIo Knw4a K pa60Te Heob6xoaQnMo:

1. TMonknunTb 3NeKTPOHHBIN KoY K pasbemy USB komnbloTepa, 3anyctutb M0 "Eamubii Knuent JaCarta” n
NepekNYUTbCS B PACLUMPEHHDBINA PEXUM;
2. WNudopmaumns 06 3neKTpoHHOM Ktoye 6yaet oTobpaxeHa B OCHOBHOM OKHe, BbIMOHEHWS AOMONHUTENbHBIX

[eNCTBUi He TpeﬁyeTCﬂ. Ecnn noakntoueHo HeCKonbko SNEKTPOHHbIX KNoyen, To Bbl6paTb 3HAYOK HY>XHOIo
Kno4a B 061acTu cneea;

3. Mepeitn Bo BkNaaky "STORAGE" u HaxaTb kHonky "MopMaTupoBaTh”. byaeT oTKpbITo OKHO "MacTep
dopmatupoBanus npunoxenuns STORAGE" (cm. PucyHok 81).
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MacTep (opmaTUpoBaHUA NpunoxeHns STORAGE

06a3aTenLHBIE NAapaMeTphl

BeenwTe PIN-KO4 aAMWHWCTPATOPa U 3303iTe UMA NPUACXKEHWA Ha
TOKeHe

BHUMaHMWe! B npouecce hopMaTUPOBAHWNS BCE A3HHLIE N3 NaMATH
NPUNOKEHNS Ha TokeHe By ayT ynaneHsl.

PIN-KofQ agMWHWCTpaTopa

R: s
HMmMA nprnoseHnsa
|STORAGE |
¥CTaHOBWTE PIN-KOQ NMONE20BaTENA
HoEBkli PIN-KOA NONL30BaTENA
| R:s

MoaTeepanTe PIN-Ko4 Nonk3cBaTens

OTMeHa

PucyHok 81 - Macrep gopmatposammns rnpmnoxernss STORAGE. Criocob ¢opmarnpoBarms npuaoKeHns

I B npouecce ¢opmatupoBarms BCe AaHHbIE 3 NIAMSATU PUIIOKEHNS HA TOKEHE BYAYT yAa/IEHS.

4.  BbINOAHWUTb HAcTPOIKy. OnMcaHue HacTpoek GOPMaTUPOBAHKA SNEKTPOHHOTO Ktoua NpUBELEHO B Tabiuue

(cm. 22).

Tabnmuya 22 - 0693aTe/1bHbIE NapameTpbl GopMaTHpOBaHMs

Hacrpoiika

PIN-kop agMuHUCTpaTOpa

Nma npunoxeruns

Yctanosutb PIN-kop nonb3oBatens

Hosbin PIN-koa nonb3oBaTens

MoptBepautb PIN-koA nonb3oBaTens

OnucaHue

Mone nnsa BBoaa Tekywero PIN-kop agMuMHUCTpaTopa

Mms TokeHa, oTobpaxkaemoe B rnaBHOM okHe EnnHoro
KnuenTa JaCarta v Ha Bknagke "MHpopMaumm o TokeHe"

YcTaHoBUTb naxok, ecim xotute 3aaaTb PIN-koz
no/b30BaTeNs BO BpeMsi hopMaTUPOBaHuSI.

MoskHo He 3apmaBaTb PIN-kog nonb3oBatens. B atom
cnyyae ang nocnepytouen yctaHosku PIN-koaa
nosb3oBatens Heobxoammo bynet npeabsisutb PIN-kog,
aAMUHUCTpaTopa

Beectu HoBbIW PIN-ko4 nonb3oBatens (none akTUMBHO,
ecnu yctaHosneH gnaxok "YcraHosutb PIN-kopg,
nonb3osatens”)

BeecTu noateepxaeHune Hosoro PIN-kopa nonb3oBatens
(none akTMBHO, eCin ycTaHoBNeH GhnaxoK "YCTaHoBUTb
PIN-kop nonb3oBatens”)

5. Haxatb kHonKy "[anee" u noaTeepAnTb CBOM BbIGOP B OKHE C Npeaynpexaarowmnm coobLieHueM.
6. [pu ycnewHoM dopMatupoBaHmu byaeT oToBpaXkeHO coOTBeTCTBYOLWEee coobLleHne. Haxatb KHonky "OK"

Anga ero 3aKpbitTma.
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7.4  ©®opmatupoBaHue npunoeHnAa MOCT
7.4.1 ©OpMaTUPOBaHUE MPUNOHEHNA oA sepcun 2.5.3 - 2.5.9

1] B npouecce dopmaTtupoBaHus npunoxkerus TOCT paHHble NOJSb30BATENS], XPAHALWLMECS B NAMATU (cepTUdUKaTbI U
K/toum), 6yoyT yaaneHsi.

P Insg NOATroTOBKM 3NEKTPOHHOrO Kaloya K paboTte Heob6XxoaMMO:

1. TMoAKNYMTb 3NEKTPOHHbIM KoY K pasbemy USB komnbioTepa, 3anyctutb MO "EamHbii Knuent JaCarta” um
NnepeKkNYUTbCS B PACLUMPEHHDBINA PEXUM;

2. WHdopmaumsa 06 aneKTpoHHOM Kitove byaeT oTobpaxkeHa B OCHOBHOM OKHE, BbIMOSIHEHUS JOMNONHUTENbHbIX
LeWCTBUI He TpebyeTcs. Ecnu noaK/Il0Y4eHO HECKONBbKO 3NEKTPOHHBIX KH0UeH, TO BbIBpaTh 3HAYOK HYXXHOIO
Knoya B 06nacTu cnesa;

3. [epentn Ha Bknaaky "TOCT" n HaxaTb kHonKy "®opMatupoBaTh”. byaeT oTkpbITo OKHO "®opMaTUpoBaHue
npunoxeHus nonb3osarenem” (cm. 82).

¢DPMHTI“IPOHBHHE nNpunoxeHWA nonk3oea.. X

BeegnTe PIN-Ko O Nonk30BaTENA

esesseeee o

IMA NprnoxeHna

JaCarta-2 GOST
A

PucyHok 82 - PopMatnpoBaHne rpuioXeHus nosib30BaTesnem

4. B none "PIN-koa" BBecTu Tekywmii PIN-kon nonb3oBatens, B none "Mms npunoxeHus” npu HeobxoamMmocTu
U3MEHUTb TekyLlee 0603HaUYeHNe INEKTPOHHOTO KNtoYa. HaxaTb kHonky "OK" ans 3anycka popMatMpoBaHus.

5. Tpu ycnewHom dpopmaTtupoBaHum Byaet oTobpaxkeHo cooTBeTCTBYOLLee coobleHune. HaxaTb kHonky "OK”
LNS ero 3aKpbITus.

7.4.2 ©®OpMaTUPOBaHME MPUNOHEHNA 0714 Bepcin 2.5.13 1 Bbllwe

P [Ona nOAroTOBKM 3NEKTPOHHOIO KNlouya kK pabote HEO6X0ANMO:

1. TMoZaKNHYMTb 3NEKTPOHHbIM KoY K pasbemy USB komnbioTepa, 3anyctuTb MO "EamHbii Knuent JaCarta” um
NnepeKkNYUTbCS B PACLUIMPEHHDBIN PEXUM;

2. WHdopmaumsa 06 aneKkTpoHHOM Kitove ByaeT oTobpaxkeHa B OCHOBHOM OKHE, BbIMOJIHEHUS JOMNONHUTENbHbIX
[eincTBuii He TpebyeTca. Ecnn nofKNtOYEHO HECKONBKO 3N1EKTPOHHbIX KNKYeH, TO BbIOpaTh 3HaYOK HYXXHOMO
Kntoya B 06nacTu cnesa;

3. NMepeiitn Ha Bknaaky "TOCT" u HaxaTb kKHOMKY "MopmaTupoBaTth”. OTObpasnTCa CTapTOBOE OKHO MacTepa
dbopmaTMpoBaHus;

4. Bblbpatb pexuM popMatupoBaHus (cM. PucyHok 83):

—  "PacwmpeHHbIi”, 4Tobbl BPYUYHYHO 334aTb NapaMeTpbl 3IEKTPOHHOIO K/4a B npouecce GopMaTMpoBaHus.
MoapobHoe onucaHue npuseaeHo B nn. 7.4.2.1;

—  "CTaHpapTHbIiA", 4TO6bI GOPMaATUPOBATH 3M1EKTPOHHBIN K/IKOY C NPUMEHEHWEM CTAHAAPTHbIX NapameTpoB. MNoapobHoe
onucaHue npueeneHo B nn. 7.4.2.2;

—  "MopmatnpoBaTb Mo WabnoHy", 4Tobbl GOpPMaTUPOBATL INEKTPOHHbIN KNHOY C 3apaHee 3a4aHHbIMU NAapaMeTpaMu.
MoapobHoe onucaHue npuseaeHo B nn. 7.4.2.3.
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| MacTep dopmaTpoBaHua npuacxkesus rOCT

Cnocob ropMaTHPOBAHNA NPUAOIKEHUSA

BhibepuTe cnocob hopMaTUPOBaHUA NPUNOKEHNA. Bbl MOXETE COXPAHUTE
CBOWM Bbl60p ans HBJ'II:HSI;\I.UQFO MCNONB320BaHWA.

@) PaclUMpeHHBIR.
DOpPMaTUPOBaTh NpUNoxeHue NoapobHo 3anaHHBIMKM NapaMeTpamn.

CTaHAapTHBIR.
©OpPMaTUPOBaTh NPUNOKEHWE NapaMeTpaMi Mo YMONYaHWo.

®

@) ©opMaTUPOBaTE No WabnoHy.
GopMaTUPOBATE NMPUIoKEHHe NapaMeTpaMi uz wabnowa.

D 38N0OMHWTE BbIGOp ansa nanbueﬁmeru WCMNoNBE30B3HWA

Hanee = OTMeHa

PucyHok 83 - Macrep gopmarnposarmns npunoxerns [OCT. Bbibop pexuma @opmatpoBaHms

7.4.2.1 PaclumpeHHoe popMaTMpoBaHue

g B npouecce dopmatnpoBaHus npunoxenms FOCT 3apmatotcs HoBble 3HaveHus PIN-koga nonb3oBatens ¢
BO3MOXHOCTbK YKa3aHMs [f8 HMX HACTpoeK KayecTBa. [laHHble MOMb30BaTeNs, XpaHAWMECs B NaMstu
NpUNOXeHUs (cepTUdUKaTbl U KoUK), ByayT yaaneHsl B xone GopMaTUpOBaHusI.

P Ona pacwupeHHoro ¢popMaTUpoBaHMA Heo6XoaUMO:
1. TloAroToBWTb 3NEKTPOHHLIN KoY K paboTe (cM. n. 7.4.2).

2. BbibpaTb pexxum "PacwmpeHHbin” (cM. PucyHok 83).

3. Haxatb kHonky "danee". OTo6pa3uTca OKHO ANs BBOAA 3HAYeHWUM kavecTBa PIN-koaa nonb3oBatens
(cM. PucyHok 84).
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JaCartalC

B5a330BbIe HACTPOHKK

KauyecTtBo PIN-kofa nons3oBaTens
YCcTaHOBWTE HacTPOAKKW Ka4ecTea PIN-Kofa nonk3oBaTens

MuH. gnvHa PIN-koga
Makc. onuHa PIN-Koaa

D WcTopua PIN-kona

D Mone3ceaTent AonxeH cMeHWTE PIN-koA npyn nepeoM MCNoNs30BaHWA

b el
|32 5]

A
J v

PacluMpeHHbIE HAaCTPOKK

OooOooo

OBasaTensHoe Hanuine uH¢)pOBbIX CHMBONOB
0BA3zaTensHOe HaNWYMe CUMBOMIOB HUHHErD perncTpa
ObAsaTensHoe HanW4Me CUMBOOB BEPXHEro perncTpa
OBAzaTensHoOe HanW4YKMe crew. CMMBO0B

3anpeT PIN-Kofa, COCTOALLErD U3 0QHOMO NOBTOPAKLErOCA CUMBONa

< Hasapg Oanee > OTmMeHa

PucyHok 84 - Mactep @opmarnposarmus npmnoxerns [OCT. Hactporika kavectBo PIN-koaa nosis308aresns

Mpn Heo6Xx0AMMOCTM MU3MEHWTb 33laHHbIE MO YMONYAHUIO 3HAYEHUS HAcTpoek kadvecTBa PIN-kozaa,
PYKOBOACTBYSICb ONMUCAHWEM, NpUBEAEHHbIM B Tabnuue (cM. Tabnuua 23).

[Ipu 3aa8aHun HOBOro PIN-koaa pekoMeHAYeTCa UCro/b308aTh BYKBbI TOSIbKO IATUHCKOro angasuta (abc...z,
ABC...2), ungpsi (123...0) u cneycumBosisl (~1@%#...). Micrnosib30BaHue npobena v CMMBOJIOB KMPHUIIULIbI
Hegonyctumo. MuHumansHas 4mHa PIN-koga nosb3o8arens cocrasisger 6 CMMBOJIOB.

Tabnmuya 23 - Kavecrso PIN-koga nosnb3osarens. Onucanne napamerpos

Cekums

basosble HaCTpoMKu

PacwupeHHblie noanTnkm
PIN-koma nonb3oBaTens

AO "AnapaunH P..", 1995—-2026 .

MMone

MwuH. anmHa PIN-kona

Makc. pavHa PIN-kona

MUctopusa PIN-koaa

Onucanue

MUWHMMaNbHOE KOMYECTBO CMMBOJIOB, KOTOpbIE
MOXHO ucnonb3osatb B PIN-koge

MakcuMManbHoe KOIMYeCcTBO CUMBOJOB, KOTOPbIE
MOXHO ucnonb3zosatb B PIN-koae

KonunyectBo nocnegHux Mcnonb3oBaHHbIX PIN-
KOZOB MOJIb30BATENS, 3HAYEHUS KOTOPbIX HENb3SI
3aaatb ang Hoeoro PIN-koaa nonb3oBarens.
Hanpumep, ecam ycTaHOBNEHO 3HaYeHue "3,
HEBO3MOXHO byaeT Ha3HaumTb PIN-kozg
nonb30BaTens, COBNagaoWmin cC O4HUM U3 TPEX
nocnefHUX UCcnonb3oBaHHbIX. [lonycTuMble
3HauveHus oT 1 no 10. Beog 3HaveHuit B none
BO3MOXEH NOoC/1e YCTaHOBKM COOTBETCTBYHOLLETO
dnaxka

Monb3oBaTenb AOMKEH CMEHUTb Mpu yctaHoBKe dnaxka nocne dopMaTpoBaHus

PIN-kon npu nepsom
MCNOb30BaHNUM

O6ga3aTenbHoe Hanuume
UMdpPOBbIX CUMBO/OB

noJsib30BaTeNo 0053aTeNbHO HEOOXOANMMO CMEHUTb
PIN-kopg,

Mpw ycTaHoBKe dnaxka nocne GopMaTMpOBaHMS
HeobxoauMo obsa3aTenbHO Mcnosib3osaTth B PIN-
Kone unbpoBbie CMMBOSbI
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Cekuusa Mone

Ob69a3aTeNnbHOe Hannyme CUMBOIOB
HWXHEro perucrpa

Ob69a3aTeNnbHOe Hannyme CUMBOIOB
BEPXHEro perucrpa

Ob6a3aTenbHoe Hannuyume cnedu,
CMMBO/IOB

3anpert PIN-koaa, cocTosuiero u3
O[IHOTrO MOBTOPSIOLLErOCS
CMMBOJA

Onucanue

Mpwn ycTaHoBKe dnaxka nocne GopMaTMpoBaHms
HeobxoauMo 06a3aTenbHO Mcnosib3osaTth B PIN-
KOA4e CMMBONbI HUXXHEro perncrpa

Mpwn ycTaHoBKe dnaxka nocne GopMaTMpoBaHms
HeobxoauMo 06a3aTenbHO Ucnosib3oBaTtb B PIN-
Kofle CMMBOJIbl BEpXHEro perucrpa

Mpwn ycTaHoBKe dnaxka nocne GopMaTMpoBaHms
HeobxoAauMo 06913aTeNlbHO Mcnonb3oBaTh B PIN-
Kofe cnew. CUMBOIbI

Mpwu ycTaHoBKe dnaxka nocne GopMaTMpoBaHms
3anpeLaeTcs Mcnonb3oBaThb B kayectse PIN-koaa
NOBTOPSIOLLMIACS CUMBOS

4. HaxaTb kHonky "Oanee”. OTo6pa3nTca okHO ans BBoga HoBoro PIN-koza nonb3osatens (cM. PucyHok 85).

MacTep GopMaTUPOBaHUA NpUAoXeHUA MOCT

DOpMaATHPOBAHME NMPHUOXKEHWA
3apganTe PIN-KoQ NonNb30BaTENA

Hoeblil PIN-KOO NONb30BaTENA

| &%

MoaTeepanTes PIN-KOA NoNb30BaTENA

‘ecccccoe

MonuTMka cMeHsl PIN-Koga Nnons3o0BaTens

O CmeHa PIN-Kofa AoCTYNHa TONbKO NONb30BaTENo
O CmeHa PIN-kKofa QocTYNHa TONLKO aAMUHWCTpaTopy

@ CmeHa PIN-Kofa 0ocTynHa NofbL30BaTenNo U agMUHWCTpaTopy

WMma npunoxeHna

| STANDART.SE

< Hazapg Hanee > OTMeHa

PucyHok 85 - Macrep @opmarnposarms npunoxerns [OCT. Hactporikn PIN-ko4a noss3oBarens

Yka3aTb HoBbI PIN-kog nonb3oBatens u NnapaMeTpbl €ro 6J'IOKI/|pOBaHl/IF| B COOTBETCTBMM C Tabauuen

(cM. Tabnuua 24).

Tabmya 24 - Hacrposikmn PIN-koga nosb3oBaress. OnucaHne Hactpoek

Mone OnucaHue

HoBbi PIN-koa nonb3oBaTens
NpUNoXeHUs

Moateepamntb PIN-koa nonb3oBatens
nonb3oBaTens

B none Heobxoaumo 3aaaTh HoBbIM PIN-koa nonb3osatens ans

B none Heobxoaumo BBeCTM noaTeepxaeHue Hosoro PIN-koaa

B none Heobxoanmo BbIOpaTh 04HY M3 NOAMTUK cMeHbl PIN-Kopa:

Monutuka cMeHbl PIN-koaa nonb3osarens e "Cmena PIN-kona nonb3osaTens LOCTYNHA TONbKO
nonb3osatento” - PIN-koA MOXET U3MEHUTb TOJIbKO

NONb30BATENb;

AO "AnapgguH P.0.", 1995—-2026T. PykoBopacteo agmuHuctpatopa ans OC Linux

Crp. 71 /99



Eaounbii Knuent JaCarta

e "CmeHa PIN-kopa nonb3oBatens LOCTYNHa TO/IbKO
apMuHucTpatopy” - PIN-kof MOXeT M3MeHUTb TONbKO
AAMUHUCTPATOP;

e "CmeHa PIN-kona nonb3oBaTens AOCTYNHA Noib30BaTeNto U
aaMuHuctpaTopy” - PIN-kog MOXeT U3MeHWUTb Mob30BaTeNb U
agMuHucTpatop. [laHHas nonuMTuka ycTaHoBAEHA NO
YMONYaHUI0

Nmsa TokeHa, 0T06pa)KaeMoe B rnaBHOM OkHe EanHoro KnuenTta

Nms npunoxeHus . .
P JaCarta n Ha Bknagke "VMiHdbopMaumum o TokeHe

5. Haxartb kHonky "lanee". Otobpasutcs okHo ans BBoaa PIN-kopa agMuHucTpaTopa (cM. PucyHok 86).

JaCartalcC

0ObnA3aTenbHble NapaMeTpel
BeenwTe PIN-KoQ aAMUHWCTPaToOpa

PIN-kof 3agMWHWCTpaTopa

scccscsese | &b

PucyHok 86 - Macrep gopmaruposarmns npmnoxenns [OCT. Beog PIN-kosa agmmuHmnctpatopa

6. Haxatb kHonky "[danee”. OTo6pasnTcs OKHO AN NOATBEPXAEHUS YKa3aHHbIX HAacTpoek (cM. PucyHok 87).

MacTep popMaTMpoBaHAA NpunoxeHna TOCT

@MOpPMATUPOBAHUE MPHUIIOXKEHUSA

Haae 'MoaTeepauTts' Bl npousseeTe hopMaTUPOBaHUE NPUNoKeHUs. B
npouecce popMaTUPOBaHWA BCe AaHHble ByayT yaaneHsl.

CoxpaHeHWe NapaMeTpoB hopMaTp inA B hain wabnoHa dopmaTuposaHma

MyTb Ao thaina wabnoHa hopMaTUPOBaHWUA

|fhomeiadminte5UGost.ﬂf ‘

OTyeT:

Ha3eaHwe 3Ha4EHNE 8
Obuwne I
WMA NpUnoseHns JaCarta GOST

PIN-kof nons3oeatens bynet
PIN-Kopg none3oBaTens A YA

YCTaHOBNEH
HacTtpoikn PIN-Koga nons3oBaTens
MwuH. anvHa PIN-koga 6

Makc. nnuHa PIN-kona 32

< Hasapg MoaTeepaonThL

PucyHok 87 - Macrep gopmaruposarus npunoxerns [OCT. [loarBepxxaeHne GopmatpoBaHmus
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Mpu nocTaHoBke ranoyku "CoxpaHeHne napaMeTpoB GoOpMaTMpOBaHMs B Gaiin wabnoHa GopMaTnpoBaHus”

BCE HACTPOWKM U3 Tabnuubl 6yayT coxpaHeHsl B dain (*.ftf) wabnoHa. MogpobHo npo paboTy ¢ wabnoHoM
cm. B nn. 7.4.2.3.

Conepxxarne waboHa GopmatupoBanmns (@ain *ftf) npuseseHo B rnpmnoxermnn (lpunoxenne b.
Conepxxarne wabnoHa GopmatupoBanmns 415 npunoxerns FOCT)

HaxaTb kHoNKy "lNoatsepanTb” Ans Havyana GopmMaTnpoBaHUS.

[Tocne Haxarmsa kHorku "[1oaTBEPANTD " HAYHETCS NPOLECC YOPMAaTHUPOBAHMS, B XO4E€ KOTOPOro BCe
AAHHbIE OYAYT YAANEHbI M3 NaAMATH TOKEHA.

bynet npou3BoanTbCS HOPMATUPOBAHME MNPUNOXKEHUS, XOL BbINOAHEHUS DOPMATUPOBAHMUS U €ro pes3ynbTaT
6ynet otobpaxeH B PUHANbHOM OKHe MacTepa GopMaTMpoBaHus (cM. PucyHok 88).

8. Haxatb KHONKy "3aBepwuTb” 45 BbIXOAA U3 MacTepa GOpMaTMPOBaHMS.

JaCartauC

mopua'ruponanue NpUAOXeHWA Ha TOKeHe

peByJ’\bTaTbl t*)OpMaTMPOBaHMﬂ NpUNoX¥eHWA Ha TOKEeHe NepedyncneHel B oTHeTe

OTyeT:

DOPMATUPOBIHWE MPUNOKEHWS

YCTaHOBKa NONUTUKKW cMeHbl PIN-KOA3 NoNb30BaTENA
YcTaHoeka PIN-kofga none3ocBaTena

YcTaHoBKa HacTpoek KavecTsa PIN-Kofa none3osaTens
+ (DOPMaTUPOBEHWE NPUNOMEHWA YCMELWHO BINONHEHD

3aBeplwunTe

PucyHok 88 - Macrep gopmarupoBarus npmunoxerns FOCT. Pe3yibTarsl popmMarupoBaHms

7.4.2.2 CTaHaapTHoe popMaTUpOBaHNE

@ B npouecce dopmatuposanus npunoxerus FOCT pgaHHble NOb30BaTENS, XpaHALWMECS B NaMaTH (cepTUdUMKaTbl U
KNoun), ByoyT yaaneHsl.

P Ona cranpapTtHoro ¢popMaTUpoBaHMA HeoBXOAUMO:

1. TloAroToBWTb 3NEKTPOHHLIN KoY K paboTe (cM. n. 7.4.2).

2. Bbibpatb pexxum "CtaHpapTHbiit” (cM. PucyHok 83).

Haxatb kHonky "Hanee". OTobpa3utca okHO MacTepa GoOpMaTMPOBaHMs A8 BBOLA 0693aTeNbHbIX
napameTpoB (cM. PucyHok 89).
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JaCartalC

0O0AzaTeNkbHBIE NapaMeTpbl
Beegute PIN-kog Nonk3oBaTens u 3aaliTe MMA MPUWIOXKEHWA Ha TOKeHe

PIN-K0Q Nons30BaTENA

soonecesee | &b

Wma npunoxeHus

JaCarta-3 PKI/TOCT

s EEET MoaTeepanTs

Pucyrok 89 - Mactep @opmarrposarmns npunoxerns [OCT. Obs3areibHbie napameTpsl

B okHe MacTepa popMaTMpOBaHUS 3aN0NHUTL 0653aTeNIbHble NONS:

e B none "PIN-kon nonb3osatens” Beectv 3HayeHue PIN-kopa nonb3osatens. [1o yMonyaHuio Bce BBOAUMbIE
CMMBONbI 0TOBpaXaloTcs B BMAE @ uro6e NpOCMOTPETL/CKPbITb BBEAEHHOE B MO/1E 3HAYEHNE
Heo6Xx0AMMO MUCMONb30BaATb KHOMKK e 2 AT

e B none "MMs NnpunoxeHus" npu He06Xo0AMMOCTM YKa3aTb HOBOE MMSI 3IEKTPOHHOTO K/oYa (Hanpumep,
umsa 6yayuiero Bnagenbua).

4. HaxaTb kHonky "ToaTBepauTb” Ans Ha4yana GopMaTUpPOBaHUS.

[Tocne Haxatms kHorikm '[logTBepanTs " HAYHETCS PoLecc GopMaTMpoBarHus, B Xo4€ KOTOPOro BCE AaHHbIE
OyAyT yAaNEHbI M3 NaMSTH TOKEHA.

ByneT npousBoanTbCS GOpMaATUPOBAHUE MPUNOXKEHUS, X0 BbINONHEHUS GOPMATUPOBaHUS U ero pe3ynbTat byaert
oTOOpaXeH B PUHANBbHOM OKHe MacTepa dopmaTupoBaHus (cM. PucyHok 90).

5. Haxartb KHOMKy "3aBepwunTb” AN4 BbIXo4a U3 MacTepa GopMaTUPOBAHUS.
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Pucyrok 90 - Mactep @opmarnposarmus npmnoxerns [OCT. Pe3yibTars ¢opmarnpoBarms

JaCartauC
DopMaTHPOBaHHE MpPH Ha T
PeayneTaTkl (DOPMaTUPOBAHWA MPUNOKEHNA Ha TOKEHE NepevynceHsl B
oT4eTe
OT4eT:

DOPMaTUPOBIHMWE NPUIOHEHNA
+ DOPMETUPOBAHWE NPUADHKEHWA YCNEWHO BEINOAHEHO

3aBepwnTh

7.4.2.3 ®opMaTMpPOBaHMe No LWabnoHy

g Mcrnonb3oBaHWe 3apaHee HaCTPOEHHOTO WwabnoHa npu hopMaTMpOBaHUM TOKEHA MO3BOMAET 3HAYMTENBHO

YCKOPWTb CaM MPOLLECC U CAenaTb eAnMHO06PasHbIM CTUITb BbIMYLLEHHbIX 3NEKTPOHHbIX KIOYEN.

» Oina popmaTpoBaHua no wabnoHy Heob6xoaMMo:

1. TloAroToBMTb 3N1EKTPOHHBIN KN4 K paboTe (cMm. n. 7.4.2);

2. BbibpaTb pexxum "MopmaTtnpoBaTth Mo wabnoHy" (cM. PucyHok 91);

PucyHok 91 - Macrep gopmarupoBarmus npunoxerns [OCT. Bbibop pexuma ¢opmatpoBaHms

AO "AnapaunH P..", 1995—-2026 .

MacTep fopMaTMpoBaHUA NpuRoXeHna MoCT

Cnocob (hopMaTHpPOBaHWA NPHNOXKEHHA
Boibepute cnocob (hopMaTMpoBaHMA NpunoxeHns. Bbl MOMETE COXPEHWTH
ceoi eeibop Ana gansHelwero UCNoNL30BaHMS.

@) PaclunpeHHbIA.
DOpMaTUPOBATE NPUNOXKEHWE NOAPoBHO 33AaHHEIMKW N3paMET paMu.

CTaHAapTHEIA.
@OPMaTUPDBaTE NPUIDXKEHWE NapaMeTpaMi No YyMON4aHMWIO,

@)

® DopMaTUPOBaTE No wabnoHy.
DOPMaTUPOBATE MPUIDMHEHWE NapaMeTpaMi n3 wabnoHa.

[0 3anomuurs esibop ans pansHei 0 MCNOAb30BaHUA
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3. Haxatb kHonky "Janee”. OTo6pa3utca okHO MacTepa GOpMaTMPOBaHMs, B KOTOPOM HeO6X0AUMO BbIGpaTh
HeobxoAMMbIN WabnoH c noMoLbio KHomnku "O630p”, 3a4aTb MUMS 31EKTPOHHOTO Katoya B none "Ums
npunoxeHus” n seectu PIN-koa agMuHUcTpaTopa (cM. PucyHok 92);

MacTep opMaTMpoBaHUA NPUNOKEHUA TOCT

@OopMaTUPOBaHWE NMPUIOXKEHWA

YrkaxuTe uMaA chaina wabnoqa dopmaTuposaHua ana hopMaTUpoBaHus
MPUIOKEH NS

MyTb go daina wabnoHa dopmaTuposaHna
‘fhomefadmintestfﬁost.ftf |

WIMA NpunoxeHna

‘JaCarta GOST |

PIN-KoA aAMWHUCTPaTOPa

_eovecoee | b

< Hasapg Oanee > OTmeHa

Pucyrok 92 - Macrep gopmarmuposanme ripunoxenns FOCT. @opmaruposarme o wabnoHy. Beibop wabnoHa

4. HaxaTb kHonKy "Oanee”. 0TO6pa3nTCca OKHO 419 NOATBEPXKAEHUS YKa3aHHbIX HACTpoekK (cM. PucyHok 93);

MacTep fopMaTMpoBaHUA NpunoXeHna FOCT

DOopMaTUPOBaAHWE NPUAOXKEHWA

Haxas 'MoaTeepanTs' Bol nponsseneTe hopMaTUROBaHWE MPUIOHKEHWS.
B npouecce hopMaTMPOBAHWA BCe AaHHBIE DyoyT yaaneHsl.

OT4eT:

Ha3saHwne 3HayeHwne =
0bume
WIMA NpUnoxeHns JaCarta GOST

PIN-kof nons3oBaTens bynet
YCTaHOBNEH

PIN-Ko4 nons30BaTens

HacTpoiku PIN-Kkooa nonb3oBaTens

MwH. onuHa PIN-koga 6
Makc. gnuHa PIN-koga 32
WecTopua PIN-koaa 4]
Monb30BaTenk JOMKEH CMEHUTE . v

Pucyrok 93 - Macrep gopmatuposarme ripunoxermns FOCT. @opmaruposanme no wabsoHy. Hactporiku

5. Haxatb kHonky "lMoaTBepamTh” Ang Havana GopMaTUpoBaHUS;

lTocne Haxatus kHorku "[10ATBEPAUTS " HAYHETCS MPOLECC POPMATHUPOBAHMS, B XOAE KOTOPOro BCE AAHHbIE
6Y.ayT yAaNeHb! M3 NaMATU TOKEHA

Bbynet npousBoauTbcs hopMatupoBaHue npunoxenuns FOCT, xon BbINONHEHUS GOPMATUPOBAHUS U ero pe3ynbTaT
6ynet otobpaxeH B PUHANbHOM OKHe MacTepa GopMaTupoBaHus (cM. PucyHok 94).
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6. HaxaTtb kHONKy "3aBepwuTb” Ans BbIxoAa M3 MacTepa GopMaTUpPOBaHMUS.

MacTep fopMarupoBaHua npuaoxesns MOCT

mopuaruponaime MpUNOMEeHWA HA TOKeHe

PesyneTaThl d}OpMBTHpOBBHHﬂ MPUNOMEHWA HE3 TOKEHE NepeyncneHbl B
oTHeTe

OT4eT:

DOpMaTUPOBaHWE MPUNoXKEHNA

YCTaHoBKa NOAWTWMKK cMeHbl PIN-Kofa nons3osaTens
YcTaHoeka PIN-kofaa nons3oBaTens

YcTaHoBKa HacTpoek KabecTea PIN-kofa nonk3oBaTens
~ QOpMaTUPOBEHWE MNP0 EHWA YCNEWHOo BeINOAHEHD

JEBEepWUNTB

PucyHok 94 - Mactep @opmarnposarmus npmnoxerns [OCT. Pe3yibTarsl gopmarnpoBaHms

7.5 (C6poc npunorerua MOCT K 3aBOACKUM HAaCTPOMKaM

I LarHas onepaums npumennma 414 rpunoxerms FOCT sepcun 2.5.13 u Boiwe

» Ona c6poca NpMAOXEHUS K 3aBOACKMM HAcTpoiikaM HEOB6XOAUMO:

1. TMonkniounTb 3NeKTPOHHBIM KoY K pasbemy USB koMmnbiloTepa, 3anyctutb M0 "Eamubii Knuent JaCarta” n
NepeKkNYUTbCS B PACLUMPEHHDBINA PEXUM;
2. WNudopmaumns 06 3neKTpoHHOM Ktoye 6yaet oTobpaxeHa B OCHOBHOM OKHe, BbIMOHEHWS AOMONHUTENbHBIX
LeiCTBUI He TpebyeTcs. Ecnu noaknoueHo HeCKONbKO 3MEKTPOHHbIX K/H0YeH, TO BbIBpaTbh 3HAUOK HYXXHOMO
Kntoya B 06nactu cnesa;
3. Mepeiitn Ha Bknaaky "TOCT", HaxaTb KHoNky "CopocuTb NpunoxexHue” (cM. PucyHok 95);
g KHonka "CopocuTb npunoxeHue” oTobpaxaeTcs ToNbko B cny4yae, ecniv PIN-kog agMUHUCTpaTopa 3abNoOKMPOBaH.

I B ripoyecce C6poca K 3aBOZICKUM Hac TpOﬁK&’M BCE€ AdHHbIE U3 MTaMATU MTPUTTOXKEHNS Y,A4a/IFH0TCA

EaQMHBIA KnunenT JaCarta

EauHbin KnveHt JaCarta Ana“,u,amf)
Bepcua: 3.3.0.3559

JaCarta

‘ WhdhopMaumna o TokeHe | PKI | FO(Tl

o WM C npu

BpocuTe
PR mrarviccruna .Qm"”“'m“““ Rpunoxenue

S OMUHMCTDAT

Knio4un u ceprudmkaTte: [

BN S

PucyHok 95 — OkHo EguHoro Knnenta JaCarta. Bknaaka TOCT”
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4. B oTKpbIBlIEMCS OKHE "COPOCUTL NPUNIOXKEHNE" NOCTaBUTb QIaXKokK B cTpoke "lMoaTBepxaeHne cbpoca
NpUNoXeHUs" 1 Haxatb kHonky "OK" (cMm. PucyHok 96);

CBpoCHTb NPUNCKEHHE

BHwmaHwe! B npouecce cbpoca Bce gaHHbIe M3 NamMATH
npunoxedus ByoyT yoaneHs

NMogTeepxaeHwe cbpoca npunoxeHns

Pucyrok 96 — OkHo "Cépocuts npuaoxerme”

5. Tlocne 3aBepweHus npouecca cbpoca K 3aBOACKMM HACTPOMKAM MNOSABMTCS OKHO C pe3ynbTaTOM ero
BbINOHEHMS (CM. PucyHok 97). HaxaTb kHonky "OK".

CEpocWTL NpUNoXeHue

v/ CBpoc NpUNoeHWA BLINOMHEH YCMELWHO

PucyHok 97 — OkHo "COpocuTs npmuaoxeHne” ¢ pe3yibTaroMm

[Tocne c6poca npunoxerns PIN-ko4 no/1630BaTeN5/a4AMUHUCTPATOPA YCTAHABNBAETCS 10 YMOTHIHMIO.
lToapobHee cm. nogpazgen 3.2 "[lapamerpsl 3/1€KTPOHHBIX K/IOYeH npy nocraske”
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8.

8.1

Onepaumnn ¢ PIN-Kogom nonb3osaTtena u PIN-Kogom
aAMUHNCTPAaTopa

B cnyuae otobpaxeHus B okHe EnmHoro Knuenta JaCarta coobueHus o ToM, uto yctaHoBneH PIN-koz no
yMonuaHuio (cM. PucyHok 98), pekomeHpyetcs cmeHuTs PIN-Kof nonb3oBartens/agMuMHUCTpaTopa.

Egmrblia Knkent JaCarta — O

Eavnbii Knwent JaCarta Ana‘:mm)

Bepcwa: 3.3.0.3564

JaCarta-3 PKI/TOCT

‘ VHhOpMaLKMA 0 TOKeHe | PKI | I'OCT|

o] MM C

P

P
CmeHuTs PIN-KO,
@ﬂ,mamncmha anpMaTmpoaaTh %a MHACTDATODA

\_G &
Knioum u ceprudmrars: ERIEES,
poBaTh
TOKEH
YcTaHoeneH PIN-KO4 Nofe308aTens No yMon4aHuwo. PeKoMeHQyeTcs cMeHUTE PIN-kog nonesosatens
e s YcTaHosned PIN-KOQ aAMUHWCTPaTOpa No yMON4aHno. PeEKoMeHyeTca cMeHUTs PIN-Kog
aAMUHWUCTpaTopa

B crivcke 0TODPaXai0TCA TO/MLKO 0DLEeA0CTyHbIe 00LeKTel. [1a npocMoTpa Beex

06LEeKTOB UMK PeaKk TUPOBaHKWA codepxuMoro Heobxagumo BeecTH PIN-koa BaecTtwn PIN-kof

mob308aTeNA.

Pucyrok 98 — OkHo EamrHoro Knnenta JaCarta. Bknaaka [TOCT]

YcTaHoBKa (cMeHa) PIN-Kofa nonb3osaTtena agMUHUCTPATOPOM

[nsa npunoxenun PKI u FTOCT Bepcun 2.5.13 u Bbiwe agMUHUCTPATOP MOXET YCTAHOBUTL (CMeHUTb) Tekywwmii PIN-
Kof nonb3oBaTtens.
Vcranosuts (cmennts) PIN-koa nons3oBarens 419 npunoxenns FOCT sepcmm 2.5.13 u Bbllue MOXET TO/IbKO
aAMUHNCTPATOP C COOTBETCTBYIOLUUMM [1PABAMM.

B npunoxenuun PKI c annnetom Laser PIN-kop nonb3oBartens UMeeT CBOM CPOK AencTBUS. 3a 14 gHew oo
OKOHYaHus cpoka aeicteua PIN-koga nonb3oBatens nonyyaeT yBeaoMaeHne o HeobxoaumocTu cMeHbl PIN-koaa.
MHdopMaumoHHbIe coobLeHns ByayT NPUXOAUTb KaXabl AeHb A0 OKOHYaHMs cpoka pevncteus PIN-koaa, noka
OH He ByaeT U3MEHeH.

Ona YCTAaHOBKU NN CMEHbI PIN-kopa nonb3oBartens AAMUHNCTPATOPOM 3TIEKTPOHHOIO K/to4a Heobxo0aMMOo, 4TOObI
Ha 3TOM 31EKTPOHHOM KJo4e 6bIn YCTaHOB/EH PIN-kop, adAMUHUCTPATOpPa.

lTocne BBoAa HerpasuibHoro PIN-ko4a aaMUHUCTDATOPA HECKO/IbKO Pa3 MOAPALS 3NEKTPOHHBIN K/TH0Y
b6nokupyercs. He gonyckavire 6710kupoBku PIN-ko4a aaAMUHNUCTPATOPA HAa 3/IEKTPOHHbIX KoYax JaCarta. PIN-
KOa aaMUHUCTPATOPA, B oT/imumne ot PIN-koaa nosib308arens, pa3b/okupoBaTe HEBO3IMOXHO.

B ciyqae 6710kMpOBKM 3/IEKTPOHHOIO K/H04Ya MOC/IE BBOAA HErpasuibHoro PIN-koga aamuuucTparopa
IIEKTPOHHBIN KJTH0Y Pa30/I0KMpPOBAaTL HE/b3S. B ITOM C/1yHae MOXHO 06patUTbC B C/TYXKOY TEXITOLAAEPKKU U
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07'¢0pMaTl4p038Tb V(¢ TpOHHb/ﬁ K/Il04, HO C ﬂOTEpEﬁ BCEX AdHHbIX, XPAHALUNXCA Ha HEM. LaHHas oriepayuns

AOCTYrHa He 4/14 BCEX mogenen ek TDOHHbIX KIH0Yeu, /70,ap05HOC TW YTOYHUTb B Cﬂy)l(ﬁe TEXTIOLAAEPXKKN.

3apaHHOe KonnyecTBo nonbiTok BBoaa PIN-koaa agMnHMCTpaTopa (a Takke OCTaBLUeecs KOMYECTBO NOMbITOK)
MOXHO Y3HaTb, 3anyctuB EamHbit KnueHt JaCarta, nepenas Ha Bknagky "MIHGopMaLms o TOKeHe" 1 NoCMOoTpeB
3HauyeHue, ykasaHHoe B none "Octanock nonbiTok BBoAa PIN-kopa”.

» Ona yctaHoBKKM (cMeHbl) PIN-kKoAa nonb3oBaTens agMMHUCTPAaTOPOM HEO6BXOAUMO:

1. TMoaKN4YMTb 3NEKTPOHHBIM KoY K pasbemy USB komnbioTepa, 3anyctutb MO "Eamubii Knuent JaCarta” n
NepeKIoYUTLCS B PACLUMPEHHBIN PEXUM;

2. WNHdopmaums 06 aneKTpoHHOM Ktove Bynet oTobpaxeHa B OCHOBHOM OKHe, BbINMOAHEHUSI fONONHUTENbHbIX
LLeVACTBUI He TpebyeTcs. ECnn NoAKI0YEHO HECKONBbKO 3IEKTPOHHbIX K/THOUeH, TO BbIBpaTh 3HAYOK HYXXHOr0o
K/to4Ya B 061acTu C/ieBa;

3. [lepenTtu Ha BKNIaZAKy, COOTBETCTBYIOLLYIO NMPUMOXEHUIO, AN KOTOPOro He06X0AMMO Ha3HauuTb (CMeHuTb) PIN-
KOJ, Nonb30BaTens U HaxaTtb KHonky "YcraHoBuTb PIN-kop nonb3osatens” (cM. PucyHok 99).

EquHbliA KnuedT JaCarta

Eaunbin Knuedt JaCarta

Bepcwa: 3.3.0.3568

AnagguH

JaCarta

‘ WHopMauwa o ToKeHe | PKI | FOCT|

O MH C NpX

%VCTBHOBHTI: PIN-kog E; =
nonb30BaTENA ‘

CmeHwTb PIN-Kog

@gmamoﬁma Qmogmampoaam - Ao
B BAMURACTPaTORA

Knioun n cepTudmukaTte:

B o O

PucyHok 99 - InemeHT ynpasnenms "YcraHosutb PIN-kog noss3oBarens”

4. bypeT oTKpbITO OKHO "YcTaHoBuTb PIN-kop nonb3osatens” (cM. PucyHok 100).

5. B none "PIN-kop agMuHucTpaTopa” BBecTu Tekywmi PIN-kon agMUHMUCTpaTopa;

AO "AnapaunH P..", 1995—-2026 .

YcTaHoenTe PIN-Ko4 nons3oBaTens

PIN-KOA agMWUHWCTpaTopa

eccccece K2

HoBwli PIN-Kof NoNb30BaTENA

| 00000000 | ‘#

MogTeeponTe PIN-KoO Nnons3oBaTens

‘eesscsee |

Pucyrok 100 - OkHo "YcraHosuts PIN-ko4 nosns3oBarens”
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6. B nonsax "Hoebit PIN-koa nonb3osatens” u "Moareepamtb PIN-koa nonb3osaTtens” ykasaTb COOTBETCTBEHHO
HoBbIVi PIN-kog, nonb3oBaTens U NoATBEPAUTb €ro NOBTOPHLIM BBOAOM;

7. Haxatb kHonky "OK";

8. pu ycnewHo yctaHoBke HoBoro PIN-koaa nonb3oBaTtens 0TobpasmnTcsa COOTBETCTBYIOLLEE COOOLLEHME.
Haxatb kHonky "OK" png ero 3akpbitus. (cm. Pucynok 101).

PIN-kop nonb3oBaTenA ycTaHoBAEH

»" PIN-KofO nofk3oBaTenn yonelwHo ycTaHosNeH

o

Pucyrok 101 - CoobryeHme 06 ycrelHov ycraHoske (cmeHe) PIN-koaa nosib30Baress aaMHUCTPaTopoM

8.2 PasbnokuposaHue PIN-Koga nonb3oBatenA aAMUHUCTPATOPOM

@ PIN-kof nosnb3oBatens ofis NpuIoXeHWs, yCTaHOBIEHHOTO HA 3IEKTPOHHOM KJitoue GIOKMPYETCs B Cyyae
MpeBbILLEHNS MAKCUMaAbHOMO AOMYCTUMOrO KOAMYeCTBa NoCief0BaTeNbHbIX HEBEPHbIX NonbIToK BBoAa PIN-koaa.
MNpouenypa pa3bnokmpoBku PIN-koga nonb3oBatens pasnnyaeTcs B 3aBMCMMOCTU OT NPUIOXKEHUS,
YCTQHOB/IEHHOIO B NaMATb 3NEKTPOHHOIO K/KOYa:

e PKIunPKI/BIO - nocne pazbnoknpoBKM agMUHUCTPATOP AOSIKEH YCTaHOBUTb HOBbIM PIN-koa nonb3oBartens;

e [OCT n STORAGE - pa3bnokupoBka 06HyNSET CYETYMK HEBEPHBIX NOMbITOK AOCTYNa, 3HaYeHne PIN-koga
MOJSIb30BaTEN OCTAETCS NPEXHUM.

8.2.1 Mpunoxerue PKI n PKI/BIO

llpu pazbnokuposarHmm PIN-koaa nosb3osarens 415 rnpunoxermns PKI aaMuHUCTPaToOp 4O/IKEH YCTaAHOBUTE
HoBbvi PIN-kog nosib30B8arens nocie ero pa3biokupoBaHius.

» Ona pas6nokuposaHusa PIN-kona nonb3oBatens ans npunoxenus PKI Heobxoaumo:

1. TMoAKNHYMTb 3NEKTPOHHbIM KoY K pasbemy USB koMmnbroTepa, 3anyctutb MO "EamHbii Knuent JaCarta” u
MepeKoYUTLCS B PACLUMPEHHBIN PEXUM;

2. WHdopmaums 06 aneKTpoHHOM Ktove ByneT oTobpaxkeHa B OCHOBHOM OKHE, BbIMOJHEHUS AONOIHUTENIbHbIX
OencTBuiA He TpebyeTcs. ECnm noaKNloYeHO HECKOMBbKO 3NEKTPOHHBIX KOUYEN, TO BbIOpATh 3HAYOK HY>XKHOMO
K/ito4a B 061aCT CeBa;

3. Ecnm PIN-koa nonb3oBaTtens 3abnokupoBaH KHormka "Pasz6nokunpoBatb PIN-koa" 6yaeT AOCTyNHA ANs HAaXaTus
(cm. Pucynok 102). MHaye kHomnka 3a610KMpoOBaHa;

EnuHbIA KnweHT JaCarta _ O

EauHbin Knwent JaCarta Ana’:.aﬁmu)

Bepcua: 3.3.0.3570

JaCarta-3 PKI/TOCT

rta-3 PKITOCT

‘ VIHhOpMaLNA 0 TOKEHE | PKI | rOCT|

OnepaunK C NPUAOXKEHHEM

o Pasbnokmposare |[=,
D PiN-kon H

CmennTe PIN-Kog Q W3aMeHnTL KayecTBo
sy @opuaTupoeaTs Ty
afMUHUCTpaTopa & DOPMATUROBETE PIN-kofaa

Knio4n n cepTumKkaTe: ERRIAES

E. AnMuHucTpaTop aladdin-SERVER-2019-CA WcTekaeT 13.02.2025
p OTKPEITHIA K4 1024 byt

PucyHok 102 -Paszbnokuposarme PIN-koga nosnb3oBarens 49 npunoxeHns PKI

4. [anee 6yneT oTKpbITO OKHO "Pazbnokuposatb PIN-koa" (cM. PucyHok 103);
5. B none "PIN-kop agMuHucTpaTopa” BBecTu Tekylwmi PIN-kon agMUHMUCTpaTopa;
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6. B nonsix "Hoebit PIN-koz nonb3soBatens” u "Moareepantb PIN-koa nonb3oBaTens” BBect HoBblM PIN-kop
Nnonb30BaTeNs U HaxaTb KHOMKy "OK";

PazbnokMpoeath PIN-kog

PIN-kog agMUHWCTpaTORa

| R

Hoebii PIN-KOoO nonb3oBaTenA

| | %

MopTeepanTe PIN-KOO NoNk3oBaTens

@ (8].4 OTMeHa

PucyHok 103 - Paz6nokuposka PIN-koga nosnb3oBaress

7. Tpwu ycnewHow pa3baoKnpoBke M HazHaveHnn HoBoro PIN-koga nonb3oBatens oto6pasmntcs
COOTBETCTBYIOLLEe coobuweHne — HaxaTb kHomKy "OK", ytobbl 3aKkpbITh ero (cM. PucyHok 104).

PIN-koq pazbnokupoBaH

+/ PIN-kog ycnewHo pasbnokuposan

oK

Pucyrok 104 - CoobiyeHmne 06 ycrielHom pazbnokmposamHm PIN-koaa noss3osarens ans npunoxenns PK/

8.2.2 lpunoeHne STORAGE

» Ona pas6nokuposaHusa PIN-kona nonb3oeatens ans npunoxenns STORAGE Heo6xoanmo:

1. TMoZaKNHYMTb 3NEKTPOHHbIM KoY K pasbemy USB komnbioTepa, 3anyctutb MO "EamHbii Knuent JaCarta” n
NnepeKkYUTbCS B PACLUMPEHHDBIN PEXUM;

2. WHdopmaumsa 06 aneKkTpoHHOM Kntove byaeT oTobpaxkeHa B OCHOBHOM OKHE, BbIMOIHEHUS JOMNONHUTENbHbIX
[leicTBuii He TpebyeTca. Ecnmn nofknoYEHO HECKOMBKO 3N1EKTPOHHbIX KtOUeH, TO BbIOpaTh 3HAYOK HYXKHOTO
Kntoya B 06nacTu cnesa;

3. Ecnm PIN-kop nonb3oBaTens 3abnokupoBaH, kHonka "Pa3bnokmpoBaTb PIN-koa nonb3osatens” 6yaer
[ocTynHa ang Haxatus (cMm. PucyHok 105). MHaue KHonka 3a610KkMpoBaHa;
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EguHbIi Knuedt JaCarta

EanHbiv KnueHTt JaCarta Ana:gﬂnﬂ)

Bepcua: 3.3.0.3570

JaCarta WebPass

‘ WHpopMauns o TokeHe | STORAGE | OTP |

(o}

MK C MPHIIC

pat

ey CMeHMTE PIN-Kog Pa3bnokuposaTts Q
adMWHKCTpaTopa PIN-kog A opMaTMpoBaTL

Knwoumn U cepTudpukare:

Pucyrok 105 - InemeHT yrpasnenns "Pazbnokuposats PIN-kog”

4. Tlocne HaxkaTus Ha kHonky "Pasbnokuposatb PIN-koa" 6yaet oTkpbiTo OKHO "Pasbnokuposats PIN-kop'
(cm. PucyHok 106);

Pazbnokupoeats PIN-kog

PIN-Kof4 3AMWHWUCTpPaTOopa

esccessese | &b

Pucyrok 106 - OkHo "Pazbnokuposats PIN-kog”

5. B none "PIN-kop apMuHucTpaTopa” BBecTH Tekywmin PIN-koa aaMMHUCTpaTopa, NOC/e Yero HaXkaTb KHOMKY
"OK";
[Tpu paz6bnokuposanmn PIN-koaa nosib308atesis copachiBa€Tcs CHETYMK HEBEPHBIX MOMbITOK BBOAA PIN-koaa
10/1b30BaTENS, [1IPHU ITOM Camo 3HaveHne PIN-ko[4a ocTaérca HeuM3MeHHbIM, L1 uameHeHus 3HaveHns PIN-
KoAa 110/16308aTe/1s BOCMO/Ib3YHTECH MPOLERYPOH YOPMATHPOBAHMS. B ITOM C/1yyae BCe AaHHbIE C K/T4a

o) 3/1EHB.

6. [pwu ycnewHow pasdnoknpoeke PIN-koaa nonb3oBatens 0To6pa3nTCs COOTBETCTBYHOLWEE COOOLLEHNE
(cm. 107). HaxaTtb kHonky "OK", uTo6bl 3aKpbITh €ro.

PIN-Kog paz6noKupoBaH

+/ PIN-Kog ycnewHo pasbnokuposaH

PucyHok 107 - Coobiyermne 06 ycrelHou pazbnokmposke PIN-ko4a noss3o8arens

8.2.3 [punoxeHne FOCT

g [nsa Toro ytobbl pasbnokmpoBath PIN-kog nonb3oBatens, 3NEKTPOHHbIM K04 AOMKEH ObiTh
NPOMHULMANN3NPOBAH:

e nnsBepcun 2.5.3 - 2.5.9 ¢ PUK-koapom;
e nans Bepcun 2.5.13 u Boiwe ¢ PIN-kogoM agMUHKUCTpaTopa.
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[pu pazbnokmposarmmn PIN-koaa nosib30Batess copacsiBAETCs CHETYMK HEBEPHBIX MOMbITOK BBOAA PIN-ko4a

110/1b30BareJis, rpu 31oM camMo 3Ha4eHne PIN-koga ocraérca HeuM3MeHHbIM.

» Ona pas6nokupoBaHusa PIN-koga nonb3oBatens:

1. TMoaKN4YMTb 3NEKTPOHHbIM KoY K pasbemy USB komnbioTepa, 3anyctutb MO "EamHbii Knuent JaCarta” n
NepeKoYUTLCS B PACLUMPEHHBIN PEXUM;

2. WHdopmaums 06 aneKTpoHHOM Kntove Bynet oTobpaxeHa B OCHOBHOM OKHe, BbIMOJHEHMS AONOHUTENIbHbIX

LencTBui He TpebyeTcs. ECnm noakno4YeHO HECKONbKO 3NEKTPOHHbIX K/toYel, TO BbibpaTb 3HA4YOK HYXXHOr0

Kntoya B 06n1acTu C/ieBa;

3. Ecau PIN-kog nonb3oBatenst 3a610KknpoBaH, kHonka "Pasbnokmposate PIN-koa" 6yaeT focTynHa ans
HaxaTums (cMm. PucyHok 108).

EguHbiii Knuent JaCarta

EauHblin KnneHdT JaCarta

Bepcua: 3.3.0.3570

PucyHok 108 - Pazbnokmuposarnmne PIN-koga nonb3osarens npuaoxenns FOCT

JaCarta-3 PKI/TOCT

HazeaHwe JaCarta-3 PKITOCT

Homep mMogenn JC247-12.F47 v10.0

Ha30BUTE 5TOT HOMEp Npu obpaleHN B TEXHWYECKYIO NOANEPHKKY

CepwiiHEIR Homep C30689C8

PKI

MpunoxeHna .
Ee30nacHblil AOCTYN K pecypcaM

CMeHWTE PIN-kOO

rocr
PIN-kop 3abnokuposaH. ObpaTuTecs K
a3AMUHWCTPaTOPY

INeKTpoHHaA NOANKUCE

4. Tlocne HaxaTtua Ha kKHonKy "Pasbnokuposatb PIN-koa nonb3oBatens” 6yaer oTKpbITo OKHO "MacTtep
pa3bnokuposku PIN-koza" (cMm. PucyHok 109).

MacTep paz6nokupoeaHuna PIN-koga ®

Cnocob pazbnokupoeaHua PIN-kofa
BuibepuTe cnocob pasbnokuposanua PIN-koga.

Ne30BaTek PUK-kopg
nokupoeaTe PIN-kog ¢ nomowko PUK-koga

anpoc-oTBeT

(O Mo epemern
o TokeHa pazbnokwpoeaHwe PIN-Kofa No BpeEMEHK

Oanee > k OTmeHa

PucyHok 109 - OkHo "Pazbrokmuposka PIN-koga noss3osarens”

5. Bbibpatb nyHKT "Mcnonb3oBath PUK-koa" u HaxaTtb KHonky "[danee”;

6. B none "PUK-kon" BBectTn Tekywwmin PUK-koa?, nocne yero Haxatb KHonky "Janee”;

7 Ons npunoxenus FOCT Bepcum 2.5.13 m Bbiwe ByaeT 3anpawmnsatbes PIN-kog agMuHMCTpaTOpa.
PykoBopacteo agmuHuctpatopa ans OC Linux
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7. Tlpu ycnewHol pa3bnoknpoBke 0TOOPas3nUTCa COOTBETCTBYOLLEE co0bLeHMe. [Ins ero 3akpbITUsS HAaXaTb
KHOMKyY "3aBepwutb” (cM. PucyHok 110).

MacTep pa3bnokvMpoBaHuA PIN-koaa

PazbnokupoBaHue PIN-Kona
PesynbTaThl pasbnokupoBaHms PIN-Kofa NpUBEAeHbI B OTHETE

OT4eT:
PazbnoknpoeaHue PIN-koga

OBHOBNEHWE NapaMeTpoB
+ Pasbnokupoeanne PIN-koaa beino ycnewHo esinonHeHo

3aBepWwWTh

Pucyrok 110 - Coobuyermne 06 ycneluHos pazbnokuposke PIN-kosa nons3osarens

8.3 PasbnokuposaHue PIN-Koga nonb3oBaTenA B yA3NEHHOM pernme

@ Pasbnokumposka PIN-koaa nonb3oBarens B yaanéHHOM pexuMme AOCTYMHA TONIbKO OISt 3IEKTPOHHbIX K/oYen ¢
npunoxenusmu PKI n PKI/BIO v npunoxennem NOCT (noppobHee cM. noapasaen 3.2 "[MapamMeTpbl 3Ne€KTPOHHbIX
Kntouer npu noctagke” u noapasaen 3.3 "Onepaumm € 3NeKTPOHHBIMU Kito4aMmu”).

8.3.1 Mpunoxerue PKI n PKI/BIO

@ B pesynbTtate pasbnokupoBaHua PIN-koga nonb3oBaTens 3neKTPOHHOIo Kitoya ¢ npunoxeHmeM PKI BbinonHseTcs
Ha3HavyeHue HoBoro PIN-koga nonb3oBaTens n c6pocC A0 HYAS CHeTYMKA MOMNbITOK BBOAA HeBepHoro PIN-koaa
rosib30BaTens.

PasbnokumpoBka PIN-koga nonb3oBatens 31eKTPOHHOMO Kftoya ¢ npunoxeHueM PKI B yoanéHHoOM pexunme
BO3MOXKHA MPU BbINOSHEHWUMU CNEeAYOWMUX YCIOBUNA:

e B OpraHv3aumm Oo/mxHa BbiTb YCTAHOBIEHA CMCTEMA YYETa M yNpaBaeHUs annapaTHbIX CPeACTB ayTeHTUdUKaLNK;
B HACTOALLEM AOKYMeHTe Ans npumepa bynet ucnonb3osatbes cucteMa JaCarta Management System (JMS);

e 3/IEKTPOHHbIN KoY, NoANiexaluuit pa3bioKMpoBaHUIO, OMKEH BbiTb 3aperMcTpUpPOBaH B CUCTEME YYETa U
ynpaB/ieHus annapaTHbIX CPeACTB ayTEHTU(DUKALMM A0 MOMEHTA ero 6/10KMPOBKK;

o nans npunoxexus PKI ¢ annnetoM PRO 3n1eKTpOHHbIM KoY AomKeH BbiTb 0ThOpMaTUpPOBaH C 3aaaHHbIM PIN-
KOLOM agMuHUCTpaTopa (cM. noapasgen 7.1 ®opmaTtuposaHue npunoxernusa PKI c annnetom PRO);

e anda npunoxeHus PKI c annnetom Laser aneKTpOHHbIV KoY J0MKeH 6biTb 0THOPMATUPOBAH C BO3MOXHOCTBIO
pa3b/I0KMPOBKM NO MEXAHM3MY "3anpoc-0TBeT" M B KavecTBe PIN-koga agMuHKUCTpaTopa 3aaath katod 3DES
(cm. noppaszpen 7.2 ®opmatuposanue npunoxenus PKI ¢ annnetom Laser).

Pasbnokumposka PIN-koga nonb3oBatens 31eKTPOHHOMO K4a B YAANEHHOM pexuMe npeanonaraet
B3aMMOAENCTBME MONb30BATENS 3EKTPOHHOIO K/to4a U agMUHUCTpaTopa 6e3onacHocTu. pu 3TOM Ha
KOMMbOTEpE Nob30BaTeNs AomKeH 6biTb ycTaHoBNeH EanHbii KnuenT JaCarta, a agMuHucTpaTop 6e3onacHoCcTH
[LOIKEH MMETb JOCTYN K CUCTEME YYETA M YrpaB/ieHMs annapaTHbIX CPeAcTB ayTeHTUdMKALMM (B LAHHOM
npumepe - Kk cucteme JMS).
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P Ona pas6bnokuposkn PIN-kopa nonbsosatens B ynanéHHOM pexuMe Heob6xonumo:

1. TlpouHCTPYKTMPOBaTb NOMb30BaTeNs (Hanpumep, no TenedoHy) NOAKNHUUTL SNEKTPOHHBIN KoY C
3ab6noknpoBaHHbIM PIN-k0ogOM K KOMNblOTEpY M 3anycTutb EamHbii Knuent JaCarta. OkHo EgmHbii KnueHT
JaCarta y nonb3oBatens 6yner BbirnsaeTb Kak Ha pucyHke (cMm. PucyHok 111).

EAMHbIA KnueHT JaCarta

Eaunbin Knnent JaCarta Ana:,ﬂﬁnﬂ)

Bepcwa: 3.3.0.3570

JaCarta-3 PKI/TOCT

HazeaHune JaCarta-3 PKITOCT

]C247-12.F47 v10.0

Homep mopenn
HasoeuTe aTOT HoMep Npu 0bpaleHNN B TEXHUYECKYIO N0AAEPHKKY

CepuitHelil Homep C30683C8

PKI

PIN-kop 3abnokuposan. ObpatuTtecs k _ _
aAMUHUCTPaTOpY PazbnokupesaTe PIN-koa

Be30nacHeIR AOCTYN K pecypcam

roct CmeHWnTE PIN-KOg
3NeKTPOHHER NOAMNUCE
CMeHUTL PIN-KOA noanucu

MpunoxeHna

Pucyrok 111 -Orobpaxenne 3abnoknposarHoro PIN-koga y nosne3osaresns

2. TNonb3oBaTtenb JOMKEH HaxaTb KHONKY "Pasbnokuposatb PIN-koa nonb3oBatens’. Ha skpaHe nonb3oBartens
6yner oTkpbITO OKHO "Pazbnokuposatb PIN-koa” (cm. 112).

Paz6nokupoBEaTk PIN-kog X

BelbepuTe cnocob BeINoNHEHWA onepaui

@) KN4 aOMWHUCTPaTopa
BLINOAHUTE ONEPALWMKD, MCNOAL3YA KOS 8 AMUHACTPaTopa

® 3anpoc-oTBET
BEINOMHWTE ONepauuko, UCNone3yA 3anpoc-oTEEeT

Pucyrok 112 - OkHo "Pazbnokuposats PIN-koza nosns3oBarens’. CreHepupoBarHHbii 3anpoc

3. [lonb3oBaTenb BbIOUpAET 3HaYeHMe "3anpoc-0TBET" U HAXMMaET KHonky "danee”. OTKpbIBAaETCSA OKHO A9
pasbnokuposku PIN-koza (cM. PucyHok 113).
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PazGnokupoBaTtb PIN-kopg b

3anpoc 3DES

| BDD9BSBSFI9D7FC3 |

OTBeT

@ OcTanock NOMNEITOK: 12

HoBeiA PIN-Ko4 None30BaTeNA

| | &%

Mo4TBEpOUTE PIN-KO4 NONL30BaTENA

PucyHok 113 - OkHo "Pazbnokmuposars PIN-kos . CreHepupoBaHHbI¥ 3arnpoc

4. Tonb3oBaTenb nepeaaeT aAMUHUCTPATOPY NOCIEN0BATENbHOCTb CUMBOJ/IOB, CTEHEPMPOBAHHYIO B noJie
"3anpoc 3DES". [epenaya MoxeT 6biTb BbINOAHEHA NHOOLIM yA0OHbBIM CNOCO60OM, Hanpumep, No email.

5. AaMuHucTpaTop 6€30MacHOCTM FreHepupyeT OTBET CpeacTBaMu cuctembl JMS 1 nepeaaeT ero nosib30BaTesNto
NtobbIM yaobHbIM cnocoboM, Hanpumep, no email.

@ MoppobHee o paboTe B cucteMe JMS cM. gokymeHT "JaCarta Management System. PykoBoacTteo
afMuHUCTpaTopa”.

6. [Monb3oBaTtenb BBOAMT NOCNEA0BATENBHOCTL CMMBOJIOB, MOJYYEHHYIO OT aAMUHUCTpaTOpa 6€30MacHOCTH B
none "OTtBeT" B OKHe pa3bnokunpoBaHus PIN-koga v ykasbiBaeT HOBbIM PIN-kop nonb3oBartens u ero
noaTeepxaenue (cM. PucyHok 114).

Paz6nokupoBaTtb PIN-kop, x

3anpoc 3DES
| 8DD9BSBSFIIDTFC3 |

OTBeT

| 7012E320479028A2 |

@ OcTanock NONEITOK: 12

HoBwiA PIN-Ko4 None3oBaTensd

eeccecee | &b

MogoTeeponTe PIN-KoO None3oBaTENA

Pucyrok 114 - OkHo "Pa36bnokuposats PIN-kog . CreHepupOoBaHHbIV 3arpoc
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7. Monb3oBatenb HaxumaeT KHonky "OK".
8. Tlpu koppekTHO BBeaeHHOM oTBeTe PIN-koa nonb3osaTens 6yaet pa3bnoknpoBaH, Ha 3KpaHe NOSBUTCS
coobueHune 06 3ToM (cm. 115).

PIN-kop pa36nokupoBaH

+w* PIN-kop ycnewHo pasbnokmpoeaH

PucyHok 115 - CoobiyeHmne 06 ycrelHos pa3bnokmuposke PIN-koga noss3oBarens

8.3.2 T[punorenne MOCT

(/] B pe3synbtate pa3bnokmnpoBku PIN-koga nonb3oBaTens 3neKTPOHHOIO K/toya C YCTAHOBAEHHbIM MPUIOXEHUEM
FOCT BbInonHAEeTCA COPOC [0 HYNS CHETYMKA MONbITOK BBOAA HeBepHoro PIN-koga nonb3oBaTens, npy 3ToM
3HavyeHue PIN-koga nonb3oBaTens He MEHSETCS M OCTAETCS TakMM Xe, KaKMM Obino L0 pa3bioKMpPOBKM.

PasbnokumpoBka PIN-koga nonb3oBatens anekTpoHHOro katouda ¢ npunoxexHmem FOCT B yoanéHHOM pexume
MOXET ObITb BbIMNOJHEHA TOIbKO TEM K/HOYOM aAMMHUCTPATOPA, HA KOTOPOM 3ab10KMPOBAHHBIW EKTPOHHbIN
K/IoY Gbl1 BbIMYLLEH CPEeACTBAMM NPOrpaMMbl aAMUHUCTPUPOBAHUS, PYHKLMOHMPYIOLLEN B COCTaBE CPeACTBa
KpunTorpaduyeckon 3alwmTbl MHGopMauumn «ABToMaTU3MPOBAHHOE paboyee MeCTO aAMMHUCTPATOpa
6e3onacHoctu JaCarta» (CK3UW APM AB JaCarta).

Pasbnoknposka PIN-kofa nonb3osaTens 31eKTPOHHOMO K/oYa B YAANEHHOM pexuMme npeanonaraet
B3aMMO/ECTBME NOMb30BATENS INEKTPOHHOIO KNtoYa U agMUHUcTpaTopa 6esonacHocTu. Mpu 3ToM Ha
KOMMblOTepe nonb3oBaTens fLomKeH ObiTb ycTaHoBneH EanHbiin Knuent JaCarta, a agMuHucTpatop 6e3onacHoctu
nonxeH umetb goctyn K CK3M APM AB JaCarta u uMeTb TOT KNKoY aAMUHUCTPUPOBAHUS, HA KOTOPOM 6bIn
BbINyLLEeH 32610KMPOBAHHbIA 3NEKTPOHHbBIX KO,

» Ona pas6bnokupoekn PIN-koga nonb3ogaTens B yaan&HHOM pexume Heo6XxoauMO:

1. TlpOMHCTPYKTMpOBATb NOMb30BaATENS (HAanpuMmep, No TenedoHy) NOAKIUYUTL INEKTPOHHbIN KM C
3a6110kMpoBaHHbIM PIN-K0oAOM K KOMMbOTEPY M 3anycTuTb EanHbiin KnueHT JaCarta. OkHo EamHbIn KnveHT
JaCarta y nonb3oBaTens byaer BbIrNsSAeTb Kak HA pucyHke (cm. 116).

EAMHbIA KnueHT JaCarta _ 0O

EauHbln KnueHt JaCarta Ana:,ﬁanu)

Bepcus: 3.3.0.3570

JaCarta-3 PKI/TOCT

HazeaHue JaCarta-3 PKIJTOCT

a-3 PKIJTOCT

JC247-12.F47 v10.0

Homep mogenn
Ha3oBWTe 3TOT HOMEP NpW 0BpaLLEHUN B TEXHWHECKYIO NOAAEPHKKY

CepwiHeIn HoMep C30689C8

PKI

Mpunosxexus . CmenuTh PIN-kog
Be30nacHbIil OCTYN K pecypcam
roct

PIN-kof 3abnokuposaH. ObpaTuTecs K )
aAMUHUCTPaTopY PasbnokupoeaTe PIN-kopa

aﬂSKTpOHHEﬂ noaonuce

PucyHok 116 - Orobpaxerume 3abnokmpoBaHHoro PIN-ko4a B pexume r1o/ib30B8aresis

2. Tonb3oBaTenb HaxunMaeT KHomnKy "Pa3bnokunpoBats PIN-koa". bynet oTKpbITo OKHO "MacTep
pasbnoknpoBaHus PIN-koza", B KoTopoM aocTyneH Bbibop cnocoba pa3bnokunposku (cm. 117).
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MacTtep paz6nokupoeaHua PIN-kopa ®

Cnocob pa3zbnokupoBaHua PIN-koga
BuibepuTe cnocob pasbnokwposanua PIN-koga.

® VcnoneksoeaTe PUK-KoLO
Pa:5:6n0KL-1p0EcaTt=. PIN-kog © nomowksn PUK-Koga

O 3anpoc - oTeeT

PasbnokupoBaTk PIN-KO 4, MCMOMb3YHA MEXaHW: anpoc-oTBET

Danee = OTMeHa

PucyHok 117 - Macrep pazbnokuposarmns PIN-koga. Crocob pazbnokuposarms PIN-koga

3. [Nonb3oBaTenb BbIbMpaeT 3HaYeHUe "3anpoc-0TBET" U HAXMMAET KHoNKy "anee”. OTKpbIBAETCS OKHO A
pa3bNOKMPOBKM 3NEKTPOHHOTO KNtoya. B mone "3anpoc” conepxutcs aBTOMaTMYECKM CreHEpUPOBaHHOE
3HaYeHue, npeacraBnsoliee coboi 3anucaHHble noapas 16-3HauHbIA CEpUIMHBIA HOMEP 3N1EKTPOHHOMO
K/I04a U KONMYECTBO YCMELIHO BbIMNOSIHEHHbIX Pa3b6a0OKMPOBAHMI AAHHOMO Ktoya (cm. 118).

B paccmatprBaeMom npumepe 310 nocnenosatensHocTe 4E3900181250304C 0200, B koTopoOW
4E3900181250304C —16-3HayHbIN CEPUIAHBIA HOMEpP 3N1eKTPOHHOrO Ktoya, 0200 - KonnYecTBo ycnewHo
BbIMOJIHEHHBIX Pa3010KMPOBAHUIA.

Macrep paz6nokupoeanusa PIN-koaa X

PasbnokupoBaHue PIN-Kofa C MOMOLLbLIO MeXaHU3Ma 3anpoc-oTeeT
MepepanTe 3anpoc BaleMy agMUHUCTpaTopy besonacHocTh 1
BBEAMTE NONYyHEHHbIR 0TBET

3anpoc

%74E3900181250304C0200 ‘

OTBeT

< Hasag Lanec \ OTMmeHa

Pucyrok 118 - Pazbnokmuposarmne PIN-koga ¢ moMoLybo MEXaHU3Ma 3arpoc-0TBET. DopMupoBaHme 3anpoca

4. Tlonb3oBaTenb co0bWAET agMUHUCTPATOPY 6€30NacHOCTM 3HaYeHne nons "3anpoc” NbbiM yaobHbIM
cnocobom, Hanpumep, no email.

5. AoMuHucTpatop 6e3onacHocTu reHepupyeT oteeT cpeactBamu CK3UM APM AB JaCarta 1 nepenaet ero
NoNb30BaTENO TaKXKe NoObIM Ya06HbIM cnocoboM, HanpuMep, no email.

ﬁ MoppobHee o pabote B CK3N APM AB cM. pokyMeHT "Cpeactso kpuntorpaduueckon 3awmtsl nHdopmauum «APM
afMuHucTpatopa 6esonacHoctu JaCarta. MNporpamma aaMUHUCTpMpOBaHKS. PykoBoacTBo onepaTopa”.

AO "AnapgguH P.0.", 1995—-2026T. PykoBopacteo agmuHuctpatopa ans OC Linux Crp. 89 /99



Eamubin Knuent JaCarta

6. [lonb3oBartenb BBOAMT OTBET B OAHOMMEHHOE NOJe U HAXKUMaeT kHonky "Hanee” (cM. 119).

MacTep pazbnokupoBaHus PIN-koga X

Pa3bnokupoBaHue PIN-Kofa C MOMOLLbLI0O MeXaHU3Ma 3anpoc-oTBeT
MepefaiiTe 3anpoc BaweMy agMUHUCTpaTopy besonacHocTu
BBEAVNTE NOMYHEHHLIN 0TBET

3anpoc

‘ 4E3900181250304C0200

OTBeT
i 54356G6789G3965|

Pucyrok 119 - Pazbnokuposanme PIN-Ko4a ¢ noOMOLLYbo MEXaHM3MA 3arpoc-0TBeET. BBoA r1o/1y4eHHoro oreera

7. Tpu koppekTHO BBeaeHHOM oTBeTe PIN-kog nonb3osatens 6yaeT pa3baokMpoBaH, HAa 3KpaHe NosSBUTCS
coobueHune 06 atom (cm. 120). B kauectBe PIN-kopa nonb3oBatens 6yanet HasHayeH PIN-kon nonb3oBatens
[0 ero 610KMPOBKK. 3HAYEHMUE CYETUMKA YCMELHO BbINOHEHHbIX Pa3bOKMPOBaHWIA LJAHHOFO 31EKTPOHHOIO

KNtova 6yaeT yBeNMYeHo Ha eauHuLy.

Macrep pas6bnokupoeanusa PIN-koaa X

Pa3bnokuposaHue PIN-koga
PesynsTaThl pasbnoknposaHua PIN-Kofa npuBegeHsl B 0THeTe

OTyeT:

P836HOKMpoBaHMe PIN-koga
ObHOBAEHWE NapameTpoB
v PasbroknposaHue PIN-koga bbif0 ycnewHo BLINOAHEHO

|

PucyHok 120 - Coobiyerne o6 ycrewHom pazbnokuposarmnm PIN-koaa noip3osaresns

8.4 W3MmeHeHue PIN-Koga agMUHUCTPaTOPa

PIN-Kkop, agMUHUCTpATOPa MOXKET ObITb YCTAHOBNEH HE BO BCEX MPUSIOXKEHUAX B NAMSTU 3IEKTPOHHbIX K/OUEHN.
MNMonpobHee cm. nogpasaen 3.2 "TlapameTpbl 31EeKTPOHHbIX KNKOYern nNpu noctaske”.
Bo3moxxHocTs uameHerns PIN-koga agmuHucTparopa 4octynHa B ripunoxeHmn PKIl, STORAGE a Takxe B

npunoxerHmn FOCT Bepcum 2.5.13 u Boilve.

Mocne BBoAa HenpasunbHoro PIN-koaa agMMHUCTpaTOpa HECKONbKO pa3 NoApss 3NeKTPOHHbIW Koy
6nokupyetca. He ponyckavite 6noknposku PIN-kofa agMMHUMCTpPATOpa Ha 3neKTPOHHbIX Kntovax JaCarta. PIN-kop
aAMUHUCTpaTOpa, B oTanume oT PIN-kopa nonb3oBatens, pa3bnokupoBaTb HEBO3MOXHO.
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B aiydae 5ﬂ0KMp03KI4 3/IEKTPOHHOIO K/1l04a MOXXKHO 05pamrbc,q B Cﬂy)l(ﬁy TEXTIOLAA[EPXKKU U
[EPEUHNLINGTININPOBATH AaHHbI KoY. O4HaKko Bce AdHHbIE, XPaHALUNECH Ha TOKEHE, 5y,ﬂyT Y/Aa/1eHbI.

Lns npunoxermn FOCT Bepcum 2.5.13 MOXHO BbinosiHuTe COpOC npunoxerus. llogpobrHee cm. nogpaszaen 7.5

(/ 3afaHHOE KoAM4ecTBo nonbiTok BBoAa PIN-kKoga agMUMHUCTPaTOpa, @ TakKe OCTaBLUEeCs KOMYeCTBO NOMbITOK,
MOXHO y3HaTb, 3anyctus M0 "Eamubii Knuent JaCarta”. Ha Bknagke "MHdopmaumsa o TokeHe" B none "Octanocb
nonbiTok BBoAA PIN-koaa agMuHumcTpatopa”.

» lna cMeHbl PIN-kopa agMuHUCTpaTopa:

1. TMoakntouMUTb INEKTPOHHBIN Koy K pasbeMy USB koMmnbloTepa, 3anyctuts M0 "Eanubii Knuent JaCarta” u
NepeknYnUTbCS B PACLUIMPEHHDBINA PEXUM;

2. WNudopmaumns 06 3neKTpoHHOM Kitoye byaeT oTobpaxeHa B OCHOBHOM OKHe, BbIMOHEHWS AOMONHUTENbHBIX
nencTBuii He TpebyeTcs. ECn NoaKNIOYEHO HECKObKO 3NEKTPOHHbIX K/tOYeR, TO BbIBpaTh 3HAYOK HYXHOTO
Kntoya B 06NnacTu cnesa;

3. [epentn Ha BKNaaKy, COOTBETCTBYIOLLYIO MPUIOXEHUIO, AN KOTOPOro Heob6xoanumo cMeHuTb PIN-koa
aAMMHUCTpATOpa U HaxaTb KHOMKY "CMeHuTb PIN-koA agMuHucTpatopa”. byaet oTkpbiTo 0kHO "CMeHuTb PIN-
KoA aaMUHucTpaTopa” (cM. PucyHok 121);

CmeHuTe PIN-Kog agMMHUCTpaTOpa x

TekylWw WA PIN-kog agMUHWCTpaTopa

HoBbli PIMN-K0 4 aAMWHWCTPaTopa

00000000 O
MogTeepAWTe PIN-KOO agMAHWCTpaTopa

PucyHok 121 - OkHo "Cmenutb PIN-k04 aamurmucTparopa”

4. B none "Tekywmii PIN-kog agMuHmcTpaTopa” BBecTM Tekywmii PIN-koa agMuHmMcTpaTopa.
B nonsix "Ho.biit PIN-kog agMuHucTpatopa” n "Toateepamntb PIN-koa agMUHMCTpaTopa” BBECTM HOBbIN PIN-
KO, aMUHWUCTPATOPa U ero NOATBEPXKAEHUE COOTBETCTBEHHO.

e

Hosbiii PIN-k04 aAMUHMCTPATOPA AO/IKEH OTIMHATECS OT TEKYLUEro, MHA4e OyAeT OTOOPAKEHO
MHGOPpMAaLMOHHOE coobLyerHne 06 3Tom u kHorka "OK" byAeT HEAOCTYNHA A/1S HAXATHS.
6. Haxartb kHonky "OK".

7. Mpwu ycnewHort cmeHe PIN-koga agMUHKUCTpaTopa Byaet oTobpaxeHo COOTBETCTBYHOLWEE COODLLEHNE
(cm. 122). Ons ero 3akpbiTMS HEOOX0AMMO HaxaTb KHoMKy "OK".

PIN-kof agMUHKMCTpaToOpa MZMEHEH

v PIMN-KOA aOMUHWCTPaTOPE YCNELWHO U3MeHEH

PucyHok 122 - CoobiyeHmne 06 ycrewrHos pa3bnokmuposke PIN-koga agmmrmucTparopa

8.5 W3meHeHue KadvecTBa PIN-Koga nonb3osaTtena anAa npunoxeHna PKI

(,‘/j N3meHeHne kayecTBa PIN-koaa BO3MOXHO BbINOMHUTL 6€3 POpMaTMPOBAHMS 3NEKTPOHHOIO K/touya.
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P lna usmeHeHnuns kavyectBa PIN-kopa Heob6xoamuMo:

1.

MoAKNIOUYNTL INEKTPOHHBIM Ko K pa3beMy USB komnbioTepa, 3anyctuts M0 "Eaunbiii Knuent JaCarta” u
NepeknYnUTbCS B PACLUIMPEHHDBINA PEXUM;

NHdopmaums 06 aneKTpoHHOM Kitoye ByaeT oTo6paxkeHa B OCHOBHOM OKHe, BbIMOJIHEHWUS LOMOIHUTENbHbIX
LeiCTBUI He TpebyeTcs. Ecnn noaklo4eHO HECKONBKO 3NEKTPOHHBIX KHOUeR, TO BbIOpaTb 3HaYOK HY)XXHOrOo
Kntoya B 0b6nactu cnesa;

MepenTtn Ha Bknagky "PKI" n HaxaTb kHOMKY "M3MeHuTb kayecTBo PIN-kopa" (cM. PucyHok 123);

EOMHBIA KneHT JaCarta _ O

EanHbIn KnnenT JaCarta Ana‘\ﬂﬁnu)

Bepcwsa: 3.3.0.3570

TEST

‘ WH(opMaLna o TokeHe | PKI | FOCT|

(o]

PaLHK C MpH

%VcTaHnEmTh PIN-kon G =
nenL308aTens ‘

n{ CmeHuTs PIN-koa Q E Ka4ecTBO
aaMUHKUCTpaTopa k! DOPMATMPOBETE PIN-kona

Knwuu u cepTudukaTei: _'?] 1ty O

Pucyrok 123 - OkHo "EgmHeni Knnent JaCarta’. KHonka ‘Mamernnts kavyecrso PIN-koga”

4. bypet OTKPbITO OKHO ayTeHTMduMKauum ans Beoga PIN-koma agMuHucTpaTopa. MNocne BBoga PIN-kopa

afMMHUCTpaTopa ByaeT OTKPbITO OKHO MacTepa n3MeHeHus kavectea PIN-kopga nonb3oBartens ans
npunoxenus PKI (cm. PucyHok 124);

MacTep usmeHeHus kavectea PIN-koga nonb3osatens npuaoxeHda PKI

KavecTBo PIN-Ko[,a nonb3oBaTenn
YCTaHOBWTE HAcTpoikKk kavecTea PIN-koaa nonk3oBaTens

Ea30BbIE HACTPOAKK

Bpema xn3dm PIN-koga, gHn |l) e |
MuH. gnvHa PIN-koga |4 e |
Makc. anvHa PIN-kopna |16 : |
[] WcTtopwus PIN-koaa |(' 5 |

PaclIMPEHHBIE HACTPONKK

MWH. KonM4ecTBO uH(*)pOBI:IK CHMMBONOB
MWH. KonM4ecTBO EYKBBHHHX CAMBONOB
MWH. KOAM4ECTEO CMMBOMOEB HWXHETD perucTpa
MWH. KOAM4EeCTEO CMMBONCE BepxXHero perucTpa
MWH. KoAM4ecTBO cnew,. CUMBONOB

MaKc. KONM4ECcTEO NOBTOPAKLNXCA CUMBONOR 16

)
1

MNpUMEHNTE OTMeHa

PucyHok 124 - OkHo "Macrep nzmerHeHns kavectsa PIN-koaa nonb3oBarens rpunoxerns PK1"

MN3mMeHuTb HacTpoiku kavectBa PIN-koaa xxenaemMbiM 06pa3oM M HaxaTb KHOMKY "TIpUMeHnTb".

ByneTt oTKpbITO OKHO Ang Ha3HavyeHus HoBoro PIN-koaa nonb3oBatens. Ykasatb HoBbIV PIN-koa u ero
NOATBEPXAEHME M HaxaTb KHOMNKy "OK".

Mpwu ycnewHor cmeHe PIN-koaa agpMuHUcTpaTopa ByneT oTobpaxeHo COOTBETCTBYHOLWee coobleHue. [1ng
€ro 3aKpbITis HeobxoaMMo HaxaTb kHomky "OK".
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9. [Moaaeprka 6e30nNacHOCTM NPOrPaMMHOI0 CPeACTBa

B pamkax noppepxxky 6e30nacHOCTU M3roTOBUTENb (MPOM3BOAUTENb) NPOrpaMMHOro cpeactsa EanHbit Knuent
JaCarta» ocyliecTBnsieT KOMMAEKC MEPONPUATUI MO BHECEHMWIO B MPOrPaMMHOE CPeACTBO CNeAYHLWMX
U3MEHEHUM:

U3MeHeHUs B UMerowmecs GyHKUMKM 6€30NacHOCTM UM U3MEHEHMUS, CBA3aHHble C A06aBneHNeM HOBbIX QYHKLMA
6e3onacHOCTU. I3MeHeHUs BHOCATCS MO PELUEHUI0 U3rOTOBUTENS (MPOU3BOAUTENS) B PaMKaX MOBbILLEHWUS KayecTBa
(YHKLUMOHVMPOBAHUS NPOrpaMMbl, €e COBEPLUEHCTBOBAHUS M/MAK paclumpeHns dYHKLMOHANbHbIX BO3MOXHOCTEN;

MCNPaB/IEHUS, CBA3AHHbIE C YCTPAHEHWEM HELOCTATKOB 6€30MacHOCTH, 06YCNOBIEHHbIX NPOrPaMMHbIMU AedeKTaMu
W YSI3BUMOCTSMM, U HELEKNAPUPOBAHHbIX BO3MOXHOCTEN NPOrpaMMHOro CPeacTBa.

Monnepkka 6€30MacHOCTM BKKOYAET:

yCTpaHeHue HeAOCTaTKOB M MPOrpaMMHbIX Ae(EKTOB, @ TaKXKe YA3BUMOCTEN U HEAEKNAPMPOBAHHbIX BO3MOXHOCTEN
NpOrpamMMHOro CPeacTBa;

MHbOPMUpOBaHUE BnaaenbLes (Nonb3oBateneit) 06 06GHOBNEHWUM NPOrPaMMHOTO CPEACTBA;

[oBefeHue [0 BnajenbleBs (Nonb3oBaTtesei) 06HOBMEHMI NPOrpaMMHOr0 CPeCTBa U USMEHEHUI B
3KCMyaTaUMOHHYH OKYMEHTaLMIO;

MHbOPMUpOBaHME 06 OKOHYAHMM MPOMU3BOACTBA U (MAM) NOLLEPXKKM 6E30MAaCHOCTU NPOrpaMMHOro CPEACTBA.

YcTpaHeHWe HefoCTaTKOB 6€30MacHOCTH M3roToBUTENEM (MPOM3BOAMUTENEM) NPERYCMATPUBAET:

no/lyyeHune CBeAEeHWI 0 HeaoCTaTkax OT BnaAebues (Nonb3oBaTesei) NporpaMMHOro CpeacTea nyTeM npuema u
0TpaboTKM COOBLWEHNI O HegOCTaTKax GE30MACHOCTM M 3aMpOCOB Ha UCMPABIEHME 3TUX HELOCTAaTKOB;

yCTpaHeHWe HeJ0CTaTKOB CPEACTBA MYTEM BHECEHWS UCMPABAEHWIA U [OpaboTKM NPOrpaMMHOro CPeaCcTBa UK ero
OTLE/NbHbIX KOMMOHEHTOB, @ TakXKe pa3paboTKy MHbIX MEpP, CHUXKAKLLMX BO3MOXKHOCTb 3KCMyaTaunmu yI3BUMOCTENA;

dbopmMurpoBaHue (NpencTaBneHne) UCnpaBneHnii u 0opaboTok B BuAe 06HOBNEHMI NPOrpaMMHOrNO CpeacTBa,
KOTOpble HE0BX0AUMO NPUMEHUTb ANS YCTPAHEHUS HeaocTaTka 6€30MacHOCTM MM NOATOTOBKA MPOMEXYTOUHbIX
peLIeHUA, cofepXKallne KOMNEHCUPYIOLLME MepbI MO 3aLLMTE MHPOPMALUK UK OFPaHUYEHUS MO NPUMEHEHUIO
NpOrpamMMHOro CPeACTBa, M CHUXKAMLLMX BO3MOXHOCTb 3KCNAyaTaLMKM HeA0CTaTKOB (YI3BUMOCTEN).
KomneHcupytowwme Mepbl HE06X0AMMO Peann30BaTh M MPUMEHATL 4,0 BbIMYCKa UCMPABNEHUS, YCTPAHSIOLLERO
HenocTaTok 6e3onacHocTH. PazpaboTka KOMNEHCUPYHOWMX Mep MO 3alimTe MHDOPMALMUKU UM OFpaHUYeHU No
NPUMEHEHWIO CPeACTBa OCYLLECTBASIOTCS He Nno3aHee 48 4acoB C MOMEHTA BbifiBNEeHUS HepocTaTka. [lopaboTka
cpeacTBa (popMmmupoBaHue (MpeacTaBieHUe) UCnpaBneHuit n 4opaboTok) unmn paspabotka Mep no 3awurte
MHbOPMaLMK, HEMTPANU3YIOLLMX HELOCTATOK H@30MaCcHOCTH, OCYLLECTBASETCS B CPOK He Bonee 60 fHeN ¢ MOMeHTa
BbISIBNEHWS HEJOCTATKA.

MHbopMupoBaHue 06 06HOBNEHWM NPOrPAMMHOIO CPEACTBA BKNOYAET:

nyénukaumio MHbOpMaLMm o Bbinycke 0BHOBNEHW, B TOM YMC/Ie UCNIPABNEeHUIA HeaoCTaTkoB 6e30nacHoCTH, U
[oBefeHue ee [0 BnagenbLes (Nonb3osaTeneit) nporpaMMHOro cpeactsa. CBefeHUs 0 HanMuumn obHOBNEHUS
ny6nukytoTcs Ha Web-caiite usrotosutens (npounssoauTens) B pasgene «TexHuyeckas nogaepxka» (https://aladdin-
rd.ru/support) v 8OBOAATCA A0 BNagenbLes (Nonb30BaTeneil) NporpaMMHOro CpeacTsa C UCMONb30BaHUEM UX
KOHTaKTHbIX JaHHbIX®, 3aperucTpUpoBaHHbIX Y U3roTOBUTENS (MPOU3BOAUTENS) MOCPELCTBOM OTMPABKU COOBLLEHMIA
Ha 3NEeKTPOHHble aapeca;

[LoBefeHue MHDOpMaLMKM O HEAOCTaTKaxX NMPOrpaMMHOIO CPEACTBA, @ TAKXKE O KOMMEHCUPYIOLMX Mepax Mo 3aluTe
MHPOPMaLMM UM OTPAHUYEHUI MO MPUMEHEHMIO NMPOrpaMMbl A0 KAXKAO0ro M3 Bnajenoues (Monb3oBatesnen)
NporpamMMHOro CPEACTBA OCYLLECTBNSETCA HE No3aHee 48 YacoB C MOMEHTA BbISIBNEHUS HefoCTaTKa. [pu foBeaeHUn
nHdOpMaLMKM 0 HeAOCTaTKax A0 BrafensLes (MoNb3oBaTenei) NOAJIMHHOCTb U LLeIOCTHOCTb J0BOAMMOMN
UHbOopMaLmMu, Npu HeobxoaAMMOCTH, 06ECNEUYMBAETCS 33 CHET NMPUMEHEHUS KBANU(DULMPOBAHHOW NEKTPOHHOWM
NoANUCK U3rotToBuTeNs (Npou3BoaUTeNs).

CBepeHns 0 HanuumMm 0BHOBNIEHWI COAEPXUT ONMCAHME HefoCTaTKa 6e30MacHOCTH, YCTPAHAEMOro
npeaocTaBneHHbIM 06HOBNEHMEM, NpeanUCaHHOe KOpPeKTUpYoLee AeICTBUE U COOTBETCTBYHOLLEE PYKOBOACTBO
no ero BbINOJHEHMI0. ABTOMaTUYeckoe 06HOBNEeHWE CEPTUPULMPOBAHHOIO NPOrpaMMHOr0 CpeacTBa He
OCYLLECTBASIETCS.

8 C uenbto CBOEBPEMEHHOrO NOyYeHUs MHPOPMaLMK O HeJOCTaTKax 6@30MacHOCTU M Mepax Mo UX YCTPAHEHUIO BNagebLpl
NpOrpaMMHOro CpeacTBa LOMKHbI 06ecneynTb akTyanbHOCTb KOHTAKTHbBIX AaHHbIX, NPeAOCTAaBNEHHbIX U3rOTOBUTENHO
(npoussoauTento).
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[oBepneHune oo Bnagensues (nonb3osartenen) 06HOBNEHMI NPOrPaMMHOI0 CPeACTBA U U3MEHEHWUI B
3KCMNNyaTaLMOHHY LOKYMEHTaLUMI0 NpefyCMaTpUBaeT:
- BO3MOXHOCTb NonyyYyeHud 06HOBNEHMS C MHCDOpMaLI,MOHHOFO pecypca U3rotosutena (I'IpOl/I3BO,D,l/ITeJ19I). BJ‘Ia,EI,EJ'IELI,

(nonb3oBaTenb) NPOrpaMMHOI0 CPeACcTBa A4S MOMYYeHUs JOCTYNa K 0GHOBIEHUSM M BO3MOXXHOCTU MX 3arpysKu
LLONXeH (npu HeobX0AMMOCTH) MOMYYUTb OT U3rOTOBUTENS (MPOU3BOAUTENS) AaBTOPU3ALLMOHHbIE AQHHbIE.

—  BO3MOXHOCTb Nony4yeHuns 06HOBNEHMS CpeacTBa cnocobamm, obecneymBatoLLMMmM ero LenoCcTHOCTb. [pu nosegeHumn
06HOBNEHUI NPOrpaMMHOr0 CPeACTBa A0 BnaaenbLes (nonb3oBaTeneit) NoAAMHHOCTb M LLeNOCTHOCTb 0BHOBNEHWI
obecneynBaeTcs 3a CHET NPUMEHEHUS KBANMDULMPOBAHHOW 3IEKTPOHHOM MOANUCK U3roTOBUTENS (MPOMU3BOAUTENS).

Mpu HEOHXOAMMOCTU MOXKET MCMOMb30BAThLCS APYroi crnocob AoBefeHUs [0 BNaAeNbLEB (N0b30BaTeNei)
0BHOBNEHMIA MPOrPAMMHOTIO CPELCTBA U M3MEHEHMI B 3KCNNYATALMOHHYHO LOKYMEHTALMIO, NPY 3TOM
npeanucaHne o ero UCMoJib30BaHUM BK/IIOYEHO B CBELEHUS O BbiMyCKe OOHOBNEHMS.

Bbinyck 06HOBNEHUS MOXET SIBNATLCS PeakuMen Ha peknamaumio (obpalweHune) BnagenbLa NporpaMMHOro
CpencTBa, MOXeT BbiTb HaMpaB/ieH Ha yCTpaHeHWe 06HAPYKEHHbIX HEAOCTAaTKOB 6€30MacHOCTU MU MOXeT
(hOpPMMPOBATLCS B paMKax COBEPLIEHCTBOBAHMS NPOrpaMMHOrO CPeACTBa U3roTOBUTENEM (MPOU3BOAUTENEM).

O6GHOB/IEHMS ANS YCTPaHEHMSI 0OHAPYXKEHHbIX HEL0CTAaTKOB 6E€30MaCcHOCTM BbIMYCKAOTCS U3rOTOBUTENEM
(Npou3BOAMTENEM) M MOTYT BK/HOYATL CIELYHOLWME KOPPEKTUPYIOLLME OENCTBUS:

- ncnpaBieHusa, Kotopble HEO6XO,D,MMO NPUMEHUTb AN YCTpaHEHUA HedoCTaTKa 6e3OI'IaCHOCTVI;

—  MPOMEXYTOUHbIE PeLleHns, CoaepXKalMe KOMMNEHcMpyoLwme Mepbl. KoMneHcupytowme Mepbl HE06X0AMMO

peanu3oBaTb M NPUMEHSTb 0 BbiMyCKa UCMPAB/IEHUS, YCTPAHAOWErO HeL0CTaToK 6e30MacHOCTM.

KoppekTupytowine geicTeus, HanpaeaeHHbIe HA YCTPAHEHMWE YI3BUMOCTEN NPOrpaMMHOIo CPeACTBa, LOJKHbI
ObITb peanu3oBaHbl BNafenbLeM (Nob30BaTeNEM) NPOrPaMMHOI0 CPEACTBA B CPOKU, PEKOMEHA0BAHHbIE
M3roToBUTENEM (MPOU3BOAUTENEM).

MonyyeHne u NpUMEHEHWE BNAAENbLEM (MONb30BATENEM) NPOrPAMMHOIO CpefCcTBa 0GHOBAEHMMI, COAEPXKALLMX
UCTpaB/IEHUS], BKITHOYAET:
- nony4yeHune (baVU'IOB 0OHOB/IEHU nporpaMMHOro cpeanctea M COOTBETCTBYHLWKUX MM KOHTPOJIbHbIX CYyMM C

MCMONb30BaHMEM 3/1EKTPOHHOWM NOYTbl MK NyTeM 3arpy3ku ¢ Web-caiiTta nsrotosutens (npounssoamutens) no agpecy
https://aladdin-rd.ru/support;

—  MpoBepKy KBaNMOULMPOBAHHOW 31EKTPOHHOM NOAMMUCH U3rOTOBUTENS (NMpon3BoAnTeNs) Ana dainos o6HOBAEHMUN
NMpOrpamMMHOro CpeacTea M GaiioB COOTBETCTBYIOLLMX UM KOHTPOJIbHBIX CYMM /1106bIM JOCTYMHBIM cnocobom, ecu
CBEAEHMUA O HANMYMKM OBHOBNEHUS HE NPEeANUCHIBAIOT MHOM NOPSALOK MPOBEPKMU NOAAMHHOCTM U LLeIOCTHOCTU
obHOBNEHMUS;

Mpumeuanne — [1ng npoBepkun KBAaNUGULMPOBAHHOM 3NEKTPOHHOM NOANUCU MU3rOTOBUTENS (MPOU3BOAUTENS) MOTYT

MCMonb30BaThCs 06LLEfOCTYNHbIE CEPBUCHI MHHOPMALMOHHO-TENEKOMMYHUKALMOHHOW CETU 0bLLero
nonb3oBaHua, Hanpumep, (https://15.gosuslugi.ru/pgu/eds).

—  rpuMeHeHue 0OHOBNEHUI, COLEPXaALLMX UCMPABNEHUS, €CNTU: Pe3y/bTaTbl MPOBEPKU KBANUPULMPOBAHHOM
3N1EKTPOHHOM NOANUCK U3roToBUTENS (Npou3BoanTens) ansa $ainoB 06HOBAEHUI NPOrpaMMHOr0 CpeaCcTBa M halinios
COOTBETCTBYHOLLMX UM KOHTPOJIbHbIX CYMM MOATBEPAMIN UX LEeNOCTHOCTb U NOANMHHOCTD;

Mpumeuanne — ECM pe3ynbTaThl NpoBepKU KBANMGULMPOBAHHOM 3N1EKTPOHHOM NOAMUCU U3FrOTOBUTENS
(npousBoauTens) ans ¢hannos 06HOBMEHWI NPOrpaMMHOIO CpeacTsa M GanoB COOTBETCTBYHOLLMX UM
KOHTPOJIbHbIX CYMM He MOATBEepAMAN UX LEenoCTHOCTb U NOAANHHOCTb, TO HE06X0AMMO 06paTUTCA B CNyxXOy
TEXHUYECKOM NOAAEPXKKM U AeCTBOBaTb B COOTBETCTBUM C €€ YKa3aHUSMMU.

—  3Ha4yeHWs KOHTPOJIbHbIX CYMM (alIoB, NONyYeHHbIE OT U3roTOBUTENS (MPOU3BOAMTENS) NPU 3arpy3ke 0OHOBNEHUH,

MPUHMMAIOTCS B KAUECTBE 3TANIOHHbIX 3HAYEHWIM KOHTPO/IbHbIX CYMM (DaiiI0B YCTaHOBOYHbIX MaKeToB U
MCMONHAEMbIX GaiNoB MPOrpaMMHOro CpeacTBa.

Mopspok npumMeHeHUs 0B6HOBNEHUI ONPeAEenseTcs HaCTOSLWMM OKYMEHTOM, eC/IU CBeAEHWNS O HANUYUK
06HOBNIEHNS HEe NPeANUCHIBAKOT APYro NoCNef0BaTe/IbHOCTU AEeNCTBUIA.

06 oKOHYaHMM NPOM3BOACTBA M (MNM) NMOALEPXKKM 6E30MaCHOCTH NPOrpaMMHOTO CPpeACcTBa BAafeNbLbl
(nonb3oBaTenu) MHHOPMUPYIOTCSA He No3aHee YeM 3a 1 rop 40 OKOHYaHMS NPOM3BOACTBA U (MNIM) NOALEPXKKM
6e3onacHoCTH cpeacTaa.
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Eamubin Knuent JaCarta

[NpunoxeHue A. CogepraHue wabsioHa GopMaTnpoBaHMA oA
npunoxeHma PKI

MapameTp popmMaTupoBaHus LonyctMMble 3HaueHus OnucaHue

JaCarta PKI

ADMIN PIN TYPE Ownun 1, rpe: Tun PIN-kopa agMuHMUCTpaTopa
¢ 0 - PIN

e 1 - Kniou 3DES

ADMIN PIN MIN LENGTH ot 4 no 16 MuH. anvHa PIN-kopna agMuHUCTpaTopa
ADMIN PIN MAX LENGTH ot 4 no 16 Makc. anuHa PIN-koga apMUHKUCTpaTopa
ADMIN PIN MIN DIGITS otr0 po 16 MuH. KonnyecTBo UMbPOBLIX CUMBONOB B

PIN-kope agMuHUCTpaTOpa

ADMIN PIN MIN CHARS ot 0 g0 16 MUH. KonmM4ecTBo 6YKBEHHbIX CUMBOJIOB B
PIN-kopge nonb3osartens

ADMIN PIN MIN LOWER CHARS ot 0 po 16 MWH. KONMYECTBO CUMBONOB HUXXHETO
peructpa B PIN-koge agMuHucTpaTopa

ADMIN PIN MIN UPPER CHARS ot 0p0 16 MWH. KONMYecTBO CMMBOJIOB BEPXHEr0
peructpa B PIN-kofne agMuHucTpaTopa

ADMIN PIN MIN SPEC CHARS otr0p016 MWH. konnyecTso cneu. cumBonos B PIN-
KoLe aflMUHUCTpaTopa

ADMIN PIN MAX REPEAT orlpo16 Makc. KonM4yecTBo NOBTOPSOLLMXCS
cumeonoBs B PIN-koae agMuHucTpaTopa

MAX ADMIN PIN COUNT ot 1015 Makc. konnuecTso nonbiTok BBoaa PIN-kopa
agMUHUCTpaTopa

ADMIN PIN ot 4 po 16 3apaHHbii PIN-koa agMuHUCTpaTopa B

wabnoHe hopMaTUpOBaHMUS

LABEL ot 0p0 16 MeTka npunoxeHus
USER PIN TYPE 1,3,4,5, roe: Tun PIN-kopa nonb3oBarens.
e 1 - PIN-kog,
¢ 3 - BIO
e 4 - PIN unu BIO
e 5-PINuBIO
MAX USER PIN COUNT ot 1 a0 15 Makc. KonmuecTso nonbiTok BBoaa PIN-koaa
nonb3oBaTens
USER PIN EXPIRES ot 0 0o 9999 nHen, roe O - Bpems xum3Hu PIN-koga nonb3oBatens

HE OrpaHn4yeHo

USER PIN MUST CHANGE Ownmm 1l Monb3oBaTenb fomkeH cMeHnTb PIN-kog npu
nepBOM WMCMOJIb30BaHMK
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MapameTp popmMaTupoBaHus LonycTMMble 3HaueHus OnucaHue
JaCarta PKI
USER PIN MUST CHANGE UNLOCK Owunu 1 Monb3oBatenb pomkeH cMennTb PIN-kog,

nocne p336J'IOKIA pPOBKHK

USER PIN MAX UNLOCK ot 0 go 15,rne O - He LoctynHoe KonnyecTBo pa3bnokmposok PIN-
OrpaHUYEeHo KOZa nonb30oBaTens

USER PIN MIN LENGTH oT4 pno 16 MwuH. opnmnHa PIN-koaa nonb3oBartens

USER PIN MAX LENGTH oT4 pno 16 Makc. anuHa PIN-kopa nonb3oBatens

USER PIN HISTORY ot 0 no 10, rne O - He McTopus PIN-koaa nonb3oBatens
OrpaHUYeHo

USER PIN MIN DIGITS ot 0p0 16 MWH. KonnM4ecTBo UMPPOBbIX CUMBO/IOB B

PIN-kopne nonb3osartens

USER PIN MIN CHARS ot 0p0 16 MWUH. KonnyecTBo HyKBEHHbIX CUMBOJ/IOB B
PIN-kope nonb3oBatens

USER PIN MIN LOWER CHARS ot 0p0 16 MWH. KONMYECTBO CUMBOJIOB HUXKHETO
peructpa B PIN-kone nonb3osatens

USER PIN MIN UPPER CHARS ot 00016 MUH. KONMYECTBO CUMBONOB BEPXHErO
peructpa B PIN-koae nonb3oBatens

USER PIN MIN SPEC CHARS ot 0 g0 16 MuH. konunuyecTBo cneu,. cumeonos B PIN-
KoJze nonb3oBatens

USER PIN MAX REPEAT orlpo16 Makc. KonnM4yecTBo NOBTOPSOLLMXCS
cumBonoBs B PIN-koge nonb3oBartens

SET USER PIN Owunmn 1 YcraHosutb n PIN-koa nonb3oBaTens

USER PIN ot 4 no 16, 3apaHHbii PIN-koa nonb3oBaTtens B wabnoHe
nnbo nycTas cTpoka ans opMaTMpoBaHus
cnyyas, korga PIN-kog He
yCTaHABNMBAETCS

MAX FINGERS ot 1 oo 10, ecnn Tmn PIN- MakcuManbHoe KOMYeCcTBO OTMNEeYaTKoB,
koaa BIO, PINandBIO, KOTOPOE MOXHO 3apernmcTpupoBaTth Ha KapTe
PINorBIO
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[NpunoxeHue b. Coaep*aHue wabnoHa popmMaTpoBaHVA 1A
npunoxeHna OCT

MapameTp popmMaTupoBaHus LonyctMMble 3HaueHus OnucaHue

JaCarta PKI

LABEL Ot 0 po 32 MeTka npunoxeHus

USER PIN MIN LENGTH oT 6 0o 32 MwuH. opnmnHa PIN-koaa nonb3oBartens

USER PIN HISTORY ot 0 00 10, roe O - He McTtopusa PIN-koaa nonb3oBartens
OrpaHMyYeHo

USER PIN MUST CHANGE Onm1 Monb3oBaTenb gomkeH cMeHnTb PIN-Kkog npm

nepBoM UCNOIb30BaHUU

USER PIN DIGITS Ownmml 06s3aTtenbHOe Hanuuune UMdPOBbLIX CUMBONOB
B PIN-kope nonb3osatens

USER PIN LOWER CHARS Omm1 0O693aTeNbHOE HaNUYMe CUMBOJIOB HUKHETO
peructpa B PIN-koge nonb3oBatens

USER PIN UPPER CHARS Ownmml 06s3aTenbHOe Hanuune CUMBOJIOB BEPXHErO
peructpa B PIN-koge nonb3oBatens

USER PIN SPEC CHARS Omm1 06s3aTenbHOE HanMuue cnew,. CMMBOJIOB B
PIN-kopne nonb3osartens

USER PIN DISABLE REPEAT Onm 1 3anpet PIN-koza, coCcTosILLEro U3 OQHOMO
MOBTOPAIOLLErOCs CMMBONA
USER PIN oT 6 00 32 3apaHHbii PIN-kop, nonb3oBaTens B WabnoHe
dopmaTnpoBaHus
USER PIN CHANGE POLICY Ot 1 no 3, [MonuTtunka cmeHbl PIN-koga nonb3oBatens
1 - pocTynHa ToNbKO
nonb30BaTeN!o;

2 - [OCTYMHA TONbKO
aAMUHUCTPaTOpY;

3 - [OCTYNHa NoNb30BaTeNIo
W aAMUHUCTpaTOpy

ADMIN PIN oT 6 00 32 3apaHHbii PIN-kon agMuHMCTpaTopa B
wabnoHe hopMaTUpOBaHUS
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KOHTaKTbI

Odwuc (0bwme Bonpochl)

Anpec: 129226, MockBa, yn. JokykuHa, a. 16, ctp. 1, 7 atax, komnaumga "Anagamd P.I."
TenedoH: +7 (495) 223-00-01 (cekpeTtapb)

E-mail: aladdin@aladdin.ru (o6wuit)

Web: https://www.aladdin.ru

Bpems pabotbl: exxegHeBHO ¢ 10:00 po 19:00, kpoMe BbIXOAHBIX U NPA3LHUYHbIX AHEMN.
Texnogneprka

KoHTaKTbl CNy>K6bl TEXNOAAEPXKKM:

TenedoH: +7 (499) 702-39-68
Web: www.aladdin.ru/support/
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HopoTKO 0 KOMNaHun

KomnaHus "Anapami P.L1." ocHoBaHa B anpene 1995 roaa u sensetcs JIvueHsuun

poCCUIACKMM pa3paboTUMKOM (BEHAOPOM) CPEACTB 3aLUUThI
— KomnaHusa umeet Bce HeobxoamMble nnueH3umn OCTIK Poccuu,

nMHbopMaLmn.

®CB Poccum ans npoekTMpoBaHUs, NPOU3BOACTBA U NOAAEPXKKM
KoMnaHus aBnseTcs npusHaHHbIM 3KCNEPTOM M NIMAEPOM POCCUICKOTO C3U u CK3MW.
pblHKa CPeACTB ABYX(AKTOPHOM ayTeHTUdUKALMM NONb30BaTENEN, — CucteMa MeHe)KMEHTa KayecTBa KOMMaHWM COOTBETCTBYET
3N1€KTPOHHOM NOANMCH W 3aLNTbI AAHHBIX. TpeboBaHuam ctaHgapta FOCT P MCO 9001-2015 (ISO

9001:2015)
OCHOBHbIe HanpaBneHus

— O6ecneyeHne 6e3onacHOro JocTyna K UHPOPMaLMOHHbIM
pecypcam npeanpusatus, Be6-nopranam 1 o6nayHbIM cepeucam
(cTporas aByx- v TpéxdakTopHas ayTeHTUdDMKaLMS).

— JnekTpoHHas noanuch (3 ¢ HensBneKaeMbIM 3aKpPbITbiIM
Kno4oM, dopmupyemas B 3alMILEHHOM yune), PKI.

— 3almTa NepcoHanbHbIX AAaHHbIX, AAHHBIX HAa AMCKAX
KOMMbIOTEPOB, CepBepoB, 6a3 AaHHbIX.

— Bce ocHOBHble NpoAyKTbl UMEIOT He06X0ANMble CEPTUPMKATDI
OCTIK, OCB.

Nnuensnn OCTIK Poccmmn N2 0037 1 N2 0054 ot 18.02.03, N2 3442 ot 10.11.2017
Nnuensnmn O®Cb Poccum N2 12632 H o1 20.12.12, N2 37161 oo 11.03.2027
CucrteMa MeHeo)KMEHTA KayecTBa KOMNaHUKM COOTBeTCTBYeT TpebosaHuam ctaHgapta FOCT P NCO

AﬂaﬂﬂMH 9001-2015 (ISO 9001:2015)
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