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1. O gpoKyMeHTe

1.1 Ha3HadeHue OOKYMeHTa

nn

[okymeHT npeactaenset cobor pykoBoacTso nonb3osatens ana MO "TO "Epunbin Knuent JaCarta™.

1.2 Ha Koro opveHTUpOBaH A3HHbIN [OKYMEHT

wn

[okyMeHT npenHasHa4veH nonb3osatenen M0 "TIO "EanHbiin KnuenT JaCarta
JaCarta u eToken.

, BNafeNbLIeB 3N1EKTPOHHbIX Kouei

1.3 OpraHusaumnA OOoKyMeHTa

[okyMeHT pa3buT Ha HECKONbKO pa3fenos:

e B pasgene 2 "OcHoBHble NoHATUA" npuBeaeHo HasHaveHue 10 "MO "EauuHbii KnuenT JaCarta™ v nepeyeHb
TEPMUHOB U COKPALLLEHMI, UCMOJIb3YEMbIX B LOKYMEHTE;

e B pasgene 3 "0O6wme cBefeHUS 06 3NEKTPOHHbIX KAOUYax" COAEPXKMTCS MHPOPMaLMS O NMPUNOXKEHUNX, annaeTax

3N1eKTPOHHbIX K/Yer, ang paboTbl ¢ KoTopbiMu NpeaHasHaveHo MO "T0 "EanHbii Knuent JaCarta"", a Takxke
yKa3aHbl NapamMeTpbl 3EKTPOHHbIX K/KYEeN Npyu NOCTABKE;

e B pa3gene 4 "0630p NONb30BATENLCKOrO MHTEPPENica” copepkuTca nHdopMaums 06 0OCHOBHbIX NpuemMax paboTsl

c MO "MO "Eamubint Knuent JaCarta™”;

e B pasgene 5 "Paborta B nporpamMme B CTaHAAPTHOM pexmMe" npuBeaeHbl onepaumu, cosepluaemoie B M0 "TIO

"EauHbii KnuenT JaCarta"" B cTaHAAPTHOM pexume;

e B pasgene 6 "Pabota B nporpamMme B paclUMpeEHHOM pexume” npuseneHsbl onepaumu, cosepwaemsie B 10 "M0O

"EauHbin Knuent JaCarta"" B pacwumpeHHom pexuMe 6e3 Beoaa PIN-koga aaMUHMUCTpaTopa 31eKTPOHHOMO
K/oua;

e B pasgene 7 "JaCarta WebPass: onvcaHue, paboTa 1 0CHOBHble METOAbI MCMOb30BAHMA " MPUBEAEHA
MHpOPMaLMs O TOM, KaK paboTaeT 31eKTPOHHbIN KoY, ero pexmnMbl paboTbl U OCHOBHbIE NMpoLeaypsbl
UCMONb30BaHMS.

1.4 PekomeHAaUMM NO UCMOSIb30BAHMIO AOKYMEHTa

[loKyMeHT pekoMeHayeTCs MCNoNb30BaTh B Ka4eCTBe 03HAaKOMUTENIbHOro MaTepumana (Noapo6bHOro pykoBoACTBa
no ucnonb3osanuio MO "Egmubin Knuent JaCart"a), a Takke B kayecTse cnpaBoyvHuka npu pabote c 10 "MO

"Eomubin Knuent JaCarta"".

ﬂ,OKyMeHT pekoMeHO0BaH KakK an4 noc/enoBaTeNbHOro, Tak 1 ang Bbl60p0‘—IHOFO U3y4yeHUua.

1.5 CornaweHua no ohpopMaEHNIO

B naHHOM foOKyMeHTe Anig NpefcTaBneHus CCblIoK, TEPMUHOB M HAaMMEHOBAHWI, MPUMEPOB KOAA NPOrpaMm
MCMONb3YIOTCA pasnnyHble WpKdTLI M cpencTBa odopmneHns. OCHOBHbIE TUMbI HAYEPTaHWI TEKCTa NPUBELEHbI B
Tabnuue (cm. Tabnuua 1).

Tabnuya 1 — nemeHTbl 0QopMAEHHS

SneMeHT OnucaHue

Ctrl+X Ucnonb3yeTtcs ons BblaeNeHUs COMETAHWUIM KNaBuLL

file.exe Mcnonb3yeTcs Ang BblaeneHns MMeH $ainos, Katanoros, TEKCTOB MPOrpamMm
Buiaenenue Mcnonb3yeTcs Ans BblAENEHWUS OTAENbHbBIX 3HAYMMBbIX CJIOB U Gpa3 B TEKCTE
[Mnepccbiika Mcnonb3yeTcs Ans BblAENEHWUS BHELIHWUX CCbINOK
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Cebinka [cTp. 4]

I BaxHo

AO "Anapaunn P.O." 1995-2025r.

l/lCI'IOﬂbByETCﬂ ONna BblAeNEHNA NepeKpeCTHbIX CCbINOK

Ucnonb3yeTtcs ons BblaeneHms nHbopmaumm, Ha KOTOpYH cnepyeT 06paTuTb
BHUMaHue

l/lCI'IO)'IbByETCﬂ 0N BblAeNeHns BaXXHOM l/IHCbOpMaLI,l/IVI, BbIBOJ, pe3toMe

Ccbinka, npuMeyaHmne, 3ameTka
Coset
3arpyska (appec ang 3arpysku 10, noKyMeHTa)

Bonpoc

PykoBogacteo nonb3oBatens ans OC Linux
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1.6 ABTOpCKWe NpaBa, TOBapHbIe 3HaKW, OrpaHNYeHNA

[laHHbIV AOKYMEHT, BK/ItOYas Nogbop M pacnonoxeHue UnoCTpauuii 1
MaTepuanos B HEM, ABNSETCS 06bEKTOM aBTOPCKMUX NPaB U OXPaHAETCs B
COOTBETCTBMM C 3aKOHOAATenbCTBOM Poccuiickort ®enepauun. Obnanatenem
MCKNIOYMTENBHBIX aBTOPCKMX M MMYLLLECTBEHHbIX NpaB asasetcs AO "AnaaauH
P.O.".

Mcnonb3oBaHue 3TUX MaTepuanos NobbiM cnocoboM 6e3 NMCbMEHHOro
paspelleHuns npaBoobnasaTens 3anpeLeHo U MOXET NoBaeYb OTBETCTBEHHOCTb,
npesycMOTpeHHyH 3akoHoaatenscteoM P®. Mpu nepeneyaTtke U MCNONb30BaHWUK
[aHHbIX MaTepuanos nMbo Nboi 1x Yactu ccbinku Ha AO "Anapami P.A."
obs3aTenbHbl.

BnapenbueM 3aperncTpMpoBaHHbIX TOBApHbIX 3HakoB "Anaaamn”, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "Kpunto BL", norotunos 1 npasoobnasnarenem
UCKIIOUMTENbHBIX MPaB Ha UX AM3aiiH M MCMONb30BaHKUE, MAaTEHTOB HA
cooTBeTcTBYloWMe npoaykTbl sensetcs AO "AnapgaunH P.A.".

Ha3BaHWs Npoynx TeXHONOMMIA, NPOAYKTOB, KOMNaHMIA, yNTOMUHAOWMECS B AAHHOM
[IOKYMEHTE, MOTYT AB/IATbCA TOBAPHbIMU 3HaKaMW CBOMX 3aKOHHbIX BNafenbL,es.

OrpaHquume OTBETCTBEHHOCTU

MHdopmaums, npuBeaEHHas B 4aHHOM AOKYMEHTE, NpefHa3HaYeHa
MCK/IOUMTENbHO A1 03HAaKOM/EHUS U He ABnseTcs ucyepnbiaolei. Coctas
NpOAYKTOB, KOMMOHEHTOB, UX PYHKLIMM, XapaKTEPUCTUKM, BEPCUM, BOCTYMHOCTb U
np. MoryT 6biTb n3MeHeHbl AO "AnagaunH P.." 6e3 npenBapuTenbHOro
yBEAOM/EHHUS.

AO "AnapanH P.L." He rapaHTUpYeT HM OTCYTCTBMA OWMOOK B AAHHOM AOKYMEHTe,
HU TOTO, YTO OMMCaHHOe nNporpaMMHoe obecneyeHue (M0) He coaepxuT aedeKTos,
6yneT paboTaTb B NPOM3BO/LHO BbIOPaHHbIX YCNOBMUAX M NPK 3TOM Y0BNETBOPATL
BCEM TPe6OBaHMAM, KOTOpPble MOTYT 6biTb K HEMY NpeAbABEHbI.

AO "AnapanH P.L." He rapaHT1pyeT paboToCcnocobHOCTb HeNneranbHO MOAYYEHHOro
nporpaMMHoro obecneyenus. HeneranbHoe MCNONb30BaHUE NPOrPaMMHOIO
obecneyeHns n LOKYMEHTaLMM Ha Hero npecneayeTcs no 3akoHy.

1.7 JIMUEH3WOHHOe cornalleHmne

Moxanyicra, BHUMATENbHO NPOYUTaiTe AaHHOE IMLEH3MOHHOE CornalleHmne
npexze, YeM UCMoNb30BaTh COAEPXKMMOE AAHHOTO KOMMEKTA U/UAW Npexae, YeM
3arpyxaTtb UM yCTaHaBAMBATL NPOrpamMMHoe obecreyeHue.

Bce ykasaHus No UCMOb30BaHMIO NPOrpaMMHOro obecneyeHus,
npepoctasnsembie AO "Anagant P.L." (Man ntoBbiM ero foYepHUM npeanpustmem
- KaKpoe U3 HUX YNOMUHaeMoe Kak "KoMnaHus"), MoguMHsTCS 1 byayT
NOAYUHATLCS YCNIOBUSIM, OTOBOPEHHbLIM B JAHHOM COMaleHuu. 3arpyxas aaHHoe
nporpaMMHoe obecneyeHne (Kak onpeseneHo fanee no TeKCTy) U/mnm
yCTaHaBAMBas faHHOe NporpaMMHoe obecreyeHne Ha Balw koMmnbloTep u/mnu
MCnonb3ys AaHHOe NporpaMMHoe obecneyeHne UHbIM cnocobom, Bel npuHumaete
[laHHOE COrNaLleHne U COrNaLLIAeTeCh C Ero YCIOBUSMU.

Ecnu Bbl He cornacHbl € JaHHbIM COTNaleHUeM, He 3arpyxaiTe u/unm He
yCTaHaBNMBaiiTe AaHHOe NporpaMMHoe obecreyeHne U HesaMesIMTeNbHO (He
nosgHee 7 (cemu) fiHel C AaTbl 03HAKOMIEHWS C HACTOSILLMM TEKCTOM) BEpHUTE
3707 npoaykT B AO "AnagauH P..", yaanuTte naHHoe nporpaMMHoe obecrnevyeHve u
BCE ero YacTh CO CBOEro KOMMbOTEPa M He UCMONb3YiiTe ero HUKOUM 06pasoM.
HacToswee nmuensnonHoe cornawenne (anee "Cornawenne”) asnsetca
[lOrOBOPOM, 3aK/I0YEHHBIM MeXAY Bamu (bu3nyeckuM unu opuanyeckum nuuom)
— KOHeYHbIM nonb3oBateneM (nanee "Monb3osatens’) — u AO "Anapgauu P.O."
(manee "KomMnaHua") OTHOCUTENLHO Nepeaayn HEMCKIOUMTENBHOTO NPaBa Ha
MCMONMb30BaHME HACTOALLETO NPOrpaMMHOTO 0becrneyeHus, SBASOLLEerocs
MHTENNEeKTyanbHoM coBCTBEHHOCTbIO KOMNaHMu.

Mpaea u cobCTBEHHOCTL

JOAHHOE COMALLEHME HE ABNFETCSA COTNTALLEHMEM O NMPOOAXE.
MporpamMMHoe obecrneyeHne, BKNoYas Bce nepepaboTku, UCNpaBneHus,
MoaMdUKaLMK, LONONHEHUS), OOHOBNEHUS U/UNN YCOBEPLLEHCTBOBAHMUS K HEMY
(manee no BceMy TeKCTY M 1060 ero yacT onpegensemoe kak MporpaMmHoe
obecneyenune nnu MNO), n cBA3aHHas C HUM AOKYMeHTaLus npeaHasHavaetcs HE
0N NMPOOAXW v aBnsaeTca M 0CTaéTCs UCKNIOUYUTENBbHOM COBCTBEHHOCTbIO
KomnaHuu.

Bce npaBa Ha UHTennekTyanbHylo CO6CTBEHHOCTb (BKNtOYas, 6€3 orpaHUYeHuid,
aBTOPCKME NPaBa, KOMMEPYECKYHO TalHY, TOBapHbIE 3HAKW, U T.4.),
NOATBEPXXAEHHBIE MU BKITIOYEHHbIE B
NpUNOXEeHHble/B3aNMOCBA3aHHbIE/UMEIOLLME OTHOLEHME K IAHHOMY PYKOBOACTBY,

AO "Anapaunn P.O." 1995-2025r.
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Bce ykasaHHble AaHHble O XapaKTepUCTUKax NPOAyKTOB OCHOBAHbI Ha
MeXAYHapOAHbIX UMM POCCUIACKMX CTaHAAPTaX M pesysbTaTax TeCTUPOBaHUS,
NOMYyYEHHbIX B HE3aBMCUMbIX TECTOBbIX UM CEPTUPMKALMOHHBIX NabopaTopusx,
NMb0 Ha NPUHATLIX B KOMNaHUMK MeToankax. B naHHoM pokymeHTe AO "AnaaavH
P.[." He NnpeaoCTaBASET HUKAKMUX HU ABHbIX, HU NOAPA3YMEBAEMBbIX raPaHTUN.
AO "Anapamu P.A." HE HECET OTBETCTBEHHOCTMU (KAK B CMJTY JOTOBOPA,
TPAXOAHCKOIO MPABOHAPYLIEHUS, BKITKOYASA XATATHOCTb, TAK 1 B
JIIOBOM MHOWM ®OPME) NEPEA BAMM U/IX NIOBOM TPETbEN CTOPOHOM 3A
JNMHOBbIE NMOTEPU WX YBbITKW (BKJTIOYASA KOCBEHHbIE, DAKTUYECKME NN
MOBOYHbIE YBbITKW), BK/IFOYAS BE3 OTPAHUYEHWUI NIOBLIE MOTEPU MU
YBbITKM MPUBbITIbBHOCTU BU3HECA, MOTEPO JOXOAHOCTU UMK
PEMYTAUMMN, YTPAYEHHYIO NI UCKAXEHHYIO MHOOPMALMIO MU
OOKYMEHTALMIO BCNEAOCTBUE MCMOJIb30BAHWA MPOTPAMMHOIO
OBECIMEYEHNA /WM NOBOTO KOMIMOHEHTA ONMMCAHHOIO NMPOAYKTA,
LAXE ECNIM AO "Anapaumu P.A." BbINO MMCbMEHHO YBEAOMJIEHO O
BO3MOXHOCTWM MOAOBHbIX YBbITKOB.

Focy,qapcheHHoe peryamMpoBaHue u 3KCI'IOpTHbe"1 KOHTPO/1b

OnucbiBaeMbIi B JAHHOM LOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET ABAATLCS
1nn coaepxatb B cebe cpeacTBo KpUNTOrpapuueckoi 3alnTbl MHGOpMaLMm
(CK3MW), sBnsitowweecs npesMeToM 3KCMOPTHOTO KOHTPOAS.

Bbl cornalaeTech ¢ TeM, 4To NPOAYKT He ByAeT NOCTaBAATLCSA, NepeaaBaTbCs Un
3KCMOPTMPOBATLCA B KaKylo-1M60 CTpaHy, a TakxKe MCMoNb30BaTbCs KakuM-nnbo
NpPOTMBOPEYALLMM 3aKOHY 06pasoM.

Bbl rapaHTMpyeTe, 4to Byaete cobniofaT HaknaabiBaeMble Ha 3KCMOPT U
pe3KcnopT NPoAyKTa OrpaHUYeHus.

CBeneHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTyaslbHbl Ha AATy ero
nyéaukaumm.

[laHHble, coaepxallmnecs B HEM, a Takxe Bce npasa Ha M0 asnsaoTca u byayt
ABNATbCS COBCTBEHHOCTHIO UCKIOUMTENBHO KOMMNaHuu.

[laHHoe cornaweHue He nepenaét Bam npasa Ha MporpamMMHoe obecneyexue, a
NWWb NpefoCcTaBsieT OrpaHUYEHHOE NMPaBO Ha UCMO/b30BaHWE, KOTOPOe
NOANEXUT OTMEHE COMNACHO ycnoBusaM aanHoro Cornawenus. HUYTO B 4aHHOM
CornaweHuu He NOATBEPXAAET 0TKA3 KoMnaHuu ot NpaB Ha UHTENNIEKTYa/IbHYO
COBCTBEHHOCTb NO KakoMy 6bl TO HM HbINO 3aKOHOAATENLCTBY.

JnueHsus

KomnaHus HacToswmm npepoctasnset Bam, a Bol nonyyaete MHAUBMAYanbHoe,
HEUCKIIUMTENbHOE U OT3bIBAEMOE OrPaHMYEHHOE NPaBO HA UCMONb30BaHME
naHHoro M0 Tonbko B GopMe UCNONHAEMOrO KOAa, Kak ONMUCaHO B NpunaraeMoi K
MO TexHWyYecKoii/3KcnnyaTauMoHHOM AOKYMEHTALMM, U TONBKO B COOTBETCTBUU C
ycnosusMu aaHHoro CornatueHns:

Bbl MoxeTe yctaHOBUTb MO 1 MCNONb30BaTb €r0 HAa KOMMbIOTEPAX,
pacnonoXeHHbIX B Npeaenax Balwero npeanpusTns, kak onucaHo B
COOTBETCTBYIOLLEN TEXHUYECKOI/3KCNNYaTaLlMOHHOM AoKyMeHTauum MO v B
HaCToALLEM COrnaLleHuu.

Bbl MoxxeTe no6aBuTb/MpucoeanHuTb MNporpaMmHoe obecneyeHune K nporpaMmam
[N MOBUNbHBIX YCTPOWCTB C €AUHCTBEHHOM LieNblo, ONMUCAHHOM B JAHHOM
CornaweHuu. MprUHUMas yCIoBUS HACTOSILLEro cornalueHus, Bbl cornalaerecs:

- He MCMo/b30BaTh, HE MOAUMULMPOBATb M He BbIAABATb CYBNMLIEH3UM HA faHHOe
MporpammHoe obecneyenne n noboe apyroe MO Komnanuu, 3a ucknoyeHnem
SIBHbIX paspelueHnit B aaHHOM Cornaliennu;

- He MOAUGbULIMPOBATD, HE AEMOHTUPOBATb, HE AEKOMMUANPOBATb, HE
PEKOHCTPYMPOBaThb, HE BUAOM3MEHNTb U HEe pacLuMpsATb AaHHoe porpaMMHoe
obecneyeHne 1 He NbITaTbCs PACKPbITb (MONYYUTb) UCXOAHBIE KOAbl AAHHOTO
MporpaMmHoro obecneyeHus;

- He MomeLaTh AaHHoe [porpaMMHoe obecrneyeHne Ha CEpBEpP C BO3MOXHOCTbHO
[0CTYNa K HEMY TPETbUX JIULL Yepe3 OTKPbITYHO CETb;

- He MCMO/b30BaTh Kakue 6bl TO HU BblI0 pe3epBHbIE UM apXMUBHbIE KOMUU
faHHoro lNporpaMMHoro obecneyerns (N No3BoNATb KOMy-nnM6o ewwé
MCMONb30BaTh TakMe KONuM) € N1060IM MHOIA LieNbio, KPpOMe 3aMeHbl ero
OPUrMHANBHOrO 3K3EMMNNAPA B CIy4Yae ero paspyLeHns U Hanuums nedexTos.

Tpe6oBaHUs K UCMO/Ib30BAHUIO

I'IporpaMMHoe obecneyeHne JOMKHO UCMONb30BaTLCA U Oﬁcﬂy)I(MBaTbCﬂ CTporo B
COOTBETCTBMM C ONUCAHUAMU N UHCTPYKLMUAMU KomnaHuu, I'IpMBe,ELéHHbIMM B

Crp.6/75
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[aHHOM U ApYrux AoKyMeHTax KoMnaHuu, B TOM Yncne Ha nopTtane oHnaiH
[OKyMeHTauuu ansa paspabotunkos Komnanum (http://developer.aladdin-rd.ru/).

Mcnonb3oBaHue MO

Monb3oBatens Bnpase:

- BoCnpou3eoauTb MO NyTEM 3anmcu ero B NamaATb 37EKTPOHHO-BbIYUCIUTENbHbBIX
MalwuH Monb3oBaTens, orpaHUYeHHOE NPAaBOM UHCTANNALMUM, KONMPOBAHUS U
3anycka nporpamMm ans 3BM;

- BcTpamnBartb 10 nobbiM cnocobom B NpoayKTbl 1 pelwenuns MNonb3osatens;

- pacnpoctpaHsaTb MO nobbiM cNOCO6OM UCKNIOUNTENBHO B COCTABE NPOAYKTOB U
peweHuit NMonb3osarens.

Mpu ncnonbzoBaHum u pacnpoctpaderum MO Monb3osatesnb 0653aH
PYKOBOACTBOBATHCA AEMCTBYIOWMM 3akoHoAaTeNnbcTBoM Poccuiickoi Oenepaumm u
MeXAyHapOoAHbIM 3aKOHOAATENbCTBOM, Y4MUTbIBAsi OFPAHUYEHUS U LONONHUTENbHbIE
TpeboBaHUsl, KOTOPble MOTYT BO3HMKATb B CBA3M C IKCMOPTOM WNDPOBaNbHbLIX
(kpunTorpaduyeckmx) cpencts ¢ Tepputopun Poccuiickoit ®epepauum n
MMMOPTOM TaKMX CPeACTB B Apyr1e CTpaHbl. B 4acTHOCTH, orpaHuyeHns
[ononHuTeNbHble TpeboBaHMS MOryT BO3HUKATb Npu pacnpoctpaHerum MO yepes
MarasuHbl MPUNOXEHUIA, COAEPXKALLME PA3NUYHBIE MPUNOXEHUS AN MOOUNbHBIX
YCTPOMICTB.

YCNnoBusi UCNONb30BAHMUSA, U3NI0XKEHHbIE B HACTOALLEM COMNALLEHNUM, AEHCTBYIOT B
OTHOLLEHMM Bcero comepxxunmoro MO, B 4YaCTHOCTU B OTHOLLEHUMU:

- An3aiiHa (rpaduKK, pacnonoXeHns 3N1eMeHTOB 0POPMNEHMSA 1 T.N.);
- BCEX UHbIX 3N1EMEHTOB, B TOM YKC/Ie U306paKeHNH, POHOrpamMMm, TEKCTOB.

Monyyaemble Monb3oBaTENEM HEUCKNIOUUTENBHBIE MMYLLECTBEHHbIE NPaBa He
BK/IOYAIOT NpaBa Ha nepepayy TPETbUM NULAM Kakux-nnbo npaB Ha BCTpauBaHue,
BOCNpOM3BeeHNe, pacnpoCcTPaHeHWe M UCMOb30BaHMe NporpamMm ang 3BM He B
cocTaBe NpoAyKTOB U pelleHuii Monb3osaTtens.

KoMnaHus coxpaHsieT 3a coboit Bce nckntounTenbHble npasa Ha M0 1 Bxoasaiwme B
Hero KOMMOHEHTBI, BK/Il0Yasi NpaBa Ha NpefoCTaBAeHNEe HEUCKNIOUYMTENbHBIX U
UCKNIOYMTENBHBIX MPaB TPETbUM NULLAM.

Monb3oBaTens BNpaBe OCyLecTBNATL cnonb3osaHue N0 B npeaenax,
npeaycMOoTpeHHbIX HacToawmM CornalweHnem, MCKNIOUMTENBHO Ha TepPUTOPHM
Poccuiickoit Menepaumm.

06cnyxnBaHue U noaaepkka

KoMnaHus He HecéT 0653aTenbCTB MO NpesocTaBNeHUI0 NOALEPXKKH,
obcnyxuBaHus, MoaudUKaLmMn unm BbIXoAy HoBbIX pennsos MO.

OrpaHuyeHHas rapaHTus

KomnaHus rapaHTupyer, 4to nporpamMmHoe obecrneyeHune C MOMeHTa
npuobpetenus ero Bamu B TeyeHne 12 (nBeHapuaTh) mecsues byaet
(YHKLIMOHMPOBATb B MOIHOM COOTBETCTBMM C €r0 TEXHUYECKON/3KCNNYaTaLMOHHOM
[IOKyMeHTaLme, npu ycnosuu, uto MO ByaeT Cnonb3oBaTbCs HAa KOMMNbIOTEPHOM
annapaTHoM obecneyeHnn 1 C onepaLMoHHON CUCTEMOW, A1 KOTOPOI OHO 6bINo
paspabotaHo.

OTKa3s oT rapaHTUm

KomnaHus He rapaHTUpyeT, uTo NnporpaMmMHoe obecnevyerue byaert
COOTBETCTBOBATL BalwmnM xenaHnsam u TpeboBaHMAM, Mnn 4To ero pabota bynet
6ecnepeboiiHoi unu 6esowmboyHoi. B 06bEME, NpeaycMOTpeHHOM
3aKOHOAATeNbCTBOM PD, KOMNaHMs OTKPBITO OTKA3bIBAETCS OT BCEX FrapaHTUi, He
OrOBOPEHHbIX 3[eCb, OT BCEX UHbIX MOAPa3yMeBaeMblx rapaHT1id. Hu oanH u3
[MnepoB, AMCTPUOLIOTOPOB, NPOAABLOB, areHTOB MW COTPYAHMKOB KOMMaHUK He
YNONHOMOY€EH Npon3BOanUTb MO,ElMCbMKaLLMM, pacwmnpeHnusa unm AoNOSNHEeHUA K
[3HHOM rapaHTum.

Ecnu Bbl npounssenu kakune-nnb6o moandukaumnm MO nnmn noboit u3 ero vacreit Bo
BPEMs rapaHTMitHOro nepuoaa, N0 NoABEPrNOCh NOBPEXAEHNI0, HEOCTOPOXKHOMY
WM HenpasuabHOMY obpalleHuto, ecin Bl Hapylwmnm ntoboe 13 ycnosuii
HacToswero CornaiieHus, To rapaHTus, ynoMsHyTas Bblile B pasgene 5, 6yaer
HeMen/IeHHO npekpaLleHa.

lapaHTus HepeicTBUTENbHA, ecin MO UCNoMb3yeTcs B COYETaHWUM C UHBbIM
annapaTtHbIM I/I/MHM nporpaMmMHbIM oﬁecneuemem, OT/INYHBLIM OT ONMUCAHHbIX B
TE,‘XHM‘-{eCKOVI/aKCI'IJ'IyaTaLIMOHHOﬁ AOKYMEeHTauuu, unm ncnonb3yetcsa Ha
KOMMbtoTepe € N106bIM YCTAaHOBAEHHbBIM HENMLEH3MOHHBIM NPOrPaMMHbIM
obecneyeHneM.

OrpaHuyeHune BO3MELLEHUs

B c/iyuae HapylieHus rapaHT1mu, OroBOPEHHOM Bbllwe, KoMnaHusa MoXeT no
COBCTBEHHOMY YCMOTPEHUIO:

- 3amMeHuTb 0, ecnn 370 He NPOTUBOPEYUT BbILLEYNOMAHYTOMY OrpaHUYEHUI0
rapaHTuu;
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- BO3MECTUTb CTOMMOCTb, BbinayeHHyto Bamu 3a MO.

lapaHTUiiHble Tpe6oBaHUS AOMKHbI ObITb BbICTABNEHbI B MUCbMEHHOM BUAE B
TeYeHWe rapaHTUMHOro Nep1osaa, Ho He nosaHee 7 (Cemu) AHEN C MOMeHTa
obHapyxeHus pedekTa, U cogepxatb B cebe NoATBEPXKAEHMS, YAOBNETBOPsiOLLME
KomnaHuio. Bcé MO (Bce ak3emnnspbl, MMetowmecs y Bac) aomkHo 6biTb
BO3BpaLleHo KoMnaHuu 1 oTnpaBieHo BO3BpaLLatoLLeit CTOPOHON C OnnaveHHowM
CTOMMOCTbIO NEPeBO3KM U, NP HEOBXOAMMOCTH, CTPaxOBKU. Jk3emnnspbl MO
[LONXKHbI 6bITh OTNPABNEHbI C KOMUEH NNATEXHbIX LJOKYMEHTOB U HAaKNaAHbIX.

UcknoueHne KOCBEHHbIX YGbITKOB

CTOpOHbI Mpr3HatoT, YTo MporpaMMHoe obecneyeHne He MOXET BbiTb MONHOCTLIO
nuwweHo owmnbok. KoMnaHusi He HeCET OTBETCTBEHHOCTM (Kak B CUy AOrOBOPa,
rpaX/JaHCKOro NpaBOHapyLIEHMS, BK/TI0Yas XaNaTHOCTb, Tak M B 110601 MHOM
dopme) nepen Bamu nnu nioboii TpeTbeit CTOpoHOM 3a Ntobble noTepu Unmn yobITku
(BKNIOYAs KOCBEHHbIE, haKTUYECKMe, NOGOYHbIE UNKU NOTEHLMANbHBIE YObITKM),
BKNtoYas, 6e3 orpaHUyeHuid, Ntobble NoTepu unm yobITKM NpubbLIIbHOCTU GU3HECa,
NOTEpI JOXOAHOCTU UM PEMYTALMM, YTPAUEHHYIO MW UCKaXEHHYIO MHDOPMaLMio
MM JOKYMEHTaLMI0 BCIEACTBME KaKOro-n1bo MCnob3oBaHMs AaHHOTO
nporpaMMHoro obecneyeHus u/mnu nto6oi KOMNoHeHTbl AaHHoro M0, faxe ecam
KOMMaHUs MUCbMEHHO yBEAOMIIEHA O BO3MOXHOCTM MOAOGHBIX YObITKOB.

OrpaHquHMe OTBETCTBEHHOCTU

B cnyyae ecnu, HeCMOTPSA Ha yCNOBMS AAHHOTO COMNALLIEHMSA, KOMMAHWA NPU3HaHa
OTBETCTBEHHOIA 3a YBbITKM HAa OCHOBAHWUM KakuX-nnbo AedekToB nnn
HeCoOTBETCTBMS NPOrpaMMHOro obecneyenns Bawmm oxuaaHnam, nonHas
OTBETCTBEHHOCTb 33 KaX/bl 3k3eMnnsap aedeKTHOro NporpaMMHoro obecneyerns
He ByaeT npesbllwaTbh CyMMbl, BbinnayeHHon Bamu AO "AnapamH P.[." 3a 3710 MO.

I'Iperau.LeHMe [Le1CTBUS corlalleHus

B cnyyae HeBbinonHeHus Bamu ycnosuit naHHoro Cornawenus aevicteue Bawei
nuueHsun n Hactoswero Cornawenns ByaeT npekpaLleHo.

MNMocne npekpaleHns feicTBus AaHHOro JIMLLEH3MOHHOIO COrnalleHns:

- NMUEeH3uKs, NnpeaocTaBnerHHas Bam aanHbiM CornaleHvemM, npekpaiiaer cBoé
nencTeue, n Bol nocne eé npekpalleHns He CMOXeTe NPOAOMKATb AaNbHeLwee
1cnonb3oBaHue faHHoro MporpaMMHoro obecneyeHns U Apyrux NULEH3UOHHBIX
MpopykToB;

- Bbl He3amMeanuTeNnbHO BepHETe B KoMnaHuio Bce ak3emnnspsl M0 1 Bce konun
TaKoBOro u/unu coTpéte/yaanute nobyto MHGOPMaLMIO, COAepKaLLyoCs B
3NEKTPOHHOM BUAE.

an MEHUMOE 3aKOHOOAaTeNIbCTBO

[laHHoe CornalieHue foMKHO BbiTb UCTONIKOBAHO U OMpeaeneHo B COOTBETCTBUM C
3aKkoHofaTenbcTBOM Poccuiickoit Penepaumnm (3a UCKIIOUYEHUEM KOHDAMKTA
NPpUMEHEHWS NPaBOBbIX HOPM), U TONbKO POCCUIMCKMIA Cy L, yNONHOMOYEH
OCyLLeCTBNATb NpaBocyAve B N06bIX KOHDAUKTAX M CNOPaXx, BbITEKAOLWMX U3
naHHoro CornaweHus. HeBO3MOXHOCTb Ans Ntoboi U3 CTOPOH BOCMONb30BaTbCs
no6bIM U3 Npas, NpefoCcTaBAEHHbIX e/ No AaHHOMY CornaleHuio, Uam NPUHATL
Mepbl NPOTUB APYroi CTOPOHbI B C/ly4ae Ntoboro HapylueHns CBoux 06s3aTenbcTB
no CornaleHunto He AOMKHO PacCMaTPUBATLCS KAk 0TKA3 3TOM CTOPOHbI OT
nocneayoLwero NOHYXXAeHUs K NPU3HAHUI0 CBOMUX NpPaB UK COBEPLLEHUIO
nocneayoWwmx AeicTBnin B CNyyae AanbHENWNX HapyLWeHNA.

locynapcTBeHHOE perysiMpoBaHuUe U 3KCMOPTHbIA KOHTPO/b

Bbl cornawaetecs ¢ Tem, yto 10 He 6yneT Bamu nocTaBnsaTbcs, nepeaaBaTbcs Uam
3KCMOPTUPOBATLCS B KaKyto-MB0 CTPaHy, a TakKe MCMoNb30BaTbCs KakuM-nnbo
NPOTUBOPEYALLMM 3aKOHY M YCIIOBUSIM HACTosILLEro cornatenus obpasom. MO
SBNAETCA NPeiMeTOM AOMONHUTENbHOMO 3KCNOPTHOMO KOHTPOS, OTHOCALLErocs K
Bam unu Baweii topucamkumu. Bel rapaHtupyete, uto byaete cobniopatb
HaknaabiBaeMble OrpaHUYeHUs Ha IKCnopT 1 peakcnopt MO.

PasHoe

Hactosuwee CornaweHune npeacrasnset coboii NonHoe cornalieHne, oTHocsleecs
K AQHHOW NNLIEH3MM, U MOXET BbITb M3MEHEHO TONbKO NOCPEACTBOM MUCbMEHHOIO
CornaleHus, NoanMcaHHoro o6enmMm ctopoHamu. Eciv BbinonHeHue Kakoro-nn6o
ycnosus Hactosiwero CornatieHns npeacTaBasfeTcs HEBO3MOXHbIM, Takoe ycnoBue
6yneT ckoppeKTMpoBaHO TO/IbKO B npeaenax, obecneunsatoLLnx BO3MOXHOCTb
BbINONHEHWA AAHHOTO YCNOBMUS.

A NPOYNTAN M NOHAN HACTOALLEE TMUEH3MOHHOE COMMALLEHME N
COIMNACEH BbINOIHATbL BCE EFO YCNOBUA. 4 MPUHUMAIKD JAHHOE
NNUEH3MOHHOE COTMTTALLEHME LEIMKOM. EC/IN 4 HE MPUHUMAIO 3TO
JNIMUEH3MOHHOE COMALIEHUE MM XOTA bbl OAWH U3 ETO MYHKTOB, TO
NAHHOE JIMUEH3MOHHOE COTTALUEHWE HE BCTYMNAET B CUNY, U 4
0BA3YIOCb HE YCTAHAB/IMBATD U HE MCMONb30BATb OAHHOE
MPOrPAMMHOE OBECMEYEHME.
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2. OCHOBHbIe NoHATMA

2.1 Ha3HayeHue

MO "MO "EpmHbint KnueHTt JaCarta™ — nporpaMMHoe obecneyeHue, npefHazHauYeHHOe AnS NoAAEePXKKMU QYHKLMUA
CTpOroi AByX(MaKTOPHOM ayTeHTUDMKALMU, HACTPOMKK U paboTbl ¢ Mogenammn USB-TokeHoB 1 cMapT-kapT JaCarta,
reHepauuu 3anpocoB Ha cepTudmKaThbl.

2.2 TepMuHbl 1 onpegeneHnA

PIN-koa agMUHUCTpaTopal - cekpeTHas NoCNenoBaTeNbHOCTb, U3BECTHAS TOMLKO aAMUHUCTPATOPY, KOTOPYIO
HEe0o6X0AMMO NPeabABUTL 415 aYTEHTUDMKALMM AAMUHUCTPATOPA B MPUIOXKEHWUM IIEKTPOHHOIO KNtoua.

PIN-kop, noanucu - CeKpeTHaa nocnenoBaTe/ibHOCTb, U3BECTHAA TOJIbKO NOJIb30BaTENO, KOTOPYHO HeobxopMMo
npenbaBuTb N4 BbINOIHEHWA onepaunn BHEKTDOHHOVI noanucu.

PIN-kog, nonb3oBatens - CeKkpeTHada nocnenoBaTeNbHOCTb, M3BECTHAA TOJIbKO MOJIb30BATE/IH0, KOTOPYHO
HeobxognmMo npenbvaBuTb AN ayTEHTMd)MKaLLIAM noNb30BaTeENA B NPUITOXEHUN INEKTPOHHOTO Kto4a.

PUK-kop? - nocnenoBaTelbHOCTb CUMBOJIOB, NO3BOAsOLWAs pa3bnokuposaTb PIN-koa nonb3oBatens nocne ero
6710KMPOBKMY.

Annnet - nporpamMMHoe obecneyeHue, peanusyrollee YHKLMOHANbHOCTb NPUIOKEHNS 3NEKTPOHHOTO KoY.
MpunoxeHue — nporpaMMHoe obecriedeHne, yCTaHOBNIEHHOE B NaMATH 3EKTPOHHOTO KJIoua.

CuéTumk BBOAA HenpaeuibHoro PIN-koaa - noacucrema, 610KMpytoLWwas ycTporcTBo B Clydae BBOAA
HenpasunbHoro PIN-koaa onpenenéHHoe KONMYeCcTBO pas noapsa.

DNeKTPOHHBIN KNIOY — annapaTHOe YCTPOICTBO, NPeAHA3HAYeHHOe Ans ayTeHTUdUKALMK, WndpPOBaHUS, PaBoTbl C
3/1EKTPOHHOM NOANMCHIO, GE30MACHOTO XPAHEHMS AAHHbIX.

2.3 Perunmbl paboTbl cpeacTBa

PexxuMmbl paboTbl M0 "T0 "EanHbii Knuent JaCarta"", nepeknioyeHme Mexay pexxmMamu, Bug, OCHOBHOMO OKHa
nporpammsl 1 onucaHue obnacrei rpadumyeckoro uHTepderica nogpobHo onucaHbl B nogpasaene "4.3 Pexumol
paboTbl nporpammsl”.

2.4 [punHUunbl 6e30NnacHon paboTbl CpeacTsa

OCHOBHO NpUHLMN 6e30MacHoi paboTbl NPOrpaMMbl — HaMUME ABYX PEXMMOB PaboTbl NPOrpaMMbl,
paCcCUYMTaHHbIX Ha B3aMMOLENCTBME C NPOrpaMMoit 60 Nosib30BaTeNs NPOrpaMMHOro CpeacTea, MMbo
aAMUHUCTpaTopa.

[evicTBus, coepiaeMble aAMMHUCTPATOPOM NPOrpamMMbl, 4OCTYMHbI TONBKO nocne npepoctasneHns PIN-koaa
aAMUHUCTpATOpa B MHTepdeice NporpamMmbl.

[evicTBus, coepliaemble Nosib30BaTeNEM NPOrpaMMbl, 4OCTYMHbI TONABKO nocne npegoctasneHns PIN-koaa
nonb3oBaTens B MHTepderice NporpamMmol.

2.5 OyHKUUKU N nHTepdencbl PyHKUMIM CPeacTBa, [OCTYMNHbIE KarKA0M POY Mosb30BaTeNen

MOXHO BbILENUTb ABE OCHOBHbIE ponu nonb3oBaTenen nporpaMmmbl. agMUHNCTPATOP U NONb30BATENb.

@OyHKUMKU 1 MHTepdeicbl GYHKLMI NporpaMMBl, LOCTYMHbIE NOb30BaTEN0, MPeACTaBNeHbl B pa3aene "5 PaboTa B
nporpamMme B CTaHOAAPTHOM pexume”.

1 Npumenumo ans Mpunoxenns FTOCT sepcum 2.5.13.
2 Mpumennmo ana Mpunoxenus FTOCT sepcun 2.5.3 - 2.5.9.
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OYHKLUMM U MHTEpENCbl BYHKLMI NPOrpaMMbl, LOCTYMHbIE AAMUHUCTPATOPY, NPeCTaBNeHbl B passene
"6 PaboTa B nporpamMme B pacClUMPEHHOM pexume”.

NHTepdercbl GyHKUMM ONMCaHbl 419 KAXXA0M OTAENbHOM onepaumu, COBEPLIAEMO NPOrpaMMON.

2.6 [lapaMeTpbl (HacTpoeK) 6e30MacHOCTM CpeacTBa, CBA3aHHble C A4OCTYMHBIMU MONb30BaTENI0
byHKUMAMK cpeacTsa

Monb3oBaTento AOCTYNHbI PYHKLMM CPEACTBa, ONMUCAHHbIE Bbille (CM. noapa3gen 2.5). CBsa3aHHble C 3TUMM
dYHKLMAMM HACTPOMKM 6€30MacHOCTU NMpOrpaMMbl BKIOYAKOT B cebs onepaumu ¢ PIN-kogoM agMuHUCTpaTopa,
PIN-komom nonb3osatensa u PIN-kopom nognucu.

lNpoBepsieMble XapaKTepncTUKKM napaMeTpoB 6€30NacHOCTH:
e 3HaHue PIN-kopna;

. B/ladeHUE 3NTIEKTPOHHbLIM K/THOYOM.

2.7 Twvnbl cobbiTnn 6e3OI'IaCHOCTM, CBA3dHHblIe C AOCTYNHbIMU NONb30BAaTENO d)yHI-(LI,MFIMM cpeactea
@OYHKLMKM NPOrpaMMbl MOTYT BO3BpPALLAThb NOMb30BATENO NPOrpaMMmsbl OLLUMOKK, CBA3AHHbIE C HEBEPHO YKa3aHHbIM
PIN-kopom agMuHucTpaTopa, PIN-konom nonb3osatens, nnb6o PIN-kozom nognucu.

B cnyyae MHorokpaTHoro HeeepHoro npeabsisneHns PIN-koga n 610KMpoBaHUS YCTPOMCTBA, rpaduueckui
UHTepdeic NporpamMmbl 0TOOPaA3UT COOTBETCTBYIOLLME KHOMKKU Ans pa3bioKMpOBaHMS YCTPOWCTBA.

2.8 [eiicTBuA nocne c6oeB 1 OWNGOK 3KCNyaTaumm cpeacTsa

Buabl c6oeB 1 owmMBOK 3KCMNyaTaLmMm CpesCcTBa M CoBepLUaeMble B Cyyae c60s AeNCTBMS NpeacTaBaeHbl B
Tabnuue (cm. Tabnuua 2).

Tabmya 2 — Bufabl 605 3KCryaraumm u 4evictems B c1y4ae coos

Buabl c60s akcrnyaTaumm LeiictBue B cnyyae c6os

Bbixon 31eKTPOHHOTIO Kitoya M3 CTpos Heo6xoa1MMo coobWMTb aAMUHUCTPATOPY O BbIXOAE
3/IEKTPOHHOTO K/t0Ya M3 CTPOS M CNeAoBaTh ero AasbHenwmnM
yKa3aHuaM

BeenéH HenpaBunbHbIi PIN-kog, Moetop BBoaa PIN-kopa

PIN-kop 3a6nokupoBaH MonbiTaTbcst pa36nokuposaTb PIN-koa; 06patutbes K
agMUHUCTPaTOpy
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3. 06bume cBegeHVA 06 3N1EKTPOHHbIX KIH04ax

3.1 T[lpnnoxeHunAa, annaeTbl U MOAENN 3NEKTPOHHbIX KAloYein

(DyHKLI,I/IOHaJ'IbHOCTb MoA4enn 3NeKTPOHHOIO K/to4a onpeaenaeTca npunoXXeHnamMu, yCTaHOBEHHbIMU B €€ MaMATU.
B namatu 3N1EKTPOHHOr 0 K/N1l04a MOXeET ObITb YCTAaHOB/IEHO O4HO MM HECKOJIbKO HpMﬂO)i(eHMﬁ. YCTpOﬁCTBa, B
KOTOPbIX YCTAHOB/IEHO 6onee ogHoro NPUNOXEHNA Ha3blBaAOTCA KOM6MHI/IpOBaHHbIMl/I.

Hanpumep, B anektpoHHOM kntove JaCarta-2 FOCT yctaHoBneHo npunoxerue FOCT, B 31€KTPOHHOM KitoYe
JaCarta PKI yctaHoBneHo npunoxenue PKI, B komMbuHnpoBaHHoOM Mogenu JaCarta-2 PKI/TOCT yctaHoBnEHbI
npunoxenus PKI n TOCT.

[lpumevanne. HaumeHoBaHne npuIOKeHHUS HE BCEFAA COAEPKNTCS B HA3BAHUM MOLE/IN 3/IEKTPOHHOIO K/HOYA.
Hanpumep, B mogenn kaw4esi JaCarta PKI ycraHosnero npunoxenne PKI, Ho B8 mogenn JaCarta LT ycraHoB/ieHO
npunoxermne STORAGE. HazBarHmne Moge u npuaoXeHus 31eKTPOHHOIO K/io4a 0ToOpaxaercs B uHtepgevice EquHoro
Knnenrra JaCarta B CTaHAaPTHOM pexume (CM. pazgen 5 'Pabora B nporpamMme B CTaHAAPTHOM PEXUME "),

MpunoxeHne onpenenseT HEKOTOPbIM HABOP PYHKLMOHANBHOCTM 31EKTPOHHOIO K/104a, XapaKTepHbIi 4N
pelleHuns onpeaeneHHoro psaa 3agad. Tak, npunoxerue PKI obecneunBaeT noanepxky 3anafHbix
KpPUMNTOANrOpMTMOB M MO3BONSIET PELATb WMPOKUIA CNEKTP 33434 ayTeHTUdUKauum, wnudpoBaHus n paboTsl C
3/1eKTPOHHOM MOANMUCHI0 B KOPNOpPaTMBHOM MHpacTpyKType. MNpunoxernne FOCT obecneunBaeT noaaepxKy
POCCUIMCKMX KPUNTOANTOPUTMOB A9 peLleHuns 3aaa4 ayTeHTUduKauuu, wmdpoBaHus U paboTbl C SNEKTPOHHOM
NoAnuMCbI0 B CUCTEMAX, TpebyoLWmMX ncnonb3osaHuna anroputmos FOCT.

OpHo m TO e NpuUnoXxeHne MOXET UMETb pa3iMdHble peanmnsaunn. KOHKPETHaﬂ peannsauna NnpunoXxeHna
Ha3blBaeTCs annnetoM. B HacToswem AOKYyMeHTe nNpu onncaHnn KOHerTHOVI onepaunn Hag 3NE€KTPOHHbIM
K/HO4YOM YTOYHAETCA HE TONIbKO NpunoxxeHne, HO U annner, peanw3y+ou.|,m7| qJYHKLI,MOHaJ'IbHOCTb AaHHOIo
NPUNOXEHMUA.

[lpumep. B mogenax 3nektpoHHsix kmwoqes JaCarta PKI n JaCarta PRO ycraHosneHo npunoxenne PKI, Ho B Mogem
JaCarta PKI gaHHOe ripu/ioxeHne peann3oBaHo anmnieTom/npunoxermnem Laser, a 8 mogem JaCarta PRO - annnerom
PRO. Ha3zsaHue annnera KOHKPETHOro rpuioxeHus otobpaxaercs B uHtepgerice Eauroro Knnerta JaCarta 8
PAacLIMPEHHOM pexume (M. pazgen 6 "Pabota B nporpamMme B paclimpeHHOM peXUMe”).

CooTBeTCTBME NPUNIOXKEHWIA, aNNNETOB U MOLENei INEKTPOHHbBIX KNtoyel, paboTa C KOTOpbIMU NOAAEPXUBAETCS B
OMepauMOoHHbIX CUCTeMax ceMencTea Linux, npuBeneHo B Tabnuue (cM. Tabnuua 3).

Tabmmuya 3 — COOTBETCTBUE MPHUIOKEHMH, ANMIETOB M MOAESEN INEKTPOHHBIX K/THOYEH

Annnet unu npunoxexne Mogenun aneKTpOHHbIX KIToYe

MpunoxeHue PKI, peanvsoBaHHOe annneTom JaCarta Remote Access;
Laser JaCarta PKI;
JaCarta PKI/Flash;
JaCarta PKI/BIO;
JaCarta PKIl/WebPass;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;
JaCarta-2 SF;
JaCarta SecurBIO;
JaCarta-3 PKI;
JaCarta-3 PKI/TOCT;
JaCarta-3 PKI/NFC;
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Annnet nnm ApunoxexHune

MpunoxeHnue PKI, peannsoBaHHOe annieTom
PRO

MpunoxeHne STORAGE, peanuzosaHHoe
annnetom Datastore

MpunoxeHne FOCT

MpunoxeHue OTP, pean13oBaHHOE annaeTom
AladdinOTP

AO "Anapaunn P.O." 1995-2025r.

Mogenu aneKTpoHHbIX Kouei
JaCarta-3 SE;

JaCarta-3 PKI/TOCT/NFC;

Aladdin LiveOffice;

Aladdin LiveOffice Common Edition;

BupTyanbHbIvi TOKEH

JaCarta PRO;

eToken PRO Anywhere;
eToken NG-OTP (Java);
JaCarta-2 PRO/IFOCT

JaCarta LT;
JaCarta SecurBIO;
JaCarta WebPass;
JaCarta U2F

JaCarta Remote Access;
JaCarta SF/TOCT;
JaCarta-2 [OCT;

JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/FOCT/Flash;
JaCarta-2 PRO/IOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;

JaCarta-2 SF;

JaCarta-3 PKI/TOCT;
JaCarta-3 SE;

JaCarta-3 [OCT;

JaCarta SecurBIO;
JaCarta-3 TOCT/NFC;
JaCarta-3 PKI/TOCT/NFC;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta WebPass;
JaCarta U2F/WebPass;
JaCarta PKIl/WebPass

PykoBoactBo nonb3osatens ans OC Linux
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3.2 [lapameTpbl 3/IeKTPOHHLIX K/lOYEen NpU NOCTaBKe

MpyY NOCTaBKE NEKTPOHHbIE K/THOUYM MMEIOT NapaMeTpbl, NPUBELEHHbIE B Tabnuue (cM. Tabnuua 4).

Tabnuya 4 — [lapamerpel 3/1EKTPOHHBIX K/IKOYEH PU MOCTaBKE

MpunoxeHue n annnet

MapameTp, onepaums

PIN-kopg nonb3oBatens no ymonyaHuio3
PUK-kog, onsg pasbnokupoBaHus
PIN-kop, agMUHMCTpaTOpa NO YMONYAHUIO

@PopmaTtnpoBaHue 6e3 HasHavyeHus PIN-kopa
nonb3oBsartens (aAMMHUCTPATOP MOXET HA3HAUMTD
PIN-kop, nonb3oBarens nocne GopMaTMpoBaHus)

@®opmaTtnpoBaHue 6e3 HasHaveHus PIN-kopa
aAMUHUCTpaTopa

Mpu pasbnokmpoaHumn PIN-koaa nonb3osatens
cHbpacbiBaeTca cHeTYnK BBOAA HenpasuabHoro PIN-
KO4a nonb30BaTens, npu 3ToM ...

PasbnokupoaHue PIN-koaa nonbsosatens B
YAANEHHOM pexume

M3meHeHne PIN-koaa nonb3oBatens
aAMUHUCTpPaTOpoM 6e3 hopMaTUpOBaHMS

Mpunoxenue PKI

annnet PRO

1234567890
HE NPeayCMOTPEH
HE YCTaHOB/EH

BO3MOXHO

BO3MOXHO

... PIN-kop,
nonb3oBaTens
33[3€eTcs 3aHOBO

BO3MOXHO

BO3MOXHO

annnert Laser

11111111
HE NPeayCMOTPEH
00000000

BO3MOXHO

HEBO3MOXXHO

... PIN-kop,
nonb3oBaTens
33[3€eTcs 3aHOBO

BO3MOXHO

BO3MOXHO

Mpunoxenue MOCT

Bepcus 2.5.3 - 2.5.9

1234567890
0987654321
HE NPeayCMOTPEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kop,
nonb3oBaTens
OCTaeTCs NPEXHUM

BO3MOXH0*

HEBO3MOXHO

Bepcus 2.5.13 u Bbiwe

1234567890
HE NPeAyCMOTPEH
0987654321

HEBO3MOXXHO

HEBO3MOXXHO

... PIN-kop,
Mo/sib30BaTeNs OCTaeTCA
NpexXHUM

BO3MOXHO>

BO3MOXHO
(HacTpauBaetcs
NOMUTUKOW)

MpunoxexHune
STORAGE
annnet Datastore

1234567890
HE NpeayCcMOTPeH
HE YCTaHOB/MEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kopg,
Nonb30BaTeNst 0CTaeTCs
NpeXHUM

HEBO3MOXHO

HEBO3MOXHO

Mpunoxexue OTP
annnet AladdinOTP

1234567890
HEe NpeayCcMOTPEeH
HE NpeayCcMOTPEeH

onepauus He
npeanycMoTpeHa

onepauus He
npeaycMoTpeHa
ornepauus He

npeaycMoTpeHa

HEBO3MOXHO

HEBO3MOXHO

3 B 3aBMCMMOCTM OT npasun 6e30MacHOCTM Ballen OpraHusauum PIN-kog nonb3oBatens no YMOT4aHUIO MOXET OblTb U3MEHEH nepen nepep,aqeﬁ SNEKTPOHHOIO K/1ko4Ya Nos1ib30BaTENHO. B TakoM

cnyyae 3HaveHue PIN-koaa nonb3oBatens AOMKHO GbiTb COOOLEHO AONONHMTENbHO. B cnyvae 3aTpyaHeHuit obpatntech K agMMHUCTPATOPY.

4 MNpwu ycnosuu, uto CK3M B3siTo noa ynpasnenne APMa agmuumuctpatopa 6esonacHoctu JaCarta, Ha KOTOPOM reHepupyeTcs NoCNef0BaTeNbHOCTb ANs pa3baoKMPOBKM.

5 Mpu ycnosuu, uto CK3M B3sT0 noa ynpasneHune APMa agMuHucTpaTopa 6esonacHoctv JaCarta, Ha KOTOPOM reHepupyeTcst NOCNeN0BaTENbHOCTb 419 Pa36IOKMPOBKM.
AO "Anapaun P.AO." 1995-2025 .
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3.3 WHobopmauma o PIN-Koge nonb3osaTena

OcHoBHble onepaumnmn, KOToOpbl€ BbINOJIHAET NMOS1Ib30BATE/Ib B NMpoUECCe 3KCnayaTaunn 3IEKTPOHHOIO Knko4da
BbIMONTHAKTCA C NpeabaBIE€HNUEM PIN-koga nonb3oBaTtens.

PIN-kog nonb3oBaTens cooblaeT aoMMHUCTPATOP NpY Nepeaaye noab30BaTesNto 3N1EKTPOHHOrO Kkya. 3HaYeHue
PIN-kopa MoxeT 0TIMyaTbCsa OT TUMOBOrO 3HAYEHMUS, NepevYeHb KOTOPbIX NpeacTaBneH B Tabnuue (cM. Tabnuua 4).

Ecnun B naMsATH 3NEKTPOHHOIO K/t0Ya 3aMMCaHO HECKONbKO NpuaoxeHui, Hanpumep, PKI n TOCT, To ans kaxaoro
npunoxeHus npeaycMoTpeH ceoit PIN-kog nonb3osarens.

[put nosy4eHnn I1EKTPOHHOIO K043 HA PYKH HACTOSITE/IbHO PEKOMERAYETCS cMeHnTb PIN-Koa nosib3oBarens
(cm. nogpazzen 5.3 "'Usmenenune PIN-koga nosib3osarens’).

PIN-kog nonb3oBaTtens UMeeT CPoK AeincTeus. 3a 14 gHelt o okoHYaHUs cpoka gencteus PIN-koaa
nofb30BaTeNb NONYYUT yBELOMIIEHME 0 HeobxoamnMocTn cMeHbl PIN-koaa. MHdopMaLumoHHble coobweHus byanyT
NPUXOAMTb KaXAblM AeHb 10 OKOHYaHMs cpoka aercTBus PIN-koaa, moka oH He 6yneT nsMeHeH.

B cnyyae BBoaa HeBepHoro 3HaveHus PIN-kofa nosb3oBaTtens B KONMYECTBE pas, NPeBbILLakoLLee YKa3aHHOE B
HacTpoikax, PIN-kon nonb3oBatens 6yaet 3abnokmposaH. [pu 3abnokmpoBaHHoM PIN-koge nonb3oBartens
HEBO3MOXHO BbINOJIHEHWE ONEpaLMid C 3/IEKTPOHHBIM KHOYOM, KOTopble TpebytoT npeabsasnenHus PIN-koaa
rosib3oBaTens.

[lns 3a610KMPOBaHHbIX NPUNOXEHWI [OCTYMHa onepauus pasbnokuposaHusa PIN-koga nonb3osartens. [laHHas
onepauus BbINONHAETCS aAMUHUCTPATOPOM, ONMMUCAHUE ee BbINOSHEHUs NpuBeaeHo B AokymeHTe " MFA JC EK.
PykoBoACTBO afAMMHUCTPATOPA A1 ONEPaALMOHHBIX CUCTEM ceMelcTBa Linux”.
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4. 0O630p NO/Mb30BaTEIbCKOro NHTEpdENnca

4.1 3anyck EguHoro KnveHTta JaCarta

b Ons 3anycka EguHoro KnuenTa JaCarta Heob6xoaumo:

1. HaxaTtb kHOMKY BbIOpaTh "YTuauthl" — "JaCartaUC" (cm. PucyHok 1);

& Oduc
@ CeTb
Ipaduka

¥ MynbTuMegwa

BUpTyanbHasa Knasmatypa
Hay4Hble _ il

3anuce ISO obpasa Ha USB HocuTenk

- KoHTekcTHbIA nonck Recoll
0F CHCTEMHble
) MeHegxep dainos MC
MocnegHue
MomMoLb
® MaHenb ynpaeneHna
Pabota c apxusamm Ark
] MeHegxep dainoe
PepakTop peno3suTopues
Q. HayHWTe NoMCK...
YnpaeneHue knio4amu KGpg

[+ 3aeepuwerne paboTei...

LUndpoeble cepTUdukaTsel XCA

ﬁ [_‘C] B Y JaCartaUc

Pucyrok 1 - 3anyck EquHoro Kimenta JaCarta

2. OtkpoeTtcs ocHOBHOe okHO EamHoro Knuenta JaCarta (cM. PucyHok 2), npu 3TOM B MaHenu ynpaBneHus B

HUXKXHEN YaCTW 3KpaHa MosIBUTCA 3HAYOK BbI30Ba MEHI0 BbICTPOro 3amycka nporpamMMmi

OCHOBHOe 0kHO EamHoro KnuenTta JaCarta oTkpbiBaeTcs B CTAaHAAPTHOM peXUME;

EAMHbIA KnueHT JaCarta

EannHbin KnweHnt JaCarta

Bepcua: 3.3.0.3570

. Mo ymonuaHuio

Ana,q,qnnl

MopKnw4YnTe TOKEeH

He obHapy#eHo NoffepnBaeMbix MoENei TOKEHOB.

puaep.

MogrnioymTe USB-Toked kK USB-NopTy KOMNLOTEPa WA BCTaBbTE CMapT-KapTy B CMapT-KapT

PucyHok 2 — OcHoBHoe okHo EanrHoro Knnenta JaCarta n MeHKo 6bICTPOro 3arnycka B naHeIm ynpasieHus

AO "AnapauH P.O." 1995-2025r. PykoBogacteo nonb3oBatens ans OC Linux
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3. [na 3akpbiTva ocHoBHOro okHa EanHoro Knuenta JaCarta HaxaTtb KHOMKY "3aKpbITh" B NPaBOM BEPXHEM YIy.
3Ha4oK BbI30Ba MEHIO HBbICTPOro 3anmycka NpoAoMKUT 0TOBpaXKaTbCsl B MAHENW YyNpaBneHus.

4.2 MeHIo 6bICTPOro 3anycKa

3HayoK BbI30Ba MeHI0 HBbICTPOro 3anycka & oToOpaXaeTcs B NaHenu ynpoasnieHus (B HUXKHEN YaCTU 3KPaHa)
faxe npu 3akpbiToM okHe MO "EamHbin KnueHT JaCarta” u npefoctaBnsieT fOCTYN K MeHo ObICTPOro 3anycka.

[lns Bbi30Ba MeHI0 BbICTPOro 3anycka HeobX0AMMO OTKPbITb KOHTEKCTHOE MEHHO 3HAYKa & B NaHenu ynpaefieHus
(cM. PucyHok 3).

& Epmueld KnueHT JaCarta
HacTpoikn
O EguHoM KnneHTe JaCarta

BrIATH

& ) [en] J8:29 |

Pucyrok 3 —-MeHro bbicTporo 3anycka Eguroro Knnerra JaCarta

MeHi0 BbICTPOro 3anycka COAEPXMUT Clieayowmne KOMaHabl:
e [10 "EamHbin KnueHT JaCarta” — oTKpbIBaeT OKHO 0CHOBHOro uHTepderica MO "EamHbiit KnueHT JaCarta”;
e "HacTpoMku" — OTKpbIBAa€T OKHO HAaCTPOeK NPOrpammbl;

e "0 EpmHoMm KnuenTe JaCarta” - oTKpbIBaeT OKHO CO CBefleHUs MM 0 nporpamMme (cM. noapasgen 4.5);

e "BbIiTM" — NO3BONSET BbIATM M3 NPOrPaMMbl, NPU 3TOM 3HAYOK & nepecrtaeTt oTobpaKaTbCsa B NAHENM
ynpaBneHus.

4.3 PerunMbl paboTbl NpOrpaMmbl

MO "EpuHblii KnuenT JaCarta” nopaepkunBaeT cieaytoLimMe pexxmMbl paboTbl:

1. CraHpapTHbIM peXuUM — MO3BOJNISIET MPOCMATPMUBATL KPaTKMe CBEAEHUS O NOACOEAUHEHHBIX NEKTPOHHbIX
Kntoyax, cMeHuTb PIN-Kkoa nonb3oBatens, HazHauuTb Unn uamMeHuTb PIN-koa noanucu, USMeHUTb MeTKy
3/IEKTPOHHOrO KAtoYa.

2. PacwuvpeHHbiM peXxuM — no3BosiseT NpocMaTpmnBaTb NOAPOOHbIE CBEAEHNS O NMOACOEANHEHHDBIX 3NEKTPOHHBIX
KJII04axX M NpefoCTaBAsSeT 4OCTYN K ONepaumsM Hag NpUIoXKEHUSIMU 31EKTPOHHOTO K/toYa U 06bekTaMu
KaXA0ro NpuUoXKeHus.

4.3.1 Tleper/oveHne Mexay pernmMamm

YTto6bl ONpenenutb B KakoM pexxnMe oTKpbITo 0kHO 10 "EamHbiit KnuenT JaCarta”, Heo6xoaumo obpaTtutb
BHMMaHMe Ha Ha3BaHMe KHOMKM "TlepekniounTbCs B peXkKnM ..." B OCHOBHOM OKHe Mporpammsl (CM. pUCYHOK 2).
Ecnu kHonka umeet Bua:

8, TO BXO[, OCyLWeCTB/IEH B CTaHAAPTHOM pexXnMme;

HABDTHBIA PEXCHM

8, TO BXOJ, OCYLLECTB/IEH B paCUMPEHHOM pexuMe.

» Ans nepeknyYeHUa MeXay CTaHAAPTHLIM U paClUIUPEHHBIM PEXUMOM:

1. [ns nepekntoveHns EanHoro Knuenta JaCarta us ctaHOapTHOrO pexmMa B paClUMPEHHbIA PEXUM HaXaTb
KHOMKY "[epekntounTbCs B pacluMpeHHbI pexxum”. Npn nepBoOM HaxaTuu KHOMKK Byaet oTobpaxkeHo
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COOBLLEHNE O NEPEKNIOYEHNM B PACLUMPEHHbIA PEXUM. YCTaHOBUTL OTMETKY "He oToBpaxaTb 310 coobLieHue
B Aa/ibHEMIWEM", YTOBbI HE MpeaynpexaeHne B AanbHEALEM He 0TOBPaXanoch:

MpegynpexaeHue X

PacllMpeHHLIA pemnm npedHasHaYeH 417 BeINOJAHEHWA

(D cepBUCHLIX orMepaLni ¢ TOKeHoM WK cMapT-KapToi.
BEONEWWHCTED ONEPaLWi B GHHOM pexxmMe TpebyoT 3HaHWA
PIN-KoOa agMUHUCTpaTopa NpUIcHKeHni Ha TokeHe (PIN-
KOOEl 8OMUHUCTRPETORE MOTYT BEITE Pa3nWYHEIMIA ONA
pPazHeIX NMPUNOHEHWA).
Pexim NpedHasHaqed 008 TexXHWYeCKWX crelnanncTos.

==

PucyHok 4 — CooblyeHmne npm nepexodeHmm B paclumpeHHbii PEXum

He oTobpamaTk 3To coobujeHne B ganbHedwem

2. [nga nepekntoyenuns EannHoro Knuerta JaCarta M3 pacluMpeHHOro pexxmMMma B CTaHAAPTHBIN PEXUM HaXaTb
KHOMKY "[lepekntounTbCs B CTAHAAPTHBIN pexuM”.

4.3.2 OCHOBHOE OKHO B CTA@HAAPTHOM perurme

Mo ymonyaHuio ocHoBHOe okHO EguHoro KnuenTa JaCarta oTkpbiBaeTcs B CTaHAApTHOM pexume. Ha pucyHke
(cM. PucyHok 5) npuBeneH B1a, OCHOBHOIO OKHa B CTaHAAPTHOM peXuMe C NOAKNHYEHHBIM K KOMMbIOTEPY
MONb30BaTENS INEKTPOHHbBIM K/HOHOM.

EnuHbliA KnueHT JaCarta

EEgﬁ&iﬂl;ng;{?gmeHT JaCarta 3 An@
. JaCarta-3 PKI/TOCT

HaseaHWe JaCarta-3 PKIfTOCT

JC247-12.F47 v10.0

Homep mogenn
Ha30BWTe 3TOT HoMep Npu obpallleHn B TEXHUYECKY O NOAASPKKY

CepwilHelil HoMep C30689C8

PKI
MpunoxeHus - CmMeHuTE PIN-Kog
BesonacHbIi AOCTYN K pecypcam

rocr CMeHuTs PIN-KOf
INeKTPOHHaA NOANNCE
CMeHUTE PIN-KOf NOARNCH

PucyHok 5 - OcHoBHoe okHo Eanroro Knnenta JaCarta B CTaHAapTHOM pexmme
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OcHOBHOE OKHO B CTaHOAPTHOM peXume CoOAEPXKUT cnegyruimne obnacrtu:

O6nactb ang oTobpakeHMs NOACOEAUHEHHbIX K KOMMbIOTEPY 3NEKTPOHHBIX K/OYEN.

Ecnu k komnbtoTepy nonb3oeatens EanHoro Knuexta JaCarta He nofcoennHEH HU OAMH

3/IEKTPOHHBIN KoY, TO faHHas obnacTtb nycTa.

Ecnu noacoeanHEHO HECKOMBbKO 3NEKTPOHHBIX KNtoUer, To Ans paboTbl C KOHKPETHbIM
K/IIOYOM LLLENIKHYTb 3HAYOK HY)XHOTO KJIK4a, nocne yero B 06iactu 4 6ynyt otobpaxkeHbl

ero OCHOBHble CBOWCTBA.

Bup, 3Hayka, 0603HaYaOL MK NOAKIOYEHHDbIA INEKTPOHHBINM KOY pasnnMyaeTcs B

3aBUCMMOCTHM OT TUNA KNkoYa. I'Iepequb 3HAYKOB NpMBeLEH B NPUNTOXEHUU A Ha cTp. 60

06nacTb COAEPXKUT KHOMKMK:

e "3aperucTpupoBaTh BUPTYaNbHbIM TOKEH" — KHOMKA A5 pErncTpaLMu BUPTYyaibHOrO

TokeHa. NogpobHoe onucaHue npuBeaeHo B nogpasaene 4.4;

e "HacTpoMkM" — KHOMKa 415 BbI30Ba OKHA HACcTpoek nporpammel. OnmMcaHme paboTbl €

HacTpoikamu npuseneHo B gokyMeHte " MFA JC EK. PykoBoactBo nagMumHUcTpaTopa ans

Linux";

o "[lepekntounTbCs B pacLUMPEHHbIN peXnUM” — KHOMNKA ANa nepekntoveHns EamHoro

Knuenta JaCarta B paclUMpeHHbI pexxnMm

OTKpblBaeT OKHO €O cBeaeHusiMu o nporpamme MO "Eaunbint Knunent JaCarta”

O6nactb ang oTobpaxkeHus nHGOpPMaLMm 0 BbIBPAaHHOM 3NEKTPOHHOM KJIHOYE U KHOMOK

ynpasnenuns PIN-kogamu nonb3osatens u PIN-kogamMu noagnmcu npunoxeHun
3/1eKTPOHHOrO K/ItoYa.

4.3.3

OCHOBHOE OKHO B PaCLUMPEHHOM peHnMe

Ha pucyHke (cM. PucyHok 6) npvBeaeH BUA OCHOBHOIO OKHa B PaCLUMPEHHOM pexume C NOAK/IHYEHHbIM K
KOMMbIOTEPY MO/b30BaTENS 3NEKTPOHHBIM K/THOHOM.

EaMHbIA KnnenT JaCarta

Bepcwsa: 3.3.0.3570

Carta-3 PKI/TOCT

UCTPUPOBATE
a/bHbIR TOKEH

HacTpoiikia

Mepeknwo4yn
CTaHAapTHBIA p

Pucyrok 6 — OcHoBHoe okHo EanHoro Knmenta JaCarta B paclumpeHHom pexmime

AO "Anapaunn P.O." 1995-2025r.

EauvHein Knuent JaCarta

AnagawH

JaCarta-3 PKI/TOCT

WHpopmauna o TokeHe | PKI | TOCT

WnopManmsa o cuMTbIBaTENE
HasaHue

WHopmanua o ToKkeHe
HaseaHue

Homep mogenn

CepuilHbIi HoMep

MonHEIR cepWAHEIR HOMep

0bwas NnaMaTe

CaoboaHan namaTe

Bepcua MeHefXKepa MNpUnoXeH uit
NaTa NpousBoAcTEa

WHpopmanma o npunoxenun PKI
Annnet

nma

CeobogHan namaTe

PIN-kon

AnvHa PIN-kofa

Makc. konn4ecTeo NonelTok BBoga PIN-koga
OcTanock NonelTok eeoaa PIN-koaa
InuHa PIN-Kofa agMUHUCTpaTopa
MaKe, KONM4ECTBO NOMLITOK BEOAS
PIN-koga agMUHUCTpaTopa
OcTanock NONLITOK BBOAA

PIN-KOA3 afMUHUCTpaToOpa

Crnocob ayTeHTrdmKaumn

Crnocob ayTeHTudmKkaummn
aAMUHWUCTpaTopa

MNoaaepxKa GruoMeTpum
Wncpopmanma o npunoxenun MOCT
Annnet

Aladdin R.D. JaCarta 00 00

JaCarta-3 PKITOCT
JC247-12.F47 v10.0
€30689C8
120920E314BD000L
86 Kbair

42 KbaiiT (49%)
01.00.06.32
23-01-2025

Laser

JaCarta-3 PKI/TOCT
43848 banT
YcTaHosneH
[4..16]

15
PIN-kog
PIN-kof

HeT

BMNO laCarta-3

(2

PykoBogacteo nonb3oBatens ans OC Linux

Cp.17 /75



Eamubin Knuent JaCarta

OCHOBHOE OKHO B paClWMPEHHOM pEXMNME CO4EePXUT cneayroume obnactu:

O6nactb ang oTobpakeHMs NOACOEAUHEHHbIX K KOMMbIOTEPY 3NEKTPOHHBIX K/OYEN.

Ecam k KOMMNbKOTEPY NOSIb30BaTeNns EonHoro Knuenta JaCarta He noacoeauHeEH HU OAMH
3J'IEKTp0HHbIl7I KN4, TO AaHHasa obnactb nycra.

Ecnu nopcoepnHeHO HECKONBKO 3NEKTPOHHBIX KAKOYei, TO AN paboTbl C KOHKPETHbIM
K/IKOYOM LLLENKHYTb 3HAYOK HYXXHOTO KJHo4a, nocse yero B ob6nactu 4 6ynet otobpaxkeH
MOMHbIN CMUCOK ero CBOMCTB.

Bupa 3Hauka, 0603HavaoLW Mt NOAKIOYEHHbIA SNEKTPOHHBIN KN4 pa3nnyaeTcs B
3aBMCUMOCTM OT TUNa KNtoYa. [epeyeHb 3HAYKOB NpUBEAEH B NpunoxeHun A Ha cTp. 60
06nacTb COpEPXXUT KHOMKM:

e "3aperucTpupoBaTh BUPTYaNbHbIM TOKEH" — KHOMKA 419 perncTpaLmmn BUPTYyanbHOro
TokeHa. NogpobHoe onucaHue npuBeaeHo B nogpasaene 4.4;

e "HacTpoMkM" — KHOMKa Ans BbI30Ba OKHA HAcTpoek nporpammsbl. OnncaHune paboTbl €
HacTpoikamu npuseneHo B gokymeHte " MFA JC EK. PykoBoactBo nonb3oBartens ans
Linux";

o "[lepekntounTbCs B CTaHAAPTHBIN peXUM" — KHOMKA 4Ns nepeknoyeHms EguHoro
KnuenTa JaCarta B cTaHAAPTHBIN peXxuM

OTkpblBaeT OKHO co ceepeHusmu o nporpamme MO "Eaunbin Knunent JaCarta”

(cM. n. 4.4 "TepeknoyeHne Mexay pexmMamm”)

O6nacTtb ynpaBneHUs 3neKTPOHHbIM K/04YOM, BbIOpaHHbIM B 06nactu 1.

B pacwupeHHOM pexume gaHHas obnacTb NpeacTaBneHa B BUAE HECKONbKMX BKIALO0K:

® Ha Bknagke "VMIHpopmauus o TokeHe" oTobpaxaeTcs MHPOpMaLMs O cuuTbiBaTenNe,
UHpOpMaLMs 06 INEKTPOHHOM KIHOYE U NPUSTOXKEHUAX HA INEKTPOHHOM KJltoye
(cM. pucyHok 6):

® Ha BK/laake C HAMMEHOBaHMEM NPUNOXKEHUA AOCTYNMHbI onepaunn C AaHHbIM
NPpUNOXEHUEM U obbekTamu, XPaHAWMNMUCA B MaMATU SN1IEKTPOHHOTO KJKo4a. [na kaxporo
NPpUNOXeHUAa npeaycMoTpeHa oTAe/ibHaga BKaagkKa.

Ha pucyHke (cM. PUCYHOK 6) 3neKTPOHHbIN KoY cofepXuT npunoxeHue PKI un
npunoxeHue FOCT, noaToMy AaHHasa 0b6nacTb coaepxuT BKkNaaky "MHdopmaums o TokeHe",
Bknaaky "PKI" u Bknagky "TOCT" ana ynpasneHus npunoxenunem PKI, npunoxeHunem NOCT
M 06BbEKTaMU B 3TUX NPUNOXKEHUSX.

4.4 3aperucTpMpoBaTb BUPTYasIbHbIA TOKEH

BupTyanbHbI TOKEH — 3neKTpoHHas Bepcus annapatHoro USB-TokeHa nau cMapT-KapTbl.

[ng paboTbl C BUPTYanbHbIM TokeHOM Heobxoammo [0 JaCarta Virtual Token, KoTopoe N03BOASET UCMNONb30BATb
MOBU/IbHOE YCTPOMCTBO B KayecTBe CpeAcTBa LOCTYNa K 3aWMILEHHBIM MHPOPMALIMOHHBIM pecypcam
npeLnpuaTUa, Tak e Kak annapatHbli USB-TokeH unu cMapT-KapTy.

I'Iepe,u, Ha4yanom pa60TbI LOMKHbI ObITb YCTAHOBNEHDI:

e  MobunbHoe npunoxeHue JaCarta Virtual Token, LocTynHOE ANS CKa4YMBaAHMS M3 Maras3mHa NPUNOXKEHUN,
COOTBETCTBYIOLLEE ONepaLMOHHOM CUCTeMe YCTPOMCTBa (MpunoxeHue peanmsosaHo gnga OC iOS n Android);

o Knuent JaCarta Virtual Token. MNoapo6HO Npo npouecc ycTaHOBKK cM. B AokymeHTe "JaCarta Virtual Token.
PykoBoacteo nonb3osatens”, pasgen "Knunent JaCarta Virtual Token. YcTtaHoOBKa 1 HacTpowka“.

Mocne ycraHoBku Knuenta JaCarta Virtual Token u nepesarpysku EanHoro Knuenta JaCarta nosButcsa HOBbIV
3/1IeMEHT yNpaB/eHuss — KHOMKA "3aperncTpupoBaTb BUPTYabHbIM TOKEH" (CM. PucyHok 7).
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:.: Manene ynpaeneqwa JaCarta Virtual Token — X

OK

PucyHok 7 — OcHoBHoe okHo EgnHoro Kimenta JaCarta. CreHepupoBaHHbivi OR-kog

[anee HeobXx0AMMO HaxaTb KHOMKY "3apernMcTpupoBaTb BUPTYyasbHbld TOKeH" OyaeT oTKpbiTo okHO [[laHenb
ynpasneHus JaCarta Virtual Token], copepxatuee creHepupoBaHHbid QR-kog, Ans pernctpaumm.

Ha MobunbHOM yCTpoOMCTBE OTKPbITh YCTAHOBAEHHOE MOBUbHOE npunoxeHue JaCarta Virtual Token. Ha rnaBHom

3KpaHe HaxaTb KHOMKy "[lo6aBuTb" unu (cM. PucyHok 8). bynet oTkpbITo OKHO cunTbiBaHMsa QR-koza (cm.
PucyHok 9). OtckaHunpoBaTtb QR-kop, creHepupoBaHHbIi B MaHenu ynpasnenus JaCarta Virtual Token.

YCTpOiACTBa OTCYTCTBYIOT.

MoAKNoYeHHbIX YCTPOCTB He
0BHapyXeHHO. HaXmuTe Ha KHOMKY
Nobaeuts Ans nobasneHnus HOBOro

YCTPOIACTBA.

HasepuTte kamepy Ha QR-kop,

PucyHok 8 - MobuibHoe ripunoxenmne JaCarta Virtual PucyHok 9 - MobunbHoe ripunoxenne JaCarta Virtual
Token. [JobasneHne HOBOro yCTpoHcTaa Token. CkaunposaHne OR-koga

B MaHenu ynpasnenusa JaCarta Virtual Token noateepanTb pernctpaumio MOBUNLHOIMO YCTPOMCTBA C MOMOLLbIO
kHonku "MMoateepauntb” (cM. PucyHok 10).
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[ Manens ynpasnernsa JaCarta Virtual Token — *

I:l Perucrpauns cuuTbiBaTens

NOCTYNKN 3aNPOC HA PETMCTPALNKD CHHTLIBATENA:
Samsung SM-G970F.
3aperucTpUpoBaTh CUMTLIBATENL?

MoaTEEpAMTE COTKNOHUTE

PucyHok 10 - [lanens ynpasnenns JaCarta Virtual Token. [ToaTBepxaeHne perucrpaumm Ha Mo6uabHOM YCTPOKICTBE

B cnyuae noaTBEpXKAEHUS perncTpaumu, otobpasutcs nHbopMaLmoHHoe coobiueHune (cM. PucyHok 11).
- X

. Manene ynpaenenna JaCarta Virtual Token

@ Peructpauus ycnewHo nogTeepXaeHa

oK

PucyHok 11 - [TaHens ynpasnenns JaCarta Virtual Token. Coobiyerne 06 ycreuwHosi perncrpaumm

Mocne pernctpaumu BUPTYanbHbI TOKeH OyaeT oTobpaxkaTbCs B OKHe EaMHOro KnueHta TOUHO Takxke, Kak u
annapatHbit USB-TokeH (cM. PucyHok 12), onepauuu Takxe aHaNorMyHbl: nepeMmMeHoBaHne TokeHa, ctmeHa PIN-

KOAa Nosb30BaTensl, NpOCMOTP MHPOPMALMU O TOKEHE.

AO "AnapamH P.O." 1995—-2025 . PykoBogacteo nonb3oBatens ans OC Linux Crp.20/75



Eaounbii Knuent JaCarta

EAuHbIA KnueHT JaCarta o x

EanHbii KnneHt JaCarta AnafaAnH)

JCVT

HassaHue JaCarta PKI

JC000 v6

Homep mopenw
Ha30BUTe 3TOT HOMEp NPy 0BpaLLEHNN B TEXHUYECKYIO NOANEPKKY

CepwiiHeiil Homep ETEDB23D

PKI
NpunoxeHus . CmeHuTb PIN-Kop,
Be30nacHbIil AOCTYN K pecypcam

3aperucTpuposats
BUPTYanbHbBIA TOKEH

O HacTpoikn

) MepekniosuTses B
PacLMpEHHbIi pexim

PucyHok 12 - OTobpakeHne 3aperncTpupoBaHHoro BUPTYaabHOro TOKEHa

Onucarme pabotsl BUPTYa/ibHOro TokeHa u MobuisHoro npuioxenus JaCarta Virtual Token npusegeHo 8
AokymeHTte «JaCarta Virtual Token. PykoBoACTBO r10/1b30BaTe/1g»

g pabortsl ¢ BUPTYa/ibHbIM TOKEHOM HEOOX0AMMO nomeHsTs PIN-kog rno/sib3oBaress.
[llo ymonyaHmto 3aAaHbl CIEAYIOLUNE HACTPOHKN.

PIN-kog nonb3zoBarens - 11111111,

PIN-koa aamuHuctparopa - 00000000
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4.5 TlpocMoTp cBeAEHUIN O Nporpamme

» Ons npocMoTpa cBedeHuit o nporpamMMme MO "EauHbiii KnueHTt JaCarta” Heob6xoauMo:

AnagauH

1. B OCHOBHOM OKHe MpOrpaMMmbl HaxaTb KHOMKY C JIOFOTMMOM KOMMAaHWU B BEPXHEM NPaBOM Yriy

Bynet oTo6paxkeHO OKHO CO CBeAEHUSIMM O BEPCUM NMPOrpaMMbl U KOHTAaKTaMM TeXMOLAEPXKKM
(cm. PucyHok 13);

Hactpoiku

OcHoBHBIE
NornpoeaHue

EauHbin Knnent JaCarta

Bepcus 3.3.0 Cbopka 3570

TexHuyeckan nogpepXxkKa:
+7 (499) 702-3968
www.aladdin-rd.ru/support/tickets/create

BHuMaHue!

JlaHHaA NporpaMma 3allMileHa 3akoHoM 00 3BTOPCKMX MpaBax v MeM
COrNALERUAMK. HE3aKOHHOE BOCNPOW3BEAEHWE WU PACMPOCTPaHE!
wunu noboit €& YacTu BNeYET rpa AaHCKYH, a0MUMHUCTPATUBHYIO 1N
OTBETCTBEHHOCTE B COOTBETCTBIM C 33KOHOAATENLCTBOM PoCCMACKOI

€ 1995 - 2024, AQ "AnananH P.J1." Bce npasa 3allMLIEHs!

m SR

Pucyrok 13 - [TyHKT meHIo HacTpoek «O rnporpammes

2. Haxatb kHonky "OK" nn6o kHonky "OK" B MpaBOM HUXHEM YrAy Ons 3aKPbITUS OKHA.
4.6 3aBeplieHne paboTbl NPOrpamMMbl

» na 3aBepweHns paboTbl NnporpaMMbl HEO6X0AMMO:

1. AkTtMBMpOBaTb KOMaHAy "BbiiTn" B MeHIo bbicTporo 3anycka EanHoro Knuenta JaCarta (cM. pucyHok 3).

Pabota EanHoro Knuenta JaCarta 6ynert 3aBeplueHa. 3Hauok & nepecTaHeT 0TobpaXxaTbCs B NaHenu
ynpasneHus.
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5. PaboTa B NnporpaMmme B CTaHA3PTHOM perunme

B ctangaptHoM pexxume EpmHoro KnuenTta JaCarta poctynHbl cnegytowme onepauum ¢ 3N1eKTPOHHbIMU KNHOYaMM
ONnsi He3abNOKMPOBAHHbIX NPUNOXKEHUA:

e  npocMoTp MHDOPMaLMK 06 INEKTPOHHOM KJTHOue;
®  W3MEHEHMEe MMEHMU JIEKTPOHHOIO KHYa;
e u3MeHeHue PIN-koga nonb3oBaTens;

®  YCTaHOBKA, U3MeHeHue, pasbnokmpoBaHme PIN-Kopga noanucy (ans 3aNeKTPOHHbIX KNKOYeR C MPUNOXKEHUEM
roCT).
Lnsg obecrieyerss KOPPEKTHOIO YyHKUNOHUPOBAHNS TOKEHOB M CMAPT-KAaPT, IEPES U3BIEHEHNEM YCTPOHCTBA
HE0OX0AMMO [OXAATHCS 3aBEPLUEHNUS POLIECCA 33ITUCH MU CHUTBIBAHMS MHPOPMALMH. M3BIEYEHNE TOKEHE MU
CMapT-KapTsl Mpu 3aMUCH MM CHUTBIBAHMN MHPOPMALMU MOXET MPHUBECTH K BbIXOLY YCTPOHCTBA U3 CTPOS.

5.1 [pocMoTp nHopMaumm 06 3NEKTPOHHOM Ko4e

[ns npocMoTpa MHdopMaLmmu 06 31EKTPOHHOM Kitoue ¢ nomolubio EauHoro Knuenta JaCarta He TpeGyetcs
aBTOPW3aLMs Ha 3NIEKTPOHHOM K/toye.

» lna npocMoTpa MHbopMaumumn 06 aNeKTPOHHOM Khloue:

1. TMoaKnYUTb 3NEKTPOHHbIM KN4 K pasbemy USB komnbioTepa, 3anyctutb MO "EamHbii Knuent JaCarta” n

MepeKIoYUTLCS B PACLUMPEHHBIN PEXUM;
2. WHdopMaums 06 anekTpoHHOM Kitoye 6yaeT oTobpaxkeHa B OCHOBHOM OKHE, BbIMOSIHEHUE LOMNOJIHUTENIbHbIX
LeWCTBUI He TpebyeTcs. ECM NOAK/IIOYEHO HECKOMBKO NEKTPOHHbIX K/HYEN, TO BbIOPaTh 3HAYOK HY)KHOFO

Kntoya B obnactu cnesa (cM. PucyHok 14);

EavHbiid KnuenT JaCarta —

EavHbin KnveHt JaCarta Ana‘\n.qnu)
Bepcwa: 3.3.0.3570
JaCarta-3 PKI/TOCT

HazeaHwe JaCarta-3 PKI/TOCT

JC247-12.F47 v10.0

Homep Mmogenn
Ha30BUTe 3TOT HOMep NpH 0BpaLLEH MK B TEXHUHECKYIO NOAASPHKKY

CepwilHblil HoMep C30689C8

PKI
MApunoxeHns . CMeHWTL PIN-Kof
Be3onacHbIil AOCTYN K pecypcam

roct CmeHWTE PIN-kog
3NeKTPOHHAaA NOANWCE
CmeHnTe PIN-ko4 nognwucu

poBaTh
aneHbIA TOKEH

PucyHok 14 — WH@opmaums o BbIOPaHHOM 3/1EKTPOHHOM K/IKOYE B CTAHAGPTHOM PEXUME
[lns BbIOpAHHOrO KNtoYa B CTAHAAPTHOM pexmMme oTobpakaeTcsa cieaytolwas nHbopmaums:
— "HasBaHue" — Ha3BaHWe MOAENU INEKTPOHHOrO K/kYa;

—  "Homep mMopenu" — HoMep Moaenu BbIbpaHHOro Ktoya. B cnyyae Bo3HMKHOBEHUS npobaem npwm
MCNO/Mb30BaHWM MOMb30BaATESb LOIKEH COOBLLUTL 3TOT HOMEP B CYXOY TEXHUYECKON NOLAEPKKM;
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—  "CepwiiHblii HOMep" — CepuitHbIA HOMEP 3/1EKTPOHHOIO KJTHYa;

—  "TpunoxeHna" — nepevyeHb NPUNOXKEHMUI, YCTAHOBIEHHbIX B MAMATH 3/IEKTPOHHOrO KAto4a. [epBbiM B

CMMCKe 0TOBPaXKaeTCs NPUOPUTETHOE Ha AAHHOM K/lOUe MPUIIOKEHMeE.

3. 3akpbITb 0OCHOBHOE OKHO EgunHoro Knuenta JaCarta HaxkaTmeM KHOMKKM "3aKpbiTb” B 1IEBOM BEPXHEM YIYy.

5.2 VI3MeHeHne UMeHU 3NEKTPOHHOMo Klo4a

[ng n3MeHeHUs MeTKM 3/IEKTPOHHOIO KkYa ¢ nomouwbio EanHoro Knunenta JaCarta tpebyetcs aBTopusaums Ha

3/1eKTPOHHOM KJitoue ¢ npeabssneHnem PIN-koma nonb3osatens.

» lna n3MeHeHUs MeTKM 3N1eKTPOHHOTO KJto4a:

1. TlofknounTb 3NEKTPOHHbIN KoY K pasbeMy USB komnbioTepa, 3anyctuts 10 "EguHbiii Knuent JaCarta”

NepeKoYUTLCS B PACLUMPEHHBIN PEXUM;

2. MHd)OpMaLI,MFI 06 31EKTPOHHOM K/Ko4e 6yLI,ET OT06pa)KEHa B OCHOBHOM OKHe, BblNnO/IHEHME OONONHUTENbHbIX
[encTBui He Tpe6yeTc9. Ecnn noakntoueHo HecKonbko JNIEKTPOHHbIX Knoyen, To Bbl6paTb 3HAYOK HY>XHOTI0

KNto4a B 06nacTu cnesa;

3. AkTuBMpYyiTe KOMaHay "llepeMMeHOBaTb TOKEH" B KOHTEKCTHOM MeHH0 BblOpaHHOro 3Hauvka (cM. PucyHok 15);

EAWHbIA KnuedT JaCarta

EauvHbiin Knnent JaCarta

Bepcua: 3.3.0.3570

AnagauH

HaseaHue JaCarta-3 PKITOCT

JC247-12.F47 v10.0

Homep Monenn
Ha3o0BUTE 3TOT HOMEP Npu obpallleH B TEXHUYECKY IO NOAJEPKKY

CepuiiHeIA HoMep C30689C8

MpunoxeHws

PKI
o CMeHWTE PIN-KoA
BezonacHslil ACTYN K pecypcam

roct
3INeKTPoOHHaR NoANUCE

CmeHnTk PIN-Kog
CmeHuTe PIN-ko4 nognucek

poEaTH

/8NEHEIR TOKEH

PucyHok 15 - Bbi3oB okHa "[lepenmeHoBaTs TOKEH " B CTaHAaPTHOM PEXUME

4. bypet oTo6paXeHO OAHOMMEHHOE OKHO (CM. PucyHok 16);

AO "AnapauH P.O." 1995-2025r. PykoBogacteo nonb3oBatens ans OC Linux

CTp.24/75



Eaounbii Knuent JaCarta

HEFIEHMEHOEBTI:- TOKEH

Tekywmia PIN-Kog Nnons30BaTens

esccsccsee | &b

CepWitHbIil HoMep

|t23(|68'3ﬂ28 |

Hoeoe uma

|JaCarta-3 PKITOCT |

Pucyrok 16 — OkHo 'lleperimeroBats TOKEH" B CTAHAJPTHOM pexume

5. B okHe "[lepenmMeHoBaTb TOKEH" 3aMONHUTL CeayloWwue nons:

— B none "Tekywwmit PIN-kon nonb3oBatens” sBectu PIN-kog nonb3osartens. ECiv Ha 3aneKTpOHHOM Kikoue
YCTaHOB/IEHO HECKOMbKO MpUAoXeHUn, To BBeCTH PIN-kon npmnoxeHus, KoTopoe sBaseTcs
MPUOPUTETHBIM — 3TO NPUSIOXKEHWE OTOBPAXKAETCS NMEePBbIM B CMUCKE YCTAHOBEHHbIX NMPUNOXKEHUI B
OCHOBHOM OKHE;

— B none "HoBoe nMa" BBECTU HOBOE UMS INTIEKTPOHHOIO KKOYa.

6. Haxatb kHonky "OK". B cnyyae ycnewHon aBTopmM3aLmnmM Ha 3NEKTPOHHOM Kitlove ero umsi byaeTt nsMeHeHo
(cm. Pucynok 17).

EQMHBIA KnueHT JaCarta — O

EanHein Knvedt JaCarta Ana:g,nnn)

Bepcwua: 3.3.0.3570

Ivanov

HazeaHune JaCarta-3 PKIJTOCT

JC247-12.F47 v10.0

Homep Moaenn
HazoBWUTe 3TOT HoMep Npu obpaLeHW B TEXHUHECKY IO NOAAEPKKY

CepuiiHeli HoMep C30689C8

PKI
MNpunosxeHus - CmeHuTE PIN-KoQ
BesonacHslil AOCTYN K pecypcam

rocrt CMeHuTS PIN-KOR
DNeKTPOHHER NOANUCE
CmeHnTe PIN-Kog nognucu

PucyHok 17 — OCHOBHOE OKHO B CTaHAAPTHOM PEXUME. VIMS K/TH0Ha M3MEHEHO

5.3 W3meHeHune PIN-Kkoga nonb3osartensa

B cnyuae otobpaxeHus B okHe EamHoro Knuenta JaCarta coobweHuns o Tom, uto yctaHosneH PIN-kog no
yMonyaHuio (cM. PucyHok 18), pekomeHpayetcs cmeHnTs PIN-Kog nonb3oBarens.
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EgvHbBIA KnueHT JaCarta

EauHbin KnueHt JaCarta Ana:ﬂﬂnﬂ)

Bepcwa: 3.3.0.3570

TEST

HazeaHwre JaCarta-2 SE

JC267-12 vE.8

Homep Mogenn
HazoBWTE 3TOT HOMep Npu obpaLleHun B TEXHUYECKYIO NOAAEPXKY

CepuiiHbli HoMep FE3CF932

PKI
MNpunosxeHus . CmeHnTE PIN-Kop,
Be3onacHsIi AOCTYN K pecypcam

roct

YcTanoeneH PIN-koa Nonk20BaTeNs No CMeHWTE PIN-kof

YMONYEHWI0. PEKOMEHAYETCA CMEHNTE PIN-KOZ

Nonez0BaTENA YcTaHoBuTs PIN-Koa nognuci
SNEKTPOHHAA NOANUCE

Pucyrok 18 — OkHo EgmHoro Knnenta JaCarta

g Onepauus usmeHeHns PIN-koaa nonb3oBaTenst BbINOAHAETCS OTAENbHO A1 KaXA0r0 NPUIOXKeEHMS,
YCTAHOBNEHHOMO Ha 3N1EKTPOHHOM KJkOYe UM AOCTYMHA TONbKO AJ1S HE3a610KMPOBAHHOMO NPUSTOXKEHMS C
ycTaHoBneHHbIM PIN-kogoM nonb3osatens. [lns BbINOAHEHUS onepaumu TpebyeTtcs npeabssneHue Tekyuero PIN-
KOAa Mosib30BaTeNs AAHHOTO NMPUIOXKEHUS.

» Ana nameHeHus PIN-kopa nonb3oBaTtensa Heob6xoauMMo:

1. [MoaknunTb 3NEKTPOHHbIN KNtoY K pasbemy USB komnbioTepa, 3anyctutb M0 "Eamubii Knuent JaCarta” n
NepekNYUTbCS B PACLUMPEHHDBINA PEXUM;

2. WNudopmMaumns 06 3neKTPOHHOM Kitode 6yneT oTobpaxeHa B OCHOBHOM OKHe, BbIMOMHEHWE AOMOIHUTENbHbIX
LeiCTBUI He TpebyeTcs. Ecnu nofknoueHO HECKONBbKO 3NEKTPOHHBIX KITYeN, TO BbIOPaTh 3HAYOK HY)XKHOr0
Kntoya B 0bnactu cnesa;
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3. B ocHoBHOM okHe EgnHoro KnueHta JaCarta B cTaHpapTHOM pexxnMe HaxaTb KHonky "CMeHuTs PIN-kog" ans
BbIOpaHHOro npunoxeHus. Ha pucyHke (cM. ) npueaeH npumep cmeHbl PIN-koaa npunoxenus PKI;

EavHbIA KnuedT JaCarta

EauHbin KnveHTt JaCarta Ana:ﬁﬂmu)

Bepcwua: 3.3.0.3570

JaCarta-3 PKI/TOCT

HazeaHue JaCarta-3 PKI/TOCT

Homep mMogenu JC247-12.F47 v10.0
HasosWTe 3TOT HoMep Npr 0BPaLLEHUK B TEXHNHECKYIO NOAAEPMHKY

CepuiiHblil Homep C30689C8

PKI
MprnoxeHnA . CMEHNTE PIN-Kof, I
B&30MacHbIi AOCTYM K pecypcam | |

roct CmeHnTe PIN-KOg
JNEeKTPOHHEA NOANUCE
CmeHnTb PIN-KOA nognucK

Pucyrok 19 - Bbi3os okHa "CmernTs PIN-KO4" B CTaHAAPTHOM pexume

4. B okHe "CMmeHuTb PIN-kof" 3anonHuth cnepytowme nonga (cM. PucyHok 20):

B none "Tekywwmii PIN-kopn" BBecTn PIN-kon nonb3oBatens BbI6paHHOro NpuaoXeHus (B AaHHOM
npumepe npunoxenus PKIl);

B nosie "Hosbilt PIN-koa" BBecTM 3HayeHmne HoBoro PIN-koga nosnb3oBaTens

[pun 3aaaHmmn HoBoro PIN-koAa pekoMeHBYeTcs ucroib308ate OYyKBbl TOMbKO 1ATUHCKOro aa@asura (abc...z,
ABC...2), ungper (123...0) u crieycumBosibl (~I@#...). Micrnons3oBanmne npobena u CUMBOJIOB KUPHUILTNLbI
HEROMYCTUMO. MuHuManbHas a4mmHa PIN-koaa nosib308aresiss coCTaBaser 6 CHMBO/IOB.

B none "Moareepamntb PIN-koad nonb3oBaTens” BBecTusHavyeHne HoBoro PIN-koga nonb3oBartens
MOBTOPHO.

CmeHuTs PIN-kog

TekyLwuii PIN-KOA Nons3ceaTens

esceesee | &

Hoesli PIN-KOA Nons308aTENA
|essonsesse | %
MogTeepante PIN-koa nons2oBaTens

PucyHok 20 - OkHo nsmeHerns PIN-koga nosb3osarens. 3Haq4eHns HoBoro PIN-kosa BBEAeHbI BEPHO
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Hosoe 3HaueHne PIN-koga nonb3oBatens He AO/MKHO COBMNaAaTh C €ro TeKYLWUM 3HaveHmeM. Ecnm
3HaYeHus coBnagaloT, To byaeT oTobpaxkeHo cooblieHne 06 3TOM 1 onepaumns He ByaeT NPOAOIKeHa
(kHonka "OK" HeakTuBHA) [0 Tex Nop, Noka He byaeT BBeAeHO Apyroe 3HavyeHue PIN-kopa

(cM. PucyHok 21).

CmeHuTs PIN-kD4

Tekywmii PIN-koA nofb3csaTens

ey | b

Hoewli PIN-Koq Nonk3oBaTens

ey R

& Hoewli PIN-KOf COBNaAaeT ¢ TeKYLLMM
MonTBepAnTE PIN-KOA NONb30BaTENA

| osessees \

PucyHok 21 - OkHo nameHerns PIN-koga nosb3oBarens. 3HaqveHmne HoBoro PIN-ko4a coBnagaer ¢ rekywmm

3HaueHus, BBeaeHHble B nons "Hosbivi PIN-koa" 1 "Moateepants PIN-koa nonb3oBatens” fOMXKHbI
coBnapatb. Ecnm 3HayeHuns He coBnagatot, To 6yaer oTobpaxeHo coobuieHne 06 3TOM M onepauus He
bynet npopomkeHa Ao Tex nop (kHonka "OK" HeakTMBHA) A0 Tex Nop, Noka He byneT BBEAEHO Apyroe
3HaveHue PIN-kopa (cM. PucyHok 22).

CmenuTs PIN-kog »

Tekywwit PIN-kog nons30BaTens

|esceseee | &%

HoBelit PIN-KoA Nonk30BaTens

|esssssssse | &b

MoareepowTe PIN-Kog nons3oeaTens

HoBkliA PIN-KCA MoNb30BaTens 1 ero
noaTeepxaeHWe He COBNadaT

Fox OTMeHa

PucyHok 22 - OkHo nsmeHerns PIN-koga nosb3osarens. 3HaqveHmns HoBoro PIN-koaa He coBrnagarnt

Mo YMOY4aHMIO BBEAEHHbIE 3HAYEHUA PIN-kopa nokasaHbl B CKpbITOM BMAE. Ytobbl NOKa3aTb MX B SIBHOM

BUOE HAXaTb KHOMKY . [lns Bo3BpaLLeHUs K 0TOOpaXKEeHUIO B CKPbITOM BUAE HaXaTb KHOMKY @
(cM. PucyHok 23).
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CmeHuTb PIN-kog

Tekywwui PIN-Koa nons30BaTenA

[11111113 E=3

HoBblit PIN-KOA Nonb3oBaTens

111111112 |-§;;>

PucyHok 23 - OkHo nsmeHerns PIN-koga nosb3osaress. OToO0paxeHne 3Ha4eHmnit noses B SBHOM Buae

5. Haxatb kHonky "OK". B cnyyae ycnewHow ayTeHTUDUKALMKU B MPUNOXKEHUM 31EeKTPOHHOIO Ktova PIN-koaa
nonb3oBatens 6yaeT uaMeHeH (cM. PucyHok 24);

PIN-Ko4 Nonb3oBaTend MIMeHeH

" PIN-KOQ NONE30BaTENA YCMEWHD M3MEHEH

oK

Pucyrok 24 - Coobyerme ob ycnewHom nsmerHeHm PIN-koga noss3osarens

6. HaxaTtb kHonky "OK" B OKHe CO0BLEHNS ANns ero 3aKpbITUS.

5.4 Pa3bnokuposaHue PIN-Kkoga nonb3osaTena

g Ecnun nonb3oBaTens npeBbiCMA MakcHManbHOe [OMNYyCTUMOE YACNO NOCeA0BaTeNbHbIX HEBEPHbIX MOMbITOK BBOAA
PIN-kopa, To oH 6nokupyeTcs.

5.4.1 [punorenue PKI 1 PKI/BIO

» Ona paz6bnokmpoeaHua PIN-koaa nonbsoBaTens He06X0AUMO:

1. [MoaknYUTb 3NEKTPOHHbIN KoY K pasbemy USB komnbroTtepa 1 3anyctutb M0 "EauHbiin KnuenT JaCarta”;

2. WNudopmaumns 06 3neKTpOHHOM Kitode 6yneT oTobpaxeHa B OCHOBHOM OKHeE, BbIMONHEHWS AOMONHUTENbHBIX
LedCTBuI He TpebyeTcs. Ecnu nofkloYeHO HECKONBKO 3NEKTPOHHBIX KNOUeH, TO BbIOpaTb 3HAYOK HYXXHOTO
Kntoya B obnactu cnesa;

3. Ecnu PIN-kon nonb3oBaTtens 3abnokupoBaH KHomka "Paszbnokunposatb PIN-koa" 6yaeTt 0OCTynHa Ans Haxatus
(cM. 25). NHauve kHoMKa 3a610KMpOBaHa;

EQMHBIA KnueHT JaCarta _ O

EauvHbin Knnent JaCarta Ana‘\,agmf)

Bepcua: 3.3.0.3570

JaCarta-3 PKI/TOCT

HaszeaHwne JaCarta-3 PKIfTOCT

ta-3 PKI/TOCT

]C247-12.F47 v10.0

Homep Mmogenn
HazoBuTe 3TOT HoMep Npu obpaleHn B TEXHUYECKYI0 NOAASPKKY

CepuiiHblii Homep C30689C8

PKI

PIN-kon 3abnokupoeaH. Obpatutecs k . ~
AAMUHWCTPaTOPY Pa.!ﬁﬂﬂkﬂpﬂﬁaTb PIN-kof

Be3onacHbli AOCTYN K pecypcam

rocr CMeHWTS PIN-Koa
EHEKTPDHHaﬂ noaonwvcb

MpunoxeHns

CMeHWTe PIN-Kof nognuck
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Pucyrok 25 - InemenT ynpasnennsa "Pa3bnokuposats PIN-kog"”

4. [anee 6ynet oTKpbITO OKHO "Pa3bnokunposatb PIN-koa" (cM. PucyHok 26);

B none "PIN-kog agpMuHMCcTpaTopa” BBECTM Tekywmii PIN-kop agMUHUCTpaTOpa;

6. B nonsix "Hoebiit PIN-kop nonb3soBatens” u "Moareepantb PIN-koa nonb3oBaTens” BBecTn HOBbIM PIN-kop,
nonb30BaTens U HaxaTb KHonky "OK";

(9]

PazbnokupoBate PIN-kog

PIN-kop agMUHWCTpaTOpa

| | %%

Hoeblit PIN-KoQ Nonb30BaTenA

| R

MopgTeepanTe PIN-KOO NoNk30BaTENA

so

PucyHok 26 - Pa3bnokuposka PIN-koga nosib3osaresns

7. Tlpwu ycnewHor pa3bnoknpoBke 1 HasHaveHnn Hoeoro PIN-kona nonb3osatens otobpasutcs
cooTBeTCTBYlOWee coobuieHne — HaxaTtb kHomKy "OK", 4Tobbl 3aKpbITh ero (cM. PucyHok 27).

PIN-kog pazbnokupoBaH

+/ PIN-kog ycnewHo paibnokupoeaH

oK

PucyHok 27 - Cooblyermne o6 ycnelHos pazbnokuposke PIN-koga nosb3osarens
5.4.2 TpwnoxeHue MOCT

g [ns Toro 4to6bl pa3bnokMposaTb PIN-Koa nosb3oBaTens, 3NeKTPOHHbIN KoY AO/MKEH ObITb
NPOVHULMANU3NPOBAH:
e nnsBepcun 2.5.3 - 2.5.9 c PUK-koaoM;
e nans Bepcun 2.5.13 u Bobiwe ¢ PIN-kogoM agMUHKUCTpaTopa.

» Onsa pazbnokmpoeaHus PIN-koaa nonb3oBaTens He06X0AUMO:

1. [MoaknYUTb 3NEKTPOHHbIN KoY K pasbemy USB komnbioTepa 1 3anyctutb M0 "EanHbin KnuenT JaCarta”;

2. WNudopmaumns 06 31eKTPOHHOM Kitode 6yneT oTobpaxeHa B OCHOBHOM OKHE, BbIMONHEHWS AOMONHUTENbHBIX
[encTBui He TpebyeTcs. ECnm noaknoyYeHo HeCKObKO 3NEKTPOHHbIX KtoUel, TO BbibpaTb 3HA4YOK HYXXHOIo
KNtoya B 06nactu cnesa;

3. Ecnm PIN-kon nonb3oBaTtens 3abnokupoBaH, kHonka "Paszbnokuposatb PIN-kon" 6yaeTt noctynHa ans
HaxaTus (cM. PucyHok 28);
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EAvHbIfA KnuenT JaCarta (m]

EguHbln HnveHTt JaCarta Ana‘:muﬂ)

Bepcua: 3.3.0.3570

JaCarta-3 PKI/TOCT

HaspaHuWe JaCarta-3 PKIJTOCT

a-3 PKI/FOCT

JC247-12.F47 v10.0

Homep Mogenw
Ha308uTe 3TOT HOMep Npu 0bpaLLeHMH B TEXHU4ECKYIO NOALEPHKKY

CepuWitHbIA Homep C30689C8

SNeKTPoOHHaA NoOANNCH

PKI
MNprnoxeHnA . CMeHUTE PIN-Kof
Be30MacHbIil QOCTYMN K pecypcaM
roct
PIN-koa 3abnokunposaH. OBpaTuTeck K
agMUHUCTpaTopy

PucyHok 28 - InemeHT yripasnenns "Pazbnokuposats PIN-kog”

4. Tlocne HaxkaTtus Ha kHonky "Paz6nokupoBatbh PIN-kof nonb3oBatens” 6yaeT oTKpbITO OKHO "Mactep

pa3bnokmposku PIN-koga" (cM. PucyHok 29);

MacTep paz6nokupoeaHuna PIN-koga ®

Cnocob pasbnoknposaHua PIN-koga
BuibepuTe cnocob pasbnokuposanua PIN-koga.

PazbnokwpoBaTk PIMN-kog ¢ noMmowko PUK-Koga

3anpoc-oTeeT
PazbnokwpoBaTk PIN-KO4, MCNONE3YA MEXAHW3M 33Npoc-0TEET

(O Mo epemern
ans TokeHa paszbnokuposaHme PIN-Ko4a No BpeMeHn
HeOoCTyNHO

PucyHok 29 - OkHo "Pazbnokuposka PIN-koga nosb3oBarens”

5. BbibpaTtb nyHKT "Mcnonb3oBatb PUK-koa" 1 HaxaTb kHonky "Hanee”;
B none "PUK-koa" BBecTu Tekywmii PUK-koa®, nocne yero HaxaTb KHonky "danee";

o

7. Tlpu ycnewHown pa3bnokMpoBke 0ToOpa3uTCa COOTBETCTBYHOWEee cooblueHue. [11g ero 3aKpbITUs HaXaTb

KHOMKy "3aBepwutb” (cM. PucyHok 30).

& na npunoxenus FOCT Bepcun 2.5.13 1 Bbiwe 6yaeT 3anpawmsaTtbcs PIN-kog agMuHMCTpaTopa.
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MacTep pazbnokupoBaHua PIN-koaa

PaszbnokupoeaHne PIN-kopa
PesynbTaTol pazbnokmpoBaHma PIN-Koga NpuBefeHbl B oTHeTE

OTYyeT:

PasbnoknpoeaHue PIN-Koaa
ObHoBRNEHME NapaMeTpoB
+ PasbnokupoeaHue PIN-kofa bbino ycnewHo BEIMONHEHO

33BEpWWTE

PucyHok 30 - MH@opmaumoHHoe cooblyerme ob ycneuHow pazbnokuposke PIN-koga nons3osarens

5.5 YcrtaHoska PIN-Koga nognucu

4

Onepaums yctaHoBkM PIN-koZa noanuMcK BbINONHAETCS HA 3NEKTPOHHBIX KtoYax ¢ npunoxeHuem FOCT npu

nofyYeHUn 3n1eKTPOHHOro Ktoda. PIN-koa noanucy Heo6xXxoauMm ansa BbINONHEHMS ONepaLnii 31eKTPOHHOW
NoAnucK.

Onepaums foCTynHa TONAbKO Anst He3abNOKMPOBAHHOIO NPUOXKeHUS. [Ins BbINONHEHMS onepaumn TpebyeTcs
npeabsiBieHue Tekylwero PIN-kofa nonb3oBaTens LaHHOTO NPUIOXKEHMS.

Mocne ycranoBkm PIN-koaa noanucu goctynHa onepaums usmeHeHns PIN-koga nognucu (cm. n. 5.6 "UsameHeHne
PIN-kopa nognucu”).
PIN-koz nognucu 6710kmpyercs nocae BBoAa HernpasnibHoro PIN-koaga nognucu B Ko/MYECTBE pas, rpeBbILLaroLLee

VKa3aHHoEe B HacTpovikax. s 3ab/10kuposarHoro PIN-ko4a nognmcu 4OCTynHa onepaums ero pa3biokmpoBarms (CM.
nogpaszgnen 5.7 "Pazbnokuposarme PIN-koga nogrvcu’).

» Ona yctaHoBku PIN-koga noanucu Heob6xoammo:
1. [MoaknYUTb 3NEKTPOHHLIN KoY ¢ npunoxernmem FOCT Kk pasbemy USB komnbioTepa 1 3anyctutb 10

"Egmubin Knuent JaCarta;

2. MHd)OpMaLI,MFI 06 31IEKTPOHHOM K/o4e 6y,EI,ET OT06pa)KEHa B OCHOBHOM OKHe, BblNO/IHEHME OOMNONHUTENbHbIX
[eNCTBUM He Tp66yETC9I. Ecnu nopknoyeHo HeCKonbko 3NIEKTPOHHbIX Knoyen, To Bbl6paTb 3HAYOK HY>XXHOTI0
Kno4a B 06nactu cneea;
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3. B ocHoBHOM OkHe EamHoro knneHta JaCarta B CTaHOApTHOM pexuMe HaxaTb KHoMKy "YcTaHoBuTb PIN-kop,
noanucu” ansa npunoxenus FOCT (cM. PucyHok 31);

EQuMHbIA KnuenT JaCarta — 0O

Eaunbin KnueHT JaCarta Ana:gnnﬂ)
Bepcma: 3.3.0.3570
PKI/TOCT

HazBaHwe JaCarta-2 PKIJTOCT

PKITOCT

JC207-1.F27 v4.0

Homep mogenn
Ha30BWTe 3TOT HOMep Npu oBpalleHn B TEXHWHECKY 0 NOANEPHKY

CepwilHEIA HoMep 1368FA4F

PKI
MpunoxeHus . CMeHUTL PIN-Kof,
BesonacHLIi BOCTYN K pecypcam

rocrt
3NeKTPOHHAA NOANKUCE

CMeHWTb PIN-kof

YctaHoenTe PIN-kog nognucn

Pucyrok 31 - [10 "Eanrbii KnneHtJaCarta'. [nasHoe okHO
4. B okHe "YctaHoBuTb PIN-koa nognucu” 3anonHuts cnepyrowme nong (cm. PucyHok 32):

— B none "Tekywwuii PIN-kog nonb3oBatens” sBectu PIN-kon nonb3oBatens BbI6paHHOro nNpunoxeHus (B
HaHHOM npumepe npunoxenus MNOCT);

— B none "YctaHosutb PIN-kog noanucu” BBectn 3HavyeHne Hosoro PIN-kopga nognucu;

[pun 3a8aHmm HoBoro PIN-ko4a pekoMeH[YeTcs MCro/ib308aTs OYKBbI TOMbKO IATUHCKOro aia@asura (abc...z,
ABC...2), ungpper (123...0) u cneycumBosibl (~1@#...). Micrnons3oBanmue npobena u CUMBOJIOB KUPUITNLbLI
Hegonyctumo. MurumansHas amnHa PIN-koga nosis308aresss cocrasiser 6 cumBOsIOB.

— B none "Mogreepantb PIN-koa noanucu” Beectn 3HaveHne HoBoro PIN-koga noanucu nosTopHo. MNpu
3TOM 3HauyeHus, BBeAeHHble B nong " YcraHosutb PIN-kon nognucu” u "MoaTteepants PIN-kop nognmcun”
[LO/MKHbI coBnaaaTb. Ecnu 3HayeHns He coBnagatot, To 6yaet oTobpaxeHo cooblieHne 06 3TOM u
onepauus He ByneT NpoAoMKeHa 4o Tex nop, Noka He HbyaeT BBeaeHo apyroe 3HaveHue PIN-kopa.

Mo ymMonuaHuio BBefeHHble 3HaYeHMs PIN-koaa nokasaHbl B CKpbITOM BMAE. YTOGbl MOKa3aTh UX B ABHOM

BMAE HaXaTb KHOMKY . Ons BO3BpalWlEHNA K 0T06pa)KEHVHO B CKPbITOM BMAE HaXaTb KHOMKY 5

YcTaHoBUTb PIN-ko4 MoAnUcK

TekyLwui PIN-KOA Nonb3cBaTens

esscescssse | &5

YeTaHoBWUTE PIN-KOA NoanMcu

|encessee | &

MoagTeepanTe PIN-kog nognnck

|essesses) |

Pucyrok 32 - OkHo ycraHosku PIN-koga nognvcn. 3Haqveqmns PIN-koaa BeegeHb BepHO
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5. Haxatb kHonky "OK". B cnyyae ycnewHomn ayTeHTMdMKaumm B NpUNoXKeHMM 31eKTPOHHOro kntova PIN-kog
noanucu bynet yctaHoBneH. Ha akpaHe nosiButcsa coobueHne 06 aToM (cM. PucyHok 33);

PIN-koa nognvcK ycTaHoBneH

+"  PIN-Kog nognvck ycnewHo YeT2HoBNEH

OK

Pucyrok 33 — Coobiyermne o6 ycnewHow nunymanmsaum PIN-koga nognmcu

6. HaxaTtb kHonky "OK" B OkHe coobLeHus.
5.6 WN3meHeHue PIN-Koga noanucu

g Onepauus usmeHeHnsa PIN-Kopa noanmncy BbINONHAETCS HA 3NEKTPOHHBIX Kntovax ¢ npunoxeHmem MOCT ¢
ycTaHoBneHHbIM PIN-koga nognucn. Onepaums AOCTyNHA TONbKO 419 HE3a610KMPOBAHHOMO NpUAOXKeHUs. [ns
BbIMONHEHUS onepauumn usmeHernms PIN-koga noanucu Tpebyetca npenbsieneHue tekywero PIN-koga
MoSib30BaTeNS ALAHHOTO MPUNOXKEHUS.

» Ina nameHeHus PIN-kona noanmMcu Heo6xXxoamuMo:

1. TlofKnoUUTb 3NEKTPOHHBIN Koy ¢ npunoxenrem MOCT k pasbemy USB komnbtoTepa v 3anyctuts M0
"EauHbit Knuent JaCarta;

2. MHdbopMaumsa 06 aneKTpoOHHOM Kiitoue byaeT oTobpaxkeHa B OCHOBHOM OKHe, BbIMOSIHEHME LOMNOMHUTENbHbIX
LencTeuii He TpebyeTcs. ECnn noaKNH0YEHO HECKOBKO 3M1IEKTPOHHbIX KNHOUEN, TO BbiIOpaTh 3HAYOK HY>XHOIO
Kntoya B 0b6nactu cnesa;

3. B ocHoBHOM okHe EgnHoro knueHnTa JaCarta B CTaHAApTHOM pexxume HaxaTb KHonky "CMeHnTb PIN-kopg,
nognucu” ang npunoxenus FOCT (cM. PucyHok 34);

EQuHbIA KnuenT JaCarta

Eannbii Knuedt JaCarta Ana‘\ﬁﬁuu)

Bepcua: 3.3.0.3570

JaCarta-3 PKI/TOCT

HazeaHwe JaCarta-3 PKITOCT

JC247-12.F47 v10.0

Homep Mmogenn
HazoBWTe 3TOT HOMep NpH 0BPALLEHNN B TEXHUHECKYID NOAASPHKY

CepuilHbIil HoMep C30689C8
n PKI -
punoxeHua - CmeHnTb PIN-kof
Be3onacHeli 4OCTYN K pecypcam

rocr | CMeHUTE PIN-KoA |
3J'IEKTPDHH37| noannuce
CMeHWTE PIN-KoA noanucy

HacTpoikn

MNepeknouuTsCa B

PucyHok 34 - [10 "Eamnbii KnnentJaCarta'”. [1aBHoe 0kHO
4. B okHe "CMeHuTb PIN-KOA nognucu” 3anonHutb cnepyrowme nons (cM. PucyHok 35):

— B none "Tekywuii PIN-kon nonb3oBatens” BBectn PIN-koa nonb3oBatens BbIOpaHHOro NpunoxeHus (B
[aHHOM npumepe npunoxenus MOCT);

— B none "Tekywwi PIN-kog nognucu” seectn PIN-kop noanucu;
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B none "Hosbit PIN-koa noanucn” BBectv 3HavyeHune HoBoro PIN-koga nognucu. Mpu 3TOM HOBOE
3HayeHue PIN-koaa noanmcu He AO0MKHO COBMAAaTh C ero TekylwmM 3HayeHueM. Ecam 3HaveHus
coBnagatoTt, To 6yaeT otobpaxkeHo coobleHne 06 3TOM M onepaums He ByLeT NpoaoMKEHA A0 TeX Nop,
noka He 6yaet BBeaeHo apyroe 3HadeHue PIN-koaa.
[pun 3gaaHmm HoBoro PIN-koAa pekoMeHAYeTcs MCroib308aTs OyKBbI TOMbKO IATUHCKOro aa@gasura (abc...z,
ABC...2), ungper (123...0) u cneycumBosibl (~1@#...). Micrnons3oBanmne npobena u CUMBOJIOB KUPHITNLbLI
HEZOMYCTUMO. MuHUMAaIbHAA A4/mHa PIN-Koaa nosib308aresis COCTaBaseT 6 CHMBO/IOB.

B none "Moareepauntb PIN-kog noanucun” BBectn 3HavyeHme Hoeoro PIN-koga nognucu nosTopHo. Mpu
3TOM 3HauveHus, BBefeHHble B nons " Hoebii PIN-koa nognmcn” u "MopTteepantb PIN-koa nognmucn”
[LOJMKHbI COBNafaTth. Ecnu 3HaueHnsa He coBnagatoT, To byaeTt oTobpaxkeHo cooblueHne 06 3TOM U
onepauus He ByaeT NPOA0/IXKeHa 0 TeX NOp, Noka He ByaeT BBeaeHO Apyroe 3HaveHue PIN-kopa.

Mo ymonuyaHuio BBeAeHHble 3Ha4YeHUs PIN-koga nokasaHbl B CKpbITOM BUAeE. YTo6bl NOKa3aTh X B IBHOM
BMAE HaXaTb KHOMKY # [lns BO3BpaLLeHNs K OTOOPAXKEHUIO B CKPbITOM BUAE HAXaTb KHOMKY @

CmenuTb PIN-koQ nognucK

Tekywmii PIN-KOA NONL30BaTENR

essesssesee | &%

Tekywmid PIN-Kog nognuck

esscsecee | %%

Hoewi PIN-KoZ nognncu

| esccssse | &

MoATEEpAUTE PIN-KOA Noanucn

| essceses |

PucyHok 35 - OkHo namererns PIN-koga nogmicn. 3Haverns PIN-koaa BBeAEHbI BEPHO

5. Haxatb kHonky "OK". B cnyyae ycnewHomn ayteHTUdMKauum B NpUNoXKeHUM 31eKTpoHHoro knova PIN-koa
noanucu bynet yctaHoeneH. Ha akpaHe nosBuTcs coobuieHne 06 3ToM (cM. PucyHok 36);

PIN-kog nognMc M3MeHeH

+/  PIN-Kog nognwcK ycnewHo naMeHeH

0K

PucyHok 36 - Coobiyerme o6 ycnewHom usmeHeHm PIN-koga nogrvcu

6. HaxaTtb kHonky "OK" B okHe coobLieHns ang ero 3akpbiTus.

5.7 PasbnokuposaHue PIN-koga nognmcu

@ Onepauus pa3bnokmpoBaHuna PIN-koga noanuncy BbINOAHAETCS Ha 3NEKTPOHHbIX Katovax ¢ npunoxerHuem NOCT u
3abnoknpoBaHHbIM PIN-kopoM nognucu. Onepaums fOCTynHa TONbKO Anst He3a610KMPOBAHHOMO NPUIOXKEHUS.
B pe3ynbrare pazbnokuposarus PIN-ko4a noanucu npoucxoaqut COpoC CHETYMKA HEBEPHbIX 0MbITOK BBOAa PIN-ko4a,

3HayeHmne PIN-koga noanvcu [1py 3TOM HE UZMEHSAETCA.
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[lns BbinonHeHust onepaunu pasbnokunposanus PIN-koga noanucu Tpebyetcs npeabsenedne PUK-koaa? naHHoro
NPUNOXEHUS INEKTPOHHOrO Kntova. MHpopMaums 06 yctaHoBke PUK-kofa oTobpaxaeTcs B OCHOBHOM OKHeE
EnmHoro Knuenta JaCarta B paclumpeHHoM pexume (cM. n. 6 "PaboTa B nporpaMme B paclUMPEHHOM pexume”).

Ecnn PUK-Ko4 He yCTaHOB/IEH, TO BO3MOXEH BapHUAHT pa3biokupoBanus PIN-koaa noanucu ¢ Ucrosib30BaHneM
MEXaHN3Ma "3anpoc-oTBer’. B 3ToM c/iy4ae nompebyercs y4acTme B rpoLesype aaMMHNUCTPATopa 6e30nacHoCTH.

Mocne pasbnokupoBaHus PIN-kofa noanucy foctynHa onepaums usMernenus PIN-koga nognucu (cm. n. 5.6
"3meHeHune PIN-koga nognucu”).

» Ons pas6bnokupoBaHus PIN-koma noanucu c npeabvsaBnenneM PUK-koga HeobxoauMo:

1. TMoaKnYUTb 3NEKTPOHHbIM KoY ¢ npunoxeHmeM FOCT k pasbemy USB komnbioTepa 1 3anyctutb 10
"EnnHbin Knuent JaCarta;

2. WHdopmaumus 06 aneKTpoOHHOM Kntove Bynet oTobpaxeHa B OCHOBHOM OKHe, BbIMOJHEHME AOMONHUTENbHbIX
LeWCTBUI He TpebyeTcs. ECM NOAK/IIOYEHO HECKOMBKO NEKTPOHHBIX K/TYEN, TO BbIOPaTh 3HAYOK HY)KHOFO
K/toYa B 061acTu C/ieBa;

3. B ocHoBHOM oKHe EguHoro knueHTa JaCarta B cTaHAAPTHOM pexuMe HaxaTb KHonky "Pa3bnokuposatb PIN-
Koz nognucu” ans npunoxerus FOCT (cM. PucyHok 37);

EnvHbia KnuesT JaCarta

EanHbin KnveHT JaCarta Ana‘\.u.ﬂnu)

Bepcwa: 3.3.0.3570

JaCarta-3 PKI/TOCT

HassaHwe JaCarta-3 PKIJTOCT

]C247-12.F47 v10.0

Homep mopnenu
Ha30BUTe 3TOT HOMEp NpK 0BpPaLLEHUN B TEXHUYECKYIO NOANEPHKY

CepuiHbIR HoMep C30689C8

PKI
MpunoxeHns . CMEHHTE PIN-Kog
Be3onacHbIil AOCTYN K pecypcam

rocr CmeHuTb PIN-KoA
3NeKTPOHHaRA NOAMNKUCE

PucyHok 37 - [10 "Eamnbiii Knnent JaCarta’. [71aBHoe OkHO

7 Onsa npunoxenus TOCT Bepcun 2.5.13 1 Bbiwe 6yaeT 3anpawmsatbcst PIN-kog agMUHMCTpaTopa.
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4. bypeT oTOOpaXXeHO CTapTOBOE OKHO MacTepa pasbnokmpoBanusa PIN-kopga nognucu. BeibpaTth cnocob
pasbnoknpoBanus "Mcnonb3oBatb PUK-koa" (cM. PucyHok 38);

MacTtep pazbnokmpoeaHus PIN-koga x

Cnocob pazbnokupoBaHua PIN-Koaa
BribepuTe cnocob pasbnoknposadua PIN-kona.

30BaTk PUK-kog
oknpoeaTe PIN-kog ¢ nomowero PUK-koga

Danee > X OTMeHa

PucyHok 38 - Macrep pa36nokuposarus PIN-koga nogmucu. Beibop criocoba pazbnokuposarus "Mcrnonp3osats PUK-kog "

5. Haxatb kHonky "[anee". bynet otobpaxxeHo OKHO MacTepa pa3bnoknposaHus PIN-koma noanmcu ansg seoaa
PUK-kopa npunoxenus®. B none "PUK-kon" BBectu 3HaveHune PUK-koaa;

[lpu ripeBbiLieHn [40nyCTUMOro KomM4YeCcTsa HEBEPHbIX MorbITok BBoAa PUK-koa 6nokupyercs. Pa3bsokupoBarHmne
PUK-koga cpeacreamu EguHoro kimeHTa JaCarta He npegycmorpero. s pa3bnokmposarmns PUK-koga
HEO6X0ANMO 06PaTUTLCA K aAMUHUCTPATOPY B6E30MaCHOCTH.

MacTtep pazbnokmpoeaHus PIN-koga x

Pa3bnoknposaHue PIN-Kopa ¢ noMolbio PUK-Kofa
Beegute PUK-kog

PUK-kog
ecesssseee | &b

® OcTanock NONLITOK: 10

Paaénompoaank OTMeHa

8 Ina npunoxenus TOCT Bepcun 2.5.13 1 Bbiwe 6yaeT 3anpawmsatbcst PIN-kog agMuHMCTpaTopa.

AO "Anapaunn P.O." 1995-2025r.
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6. Haxatb kHoNKy "Pasbnokupoats”. B cnyyae Beoga BepHoro PUK-kopa 6yaert BbinonAHEHO pa3bnokMpoBaHume
PIN-koza noanucu. UHdopmaumsa 06 aTom bynet oTobpaxeHa B 3aK/IOUMTENBHOM OKHE MacTepa
pa3bnoknpoBaHus (cM. PucyHok 40);

MacTtep pazbnokmpoeaHus PIN-koga x

PasbnoknpoeaHue PIN-Kofa
PesyneTaTsl pasbnoknposadna PIN-Ko4a NpuBedeHs B 0THeTe

OT4eT:

PaaﬁﬂunwpoBaHme PIN-koOa
ObHoBNEHWE NapaMeTpoB
~ Pa3bnoknpoBaHue PIN-ko4a BLINO yenewHo BeincaHeHo

Pucyrok 40 - Macrep pazbnokuposarmns PIN-koga nogmuck. MH@opmaums o6 ycnewHom pa3biokupoBarinm

7. Haxatb kHOMKY "3aBeplunTb”, 4TOBbl 3aKPbITb OKHO MacTepa pa3bioKnpoBaHus.

» na pas6bnokupoBaHua PIN-kona noanucu ¢ Mcnonb3oBaHMeM MexaHM3Ma "3anpoc-oTeBeT’
HeobBxoauMO:

1. BbinonHute warn 1-2 npouenypsl pasbnokuposanms PIN-koga noanucu ¢ npegbvasneHneM PUK-kona
(c™. Bblwe).

2. B ctapToBOM OKHe MacTepa pa3bnokmpoBaHuna PIN-koga nognucu BoibpaTh cnocob pa3bnokupoBaHus
"3anpoc-oteT" (CM. PucyHok 41);

MacTep pazénokupoBaHus PIN-koga x

Cnocob pazbnokupoBaHua PIN-koga
BribepuTe cnocob pasbnokupoBaHus PIN-kona.

@ Vcnons3oeaTe PUK-kopg
PasbnoknpesaTe PIN-KoA € noMoLso PUK-Koga

3anpoc-oTeeT
PasbnoknpoeaTe PIN-Kog, NEnosis3ys MEXaHW3M 3anpoc-0TBeT

PucyHok 41 - Macrep pa3bnokupoBarus PIN-koga noamucn. Beibop criocoba pazbnokuposarus "3anpoc-orser”

3. Haxatb kHonky "Janee". byget otobpaxkeHO OKHO MacTepa pa3bnokmposaHua PIN-koga nognucum ¢
ABTOMATUYECKM CreHepMPOBAHHbIM 3HAYeHMeM B none "3anpoc” (CM. pucyHok 42). Mepenatb 370 3Ha4YeHWe
aaMUHUCTpaTopy 6e3onacHoCcTM NobbIM yao06HbIM cnocoboM, HanpuMep, no e-mail. oxaatbes oTeeTa. B
npoLecce 0XuAaHUS MOXHO 3aKpblTb OKHO MacTepa pasbnokuposaHus PIN-koga noanucu;
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4. Tlony4uTb OT agMUHUCTpaTOpa He3onacHoCTH 3HaveHue ang pasbnokupoBanus PIN-koga nognucu 1 BBeCTH
ero B none "OtBet" (cM. PucyHok 42);

MacTtep paz6nokupoeaHua PIN-koga X

Pa3bnokuposaHue PIN-Kofa ¢ NOMOLLLI0 MeXaHUM3Ma 3anpoc-oTBeT
MepenaiiTe 3anpoc BaleMy aAMAHUCTPaTopy BescnacHoCcTU 1
BEEANTE NONYHeHHBIR OTBET

Sanpoc

| 4E3900202465304D0000 |

OTeeT

PucyHok 42 - Macrep pa36nokuposarms PIN-koga nogmvucu. [Tonyyerme 3anpoca 1 BBOAA OTBETA

5. Haxatb kHonky "[anee". bygeT BbinonHeHo pasbnokuposaHme PIN-koga nognucn. MHdopmaumsa 06 3ToM
6yner oTobpaxeHa B 3aK/IIOUMTENIBHOM OKHe MacTepa pa3bnoknpoBaHus (CM. PucyHok 43);

MacTtep paz6noknpoeaHus PIN-koga ®

PaszbnokupoBaHue PIN-kopa
PesyneTaTel pazbnokupoBaHwa PIN-Ko4a NpWBELeHEl B OTHETE

OT4eT:

PazbnokumpoBaHwe PIN-koaa
OfHoBNEHWe NapameTpoB
+Pasbnoknpoeanune PIN-koga Beino yernelwHo BeinonHeHo

A

PucyHok 43 - Macrep pa3bnokuposarms PIN-koga noamicu. MIH@opmauyms o ycrnewHom pasbnokmpoBaHmm

6. HaxaTtb KHoNKy "3aBepLlnTb”, 4TOObI 3aKPbITb OKHO MacTepa pa3baoKMpoBaHMUSI.
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6. PaboTa B NporpaMme B pacLUMPEHHOM perunme

B pacwupeHHoMm pexnme EanHoro Knuerta JaCarta gocTynHbl cnefytolime onepaummn ¢ 31eKTPOHHBIMU KTO4aMm
LN He3ab/10KMPOBAHHbIX MPUIOXKEHWIA:

NPOCMOTP MHPOPMALLMK 06 3IEKTPOHHOM K/ItOUE U MPUNOXKEHUSAX HA NEKTPOHHOM KITHOYE;
NpoBepKa LeNIOCTHOCTM NPUNOXKEHUS (O SNEKTPOHHbIX Kntoyen ¢ npunoxennem FOCT);

onepaunun c CepTMdJVIKaTaMM: CO34aHMeE 3anpoca Ha CepTVIdJVIKaT M COXpaHeHne ero B q)aﬁn Nno YKa3aHHOMY
nyTu, UMNopT CepTMd)VIKaTa B NaMATb 3NEKTPOHHOI0 Kk4a, 3KCnopT CepTMdJMKaTa 13 NaMATU SNEKTPOHHOTIO
Kn4a, NpocMoTp CepTMd)VIKaTa, XpaHALWeroca B NaMATn 3/IEKTPOHHOIO K/1Ko4Ya;

onepaunun c 06beKkTaMu B NamsaTh 3NIEKTPOHHOTIO KNo4Ya: NpoCMOTp CnNUCKa 00bEKTOB, XPaHALWMXCA B NaMATU
31IEKTPOHHOr0 KNK4a, yaaneHue 06BbEKTOB M3 NaMATH JNEeKTPOHHOr o Kak4a.

B 4aHHOM [OKYMEHTE OMUCaHbI ONEPALMH, KOTOPbIE HE TPEOYIOT aBTOPU3ALIMM HA FTIEKTPOHHOM K/THOYE C
npeavssaeHnem PIN-koga agmmructparopa. Onepaumm, tpebyrowme B8o4a PIN-koga aaMuHUCTPaTopa onmucars! B
AokymeHte "MFA JC EK. Pykosoacrso aammrunctparopa 4159 OC Linux ',

6.1 TpocMoTp UHGOPMALIUM O NPUIOHEHUAX HA INEKTPOHHOM K/llode

g [na npocMoTpa nHbOpMaLMK O NPUNOXKEHUSX HA SNEKTPOHHOM Kiode € nomoLwubto Eamtoro Knuenta JaCarta He
TpebyeTca aBTOPM3aLMs Ha SNEKTPOHHOM KJIHOYE.

» N npocMOTpa MHPOPMaLMUM O NMPUNOXKEHUAX HA INEKTPOHHOM Kjloye He06X0ANMO:

1.

MoakNYNTb 3NEKTPOHHDBIN KoY K pasbeMy USB komnbtoTepa, 3anyctuts M0 "Eantbin Knunent JaCarta” u
NepeKNoYUTLCS B PACLLUMPEHHDBIV PEXUM;

NHdopmaums 06 aneKTpoHHOM Ktode ByaeT oTobpaXkeHa B OCHOBHOM OKHe, BbINOJHEHUE AOMNONHUTENbHbIX
LeNCTBUI He TpebyeTcs. ECnm noaKNloYeHO HECKObKO 3EKTPOHHbIX KNHOYEN, TO BbIGPATh 3HAYOK HYXKHOIO
Kntoya B 06nactu cnesa;

HaxkaTb kHONKY "lepekntounTbcs B paclUMpPEHHbIV pexxuM” U Ha BKknagke "MIHpopmauus o TokeHe" byaeT
oTtobpaxeHa noapobHas uHdopmaLuus o TokeHe (M. PucyHok 44);

EAWHbIA KnueHT JaCarta (m]

AnaggwH

EanHbin KnweHt JaCarta

Bepcwua: 3.3.0.3570

WCTpUpOBaTH

JaCarta-3 PKI/TOCT

J WHhopMauwa o ToKeHe | PKI | rocr ‘

Wndropmaumsa o cHuTEIBATENRE
HasgaHue
Wndpopmauns o TokeHe
HasgaHue
Homep mogenn
CepuilHbIA HoMep
MonHeIR CepUAHBIA HoMep
0Buwan namMaTe
CeoboaHan NaMATe
Bepcua MeHeaKepa NprnoxeHni
NaTa npon3soAcTEa
WH(popMaumna o npunoxeHun PKI
Annnet
Wma
CeobogHan namsTe
PIN-kOp,
NnuHa PIN-kofa
Makc. KonuM4ecTBO NoNbITok BBoAa PIN-koaa
OcTanock NoneIToK BBOAa PIN-KOAa
OnwHa PIN-koga agMUHWCTpaTopa
MaKc. KOMMHECTBO NONLITOK BEOAA
PIN-KOA2 aAMWUHWCTPaTOPa
OcTanock NOMLITOK BBOAE
PIN-KOA3 aAMWUHWCTPaTOPa
Cnocob ayTeHTudrKaumm
Crnocob ayTeHTudmkaymum
aAMUHKUCTpaTopa
Moanepxka bromeTpun

chop! © npmM. rocrt

Aladdin R.D. JaCarta 00 00

JaCarta-3 PKITOCT
JC247-12.FA7 v10.0
C30689C8
120920E314BD0001
86 Kbait

47 KbaiT (55%)
01.00.06.32
23-01-2025

Laser

JaCarta-3 PKITOCT
48888 Bant
YcTaHoBNeH
[4..16]

15

15

[4..18]

15

15
PIN-kog
PIN-kog

HeT

BMNO laCarta-3

13

PucyHok 44 — MIH@opmaumsa o npuaoxermnsax Ha /1EKTPOHHOM KITHOYE B PACLUMPEHHOM PEXUME
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[ng BbIOPAHHOrO KNHOYA B PAaCLUIMPEHHOM peEXMME N0 YMOMYaHMI0 oTobpaxaeTcs Bknaaka "MHbopmaums o
TOKEHe", B KOTOPOM COAEePXMUTCS MHDOPMaLMS O cuuTbiBaTeNe, MHOOPMaLMa 06 INEKTPOHHOM KIoYe U
MHOOPMaLMA O KAXKA0M MPUNIONKEHUWN HA INEKTPOHHOM KJTHOYE.

[lns KaX[oro NpUNoXeHMUs, yCTAaHOBNIEHHOIO B NAaMATU 3/1EKTPOHHOIO KJto4a, 0TobpaxaeTtcs cneayrowias
MHPopmMaums:

"AnnneT"” — Ha3BaHWe anneTa, KOTopbIi peanusyeT GYHKUMOHANbHOCTb AAHHOMO NPUTOXKEHMS.
"IMa" — Ha3BaHMeE 3NEKTPOHHOrO K/Houa.

"NnuHa PIN-kopa" - konnyectso cumBonoB PIN-koga nonb3oBatens npuioxeHus.

"PIN-koa" — ctaTtyc PIN-KoAa nonb3oBaTeNns NpUNOXeHns: yCTaHOBNEH/He YCTaHOB/EH.

"Makc. konuyectso nonbiTok PIN-koga" — MakcuMManbHO 40NyCcTMMOE YMCNO0 HEBEPHbIX
nocnenoBaTenbHbiX NONbITOK BBoAa PIN-koaa nonb3osarens.

"OcTtanocb nonbiTok BBoAa PIN-koga" - konnuectBo HeBepHbIX NonbiTok BBoAa PIN-kopa nonb3osartens
[0 6510KMPOBKM BO3MOXHOCTU MCMoNnb3oBaHMs PIN-koda nonb3osatens.

"NnuHa PIN-kopa agMuHuUcTpaTopa” — anmHa PIN-koga agMUHMCTpaTopa BbIOpaHHOrO NPUIOXKeHMS
(tonbko ong npunoxenun PKI, STORAGE).

"Makc. nonbiTok BBoAa PIN-KoAa agMuHMCTPaTOpa” — MaKCMMabHO AOMNYCTUMOE YMCIO HEBEPHBIX
nocnepnoBatenbHbIX NonbITOK BBoAa PIN-kofa agMuHucTpaTopa (Tonbko ana npunoxenuin PKI, PRO,
STORAGE).

"Octanock nonbiTok BBoAa PIN-koga agMUMHUCTpaTOpa” — KOAMYECTBO HEBEPHbIX NOonbITOK BBOAA PIN-
KoAa nosib3oBatens A0 610KMPOBKM BO3MOXHOCTM Mcnosb3oBaHus PIN-kona agpMuHUCTpaTopa (TONbKO
ang npunoxenuin PKI, PRO, STORAGE).

"Cnocob ayTeHTUdMKaAUMKN" — YCTAHOBNIEHHBIN CNOCO6 ayTeHTUdMKALMM NONb30BaTENS.

"Cnocob ayTeHTUGUKALMM 3AAMUHUCTPATOPa" — YCTaHOBAEHHbIM cNocob ayTeHTUdUKaLMK
agMuHKUCTpaTopa.

"PIN-kon nognucn” — ctatyc PIN-kofa nognucu npmunoxeHus: yCTaHOBAEH/HE YCTaHOBEH

"Makc. konu4yecTBo nonbiTok BBoAa PIN-koga nognucun” — MakcMManbHO A0NYCTUMOE YMCNO HEBEPHBIX
nocnenoBaTeNbHbIX NonbiTok BBoaa PIN-koaa noanucu.

"OcTtanocb nonbiTok BBoAa PIN-koga nognucu” - Konn4ecTBO HEBEPHbIX MoNbITOK BBoAA PIN-koaa
noanucy Ao 610KMPOBKKM BO3MOXHOCTU Mcnonb3oBaHus PIN-koga noanucu.

"PUK-kog" - npu3Hak Hanuuus yctaHosneHHoro PUK-koza (Tonbko ansg npunoxenus FOCT).

"Makc. nonbiTok BBoaa PUK-koa" — MakCMManbHO fONYyCTUMOE KOMMYECTBO HEBEPHbIX
nocnenoBatenbHbix NonbiTok BBoga PUK-koaa (Tonbko ang npunoxenuns FOCT).

"OcTtanock nonbiTok BBoaa PUK-kopa" — konnuyecTBo ocTtaBlUMXCA nonbiTok BBoaa PUK-kopa.
"Bepcus TokeHa" — HOMep BepCUM 3NEKTPOHHOIO K4a (ToNbko ana npunoxenus MOCT).
"Bepcus npunoxeHmsa" — HoMep BePCUM YCTAHOBIEHHOMO annaeTa (Tonbko ans npunoxenus FOCT).

"KonnuyectBo KayeBbiX Nap” — KOAMYECTBO K/KOYEBbLIX Nap, XPaHALLMXCA HA TOKEHE Ha TeKYLMA MOMEHT
(tonbko ong npunoxenus FOCT).

"KonmyecTBo CEKpeTHbIX K/toYen" — KONMMYECTBO CEKPETHbIX KHOYen, XpaHSLWMXCS HA TOKEHE Ha
TEKYLMI MOMEHT (ToNbKo ans npunoxexus FOCT).

"KonnuyecTtBo OTKpbITbIX KAKYEN" — KOAMYECTBO OTKPbITbIX KOUYEN, XPAHSLLMXCS HA TOKEHE Ha TeKYyLLMI
MOMEHT (TonbKo AN npunoxenus FOCT).

"PexxuM npenbsBieHUs KYa agMUHUCTPATOPA” — YCTAHOB/IEHHbIN PEXUM NpeabaBAeHUs KNYa
aaMUHUCTpaTopa (Tonbko ans npunoxexus FNOCT)

"KonunyectBo pa3bnokMpoBOK" — KOMMYECTBO YCMELIHO BbINOMHEHHbIX pa3bnokupoBaHuii PIN-koaa
nonb3oBatens (Tonbko ans npunoxexus FOCT)
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6.2 [AVarHoCTUKa LUenocTHOCTN NPUNOHKEHUA

g B xone onepaunun AMarHOCTUKM LLeNOCTHOCTU BbINOMHAETCS NPOBEPKA KOHTPOIbHOM CyMMbl MPUNOXEHUS.
Onepaums gMarHocTMkM LEenoCTHOCTU npeaycMoTpeHa ans npunoxernmsa FOCT. [na BbINONHEHUS onepauumn He
TpebyeTcs aBTOpM3aLMs B NPUITOXKEHUMN.

P Onsa puarHocTukm npunoxenus NOCT HeobxoauMo:

1. TlofKknounUTb 3NEKTPOHHbIN KoY K pa3beMy USB komnbioTepa, 3anyctuts 10 "Egunbiii Knuent JaCarta” u
NepekNYUTbCS B PACLUMPEHHDBINA PEXUM;

2. WHdbopmaumsa 06 aneKTpoOHHOM Kiitove byaeT oTobpaXkeHa B OCHOBHOM OKHE, BbIMOSIHEHUE AOMNOHUTENbHbIX
[LencTeuii He TpebyeTcs. ECnn noaKNHOYEHO HECKOMBbKO 3N1EKTPOHHbIX K/HOUel, TO BbiIOpaTh 3HAYOK HYXXHOrO
Kntoya B 06nacTu cnesa;

3. Mepentun Bo Bknagky "TOCT" gna poctyna k onepauuam npunoxenuns FOCT u HaxaTb KHOMKY "JuarHoctunka”
(cM. PucyHok 45);

EguHbia KnuenT JaCarta _ O

EauHblit Knnent JaCarta Ana:m-tmu)

Bepcuma: 3.3.0.3570

JaCarta-3 PKI/TOCT

‘ WHpopMaLua o ToKeHe | PKI | I'OCT‘

Onepaumun

LMeHuTh PIN-kog
Wasaocnna | D eopuarupcnans ERyGacms Piion
>

P

Knioun U cepTupmxaTte: & W O

Pucyrok 45 - Brknagka "TOCT" B ocHoBHOM okHe EanHoro Knnenta JaCarta. KHonka [InarHocTvka... " aktnsHa

4. TlopTBepAnTb BbINOAHEHWE AUATHOCTUKU. ByaeT BbINONHATBCS AMArHOCTMKA LenocTHOCTH npunoxenus FTOCT
(cm. PucyHok 46);

[uarHocThka Nnprnoxedna FrOCT

Ins BeINOAHEHWA ANArHOCTUKW NPUNOMKEHNA
FOCT Ha¥MWTe KHONKY BLINOAHWTE

BeINONHWTE OTmMeHa

PucyHok 46 — OKHO OATBEPKAEHUS ANArHOCTUKM

5. B cnyuae ycnewHoro 3aBepuieHus onepauum 6yaet otobpaxeHa nHdopmaums 06 stom. Haxatb kHonky "OK”
[LN9 3aKpbITUS OKHa (CM. PucyHok 46).

OWarHoCTUKa BbIMONHEHa

v/ [WarHocTWKa NpunoXKeHua FOCT ycnelHo BLINOMAHEHS

OK

PucyHok 47 — Cooblyerne 06 ycrnewwHoM BblIlOTHEHNM AUArHOCTUKM

6.3 Onepauum c cepTdMKaTaMUN B NPUIOHKEHUN 3NEKTPOHHOMO K/to4a

g [ns BbINONHEHUS onepau,m?l C CepTMd)l/IKaTaMVI, XPaHAWNMMUCA B NaMATU SNTIEKTPOHHOIO K/llo4a TpeGYETCFI
dBTOpU3aLUMA Ha INEKTPOHHOM K/ko4ve C npeabaBieHUeEM PIN-koga nonb3oBarensi.
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6.3.1 Co3gaHue 3anpoca Ha cepTuduKaT

P [na cospaHua 3anpoca Ha cepTudmkat Heo6XOAMMO:

1. TloLKknouKUTb 3NEKTPOHHbIN KoY K pa3beMy USB komnbioTepa, 3anyctuts 10 "Egunbiii Knuent JaCarta” u
NepeKknYnUTbCS B PACLUIMPEHHBINA PEXUM;

2. WHdopmaumus 06 aneKTpoOHHOM Kntove Byaet oTobpaxeHa B OCHOBHOM OKHe, BbIMOJHEHME AOMONHUTENbHbIX
nencTeuii He TpebyeTca. ECnn noaKNt0YEHO HECKOMBbKO 3IEKTPOHHbIX KHOUeEl, TO BbiIOpaTh 3HAYOK HY>XHOIO
Kntoya B 06nacTu cnesa;

3. TlepeiTn Ha BKNAAKY C HAUMEHOBAHWEM MPUNIOXKEHUS, AN KOTOPOro HEO6X0AMMO CO34aTb 3anpocC Ha
cepTudmKaT (B LaHHOM npumepe BbibpaHo npunoxeHue PKI) u HaxaTb kHonky "Co3paHue 3anpoca Ha
ceptudmkat’. KHonka aktneHa npu BBoae PIN-koaa nonb3osatens (cM. PucyHok 48);

EnunHbiia KnuedT JaCarta |
EauHbln KnveHTt JaCarta Ana‘\ﬂ,ﬂnu)
Bepcua: 3.3.0.3570
JaCarta-3 PKI/TOCT
| WHopMaLns 0 TokeHe | PKI | FOCT‘
OnepauunM ¢ nNpu
%VCTBHOBW&: PIN-koa I_E; F*Coagawe 3anpoca
nonkzoBatens Ha CepTU@UKaT
O oty K doparuposem, EXBfiu it evecreo
Knw4n n cepTudHUKaTh: E Ty ‘O
PucyHok 48 - ABTopu3saums ¢ nomouybto PIN-K0Aa 110/1630Bate/isi Ha 3/1EKTPOHHOM K/To4e B rpuioxeHmnn PK/
4. B okHe "MacTtep co3faHus 3anpoca Ha cepTudukaT” 3anonHuTb ciepytolme nons (cM. PucyHok 49):
— B none "MIms" BBECTM HAaMMeEHOBaHMeE Co3aaBaeMoro ceptudukara. MNone aBngeTca 06g3aTenbHbIM A1s
3anonHeHus;
— B packpblBatowweMcs cnucke "Tun ka4eBoi napbl” BbIOpaTh anroputm WwndposaHus "RSA" (3asaH no
ymonyanuio) nubo "EC";
— B packpbiBatowweMcs cnucke "Pasmep kntoya” BbibpaTh pa3mMep OTKpbITOro Kikoua. 1o ymonyaHuio
BbIOpaHO 3HauveHue "1024".
MacTep CO30AHWA 3aMpoca Ha CepTUdUKaT
3anpoc Ha cepTudukKaT
YKamnTe MMA 1 napameTpbl KNH4EBOR napel 4nA co3faHWva
3anpoca Ha cepTUguKaT
Wms
User
Knwo4esas napa
TWn KNYeBol Napsl |RSA !'|
Pazmep knwo4a |1024 '|
Pucyrok 49 - Macrep co3aammns 3anpoca Ha cepTu@ukar. BBog mmeHu 1 napameTpoB Kio4eBov naps!
5. Haxatb KHonky "[lanee”. byaet oTKpbITO Cleaylollee OKHO MacTepa CO34aHua 3anpoca Ha cepTudukaT ans

BBOAA NapaMeTPOB COXPaHeHUs Gainia co3faHus 3anpoca Ha ceptudukaTt (cM. PucyHok 50). 3anonHuTb
cnefylowme nons:
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— B none "Mma danna” ykasaTb NyTb COXpaHeHusa darna 3anpoca Ha cepTudukar. g 3Toro HaxaTtb
KHonky "O630p” 1 BbIbpaTh HYXHYH Nanky. [o yMonyaHuUIo 3anpoc Ha cepTudumKaT ByaeT COXpaHeH B
daiine c MMeHeM, COBNAZALLEM C UMEHEM CepTUPUKATA, KOTOpPoe OblNo BEAEHO B NpefblayLLeM OKHE U
C pacwupenmem "pl0". MNMone sBnseTcs 0693aTeNbHbIM AN 3aAMNONHEHUS;

— B none "Boibepute dopmat 3anpoca” BoibpaTb GpopMat danna 3anpoca Ha ceptudumkar: "@annbl X.509 B
koanposke DER" nnbo "®annbl X.509 Base-64";

—  ycTaHoBWTb 0TMeTKy "KonupoBaTb B 6ydep o6MeHa", ecnu HYy)XHO CKONUMPOBATL 3aNpocC Ha cepTudumKaT B
6ydpep obMeHa. 3anpoc KonupyeTcs B 04HY CTPOKY 6e3 Teros.

MacTep co3aaHuWsA 3anpoca Ha cepTudukar

3anpoc Ha cepTUpUKaT
YKauTe uMa (aina u NapaMeTpel cOXpaHeHns haina ans
CO3[@HMSA 3anpoca Ha cepTuduKaT

Wms dainna

|,fh0me,fadmintest,l'User.p10{ |

Buibepute thopmat dhaina sanpoca:

O Dainsl X.509 B Kogupoeke DER

@ Dainsl X.509 B KogWpoBEKe Base-64

[0 Konwposate e 6ydep obMeHa

< Hazapg Hanee = OTmMeHa

PucyHok 50 - Macrep co3ganms 3anpoca Ha ceptu@mkar. BBog napametpos @aiia 3anpoca Ha ceptmomnkar

6. Haxatb kHonky "[danee”. byneT oTKpbITO Cnefytollee OKHO MacTepa CO34aHuMs 3anpoca Ha cepTUdUKaT ans
BbIGOpa onuMii MCMONb30BaHUA NS CO34aHMS 3anpoca Ha cepTudumkar (cM. PucyHok 51). YctaHoBUTL oTMeETKY
B HY>XXHbIX MONSX:

—  DNeKTPOHHas noanuch (BbIBPaHO MO YMOMYaHUIO);
— Heotka3syemocTb (BbIGpaHO No yMONYaHwmio);

— UWudposaHue kntoueii (BbIOBPAHO MO YMOMAYAHUIO);
— UWudposaHue aaHHbIX (BbIOPAHO NO YMONYAHMIO);
— CornacoBaHue KOYEN;

— [MopnucbiBaHWe cepTudUKaTa C MOMOLLbIO KNHOYa;
— [NoanuceiBaHWe cnmcka 0T3bIBA CEPTU(DUKATOB;

—  Tonbko wudpoBaHue;

— Tonbko pacwudpoBaHue;
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MacTep co30aHKA 3aNpoca Ha cepTUdUKaT

3anpoc Ha cepTudukaT
YKa)XWUTe ONuuM NCRob30BaHNA AR CO3A3HWA 3anpoca Ha
cepTudukaT

Wcnone3oBaHWe KNoYa

INeKTPOHHAA NoANWCE

HeoTKasyeMocThb

LUncppoBaHme KoYei

LLnppoBaHME AaHHBIX

CornacoBaHwe Kno4en

MognucbiBaHWe cepTUBMKaTa C NOMOLLLIO KIKOHE
MoANWUCLIBAHWE CNIUCKE OT3LIBa CEPTUhUKATOR

Tonbko WKHppoBaHNe

O0O0O0ORRKRE

Tonbko pacwmndposaHue

Oanee = OTmeHa

Pucyrok 51 - Macrep coznanns 3anpoca Ha ceptugmkar. Onumm MCrnosb30BaHs K4a

7. Haxatb kHonky "[danee". byneT oTKpbITO Cneaytoliee OKHO MacTepa CO34aHMs 3anpoca Ha cepTUdUKaT aas
YKa3aHus ONuMi NpefiHa3HavyeHus 4N Co34aHUS 3anpoca Ha ceptudumkar (cm. PucyHok 52). YctaHoBuTb
OTMETKY B HY>KHbIX NONSX:

— [poBepka NOAJIMHHOCTM KNMeHTa (BbIBPaHO NO YMONMYaHuI0);

- 3awWuLieHHas 3NeKTPOHHas NoyTa (BbIGpaHO Mo yMONYaHuio);

— TpoBepka NOAAMHHOCTH CepBepa;

— [opnucb Kopa;

- Iﬂ,OBEI’JEHHOG BpeMA.
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MacTep cO3AaHUA 2aNPoCca Ha cepTUdMKaT

3anpoc Ha cepTudmkaT

YKaMKWTE ONUWMK NpefHasHa4eHna 408 CO34aHWa 3anpoca Ha
cepTudnkaT

MpegHazHaYyeHne

MpoBepka NOANMMHHOCTH KNWEHTa
33LMILEHHER 3NEKTPOHHAA NOYTa
Mpoeepka NOANMHHOCTH CepEepa

Mognuce Koga

Oo0or™

JloBepeHHOe BpeMA

Oanee = OTMeHa

PucyHok 52 -Macrep coznammns 3anpoca Ha ceptmgukar. Onumm npeaHasHadeHms
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8. Haxatb kHonky "[anee". bygeT oTKpbITO Cleaylowee OKHO MacTepa CO34aHMa 3anpoca Ha cepTudukaT ans
NMpOCMOTPa BCeX BBEAEHHbIX MapaMeTpPOB CO34,aBaeMOro 3anpoca Ha ceptudumkar. ns nsmMmeHeHus

napaMeTpoB HaxaTb KHONKY "Ha3aa", BEpHYTbCS K HYXXHOMY OKHY W OTPeAaKTMPOBATb NapaMeTpbl
(cM. PucyHok 53);

MacTep Co34aHMA 3aNpoca Ha cepTuduKaT

3anpoc Ha cepTudrukaT
3anpoc Ha cepTuMkaT ByneT cosnaH B COOTBETCTBWUN €O
cRenyroLmMM:
OTveT:
HazeaHwne 3Ha4yeHwne -
0buwme I
WmMa npunoxeHna JaCarta Laser
WmMa cepTupukaTa User
Wms daina fhomejadmintest/User.p10
Twn Knwo4a R5A
Pazmep knw4va 1024 -

PucyHok 53 -Macrep cozaammns 3anpoca Ha ceptmgukar. [lapamerpbl 3anpoca Ha cepTm@mKkar

9. Haxatb kHonky "[anee". byaeT BbINOAHATLCA CO34aHME 3anNpoca Ha cepTUdMKaT. Xog, BbINOJHEHUS onepaLmm
u ee pe3ynbTaT 6yaeT oToOpaxeH B 3aK/OYMTENBHOM OKHE MacTepa CO34aHus 3anpoca Ha cepTudukat. dain
3anpoca Ha cepTuduKaT ByaeT COXpaHeH Mo YKazaHHOMY NyTu (CM. PucyHok 54);

MacTep Co30aHWA 3anpoca Ha cepTudukaT

3anpoc Ha cepTumuKaT
3anpoc Ha cepTUUKAT YCNELUHO CO3AaH

OT4eT:

3anpoc Ha cepTudmkaT User ¢ coxpadHeHuem B cain fhome/
admintest/User.pl0

+ 3anpoc Ha cepTUUKaT YCNewHo cozaaH
CoxpaHeHue B hain
+ CoxpaHeHo B (ain

Pucyrok 54 —Macrep co3aarHms 3anpoca Ha CeEpTUPUKAT. Pe3yIbTaT CO34aHNS 3aIpoca Ha CEPTUPUKAT

10. Haxatb KHOMKyY "3aBeplmnTb” 4N BbIXOAA M3 MAcTepa CO34aHMS 3anpoca Ha cepTUdmKar.

6.3.2  WmMnopt ceptndmKaTta

g CepTndukar, ycTaHaBNIMBAEMbIV HA INEKTPOHHOM K/KOYe, UMEEeT CPOK AeNncTBuA. 3a 14 aHel 0,0 OKOHYaHUS CPOKa
[eicTBMS cepTudMKaTa Nofb30BaTeNb NONYYUT yBeaoMeHe 06 CTe4eHUn CpoKa AeincTBus ceptTudumkaTa.

MHdopMauMoHHble coobueHns ByayT NMPUXOAUTL KaXabl AeHb A0 OKOHYaHUS CPOKa AENCTBUS CepTUPUKATA,
NMoKa OH He byaeT 3aMeHeH.
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» Nlns uMnopTa cepTudukata HeobXoaUMO:

1. TlofKknounTb 3NEKTPOHHbIN KoY K pa3beMy USB komnbioTepa, 3anyctuts 10 "Egunbiii Knuent JaCarta” u
NnepekNYUTbCS B PACLUMPEHHDBINA PEXUM;

2. WHdopMaumsa 06 aneKTpOHHOM Kiitoue byaeT oTobpaxkeHa B OCHOBHOM OKHE, BbIMOIHEHWE LOMNOMHUTENbHbIX
[LencTeuii He TpebyeTcs. ECnn noaKNtOYEHO HECKOBbKO 3N1EKTPOHHbIX KNHOUel, TO BbiIOpaTh 3HAYOK HY>XHOrO
Kntoya B 0bnactu cnesa;

3. BblbpaTtb BKNaaKy C HAMMEHOBAHMEM MPUNOXKEHMS, B KOTOPOE C/iefyeT MMMNOPTMPOBATb CEPTUPUKAT (B
[aHHOM npumMepe BbibpaHo npunoxeHune PKI) n HaxaTb kHonky "Beectu PIN-koa" (cM. PucyHok 55);

EQMHbIA KnuenT JaCarta

EauHbii Knwent JaCarta Ana‘\,agnﬂ)
Bepcwa: 3.3.0.3570
JaCarta-3 PKI/TOCT

| MH(pOpMaLINS 0 TOKEHE | PKI | I'OCT|

Onepauumn ¢ npu

IFQVCTEHDHV\‘H: PIN-kog [ssps Pazbn BaThk [— 3OaHUe 3an 5
) nonkaosaTens PIN-kof *_ epTi 3T

CmenuTs PIN-Kog Q M3mMeHnTL KadecTso
oy DopmaTuposaTe TRy
aOMMHMCTpaTOpa A DOPMATUPOBATE PIN-kopa

Knoun u ceptudmkaTe: M @ O

p OTKPBITBIA KoY 1024 6ut

B cnucke oToBpamaloTeR ToNLKO 0BleA0CTyNHbIE 0D beK Tl 1A MpocMoTpa Beex
obLeKTOB MMM pedak THPOBaHMA codepxumMoro Heobxoamumo esecTy PIN-kon Beectu PIN-kog

nossL308aTens.

PucyHok 55 - Asropusaums B npunoxermm PKI

4. B nosBuBLIEMCS OKHE C HaMMeHOBaHWeM npunoxeHus Beectu PIN-kop nonb3oBaTens AaHHOTO NPUNOXEHUS
(cM. PucyHok 56). Haxatb kHonky "OK";

AyTEHTUBMKALNUA

BeecTu PIN-KOA NoNb30BaTENA

ssscscssce | &b

PucyHok 56 - OkHO "AyTeHTu@uKkaumsa”

5. B cnyuae ycnewHow aBTopm3anmu B npuioxeHuu B none "Knwouun u ceptudukatsol” 6yaet oTobpaxeH NoSHbINA
CNUCOK 0OBEKTOB AAHHOIO MPUIOKEHUS U CTAHYT AOCTYMNHbI KHOMKM A9 BbIMOMHEHUS Oonepaumi Hag
obvekTamu (cM. PucyHok 57);
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EgvHbi Knuent JaCarta

EavHblia KnuenT JaCarta Ana‘:ggm)

Bepcwa: 3.3.0.3570

JaCarta-3 PKI/TOCT

JaCarta-

| MH(OPMELWA O TOKEHS | PKI | FOCT|

OnepaumnM ¢ npu
EYCTBHOBVITE: PIN-kon [ssph Fazbin BaTk E‘ Co3faHve zanpoca
S nonb3oBatens P Jil ' Ha cepTumuKaT

CmenuTs PIN-kog Q MamenuTe KavecTBo
oy ®opmatuposaTe [FEy
BOMUHWCTPaTOPa DOpMATIPOBETE PIN-koaa

Kno4u u cepTHdUKaTh: B W <

~ e {26alaba2-8f13-457c-82b4-da5fdac6086e}
(/O OTKPBLITHIA KoY 1024 but

5@ 33KPbIThIA KoY

Pucyrok 57 — [TosiHbNi CriMcok 0ObEKTOB rpuIoXeHHs 1 KomaHaa ‘Mmmnopt”

6. HaxaTtb KHomnky E WK BbI30BaTb KOHTEKCTHOE MeHIo B nosie "Knoun n ceptndukaTel "v BbIOpaTb KOMaHAY
"mnopTt";
7. B okHe "MacTtep nmnoprta ceptudumkata” 3anonHuTb cnepytolwme nonsa (cM. PucyHok 58):

— B none "yTb K pariny UMOOpPTUPYEMbIX AaHHbIX" YKa3aTb NyTb K UMNOPTUPYEMOMY cepTudumkaTty. [ns
3TOro Haxkatb KHomky "O630p” 1 B NOSBMBLUEMCS OKHE NPOBOAHMKA BblBpaTh pain cepTudmkara;

— B none "MIMNOpTMPOBaTb B KOHTEMHEP" YCTAaHOBUTb OTMETKY, YTOObI BPYYHYIO 334aTb MUMSI KOHTEMHEP], B
KOTOPbIM ByaeT MMNopTMpOBaH cepTudumkart. B none "MMsa KoHTelHepa" BBECTU Ha3BaHWE KOHTEMHepa.
Ecnun oTMeTka He ycTaHOBNEHa, TO UM$S KOHTEMHepa byaeT creHepupoBaHO aBTOMATUYECKM;

MacTep UMNopTa cepTUdukaTa

UmMnopT cepTubukaTa
YKaMuTe UMA aina, cogepallero cepTUNKaT, U MMA KOHTelHepa
(ecnun aTo HeobxoawMo), B KOTopeld By eT MMNOPTUPOBaH cepTUthUKaT

NyTe K hainy MMNOPTUPYEMbIX A3HHbIX

|,rhomefadmintest},ﬂ,oKymeHTblflzalza.cer | 06z0p...

®aiin B Kogupoeke DER wiv Base64 cofepWT oOWH cepTUgMKaT no
CTaHOapTy X.509. ®ain uMeeT pacluWpeHmWe .cer, .crt, .pem

Dain obMeHa nMHHOR MHbopMaLmei B hopMaTe PFX MoXeT cofepkaTb
HECKOMbKO CEpTUHHKATOB W 3aKPLITLIA KoY. Gain MMeeT paclunpeHne
.pfx, .p12, ons vMmnopra TpebyeTca eBog napons.

[l 3anate wMa konTeiHepa

WNMsA KoHTelHepa

Oanee > OTmMeHa

Pucyrok 58 - Macrep umnopra ceprugukara. [lyte kK uMIopTupyembimM 4aHHbIM
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8. Haxatb kHonky "[anee". byaet oTobpaxkeHO OKHO BBEAEHHbIX HACTPOeK uMnopTa. [Ang nsmeHeHns
napaMeTpoB HaxaTb KHONKY "Ha3an", BEpHYTbCS K HYXXHOMY OKHY U OTpPeAaKTUpyiTe napameTpsl
(cm. PucyHok 59);

MacTep MMnopTa cepTudikaTa

UMNopT cepTuipmukaTa

WmnopT cepTudukaTa By0eT BLINONHEH B COOTBETCEMM C
HacTpoifKamu:

OT4yeT:

HazeaHune 3Ha4veHne

WMmMa npunoxeHus PKI

fhome/admintest/oKyMeHTbI/

NyTe Kk aitny 123123.cer

Napone 3agaH HeT

Hanee = OTMeHa

PucyHok 59 - Macrep nmnopra ceprmgukara. CoobiyeHmne o6 ycrneLHomM nMnopre CepTM@nKaTa

9. Haxatb kHonky "[lanee". byaeT BbINOMAHATHCA MMMNOPT 00bEKTOB. X04 U pe3ynbTaT BbINONHEHUS onepaLuu
6yoyT 0TOOpaKeHbl B 3aBEpLUAOLLEM OKHE MacTepa uMnopTa ceptnudukata (cM. PucyHok 60);

MacTep MMnopTa ceptudukata

WMnopT cepTudnkaTta
MMNopT cepTUUKaTa YCNelwHo BbINoNHeH

OT4eT:

MmMnopT cepTutbukaTa uz haina fhomefadmintest/NokymMeH T/
123123.cer
+ NMMOPT cepTUhNKaTa YEMeLwHo BINonHeH

BEPLWTE

Pucyrok 60 - Macrep nmnopra ceprugukara. CoobiyeHme ob ycrneLwHom UMnopTe CEPTUPHKATA
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10. HaxaTb KHOMKY "3aBeplumnTb” 4S8 3aBepLlueHns paboTbl MacTepa MMNOPTA CepTUdMKATA U 3aKPbITHUS OKHa.
MMnopTupoBaHHble 06bekTbl ByayT oTobpaxeHbl B none "Kntoum u ceptudukatol” (cM. PucyHok 61).

EnMHBIA KnuenT JaCarta

Bepcwa: 3.3.0.3570

ta-3 PKI/TOCT

TPUpOBATH
a/bHbIR TOKEH

HacTtpoiikn

Mepe ko
cTaHnapTHy

6.3.3  JKCNOPT cepTnUdUKaTa

EgvHbin KnweHt JaCarta

AnaganH

JaCarta-3 PKI/TOCT

| WH(pOPMALWA 0 TOKEHE | PKI | roct |

OnepauMmn c npu
%VCTEHDHW‘H: PIN-kog [ser Pazbn

Co3ganwve sanpoca
NenL30BaTENs

BaTk (=
-koa 'a Ha CEpTMDUKAT

Qwo e — EMSMQHMTI: Ka4ecTBo

% CmenuTe PIN-kog

5@ 3BKPEITEIA K04

=e AnMWHUCTPaTOp aladdin-SERVER-2019-CA MWcTekaeT 13.02.2025

aAMUHUCTPaTOpa PIN-kofaa
Knio4n u ceprudmkars: M W <
~ e {26alaba2-8f13-457c-82b4-dasfdac6086e}

{/@ OTKPEITHIA K4 1024 Gut

PucyHok 61 - OTobpaxkeHne nmMnopTupoBarHsix 06bEKToB

» Lns akcnopTa cepTudukaTa HeobxoauUMo:

1. ABTOpPM30BaTbCS B MPUNOXKEHUMU 3NEKTPOHHOMO KJKOYa, U3 KOTOPOro HE06X0AMMO 3KCMOPTUPOBATH
ceptudwmkar (cMm. n.n. 1-3 npouenypbl uMnopTa ceptudukata B n. 6.3.2). B none "Kntoun u ceptndmkatsl”

. A " oo
BbIOpaTb 3KCNOPTUPYEMbI 0OBEKT U HAXKaTb KHOMKY ke WK aKTUBMPOBATb KOMaHAy "JKcnopT B daiin
KOHTEKCTHOro MeHt obbekTa (CM. PucyHok 62);
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2.

3.

EQMHBIA KnueHT JaCarta —

EaviHbin KnveHTt JaCarta Ana:nﬂnu)

Bepcwua: 3.3.0.3570

JaCarta-3 PKI/TOCT

| WH(pOopMaLWa o TOKeHe | PKI | rOCT|

Onep < npn
%VCTEHOBHTI: PIN-kog [5r~ Pazfin BaTh L_?‘ Co3fanie 3anpoca

nonL3osaTens PIN-koq a Ha cepTUdKKaT
CmenunTe PIN-Kog Q WsmennTe KadyecTeo
3OMMHNCTPaTOpPa & DopMATMPOBATE EP\N-KOQB

Knoum u cepTudukaTs: o [H w <

~ e {26alaba2-8f13-457¢-82b4-da5fdac6086e}
p OTKPBITBIA KN4 1024 But

J@ 33KPBLITLIA K04

aladdin CERVERON19-CA  WcTekaeT 13.02.2025
MNpocMoTp cepTuduKaTa

B AAMYHWCTpaTop

(¥ WMnopT cepTudukata

3KkcnopT B chain

YOanuTe

ObHoBUTE

Pucyrok 62 - 10 "Eanrbiii KimeHt JaCarta’. KHomMku nepexoaa K 3KCropry AarHHeIX
B okHe "MacTtep akcnopTa cepTudukaTa’ 3anonHuTL cneayowue nons (cM. PucyHok 63):

— B none "MyTb kK panny ang skcnopTa” ykasatb NyTb 4718 3KcnopTa ganna. [1ng 3Toro HaxaTb KHOMNKY
"0630p" 1 B NOSIBUBLUEMCS OKHE NMPOBOAHMKA BbIOPATh HYXHYIO Nanky;

—  BblbpaTtb TMN 3kcnopTupyeMoro danna - "®aiin B popmate DER" unu "®aiin B popmate Base64”;

MacTep 3kcnopTa cepTudMkaTa

IkcnopTt cepTrudpmukaTa
YKamuTe nMs haina a8 sKCcrnopTa 1 ero hopmat

MyTe K hainy AN\ sKcnopTa

|fhome

Dain AN 3KCNOpTa MMeeT pacluMpeHWe .Cer M COAepXUT
cepTiuwkaT B chopmaTe PEM no cTaHgapTy X.509.

Tun chaina Ana s3KkcnopTa

® @aiin B hopmaTe DER
(O aiin & opmaTe Basetd

Danee > OTMeEHZ

PucyHok 63 - Macrep 3kcriopta ceprugukara. BBoa napamerpos 3KCrnoprupyemoro @aina

HaxaTb kHonky "Oanee". byaeT OTKpbITO clieaytoliee OKHO MacTepa 3KCnopTa ceptudukarta ang npocmMoTpa
BCEX BBELEHHbIX NapaMeTpoB. [1g U3MeHeHUs napamMeTpoB HaxaTb KHOMKY "Hazan", BepHYTbCA K HY>KHOMY
OKHY W OTPeaaKTMpoBaTh NapaMeTpbl (CM. PucyHok 64);
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MacTep 3kcrnopTa cepTudukaTa

3kcnopT cepTudpmukaTa
IKcnopT cepTuthnkaTa byAeT BLINOMHEH B COOTBETCTBWN C

HACTPORKaMW:
OT4eT:
HazeaHwe 3Ha4YeHne
ViMA NpunoxeHns JaCarta Laser
Wmsa cepTubmkaTa ApMUHWCTpaTOop
Dann ANA 3KCnopTa /home.cer
dopmaT danna DER

Oanee = OTMeHa

PucyHok 64 - Macrep 3xkcriopta cepru@mkara. Pe3yibrar 3kcrnopra

4. HaxaTtb kHonky "[danee". byaeT BbINONHATLCA 3KCMOPT BbIOPAaHHOrO 06bekTa. Xo4 M pe3ynbTaT BbIMOAHEHUS
onepauuu 6yayT oTobpaxkeHbl B 3aBepLIalolLeM OKHE MacTepa 3KkcnopTa ceptudumkaTa (cM. PucyHok 65).

MacTep 3kcnopTa cepTudukaTa

kcnopTt cepTtudpukaTa
JKCNOPT CepTU(NKAETE YCMNELWHO BbINOAHEH

OT4eT:

IKCNopT cepTUdMKaTa "AaMUHUCTpaTop” B dain fhome.cer
+/ IKCNOPT CepTUPMKATE YCNelHo BeINoNHeH

PucyHok 65 - Macrep 3kcriopta ceprm@mkara. Pesy/ibtar skcrnopra

5. Haxatb KHOMKy "3aBeplmnTb” N9 BbIXOAA M3 MacTepa 3KCMopTa cepTudukaTa.
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6.3.4  [pocMoTp cepTudrKaTa

» Ons npocMoTpa cepTuduKaTa HEOBXOAMMO:
1. ABTOpM30BaTbCS B MPUIOXKEHUM INEKTPOHHOIO K/IHOYa, U3 KOTOPOro Heo6X0AMMO 3KCNOpPTUPOBaTh
ceptudmkat (cm. n.n. 1-3 npouenypsl uMnopTa ceptudukaTta B n. 6.3.2). B none "Knoumn n ceptndmkatol”

BblOpaTb OOBEKT M HAXKaTb KHOMKY ‘#’ WM aKTUBMPOBATb KOMaHAy "TIpocMoTp cepTudmMKaTa” KOHTEKCTHOMO
MeHi0 0bbekTa (CM. PucyHok 66);

EQuHbIA KnueHT JaCarta

Eaunbii Knuedt JaCarta Ana‘:ggu")

Bepcua: 3.3.0.3570

JaCarta-3 PKI/TOCT

| WHopMaLImna 0 ToKeHe | PKI | rocr ‘

(4

¥cTaHoBMTb PIN-kop, [sap% Pastn BaTh [=a CO3MaHWe 3anpoca
I%nom:maa'renﬂ PIN-kop |—'—* Ha CepTudnkaT
CmeHwTs PIN-Kog Q M3meHnTb KavecTeo
aOMUHUCTPaTOPa & ©OpMaTHPOBATE BPH\I-KDQB
Knwoun M ceprugmrate: BB WO
~ e {26alaba2-8f13-457c-82b4-das5fdac6086e}
p OTKPbITLIA K04 1024 but
4@ 33KPEITEIA KNOY
= 0

paTop 0 exae 02.20
MpocMoTp cepTudnkaTa

[% MMnopT cepTudmrkaTa
3KcnopT B dain

Yoanute

0bHOBUTE

PucyHok 66 - KHOMKu nepexoaa K npocMoTpy ceprugmnkara

2. bypeT OTKpbITO OKHO, cofepxKallee cBefeHus 0 BbibpaHHOM cepTudumkare (cMm. PucyHok 67);

¥ AgMUHMCTpaTop [m]

Users

MognnHHocTe: Users
MNpoeepex: aladdin-S5ERVER-2019-CA
WcrekaeT: 13.02.2025

Vv MogpobHocTi

WmA nonyyaTtens

DC(0Bnacte MMEH): ru
DC(0Bnacte MMEH): aladdin
CN (OBwee Mma): Users
CN (OBwee uma): AQMWUHUCTpaTOP
NMs BblAaKOLLLETO
DC(0Bnacte MMEH): ru
DC(0Bnacte MMEH): aladdin
FRLINAIas Wranis aladdin-CEDVED-2N1 Q.rA

3aKpLiTe VIMNopTHpoBaTh

PucyHok 67 — OKHO poCMoTpa CEPTUPHMKATA

3. [lns BbIXOA@ M3 OKHA NPOCMOTPA HaXKaTb KHOMKY "3aKpbITb".
6.4 Onepauum ¢ 06beKTaMU B NPUNOHEHUN 3NEKTPOHHOMO KAOYa
é] [ng BbINONHEHMS Onepaumin C 06beKTaMM, XPAHAWMMMUCA B NaMATU 3NEKTPOHHOIO K/to4ya TpebyeTcs aBTopusaums

Ha 371eKTPOHHOM KJitoye ¢ npeabsasneHnemM PIN-kopa nonb3osatens.
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I 0nepauMM C 06bEKTaMU B TAMSATH 3/1€K TDOHHbIX KAoqes PEKOMEHLAYETCA BbIMNOJIHATE 10 YKA3aHUIO dAMUHUCTPATOPA.

B paHHOM paspene onepaumm ¢ 06bEKTAMM ONUCAHbI HA NpuMepe cepTudUKaToB B npunoxerun PKI.
6.4.1 TpOCMOTP CMNCKa OB BHEKTOB

P lns npocMoTpa cnucKka 06beKTOB:

1. TlofknounTb 3NEKTPOHHbIN KoY K pa3beMy USB komnbioTepa, 3anyctuts 10 "Egunbiii Knuent JaCarta” u
NepekNYUTbCS B PACLUMPEHHDBINA PEXUM;

2. WudopmMaumns 06 31eKTpOHHOM Kitove 6yneT oTobpaxeHa B OCHOBHOM OKHe, BbIMOIHEHWE OOMOIHUTENbHbIX
LeiCTBuI He TpebyeTcs. ECM NoaKIOYEHO HECKONBKO 3NEKTPOHHBIX K/TOYEN, TO BbIOPaTh 3HAYOK HY)XKHOr0
Kntoya B 0bnactu cnesa;

3. Bbibpatb BKNagKy C HAUMEHOBAHMEM HYXXHOTO nNpunoxeHus. B none "Knwoum n ceptudukatol” byoer
0TOOpaXKEH CMMCOK 06LLeA0CTYMHbIX 0ObEKTOB, XPaHALWMXCS B NaMSATH 31EKTPOHHOIO K/toua
(cm. PucyHok 68);

Egurbin Knvent JaCarta — O

EanHbin Knmedt JaCarta Ana:nnnn)

Bepcwa: 3.3.0.3570

JaCarta-3 PKI/TOCT

‘ WHhopMaLna o TokeHe | PKI | FOCT‘

Onepaumm ¢ npn

EVcTaHname PIN-koq [s=r Pazfn BaTb [= naHue 3an
D rhonbzosatens PIN-koq ‘.. epTl aT

q CrieHuTs PIN-kOA Q E N3meHnTs KavyecTBO
2OMUHMCTPATOPA 2 $OpMATADOBATY PIN-koga

Knio4u u cepTuduKaThl: ERRIEES,

E ApmunnctpaTtop aladdin-SERVER-2019-CA WcTekaeT 13.02.2025
p OTKPBITHIA KoY 1024 Byt

1poEATE

BHBIR TOKEH

Hactpoitkn

B criucke 0ToBpaxalTca ToNkKo obuenocTynHpe obbek el [ npocMoTpa Beex|
06LeKTOB UK PelaKTUPOBaHMA coaepXiMore HeofxoaumMo BBecTH PIN-Koa BaecTtwn PIN-koa

nosb308aTENA.

PucyHok 68 - Crincok ob1yefoCTynHbIX 0ObEKTOB B NaMATH 3/IEKTPOHHOIO K/0Ya

4. Haxatb kHonky "Beectn PIN-kopn", B nosisuswemMcs okHe "Astopusaums” seectu PIN-kon nonb3sosatens ons
BblOpaHHOro nNpunoxeHus (M. PucyHok 69);

AyTEHTUDMKALMA

BeecTi PIN-Ko4 Nonb3oBaTena

sscsssceee | &b

PucyHok 69 — OKHO ayTeHTUGUKALMN B IPUIIOKEHMM I/IEKTPOHHOIO K/H04Ha

AO "AnapauH P.O." 1995-2025r. PykoBogacteo nonb3oBatens ans OC Linux Crp. 54 /75



Eaounbii Knuent JaCarta

5. Tlocne ycnewHon aBTopm3saunm byaeTt foCTyneH s NnpoCcMOTPa NOJIHbIM CMMCOK 0OBbEKTOB, A TaKXKe NosBSATCS
KHOMKKW Ans ynpaeneHus obbektamu (cM. PucyHok 70).

EnwHbIil KnueHT JaCarta _ O

EguHbin KnueHT JaCarta Ana‘\,qgun)

Bepcwa: 3.3.0.3570

JaCarta-3 PKI/TOCT

| Wropmaumns o TokeHe | PKI | FOCT|

MK € npw

%YcTaHoamTh PIN-kog [+
nene3geartens

oeaTh (=g CospaHwe sanpoca
* Ha cepTMdMKaT

CrerunTh PIN-KOO WM3MeHUTL KaYecTBO
®opmaTuposaTh [Togy
agMUHUCTpaTopa & DOpPMETMPOSATE PIN-kona

Kno4m n cepTuhuKaThi: ® BB OO

~ b {26alaba2-8f13-457c-82b4-dasfdac6086e)
’9@ OTKPBIThIFA K04 1024 but

ﬁ 33KPLITEIA KN4
EY AnmumncrpaTop aladdin-SERVER-2019-CA WcTekaeT 13.02.2025

PMC)/HOK 70 - [TonHbii crincok 06bekToB B namsamm I/IEKTPOHHOIo KJito4a

6.4.2 YpaneHue 06bexkToB

P Ona ynaneHnus obbekta He06X0AUMO:
1. ABTOpW30BaTbCs B MPUNOKEHMM INEKTPOHHOIO KKOYa, M3 KOTOPOro HEO6XOAMMO yaanuTb 06bekT. B none

"Kntoun un ceptudmkatbl” BbIGpaTh yaansgeMblit 06bEKT M HAXKaTb KHOMKY UK aKTMBMPOBATbL KOMaHAy
"YOanuTb" KOHTEKCTHOrO MeHto obbekTa (cM. PucyHok 71);

EQuHbIiA KnveHT JaCarta _ O

Eaunbin KnueHt JaCarta Ana“nﬂnn)

Bepcua: 3.3.0.3570

JaCarta-3 PKI/TOCT

‘ WHchopMaLmua o TokeHe | PKI | rOCT|

%VCTBHOBMTI: PIN-kog [sef~Pa
NonbL30BaTens PIN Ha cepTndmkaT

CmenuTh PIN-kog Q M3MeHnTL KayecTeo
®opmaTiposats [EEgy;
aOMUHNCTPATOPE A DOpPMATAPOBATE PIN-koga

BaTL =' CoagaHue 3anpoca

Knioun u ceprndmkaTei: ® M 3 <

~ b {26alaba2-8f13-457c-82b4-dasfdac6086e}
p OTKPEITEIR KN4 1024 Bur

ﬁ 33KPbIThIA K04

aladdin-Sguco ono cn oo

EY AgmunmnctpaTop
MpoeMoTp cepTUUKaTa

[ WMnopT cepTudmkata

IkcnopT B thain

YoannTe

ObHoBUTE

PucyHok 71 - KHonkm yaaneqms 4aHHbIX

AO "AnapauH P.O." 1995-2025r. PykoBogacteo nonb3oBatens ans OC Linux Crp.55/75



Eaounbii Knuent JaCarta

2. bypeT oTKpbITO OKHO A/ NOATBEPXKAEHUS yaaneHus (cM. PucyHok 72);

YnaneHue obbeKTOB

& Bbl AeACTBUTENLHO XOTUTE YASNWTE BbleneHHble 0bbekThI?

PucyHok 72 - OkHoO "YaaneHne o6bekToB”

3. Haxatb kHoNKy "[a" ans noaTeepxaeHus. BolbpaHHbiil 06bekT byaeT yaaneH M3 NaMsaT 3N1eKTPOHHOTro

KNKYa.
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7. JaCarta WebPass: onucaHue, paboTta 1 OCHOBHble MeToAbl
NCNO/Ib30BaHUA

dnekTpoHHble kntoun JaCarta WebPass npegHasHaueHbl 4 reHepaumm ogHopa3oBbix naponent (One Time
Password — OTP) ons co3paHus n 6e30NacHOro XpaHeHUs CJI0)KHOM0 MHOrOpa3oBoro (MOCTOSIHHOro) Napons ¢
BO3MOXHOCTbIO BCTAaBKM 3TOr0 Napons B 3KpaHHble GOpMbl BBOAA, a Takxe 3anycka Web-bpayzepa u
aBTOMATMYECKOro nepexoaa No COXpaHeHHOMY B 31eKTPOHHOM Kitoye agpecy Web-pecypca.

BrewHuit BuA anekTpoHHoro kntoya JaCarta WebPass npuseneH Ha pucyHke (cM. PucyHok 73).

KHonKa

-

CBeToanoaHbIM
NHOUKaATOP

USB-pa3sbem

PucyHok 73 - BHewuHmii Bug 31eKTpoHHOro kawy4a JaCarta WebPass

Kopnyc anektpoHHoro kntoya JaCarta WebPass BbinonHeH B dopM-dakTope ¢ pasbéMoM USB Type A Male n
COCTOWT U3 ABYX YacTel pa3HbIX LBETOB.

BHYTpM Koprnyca 3neKTPOHHOTrO KJto4a pacrnonioXXeH CBETOAMOLHbIA MHAMKATOP, OTPaXKatoLLMii pasiniHble
pexxuMmbl paboTbl (cM. PucyHok 73).

Ha Kopnyce 3/1eKTPOHHOTO Kto4Ya pacroiokeHa KHomMKa, Ucnosibayemas nmbo ans reHepaumum napons, iméo ans
3anycka 6paysepa. [oaaepx1BaeTcs TpY BapUaHTa HAKATHIA:

e  OAMHApHOE HaxaTue (KPaTKoBPeMEeHHOe HaxaTue He Honee 1 ceKyHAbl) — UCMONb3YeTCs AN NOMYYEHUS LAHHbIX
u3 cnota N21;

e  [1BOIMHOE Ha)XaTWe (aHaNOrMYyHO ABOMHOMY LLENMYKY MbILLIM) — UCMONb3YETCS A1t MOMYYEHMS OAHHbIX U3 C/10Ta
Ne2;

o [NUTENbHOE HaXaTue (HaXaTue U yaepKaHMe B HAXKaTOM COCTOSIHUM B TeYeHWe 2-3 CeKyHA) — UCMOoNb3yeTCs Ans
Nony4YeHUs AaHHbIX M3 cioTa N23.

[na Toro, 4To6bl NONBb30BATLCS 3NEKTPOHHBLIM KNtovoM JaCarta WebPass Heo6xoaMMo 3HaTb Kakoi TUN C10Ta UMeeT
Kbl U3 Tpex C/IOTOB M KAKOWM CMOCOo6 HaxaTus MCNONb3yeTcs ANS KAaXLOro Homepa cfioTa. Takum o6pasom,
HeobxoamMMo 3HaTb cooTBeTcTBUE: Necnota - Tun cnota — Cnocob HaxaTus.

CnoT - Habop AaHHbIX U MAapaMETPOB, XPAHSLLMXCS HA SNEKTPOHHOM Kito4e U He06X0AMMbIX ANl FeHepaLuu Napons unm
nepexopa no agpecy Web-pecypca (B 3aBMUCMMOCTH OT TMNA C10TA).

B KaX10M M3 C/IOTOB MOXKET XPaHUTLCA OMH U3 CIefyHOLLIMX BUAOB MHDOPMALMK:

e  0[HOPa30BbIM NApOJib, FEHEPUPYEMbII MO 33AaHHOMY MPU UHULMANM3ALMKN aNrOpUTMy (TN COTa
«OfHOpa30BbIf NAPONb»);

e  MHOropasoBblit Naposib, FEHEPUPYEMbIK B COOTBETCTBMM C 3aAaHHBIMM MPU MHULMANMU3ALUU KPUTEPUSIMU
KauecTBa (T1n cnoTa «Maponby»);

e URL-appec 3awmwéHHoro pecypca (tun cnota «MHTepHeT-aapec urly).

CnoTbl MONMHOCTBIO HE3aBUCUMBI:  MHWULMANMU3UPYIOTCS  (KOHDUIYPUPYHOTCS), YNPaBAsSOTCS M MCMOMb3YHOTCS
He3aBMCMMO ApYr OT Apyra.

KonunyectBo akTUBHbIX CNOTOB M KOHDUIypaLms KaxAoro U3 HUX 3a4aétcs npu MHULMANM3aLmmn CioToB.
MHuumanmsaums — yctaHoBKa OCHOBHbIX MapaMeTpoB paboTbl 31eKTPOHHOrO Ktova (MOAroToBKa K pabore).
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7.1

B nipouecce uHnuymamszarmmn c07a rnpeabIayLne 3Ha4eHns napameTpos C/10Ta (€C/im OHU PAHEE Oblin 3afTHCaHbl B
cror) YAA/IAIOTCA!

PIN-kon no yMonyaHuio (3aBoackue HacTpoikum): 1234567890

UHnumanusaums c107a HEBO3IMOXHA, € 3HavyeHne PIN-koga no yMOMYaHMIO He OblI0 U3MEHEHO HAa APYroe
3HaveHme!

PIN-kog, otnmuHbiv ot PIN-KoAa no yMon4YaHuIo, MOXET BbITb YCTaHOB/IEH NPU NPOM3BOACTBE, TMOO0 NOb30BaTeNIEM
B Mpouecce 3KCnayaTauum 31eKTpOHHOro kntda. MNpu cmerHe PIN-kopga HeobxoamMmo ykasaTb Tekywmit PIN-koa u
HoBbIv PIN-kopA.

B anekTpoHHbix ktouvax JaCarta WebPass ans xpaHeHus MHGOpMaLmMM MCMNONb3YTCS TPU He3aBUCKMMbIX CnoTa. [pu
ucnonb3oBaHum ytunutsl JaCarta WebPass Tool ans 3awwmTbl CI0TOB OT HECAHKLMOHUPOBAHHOM 3aM1CH U yaaneHus
XPaHSALLMXCS B HUX AaHHbIX ucnonb3yeTcs PIN-koz, 06wwimii (04MHAKOBBIN) A1 BCEX TPEX CNOTOB.

PIN-kop ncnonbsyetcs npu BbINOAHEHUM CNEdYOLWMX ONepaLmii:
cmeHa PIN-koga;

MHULMAM3aLmMs CI0Ta (3anuchb B CI0T 04HOPA30BOro MM MHOropasoBoro napons n6o URL-agpeca
33LUMLEHHOTO pecypca);

O4YMCTKa CnoTa.

Hauyano paboTbl

[insa Hayana paboTbl HEOBXOAMMO MOAKOYUTL 3NEKTPOHHbIN Kty JaCarta WebPass unu JaCarta U2F/WebPass k
USB-nopry.

Mpv nepBOM NOAKAYEHUN 31eKTPOHHOro kntoya JC-WebPass Kk komnbloTepy 6yaeT BbIMOAHEH MOMCK M YCTAaHOBKA
[panBepoB, HEOOX0AMMbIX AN paboTbl C 3NEKTPOHHBIM K/HOYOM. Bce apariBepbl 6yayT yCTaHOBNEHbI aBTOMAaTMYeCKM Be3
noakntoyeHnsa kK canty Microsoft Windows Update. JevictBue 6yaeTr npousBefeHO OAMH pa3 M MpWU MOCIeayHLMX
NOAKHOYEHNSX 3TOr0 31eKTPOHHOrO Ktoya JaCarta WebPass k komnbtoTepy nosTopsatecs He Byaet. MNpu noakitoyeHnm
K AaHHOMY KOMTMbHOTEPY APYroro 3M1eKTPOHHOTO K/Ko4a TOW e Moaeny auanor 6yaet oTobpaxkeH noBTOPHO.

OkHo EanHoro KnuneHta JaCarta ¢ noakNtOYEHHbIM 3/1eKTPOHHbLIM KtovoM JaCarta WebPass byaeT BbirnsgeTb, Kak
Ha pUCYyHKe (cM. PucyHok 74).

Egurbin Knvent JaCarta o

AnagawH

EaunHbin Knwedt JaCarta

Bepcwna: 3.3.0.3570

JaCarta WebPass

J WHopMauws o TokeHe | STORAGE | oTP ‘

Wudgropmauns o cyuTHIBATENE

WCTpUpOBaTE
BNbBHBIR TOKEH

Hactpoitkn

MepeknKYnTeCR B
aHAapTHBIR pexm

HasgaHne
Wudgropmauns o Tokene
HasgaHwne
Homep Mogenn
CepuiHEIl HoMep
MonHeIf cepuilHbId HoMep
0bwas NnamaTe
CeoboaHas NaMmsTe
BepciA MeHeaKepa NpUnoxeHni
NaTa npon3soacTea
¢ o npu STORAGE

Annnet
Wms
CeoboaHan namaTe

PIN-koq

OnuHa PIN-koga

Makc. Konu4ecTBo NONLITOK BBoAa PIN-koaa
OcTanock NonelTok eBoga PIN-koga

OnuHa PIN-Kofa agMWHWCT paTopa

MaKC, KONMHECTEO NONBITOK BEOAA

PIN-kofga agMnHWCTpaTopa

OcTanock NoMLITOK BBOAE

PIN-KoAa aAMUHWCTpaTopa

Wupopmaums o npunoxenun OTP
AnnneT

BepciA NpUNoHEHNA

KONM4ECTBO HaMaTWi Ha KHOMKY
KonuyecTeo USB nogknYeHnia

Aladdin R.D. JaCarta WebPass 00 00

JaCarta WebPass
JC600 v6.3
74B30FB8
1209C83E29980001
168 Kbant

150 KbaiiT (89%)
01.00.03.55
11-09-2023

Datastore
JaCarta WebPass
153840 BaiT
YeTaHoBNEH
[6..32]

10

8

[6..32]

10

10

AladdinOTP
3.0.1.85
116

21

PucyHok 74 - EauHbii Knuenta JaCarta ¢ noAKIOYEHHbIM 3/1EKTPOHHBIM K/1to4oM JaCarta WebPass
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Ha Bknaakax B rnaBHoM okHe EauHoro Knuenta JaCarta otobpaskaetcs cneaytowas nHdopmaums:

o "MIHpopmaums o TokeHe" - npefHa3HaYeHa aAns NPpocMoTpa NoAPO6HbIX CBeAEHMI O NOACOEANHEHHOM
3NIEKTPOHHOM KJito4e (MOAENb K/Ko4a, YCTAaHOB/IEHHbIE NMPUNOXKEHUS, 06bEM NAMATH, anNneTbl, 3aNMCcaHHble Ha
3N1EKTPOHHbIM KoY U Ap.). Bknagka aBnseTcsa akTMBHOM MO YMOIYAHMIO;

e 'STORAGE" - npepocTaBnsieT BO3MOXHOCTb A4/ BbINOJHEHWUS ONepaLmnit C KNoYamMu U cepTudukaTamu,
XPaHAWMMUCS B NAMSTU INEKTPOHHOTO KITHOYa;

e "OTP" - npenocTtaBnseT 4oCTyn K onepaumsam cMeHbl PIN-koaa 3n1eKTpOHHOrO K/to4a, onepaumsM ynpasieHus

C/I0TaMK: 3aMMCHK B HUX OAHOPA30BOro MM MHOropasoBoro napons, sanucu URL-agpeca 3awmiieHHoro pecypca,
a TaKKe OYMCTKM C/IOTOB.

7.2 CueHapwii UCnosb3oBaHNA

7.2.1 CmeHa PIN-Kkoaa
@ CMmeHa PIN-Koaa 3nekTpOHHOrO K/to4Ya MOXET ObiTb BbINOAHEHA B 11060 MOMEHT paboTbl C 31EKTPOHHbBIM KNHOYOM.
Konnyectso nsmeHeHuin PIN-kona He orpaHuyeHo.

Kpome TOro, Heobxooumo wm3MeHuTb PIN-KOA, 3afaHHbIM MO YMONMYaHMIO, Mepen HayajaoM MCNoSb30BaHMS
3/1eKTPOHHOIO KJ/toYa.

» Ona cMmeHbl PIN-kKoAa 3f1eKTPOHHOTO Kno4ya HeobXxoanuMmo:

1. TlofknounTb 31eKTPOHHbIN Kntoy K USB-nopTy. B 0CHOBHOM OKHe yTunuTbl nepeiTtu K Bknagke "OTP" u HaxaTb
kHonkKy "CMeHuTb PIN-koa". byneTt oTobpaxeHo o4HOMMEHHOEe OKHO (CM. PucyHok 75);

EQuHbIA KnuenT JaCarta

EauHbin KnueHt JaCarta Ana‘\n.qnu)

Bepcwa: 3.3.0.3570

JaCarta WebPass

‘ VIH(hOPMELINA 0 TOKEHE | STORAGE | oTP

o]

pPaLMHK C NPy

VKALMENY3MPOoBaTE
(%Y CmennTs PIN-kog ano‘r <’ O4ncTMTL CneT

CnoTel

@ 1: OaHOpa30BbIA Naponb

O 2: Mapons

O 3

Wcnonb3oBaHue OfHOKPaTHOE HaXaTue

Crartyc WHWUnanmanposaH

Tun OfHOpa30BkIA Naponk

OnncaHne Wcnone3syeTca ANS reHepaLun 0jHOpa3oBeIX Naponen
Ha3saHue

Anropurm RFC 4226 + HMAC - SHAL(6 cumeonos)

Hanuuue npedukca HeT

. 3HaYeHNe CHETHMKA 1]
HacTpoikn

MNepekn4YnTECA B
APTHEI A d

PucyHok 75 - Bbizos okHa "CmeHa PIN-koga”

2. bypet otobpaxeHo ogHOMMEHHOE OKHO (CM. PucyHok 76);
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CMeHnTb PIN-Kog

Tekywwi PIN-Kof4 none3ceaTens

20000 | #

HoBblid PIN-KoO NONbL30BaTENA

‘eeoe0e Res

MoaTeepouTs PIN-KoQ nons3oeBaTens

Pucyrok 76 - OkHo "Cmernts PIN-kog"

3. B okHe "CmeHuTb PIN-KOA" BBeCTH Tekywmi PIN-koa, nocne BeecTn HoBbIV PIN-koa M noaTBepamTh €ro, 3atem
HaxaTb kHomnky "OK". PIN-kof 3nekTpoHHOro kntoya byaet usmeHeH. Ha akpaHe 6yneTt oTobpaeHo OKHO C
nudopmaumenn 06 3Tom (cM. PucyHok 77);

PIN-ko4 Nonb30BaTens M3MeHeH

~/ PIN-Kof NOAb30BaTENs YCMNEWHo M3MEHEH

oK

PucyHok 77 - Cooblyermne o6 ycnewHori cmeHe PIN-koga

4. HaxaTb kHonky "OK" ons 3akpbiTMS OKHa COOOLLEHMS.
7.2.2 YnpasneHue cnoTamu

Eaunnbiit Knuent JaCarta no3BonsieT 3anucbiBaTh B C/I0T 31EKTPOHHOIO K/H04a JaHHbIe A8 XpPaHEeHUS U
[anbHENLIEro UCMONb30BAHUS. DTa ONepauns Ha3blBAETCS MHHULMAIMZAUMEH CI0TA. VIHMUManM3aums cnoTa
BbINOSHAETCA C npeabsiBneHnemM PIN-kKoaa anekTpoHHOro Knya.

Jloboi cnot 3IEKTPOHHOr0 K/1to4a MOXeT 6bITb MPONHULUNANN3NPOBAH HEOTPAHNUYEHHOE KOTMYECTBO pas.

I [lepes nepBov MHNMLMANNZALNEH C/10Ta HEOOXOAMMO H3MeHNTL PIN-KO4 3/1EKTDOHHOIO K/t0Ya 1o YMOTYAHMIO.

[ng MHULMANU3NPOBAHHOIO C10Ta 31EKTPOHHOIO KYa AOCTYMHbI Onepauyu o4UCTKM CoTa (cm. n. 7.2.2.5) u
MOBTOPHOW MHUUMANM3aLUMKM cnoTa. [pu NOBTOPHOW MHULMANM3ALMM AAHHbIE, 3aMMCAHHbIE B XOA4E NpeablayLLeit
UHULMANM3aLMKN YOANAKOTCS M 3aMEHSIHOTCS HOBLIMU AAHHbIMMU.

Mpu MHULMaNU3aLMK B CNOT MOTYT ObITb 3aNMCaHbl AaHHbIE OJHOMO U3 CNeAYHLWNX TUMOB:
e  0HOPa30BbIM MNApOJb, KOTOPLIN reHepupyeTcs No BeiBpaHHOMY anroputmy (cMm. nn. 7.2.2.2);
e  MHOropa3o0Bbli MAPO/b, COOTBETCTBYIOLLMIA YKa3aHHbIM KpUTEPUAM KadecTBa (CM. n. 7.2.2.3);

e URL-appec 3awmuieHHoro pecypca (cm. n. 7.2.2.4).
7.2.2.1 TpocMoTp UHPOPMALIMK O CNOTaX

P Ons npocMoTpa MHPOPMaLMUK O CNOTe HEOBXOAUMO:

1. TlonknounTb 3neKTPOHHbIN Koy kK USB-nopty. B ocHoBHOM OkHe nepeiitu k Bknagke "OTP" n BbIGpaThb
HY>XXHbI CNOT. B HWXKHeM YacTu okHa b6yaet oTobpaxeHa MHPOpPMaLMS 0 NapaMeTpax UHULMANMU3ALUKU U
cnocobe ncnonb3oBaHMs cnoTa.

Ha pucynke (cMm. PucyHok 78) npuseneH Bua, Bknagku "OTP" no ymonyaHuio (T.e. HU OAMH U3 CNOTOB He
WHULMANU3UPOBAH) C BbIBPaHHbIM cioToMm 1.
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EOMHBIA KnueHT JaCarta

EgnHei KnweHt JaCarta

Bepcua: 3.3.0.3570

AnagavH

JaCarta WebPass

| WHdopmauws o TokeHe | STORAGE | oTP

o
PauMmK € Npw

VIKWUMANM3AP0BaTE B
(2P CmermnTs PIN-kog ano‘r (® Ouvctuth crot

Wcnone3zoBanue OpHokpaTHoe HamaTue

CraTtyc He vHUUWanm3nuposaH

PucyHok 78 - Bknagka "OTP', npocmotp mHgopmaLmm o crote 1 (Hu oamuH 13 C10TOB HE MHULMA/IM3NPOBAH)

Ha pucynke (79) npueeneH sug Bknagku "OTP" ¢ nHMUmManmsnpoBaHHbiMKU cnoTamu 1, 2, 3 ¢ BbIBpaHHbIM

CNOTOM 3.

EnuHbIA KnueHT JaCarta

EauHbin Knuent JaCarta

Bepcwa: 3.3.0.3570

AnagauH

JaCarta WebPass

‘ WHhopmauws o TokeHe | STORAGE | oTP

o MK C

[(2=ryCmennTs PIN-Kon QMHM UEHLELISSETAE <’ O4MCTUTE CNoT

caoT

CnoTel

O 1: OAHOpa30BLIA Napons
O 2: Mapons

@ 3: UHTepHeT-agpec url

HWcnonb3oBaHWe AnuTensHoe HaxaTue

CTaTyc
Tun

OnucaHue

VIHULMaN3MPoBaEH
ViHTepHeT-aapec url

Vicnone3yeTcA ANA XpaHeHWA URL

Haszsauwue

PucyHok 79 - Bknagka "OTP', npocMoTp mH@opmaLmm o coT1e 3 (Bce C10Tbl MHULMA/IM3NPOBAHbl)

B Tabnuue (cM. Tabnuua 5) npuBeneHO onMcaHMe Nonel, B KOTOPbIX 0TOBpaxaeTcs MHGopMaLms o CioTax.

Tabmuya 5 - [Mapamerpsl crora

OneMeHT uHTepdeiica

Mone "Mcnonb3oBaHue”

Mone "Cratyc”

AO "Anapaunn P.O." 1995-2025r.

Onucanwme
Cnocob HaxaTus Ha KHOMKY, PACMONOXEHHYH Ha KOpnyce 3n1eKTPOHHOro
KJIt0Ya ANS UCNob30BaHWs BbIOPAHHOrO CloTa:

e (Cnot N21 - ofHOKpaTHOE HaXaTue Ha KHOMKY;

e  (not N22 - nBOIHOE HaxaTue Ha KHOMKY;

e (Cnot N23 - pauTenbHOe HaxaTue Ha KHOMKY (2-3 ceKyHAbl).

CoLepXWT 3HaYEHME, COOTBETCTBYIOLLEE TEKYLLEMY CTATyCy cfioTa: "He

MHUUNANN3UPOBAH ,

MHuumnanmsmnposaH”, "3abnoknposaH”

PykoBogacteo nonb3oBatens ans OC Linux
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dneMeHT MHTepderica

Mong "Tun"

Mone "Onucaxune”
Mone "Ha3zBaHue"

Monga pns cnota c TMNOM
"OLHOpPa30BbLIi Naponb”

Mons pns cnota ¢ TMNOM
"Maponb”

AO "Anapaunn P.O." 1995-2025r.

Onucanue

CO,EI,ep)KVIT TMN CNOTa, 3a4aHHbIN npu ero tHMumManm3aumm:

"OLHOPa30BbIM NApO/b" — €CNU B CNI0TE XPAHUTCS MEXAHWU3M AN1s reHepaunm
0[HOPA30BbIX Naposei;

"Maponb” — ecnun B C/10T€ XPaHUTCA aBTOMATUYECKU CreHepUpPOBaHHbIN
MHOropasoBblii Naposb;

"MHTepHeT agpec url” - ecnn B cnote xpanutcs URL-agpec ans gocryna K
Web-pecypcy.

CopepxuT onucaHue TMNa cioTa (3HayeHune nons Gopmupyercs
aBTOMAaTUYECKM)

CO,EI,ep)KVIT MM4 CN0Ta, 3a4aHHOE NoNb30BaTeNneM nNpmu UHUUMANNU3aUUKN CNOoTa

Cnotel

@ 1: OaHopa3osslil Napons

O 2: Mapons

o 3: WuTephet-aapec url

Wcnone3osanue OAHOKpaTHOE HaxaThe

Craryc WHuumanmsnposan

Tun OAHOPa30BLIA Naponk

Onucanne Wcnons3syeTca ANA reHepauvi 0AHOPa3oBLIX Naponei
Hassanme One-Time-Password

ANroputM RFC 4226 + HMAC - SHA1(6 cumBONOB)

Hanuuwue npedmkca  [fla

3HaueHMe CHeTYMKA 2

Mone "Anroput™M" - copepXuT MHbOpMaumio 06 anroputMe reHepaunm
0[lHOPa30BbIX Naponew, BbIbpaHHOM NpY UHULIMANU3ALMM COTA.
MoanepkuBaeTCs YeTbipe anropuTMa reHepaLmmn 0LHOPa30BbIX Naposei
(event-based anropuTtmbl cornacHo RFC 4226).

Mone "Hanuuune npedumkca” — copepxuT npu3sHak Hanmums npedumkca,
noACTaBASeMOro nepes 04HOPa30BbIM NaposeM.

Mone "3HaveHue cyeTUMKA" — COAEPXKMT TeKyLlee 3HaYeHUe CHeTUMKA
CreHepupoBaHHbIX OAHOPA30BbIX Naponen, npuHMMaeT 3HayeHune ot 0 go 2

Cnotsl
O 1: OAHOPa30BbLIA Naponk
@ 2: MNapons

o 3: nTepHeT-aapec url

Wcnonb3oBanue JlBoitHOe HaxaTie

Craryc WHuumanusmposax

Tun Mapons

Onucanue Wcnone3yeTca ANA XpaHeHWs MHOrOPas3oBoro napons
Hassanue Ana noutel

JlonkHbI NpUCYTCTBOBATS LGP
TpebyoTca maneHskue ByKebl
TpebyioTca 6onbiwme Bykesl
TpebyloTca cneumansHele CUMBONLI

KauecTeo napona

Anwuna napona 8

Mone "KavectBo naponsa” — cofepXuT napameTpbl Ka4ecTBa Napons, 3af4aHHble
npy MHULMANU3aLUK CNOTa:

e AnuHa napons (KonmMyecTBo cuMBonoB oT 4 no 160);

PykoBogacteo nonb3oBatens ans OC Linux
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dneMeHT nHTepderica OnucaHue
e 1CMNONb30BaThb B Naposie aHMUIACKUE BYKBbI HUXKHErO perncTpa
(na/Her);
e 1CMONb30BaTb B NMaposie aHMUIACKMe BYKBbI BEPXHEro perncTpa
(na/Her);

e MCMONb30BaTh B Napose umdpsl (La/HeT);
®  1CMONb30BaThb B Napose CNELCMMBONDI (fa/HeT).

Mone "OnvHa naponsa” — COLEPXKMT 3HAYEHUE OJIMHbI NaPOoNs, 33AaHHOE MpU
UHULMANU3aLmMm cnota

Mons pns cnota ¢ TMNOM Cnotw
"MHTepHeT ap,pec" O 1: OgHopazoeslit napons
O 2: Napone
@ 3: WnTepreT-aapec url
Wcnonb3oBanmne [AnvTensHoe HaxaTtve
Craryc WHuumanmsmposax
Tun WuTepHeT-aapec url
OnucaHue Wcnone3yerca ans xpaneHua URL
HazeaHue Aladdin

Mone "Ha3BaHue" - copepxuT Ha3BaHUe, yKa3aHHOE Noib30BaTenem npu
UHULMaNU3aLmMm cnota

7.2.2.2 VIHuumanusaumA cnota tunom "OgHopa3oBbIi Naponb”

@ B xone BbINONHEHUS MHMLMANM3ALMK CioTa TMNOM "O4HOpPa30BbIv NAPO/b" B CNOT 3aNMCbIBAETCS MEXAHU3M NS
reHepauuu oL4HOPA30BbIX NAPOJieN 3@ YKazaHHOMY anropmuTmy.

P Ona uunumanusaumm cnota Tunom "OQHOpPa3oBLIA Naponb” HEO6X0AUMO:

1. Ha eknagke "OTP" BbIGpaTh TOT C/10T, B KOTOPbIM HEO6XOAMMO 3anNnCcaTb OAHOPA30BbIM NAPO/b U HAXATb
KHoNKy "MHuumanusnposatb cnot';

MpuMmevaHue. Ha pucyrke (cM. PucyHok 80) oTMETKA yCTaHOBAEHA BO3/IE NyCTOoro ¢iora 1, oaHako
0AHOPAa30BbIV aPOSib MOXET ObiTb 3aMUCaH B JII0OOU APYros (HEMYCTOH) C/I0T, py 3TOM [aHHbIE, KOTOPbIE A0
3TOr0 XpaHuince B c10Te 6YayT yAA/IEHSI.

EauHbA KnweHT JaCarta _ O

EavHbin Knwent JaCarta Ana‘\,q,quﬂ)

Bepcwa: 3.3.0.3570

JaCarta WebPass

| WHipopmauws o TokeHe | STORAGE | oTP

O MW C NpH

Pay

VIHMUMAnW3MpoBaTE
[+ cmenuts PIN-kon anm 14

CnoTel

Mcnonkb3zoBaHue OnH OKpaTHOe HaxaTwne

Crartyc He nHuuWannavposaH
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Pucyrok 80 - Bknagka "OTP", Bbibopa cinota 1,419 MHMUNAnn3aumm

2. bypeT oTKpbITO CTApTOBOE OKHO MacTepa MHULMANM3aumMm cnota "Mactep MHMUManmu3aumm”. 3anoaHuTb Nons
MacTepa ceayolmm o6pasoM (cM. PucyHok 81):

— B none "Tun cnota” BbIGpaTh B paCKpbIBAKOLWEMCS CNMUCKe 3HaYeHne "OQHOpa3oBbIi Naposb”;
— B none "Ha3BaHuWe cnoTa" BBECTM Ha3BaHWe CnoTa. [lMHA Nong He JOo/MKHA NpeBbliwaTbh 32 CMMBONA;

— B none "ANropuTM" U3 packpbIBaOLLErOCS CNMCKa BbIOPATb aNropuTM BbIUMCIIEHWSI OGHOPA30BOro0
napons:

= RFC4226 + HMAC-SHA-1, pavHa ogHOpa3oBOro napons = 6 CUMBOJOB;

= RFC4226 + HMAC-SHA-256, paivHa ogHOpa3oBOro napons = 6 CUMBO/OB;
= RFC 4226 + HMAC-SHA-256, givHa ogHOpa3oBOro naponsi = 7 CMMBONOB;
= RFC 4226 + HMAC-SHA-256, pivHa ogHOpa3oBOro naponsi = 8 CMMBONOB;

— B none "Mpedukc" Np1 HEOHXOAMMOCTU YKaXKUTE NPedUKC — LONOAHUTENIbHOE NOCTOSSHHOE 3HaYeHue,
KoTopoe 6yaeT aBTOMaTUYeCKM NOACTABNATLCS Nepes 3HaYeHNeM OAHOPA30BOro Napons. Takum
06pa3oM, UTOroBoe 3HayeHne NoACTaBAsieMOro napons 6yanert conepxatb 60/bLie CUMBONOB, YEM
3HaveHue cobcTBEHHO 0fHOpa3oBoro napons. [lng BBoaa npedukca:

= BBECTU HYXXHOEe 3Ha4YeHue C KnaBuatypsbl (He bonee 32-x CMMBOMOB);

5/N o <
" HaXaTb KHOMKY / [N aBTOMATMYECKOM BCTaBKM CEPUITHOTO HOMEPA 3/IEKTPOHHOIO K/oYa B
KauecTse npeduKca;

— BblbpaTtb onuuto "ABTOMaTUYECKasi reHepaLms BEKTOpa MHULMANU3aLMn" unm BBeguTe
nocneposatenbHoctb u3 20 cumonos ana RFC 4226 + HMAC-SHA-1 u 32 cumona ons RFC 4226 +
HMAC-SHA-256 B none "BekTop MHMUMannsaumun”;

— B Mone "3HayeHue cyeTuMKa" BBECTU 3HAUYEHME CYETUMKA FeHepaLnii;

—  Bbibpatb onumio "CoxpaHuTb NapaMeTpbl MHULMANU3aLUMK", ANl COXPAHEHWS BBEAEHHbIX HACTPOEK
MHULMANMU3ALMM 41 MOCTEAYIOWMX UHULMANU3ALMIA TEKYLLETO C/I0Ta.

HaxaTtb kHonky "[danee”.

MacTep MHWUMaNM3aUMKM cnoTa X

MapameTpbl MHULWANKWIALKKA CNOTa
YCTaHoBUTE NapaMeTpel MHULWaNU3aUunn cnoTa

Tun cnoTa |0JJ,H0paaoElh|ﬁ| napone v‘

HaseaHwe cnota |One—T\me—Passwurd ‘

MapameTpel

Anroputm [RFC 4226 + HMAC - SHAL(6 cumsonos) v

Mpedukc 123 || sn

ABTOMaTUYECKaRA MreHEpaLWs BEKTOPa MHULMANWMIALINK

BEKTOP UHULIMaNN3aLIMN ‘ ‘

3Ha4YeHWe CHETHMKE ‘ 0 ‘

[0 coxpanute napameTpsl MHMUManMzaLmMK

DNanee > OTMeHa

PucyHok 81 - Unnynannsayms ciora tunom "“OBHOPa30Bbiv Naposib . BeibOp napameTpoB MHUUNAIN3aLUnI

3. B nossuBwemcs okHe "CoxpaHeHue daiina koHdurypauumn” (cMm. PucyHok 82) npu HeobxoanMMoCTH yKasaTb
dopMaT 1 uMs paina, B KOTOPbIK OYAYT COXPaHEHbI pe3yNbTaThl MHULMANU3ALMK CNOTa:

U MpuMevaHwue. 4ng peructpaumm 371eKTpoHHOro kaoya JaCarta WebPass 8 cuctemax SAM/JIMS/JAS macrep
UHMLNAIN3ALUMN C/10TA [103BOJISET CO3AaBATL KOHPUIYPALMOHHbIN @ari C MHYOPMALMEN O PE3YIbTATaX MHULMA/IN3ALMHN
C/10Ta HA AAHHOM 3/1EKTPOHHOM K/tOYE. KOH@UIYpaunoHHbIN Qans npescrasiser coboi @ain ¢ pacwmpermem “xml /
tdat u ucronb3yercs 4719 NOAAEPKKM paboTel 3/IEKTPOHHOIO K/to4a B cucremax SAM/IMS/JAS.
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— B none "BoibpaTb popMaT aina” BbibpaTh B packpblBaroweMcs cnucke Gopmat KOHPUIypaLLMOHHOIO
darna 3 npepnaraembix 3HauyeHuin: SAM/IMS, JAS;

— B none "Mma danna” ykasatb NyTb AN COXPAHEHUS KOHPUIypauMoHHOro daina. [Jns 3Toro Haxatb
KHOMKy "O630p" 1 BbibpaTb MECTO COXpPaHEHUS KOHPUrypauMoHHoro danna. Ecnu daiin He cywecTsyeT U
ero TpebyeTca co3aaTh, TO BBECTU €ro MMs U HaxkaTb"CoXpaHuTb".

Ecnm KoHDUrypaumoHHbIi $ain co3naBaTtb M COXPaHATb He TpebyeTcs, TO ycTaHoBUTE OTMeTKY "TlponycTuTb
3Ty cTpaHuuy”. Haxatb kHonky "[danee”.

MacTep MHWLMaNM3aLKMK CnoTa

Coxp taina churypauum
YrauTe hain, B KOTopbli By AyT coxpaHeHbl pesynbTaThl MHULIMENN3ELUKA
cnoTa, ANA NOCNeAYLWEro MMNoPTa B CUCTEMY TOKeHaMMn

BuibpaTe hopMaT haina |SAM V‘

sfadmintest/ObweaocTynHEIe/122334.dat.dat |

VmMA channa

< Hazan Nanee > OTMeHa

Pucyrok 82 - Mnnuymnanmsauyns crota tunom "OaHopazosbii naposs . CoxpaHeHne garina KoH@urypasmm

4. [anee Bectv PIN-koA 371€KTPOHHOrO KNOYa B OAHOMMEHHOE MOJe, NOC/Ee YEro HaxaTb KHoMKy "Hanee” ons
3anycka uHuumanusauum (cm. PucyHok 83).

MacTep MHULMaNWM3aUnKM cnoTa

Beepute PIN-kop
Beeawte PIN-koA4 ANA BeINOAHEHWA WHULWaNN3aUKMA

PIN-kop

ssssesee | &%

< Hasan Nanee > OTMeHa

PucyHok 83 — MHnumann3aumns crota tmnom "O4Hopaszoseivi naposs . Beoa PIN-koga

5. [Hdanee 6ymeT o0TOOpaxaTbC HACTPOMKMW, YCTAHOBMIEHHble HA Npeablaylmx LWwarax, ¢ KOTopbiIMM OyaeT
NpoXoAuTb NPOLECC MHMUManu3aumm (cMm. PucyHok 84). Ecnm Bce HACTpOWKM yKa3aHbl BEPHO, HAXaTb KHOMKY
"BbINOAHUTL" ANs 3anyCcKa MHULMANU3aLUN.
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Eaounbii Knuent JaCarta

MacTep MHUUMaNnM3aLMi cnoTa X

WHnuManuiauma cnota
VIHMLMaNM3auua cnoTa By AeT BeINONHEHE B COOTBETCTBUM €O CNEAYIOLMM:

OTuyeT:
Hazeanwe 3HaueHne

Wms nprnoxenns JaCarta WebPass
CepWAHBIR HOMep 74B30FB8
CoXpaHWTE B (hailtn pesynsTaTel s
WHALMENN3EL UM

- heme/admintest/ObuweaocTynHele,
Wms daina / /i t/0buenocTy /

122334.dat.dat

3a/aH BEKTOP MHWULIMENN3ELNN HeT

BeINONHUTL OTmeHa

Pucyrok 84 - MHnuymnamzauymns cnora tunom "OfHOPa3oBbii naposs . 3aaaHHsle HaCTPOVKM

6. B okHe "MacTep MHULMANMU3ALMKU CNOTa" NOATBEPAUTL MHMLMANM3ALMIO, HAXAB KHONKY "[1a" (cM. PucyHok 85);

MacTep MHALUMaNK2aLWK cnoTa

@ BHMMaHwe! B npouecce MHULManM3aunm by oy T ycTaHoBREHbI
YK333HHLIE 3HA4EHWA NapaMeTpoB cnoTa. MNpegegywwe
3Ha4YeHWs napameTpos byayT yaaneHs

PucyHok 85 — OKHO NOATBEPKAEHNI 334aHHbIX HACTPOEK

7. bypet otobpaxeH OTYET MO BbINOAHEHHOM MHUUManu3aumu (cM. PucyHok 86). [lng 3akpbiTMS OKHa HaxaTb
KHOMKY "3aBeplunTb”;

MacTep WHWUManM3auum ciota

WHnumanmiauma cnota
VIHWLIMENW3ELWA CNOTa YCNelWHo BaINONHEHS

OT4eT:

WVIHULNANW3aLUMA cnoTa
+ MIHULMANM3aLWA COTAE YCNEWHOo BEINONHEHS

BEPLWNTE

PucyHok 86 - 3aBepLueHne MHNUNann3aumm ciora

8. OkHO MacTepa MHUUMANU3MLMKM cnoTa byaeT 3akpbiTo. Ha Bknaake "OTP" 6yayT oTobpakeHbl CBOMCTBA C/10Ta,

UHWLMANU3UPOBAHHOIO TMNoM "OaHOopa30BbIv Naponb” (CM. PucyHok 87).
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Eaounbii Knuent JaCarta

EAWHbIA KnueHT JacCarta m]

EauvHelid Knuent JaCarta Ana:ga»u)

Bepcusa: 3.3.0.3570

JaCarta WebPass

‘ VIHhOpMaLMA 0 TOKEHE | STORAGE | oTP

o MM C npu

VHWUMANMEMP0BaTE
[**P% CmenuTe PIN-Kog ano‘r o O41eTUTL cnot

CnoTel

@ 1: 0pHopazoBkIt Naponk

O 2

O 3

Wcnonb3oBaHne ONHOKPaTHOE HaXaTue

Craryc WHWumannsnpoeaH

Tun OQHOpa3oBLIid Naponk

OnucaHne WcnonkayeTcs ANA reHepalnn 0HOPa3oBbIX Naponei
Ha3zBaHue One-Time-Password

ARnropuTm RFC 4226 + HMAC - SHAL(6 cumeonos)

Hanuuwne npedmkca  [a

. 3HavYeHMe cHeTHYMKa 0
HacTpo#kn

Pucyrok 87 - Cror 1 uHmumannznposar tnom "OaHopaszoBbii naposs”
7.2.2.3 VIHUumanusaumA cnota tunom "Maponb”

é] B xone BbINONHEHUS MHMLMANM3ALMK CoTa TUNOM "Tlaponb’ NpoUCXOaMT reHepaums n COXpaHeHue B CNoT
MHOropa3oBOro Napons € ykazaHHbIMK NapaMeTpamMu KayecTsa.

P Ona uunumanusaumm cnota tunom "Maponb” Heob6xoamMMo:

1. Ha Bknagke "OTP" BbiGpaTb TOT C/IOT, B KOTOPbIM HEOOXOAMMO 3anmncaTb MHOrOPa3oBblil NAPOJb M HAXaTb
KHONKY "MIHMUManu3npoBaTb CNoT".

MpuMevaHue. Ha pucyrke (cM. PucyHok 88) oTMETKA yCTaHOBAEHA BO3JIE TYCTOro /101a 2, O4HAaKO
MHOIropa3oBbi Naposib MOXET OblTb 3aIMCcaH B JIH0O0M APYrov (HeryCcros) cioT, pu ITOM AaHHbIE, KOTOpPbIE
A0 3TOr0 XpaHwmce B C10Te OYAYT yaaeHb.

EAWHBIA KnneHT JaCarta (m]

Egnnbin Knuent JaCarta Ana‘\xanu)

Bepcua: 3.3.0.3570

JaCarta WebPass

| WH(pOPMaLKA 0 ToKeHe | STORAGE | oTP

o MK C npu

Minumnanuavposats _
[Py cmenuTs PIN-kon ano‘r @ Ounctuts cnot

CnoTel

O 1: OQHOPa30BLIA Napo/b

O s
Mcnonb3oBaHKWe NBoiHOE HaxaTue

Craryc He MHULnanMsmpoeaH

Pucyrok 88 - Bknagka "OTP", Bbibopa c/nota 2 419 MHMLUNAN3aLUMH

2. bypeT oTKpbITO CTapTOBOE OKHO MacTepa MHULMANM3aLmMM cnota "Mactep MHMUManM3aumm cnota’. 3anofHUThb
nong Mactepa cnegyrwuwmm obpazom (cM. PucyHok 89):

— B none "Tun cnota” BbIBpaTh 3Ha4YeHue "Maponp”;
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— B none "Ha3BaHue cnota" BBECTM Ha3BaHWe, HanpuMep, "[nsg noutsl”. [lnMHa nons He Ao/MKHA NpeBbIWaTh
32 cumBONa;

—  yKasaTb NapaMeTpbl KauecTBa, KOTOPbIM LO/KEH COOTBETCTBOBATL MHOOPA30BbIi Napoib:

= B none "[avHa napons” ycTaHOBUTb HEOHXOAMMYIO ANMHY NApons (MO YMOAYAHWIO ANMHA Napons
cocTasnset 4 cMMBONa);

= Bbl6patb onumio "McnonbzoBaTh ManeHbkue ByKBbl", €U B COCTAB Napons AO/MKHbI BXOAUTb
ManeHbkue ByKBbl;

= BbI6patb onumio "Mcnonb3oBaTb 6onblumMe ByKBbI" €Cnu B COCTaB Napons AO/MKHbI BXOAWTb 6onblune
OyKBbI;

= BblibpaTtb onuuio "Mcnonb3oBath LMdpbl” €CM B COCTaB Napons LOMXKHbI BXOAUTb LUPPSI;

= BbI6paTtb onumio "Mcnonb3oBaTh CNeumanbHble CUMBObI', €CIM B COCTAB Naposis AOMXKHbI BXOAUTb
cneuuanbHble CUMBONbI;

=  BblbpaTb onumto "[ob6aBuTb KoA KNaBuluKM Enter K naponto npu HaxkaTum Npu HEOH6XOAMMOCTH.

— BblbpaTtb onuuto "CoxpaHUTb NapaMeTpbl MHULMANU3AUMKN", €CIM HEOBXOAMMO COXPAHUTL HACTPOMKM
WHULMANM3aLUKN AN9 NOCNeAYWNX UHULMANU3aLMin 4pyrux CoToB;
HaxaTtb kHonky "[danee”.

MacTep MHUUMANKM3ALMKA CNoTa X

MapameTpbl MHUUWANNIALUWK CROTa
YcTaHoBWTE NapaMeTpsl MHNLUWaAM3aUWA cnoTa

Twn cnota |nap0ﬂb "

HassaHue cnoTa |Test] ‘

MapameTpbl

=
T
]
a
w
=]
<]
=
=
s
<

Vicrons3oBaTk ManeHekne Bykssl
Wcnons3oeate Gonswme Bykeel
Vicrions3oBaTh Lndpsl

Wcnone3oBaTe cNeuManbHeIe CUMBOML!

OREREA

NobasuTb KoA KNasuwK Enter K Naponio Npy HaXaTumn

O

CoXpaHWTe NapaMeTpbl MHALWAAM3aUNA

Nanee > OTMeHa

PucyHok 89 - Unnumannsauymns ciora tunom [laposs . Beibop napameTpoB MHULNAINIALNN

3. [Janee npoxoxpaeHune Mactepa aHanornyHo waram 4-6 n. 7.2.2.2.
4. Ha eknagke "OTP" 6yayT oTob6paxkeHbl CBOMCTBA CNOTA, UHULMANM3UPOBAHHOIO TMMNoMm "Tlaponb”
(cm. PucyHok 90).
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Eaounbii Knuent JaCarta

EnuHbIA KnuedT JaCarta

EauHbin KnveHTt JaCarta Ana‘\,q,qnn)

Bepcwa: 3.3.0.3570

JaCarta WebPass

| WHpOPMELKA 0 TOKEHE | STORAGE | oTP

WHMUKANWIUPpOBaTE
(2 CvenuTs PIN-koa anw & OwcTuTs cnot

CnoTsl

O 1: OgHopa3soBbIi Napons

® 2:Mapome

O s

W Leon HamaTWe

CraTtyc WHnuManmavposaH

Tun Napone

onucaHue Wcnone3yeTcA ANA XPaHeH WA MHOFOPa3oBsore Napona
HasBauwe Test

JLlo/KHE! MPUCYTCTBOBATE Lndpsl
TpebywTcs maneHbkne Dykssl
TpebywTcs bonswmne bykebl
TpebywoTcs cneynansHele cMMeons!

KavecTBo napona

HacTpoiiku DnwHa napona 4

Me|
CTAHAAPTHIA

Pucyrok 90 - Cror 2 uHmumannznposar tmiom “flaposs”
7.2.2.4 VIHUWUmanu3saumA cnota Tunom "MIHTtepHeTt agpec”

P lns 3anucu B CNOT 31eKTpOHHOro knoda URL-apgpeca sawmuwéHHoro pecypca Heo6xoauMo:

1. Ha eknagke "OTP" BbIGpaTh TOT C/10T, B KOTOpPbIM HEOBXOAMMO 3anucaTh aapec MHTEPHET-pecypca, Ha
KOTOpbI ByLeT OCyLLecTB/IEH NEPEXOo NPU HAXKATUKU HA KHOMKY 3N1EKTPOHHOTO K/toUa, U HaXkaTb KHOMKY
"IHMuUManm3npoBaTb CnoT".

Mpumevanue. Ha pucyHke (cm. PucyHok 91) oTMeTka yCcTaHoB/IeHa BO3/IE yCcToro ¢1o1a 3, oaHako URL-
anpec MOXer ObiTb 3arm1caH B JII0O0/ APYros (HEMyCTox) C/I0T, npu 3TOM A3HHbIE, KOTOPbIE [0 3TOM0
XPaHUIUCh B C10TE OYAYT YAA/IEHBI,

EguHblid KnuenT JaCarta

Eannbiin KnweHT JaCarta Ana‘:,qgm)

Bepcwa: 3.3.0.3570

JaCarta WebPass

‘ WHopMaLWa 0 ToKeHe | STORAGE | oTP

WMHUUMANW3NPOBaTE P, -
=5 CmenwTh PIN-kog| _anw & OuncTuTh cnot

CnoTel
O 1: OgHOpa308kIi Napons
O 2: Maponb

Wcnone3oBaHue LNUTENEHOE HAXATUE

Craryc He nHUUWanm3npoBaH

Pucyrok 91 - Bknagka "OTP", Bbibopa c/1o1a 3 419 MHULUMAN3aLUMN

2. bynert oTKpbITO CTapTOBOE OKHO MacTepa MHULManu3aummu cnota "Macrtep MHMUManu3aumm cnota”. 3anonHuTb
nong Mactepa cnegyrowmm obpasom (cM. PucyHok 92):

— B none "Tun cnota” BbIbpaTh 3Ha4eHue "MIHTepHeT agpec url’;
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— B none "HasBaHuWe cnota” BBECTU Ha3BaHue, Hanpumep, "Aladdin”. InMHa nong He JOMKHA NPEBbIWATH

32 CMMBONa;

— B none "OnepaunoHHas cucteMa” BbIbpaTb TMM ONEpPaLMOHHON cucTeMbl: Linux;

— B none "VIHTepHeT agpec” BBECTM afapec MHTEPHET pecypca, Ha KOTopbli ByaeT ocyLecTBNeH Nnepexos

Npy HaXXaTWM HA KHOMKY 3/1IEKTPOHHOrO KAtoya (Hanpumep, https://aladdin.ru);

Brumanune! IHTepHeT aapec A0/MKeH HaYuHaTbCs ¢ httpy wim ¢ https,/. YTo6b1 npoBepuTs BOIMOXHOCTb NEPEXOAA
10 YKa3aHHOMY aApecy HAKMUTE KHOMKY "OTKPbITb MHTEPHET aapec .

—  Bbl6paTtb onumio "CoxpaHuTb MapaMeTpbl MHULMANM3ALMK", ECIM HEOBXOLMMO COXPAHUTb HACTPOIKM
MHULMANMU3aLMM ANS NOCAeAyoWMX MHULMANM3aumii LAHHOO CloTa.

HaxaTtb kHonky "[danee”.

MacTep MHMUKWanuzaLnik cnoTa

MapaMeTpbl MHHLKWANKWIALUMWK CNOTa
YcTaHoBWTE NapaMeTpbl MHULMaNn3aLum cnoTa

Twun cnoTa ‘HHTepHET—anpec url v|
Ha3eaHue cnoTa ‘ |
MapameTpbl

OnepaumoHHan cucTema ‘Linux !'|

WHTepHeT-agpec ‘ https:jfaladdin.rul |

OTKPEITE CCBIAKY MO aApecy...

[] coxpauwts napameTpsi nnunanmsaumn

Hanee = OTmeHa

Pucyrok 92 - MHnumann3aumns ciota tmnom "MHTepHer-agpec”

3. [Janee npoxoxaeHune Mactepa aHanormyHo waram 4-6 n. 7.2.2.2.
4. Ha Bknapke "OTP" 6ynyT oTobpaxeHbl CBOMCTBA CNOTA, MHULMANM3MPOBAHHOIO TMNOM "UHTepHeT-agpec url”

(cM. PucyHok 93).

EOWHbIA KnueHT JaCarta

EavHbin Knwedt JaCarta

Bepcwn: 3.3.0.3570

AnaggwH

JaCarta WebPass

| WHhOpMaLWA 0 TOKEHE | STORAGE | oTP

Lo] MK C NpuK

(=% Cmenue PIN-kon QE::T M3/ MzAPoBaTE (’ O4MCTHTL CNOT

CnoTsl

O 1: OgHopa30BkIi Napons
O 2:napom

@ 3: UuTepHeT-aapec url

WUcnons3oBaHue

AnUTensHoe HaXaTue

CTaTyc
Tun
Onucaune

HazBauue

WHULMaN13NposaH
WHTepHeT-aapec url

WcnonebayeTca Ana xpaHedusa URL

PucyHok 93 - (1ot 3 uHMUMann3mpoBaH oM "‘MIHTepHeT-agpec url”
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7.2.2.5 04uncTtKa cnoTa

é} MHULUMANN3MPOBAHHDBIW CNOT 3/1EKTPOHHOMO K/IH0Ya MOXET ObITb OUYMLLEH, NPV 3TOM AaHHbIE, XpaHALLMECS B CNOTE
OynyT yoaneHol. [1ns BbINOAHEHUSI O4UCTKM CI0TA HEOBX0aMMO npeabasutb PIN-koga agMuHMCTpaTopa.

Mo 3aBepLleHNUN OUYNCTKU CNIOT MOXET 6bITb MOBTOPHO UHMLUMANNU3UPOBaH No6bIM TUMOM.

Onepau,wm O4YMCTKKU CN0Ta, U ero nocnenywuasa noBTopHaa MHUUMaNMN3aUnua MoryT 6bITb BbIMOHEHDI
HeorpaHM4eHHOE KO/MYyecTBo pas.

P Ons 04MCTKM cnoTa HEOBXOAUMO:

5. Ha Bknagke "OTP" BbiOpaTh TOT C/10T, KOTOPbIA HEOOXOAMMO OUMCTUTb. HaxaTtb kHonky "Oumctuth cnot”
(cM. PucyHok 94);

EnuHbIi KnuedT JacCarta

Bepcua: 3.3.0.3570

EauHbin Knwedt JaCarta Ana’:ﬁﬁnn)

JaCarta WebPass

‘ VIHhOPMaLKMA 0 TOKEHE | STORAGE | oTpP

[e*ry CmenmnTs PIN-Kog Q?::T Ma/MzApoBaTh <’ OuMCTMTE cnoT

CnoTsl

QO 1:0pnHopazoBLIA Napons
O 2: Naponk

@® 3: UHTepHeT-anpec url

Wcnons3osanue [AnUTensHoe HaXaTne

CraTtyc WMHuunanmsnpoeaH

Tun WnTepHeT-anpec url

Onucanune WcnonesyeTca ona xpaHeHua URL

HazBauue

PucyHok 94 - Ouucrka crora

6. bynet oTKpbITO OKHO "OuncTutb CnoT” (CM. PucyHok 95);
7. B none "PIN-kog" B okHe "Oumnctutb cnot’ BBectu PIN-KOL 3neKTPOHHOro Kiya M HaxaTtb KHonky "OK";

OYnCTUTE CnoT

BHumaHwe! Bce 3HadveHmWA napameTpos byoyT
yOaneHbl

PIN-kog

| eeoee Be3

PucyHok 95 - OkHo "Oyncruts crot”

8. bymeT BbINONHATLCS OUYMUCTKA cnoTa. [1o ee 3aBepLUeHUM AaHHble, XpaHsLiMecs B cnoTe O6yayT yaaneHsl. Ha
3KpaHe bynet otobpaxeHa nHdopmaumsa 06 atom (cM. PucyHok 96).
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QOYMCTEa CNOTa BoiNONHeHa

~/  O4UCTKa cnoTa YCNewHo BelNONHEHa

OK

Pucyrok 96 — CooblyeHne o 3aBepLueHnn 04HCTKM C/10Ta

7.2.2.6 bnoknposaHue cnoTa

Cnot 6/10KMpYeTCs aBTOMaTUUYECKM MO JOCTUXKEHWUM CUETUMKOM FeHepaLmMm NpeaenbHoro 3HayeHua 231, ing
3abnokMpoBaHHOro ¢fioTa B nosie "CraTyc” yka3blBaeTCs 3HaueHue "3abnoknpoBaH”.
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[TpnnoxeHmne A. 0603Ha4YeHNA 3NEKTPOHHbIX KITHOYEN

0603Ha4eHune OnucaHue

I.' MicroUSB-TokeH

H USB-TokeH JaCarta B kopnyce nano

HID USB-TtokeH JaCarta B Koprnyce nano ¢ KHOMKO
E.: USB-TokeH JaCarta B kopnyce mini

—
=
o

USB-TokeH JaCarta B kopnyce XL
- CMmapTt-kapTa
_ DNEeKTPOHHbIN Koy B hpopM-dakTope Secure MicroSD

USB-TokeH B MeTaiIn4yeckom kKopnyce

.m Type C-TOKeH B METaNIM4YeCcKoM Kopnyce

Hn Tun 30eKTPOHHOrO K/to4a He onpenenéH

3I'IEKTp0HHbI171 KNTKOY HaxogouTca Ha CTagmn onpeneneHnsa
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KOHTaKTbI

Odwuc (0bwme Bonpochl)

Anpec: 129226, MockBa, yn. JokykuHa, 4. 16, ctp. 1, 7 atax, komnauuga "Anagamd P.I."
TenedoH: +7 (495) 223-00-01 (cekpeTtapb)

E-mail: aladdin@aladdin.ru (o6wuit)

Web: https://www.aladdin.ru

Bpems pabotbl: exxegHeBHO ¢ 10:00 o 19:00, kpoMe BbIXOAHbIX M NPA3LHUYHbBIX AHEN.
Texnogneprka

KoHTaKTbl CNy>K6bl TEXNOAAEPXKKM:

TenedoH: +7 (499) 702-39-68
Web: www.aladdin.ru/support/
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HopoTKO 0 KOMMNaHun

KomnaHus "Anapaun P.1." ocHoBaHa B anpene 1995 rona v agnsetcs JInueHsumn

pOCCUIACKMM pa3paboTYMKOM (BEHAOPOM) CPEACTB 3aLUMThI

MHGOPMALMM. — KomnaHus umeet Bce Heobxoanmble nuuensmn ®CTIK Poccuu,
®CB Poccuum ons npoeKkTUpoBaHus, NPOM3BOACTBA U NOLAEPKKU

KoMnaHus sBnseTcs npusHaHHbIM 3KCMEPTOM U IMAEPOM POCCUIACKOTO C3U u CK3M.

pblHKa CPeACTB BYX(AKTOPHOM ayTeHTUdHUKALMM NoNb3oBaTenen, - CucTeMa MeHemKMeHTa KauecTa NpoayKLMM B KOMMAHWM C

3N1EKTPOHHOM MOAMMUCH W 3aLMTbI AAHHBIX. 2012 r. cootBetcTByeT ctanaapty FOCT ISO 9001-2011 v umeer

COOTBETCTBYIOLME CEPTUDMKATI.
OcHoBHble HanpaBneHus

— O6ecneyenne 6e3onacHoOro JocTyna K UHOOPMaLMOHHbBIM
pecypcam npeanpusTus, e6-nopranam u 06nauHbIM cepsucam
(cTporas aByx- v TpéxdakTopHas ayTeHTUdUKALMS).

— JnekTpoHHas noanuch (3 ¢ HensBnekaeMbIM 3aKPbITbIM
Knto4oM, opmupyemas B 3alwmwéHHOM yune), PKI.

— 3almTa NepcoHanbHbiX AaHHbIX, JAHHbIX Ha AMCKaX
KOMIblOTEPOB, CepBEPOB, 6a3 AaHHbIX.

— Bce ocHOBHble NpoAyKTbl MMEOT He0bX0AMMble CepTUdMKATDI
DCTIK, OCB.

Nnuensnmn OCTIK Poccmmn N2 0037 1 N2 0054 ot 18.02.03, N2 3442 ot 10.11.2017
Nunuensnn ®Cb Poccmum N2 12632 H ot 20.12.12, N2 37161 po 11.03.2027
CucteMa MeHe[KMeHTa Ka4yecTBa KOMMaHMKU COOTBETCTBYET TpeboBaHusaM ctaHaapta FOCT P MCO
9001-2015 (ISO 9001:2015)
AnagavH
© AO "Anapgmn P.L.", 1995—2025. Bce npaBa 3awpmLieHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin.ru Web: www.aladdin.ru
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