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1. O gokymeHTe

1.1 HasHadeHue OOKyMeHTa

HacToswwmii AOKYMEHT SBNSETCA YaCTbio PYKOBOACTBA alMMHUCTPATOpa M npeacTasnseT cobow
onuMcaHue onepauumit No ycTaHoBKe u HacTpoike JaCarta Management System (JMS).

1.2 Ha Koro opueHTUpoBaH AaHHbIA JOKYMEHT

JLOKyMEHT npefHa3HayeH Ans afMUHUCTPATOPOB KOPMOPATUBHOM MH(HOPMALMOHHOM CUCTEMBI
YNpaB/ieHUs CPeacTBaMu ayTeHTUDUKALMM,

1.3 CornaweHus no opopMneHmnto

B naHHOM loKyMeHTe Ang NpefCcTaBNeHUs CCbINOK, TEPMUHOB U HAUMEHOBAHWI, NPUMEPOB KOAA
NporpamMMm MCMonb3yTCA pasnunyHble WpndThl U cpeacTsa ohopmaeHuns. OCHOBHbIE TUMbl HAYEPTaHUI
TeKCTa npuBeneHbl B Tabnmue 1.

Tabn. 1 — SnemeHmsl opopmneHus

BbipeneHue Ncnonb3yeTca ans BblAeNeHU HAMMEHOBAHWUI Nonewn, KHOMOK, CEKLMNA,
BK/1AA0K 3KPaHHbIX hOpM

file.exe >
Mcnonb3yeTcs ang BolaeneHns uMeH $annos, KaTanoros, TEKCTOB NPOrpaMM
[1] CcbIika Ha NYHKT B CNUCKe NUTepaTypbl (MpUBeAeH B KOHLE JOKYMEHTA)
[Mnepccoinka Mcnonb3yeTcs Ang BblAeNneHns BHELHMUX CCbINOK
Cebinka, c. 7 Ncnonb3yeTcs ANns BblaeNeHns NnepekpecTHbiX CCbIIoK
/;\ BaxxHas uHpopmaLms
(:(/ 2 Ccbinka, NpuMeyaHue, 3amMeTka
S Coser
@f PekomeHpauus
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JMS CA Edition

JMS Enterprise
Edition

UusB

PIN-kon
aagMUHUCTpaTopa

PIN-kop, nopnucu
(PIN-kop, 30M)

PIN-kon
nonb3oBarens

KA

KU

KnueHTcKkuit areHT

HA,

no

PesepBHasg konua
ceptudukara

CK3H
®KH
@»Cb
dCTIK

CepBepHblit areHT
JMS
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1.4 O603Ha4YeHnst N cCoKpaLLeHNs

Tabn. 2— O6o3HayeHus u CoKpaweHus

Bepcus noctaBkM NpoaykTa, NpefHa3sHaveHHas Af1s 3aKa3yMKoB, KOTOpble He
ncnonb3yT kKomMnoHeHT JMS Client

MonHodyHKLUMOHANbHas BEPCUS NOCTaBKMU NPOAyKTa, obecneunsatoLlas
ABTOMATU3aLMI0 aAMUHUCTPUPOBAHUS SNEKTPOHHbIX K/IHOYEN Ha NpeanpUaTUm
C ucnonb3oBaHMeM KoMnoHeHTa JMS Client Ha paboumx cTaHUMsX

Universal Serial Bus, yHnBepcanbHas nocnenoBaTesibHas WMHA

CEerTHa‘iI nocnenoBaTeibHOCTb, M3BECTHAA TOJIbKO aAMUHUCTPATOPY,
KOTOpYH HeobxoamMMo npegbsaBuUTb ONA ayTeHTl/ICbl/IKaLI,l/IVI adAMUHUCTPATOpPa B
NPUNOXEHNN INEKTPOHHOIO KNKo4Ya

CereTHaﬂ nocnenoBaTebHOCTb, M3BECTHAA TOJIbKO MOJIb30BATE/H0, KOTOPYH
HeobxoaMMo npeobaBuTb 414 BbINOIHEHUA onepaunn 31'IEKTpOHHOI7I noanncu

CereTHaﬂ nocnenoBaTebHOCTb, M3BECTHAA TOJIbKO NMNOJSIb30BATENHO, KOTOPYHO
HeobxoaMMo npeobaBuTb ona aYTEHTVI(bl/IKaLI,Ml/I nonb30oBaTeNsa B NPpUIOXEHUU
31IEKTPOHHOIO K/to4a

KntoueBon LOKYMEHT — B TepMMHOIOrMmK JMS 3710 KntoueBas nHGopmaums
(KWM), 3anncaHHas Ha 3neKTPOHHBIN KoY (kntoueBor Hocutenb — CK3U) u
XPaHALWANACA HA HEM

KntoueBas nHdopMaumsa — B TepMuHax JMS 370 cepTUPUMKAT OTKPLITOro K/to4a
M COOTBETCTBYIOLMIA AaHHOMY cepTuduKaTy 3akpbiTbiid Koy (Homep KU - 310
CepUIiHbIA HOMEp CepTUPUKATA OTKPbITOrO KNHYa)

To xe, yto npunoxenne Knnent JMS. MNpunoxerue c rpadpmyeckmm
NoMb30BaTENbCKMM MHTEPDENCOM, NpegHa3HAYeHHOE YNpaBaeHus
3M1EKTPOHHbIMM K/OYaMM HA paboumx CTaHLMAX KOHEYHbIX NONb30BaTeNen.
YctaHaBnmBaetca BMecTe ¢ koMnoHeHToM JMS Client

HopMaTuBHbIV AOKYMEHT — B TepMuHax JMS o3HauaeT BuA fOKYMEHTOB
(akToB), popmupyembix npu onepaumax ¢ CK3U B cootTeeTCTBUM C
TpeboBaHMAMM perynaropa

MporpammHoe obecreyeHue

B TepmuHax JMS o603HauvaeT 3alWMLEHHbIV KOHTEMHED, COAEPXKALLMA B
obLeM cnyyae KOYeBY napy M cepTUdUKaT, XpaHUMbIN B 3aLWMULLEHHOM
XpaHunuuie JMS

CpepnctBo KpunTorpadmyeckon 3amTsl HPoOpMaLUK
(YHKUMOHANbHbIA KNOYEBOW HOCUTENb
MepepanbHas cnyxba 6e3onacHocty Poccuiickon Mepepaumm

MepnepanbHas cnyxba No TeXHUYECKOMY U 3KCMNOPTHOMY KOHTPOJIHO
Poccuiickort ®epepaunm

MpunoxeHue ¢ rpadmyeckuM NoAb30BATENBCKUM MHTEPGDENCOM,
npefHa3HavyeHHoe AN KOHGUrypupoBaHus cepeepa JMS. YcTtaHaBnuBaetcs
BMeCTe C KOMMNoHeHToM JMS Server

YCTaHOBKA M HacTponka My6anyHbIN
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YHacnepoBaHHbIM CepTuduKaT, XpaHALWMIACS B MAMATU 3NEKTPOHHOIO Ko4Ya U

cepTudukar 3apernMcTpupoBaHHbii B JMS, HO He HaxoaawWwKMnca nog ynpasneHunem JMS (T.e.
[LlaHHbIN CepTUPUKAT He MOXKET ObITb NepeBbinyLLeH B pamkax JMS).
Pernctpauusa Takoro ceptudukata JMS nponcxonmT aBToMaTMUeCKM B
npouecce BbIMYCKa 31EKTPOHHOrO K/ko4Ya NpU MCNONb30BaHUU
COOTBETCTBYOLWEro npoduns Boinycka ceptudukara
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1.5 ABTOpCKME NpaBa, TOBApHbIE 3HAKWU, OrPaHUYEHNS

[laHHbIV LOKYMEHT, BKKOYas NoA60p U PacnonoXeHne UANOCTPaLLMii U
MaTepuanoB B HEM, ABNSETCS 06bEKTOM aBTOPCKMX NPaB U OXpaHAeTCs B
COOTBETCTBMM C 3aKoHoAaTenbcTBoM Poccuiickoit Menepauum.
O6napatenem UCKNOUMTENbHBIX aBTOPCKMX U UMYLLECTBEHHbIX NpaB
asnaetca AO «AnagauH P. [.».

Mcnonb3oBaHWe 3TUX MaTepuanos NtobbiM cnocoboM 6e3 MMCbMEHHOro
paspelleHns npasoobnafatens 3anpeLeHo U MOXeT NoBfeYb
OTBETCTBEHHOCTb, NPeayCMOTPEHHYI0 3aKkoHoaaTenbcteom PO. Mpu
nepereyaTke 4 MCNONb30BAHUM AAHHbIX MaTepuanos M60 6ot 1x YacTn
ccbinkm Ha AO «AnapauH P. [1.» 0b6g3aTenbHbl.

BnasenbLeM 3aperncTpupoBaHHbiX TOBApHbIX 3HAaKoB "Anapaunn”, Aladdin,
JaCarta, JIMS, JAS, Secret Disk, SecurLogon, "Kpunto BJl", norotunos n
npaBoo6nafaTeneM UCKIHYUTENbHbIX NPaB Ha UX AM3aiH U
MCMNO/b30BaHME, MATEHTOB HA COOTBETCTBYIOLWME NPoayKThbl fBnsetcs AO
«AnapavH P. [.».

Ha3BaHus npounx TeXHONOrUiA, NPOAYKTOB, KOMMNAHUI, yNOMUHAOWMECS B
[aHHOM AOKYMEHTE, MOTyT ABASTHCS TOBAPHbIMM 3HAKaMM CBOMX 3aKOHHbIX
BafenbLes.

OrpaHquHMe OTBETCTBEHHOCTU

MHudbopmaums, npuBeaEHHas B AAHHOM AOKYMeHTe, NpeAHa3Ha4yeHa
MCKNIOYUTENBHO 1S O3HAKOMNEHUS U HE IBNSIETCS MCYEPMbIBAIOLLEN.
CocTaB NpoAyKTOB, KOMMOHEHT, UX QYHKLMKU, XapaKTePUCTUKU, BEPCUM,
[OCTYNHOCTb M Np. MOTYT 6bITb U3MeHeHbl AO «AnaaaunH P. [1.» 6e3
npesBapuUTENbHOO YBEAOMIEHHS.

AO «AnapauH P. [.» He rapaHTMpyeT HK OTCYTCTBUSA OLIMBOK B JAHHOM
[IOKYMEHTE, HM TOro, YTO OnMcaHHoe nporpaMMHoe obecnevyenue (M0) He
conepxuT aedekTos, 6yaeT paboTtaTb B NPOM3BOJLHO BbIOPAHHBIX
YCNOBUSIX U MPU 3TOM YAOBNETBOPSTb BCEM TPe6OBAHMAM, KOTOPbIE MOTYT
6bITb K HEMY NpeAbABNEHbI.

AO «AnapauH P. [I.» He rapaHTUpyeT paboTocnocobHOCTb HeneranbHo
NoNy4eHHOro NporpaMMHoro obecnevyenus. HeneranbHoe ncnonb3oBaHue

AO «Anapamu P. 1.», 1995—-2021 r.

YCTaHOBKA M HacTponka

nporpaMMHOro o6ecneyeHns U AOKYMEHTALMK Ha Hero NpecieayeTcs no
3aKOHY.

Bce ykasaHHble AaHHbIE O XapaKTePUCTUKAX MPOAYKTOB OCHOBAHbI Ha
MEXAYHAPOLHBIX UM POCCUICKMX CTaHAAPTaX M pesynbTaTax
TECTUPOBAHMUSI, MONYYEHHbIX B HE3ABUCUMbIX TECTOBbIX MU
cepTUOUKALMOHHbIX 1a6opaTopusxX, TGO HA MPUHATLIX B KOMNAHWUK
MeToaukax. B naHHoM pokymeHte AO «Anapaund P. [1.» He npenoctaBnsieT
HUKAKMX HU SBHBIX, HX NOAPA3YMEBAEMbIX FapaHTHA.

AO «AnagauH P. .» HE HECET OTBETCTBEHHOCTW (KAK B CUNY
[OrOBOPA, TPAXXOAHCKOTO MPABOHAPYLLEHMSA, BKNIFOYAA
XANIATHOCTb, TAK M B /10601 MHOM ®OPME) NEPEL, BAMU MU
JIIOBOW TPETbEM CTOPOHOW 3A JIIOBbIE MOTEPU U YBbITKK
(BK/TIOYAS KOCBEHHbIE, ®AKTUYECKME MM MOBOYHbIE YBbITKN),
BK/THOYAS BE3 OTPAHUYEHWM NIIOBbIE MOTEPU MW YBbITKM
MPUBbIIBHOCTM BM3HECA, MOTEPKO JIOXOAHOCTM MU PEMYTALMN,
YTPAYEHHYIO MM UCKAXEHHYIO MH®OPMALIMIO MN
NOKYMEHTALIMIO BCNEACTBUE MCMONb30BAHMA MPOTPAMMHOIO
OBECMNEYEHUA N/WNTN TIOBOTO KOMIMOHEHTA OMUCAHHOIO
MPOOYKTA, OAXE ECIIN AO «Anapamnt P. [1.» bbl10 MMCbMEHHO
YBEAOMJIEHO O BO3MOXHOCTM NOAOBHbIX YBbITKOB.

FocyaapcTBeHHOE perynMpoBaHue M 3KCMOPTHbI KOHTPOAb

OnucbiBaeMblil B JaHHOM JOKYMEHTe MpoayKT (MK NPOAyKTbl) MOXET
ABNATLCA MK COAEPXaTb B cebe cpeacTBO KpMNTorpaduyeckon 3awuTbl
nupopmaumnm (CK3M), asnatoweecs npeaMeTom 3KCMOPTHOTO KOHTPONS.
Bbl cornalaeTech ¢ TeM, YTO NMPOAYKT He ByAeT NOCTaBASTLCS,
nepeaaBaTbCs UM SKCMOPTMPOBATLCS B KaKylo-1Mb0 CTpaHy, a Takxe
MCMONb30BaTbCSA KakKMM-NMBO NPOTUBOPEYALLMM 3aKOHY 06pa3oM.

Bbl rapaHTMpyerTe, uTo byaeTe cobnoaaTh HaknaabiBaeMble Ha 3KCMOPT M1
pe3KcnopT NPoAyKTa OrpaHUYeHMs.

CBeneHus, npuBeaEHHbIE B JAHHOM [JOKYMEHTE, aKTya/bHbl Ha AaTy ero
ny6aukaumm.

My6anyHbIN
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1.6 JlMueHanoHHoe cornallueHue

BAXHO:

MOXAYNCTA, BHUMATE/IHO NMPOYUTAMTE LAHHOE IULLEEH3MOHHOE
COMMALIEHME, NPEXAOE YEM OTKPbITb MAKET C MPOrPAMMHbIM
OBECMEYEHUEM W/MNTNM NCMONIb30BATb EFO COOEPXMMOE U/WUNKA
MPEXAE, YEM 3ATPYXATb NN YCTAHAB/IMBATb MPOTPAMMHOE
OBECMEYEHME.

BCE YKA3AHMSA MO UCMONb30BAHMIO HACTOSLENO NMPOrPAMMHOIO
OBECMEYEHMS (Bkntouas 6e3 orpaHuyeHmii GUBNUOTEKM, YTUNUTBI, hainbl ans
ckaunBaHua ¢ Web-caiita, CD-ROM, PykoBoacTBa, onucaHus u ap.
LoKyMeHTauumio), aanee «MO0», «Mpoaykt»), MPEAOCTAB/IIEMbIE
KOMMAHMEM AO «AnapamH P.[L» (m nioBbiM AOYEPHUM NPEANpUATMEM —
Kaxpoe U3 Hux ynomuHaemoe kak «<KOMMAHUS») MOOYNHAKOTCA U BYOYT
MOAYMNHATLCA YC/I0BMAM, OTOBOPEHHbBIM B JAHHOM COTTALLEHUN.

OTKPbIBAS MAKET, COLEPXALLMIM MPOAYKT WU/UN 3ATPYXAS NAHHOE
MPOrPAMMHOE OBECMNEYEHWUE kak onpeneneHo nanee no Tekcty) U/MIN
YCTAHAB/IMBASI DAHHOE MPOTPAMMHOE OBECMEYEHME HA BALL
KOMMbIOTEP U/MN UCMOJb3YS OAHHbIVI TPOAYKT, Bbl MPUHUMAETE
JOAHHOE COMALLEHME W COMMALLAETECH C EFO YCTTOBUSMM.

EC/IY Bbl HE COMACHbI C IAHHbIM COTMNIALUEHMEM, HE OTKPbIBAMTE
3TOT NAKET WU/MNW HE 3ATPYXXAMTE U/MNN HE YCTAHAB/IMBAMTE
OAHHOE NMPOrPAMMHOE OBECNEYEHWE M HESAMELOJIUTE/IbHO (He
nospHee 7 fHew € AaTbl nonyyeHus storo nakera) BEPHUTE 3TOT NPOAYKT B
ANALOWH P.A., COTPUTE OAHHOE MPOrPAMMHOE OBECMEYEHME U BCE
Er0 YACTWM B CBOEM KOMIMbIOTEPE U HE MCMOJIb3YWTE EF0 HUKOUM
OBPA30OM.

JIMueH3noHHoe cornalleHne Ha MCnonb3oBaHue nporpaMmmHoro obecneyeHus.

Hacrosiwee nuMueHsnoHHoe cornalwenne (aanee "Cornalwenue”) aensercs
[IOrOBOPOM, 3aK/TI04EHHbIM Mexay Bamu (Pu3nyecknm unum opuanyeckum
NULOM) - KOHEYHbIM NONb3oBaTeNneM (ganee "lMonb3osatens”) u komnanuein AO
«Anapauu P.I.» (nanee «komnaHus AnapauH P.[.», «[lpaBoobnagatensy)
OTHOCMTE/IbHO MPeAoCTaBNEHNS HEUCKIIOUYUTENBHOTO NpaBa Ha UCMNONb30BaHKe
HacToALLero NporpaMMHoro obecneyeHuns - Komnaekca nporpamm ans 3BM, un
[OKYMEHTaLMK (NeyaTHble MaTepuanbl, HocuTenu u Gainbl ¢ MHGopMaLmeii),
ABNALMXCA HeOTbeMneMoit yacTbio 110, Bkaoyas Bce fanbHewme
YCOBEpLLEHCTBOBaHMS.

JIMLLeH3MOHHbIN AOrOBOP CYMTAETCA 3aKMIOYEHHbBIM C MOMEHTa Havana
ncnonb3oaHus Bamu MO nobbiM cnocoboM Man ¢ MOMeEHTa, Koraa Bbi
npuMeTe BCe YCN0BMA HacToswero JInLeH3noHHOro 4orosopa B npotecce
ycTtaHoBkM MO. JIMLEH3UOHHBIN LOrOBOP COXPAHAET CBOK CUMY B TEYEHUE
BCEro CpoKa [eiCcTBMS UCKNIoUNUTENbHOrO NpaBa Ha 10, ecnmn Tonbko MHoe He
0roBopeHo B JIML,eH3MOHHOM J0r0BOPE UK B OTAENbHOM NMUCbMEHHOM
porosope Mexay Bamu u komnanueit Anapavi P.J. Cpok pencreus
JInLeH31oHHOro JOroBopa Takxe MOXeT 3aBuceTb OT obbeMa Balweit
JInueH3nmn, onncaHHoro B JaHHOM JIMLEEH3MOHHOM [0roBope.

MpaBa Ha MO oxpaHAOTCA AECTBYIOWMMI 3aKOHOAATENbCTBOM U
MeXAYHapOAHbIMM cornalieHusMu. Bbl noaTBepaaeTe CBOe cornacue ¢ TeM,
4TO JIULLEH3MOHHbIN A,OrOBOP UMEET TaKYH0 e IOPUANYECKYHO CUTY, Kak 1
060Vt Apyroi NMCbMEHHbIN AOrOBOP, 3aK/0YEHHbIN Bamu. B ciyyae
HapyLleHus JIMLeH3noHHOro AoroBopa Bbl MoxeTe 6biTb NpUBIEYEHb! B
KayecTBe OTBETUMKA.

1. MNpepmert CornaweHns

1.1. MNpeameTom HacToswero CornaleHuns saBnseTcs nepegadya
MpaBoo6nasatenemM koHeuyHoMy [onb30BaTENO HEUCKNIOUMTENBHOTO
npaea Ha ucnonb3osaHue MO. JAHHOE COIMALLUEHWE HE ABNAETCA
COIMNALUEHMEM O MPOLAXE. Bce ycnosus, oroBopeHHble nanee,
oTHoCATCS Kak K MO B LLenoMm, Tak 1 Ko BCEM ero KOMMOHEeHTaM B
oTaenbHoCTU. [laHHoe cornaleHue He nepefaet Bam npaBa Ha
lporpammHoe obecneyeHwne, a NMLb NpefoCTaBAsieT OrpaHMyYeHHoe
npaBo Ha UCMONb30BaHMe, KOTOPOE NOANEXMUT OTMEHE COrNAcHO
ycnosuam ganHoro Cornawenus. Huyero B faHHoM CornaweHumn He
noaTBEpXaaeT 0Tkas koMnaHuu Anapam P.[. oT npaB Ha
MHTENINEKTYanbHYy0 COBCTBEHHOCTb MO KakoMy Obl TO HK Bbino
3aKOHOLATENbCTBY.

1.2. Komnanwus AnapauH P.Ll. coxpaHsieT 3a coboit BCe NpaBa, IBHbIM
06pa3oM He npepocTaBiaeHHble BaM HacToAWMM JTMLEH3UOHHBIM
L0roBopoM. HacToswmit JIMUEH3MOHHBINM LOrOBOp He NpefocTaBnseT Bam
HUKaKMX NpaB Ha ToBapHble 3Haku Komnanuu AnapavH P...

AO «AnapauH P. .», 1995-2021 . YCTaHOBKA M HaCcTpoiika
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1.3. B cnyvae, ecnn Bbl siBnsieTech GU3NYECKMM NULOM, TO TEPPUTOPUS, Ha
KOTOpOK ponyckaeTtcs ucnonb3osanue M0, BkitoyaeT B cebs Becb Mup. B
cnyyae, ecnu Bbl aBnsieTech topuanyecknm nuuom (06ocobneHHbIM
NoApasLeneHUeM PULUMYECKOrO NNLA), TO TEPPUTOPUS HA KOTOPOW
nonyckaetcs npuobpetenue MO, orpaHuyeHa CTpaHOM perucTpaLmm
ropuanyeckoro amua (060co61eHHOro NoAPa3aeNneHNs PUANYECKOTO
NINLA), €CAIM TONIbKO MHOE HE OTOBOPEHO B OTAEBHOM NUCbMEHHOM
norosope Mexay Bamu u Komnanueit Anagaund P,

2. WmywecrBeHHble npaBa

2.1. TporpammHoe obecneyeHue, BKIKOYas BCe nepepaboTKu, UCTIPaBIeHus,
MoauduKaLmm, AONONHEHUS, OBHOBNEHNS /MU YCOBEPLIEHCTBOBAHMS K
HeMy (manee no BceMy TeKCTY v Nto6oi ero YacTu onpeaensieMoe Kak
"MporpamMMHoe obecneyeHune”), u CBA3aHHAA C HUM [OKYMEeHTaLMs
npepHasHavaetca HE ON19 MPOOAXW v sensetcsa u octaetcs
MUCKNIOUUTENBHOM COBCTBEHHOCTBLIO KOMNaHuMu AnaaauH P.1.

2.2. Bce npaBa Ha MHTENNEKTyanbHY COGCTBEHHOCTD (BK/OYas, 6e3
OrpaHUYeHuii, aBTOPCKME NpaBa, KOMMEPYECKYIO TaiiHy, TOBapHbIe 3HaKK,
1 T.AL.), NOATBEPXKAEHHBIE U/ BKIOYEHHbIE B
NPUNOXEHHbIE/B3aMMOCBA3aHHbIE/MMEIOLLME OTHOLIEHNE K JaHHOMY
PYKOBOJCTBY, AaHHble, COAEPXaLUMecs B HEM, a Takxe Bce npasa Ha MO
ABNAOTCA U BYAYT SBASATECA COBCTBEHHOCTHIO UCKNOUYUTENBHO KOMMAHWUK
Anapounu PO,

2.3. BaMm, koHe4HoMy [Monb3oBaTento, NPeAoCTaBASETCS HEUCKIKUMTENBHOE
npaBo Ha ucnonb3oBaHue MO B yKasaHHbIX B JOKYMEHTALMM LENSX W Npu
Co6I0AEHNN NPUBEAEHHDBIX HUXKE YCNOBUIA.

3. YcnoBusa ucnonb3oBaHusa

3.1. MO ™MoxeT bbITb UCMONb30BAHO TONLKO B CTPOrOM COOTBETCTBUM C
[LOKYMEHTaMU, MHCTPYKUMAMU U pekoMeHaaumsmu MpaBoobnaaartens,
OTHOCAWMMMCSA K AaHHOMY [10.

3.2. 1O MoxeT NpefoCTaBAATLCS HA HECKONBKMX HOCUTENSX, B TOM Yncie C
MOMOLLbIO CETU MHTEPHET. He3aBMCUMO OT KONMYeCcTBa HocuTene, Ha
KoTopbIX Bbl nonyunnu MO, Bel umeeTe npaso ucnonb3osatb MO TonbKo B
obbeme npepfocTaBneHHoi Bam JinueHsuu.

3.3. Tocne ynnaTbl BaMu cOOTBETCTBYIOLLErO BO3HArpaXaeH!s KOMNaHus
Anappaunn P.L. HacToswmm npepoctasnset Bam, a Bol nonyyaerte
MHAMBUAYANbHOE, HEUCKNIOUYUTENIbHOE U OrPaHMYEHHOE NPaBo Ha
ncnonb3osaHKe faHHoro MporpaMMHoro obecneyenuns Tonbko B Gopme
MCMONHAEMOrO KOAa, Kak OnMcaHo B npunaraemoit k MporpaMMHomy
obecrneyeHunto AOKYMEHTALMM U TOIbKO B COOTBETCTBUM C YCNOBUAMM
naHHoro Cornawexus:

> Bbl MOXeTe ycTaHOBUTb [porpaMMHoe obecrneyeHune 1 MCnonb3oBaTh
€ro Ha KoMrbloTepax, pacrnosoxeHHbIX B npeaenax Bawero
NpeanpusTUS, Kak ONMUCAHO B COOTBETCTBYIOLLEN AOKYMEHTALMU
KoMnaHuu Anagaui P.1.

P Bbl MOXeTe 106aBUTb/NpucoeanHuTb MporpaMMHoe obecneyeHue K
nporpamMmam Balero koMnbloTepa ¢ eAMHCTBEHHOM LieNbio,
onwvcaHHoit B AaHHoM CornatieHum.

MpoayKT LOMKEH MCNONb30BATLCS U 0OCNYXKMBATLCS CTPOTO B
COOTBETCTBMM C OMUCAHUAMU U MHCTPYKLMAMM KoMnaHum AnanavH P.0.,
NpUBEAEHHBIMU B AAHHOM U APYIUX AOKYMEHTaX KOMMNaHWu AnaaamH

P.0.
3.4. 3a UCKIOYEHMEM YKa3aHHbIX Bbille pa3pelleHunid, Bol 06s3yeTech:

3.4.1. He ucnonb3oBaTh U He BblAaBaTh CyGIMLIEH3UU HA AaHHOE
MporpammHoe obecneveHve u nobyto Apyryto MpoayKLMIO KOMNAHWUK
AnapaunH P, 32 CKNIOYEHMEM SBHBIX pa3pelleHnit B AAHHOM
CornalleHun u B PyKOBOACTBE MO UHTErpaLmu.

3.4.2. He npopaBaTb, He BblAABATb IMLEH3UI UK CybNULEH3WI, He CAAaBaTb B
apeHAy MU B NPOKaT, He NepeaaBaTh, He NEPEBOAUTL Ha Apyrue
A3bIKW, HE 3aKNafbIBaTh, He pa3fensaTb Balwwm npasa B paMkax LaHHOMO
CornaweHus ¢ keM-nnbo unun Komy-nnbo elue.

3.4.3. He MmoanduumpoBaTh (B TOM Yncne He BHOCUTb B MO M3MeHeHUs B
uensx ero GyHKLUMOHMPOBAHUS HA TEXHUYECKMX cpeacTBax KoHeuHoro
nonb30BaTenNs), He IEMOHTUPOBATb, HE eKOMAMANMPOBATb UK
[13acceMbnnMpoBaTh, He PEKOHCTPYMPOBATh, HE BULOM3MEHATL U He
pacwmpaTh faHHoe [porpaMMHoe obecrneyeHne 1 He NbITaTbCs
PacKpbITh (MOAYYMTb) UCXOAHbBIE KOAbI AAHHOTO [TporpamMMHOro
obecneyeHus.
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He nomewars gaHHoe I'IporpaMMHoe obecneyeHue Ha cepsep C
BO3MOXHOCTbIO AOCTYNA K HEMY TPeTbUX JIUL, Yepe3 OTKPbITYHO CeTb.

He ucnonb3oBatb kakue 6bl TO HU 6GblN0O pe3epBHbIE UKW aPXMUBHbIE
Konuu aanHoro MNporpamMmHoro obecneyeHuns (M1 NO3BONATL KOMY-
nmbo ele UCNONb30BaTh Takne Komnuu) ¢ 060 MHOM Lenbto, Kpome
3aMeHbl ero OPUIMHANbHOMO 3K3EMMIAPA B C/ly4ae ero paspyLleHnus um
Hanuuus nedekTos.

He nbiTaTbcs 060MTH TEXHUYECKME OrpaHuyeHus B Mporpamme;

He ncnonb3osatb MporpaMmy ans okasaHus ycnyr Ha NAaTHOM M
6ecnnatHoi OCHOBE;

He co3paBaTb ycnosus ans ucnonbzosanus MO nnuamu, He MMeOLWMMKU
npas Ha ucnonb3oBaHue MO, B TOM uncne pabotatowmmu ¢ Bamu B
O[HOW MHOTOMONb30BaTENbCKOM CUCTEME UK CeTU MHTepHEeT.

Bbl He BNpaBe yaanatb, U3MEHATb MU LENaTb Ma03aMETHbIMU Nto6ble
yBeLOM/IeHNs 06 aBTOPCKMX NpaBax, MpaBax Ha TOBAPHble 3HAKK UK
naTeHTbl, KOTOpble ykasaHbl Ha/B 0.

3.4.10. Bbl 0693yeTech cobnoaatb npaBa TPETbUX KL, B TOM YMCIE aBTOPCKUE

3.5.

4.

5.
5.1.

5.2.

5.3.

5.4.

AO «AnapauH P. .», 1995—-2021 .

npaBa Ha 06beKTbI VIHTEJ‘IJ’IEKTyaJ'IbHOﬁ COBCTBEHHOCTU.

Komnanus AnapauH P.[. He HeceT 06513aTenbCcTB N0 NPeAoCTaBleHUto
noanepKKU, 06CTYXMBAHUS, MOAUDUKALMM MU BbIXOAY HOBbIX PENN30B
naHHoro MporpaMMHoro obecneyeHus.

HeneranbHoe ncnonb3oBaHue, pacnpocTpaHeHne U BOCNPOM3BeaeHue
(konMpoBaHKe) NporpaMMHOro obecneyeHns SBNSETCS HapyLLeHUEM
[eVCTBYIOLLEro 3aKOHOAATENbCTBA U NpeciefyeTcs No 3akoHy.

B cnyyae HapyweHus HacToawero Cornawenus MNpasoobnagatens
nuwaer MNonb3osartens npaea Ha ucnonbsosaHue MO. MNpu 3ToMm
MpaBoo6nasatenb NONMHOCTLIO OTKA3bIBAETCS OT CBOUX rapaHTUItHbIX
obs3aTenbcTB.

OrpaH1yeHHas rapaHTus
Komnanus Anapaud P.[. rapaHTupyer, 4yTo:

[aHHoe MporpamMMHoe obecneyeHne C MOMeHTa NocTaBku ero Bam B
TeyeHne ageHaauat (12) mecsues 6yaet GyHKLMOHMPOBATb B MONHOM
cooTBeTcTBMM C PykoBoacTBoM lNonb3oBatens (AoMUMHMCTpaTopa), Npu
YCNOBMM, YTO OHO By/AeT NCMONb30BaTbCs Ha KOMMbIOTEPHOM annapaTHoOM
obecreyeHnn 1 ¢ onepaLuoHHON CUCTEMOW, A1 KOTOPOI OHO 6bIN0
paspaboTtaHo.

MpaBoobnanatenb rapaHTUpyeT COOTBETCTBMUE KOMMOHEHTOB M0
cneundukaumam, a Takxke pabotocnocobHocTb MO npu BbINOAHEHUU
[Monb3oBaTeneM ycnosuii, oroBOpeHHbIX B fLOKyMeHTaumu Ha 0. MO
NoCTaBNsSETCS "TakMM, Kakoe OHO ecTb". lpaBoobnanatens He
rapaHTupyer, 4yto MO cooTBeTCTBYET BalLMM TPEBOBAHUSM, U YTO BCE
nencteus M0 6yayT BbinonHaTbCs He3owmnboyHo. MNpaBoobnasatens He
rapaHTUpyeT KOppeKTHY0 cOBMecTHYt0 paboTy MO ¢ nporpaMMHbIM
obecneyeHnem unm obopyaoBaHMeM Apyrux NponssoauTenen.

OTKas oT rapaHTum

KOMMAHWA ATALAVH P.0. HE TAPAHTUPYET, YTO JIOBOM U3 ETO
MPOOYKTOB BYAET COOTBETCTBOBATb BALLMM TPEBOBAHMSAM,
WNW YTO Er0 PABOTA BYAET BECMEPEEOMHOM MN
BE30LUMBOYHON. B OBbEME, MPEAYCMOTPEHHOM
3AKOHOOATENBCTBOM P®, KOMMNAHUA ANNALOMH P.O. OTKPbITO
OTKA3bIBAETCS OT BCEX TAPAHTUI, HE OTOBOPEHHbIX 3[ECh, OT
BCEX MOAPA3YMEBAEMbIX FAPAHTUIA, BKITIOYAS TAPAHTUIO
TOBAPHOIO BUOA M NMPUTOOHOCTM UCMOJIb30BAHMA /14
OMPEJENEHHOM LIENN.

HW OOWH 13 AWUNEPOB, ANCTPUBELIOTOPOB, NMPOOABLIOB, ATEHTOB
M COTPYAHMKOB KOMMAHUM ANAOOMH P.A. HE YNTONHOMOYEH
MPOM3BOANTb MOANDUKALINN, PACLLMPEHUA MW OONONHEHNA
K LAHHOW TAPAHTUM.

Ecnu Bbl npounssenu kakne-nnm6o moaudukaumm MporpaMMHOro
obecneyeHns unu noboit U3 yacteit gaHHoro Mpoaykta BO Bpems
rapaHTUItHOrO NMepUOA], TO rapaHTUs, yNoMsHyTas Bbllue, byAeT
HeMe[IeHHO npekpalleHa.

[apaHTUs HepeicTBUTENbHA, ecnu MpoayKT UCMONb3YeTCs Ha UK B
COYETaHWUM C MHBIM annapaTHbIM U/UIK MPOrPaMMHbLIM 0becrneyeHuneM,
OT/IMYHBIM OT OMUCAHHbBIX B JOKYMEHTALMU, MU UCMONb3YeTCs Ha
KOMMblOTEPE C NH06bIM YCTAHOBNEHHBIM HENIMLLEH3UOHHbBIM NPOrPaMMHbIM
obecneyeHunem.

MO 1 obHOBNEHWUS NPEOCTABNSAOTCS TAKUMU, KAKOBbI OHU €CTb, U
Komnanus AnapaunH P.L. He npefoCTaBNSeT HA HAX HUKAKUX FapaHTUiA.

YcTaHOBKa M HacTpoiika

5.5.

5.6.

6.

7.

8.

Bepcus pokymenta: 1.06

Komnawus Anagaunt P.[l. He rapaHTUpYET U He MOXET rapaHTMpoBaThb
pabotocnocobHocTb MO 1 pe3ynbTaThl, KOTOPble Bbl MOXETE NONYYMUTD,
ncnonb3ys MO.

3a UCKNIIOYEHWEM rapaHTUii U YCNOBUI, KOTOPbIE He MOTYT BbiTb
MCK/TIOYEHBI UM OFPaHUY€EHbl B COOTBETCTBUM C MPUMEHUMBIM
3akoHopatenbcTBoM, Komnanus Anapgauu P.[. He npepnoctasnset Bam
HUKAKMX rapaHTui (B TOM YUCNE AIBHO BbIPAXKEHHbIX UK
noApasyMeBaloLLMXCs B CTAaTYTHOM WM 06LLeM npase Ui o6biyasmm
LienoBoro 060poTa) HK Ha YTo, BK/IHOYasl, 63 OrpaHUYeHus, rapaHTUm o
He HapyLUeHUU NpaB TPETbUX /UL, TOBAPHOM MPUrOAHOCTH,
MHTErpUpYEMOCTH, YA0BNETBOPUTENBHOTO KAaYeCTBa M FOAHOCTMU K
ncnonb3osaHuio MO. Bce pucku, cBA3aHHbIE C Ka4eCTBOM paboTbl 1
pabotocnocobHocTbio M0, Bo3naratTca Ha Bac.

KomnaHus AnapauH P.[. He npefocTaBnseT HUKakMx rapaHTui
OTHOCUTENbHO NporpaMMamu ansi 3BM npyrux npoussoautenei,
KOTOpble MOryT NpefocTaBnsThcs B coctase 0.

UcknoueHne KOCBEHHbIX YObITKOB

CTOpOHbI Mpu3HatoT, 4To MPOAYKT MO CYTU CBOEM CNOXHDIA U He MOXeT
6bITb NONHOCTbLIO NKLeH ownbok. KOMMAHUA ANAOAONH P.O. HE HECET
OTBETCTBEHHOCTMU (KAK B CMTY LLOFTOBOPA, FPAXOAHCKOIO
MPABOHAPYLLUEHMSA, BK/TKOYASA XAJTATHOCTb, TAK M B 0601 MHOWM
®OPME) NEPE[ BAMW UNU JIIOBOM TPETBEM CTOPOHOM 3A NIOBbIE
MNMOTEPU UK YBbITKU (BK/THOYAST KOCBEHHDIE, ®AKTUYECKUE,
NMOBOYHBIE NI MOTEHLUWAIBHBIE YBbITKM), BK/THOYAS, BE3
OFPAHWYEHWI, NIOBbIE MOTEPU UM YBbITKM NPUBbIIBHOCTU
BU3HECA, MOTEPKO AOXOAHOCTU U PENYTALUMK, YTPAYEHHYIO
NN UCKAXEHHYO MHOOPMALUKO NN OOKYMEHTALMIO
BCNEACTBME KAKOIO-NMB0 NCMNONb30BAHUSA JAHHOIO
MPOTPAMMHOIO OBECMEYEHMS WU/MNN NOB0M KOMMOHEHTbI
OAHHOIO NPOAOYKTA, OAXE ECIV ANALOVH P.A. MTMCbMEHHO
YBELOMJIEH O BO3MOXHOCTW MOAOEHbIX YBEbITKOB.

OrpaHuquue OTBETCTBEHHOCTU

B CJTYHAE EC/IM, HECMOTPSA HA YCNIOBMA OAHHOIO COIALLEHNS,
KOMMAHWA ANALAMH P.A. NMPU3HAHA OTBETCTBEHHOW 3A YBbITKM
HA OCHOBAHWM KAKMX-NTMBO OEDEKTOB UM HECOOTBETCTBMA
Er0 NPOAYKTOB, NMONMHAA OTBETCTBEHHOCTb 3A KAXAYIO
EANHNLY OE®EKTHbIX MPOAYKTOB HE BYAET MPEBBILLATL CYMMY,
BbIMTAYEHHYIO KOMMAHUW ANAOOVH P.0. 3A 3TU OEDEKTHbIE
MNPOOYKTbI.

KomnaHnus AnapaunH P.L. HM Npu Kaknx 06CTOATENbCTBAX HE HeCeT nepep,
BaMu HMKaKoOW OTBETCTBEHHOCTU 33 YObITKM, BbIHYX/AEHHbIE NepepbIBbl B
[1eNI0BO¥ aKTUBHOCTM, MOTEPIO AEeN0BbIX MO0 UHbIX AAHHBIX UK
MHDOPMaLMK, NPETEH3UM UNKU PACXOAbl, peasbHbIi ylepb, a Takxe
YNYLEHHYI0 BbITOAY U yTepsiHHble CHepexeHus, Bbl3BaHHble
MCMONb30BaHUEM MU CBA3AHHbIE C Ucnonb3oBaHMeM M0, a Takxe 3a
y6bITKM, BbI3BaHHbIE BO3MOXHbIMM OLlWKMOKaMu 1 onevatkamu B MO u/mnmn
B [lOKYMeHTauuu, aaxe ecnm Komnauun AnapauH P, ctano u3BecTHo o
BO3MOXHOCTU TaKMX YObITKOB, NOTEPb, MPETEH3UI UM PACXOAO0B, PAaBHO
KaK ¥ 3a Nlo6ble NpeTeH31M CO CTOPOHbI TPETBUX NNLL.
BblwenepeuncneHHble OrpaHUYeHUs U UCKIKYEHUS AeCTBYIOT B TOW
CTEeNeHM, HACKONbKO 3TO pa3pelleHo NPUMEHUMbIM 3aKOHOAATENbCTBOM.
EnmHcTBeHHas oTBeTcTBEHHOCTL KomMnanmu Anagaud P.L. no
HacToseMy JINLLEH3MOHHOMY JOTOBOPY OrpaHUUYMBAETCS CYMMOM,
KoTopyto Bbl ynnatunu 3a MNO.

MpekpalueHue peiicTeus

B cnyyae HeBbinonHeHus Bamu ycnosuit gaHHoro CornalueHus nencrene
Baweit nuueHsun n Hactosiwero Cornawenus 6yneT npekpatieHo.

MNMocne npekpaleHns fencTeus AaHHOTO JIMLLEH3MOHHOIO COrNaLleHus:

(i) Inuensus, npepoctaBnernHas Bam aanHbiM Cornawenunem,
npekpaLiaeT cBoe aeicTeme, 1 Bbl nocne ee npekpalleHns He CMoxeTe
NpOAC/IKaTh AanbHelLee UCNoNb30BaHMe fAaHHOro MporpaMMHOro
obecrneyeHns U Apyrux NULLEH3UOHHbIX MPOAYKTOB;

(ii) Bbl He3aMepnuUTENbHO BepHeTe B KoMnaHuo AnaaauH P.J. Bce
MMYLLECTBO, B KOTOPOM UCMONb3ytoTcs npasa AnasauH P, Ha
MHTE/NeKTyaNbHY COBCTBEHHOCTb U BCE KOMUM TaKOBOTO U/MiK
coTpete/ynanute nobyto MHDOPMaLMIO, COAEPXKALLYIOCS B HUX B
3NeKTPOHHOM BuAe. Pasaensl 1, 3, 6-11 6yayT npononkaTtb AeiCTBOBaTb
[laXe B Clyyae npekpalieHus Aercteus Hactoswero CornaweHus.
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9.

9.1.

9.2.

9.3.

9.4.

Cpok peicteus loroBopa

Ecnu vHoe He oroBopeHo B HacTosweM JIMLEH3MOHHOM AoroBope Mbo B
oTAEeNbHOM MMCbMEHHOM AoroBope mexay Bamu u Komnanvein AnapauH
P.[., HacTosAWwMI JIMLLEH3UOHHBIN [,OrOBOP AEMCTBYET B TEYEHWE BCErO
CpOKa AeNCTBUA UCKOUMTEeNbHOro npaea Ha 0.

B cnyuae HapyleHus BaMu ycnoBuid Hactosiwero CornateHus unm
HecnocobHOCTU fanee BbINOMHSATL €ro YC/I0BUS Bbl 0653yeTech
YHUUTOXWTb BCe Konuu MO (Bktoyas apxuBHble, daiinbl ¢ HGOpMaLumen,
HOCWUTENM, MeyaTHble MaTepuanbl) UAKM BepHYTb BCe oTHocawmecs k M0
MaTtepuanbl opraHusaumm, B Kotopoi Bbl Nnpuobpenu MO. Mocne 3toro
CornalueHue npekpallaeT CBOe AeiCTBMeE.

bes ywep6a ans kakux-nnbo apyrux npas Komnauus Anagauu P.I.
MMeeT NpaBo B OJHOCTOPOHHEM MOpsKe PaCTOPrHYTb HACTOSILLUIA
JIMueH3noHHbIM AoroBop Npu HecobnoaeHnn Bamu ero ycnosuii n
orpaHuyeHwii. MNpy npekpaiieHnn aencTens Hactoswero JIMueH3MoHHOro
noroBopa Bbl 06513aHbl YHUUTOXUTbL BCe uMetowmecs y Bac konuun MO
(BKNtOYAs apxmBHble, dainbl C UHDOPMALMEN, HOCUTENM, NeYaTHbIe
MaTepuansl), Bce koMnoHeHTbl 10, a Takxe yaanutb M0 1 BepHyTb BCe
oTHocswmecs K MO MaTepuansl opraHMsaumm, B KOTOPOI Bbl pruobpenn
rno.

Bbl MoXeTe pacToprHyTb HacTosWwmit JInueH3noHHbIi Aorosop yaanus MO
M yHnuTOXMB BCe Konuu MO, Bce koMnoHeHTbl M0 1 conpoBoxAatoLLyto
ero AokyMeHTauumio. Takoe pactopxeHue He ocBoboxaaet Bac ot
obszatenbcts onnatutb MO.

10. MpumeHuMoe 3aKOHOAATENLCTBO

[aHHoe CornalleHue JOMKHO GbiTb UCTONKOBAHO M ONpeneneHo B
COOTBETCTBMM C 3akoHaMM Poccuiickoit Penepaunm (3a UCKIOYEHUEM
KOH®NMKTa NPUMEHEHWS NPABOBbIX HOPM), U TONbKO POCCUIACKMIA CYA,
YNOJHOMOYEH OCYLLECTBASATb NPaBOCyAME B NH0ObIX KOH(ANKTAX U
cnopax, BbiTekalowmx u3 gaHHoro Cornawenus. NMpumerHeHne
KoHBeHuUmn Opranusaummn O6beanHeHHbIx Haumii o [loroBopax
MeXayHapoAHOW Kynau-nponaxu toapos (the United Nations
Convention of Contracts for the International Sale of Goods)
O[IHO3HAYHO UCKNtoYaeTcs. HeBO3MOXHOCTb Ans Nto60oi U3 CTOPOH
BOCMO0/1b30BaTbCs Nt06bIM U3 NPaB, NPefOCTaBAEHHbIX €/ N0 JaHHOMY
CornalieHuio, Unu NPUHATbL Mepbl NPOTUB APYroi CTOPOHbI B ClyYae
no60ro HapylweHus ceoux obs3atenbcts no CornaweHunto He JOMKHO
paccMaTpuBaTbCA KaK OTKa3 3TOM CTOPOHbI OT NOC/eAYioLLEero
NOHYXAEHUSA K MPU3HAHMIO CBOMX NPAaB UM COBEPLUEHUIO MOCNEAYOLWMX
[eNCTBUIA B Cnyyae AanbHEeNWmnX HapyLeHnin.

11. FocyAapcTBEHHOE PerynMpoBaHUe M SKCMOPTHbIN KOHTPO/b

MpuobpeTas u/Mnu HaumMHas ucnonb3osatb [1poaykT, Bbl 06s3yeTech
cobntoAaTb BCe MPUMEHUMbIE MEXAYHAPOAHbIE U HALIMOHANbHbIE 3aKOHbI,
KOTOpble PaCNpOCTPaHSATCS Ha NPOAYKTbI, NOANEXALLME SKCTIOPTHOMY
KoHTponto. Hactosiwee MO He foMKHO 3KCNOPTMPOBATLCS UK
PEe3KCMopTMPOBATLCS B HAapyLLIEHMe SKCMOPTHbIX OrPaHUYeHHH,
MMeILLMXCS B 3aKOHOAATENbCTBE CTPaHbl, B KOTOPOI NpuobpeTeHo nunm
nonyyeno MMO. Bbl Takxke noaTBepxaaeTe, 4To NpUMEHUMOe
3aKOHOAATENbCTBO He 3anpewaeT Bam npuobpetatsb unun nonyyats MO.

12. MporpamMMHoe o6ecneyeHne TPeTbUX CTOPOH

Ecnu MpoaykT conepxut B cebe noboe nporpaMmHoe obecneyeHwe,
npefocTaBneHHoe Kakoi-n1Mbo TpeTbei CTOPOHOM, Takoe NporpaMMHoe
obecneyeHne TpeTbe CTOPOHbI NpeAoCTaBnseTcs "Kak ecTb” 6e3 kakoi-
nnbo rapaHTum, u pasgensl 2, 3, 6, 8, 9-12 Hactosiwero CornaweHus
NPUMEHAKTCA KO BCEM TaKUM MOCTaBLWMKAM NPOrpaMMHOro obecneyeHus
1 K NMOCTaBNSEMOMY UMM NPOrPaMMHOMY 06ecreyeHunto, Kak ecnu 6ol 3TO
6binn Anapaund P.J. v NpoayKT COOTBETCTBEHHO.

13. PasHoe

13.1.HacToswee CornaweHue npeactasiset coboi NosHoe cornawexue,

AO «AnapauH P. .», 1995—-2021 .

OoTHOCALLeecs K AAHHOM NULEH3UU, U MOXET BbITb U3MEHEHO TONIbKO

YcTaHOBKa M HacTpoiika

13.4.

Bepcus pokymenta: 1.06

NoCPeaCTBOM MUCbMEHHOTO COMMALLEHUs, MOANMCAHHOMO 06enMu
cTOpoHaMu. Ecnin BbINoNHEHWE Kakoro-nMbo yCioBus HacTosLWero
Cornaluenuns NpeacTaBfeTc HEBO3MOXKHbBIM, TaKoe ycoBue Byaet
CKOPPEKTUPOBAHO TOMbKO B Npesenax, 06ecneumnsaolmx BO3MOXKHOCTb
BbIMO/HEHWSI AAHHOTO YCNOBUS.

.Bce npaBa Ha MaTtepuansi, He cogepxatimecs B M0, HO AOCTYNHble

nocpeaCcTBOM MCNonb3oBaHua MO, NpUHaANexaT CBOUM 3aKOHHbIM
BIAZeNIbLIAM M OXPaHAIOTCS AeMCTBYIOWMM 3aKOHOAATENbCTBOM 00
aBTOPCKOM MpaBe M MexayHapoAHbIMU cornaleHnamu. Hactosawumi
JIMUEeH3MOHHBIV AOroBop He npepocTaBnseT Bam HUKaKMX npas Ha
MCMONb30BaHME TaKOW MHTENNEKTYaNbHOW COBCTBEHHOCTU.

.MO conepxuT KOMMepUeckyto TaliHy U MHY0 KOHOUAEHLWANBHYIO

MHbOpMaumio, npuHapnexallyto Komnanuu Anagaus P.L. v TpeTbum
nMuaMm, KoTopasi OXpaHsSeTCs AeiCTBYIOWMM 3aKOHOAATENbCTBOM
Poccuiickoit Denepauum, MeXAyHapOAHbIMU COTNALLIEHUAMM U
3aKOHOAATENbCTBOM CTPaHbl NpuobpeTeHuns u/unm ncnonb3osanus Mo.

Bbl cornawaetech Ha Ao6poBonbHYo nepesavy Komnanmn Anapgami P.A.
B NpoLiecce Ucnonb30BaHMa 1 peructpauum MO cBoMX NepcoHanbHbIX
[LaHHbIX M BbIpaXaeTe CBOe cornacue Ha cb6op, 06paboTky,
MCMONb30BaHUE CBOMX MEPCOHANbHbIX JaHHbIX B COOTBETCTBMM C
NPUMEHMMbIM 33KOHOAATENLCTBOM, HA YCN0BUAX 0becneveHns
KOHdUAeHUManbHocTH. MpenoctaBneHHbie BaMm nepcoHanbHble AaHHbIe
6yayT XpaHUTbCS M UCMONb30BaTLCA TONbKO BHYTPU KoMnanum AnapavH
P.[l. v ee poyepHUX KOMNaHWii U He ByayT NpefoCTaBNEHbI TPETbUM
NINLAM, 33 UCKNIIOYEHUEM C/TyYaeB, NPeayCMOTPEHHbIX MPUMEHUMbIM
3aKOHOJATENbCTBOM.

.B cny4yae npeabaBneHusa nobbix I'IpeTeH3l4ﬂ WU UCKOB, CBA3aHHbIX C

ncnonb3osaHueM Bamu MO Bbl 0653yetech coobwmte KoMnaHum
AnapaunH P.[. o Takux dakTax B TedeHne Tpex (3) AHEN C MOMEHTa, Koraa
Bam ctano n3BectHo 06 Mx BO3HMKHOBEHMU. Bbl 06513yeTech coBepLInTb
HeobxonoMMble aeicTBus ans npepoctasnedns Komnanum Anagavi P.O.
BO3MOXHOCTM y4acTBOBaTb B PACCMOTPEHUM TaKUX NPETEH3UI UK
MCKOB, a TaKXXe NPeAoCTaBNATb He06X0AMMYI0 MHbOPMaLMIO ANs
yperynmpoBaHus COOTBETCTBYIOLLMX NPETEH3UI U/MAKU UCKOB B TeueHne
cemu (7) pHen ¢ patbl nonyyeHus 3anpoca ot Komnanum Anapaunx P,

13.6.Bo3HarpaxaeHneM no HactosweMy JIMLEH3MOHHOMY OTOBOPY

npu3HaeTcs ctoumocTb JInueHsum Ha MO, yctaHoBneHHas KoMnaHuei
Anapaunu P.O. unu MNaptHepom Komnanuu Anapamn P.L., koTopas,
NOANEXWT ynnate B COOTBETCTBUM C onpeaensieMbiM Komnanuen
Anapaun P.O. unu NaptHepom Komnanuu Anapami P.L. nopsiakoMm.
Bo3HarpaxaeHue Takxxe MOXeT BbiTb BKIOYEHO B CTOMMOCTb
npuobpeTteHHoro Bamn o6opynoBaHus unm B CTOMMOCTb MOHOM Bepcun
M0. B cnyyae ecnn Bbl aBnsetech GU3MYECKUM NULOM, HACTOSALLMIA
JIMLEeH3MOHHBIN AOrOBOP MOXET 6biTb 6€3B03Me3AHbIM.

13.7.B cnyyae ecnu kakas-nmbo 4actb HacTosLero JIMLEH3MOHHOTo A0roBopa

6yneT Npu3HaHa yTpaTUBLLEN PUAMYECKYIO CUAY (HEAENCTBUTENBHOM) U
He NoA/Ieallei UCNONHEHWIO, OCTabHble YacTh JINLEH3UOHHOO
[l0rOBOPa COXPAHSIOT CBOKO KOPUANYECKYIO CUMTY U MoANexat
MCMOMHEHUIO.

A NPOYNTAN M NOHAN HACTOALLEE TMUEH3MOHHOE COMMALLIEHME N
COMNACEH BbINOIHATbL BCE EFO YCNOBUA.

A MPUHUMAIO JAHHOE IMLEH3MOHHOE COIMALLUEHME LEENTMKOM.
ECIM 9 HE MPUHUMAIO 3TO JIMLUEH3MOHHOE COMTTALLEHNE
NN XOT4A bbl OANH U3 EFO NMYHKTOB, TO JAHHOE

JIMLEH3MOHHOE COMNALLIEHWE HE BCTYMAET B CMNTY, N 4

0BA3YOCb HE YCTAHAB/IMBATb U HE MCMOJ1b30BATb NAHHOE
MPOrPAMMHOE OBECIMEYEHME.
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2. BsepgeHune

2.1 Tlpuemka nsgenusa

Mepep yctaHoBkow M3penus (MO JIMS) Heobxoanmo ybeauTbes, UTo:

1. KOMMNNEKTHOCTb M3aenns COOTBETCTBYET KOMMIEKTHOCTU NOCTABKM, YKa3aHHOM B AOKYMEHTE
«®opmynsap» RU.ANLOE.02.13.001-04 30 01-1;

2. Ha HOCUTeNsX MHGMOPMaLIMK, BXOAAWMX B COCTAB NMOCTABKM, OTCYTCTBYIOT CKOJbI, LLAPaNUHbI,
LLeJIOCTHOCTb 3TUKETOK U MIOMO HE HApYLLEHbI;

3. KOHTPOJ/IbHble CyMMbl AUCTPUOYTMBA COOTBETCTBYIOT 3asIBIEHHBIM B AOKYMeHTE «DopmMynsap»
RU.ANOE.02.13.001-04 30 01-1.

2.2 0O6wue cBeaeHus

JaCarta Management System (JMS) - cucteMa, npefHa3HauyeHHas 418 yNnpaBAeHUs XU3HEHHBIM LIMKIIOM
3NEKTPOHHbIX KNoYel (TokeHoB U cMapT-kapT), OTP- u UTF-ayTeHTUdMKATOPOB B OpraHM3aLmm.

IJMS obecneunBaer:

e LEHTpPa/M30BaHHOE YyNpaB/ieHWe CPeaCTBAaMU AyTEHTUDUKALMMU B TEYEHWNE BCETO XKM3HEHHOMO LMKNA
(MHMUManm3aums/Bbinyck ceptudumkaTa, BBOA B IKCMIyaTaLMio/Bblaayva, 06cnyxmBaHue, BbiBOA U3
3KCnayaTaumm/6noknpoBaHme);

® yyeT CPeACTB ayTEHTUDUKALMM, AYAUT UX UCTIONb30BAHUS;

e aBTOMAaTM3aLMIO TUMOBLIX ONEpaLMii U CLEHapPUEB aAMUHUCTPUPOBAHMS B COOTBETCTBUM C
MoNuMTMKaMu 6e30MNacHOCTH, MPUHATLIMK B OPraHU3aLmu;

e ObICTpPOE U CaMOoCTONTENIbHOE pelleHMe Npobniem nonb3oBatenel 6e3 obpalleHms K
aAMUHUCTPATOpaM.

.'./_\ B HacTosweM gokymeHTe onucaHue HacTpoek JMS npepncTtaBneHo Ha npuMepe onepaumMoHHbIX cuctem Microsoft Windows
Server 2012 u Microsoft Windows 7.

2.3 CocTtaB JMS

B cocTaB JMS Bx0oaaT cneaytolime KOMMNOHEHTbI:

e JMS Server - cepBepHbIi KOMMOHEHT JMS;

e JMS Admin - KoHconb ynpasneHus JMS;

e JMS Client - nonb3oBaTenbckuit knneHT JMS (kpome Bepcun noctasku JMS CA Edition);

e JaCarta Authentication Server - cepsep ayTreHTUdGUKauum JAS (Npu yCnoBMM NOKYNKK
COOTBETCTBYIOLLEN NULLEH3UN).

2.4 Tllopgepxka coeanHeHus komnoHeHToB JMS c cepsepom JMS no SSL/TLS

CyuwiectByeT BO3MOXHOCTb 3alUMUTUTL cCoefMHeHMe cepBepa JMS ¢ aAMMHUCTPATUBHLIM areHTOM U3
coctaBa JMS Admin 1 KnMeHTCKMM areHToM u3 coctaBa JMS Client nocpenctsom npotokonos SSL/TLS.
MoapobHOCTM HAaCTpOEK AaHHbIX NPOTOKOMOB NPUBEAEHDI B HECKONbKMX Pa3Aenax HacTosILLEro
PYKOBOJACTBA, B YAaCTHOCTU CM. pa3aen «[1oarotoBka K MCNonb3oBaHUO npotokonos SSL/TLS», c. 115.

2.5 Tllogpepxka coeguHeHus cepsepa JMS ¢ SQL-cepsepom no SSL/TLS

CylecTByeT BO3MOXHOCTb 3alMTUTb coeanHeHne cepeepa JMS c cepeepom SQL nocpencrsom
npoTokonoB SSL/TLS. MNoapobHoe onucaHue aencTeuii, HeobxoaAnMbIX Ana NnoarotoBku SQL-cepsepa K
TakoMy B3auMoencTBuio B pasaene «Hactponka SSL/TLS ans pabotbl ¢ Microsoft SQL Server», c. 118.
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2.6 [JononHuTenbHaa oOKyMeHTauus

PEKOMEH,D,yETCﬂ A0NOJIHUTENIbHO 03HAaKOMUTbLCA CO CeAYHOWNMMN LOKYMEHTAMU!

e «JC-Client. PykoBOACTBO aiMMHUCTPATOPa» - COAEPXKUT CBEAEHMUS MO YCTAHOBKE M HacTpovike JC-
Client;

o «eToken PKI Client. PykoBoacTBO agMUHUCTpPATOpa» — COAEPXKMUT CBEAEHUS MO YCTaHOBKE U
HacTtpolike eToken PKI Client;

o «JC-PROClient pna Windows. CnpaBo4YHOe pyKOBOACTBO» - COAEPXKMUT CNPABOYHYH MHDOPMALMIO O
JC-PROClient ans Windows.

e «JaCarta Management System. PykoBoacTBo nonb3osatensi» [1]

e «JaCarta Management System. PykoBoacTBo agMuHmcTpaTopa. Yactb 2. @yHKumm
aAMUHUCTPUPOBaHuS» [2];

e «JaCarta Management System. PykoBoacTBo agMuHuMcTpaTopa. YacTb 3. YCTaHOBKa M HacTpolika
cepBepa ayteHTuduKaummn (JAS)» [3].

3. OnuncaHue nakeToB YCTaHOBKM

Onctpubytus JMS BKIOYaeT cnepyowmne nakeTbl YCTaHOBKK M 0BHOBNEHMS (CM. Tabn. 3).

Ta6n. 3 - Jucmpubymug IMS

Mdaiin Onucanue

Aladdin.JMS.Server-x.x.X.xxxx-x86.msi KomnoHeHT JMS Server (ana 32-6uTHbIX M 64-6UTHBIX CUCTEM
COOTBETCTBEHHO), CEpBEPHas YacTb JMS. ITOT KOMMNOHEHT creayeTt

Aladdin.JMS.Server-X.X.X.XXxX-X64.msi yCTaHaBIMBaTb Ha CEPBEPHOM OMEPALMOHHONM CUCTEME.

KomnoHeHT JMS Admin (ang 32-6UTHbIX U 64-BUTHBIX CUCTEM
COOTBETCTBEHHO) - KOHCOMb ynpasneHus JMS. 3T0T KOMNOHEHT cnenyeT
yCTaHaBAMBATb Ha KOMMNbIOTEPE UM KOMMblOTEpPaXx, C KOTopbIx byaeTt
OCYLWeCTBAATLCA aAMUHUCTPUpOBaHUe JMS,

Aladdin.JMS.Admin-x.x.x.xxxx-x86.msi

Aladdin.JMS.Admin-x.x.X.Xxxxx-x64.msi

Aladdin.JMS.Client.STS-X.X.X.XXXX~

x86.msi KomnoHeHT JMS Client (ang 32-6uTHbIX M 64-BUTHBIX cuCTEM

COOTBETCTBEHHO), N0Nb30BaTENbCKUI KNMEHT JMS. 3TOT KOMMNOHEHT
Aladdin.JMS.Client.STS-X.X.X.XXXX- CNleflyeT yCTaHaBMMBaTb Ha KOMMblOTepax nosb3oBatenei JMS.
x64.msi
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4. CucrtemHble TpeboBaHus

4.1 [lporpammHble TpeboBaHus KomnoHeHTa JMS Server

e Microsoft Windows Server 2008 SP2 (32/64-6utHble nnatdopmbl);
e Microsoft Windows Server 2008 R2 SP1;
e Microsoft Windows Server 2012;

e Microsoft Windows Server 2012 R2;

e Microsoft Windows Server 2016;

e Microsoft Windows Server 2019.

e Microsoft SQL Server 2008;

e Microsoft SQL Server 2008 R2;

e Microsoft SQL Server 2012;

e Microsoft SQL Server 2014;

e Microsoft SQL Server 2016;

e Microsoft SQL Server 2017;

e Microsoft SQL Server 2019.

Onepauuouuhle CUCTEMDI

basbl gaHHbIX

(Mpu ncnonb3osannm CYB[, Microsoft SOL Server He06x0AMMbIM KOMNOHEHTOM
asnaetcs SOL Server Database Engine)

o PostgreSQL Bepcum 9.6.20

DononHutensHoe N0 NET Framework 4.6 unu 4.7

4.2 T[lporpammHble TpeboBaHus komnoHeHToB JMS Admin, JMS Client

o Microsoft Windows XP SP3 (32-6utHble nnatdopmbl), SP2 (64-6uTHble nnatdopmbl);
o Microsoft Windows Vista SP2 (32/64-6utHble nnatdopmbl);
Microsoft Windows 7 SP1 (32/64-6utHble nnathopmbl);
Microsoft Windows 8.1 (32/64-6uTHble nnatdopMmbl);
Microsoft Windows 10 (32/64-6uTHble nnatdhopmbl);
o Microsoft Windows Server 2003 SP2 (32/64-6uTHble nnathopMsl);
OnepauMoHHble cUcTeMbl o Microsoft Windows Server 2003 R2 SP2 (32/64-6uTHble nAatdhopMbl);
o Microsoft Windows Server 2008 SP2 (32/64-6uTHble nnathopmsl);
o Microsoft Windows Server 2008 R2 SP1;
o Microsoft Windows Server 2012;
o Microsoft Windows Server 2012 R2;
Microsoft Windows Server 2016;
Microsoft Windows Server 2019.

DononHutensHoe MO NET Framework 4.6.2 unu 4.7

4.3 AnnapaTtHble TpeboBaHUA kKOMNoHeHTOB 10 JMS

TpeboBaHus K annapatHoMy obecreyeHunto komnoHeHToB JMS (JMS Server, JMS Client n JMS Admin)
npuseneHbl B fokymente RU.AJIQE.02.13.001-04 30 01-1 «[MporpammHoe obecneyenune JaCarta
Management System V3.7. ®opmynsp».

TpeboBaHMs K annapaTHOMYy obecneyeHuIo pasnnyHbIX KOHGUrypaumi knacrepa JMS npuseaeHsl B
fokymeHTe «TpeboBaHus Ans passepTbiBaHUS npoaykTta» [5].
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4.4 Tlopoepxka paboTbl C ANEKTPOHHbIMK Kitodamm 1 MO gns paboTtbl ¢ HUMK
4.4.1 JnekTpoHHble kntoum JaCarta n Athena IDProtect Laser

JMS noppepxuBaet paboTy co cleayoWwmnMmM NPUNOXKEHUSIMM, YCTAHOB/IEHHbIMMU Ha 3NEKTPOHHBIX KNOYax
JaCarta.

9,
C MpunoxeHne - nporpaMMHoe obecrieyeHne, yCTaHOBIEHHOE B MaMATb 3IEKTPOHHOIO KJito4a. Ha 31eKTpOHHOM KJlloYe MOXET
6bITb YCTAHOBNEHO HECKObKO MPUIOXKEHUN.

Mpunoxenue MporpamMmmHoe o6ecneyeHue
PKI e JC-Client 6.24.16 n 6onee no3aHue Bepcumn
nn
PKI/BIO o EquHblit Knvent JaCarta 2.8 v Gonee nosgHue Bepcuu.

JC-GOSTClient
roCT nnu

o EnunHbili Knuent JaCarta 2.8 u 6onee no3gHue Bepcuu.

rocT 2 EamHbiit Knuent JaCarta 2.11 1 Gonee nosgHue Bepcuiu.

e eToken PKI Client 5.1 SP1 (Takxe BO3MOXHO MCMOMb30BaHWE COBMECTHO ¢ EannbiM KnnenTom JaCarta
BEpPCMM 2.6 — B 3TOM C/ly4ae HeT HeobxoammocTu yctaHasameatb JC-PROClient);

nnn
PKI (c obpaTHoi o SafeNet Authentication Client 8.2 u 6onee nosaHue Bepcum (TakKe BO3MOXKHO UCMONb30BaHME COBMECTHO
COBMECTUMOCTbIO) ¢ EamHbimM Knnentom JaCarta Bepcuun 2.8 1 6onee No3gHUX BEPCUI — B 3TOM C/ly4ae HeT Heob6XoanMoCTu

yctaHasnueatb JC-PROClient).

e JC-PROClient, ycTaHOBNEHHbIN B pexuMe COBMECTUMOCTM C NpoAyKTaMu KoMnanuu Aladdin (npu
ucnonb3oBaHuu EauHoro Knuenta JaCarta ycraHoska JC-PROClient He TpebyeTcs, npu 31om eToken PKI
Client unu SafeNet Authentication Client Bce paBHO A0/MKHbI BbITb YCTaHOBIEHbBI HA KOMMbIOTEPE).

o Kpuntollpo CSP 3.6, 3,9 (Heob6xoanmo)
STORAGE ]

o EnuHbiii Knuent JaCarta 2.8 u 6onee nosgHue Bepcum (HeobszaTenbHo).

e JC-Client 6.24.16 1 bonee nosaHue Bepcun
nnm
o EnuHbil Knuent JaCarta 2.8 1 6onee no3gHue BepCun.

Athena IDProtect
LASER

4.4.2 OneKkTpoHHbIE Kntoum eToken

JMS nopnepxuBaeT paboTy Co cnefywmMMmM MoaensMu1 INeKTPOHHbIX Kntoven eToken.

Mopenb MporpamMmmHoe o6ecneveHue
eToken PRO
e eToken PKI Client 5.1 SP1 (ans paboTbl C 3n1€KTPOHHBIMU KNHOYaMKU MOXHO MCNO/b30BaTh EAMHBINA
eToken PRO (Java) Knwvent JaCarta, npu 3ToM eToken PKI Client Bce paBHO fo/KeH ObITb YCTAHOB/IEH Ha
KOMMbloTepe)
nnun

eToken NG-Flash (Java)
o SafeNet Authentication Client 8.2 u 6onee no3aHue Bepcuu (ans paboTbl C 31EKTPOHHbIMU

K/H04aMKM MOXKHO Mcnonb3oBaTb EanHbiit Knuent JaCarta, npu atom SafeNet Authentication Client
eToken NG-OTP (Java) (6e3 BCE PaBHO JOMKEH BbITb YCTAHOBNEH HA KOMMbIOTEPE).
nopnepxku OTP)

e JC-GOSTClient
eToken NOCT Nnn

o EnuHbii Knuent JaCarta 2. 8 u 6onee no3gHue Bepcuu.
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Bepcusa pokymeHrta: 1.06

4.4.3 OneKkTpoHHbIe KNntoun PyTokeH
IJMS nopaepxxmBaeT paboTy CO CnefyLwmMMmM MOAEeNsSIMU 3NEKTPOHHbIX Kitovel PyTokeH.
Mopenb MporpamMMHoe o6ecneveHune
[ins paboTbl C 31EKTPOHHBIMU K/to4aMK PyTokeH HEOOX0AMMO YCTAHOBUTL OLHY U3
cnenyoLwmx Bepcuin aparisepos PyTokeH:
PyTokeH S ® 32-6UTHble CUCTEMbI:
Pytoken 3N - 45.20;
) - 46.20;
PytokeH Lite
® 64-6UTHbIE CUCTEMDI:
- 4.5.2.0;
- 4.6.2.0.

% B nHTepdevice IMS anekTpoHHble ktoum PyTokeH oTobpaxatoTcs kak RuToken.

4.4.4 OnekTpoHHble kntoum JaCarta CryptoPro

Mopenb MporpamMmmHoe o6ecneyeHue

JaCarta CryptoPro Kpuntollpo ®KH CSP 3.9 unn 4.0

% B uHTepdeiice JMS anekTpoHHble kntoun JaCarta CryptoPro oto6paxatotcst kak PKH (hyHKLMOHaNbHBIN KIKYEBOW HOCUTEND).

4.4.5 OnekTpoHHble knoum ESMART
Mogpenb MporpamMmHoe o6ecnevyeHune
ESMART Token e ESMART PKI Client 4.4 nnsa Windows;

"

ESMART Token FOCT o Kpwntoflpo CSP 4.0 R4

% B nHTepdelice JMS anekTpoHHble kntoun ESMART oTobpaxatotcs kak ESMART 1 ESMART FOCT cooTBeTCTBEHHO

4.4.6 CuutbiBaTENU CMapPT-KapT AnagauH

Mopenb MporpamMMHoe o6ecnevyeHune

JCR721-0AWRN Enunbii Knuent JaCarta 2.12 u 6onee nosaHue Bepcuu.

4.5 Wcnonb3osaHue Kpuntolpo CSP B kayecTBe noctasLmka Kpuntorpagum

JMS noppepxumBaet paboTy co cneaylmMM noctaswmkamm kpuntorpadumn Kpuntollpo CSP ang

3aWndpoBaHMS KPUNTOXPAHUIMLLA, @ TaK)Ke ANS BbINyCKa 31eKTPOHHbIX Kntover B Kpuntollpo YL

e Kpuntollpo CSP 3.6;
e Kpuntollpo CSP 3.9;
e Kpuntollpo CSP 4.0.

4.6 [MopgepxvBaemble yoOCTOBEPSAIOLLNE LIEHTPbI

JMS nopnepxvBaeT paboTy CO CNeayoWMMU LEHTPAMMU cepTUDUKALIUK:

e Kpuntollpo YL, 1.5;
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e Kpuntollpo YL 2.0;
e UeHTp cepTudumkaumm Microsoft CA;

e ueHTp cepTndumkaumm Microsoft CA ¢ Kpuntollpo CSP;

e ViPNet YL.

5. Pabota c ueHTpom ceptndumkauymm Microsoft

Bepcusa pokymeHrta: 1.06

5.1 [elictBuA, Heobxoaumble Ans paboTbl ¢ BHEAOMEHHbLIMIU KOMMbIOTEPaAMU

[leicTBuMS, NnpeAcTaBneHHblE B HACTOSALLEM NoApa3aene, He06X0AMMO BbINOMHATb TONbKO B TOM CNy4ae,
€C/IM NNaHMPYEeTCS UCMOMb30BaHME COBMECTHO C JMS KoMMbloTepoB, He Bxoasawmx B gomeH Windows, B

KOTOPOM pasBepHyTa cuctema JMS.

& [ins obecneyeHns BO3MOXHOCTH paboTbl JIMS ¢ BHEAOMEHHbIMU KOMMbIOTEPAMMU, HA CEPBEPE, HAa KOTOPOM YCTaHOB/EH LIEHTP
ceptudmkaummn Microsoft, nLomkeH HbiTb ycTaHOBNEH KOMNOHEHT Cnyx6a perncTpauum B LeHTpe ceptudukaumm yepes MHTepHer.

5.1.1 PepakTtnpoBaHne CBONCTB LIEHTpa cepTudurKaLmm

1. B oKHe OCHACTKM LeHTpa cepTUdUKALUU LLENKHUTE NPABOM KHOMKOM Ha LieHTpe cepTuduKaumm n

Bbl6epnTe CBOMCTBA, KaK NMOKa3aHO Ha puc. 1.

Qaiin  Jdeficteme  Bug  Cnpaeka

o H EG= H v =

sl certsrv - [LleHTp ceptudmkaumm (flokaneHed\EntCA]

= |

:-HJ Lentp ceprudmkaumm (Nokanede|| Waa

3I(CI'IDFITI.'|FIEIEETI: CAHCOK...

CeolcTEa

Cnpaexa

b g EntCA | (hrnaranHme cepTUdMKaTI
Bee zagaun ¥ |cepTudmKaTel
Bun | omaaHnn
= 3anpockl
OBHOBUTE
CepTUdMKATOE

£ m >

OTkpbITWE OKHA CBoACTE BRIGpaHHoro obbexTa,

Puc. 1 - Omkpsimue okHa ceolicme ueHmpa cepmugukayuu

2. B oTobpasusliemcsa okHe nepenaute Ha Bknaaky PacwumpeHus.
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OKHO npuMeT cnepyowmii BUA.

¥paHuniLLe IcneTyepb! CepTWDUKETOR I AreHTsl NOOEYM SEAB0K

Bymat AreHTel BOCCTAHOBNEHWA I bezonacHocTe

Owwme I Moayne nonumakK I Moayne BeIXoAa | Pacwwipetnna

BriGepuTe paciimpeHine:

|T0I4Ka pacnpocTpaHeHwA crinckoe oTseiea (COP)

YKEWMTE, OTKY1a NONb30E3TENM MOrYT NONYYTE CIMCKKM 0TZLIES
cepmguicaTos (CRL).

CWWindows'system 32\Cert SnvCert Enroll\<CaName > <CRLName Suffoc: <
|dap:///CN=<CATruncatedName><CRLMName Suffoc:, CN=<ServerShort Mar
http:/ /< ServerDNSMName=/Cert Enroll/ <CaMame > <CRLMName Suffoc:<Detta
file://<ServerDNSName=/Cert Enroll /<CaMame = <CRLName Suffoc: <DeltaC

Lpfaevte... | | Yoamute

[#] OnyBmikosate CRL no ganHomy anpecy

[] BrniounTs B0 Boe CRL. YikaswisaeT mecTto nyBnkawm s Active
Directory npm pyuHoi nyGnuKaLwan.

0 Brearownte &8 CRL. KnneHTe ncnonesyto T GaHHLIE ANA NOMCKE B
pazmelleHra Delta CRL.

[] Brmiowats & COP-pacMpeHite Bel0aHHEE CEPTUMUKETOR
[w] MyBmkawa pasHocTHex CRLs no aapecy

[ ] Brniowats & pacwiperme 0P seiganHex CRL

0K | | OmaeHa | | MNpUMEHTE | | Cnpaexa

Puc. 2 - Bknadka PacwupeHrus

Bepcus nokymenta: 1.06

3. B cnucke Ykaxure, 0TKyAa Nonb3oBaTeNM MOMyT NOAYYMTb CNUCKK OT3biBA cepTudukaTos (CRL)
BbibepuTe CTpoKy, HaunHatowycs ¢ http://.
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OKHO npuMeT cnepyowmii BUA.

Ceoicrea: EntCA _

¥paHunnuLe IcneTyepb! CepTWDUKETOR I AreHTsl NoOEYM SEAE0K

Ayamt AreHTel BOCCTAHOBNEHWA I BezonacHocTe

Ofiwme I Moayne nonmumaKia I Moayne BeIXoAa | Pacwwipetnna

BriGepuTe paciimpeHine:

|Tol4r<:a pacnpocTpaHeHs crickos oTseiea (COF) W

YKEWMTE, OTKY1a NONb30E3TENM MOrYT NONYYTE CIMCKKM 0TZLIES
cepmguicaTos (CRL).

C A \Windows system 32'Cert Srv*\Cer Enroll«CaName »<CRLMName Suffoc=«
|dap:///CN=<CATruncatedMame=<CRLName Suffoc: CN=<ServerShaort Mar
ServerDMNSMName »/Cert Enroll/ <CaMame > <CRLName Suffioc: <Delta

file://<ServerDNSName=/Cert Enroll /<CaMame = <CRLName Suffoc: <DeltaC

< m >

Hofaeute... | | Ynanmms

OnyGmmcosate CRL no gaHHomy agpecy
Brniounte B0 Boe CRL. YkaswieaeT mecto nyBnkawm B Active
Directory npm pyuHoi nyGnuKaLwan.

0 Brearowite &8 CRL. KnneHTe! ncnonesyto T GaHHBIE ANA NOMCKE B
pazmeleHra Delta CRL.

[ Brkniovats 8 COP-DECLIMPEHME BEIISHHEL CEPTURUKATOR:

MyGnukawna pasHocTHee: CRLs no appecy

[ ] Brniowats & pacwiperme I0P seiganHenx CRL

| 0K | | OmaeHa | | MNpUMeHTE | | Cnpaexa

Puc. 3 - Bblbop UCMOYHUKA CNUCKO8 0M3b18a Cepmu@uKamos
4, YcrtaHosuTe cnepytowmne dnaru:

- Bkniouutb B CRL. KnueHTbl UCNONb3YIOT AaHHbIE AN Nnoucka B pa3melueHusax Delta CRL.
- Bxknouatb B CDP-paclumpeHue BbigaHHbIX cepTU¢UKaTOB

5. Haxmute OK, 4To6bl COXPaHUTL U3MEHEHMS.

5.1.2 HacTpovika TO4KM pasmMeLleHns CNMCKOB OT3biBa B [iucnetyepe cnyx6 1S

1. Ha cepBepe, Ha KOTOPOM YCTaHOBJEH LEHTp cepTuduKaumm Microsoft, oTKporTe oCcHACTKY
HucneTtuep cnyxo6 IIS.

AO «AnapouH P. 1.», 1995—-2021 . YCTaHOBKa U HacTpoiika My6nunyHbINA

Crp.21/229



JaCarta Management System v3.7 Bepcus pokymenTa: 1.06

OTobpasuTca cnepytoLiee OKHO.

& » SRV1 » caiiter » Default Web Site »

Qaiin  Pewwm  Cnpaska

Q- |% |18 0 HauanbHas cTpaHuua Default

. Jﬂ MposogHuk
- ?ﬂ HauvaneHas cTpanuua WEb Slte Pepaktuposate
483 SRV (TEST\a1) . , PaSpELEHNRS
: N = W [epeditn ~
e @ Myl npraokeHni ;
4|8 calitel
446 Default Web Site ! &
D‘[:'E Certnroll : ’ @ MpecmoTpere
B -¥ CertSrv JokymeHT no MpMAGHKEHMR
Diﬁ en-Us WYPHENA  YMONY3HWHD Mpocmerpers
Bl ] ru-RU : '\j BMPTYanbHEIE KATANOTA
b ﬁ test W Ynpaenenue seb-caitom '@
3aronoekn  K3wmposa.. -
OTEETOE ... EBbIECANMBL...

v §

Mirnanuue Manamerne Meneuann Omﬂﬂﬁ-ﬂﬁﬂ
] Ofzop =380 (http)

Nonn nHETE ARHEE

Hamenenne seb-canta

Mpueazkn...

OCHOBHBIE HACTPOHKH. .

e [lepesanycTuts
P 3anyctute
[ |

JcTaHOBWTE

E MpocMoTp B03MOKHOCTER ||_‘_‘|:E‘I MpocmoTp CogepuMara

[oToBHOCTE ‘i:g

Puc. 4 - Aucnemyep cnymo 11S

B nanenu Mopkntouenus cnesa Boibepute nyHKT Default Web Site (Be6-caiiT no ymonyanutio).
3. B konoHke OeiictBua B cekunn UsmeHeHue Be6-caiTa cnpaBa LWeKHUTE Ha cCbiike OCHOBHbIe

HaCTPOMKM.

OT06paszuTcs cnepytoLLee OKHO.

W caiira: Myn npuacseqni:
|Defaut Web Site | |DefaultappPool

DUINIECKMA MyTh:

Mpoeepka NognMHHOCTI

‘ MNogkn. kak... | ‘ TeCT HAaCTpOEK...

Puc. 5 - OkHo U3ameHeHue caiima

4. B none ®usunuecknit nytb BBeante C:\Windows\System32\certsrv.
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OKHO npuMeT cnepyowmii BUA.

W caiira: Myn npuacseqni:

|DefauItWeh Site | |Defaurm.pp|>oo| | BbiBpaTs...

DUINIECKMA MyTh:
| Ch\WindowsSystem32\certsrv

Mpoeepka NognMHHOCTI

‘ MNogkn. kak... | ‘ TecT HacTpoeK...

Puc. 6 - U3meHeHue nons @usuyeckuii nyme

5. Haxmwure OK, 4to6bl COXpaHUTb U3MEHEHUS.
a=
6. B LeHTpanbHOIi YaCTM OKHa ABOMHBIM LIENYKOM Ha 3Hauke = nepeiiaute B pasaen Guabtpaums
3anpocos.

OkHo ocHacTku Oucnetuepa cnyxb6 1S npumeT cnepyowmin Bua.

B

€ » SRV » caiitel » Default Web Site »
.‘_-._-_'J

Dain  Peswum  Cnpaeka

CXS TR ) 0 duUnbTpauua 3anpocoB [lo6aswrs npaswno

------ ?ﬂ HauaneHaa crpanm $uneTpauum...
panmua McnonesyiTe 31y GyHKUMIC 408 HACTPOMKK NpPasu
4 'ﬂﬂ SRV1 (TEST\al) bunsTpaLMM, MamennTe napameTpol..

L |2} Mynet npuncsxenmil c
48 caiftor | [% Pacimpenma nmen ¢~aﬁnon| =4 Mpaswna = < | > @ gy
: . Cnpaeka B inTepHete
A-o Default Web Site Wma ™ CkanupoBanue  [lpumMeHAETcA K
D'Iﬁ-j CertEnroll
b--@' CertSrv
- en-US
- ru-RU

b o test

<l E

ﬁ MpocMoTp BO3MOKHOCTER @ MpocMoTp cogepsumoro

Kendurypaums: "Default Web Site" web.config

Puc. 7 - Pasoden @unempauyus 3anpocos

7. B naHenu [eitcTBua cnpaBa WEeNKHUTE Ha CCblIKe U3meHuTL napameTpbl.
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OTobpasuTca cnepytoLiee OKHO.

MzMeHeHWe NapaMeTpoe GUAETPaLWKY 3anpoc... _

Obwme

PaspelumTe He yKasaHHBIE pACLUMPEHNA MMEH ainos
PaspelunTe KOMaHABI, OTCYTCTEYHILLME B CIMCKE
PazpelumTe CMMEDBI paclUMpEHHOre Habopa

[[] Paspewwe aeoiince npecbpazosarne

OrpaHnueHns 3anpocoe

MakcumansHan AonycTiMan ANUHa cogepumoro (BaiT):

|3[)DDDDDD |

Makcumanenas gnuna URL-agpeca (BawnT):
|4096 |

MakcumaneHaa gnuHa cTpokw zanpoca (BaiT):

|z[:u13 |

0K ‘ | Otmena

Puc. 8 - UsmeHeHue napamempos punempavuu 3anpocos

8. YcraHosute dnar Paspewutb aBOIHOE Npeob6pasoBaHue.
9. Haxmute OK, 4T06bl COXPaHWUTD U3MEHEHUSA.

5.1.3 T[lpoBepka JOCTYNHOCTM CMNCKOB OT3biBa CEPTUDMNKATOB

MNocne Toro Kak BbIMOMHEHA HACTPOMKA LeHTpa cepTuduKauumn n HacTpoiika B [lncnetyepe cnyxo IS,
HeobxoaMMo ybennTbCa B JOCTYNHOCTY NOAHOIO M Pa3HOCTHOTO CMMCKOB OT3blBa CEPTUPUKATOB.

[ins 3TOoro ¢ BHEAOMEHHOrO KOMMNbiOTEPa B Bpay3epe nepenante No CAeayoLWwmM CCbiKaM (B KaXaoM
cnyyae [LOMKHO 0TOBpaxaTbCs OKHO 3arpysku daina):

e nonHbIY cnucok ot3biBa: http://<Cepsep_LIC>/certenroll/<Uma_LLC>.crl;
e pa3HOCTHbIN cnncok oT3biBa: http://<Cepsep_LLC>/certenroll/<NUma_LIC>+.crl.

roe:

<Cepsep_LIC> - nonHoe uM4 cepBepa, Ha KOTOPOM YCTaHOBAEH LieHTp cepTudukaumm Microsoft,
BK/IIOYAs MMS KOMMblOTEpa U AOMeH, Hanpumep: srvl.test.com.

<Uma_LUC> - ums ueHTpa ceptudukaummn Microsoft, Hanpumep, EntCA.

Takum obpasoMm, ecnm Bpatb NpuBeLEHHbIE Bbille NPUMEpbI, CCbKM BYAYT BbIMNSAETb CeAYOWMUM
0bpazoM:

e MOnHbIN cnucok oT3biBa: http://srvl.test.com/certenroll/entca.crl;
e Ppa3HOCTHbIM CNUCOK OT3biBa: http://srvl.test.com/certenroll/entca+.crl.

A
& Bnocneacteun y6eantecs B ToM, 4yto HTTP-agpec Touku pasMelleHns CMCKOB OT3biBa CEPTUMUKATOB COAEPXKUTCS B
ceptudmkaTe, BbINyLWEHHOM ans cnykbbl ayTeHTUdMKaumm JMS (cM. «Boinyck ceptudukata B XxpaHunumiLe cepTMdUKaToB
KOMMblOTEPa», C. 43).
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5.2 Ceptudumkartbl gnsa pabotsl ¢ JMS

[ns pabotel JMS BaM MoryT noHanobutbcsa cneaytolme cepTuduKkatsl (CM. Tabn. 4).

Ta6bn. 4 - Cepmugukamsl ueHmpa cepmugukayuu Microsoft, ucnonszyemoie ¢ IMS

Ceptudukar

OnucaHue

Ceptudumkat onepatopa JMS

70T cepTudmKaT Heobxoamum ans pabotsl JMS.

Ceptudukat onepatopa JMS nonxeH 6biTb NpU BbiNMyCcKe 3anmncaH B NamMsTb
3NEKTPOHHOTO K/0Ya, KOTOPbIM ByAeT NCMoNb30BaThCs B KaYeCTBE Ko4a
onepatopa JMS (Hanp., Ang MOHTUPOBaHUS KpUNToxpaHunuwa JMS).

B HacTosweM pykoBOACTBE HACTPOKKa wabnoHa ceptudukaTa onepatopa JMS
npefcTaBneHa Ha ocHoBe WabnoHa Monb3oBaTenb o cMapT-KapTou.

Ceptudukat ciyxobl
ayteHTudmKaummn JIMS

JTOT cepTUdMKAT Heobxoamm ans pabotsl JMS.

CepTuduKaT, BbINYLLEHHbIV N0 3TOMY LWABGMOHY, AOMKEH ObiTb NOMELLEH B
XpaHunuwe cepTnduKaToB KOMMblOTepa Ha cepeepe JMS, 1 ucnonbsyertcs ons
cnyx6bl ayTeHTUdMKaumm JMS.

B HacTosweM pykoBOACTBE HACTPOKKa WabnoHa cepTndukata cnyxobl
ayTeHTUdMKauum JMS npepctaBneHa Ha ocHoBe WabnoHa KomnbloTep.

Ceptudumkat pna obecnedyeHus
SSL-coeanHeHus mexay
cepepoMm JMS u
AAMUHUCTPATUBHBIM areHToOM U3
coctasa JMS Admin

Ceptudumkat pna obecnedyeHus
SSL-coeauHeHus mexay
cepBepoM JMS U KNUMEHTCKUM
areHToMm u3 coctasa JMS Client

Ceptudumkat ana obecneyeHuns
SSL-coeanHeHus mexay
cepepoM JMS u cepsepom SQL

70T cepTndumKaT (cepTudurKaTbl) HEO6XOAMM, TONILKO B TOM C/1y4ae, eCv Bbl XOTUTE
3alWMTUTL B3aMMopeincTeue komnoHeHToB JMS nocpencrtsom SSL.

CeptudukaT ona obecneyeHns 3alwmTbl COeANHEHMS C MOMOLLbID SSL HyXXeH ans
3aLUMTbI CIeayoLWmX TUNOB B3aUMOAENCTBUN:

e B3aumopenctaue cepsepa JMS c afMUHUCTPATUBHBIM areHToM u3 coctasa JMS Admin;
® B3aumopencTeune cepaepa JMS ¢ KIMEHTCKUM areHToM M3 coctasa JMS Client;

e B3aumopelictaue cepsepa JMS c cepsepom SQL.

B nepBbIx ABYX Ciyyasx cepTUPHMKAT, BbIMYLLEHHbIM MO 3TOMY LWIAGNOHY, JOMKEH
6bITb NOMELLEH B XpaHWUnuLe cepTuduKaToB KoMMbloTepa Ha cepsepe JMS. [ins
obecneyeHuns 3aWMTbl B3aMMOAENCTBUS YKA3aHHbIX KOMMOHEHTOB MOXHO
MCNoMb30BaTh Kak OMH CepTUUKAT, Tak M [Ba pasHbIX cepTUdHMKaTa.

B nocnenHem cnyyae cepTudumKaT LOMKEH ObITb MOMELLEH B XPaHUAULLE
cepTnduKaToB KOMMbIOTEpa Ha cepBepe SOL.

B HacTosweM pykoBoACTBE HAcTpoiika WwabnoHa ceptudurkata ans obecneyeHus
3alLMTbl B3aMMOAENCTBMUS KoMNoHeHToB JMS no SSL npeactaeneHa Ha ocHoBse
wabnoHa KomnbloTep.

CepTudukar areHta
perucTpaumum

70T cepTUdPMKAT HEOHXOAMM, eC/IU Bbl MNAHMPYETE BbIMYCKATh 3/1€KTPOHHbIE
KNo4M € cepTudmMKaTaMm LeHTpa cepTudumkaumm Microsoft ang nonb3osatenei JMS.

CepTUdUKaT, BbINYLLEHHbIM MO 3TOMY WAabNOHY, AO/MKEH ObITb NOMeLLEeH B
XpaHunuuie ceptnudrKaToB KOMMblOTepa Ha cepBepe JMS u ncnonb3yercs, koraa
BbINYCK 3/1IEKTPOHHbIX KNKOUer ¢ cepTudmkaTaMu LeHTpa ceptudukaumm Microsoft
0CyLLeCTBNSETCS agMUHUCTpaTopoM JMS oT umeHu nonb3osateneit JMS nnu koraa
BbIMYCK OCYLLECTBASETCA Nonb3oBatensMun JIMS camocToaTensHo.

B HacToswWweM pykoBOACTBE HACTpOiiKa WabnoHa cepTuduKaTa areHTa perncTpaLmm
npencraBneHa Ha ocHose WabnoHa AreHT peructpaumu (Komnbiotep). B atom
C/lyy4ae areHTOM perucTpauuu sensetcs cepsep JMS.

AreHToM peructpaumm Takxxe MoXeT BbITb aaMmMHucTpaTop JMS, Bbinyckawoowmi
3N1eKTPOHHbIE K/KYM OT UMEHM NOb30BaTeNeN B KOHCONM ynpasneHus JMS.
[locTynHbl cnepyolme BapuaHTbl.
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Ceptudukar OnucaHue

o CepTudukar areHTa perucTpaumm yCcTaHaBIMBaETCs B XpaHUMLLE NoNb30BaTens Ha
KOMMblOTEPE, Ha KOTOPOM YCTaHOB/NEHA KOHCOb yrnpasieHus JMS.

o CepTudukat areHTa perucTpaumm 3anucbiBaeTcs B NaMsaTb 3EKTPOHHOTO KIIHOYa,
npuHagiexalero agMmHucTpatopy JMS. B atom cnyyae npwm Bbinycke ceptudukaTos ans
nonb3oBaTene agMUHUCTPATOP AO/MKEH ByaeT NOACOeANHUTL CBOM NEKTPOHHbIN K4 K
KOMMbtOTEPY.

B HacToswem OOKYMEeHTE ona npuMmepa CepTlAdJIAKaTa areHTa perncTpauum B
XpaHUAuLLE Nosb3oBaTena Uan B NaMATM 3NEKTPOHHOIO K/ko4a 6y,£l.eT
MCNOMb30BaThCS WabnoH AreHT perucrpauum.

JAN Ecnu areHToM peructpaumu ssnsieTcs aaMuMHUcTpaTop JMS, yctaHoBka
cepTuduKaTta areHTa perucTpaumuu ans cepeepa JMS Bce paBHO HeobxoanMa.

370 WwabnoH, KOTopbIN ByaeT MCNONb30BATLCA MPU BbINyCKe A48 NoSb30BaTeNen
JMS 3nekTpoHHbIX KNtoyeii ¢ ceptudukatamum LeHTpa ceptudumkaumm Microsoft.

B HacToswweM pyKoBOACTBE pacCMaTpUBAETCH BAPMUaHT, B KOTOPOM BbIMYCK
3NEKTPOHHbIX KtoYei ¢ ceptudukaTamm LeHTpa ceptudukaumum Microsoft
OCYLEeCTBASETCS agMUHMUCTPATOpOM JMS oT uMeHn nonb3osatenen JMS.

Ceptndukat gna nonb3osaTenen
IMS

B HacTosweM pykoBoaCTBE HAcTpoiKa WwabnoHa ceptudukata Ang nonbloBatenei
JMS npepctaBneHa Ha ocHoBe WabnoHa Monb3oBaTenb co CMapT-KapToi.

5.3 CospgaHue wabnoHoB cepTudmKaToB

1. 3anyctuTte KOHCONb LeHTpa cepTudukaumm Microsoft.
OkHo KoHCconM ByaeT BbIrNgaeTb Cleaylowmm obpasom.

= certsrv - [LlenTp cepTudmkaumm (flokansHslA\EntCA] = -
DQan  fJedictene Buwa  Cnpaska
o | E Q= H » =

Tl Uentp ceprudukauun (Mokanent| | Wuma

4 |gn EntCA _| OTozeaHHbIE cCepTHdMKATEI
_| OtozsanHeie ceptugukatt|| || BriganHele CEPTH HEATEI
_| BelaaHHele cepTudimkatel “| 3anpoce B okngaHIM

| 3anpocel B oxuaannmn “| Heyaaunbie zanpocel

| HeyaauHeie sanpockl =
- TEYA P _| laBnoHe! cepTudimkaToe

| WaBnoHe ceprudukatos

Puc. 9 = OKHO KOHCOIU ueHmpa cepmugukayuu
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nyHkTe WlabnoHbl cepTudukaToB 1 Boibepute YnpaBnenue (cMm. puc. 10).

Qaiin  Jdeficteme  Bug  Cnpaeka

o« 7| 6= H

@ Lientp ceprudmkaumm (JlokaneHe
4 g EntCA
] OroseaHHbIe cepTuduKaTt
] BelgaHHbie cepTudukaTsl
] 3anpocel B oxMAaHMK

] HeypauHele 3anpoce

Mran

5 Novurosan PEMANKALMA KATANOT3

| Mpoeepka NOAMMHHOCTH KOHTPOAE. .,
) npoBepka NoAAMHHOCTH Kerberos

5 Arent soccranosnenma EFS

5 Bazosoe wudposanne EFS

HazHauenne

MouToean pennukaumMa om
MpoBepka NOGAMHHOCTH K
MNpoBepka NOAAMHHOCTH K
Boccranoenenue dalinoe
Wndpyrowan daincean c

|1 Wabnows ceprndmratos’

Ynpasnenue MpoBepka NOGAMHHOCTH K

Mpoeepka NOAMMHHGCTH ©
Cozgate
Mpoeepka NOAMMHHOCTH K
Bug Wndpyrowan daincean c
<Brex
OBHoBKUTE
MoanuceIBaHWE CIMCKa 4o
JKCNOPTUPOBEETE CINCOK...

Cnpaeka

<] m [ T=0{ <]

3anyck OCHACTEM WAaBN0HOE CEPTUGUKATOR

Puc. 10 - Omkpsimue 0KHa ynpasieHus wabnoHamu cepmugpukamos

3. B oTobpasuBlIeMCcs OKHE LWEeNKHUTE NPaBOM KHOMKOM HA HY)KHOM LabnoHe U HaXMUTE
CkonupoBartb WwabnoH (cMm. puc. 11).

@ain  [defcTene
G | = H =

5 WaBnoHe ceptudmkatos (Srvld|| OtoBpaxaemoe uma dabnona

Bug Cnpaeka

Bepcua cxemi ~ || edcremna

elllafnonysceprduia sy

JononHuTeneHble gef... #

5 NogumHenteii LIEHTR CepTHdUKALMI
5 Nonesosarens
5 Nonezoeatens Exchange

Monesosatens co cMapT-KapToi

5 Novurosan PEMANKALMA KATANOT3 Ckonuposate wabnox

HWTENBHEIE AEM...

= MpoBepenHbIi ceaHc

Bce zagaun
) npoBepka NoAAMHHOCTH Kerberos

5 Nposepka nognMHHECTM KoHTPO Ceoictea

) Mpoeepka NoANMHHCCTH paboye Cnpaska

5 Toneko nognuce Exchange T

E Toneko NogNWCE NONE3CEATENA 1
= LIC Exchange 2
) Wneposanne CEP 1

<] m | > < m >

Mpu ncnone3ceanuk ganHero wabnoHa e kadvecTee Basoesoro By4eT co3gad WabnoH, NoAAENHUE

Puc. 11 - KonuposaHue wabnoHa cepmugukama

4.  HactpoiiTe WabnoH:

@ [lna koppekTHoW paboTbl JMS HeobxoanMo ncnonb3osaTh WabnoH Bepcun Microsoft Windows Server 2003.

o «lllabnoH ceptudumkata onepartopa JMS», c. 28;
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o «llabnoH cepTudukata cnyxbol ayteHTUdMKaummn JMS u cepsepos JMS/SQL», c. 29 (ans
ceptTudukata cnyxbol ayteHTMdMKaummn JMS, nna ceptudukarta/ceptudukatos nogaepxkm SSL-
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coenmHeHus ¢ cepeepoM JMS, a Takxke ang ceptudmkarta nogaepxkm SSL-coeanHeHus cepeepa JMS

¢ cepsepom SQL);

e «llabnoH ceptudukata cnyxbsl ayteHTUdMKaumm JIMS (ana pabotsl JIMS B knactepe)», c. 29;

o «LUlabnoH ceptnudumkarta areHTa perucrpaunm», c. 30;
o «llabnoH cepTudumkaTa ans nonb3osateneit IMS», c. 34.

LWabnoH ceptudukara onepatopa JMS

I'Ipou,e,u,ypa npeacrtaBneHa Ha npuMMmepe Konmu wabnoHa Monb3oBarenb co CMapT-KapTOﬁ.

1. Hasknagke O6wme B none Otobpaxaemoe nms wabnoHa BBeaUTE UMS 4151 CKONMUMPOBAHHOMO

wabnoHa, Hanpumep, Onepatop JMS.
2. [Mepengute Ha Bknaaky LudposaHue.
OkHO ByneT UMeTb CeayoLLmit BUA,

Ceoitctea: Onepatop JMS

B

CBwme CoemecTamocTs I CBpafomka sanpoca Wneposarme

YeTapeswwil nocTaswmk cnyxd wwdposa

OnpeaenseTcr nocTaswmMKom cryxE wid

MiHIManEHEIR pasMep Koua: 1024

BbIEEpMTB NOCTEEWWKOE WWPPOEEHWA, KOTOPBD, MOXHO WCNONBS0EaTE
ANA Sanpocos

~ B sanpocax moryT McnonesoeaTecA nobele NOCTABWMKK, AOCTYTHEIE H3
"~ KOMMBHTEpE NONES0ESTENA

(®) B sanpocax MoryT MCNoNES0EATECA TONBKO CNELYIOWME NOCTEEWMIKN:

MNocTaswmKm:

% Athena ASECard Crypto C5P ~

[ eToken Base Cryptographic Provider

[IMicrosoft Base Cryptographic Provider v1.0

[Microsoft Base DSS and Diffie-Hellman Cryptographic Provider

[ IMicrosoft Base Smart Card Crypto Provider hd

DI'IDB,CLB]'IHBTCH NOCTABLLWMKOM CJT;')KS LMD

HMcnoneayitTe AononHATENSHEIA QOPMET MOAMMCH

TpefoBaHA Boinaum I YeTapeswwe wabnoHe I Pacwwmperna BezonacHocTs Cepeep

Mrn cyfvekra

| 0K | | Cmveqa | | MpumeHrTe | | Crpaexa

Puc. 12 - Bknadka Wugposarue wabnoHa cepmugukama ons onepamopa JMS

3. B none MuHMManbHblii pa3Mep KAKoUa yCTaHOBUTE MUHUMAaJIbHbIN pa3sMep Kkoua, HauuHas ¢ 1024

OuT.

4, Bbl6€pMTe NYHKT B 3anpocax MOryT ucnoJjib3oBaTtbCs TOJIbKO Cyieayowne NnoCTaBWMKU 1 B
3aBMCMMOCTU OT UCNOJIb3YEMOIO 3IEKTPOHHOIO KNKo4Ya B CNNCKE MocTaBwmKM Bbl6epMTe

NnocTaBLMKa Kpuntorpadum:

- 3neKkTpoHHble Kntoum eToken, a Takxke JaCarta PKI ¢ dyHKumen o6paTHOM COBMECTUMOCTH C

npoayktamu komnaHuu Aladdin - eToken base Cryptographic Provider;
- 2nekTpoHHble kntoun JaCarta (3a ncknovernnem JaCarta PKI ¢ dyHkumein obpatHo
COBMECTUMMOCTM C NpoAykTamu komnaHum Aladdin) — Microsoft Base Smart Card Crypto Provider

nnu Athena ASECard Crypto CSP.
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5. [epenigute Ha BkNaaKy besonacHocTb 1 BHeCMTE HEOOXOAMMbIE U3MEHEHMS.

.r-;'
\\;B HacTosIleM fOKYMeHTe NpoLeaypa 3asBk1 Ha cepTudukar ans onepartopa JMS npoussoauTcs cammum ByaywmMm onepatopom
JMS, TakuM 06pa3oM, 3TOMy NoNb3oBaTeNto He06XoAMMbI paspelleHus: UteHne 1 3aseka.

6. Haxmute OK ong coxpaHeHus wabnoHa.
7. Ony6nukyiTte wabnoH ceptudumkata (cM. «Mybnunkaums wabnoHa ceptudukata, c. 36).

5.3.2 LabnoH cepTudmkata cnyxbbl ayteHTMdunKkaumm JMS n cepsepos JMS/SQL

LLlabnoH ceptudmkata ans cepsepa JIMS/SQL MoXeT 6biTb MCMOb30BAH ANS BbIMYCKa CIeAYOLWMNX
CepTMPUKaTOB:

e ceptudukaTt gna obecneveHns pabotbl cykbbl ayTeHTUDMKaunm JMS;

e ceptudumkar obecneyeHms SSL-coeanHeHns cepeepa JMS c aAMMHUCTPATMBHBIM areHTOM M3 COCTaBa
JMS Admin;

e cepTudukaT obecneyeHusa SSL-coeanHeHuns cepBepa JMS C KIMEHTCKMM areHToM U3 cocTasa JMS
Client;

L

\= Ons ABYX NOCNneaAHUX BapUaHTOB MOXHO UCMONb30BaTb KaK OAMH M TOT Xe CEpTMdJMKaT, TaK U ABa pPa3HbIX.

e cepTudukat obecneyenusa SSL-coeanHeHuns cepeepa JMS cepsepom SQL.

Mpoueaypa NpeacTaBneHa Ha npuMepe Konuu wabnoHa Komnblotep.

1. Hasknagke O6wme B none Otob6paxaemoe ums wabnoHa BBeAUTE UMS 1S CKOMUPOBAHHOMO
wabnoHa, Hanpumep, SSL.

2. [lepenpute Ha BkNaaKy besonacHocTb 1 f06aBbTE KOMMBIOTEPY, KOTOPLIN SBNISeTCS cepBepoMm JMS,
paspelueHus: YreHue, 3agBKa 1 3anuchb.

3.  Haxmwure OK png coxpaHeHus wabnoHa.
OnybnukyiTe WabnoH ceptnudumkata (cm. «Mybnukaums wabnoHa ceptudukarta, c. 36).

5.3.3 LWabnoH ceptudmkata cnyxobsl ayteHTMdukaumm JMS (ans pabotel JMS B knactepe)

Ec/in Bbl NnaHupyeTe passopaunBath JMS B knactepe CieayeT UCMosb30BaTh KOMMIO WwabnoHa
KoMmnbloTep, NpMMeEHUB Cleayolme HacTpoiKu.

1. Ha sknagke O6wme B none OTo6pakaemoe ums WwabnoHa BBegMTe UMS 419 CKONMUPOBAHHOMO
wabnoHa.

2. MMepenpwute Ha Bknaaky O6paboTka 3anpoca 1 yctaHoBuTe dnar PaspewnTtb akcnopTMpoBaTh
3aKPpbITbIM KHOY.

3. lMepenpute Ha Bknagky Uma cybbekTa 1 Boibepute nyHkT MpepocraBnsercs B 3anpoce.
B oTobpasuBluemMca okHe npeaynpexaeHus HaxxmuTe OK.

5. [epenpgute Ha BknazaKy besonacHocTb 1 f06aBbTE KOMMBIOTEPY, KOTOPLIN sBNISeTCs cepeepoM JMS,
paspelueHus: YreHue, 3agaBka 1 3anuchb.

6. Haxmwure OK ong coxpaHeHus wabnoHa.

7. Ony6nukyiiTte wabnoH ceptudumkata (cM. «Mybnukaums wabnoHa ceptudukata, c. 36).

bonee petanbHO Npouenypa co3naHuMs WabnoHa u BbiMycka cepTuduKaTta Ans Knactepa onucaHa B
PYKOBOZACTBE MO Pa3BepPTbIBAHUIO KNAacTEPHOM KOHGUrypauum JMS [6].
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5.3.4 LWabnoH cepTudmkaTa areHTa permcrpauum
B tabn. 5 npeactaBneHbl BApuaHTbl YCTAaHOBKM CEPTUDMKATA areHTa permcrTpaumm.

Tabn. 5 - BapuaHmel ycmaHosku cepmugukama azeHma pezucmpauuu

Tun areHTa

S BapuaHT ycTaHOBKM cepTudMKaTa

B 3TOM cnyyae cepTudUKaT areHTa perncTpauum AomKeH HbiTb YCTAHOBEH B XpaHUAULLE
KoMMbtoTepa Ha cepeepe JMS. CM. «XpaHuauiLe KOMMbIOTEPA» HUXE.

Cepsep JMS l""_\ YcTaHoBKa 3T0ro ceptudukaTa 0b6s3aTenbHa, Aaxe ecnu Bbl He NNaHMpyeTe UCNOoNb30BaTh cepep JMS
B KauecTBe areHTa perncrpauumu. B cnyyae xe ecnm cnyxba JMS 3anyckaetcs oT UMeHU Nonb3oBaTens, T0 B
KayecTBe TaKoro cepTuduKaTa LOMKEH UCMONb30BATbCS CEPTUMUKAT areHTa perncTpaLmu, BbinyLEeHHOro
15 NONb30BaTeNs, OT Ybero MMeHu 3anyckaetcs ciyxba JMS (cMm. «XpaHunuiue nonb3osatens», C. 32).

B 3TOM C/lydae CylecTByOT CIeAyoLMe BapUaHTbl YCTaHOBKM cepTudMKaTa areHta
perucTpaumm.

CepTuduKaT areHTa perucTpaummn yCTaHaBAMBAETCS B XPaHUAMLLE NONb30BaTENs
aaMuHucTpaTopa JMS Ha KoMnbloTepe, Ha KOTOPOM agMUHMCTpaTop JMS ocyluecTBiSeT BbiNyck

AAMUHUCTpATO -
A patop cepTMdUKaToB Ang nonb3osateneit. CM. «XpaHunuiLie nonb3oBaTens», c. 32.

IMS
CepTnduKaT areHTa perucTpaumm 3anmncbiBaeTcs B NaMsaTb EKTPOHHOMO KIIHoYa,
npuHagnexawero agMuHucTpatopy JMS, B 3ToM ciyyae npu Bbinycke cepTUdUKATOB Aist
nonb3oBaTtenei B KOHCONM yrnpasnerus JMS agMuHuctpatop JMS nomkeH NnoacoeanHUTb CBOM
3N1EKTPOHHbIN KU K KoMMbloTepy. CM. «[Ins XxpaHeHUst Ha 31eKTPOHHOM KJoue, C. 33.

5.3.4.1 XpaHunuuie KkoMmnbloTepa

MNpouenypa npencraBneHa Ha npuMepe Konuu WwabnoHa AreHT perucrpaumm (KOMNbIOTEP).

1. Ha sknagke O6wme B none Otob6paxaeMoe nms wabnoHa BBegUTE UMS 151 CKONUMPOBAHHOMO
wabnoHa, Hanpumep, AreHT peructpauun JMS.
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I'Iepeﬁ,u,MTe Ha BK/1agKy de)pOBaHMe n y6€ﬂ,MTer B TOM, 4YTO B CNNCKE NOCTABLWMKOB OTMEYEHDI

cnepyolMe ABa NOCTaBLLMKA KpunTorpaduum (cMm. puc. 13):

Microsoft Enhanced Cryptographic Provider v 1.0;
Microsoft Base Cryptographic Provider v 1.0.

Ofiwme I CoemecTamocTe I CBpafoma sanpoca mepposanme

TpefoBaHA Bolnaum I YeTapeswwe wabnoHe I Pacwwmperns BezonacHocTs Cepeep

WA cyfvekta

K.areropua noctaswmea:; |Vc1apesu.w1ﬁ NOCTEBWMK ChyxE Whbposa

Mg anropura: |anenenHETcn NOCTEBWMIKOM CIyxE Wik

MiHIManEHEIR pasMep Koua: 2048

BblﬁEpHTB NOCTEEWWKOE WWPPOEEHWA, KOTOPBD, MOXHO WCNONES0EaTE
ONA SFanpocos

B SANPOCEX MOryT MCNoONE30EITECA MoGkIE NOCTIBWMKN, AQCTYMHBIE HE
KOMMBKDTERE NONES0E3TENA

@ E JANPOCEX MOryT MCNONE3I0EITECA TONBKD CNEOYHILWME NOCTIEWNKKA .

MNocTaswmKm:

[wiMicrosoft Enhanced Cryptographic Provider v1.0
[wiMicrosoft Base Cryptographic Provider v1.0
[J4thena ASECard Crypto CSP

[ eToken Base Cryptographic Provider

[ Microsoft Base Smart Card Crypto Provider

#3W 3anpoca; |aneu,enne'rcn NoCTABLUMKOM chyxE WKppo |

[] MicnonesyiTe AONOMHWATENLHLIA OPMAT NOAMMCH

0K | | Cmveqa | | MpumMeHrTe | | Crpaexa |

Puc. 13 - Heobxodumsie nocmaswuku Kpunmozpaguu
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3. [epenpute Ha BkNazKy besonacHocTb 1 [06aBbTE KOMMBIOTEPY, KOTOPLIN SBNsSETCS cepeepoM JMS,
paspeleHus: YteHue, 3asBka 1 3anucb (cM. puc. 14).

= 2
CeoicTea: AreHT permcrtpauuu JMS _
Ofiuwme I CoBMeECTMMOCTE I OfipafoTka sanpoca I IMppoBaHe | Mma cyfbekTa
TpefGoBaHWA BkIAEYM I YeoTapeslwne WabnoHs! I PacwwpeHun | BesonacHocTs | Cepeep

Tpynns! MM NONbZ0BETENN:

82, Authenticated Users

& al

3
5& Domain Admins (TESTDomain Admins)

.9& Erterprise Admins (TES T \Enterprize Admins)

| NpGaeuTe... | | YnanuTe |
Pazpewenua ana rpynner "SRV1S" Paszpewnts 3anpemiTe
MonHeli gocTyn [l [l
UreHue [l
Januce O
Jamexa O
AETOMATWIECKEA NOAAYE SERBOK [l [l

Yrobiel sagate ocolible PESPEWEHMA MM NEpEMETPEI, HEXMMTE KHOMKY
" OononHuTeEnEHD" HopontuTensHo

[NogpoBHes 06 yNpasneHU SOCTYTIOM V¥ DASDELISHMAX

0K || OmaeHa | MNpUMEHTE Cnpaexa

Puc. 14 - Bknadka bezonacHocms wabnoHa cepmugukama azeHma peaucmpayuu

4.  Haxmute OK ons coxpaHeHus wabnoHa.
5. Ony6nukyiiTte wabnoH ceptudumkata (cM. «Mybnukaums wabnoHa cepTudukata, c. 36).

5.3.4.2 XpaHunvie nosb3oBatens

Mpoueaypa NpencTaBieHa Ha NpUMepe Konuu WwabnoHa AreHT perucTpaumu.

1. Hasknagke O6wme B none OtobpaxaeMoe nms wabnoHa BBegUTE UMS 151 CKONUMPOBAHHOMO
wabnoHa, Hanpumep, AreHT peructpauuu JMS.
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2. Tepenpute Ha Bknazky LudpoBaHue 1 ybeamtech B TOM, YTO B CMIUCKE NOCTABLUMKOB OTMEYEHDI
cnepylowme ABa NocTaBluka kpuntorpadum (cM. puc. 15):

- Microsoft Enhanced Cryptographic Provider v 1.0;
- Microsoft Base Cryptographic Provider v 1.0.

- ]
Csoitctea: Enrollment Agent (Userstore) _
TpefoBaHA Bolnaum I YeTapeswwe wabnoHe I Pacwwmperns BezonacHocTs Cepeep
Owme CoemecumocTs I O@pabomica sanpoca WneposaHme WA cyfvekta

YeTapeswwil nocTaswmk cnyxd wwdposa

OnpeaenseTcr nocTaswmMKom cryxE wiad

MuHMMEnNEHEIR pasmep Kioya:

BbIEEpMTB NOCTEEWWKOE WWPPOEEHWA, KOTOPBD, MOXHO WCNONES0EaTE
ONA SFanpocos

~ B sanpocax moryT McnonssoeaTecA nobele NOCTABWMKK, AOCTYTHEIE H3
" KOMMBHTEQE NONESO0ESTENA

(®) B sanpocax MoryT MCMoNES0EATECA TONBKO CNEQYIOWME NOCTEBWMIKN:

MNocTaswmKm:

[wiMicrosoft Enhanced Cryptographic Provider v1.0 -
[wiMicrosoft Base Cryptographic Provider v1.0
[Athena ASECard Crypto CSP

[ eToken Base Cryptographic Provider

[ Microsoft Base Smart Card Crypto Provider hd

OnpenenreTcA NOCTABLUMKOM cry*f WKppo

WcnonsayiiTe AoNonHATENSHEIR QOPMET NOAMMCH

0K || Cmveqa | MpumMeHrTe

Puc. 15 - Heobxodumble nocmasuwuku Kpunmoepaguu

3. [epenpwute Ha BKNaaKy besonacHocTb 1 f06aBbTE NONB30BATENIO, KOTOPLIN ByAET BbINOMAHSITL POsib
aaMuHucTpatopa JMS, paspelwenus: YteHue, 3asBKa 1 3anuch.

1
-& B uenax 6e30nacHOCTU peKOMEHAYETCS yAaNMUTb 3TU pa3peLleHms Noce Toro, Kak CepTudUKaT areHTa perncrpaumm byaer
BbINYLUEH.

4,  Haxmute OK anga coxpaHeHus wabnoHa.
5. Ony6nukyiTe wabnoH ceptudumkata (cM. «Mybnukaums wabnoHa cepTudukata, c. 36).

5.3.4.3 [1na XxpaHeHus Ha 3NEeKTPOHHOM Krioye

Mpouenypa npeacTaBneHa Ha npuMepe Konuu wabnoHa AreHT perucTpauum.

1. Ha sknagke O6wume B none OTo6parkaemoe ums WwabnoHa BBeMTe UMS 419 CKONMMPOBAHHOMO
wabnoHa, Hanpumep, AreHT peructpauun JMS.
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Bepcusa pokymeHrta: 1.06

2. I'Iepeﬁ,u,MTe Ha BKNaaKy UJMdeOBaHMe M OTMETbTE O4AMH U3 CIEAYHOLLMX NMOCTAaBLUMKOB

kpuntorpaduu (cMm. Tabn. 6).

Tabn. 6 - [locmaswuku kpunmozpaguu 418 3anucu cepmuguKama azeHma pe2ucmpauuu 8 Namsms 3MeKMpPOHHO20 K4a

DNEeKTPOHHDIN K/IOY, Ha KOTOPbIi 6yAeT BbiMyCKaTbCA
cepTdumKaT areHTa perucrpauum

Heob6xoauMbii NOCTBLUMK KpunTorpagpuu

JaCarta ¢ npunoxenuem PKI

JaCarta c npunoxenuem PKI/BIO

e Athena ASECard Crypto CSP
nnu
o Microsoft Base Smart Card Crypto Provider

JnekTpoHHble kntoun eToken (kpome eToken FOCT)

JaCarta c npunoxenunem PKI (obpaTHas cOBMECTMMOCTD)

eToken Base Cryptographic Provider

@ YTo6bl B HacTpoikax WwabnoHa noseuamncb noctaswmkn kpuntorpadum Athena ASECard Crypto CSP 1 eToken Base

Cryptographic Provider, Ha KoMnbloTepe fOMKHO HbITb YCTAaHOBNEHO COOTBETCTBYIOLLE NpOrpaMMHoe obecneveHune anis paboTsl C
3NEKTPOHHBIMU KTto4aMm (cM. «lNoaaepkka paboTbl C 3NEKTPOHHbIMK Ktodamu 1 0 ans paboTbl ¢ HUMUY, c. 17).

3. epengwute Ha BKNaaKy besonacHocTb 1 f06aBbTE NONBL30BATENIO, KOTOPLIN BYAET BbINOMHATD POJib
aaMuHucTpatopa JMS, paspewerus: YtreHue, 3asBKa 1 3anuch.

1
n&. B uensx 6e3onacHocTn PEKOMEeHAYETCA yAannTb 3TU paspeLlleHna nocne 1oro, Kak CepTMdJMKaT dareHTa perucrpaumm 6y,u,e'r

BbiNyLLEH.

4,  Haxmute OK ansa coxpaHeHus wabnoHa.

5. OnybnukyiiTe wabnoH ceptudumkata (cM. «ybnukaums wabnoHa ceptudukarta, c. 36).

5.3.5 LWabnoH ceptudumkata gna nonb3osatenen JMS

g Mpouenypa npencrasneHa Ha Nnpumepe wabnoHa Monb3oBatenb co cMapT-KapToi.

1. Hasknagke O6wme B none Otob6paxaemMoe nms wabnoHa BBeAUTE UMS 151 CKONUMPOBAHHOMO
wabnoHa, Hanpumep, NMonb3osartennb JMS.

2. [lepengwute Ha BknasnKy Tpe6oBaHuUs BblAauM 1 BbINONHUTE Clieflytoline OeNCTBUS.

B ow

AO «AnapouH P. 1.», 1995—-2021 . YCTaHOBKa U HacTpoiika
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5. B cnucke Monutnka npumeHeHus Bbibepute NyHKT AreHT 3anpoca ceptudukara (CM. puc. 16).

CBOWCTEa HOBOIO WABnoHa -

CoOBMECTMMOCTE | Ofiwme | Ofipafomka sanpoca I MppoBaHe I Mma cyfbekTa
Cepeep | TpefiosaHuA Bblaa4M | YeTapeswwe watnoHsl I Pacumperia I BezonacHocTs

TpefoBaTe ANA pErMCTRELIM:
[[]Dnotperma grcnemiepa cepdukatos LIC
YiasaHHoro YMCna aBTOPWS0BaHHED NOATMCER:

ABTOMETMYECKER PErMCTPALMA HE paspelueHa (ecnn TpedyeTca
Gonee oaHoOIA NoanMcH).

B nogrucu TpefyeTcn yKasaTs TMN MOMMTAKKA:

| MonuTvka npuMeHeHs v |
[MonMTKa NPUMEHEHIA;
|ArEHT 3aNPoca CEPTUDMKATE v |
OoGaenTs ..
Yoamam

TpefoBate ANA NOBTOPHOM PEMVCTRALIAK,
(®) Tex e yCNoOBMWIA, UTO M ANA PEUCTPALMA
() MoATBEPIMTE CYLLECTEYIOWMA CEpTHRMIKAT
PazpewnTe ofHoBNEHWE Ha oCHOBE Knloued ()
TpefyeT npegocTaBNATE AAHHLIE O CyEBbEKTE B 3anpoce
CEpTUDMKETE.

© 3nemeHT YNP3ENEHWA OTKNKYEH W3-38 N3paMETDOE COEMECTUMOCTA.

0K | | OmaeHa | | MNpUMeHTE | | Cnpaexa

Puc. 16 - Bknadka TpeboeaHus ebidayu

6. [lepenonTe Ha BkNaaKy besonacHocTb 1 ycTaHOBUTE HEOOXOAMMbIE pa3peLleHus.

% KomnbioTep, koTopbiii sBnsietcs cepeepoM JMS, nomkeH nMeTb paspelueHns YreHune 1 3asBka.

7. Haxmwute OK ong coxpaHeHus wabnoHa u onybnukyiTe wabnoH ceptndumkata (cM. «Mybnmkaumus
wabnoHa cepTudukatay, c. 36).
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5.4 Tly6nukauusa wabnoHa ceptudmkaTa

1. B OKHe KOHCONM LEeHTpa CePTUDUKALMU LLENKHUTE NPABOM KHOMKOM Ha NyHkTe LLla6noHbl
ceptudukaros 1 Boibepute Cospathb -> BoigaBaembiii wabnoH ceptudukara (cM. puc. 17).

@aiin  [Jefictene  Bug  Cnpaeka
@ & 6=

ﬁ Lentp ceprudmkaumm (Nokanede|| Waa HazHaueHue
4 gl EntCA ) Nourosan PEMANKALMA KaTanora MoyToBan penankauma ciyBel Kata.
[} Ovozsannbie cepudmkart|| 5 Mpoeepka NOANMHHGCTH KOHTPOANE,.,  [TpOBEpKA NOANUHHOCTH KAWMEHT], [f

[ Boiganneie ceprudmkatel || G npoeepka nognuHHocTk Kerberos Mpoeepka nognuHHo Tk KinenTa, Mf
[} 3anpocei B oxmaanim & Arent soccranoeneHna EFS BoccTaHoBneHue daiinos

'_;:I Heyaauriie 3anpocel 5 Bazosoe wndposarue EFS Wndpyrowan danncsan cucrema (EF
|- WaBnows ceptndmratos |

Gl Knurnonnan nogera MNpoBepka NoAAWHHGCTK KAWeHTa, [f

¥npaeneHne [ Mpoeepka NOANMHHOCTH CEPEEPA

Cozgate 4 || Brigaeaemelii wabnon ceptudukata |
3

B
e LeHTp cepTugmkaymn <Beex

OBHoBNTE Moanuceieanue cnucka gosepna (Mic

3KCNopTUPOBATE CNCOK..

Cnpaeka

<] m | >||<| m

BrntoueHune ACNCAHWTENEBHEBIX wabnoHoe CEpTHqJHKETOE Ha 3TOM LEHTRE CEQTH

Puc. 17 - Co3daHue 8bi0asaemo20 wabnoHa cepmuguxkama

OT06pazuTCa cneaytoLLee OKHO.

BriGepuTe 0mH WaBnoH cepTMMKETE ANA MCNONE30BaHWA B 3TOM LIEHTPE CepTUgMKaLn (LIC).

Mpumeyarve. Ecnm cospanHei wabnoH cepTMduKaTa He 0TOBPaXaeTCH B CNMCKE, NOAOAOMTE HEKOTOpOE
BPEMA, NOKE MHDPOPMELMA o WwalnoHe He GyaeT pENNMUMPOEEHE HE BCE KOHTROMNEPE! AOMEHS.

He Bce wWalnoHe! CEPTUDMKATOE B OPraHUSaLMM MaryT GeiTe AOCTYMHE! ANA Bawera LIC.

,ﬂ,OI‘IOJ'IHMTE.I'IbH)"rO MHd}OF}MEU,MI‘O CM. B pasgene OcHosHEIE CEEAEHWNA O LwiabnoHax CEETMQMKETOB.

Mra HasHaueHue
E AreHT pervcTpawn Bxchange (8BToHOMHBIA 3anpoc) AreHT 3aNpoca CepTURMKATS
] Bxon co CMapT-HapToi lMpoBepika NoAnMHHOCTM KnerTa, Bxoa co cvag
E MaplwpyTizaTop (EETOHOMHEIA 3ENpOC) [poBepka NoANMHHOCTH KNWEHTA
Onepatop JMS Boa co cmapT-#apToi, MNposepka NoamMHHOCTY
E NeperpecTHBIf LEHTD CEpTUPUKELAN <Brex
& Moarmecwisanme koma MogrmceiBaqke Koaa
E MogmuceiEaHwe omkmmka O5PC MogracaHue OCSP
& Moarmecwisanme crvcika AOBEQWA CEQTUDMKATOR Moarmceisadke crivcka aosepua (Microsoft)
E Monesoeatens Exchange JAUMULEHHER SNEKTDOHHER NOYTa

.E MonesoEaTENs CO CMapT-KapTOMA ZawmnweHHas aneKTpoHHan nouTa, Mposepka no hd
< m >

0K || Omens

2. BblbepuTe HYXHbIl WabNOH MAK WabnoHbl 1 HaxMuTe OK.

AO «AnappuH P. 1.», 1995-2021r. YCTaHOBKa U HacTpoiika My6nunyHbINA Crp. 36 /229



JaCarta Management System v3.7

5.5 Bbinyck cepTudunkaToB No NOAroTOBNEHHbIM LWabnoHam

5.5.1 Banuck cepTudukata B NaMsaTb AMEKTPOHHOIO Krnto4a

I'Ipou,e,u,ypa 3anucu CepTVId)l/IKaTa B NaMATb 3/IEKTPOHHOIO K/1l04a MOXET ObITb MCNOSIb30BAHA ANS

cnepyLmx ceptTudmKaToB:

e cepTudukat onepatopa JMS;
e cepTudMKaT areHTa perncrpauum.

YT06bI BbINYCTUTL 3NEKTPOHHbIN KoY onepaTtopa JMS ¢ cepTMdUKaTOM, CO34aHHBIM MO
onybnvkoBaHHOMY WabnoHy (cM. «LLabnoH ceptndumkata onepatopa JMS», c. 28), BoinonHute
cnepytowue AencTBuS.

1. [NoacoeanHUTE 3NEKTPOHHbIN KOY K KOMTbIOTEPY.

2. VI3 KOMaHAHOM CTPOKM BbINOAHUTE KOMaHAy certmgr.msc.
3. B oT06pasuBWIMMCS OKHE WeNKHWUTE NpaBoi KHOMKOM Ha NyHKTe JINYHOe U B KOHTEKCTHOM MEHH)
BbibepuTe Bee 3apaum -> 3anpocutb HOBbIN cepTudMKaT (CM. puc. 18).

=

==

@aiin  [eAcTene

= B @ = B

certmgr - [CepTudmkaTbl — TekywWwmWi noabsosatensy/lnuHoe] I;li-

Bug Cnpaeka

B MMauHoe

G CepTudukarel — TekyLumii none:

Tun oBrekTa

| CentudiukaThi

| Noeeper
| Joeepw
| Mpomex
o OBbekT
| Joeeper

| CropoH
| Noeeper

Mouck cepTudukates...

Bce zagaun

Bug

OBHoBNTE

3KCI'IDFITI.‘|FIDEET|: CANCOK...

Cnpaeka

Mouck cepTudukates...

3anpocHTe HoBBIM CepTHdMKAT...

Mrnopr...

ﬂ,DI’IDJ’IHMTEﬂbeIE onegagmn

[

[

[

[

[

b | Ceptud
[

[

p [ ] Mocrasu
[

£ L]

LKW CEpTHHKATOR
| [loBepeHHEIE KDpHEBEIE CepT

>

<

3anpocHTe HoBbIA cepTdmKaT oT ueHTpa cepTudmkaumm (LLC) B 3Tom gome

AO «AnapauH P. 1.», 1995—-2021 r.

YcTaHoBKa

Puc. 18 - 3anpoc Hogozo cepmugukama
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OT0o6pasuTCs CeayoLee oOkHO.

Mepea Hauanom paboTel

CRegyroLne Wark NomMoryT yCTaHoBUTE CEPTUgNKATE, ABNAMLLIMECA LWGPOBLIMKM YHETHEIMMW A3HHEIMW,

MCNONLE3YEMBIMN A0S NOAKNHYEHHA K BECNPOBOAHEIM CETAM, 33LLMTEI KOHTEHTAE, MAEHTHEMKILMK U NHBIX
33434 BezonacHocTy,

Mpexae Yem 3anpallnBaTe CEPTUGUKET, YERINTECE, UTO:
3TOT KOMMBHTER NOAKNHYEH K CETI;

MMEHITCA YHETHBIE AaHHBIE, KOTOPBIE MOrYT BbiTe MCNOAB30BEHEI ANA NOATEEPHAEHIA NP3BEa Ha
noayYeEHnE cepTudnkaTa.

MoapobHee o undpossbr cepTndnkarax

Puc. 19 - OkHo npusemcmeus Macmepa 3anpoca cepmugukama

4, Haxmute Oanee.
OT06paszuTcsa cnepytoLLee OKHO.

BuiSop NOAMTMKK perncTpaumnm cepTMhUKaTos

MonuThka pErMCTRaLMK CEpTUGUKATOR NO3BONAET PEMMCTRUPOBATE CEPTMGMKATEI HA OCHOBAHWK 3343HHBIX
saparee Wabnonos ceptudukatos. MoanTuka perncTpaunn cepTdMKaTos y2ke Morna BeiTe HACTPOEHE,

Hactpaneaembie agMMHUCTpaTOpOM

Monutuea pernctpaummn Active Directory W

Hacrpaneaembie nonb3oearenem JoBaenTe

HO,!I,F}O&HEE 0 OOAWTHEE DECMCTRILNK CEETHQHKETOB

Puc. 20 - OkHo 8bi60pa nosumuku peaucmpavuu cepmu@uxkamos

5.  Haxmute Oanee.
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OT0o6pasuTCs CeayoLee oOkHO.

3anpoc cepTUpMKaTOB

Bepcus pokymenTa: 1.06

Bbl MOKETE 33NpOCUTE CNEYHILLME TUNLI CEPTUGUKATOE, BRIBEpnTE CEpTUGNKATEI, KOTOPBIE XOTUTE

3ANPOCUTE, M HEKMUTE KHONKY "3anaeka’

MonwuTnka perncrpaumm Active Directory

["] Arent eoccrancenenns EFS kp Cocroanwme: JoctynHe

[] Agmunncrparep kp Cocroanwme: JoctynHe
[[]Bazoeoe wndposanne EFS kp Cocroanwme: JoctynHe
[ Onepatop JMS kp Cocroanwme: JoctynHe

[INenesoearent kp Cocroanwme: JoctynHe

MoapoBHocTk
MoapoBHocTk
MoapoBHocTk
MoapoBHocTk

MoapoBHocTk

[[]Nokazate Bce wabnoHe

MoapoBHee o cepTudukaray

| 3aneka || OTmeHa

Puc. 21 - OkHo 8eibopa wabnoHa cepmugukama

6. OTMeTbTe NOArOTOBMEHHbIN WabnoH cepTudukaTa onepatopa JMS u HaxkmuTe 3anBKa.
7. Beeaute PIN-kop nonb3oBaTens 3NeKTPOHHOTO KIH0Ua, KOrAA NOSIBUTCS COOTBETCTBYHOLLEE OKHO, U

noaTeepauTe BbiGOp.
Mpw yCnewHoM 3aBepLueHnn 3anpoca 0TobpasuTca CIeAYIOLEE OKHO.

PezynsTaThl yCTaHOBKW CEpTMQMKATOB

Cnegyrowne CepTUgUKATE! BN NOMYYEHB! W YCTAHOBAEHBI H3 J3HHOM KOMMBIOTEDE,

Monutuka peructpaumm Active Directory

Onepatop IMS J Cocroanme: YonewHo

MoapoBHoom

Puc. 22 - YcnewHoe 3asepweHue 3anpoca cepmugukama
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8. Haxmure FoToBO Ans 3aBepLueHMs npoueaypsl.

5.5.2  Bbinyck ceptudumkata B XpaHUIMLLE Nofb3oBaTens

Bepcusa pokymeHrta: 1.06

Mpoueaypa BbiNycka cepTUdUKATa B XPaHUIIULLE TEKYLLETO NOAb30BATENS MOXKET ObITb MCMO/Ib30BaHA
AN1S BbINyCKa cepTMdMKATa areHTa permcrpaumu. Ytobbl BbINyCTUTb CEPTUOUKAT B XPaHUIULLE TEKYLLETO
MoNb30BaTENs!, BbINOJHUTE CIEQYIOLLME AENCTBUS.

1. U3 KOMaHAHOM CTPOKM BbINOSHMTE KOMAHAY certmgr.msc.

OTo6pasuTca cnepytoLiee OKHO.

Qaiin  Jdeficteme  Bug  Cnpaeka

= certmgr - [CepTudukaTel — TEKYLWWA NonbsosaTens\/InuHoe]

s z@ojcz B

(== |

G CepTudukarel — TekyLumii none:
B fMayHoe
| JloBEpEHHEIE KOPHEBBIE LIEHT
| JloBepUTENbHEIE OTHOLLEHWA
~| TpoMENYTOUHBIE LEHTPEI C&
| OBvekT nonszoeatena Active
“| JoBepeHHele u3aatenn

I

I

I

I

I

B[ CepTWdmKaTel, K KOTOPBIM He
I [ | CTopoHHWE KOPHEBEIE LEHTR
b [ JoeepeHHele nuua

b | MocTaBlumkn cepTHENKATOR
B || 3anpocel 33ABCK Ha CepTUdM
I

| [oBepeHHEIE KDpHEBEIE CepT

< m >

Tun oBrekTa

| Ceprudmratsl

< m

Kpanunuiie NluuHoe cogepxuT 3 cepTudUKaTOE,

Puc. 23 - OKHO 0OCHaCMKU XpaHuauwa cepmugukamos nosae3osamens

2. LlenkHuTe npaBoM KHOMKOM Ha NyHKTe JInuHoe v BbibepuTe Bee 3apaum -> 3anpocuTb HOBbIM

ceptudukKar.

AO «AnapouH P. 1.», 1995—-2021 . YCTaHOBKa U HacTpoiika My6nunuHbINA

Crp.40/229



JaCarta Management System v3.7 Bepcus pokymenTa: 1.06

OT0o6pasuTCs CeayoLee oOkHO.

Mepea Hauanom paboThl

CRegyroLne Wark NomMoryT yCTaHoBUTE CEPTUGNKATE, ABNAMLLMECA LWGPOBLIMKM YHETHEIMMW JAHHEIMW,

MCNONE3YEMBIMN A0S NOAKNHYEHHA K BECNPOBOAHEIM CETAM, 3ALLMTEI KOHTEHTAE, MAEHTHEMKILMK U NHBIX
33034 Be3onacHoCTH.

Mpexge Yem 3anpallnBaTs CEPTUGUKET, YEEINTECE, UTO:
3TOT KOMMBHTER NOAKMHYEH K CETI;

MMEHITCA YHETHBIE 4aHHBIE, KOTOPBIE MOMYT BbiTe MCNONB30BEHEI ANA NOATEEPAAEHIA NP3Ea Ha
noAydYeHnE cepTudmkara,

MoapobHee o undpossbr cepTndnkarax

Puc. 24 - Modzomoska Kk 3anpocy cepmugukama

3. Haxwmwure Oanee.
OTobpasuTcs cnepyolee OKHo.

BuiSop NOAMTMKK perncTpaumnm cepTMdUKaTos

MonuTHKa pErMCTRALMK CEPTUUKATOB NO3BONAET PEMMCTPUPOBATE CEPTUHMKATE HE OCHOBAHWK 334aHHBIX
3apaHee wabnoHoe cepTudmkatos, MNonuTnKa perncTpaymmn cepTdMKaToB YKe Morna BbiTe HACTROEHA.

Hacrpaneaembie agMMHUCTpaTOpOM

Monutuea pernctpauumn Active Directory w

Hacrpaneaembie nonbsoearenem JoBaenTe

I'Ia,qpoﬁuee 0 OOAWTHEE DECMCTIaLNK CEETHQHKETOB

Puc. 25 - Bbibop nonumuku peucmpayuu cepmugukamos

4.  Haxmwute Oanee.
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OT0o6pasuTCs CeayoLee oOkHO.

3anpoc cepTUpMKaTOB

Bbl MOKETE 33NPOCUTE CNESYHILLME TUMEI CEPTUGUKATOE. BoiBepnTe cepTUdNKATEI, KOTOPEIE XOTUTE
3ANPOCUTE, M HAKMUTE KHONKY "3aneka’

MonwuTnka perncrpaumm Active Directory

[C]Enrellment Agent (Token) kp Cocroanme: JoctynHo MoapeBHocT

[C]Enrcllment Agent (Userstore) kp Cocroanme: JoctynHo MoapeBHocT
[C]IMS Operator kp Cocroanme: JoctynHo MoapeBHocT
[1IMS Service Account kp Cocroanme: JoctynHo MoapeBHocT

[1IMS User kp Cocroanme: JoctynHo MoapeBHocT

T = =

[[]Nokazate Bce wabnoHe

MoapoBHee o cepTudukaray

| 3aneka || OTmeHa

Puc. 26 - Bbibop wabnoHa sbinyckaemo20 cepmugukama

5. OTMeTbTe HYXHbI} WabnoH cepTudukata, Nocne Yero HaxXMuTe 3asBKa.
MNpwn ycnewHoM Bbinycke oTobpasunTCs cneayrolee okHo.

PezynsTaThl yCTaHOBKW CEpTURMKATOB

Cnegyrowme CepTUgUKaTE! LM NOMYYEHB! W YCTAHOBAEHBI H3 J3HHOM KOMMBIOTEDE,

MonuTuka perncrpaumm Active Directory

Enrallment Agent (Userstore) J Cocroanme: YonewHo MoapoBHoom

Puc. 27 - Cepmucgpukam ycnewHo 8binyuieH

6. Haxmwure FoToBO Ang 3aBeplueHUs NpoLeaypbl.
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5.5.3 Bbinyck cepTudmkaTa B XpaHunuLLe cepTUUKaTOB KOMMbIOTEPA

Mpoueaypa BbiNyCcKa CepTUPUKATOB C MOMELLEHMEM UX B XPaHUAULLE CepTUDMKATOB KOMMNbIOTEPA

aKTyanbHa Ans cneayowmx cepTMhUKaTos:

o cepTuduKaT ana cnyxbbl ayTeHTUdUKaLMKU JMS;
e cepTudukat ong obecneveHus SSL-coeanHeHus cepeepa JMS ¢ aAMUHUCTPATUBHBIM AareHTOM U3

coctaBa JMS Admin;

Bepcusa pokymeHrta: 1.06

° CepTMd)MKaT ans obecneyenus SSL-coeamnHeHns cepsepa JMS ¢ KIMEHTCKMM areHToM M3 COCTaBa

JMS Client;

e cepTudukat ong obecneveHusa SSL-coeanHerus cepeepa JMS c cepeepom SQL;
e cepTudMKaT areHTa permcrpaumm ans cepeepa JMS.

YT06bI BEINYCTUTL CEPTUDMKAT B XPaHWUIIMLLE JIOKANIbHOrO KOMMbOTEpA Ha cepsepe JMS, BbinonHuTe

cnepytowue AencTBuS.

1. Ha cepsepe JMS 13 KOMaHOHOM CTPOKM BbIMNONHUTE KOMaHAy mmc.

OTobpasuTca cnepytoLiee OKHO.

Qann  Jdenctene

e=| = = BE

KoHcone1 - [KopeHe koHCoAM]

Bua  MsBpannoe OkHo  Cnpaska

= |
HER

_| KopeHb koHcom

Mg

Het anemenTor AnAa DTD&FIE)KEHMR E 3TOM BWAE.

JNercTEMA

KopeHb KoHCcONMM =

JononHWTENBH...

4

Puc. 28 - KopeHb KoHCOIU OCHACMOK mmc

2. B BepxHelt naHenu BbibepuTe Maitn -> [lo6aBUTb MW YAANUTL OCHACTKY (MM HAXKMUTE COYEeTaHue

knasuw CTRL+M).
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3.

4,

OTobpasuTca cnepytoLiee OKHO.

Bepcus nokymenta: 1.06

Bl MomeTe BoifpaTe OCHACTKM ANA STOM KOHCOMM M3 AOCT WIHLIX HA KOMNEKOTEPE OCHACTOK M 38TEM HBCTPOMTE M. [N
PECLIMPAEMBIX OCHACTOK MOMKHO HECTPOMTE TPEOVEMOE PACLUMPEHME.

[LOCTYHBIE OCHACTHMN:

OcHacTka

ﬂﬁ.ﬁ\ctive Directory ...
2 Dns
fiia PKI npennpuaTHa

AHENW3 W HACTPO...

A NokansHeie nosb. ..

== Active Directory - ...
3 Active Directory - ...

‘QSQL Server Config...

‘EpaH.umaysp Wind...

=

4 AucneTuep agTop. ..

é"ﬂumewep oy, ..

ﬂﬂwmemep YCTPO...

&'j KoHdmrypaws k...
NoKansHaa apXde. ..

MocTaBlmg

Microsoft C...
Microsoft C...
Microsoft C...
Microsoft C...
Kopnopau...
Microsoft C...
Kopnopau...
Microsoft C...
Microsoft C...
Microsoft C...
Microsoft C...
Microsoft C...
() Kopnopa... |
Microsoft C...

OnucaHue:

BeibpaHHele ocHaCTIM:

|j KopeHb KoHConM

HdonoaHuTensHo...

[AnA ypaeneHua goMeHami Active Directory M 0THOWEHWAMKM AOBEPHA MEKLY HMMM MOXHD MCNONL30BATE OCHACTKY "Active
Directory - AOMEHEI M AOBEpHE”,

Puc. 29 - [lobasneHue unu yoaneHue oCHACMoK

||DTMEHa

B cnucke JocTynHble 0CHAcTKM Bbibepute ocHacTky Ceptudmkarbl 1 Haxxmute J,06aBUTD.
OT06pazuTCa cnepytoLLee OKHO.

37a ocHacTka eceraa GyaeT yNpasnATe CEpTUDMKaTaMW ANA:

(®) Mol YUSTHOI ZaMMCK NONES0BATENR;

() yueTHoM sanncK cryxGisl

() yueTHOIA 3EMMCH KoM TEPa

< Hazan ”

loToBo

|| Ommena

Puc. 30 - Bbibop muna ocHacmku

BbibepuTte yyeTHoM 3anucu KoMnbloTepa 1 HaxMuTe FoToBO.
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6.

OTobpasuTca cnepytoLiee OKHO.

BeiGepuTe KoMNLOTER, KOTOPEIM A0MXHE YNPABNATE 3T3 OCHACTKE.

3Ta OCHACTKE BCerfa Y¥MP3ENRET.

@ ;ﬂOK.EJ'IthIM KOMMNEH TEDOM (T&M H3 KOTOpPOM BRINONHASTCR 3Td K.OHCOJ'IhI

() goyrivM KoMMsHoTEpOM: |

[] PaspewasTch MSMEHATE BRIBDEHHEIA ANA YIPEENEHMA KOMMBIOTED NDW 38MYCKE U3
KoMaHaHoR cTpokm. MPUMEHAETCA TONLKO MNP COXPEHEHWMW KOHCOMM.

Bepcus nokymenta: 1.06

| | Ofizop...

< Hazan || loToBO | | OmaeHa

Puc. 31 - Bbibop komnsiomepa

BblﬁepMTe NOKaJIbHbIM KOMNbHTEPOM U HAXMUTE loToBoO.
OkHO fobaBneHus u YAaneHna oCHaCcTokK 6y,EI.ET BbIrNA4eTb Cnenyowmm 06p330M.

Bl MomeTe BoifpaTe OCHACTKM ANA STOM KOHCOMM M3 AOCT WIHLIX HA KOMNEKOTEPE OCHACTOK M 38TEM HBCTPOMTE M. [N
PECLIMPAEMBIX OCHACTOK MOMKHO HECTPOMTE TPEOVEMOE PACLUMPEHME.

[LOCTYHBIE OCHACTHMN:

OcHacTka
_Elﬂm{aanme nonk. ..

EMapLupyTnsauMﬂ
g MonuTop IP-Geso...
32| Ofiwme nankm

j Nanka
g MpocMoTp cobbITIA

=/ Penaxrop ofwex...

I:-ﬁl CepTUdHUKETHI

rl.l'laHMDOEFLLLMK 3a...

E’Pe.uarcrnposaHne
.__i;rPe.uarcrop GPO HH...

.__i;rPe.uarcrop YIp&EBn...
.__E;I'Pe3yanM|:mou.laﬂ...

mCMcrena S0¥MBALL. ..

MocTaBlmg
Microsoft C...
Microsoft C...
Microsoft C...
Microsoft C...
Microsoft C...
(c) Kopnopa...
(c) Kopnopa...
Microsoft C...
Kopnopau...
Microsoft C...
Kopnopau...
Microsoft C...
Kopnopau...
(c) Koonooa...

OnucaHue:

BeibpaHHele ocHaCTIM:

|j KopeHb KoHConM

@] CepTHhMKETEI (NOKENEHEIA Ko

<

E

| HdonoaHuTensHo...

OcHaCcTKa CepTUOMKATOE NOSBONAET NPOCMATPHEATE COASPHMMOE XDEHMAMLL AN NOWCKE CBOMX CEPTUMKETOB, cepTUdMKaTos
Ccnyxh 1N KOMNBKOTEPOB.

Haxmute OK.
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Bepcus pokymenTa: 1.06

7. B oTobpasuBliemcs okHe ocHacTku BbibepuTe JlIuHoe -> Bce 3apaun -> 3anpocuTb HOBbIN

ceptudukar (cMm. puc. 33).

ﬁ Dain  [Jefictene  Bug  WsBpanHoe Okno  Cnpaska

| 2

REYN |

] KopeHs koHconn

a 5l Ceprudukatel (nokaneHeli komm

B2

ﬂPl

HMra norvdeckoro xpadnania
[ Muurce

™ n

] Joe
[ Aoe
[ Npol
[ Aoe
[ Cep
] C1o

‘ Mowck cepTdnKaToe. ..

IbIE KOPHEBBIE LIEHTPBI CEPTHRMKALMM
Lanme OTHOLUEHWA B NPEANUATHIA

NeAcTBNA

| JononHuTensH... F

Bce zagaun

‘ Mowck cepTdnKaToe. ..

Hoeoe okHo oTcroaa 3anpocKTe HOBBIA CepTHdNKAT...

OBHoBUTE

Wrneopr...

Cnpaexa

JononHUTensHBIE CNepaLni

] NocTaewmin ceptudmkatos n
[ ] 3anpocel 3a8B0K Ha CepTUdIK
[ ] [loBepeHHEIE KOpHEBEIE CEpTH
] NoeepenHeie yeTpolicTea
| PazmMeleHne Bel-cnywb

B
B
B
B
B
b ] Aos
B
B
B
B
B

T TTOCTEBMMKN CEpTHRMKATOR NPOBEPKKM NOAAMHH
[ 3anpoce) 3asB0K Ha cepTudmKaT

[l loeeperHEIE KOpHEBLIE CEpTUGNKATEI CLEpT-Ka]
| Aloeepentbie ycTpoiicTea

[l Pasmewenne Bel-cnywb

<

3anpocuTs HOBBIA cepTudukat oT ueHTpa ceptudgumraunn (UC) B 3Tom gomene

OTobpasunTca cnepytoLiee OKHO.

Mepea Hauanom paboTel

Puc. 33 - 3anpoc cepmugukama

CRegyroLne Wark NomMoryT yCTaHoBUTE CEPTUgNKATE, ABNAMLLIMECA LWGPOBLIMKM YHETHEIMMW A3HHEIMW,
MCMOB3YEMBIMI ANA NOAKNHYEHNA K BECNPOBOAHEIM CETAM, 33LUMTBI KOHTEHTE, MAEHTUGUKILWN 1 NHBIX
33434 GesoNacHoCTI.

Mpexae Yem 3anpallnBaTe CEPTUGUKET, YERINTECE, UTO:

3TOT KOMOBHITED NOAKAHIHEH K CETI]
WMEHITCA YHETHRIE JaHHBIE, KOTOQBIE MOTYT BbITe MCNONE30BEHEI ANA NoATEERHAEHWA NP3BEad HA

noayYeEHnE cepTudnkaTa.

MoapobHee o undpossbr cepTndnkarax

Puc. 34 - OkHo npusemcmsus Macmepa pe2ucmpayuu cepmupukamos

8. Haxmute Oanee.
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OTobpasuTca cnepytoLiee OKHO.

BuiSop NOAMTMKK perncTpaumnm cepTMhUKaTos

Bepcus pokymeHTa:

MoanTvka perncTpauMy cepTUdUKaTOR NOIECAAET PETMCTPUPOBATE CEPTHHUMKATEI HA OCHOBAHWK 3343HHBIX
3apadee WwWabnoHos cepTdukatos. MNonuTHKa perMcTpaymn cepTMdUKATOR yKe Morna BeiTe HACTPOEHA.

Hacrpaneaembie agmuHMcTpaTopom
Monutuea pernctpaummn Active Directory

Hacrpaneaembie nonbsoBatenem

b

JNobasnTe

HO,!I,F}O&HEE 0 OOAWTHEE DECMCTRILNK CEETMQMKETOB

Puc. 35 - OkHo 8b160pa NnoaUMUKU pe2ucmpayuu cepmugukamos

9. Haxmute Oanee u npoaomKuTe npouenypy B 3aBMCMMOCTU OT TUNA 3anpallnMBaeMoro

ceptudwmkara (cm. Tabn. 7).

Ta6n. 7 - 3asucumocms npouedypsl 8bINYcKa om muna 3anpawueaemMmozo cepmugukama

1.06

Tun 3anpawmneaemMoro ceptudukara

Mpouenypa Bbinycka

o Ceptudukar ana cnyx6bl ayteHTUbUKaumm JMS (ecnm nnanupyertcs
efnHUYHas yctaHoBka JMS be3 knacTepa);

o ceptudumkar ansa obecrneyeHus SSL-coeamHenus cepeepa JMS ¢
AAMMHUCTPATUBHBIM areHToM u3 coctasa JMS Admin;

o ceptudukar ansa obecrneyeHus SSL-coeamnHenus cepeepa JMS ¢
aAMUHUCTPATUBHBIM areHToM u3 coctasa JMS Client;

o ceptudukat ansa obecneyeHus SSL-coeamHenus cepsepa JMS c cepsepom
SOL;

e cepTuduMKaT areHTa perncrpaummn ans cepsepa JMS (ecnm nnaHupyetcs
efnHUYHag yctaHoBka JMS 6e3 knacrepa).

CM. «Mma cybbekTa cepTudmkaTa
NOACTaBNSETCS aBTOMATUUYECKU» HUXKeE.

o Ceptudukar ana cnyx6bl ayteHTUdUKauum JMS (ecnm nnanupyercs
pasBepTbiBaHUe JMS B knacTepe);

e cepTudUKaT areHTa pernctpauumn ans cepsepa JMS (ecnm nnaHupyetcs
pasBepTbiBaHue JMS B knactepe).

CM. «MM8 cybbekTa cepTudmMKaTa BBOAUTCS
BPYYHYIO», C. 49.
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5.5.3.1 Wmsa cybbekTa cepTudmkaTa NnogctaBnsaeTcsa aBToMaTnyecku

OTobpasuTca cnepytoLiee OKHO.

3anpoc cepTUpMKaTOB

Bbl MOKETE 33NPOCUTE CNESYHILLME TUMEI CEPTUGUKATOE. BoiBepnTe cepTUdNKATEI, KOTOPEIE XOTUTE
3ANPOCUTE, M HEKMUTE KHONKY "3anaeka’

MonwuTnka perncrpaumm Active Directory

[(] Arent perncrpauun JMS kp Cocroanme: JoctynHo MoapeBHocTk

[[] Kentpennep gomena kp Cocroanme: JoctynHo MoapeBHocTk
[ Mewroeas penankauna katancra kp Cocroanme: JoctynHo MoapeBHocTk
[ npoeepka nognunnectn Kerberos kp Cocroanme: JoctynHo MoapeBHocTk

MpoBepka NOGAMHHGCTI

Cocroanme: JocTynHo MoapoBHocTK
KOHTROMNEPE AOMEHE @ HAocry AP

[[]Nokazate Bce wabnoHe

MoapoBHee o cepTudukaray

| 3aneka || OTmeHa

Puc. 36 - OkHo sbibopa wabnoHa cepmugukama

1. OTMeTbTe NOArOTOBNEHHbIN CEpPTUPUKAT (CO3AaHHBIN HA OCHOBE KOMUU WabnoHa AreHT
peructpauum (Komnbiotep) 1 Komnblotep) 1 Haxmute 3asBKa.
B cnyyae ycnewHoro 3aBeplieHus onepauum oTobpasunTca cienyrollee okHo.

PezynsTaThl yCTaHOBKW CEpTMQMKATOB

Cnegyrowne CepTUgUKATE! BN NOMYYEHB! W YCTAHOBAEHBI H3 J3HHOM KOMMBIOTEDE,

Monutuka peructpaumm Active Directory

[/ ArenT perncTpauin JMS W Cocroamme: Yenewno MogpoBHocTy v

Puc. 37 - YcnewHslli seinyck cepmugukama
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2. Haxmute F'oToBO, YUTOObI 3aKpbiTb OKHO MacTepa permctpaumm cepTMPUKaToB.
3. Y6epuTtech, UTo CepTUPMKAT YCTAHOBNEH B IMYHOE XpaHunuLe cepeepa JMS (cMm. puc. 38).

= Koncone1 - [KopeHe koHconM\CepTudKKaThl (NOKaNEHBIA KOMNBHOTER

ﬁ Qaiin  Jdefictene  Bug  WsBpannoe Owkno  Cnpaeka

| 2 £ B RE [
[ KopeHe koHcoaw Koy ewifian Kem Bbigan Haznadenus
A Eﬁl Ceptudrmkatsl (noKaneHs ?@Entcn EntCA <Bce>

4 [ Nuunoe | Srvl.test.com EntCA ArenT 3anpoca ceptidukara
|1 Ceptudmkarel 3lSrl test.com EntCA Mpoeepka NOAANHHOCT KAKEH. .

b —l Aosepentble kopHest ?QWMSW—SRW WMSvc-SRV1  TMpeeepka NognnHHOCTY CEPEE. .
B || JoBepUTENBHBIE OTHO

k1 [MooMesvToUHRIE ek

Puc. 38 - Cepmugpukam ycmaHoeneH 8 XxpaHuauuie cepmugukamos KoMnslomepa

4.  CoxpaHuTe 0CHACTKY XpaHuUnuLLa cepTudHUKaTOB KOMMbIOTEPa Ha paboyeM cTone ans yaobcTea
AaNbHEMLIEro NCMob30BaHMS.

1
& Ecnu Bbl BeinycTunn ceptndukat ang cnyx6bol ayreHTudukaumm JIMS m nnaHnpyete ncnonb3osatb JMS ¢ BHeLOMEHHbIMU
KOMMbloTEpaMu, ybeauTecb B TOM, YTO 3TOT CepTUdMKAT COAEPXMUT HACTpoeHHbIn HTTP-agpec ToukM pacnpocTpaHeHus CMCKOB

0T3bIBA — CM. puc. 39.

g Certificate Details -

| OBwme | CocTae |I'IyTb CRPTHRHKALIAN |

[oKasaTs: | <Brex h |

None 3Ha4eHue ~
CBEHEHMH o wabnoHe cepTudmMKaTa WabnoH=5TS(
@anmembuﬁ KROY MpoBepka nog
I'Ionmmrc.m MPHUMEHEHHA [1]Nomamika ¢
@Mnemmbm:amp Kntoda cyobeKTa dd 34 a3 2e et:iE
MJ:LEHTMdJMKaTop HOYE LWEHTPE cepTHdMkaTos  MaeHTudmkat
ﬂol.—ryn K MHQOPMALYN 0 LEHTPaX cepTidmkawms  [1]Jocryn K cg v
<| m | >

[1]Touka pacnpeaeneHua crmcka oT3eiBa (CRL)
WMMA TOUKM PECIPOCTPEHEHWA:
MonHoe uMA:

URL =ldap: /{{CN=EntCA,CN=5rv1,CN=CDP,CN=Fublic Key
Services, CM=Services, CM=Configuration,DC =test,DC=com?
certificateRevocationList?base?objectClass =cRLDistributionPoint

URL=http://Srv 1. test. com/CertEnroll EntCA. crl

CeolicTEa. .. | Konuposate B dain... |

HOHDDEHEE 0 COCTaEe CEETHQHI\'GTG

Puc. 39 - HTTP-adpec moyku pacnpocmpaHeHus Cnuckos 0m3bi8a cepmu@uKkamos
5.5.3.2 Wwm4a cybbekTa cepTudukaTa BBOOUTCH BPYUHYIO

%npuMeanue. Matepuan B HacTaLeM noapasaene nNpMBOAUTCA Ha MpUMepe MOATrOTOBKM cepTuduKaTta cnyxbbl
ayTeHTMdMKaumm JMS ans knactepa. bonee fetanbHO npoueaypa co3aaHus WabnoHOB M BbiNycka cepTUhUKATOB Ang Knactepa

onuncaHa B pyKOBOACTBE MO pPa3BEPTbIBAHMIO KNACcTEPHOM KOHPuUrypauum JMS [6].
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OT06paszuTCsa cnepytoLLee OKHO.

3anpoc cepTUpMKaTOB

Bbl MOKETE 33NPOCUTE CNESYHILLME TUMEI CEPTUGUKATOE. BoiBepnTe cepTUdNKATEI, KOTOPEIE XOTUTE
3ANPOCUTE, M HEKMUTE KHONKY "3anaeka’

MonwuTnka perncrpaumm Active Directory

[] Authentication Service jg Cocroanme: JoctynHo MoapeBHocT v

_\‘ Tpebyerca BonblUe aHHBIX ANA NCAIYKM 33AEKK HA 3ToT cepTudmikar. WenknuTe saece

ANA HACTPOHKN NapaMEeTpPoE.
[[] Kentpennep gomena jg Cocroanme: JoctynHo MoapeBHocT v
[ Mewroeas penankauna katancra jg Cocroanme: JoctynHo MoapeBHocT v

[ npoeepka nognunnectn Kerberos jg Cocroanme: JoctynHo MoapeBHocT v

[]Ookazate ece wabnoHe

3aneka || OTmeHa

Puc. 40 - Bwvibop wabnoHa cepmugukama

1. Toa wabnoHoM cepTudmKaTa, LN KOTOPOro UMs CybbekTa HY>XXHO BBOLWUTb BPYYHYHO,
pacnonaraetcs ccoinka TpebyeTca 6onblue AaHHbIX ANS NOAAYM 3a8BKM HA 3TOT cepTUdMUKaT.
LLlenkHMTE Ha 3TOM CCbinkKe.
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OTobpasuTca cnepytoLiee OKHO.

iﬁ Cybrexrt |DGLLLME |Pa::|.|.|npe+—|nﬂ | SaKpeITel kmoy | LeHTp cepTudmkalan | Mognuce |

CyBbekT cepTudMKaTa - NoMB30BATENL WKW KOMMBHITER, AMA KOTOPOrD BbIMYLLIEH
cepTdukar. MoxHo onucaTe TMNEI MMEeH CyBBEKTOE U YK33aTk 3NETEPHATUBHEIE MMEHE,
KOTOPBIE MOMYT MCNONB30BATECH B CEpTUdMKATE.

CyBbexT cepTudumkara
MonbzoEaTeNs MAKM KOMMBIITER, NOAYHEHOWWIA CEpTUGUKAT
Mnn cyBnerTa:
Tum

|I'|0J'|Hoe wwa DN OoBaente >

3HaueHWe:
| < ¥ganute

JononHuTensHoE MMA:
Tum:

| ma katanora

ZHadeHnE:
| JobaenTs >

< ¥aanute

| | OTtmena | | MprMEHUTE

Puc. 41 - Bknadka Cybvekm okHa ceolicme cepmugukama

B cekunn Uma cybbekTa 13 cnmncka Tun BbibepuTte NnyHKT O6wee nms.

3. B none 3HaueHue BBeaMTe NosHOe AoMeHHOe uMs knactepa (FQDN), Hanpumep, JMS-
Cluster.test.com.

4, Haxmute [o6aBuThb.
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OkHo 6yaeT uMeTb CNeayoLWwmin BUA,

iﬁ Cybrexrt |DGLLLME |Pa::|.|.|npe+—|nﬂ | SaKpeITel kmoy | LeHTp cepTudmkalan | Mognuce |

CyBbekT cepTudMKaTa - NoMB30BATENL WKW KOMMBHITER, AMA KOTOPOrD BbIMYLLIEH
cepTdukar. MoxHo onucaTe TMNEI MMEeH CyBBEKTOE U YK33aTk 3NETEPHATUBHEIE MMEHE,
KOTOPBIE MOMYT MCNONB30BATECH B CEpTUdMKATE.

CyBbexT cepTudumkara

Mone30BaTENE AW KOMMBHOTER, NOAYY3HLWMI cepTudurkaT

Mnn cyBnerTa:

Tun: CM=JM5-Cluster.test.com

| OBLyee Mma i [oBaswe >

3HaueHWe:
| < ¥ganute

ﬂ,DI'IOJ'IHHTE.I'IbHOE WrAA:

Tum:

| ma katanora

ZHadeHnE:
| JobaenTs >

< ¥aanute

Puc. 42 - Nms cybvekma cepmugurkama 006asneHo 8 3anpoc

5. [epengwute Ha Bknagky O6wme.
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OKHO npuMeT cnepyowmii BUA.

f_’ﬁ Cyberr | Obwwme |Pa::|.|.|npe+—|nﬂ | SaKpEITEIN KoY | LeHTp cepTidmtaiymn | Moanuce |

MoHATHOE MMA U CNKUCcaHKE YOPOCTAT H,!l,EHTHqJHKELI,HrO W MCNoNe3ICEIHNE CEpTHdJHKETE.

[NoHATHOE MMA:

OnucaHue:

Puc. 43 - Bknaoka O6uue

6. 3anonHuTe HeobxoAMMbIe MONS U NepernanTe Ha BKNAAKY 3aKpbITbIiA KIHOY.
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7.
8.
9.

AO «AnapouH P. 1.», 1995—-2021 . YCTaHOBKa U HacTpoiika

OKHO npuMeT cnepyowmii BUA.

Bepcusa pokymeHrta: 1.06

CeovcTBa ceptMduKaTa

| ,‘_’E CybbexT | Ofwme | PacwmpeHmns | 3aKPEITHIA KoY |LI,EHT|:| cepTUdMKaLm | Mognuce |

MocTaswmk cnyxBel wWndposanua

MapameTpel knroya
¥CTaHOBMTE ANNMHY K42 M NapaMETPLl 2KCNOPTa 4N1A 3aKpBITOre KHYa.

Pasmep knioua | ppug v

CAenaTe 3aKpbITLIN KHY IKCNOPTURYEMBIM
[ PaspelunTe apxMBaLMID 33KpBITOTD KAKDYa

[]¥cuneHHan 3aymTa 3aKpeIToro Kio4a

Twn knroya

Paspewenna ana knroda

b

QK | | OTtmena | | MprMEHUTE

Puc. 44 - Bknaoka 3akpsimelli KoY

Y6enutechb B TOM, 4TO ycTaHoBNEH dnar CAenaTb 3aKpbITbli KNHOY S3KCNOPTUPYEMBIM.

Haxxmute OK, 4uTo6bl COXpaHWUTb M3MEHEHMUS.
B okHe pernctpauumn ceptudukaToB Haxxmute Hanee.

My6nunyHbINA
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Mpw ycnewHoM Bbinycke 0TO6PasuTCa CeAYIOLWEE OKHO.

PezynsTaThl yCTaHOBKW CEpTMQMKATOB

Cnegyrowne CepTUgUKATE! BN NOMYYEHB! W YCTAHOBAEHBI H3 J3HHOM KOMMBIOTEDE,

Monutuka peructpaumm Active Directory

|| Authentication Service J Cocroanme: ¥conewHo MoapoBHoom

Puc. 45 - YcnewHsblli 8binyck cepmugukama

10. YbepuTechb B TOM, YTO B KayecTBe cybbekTa cepTuduKaTta ykaszaHo NOSHOE JOMEHHOE UM KNacTepa
JMS (Hanpumep, JMS-Cluster.test.com), kak nokasaHo puc. 46.

ﬁ Qaiin  Jdefictene  Bug  MsBpannoe Owkdo  Cnpaska
e 2[E 4 B XE B

= KopeHe KoHCoK Kony eoigan - NeAcTBNA

4 Gl Ceprudwkatsl (noke | F2]EntCA | Ceptudmkater  «
4 ] Ninuroe i :

IMS-Cluster ,
| Ceprudukar ESN{H test.com [ononHUTENBH...

b [ ] JosepenHbie ko

b ] OoseputensHels _
B[] MpomesxyTouns JonoAHWTEBH.. P
b ] OosepedHbie uz,
B[] Ceprudukatsl, x
b ] CTopoHHue kop
b ] JoseperHble au
B [ MocTaewmkm ce
B[] Yaanenusbii pad
B[] 3anpocsl 3aAgok
b [ ] JosepenHbie ko

b ] OoseperHbie yo
B | PazmelleHue ee

[«[ m ] [>]

Kpanunuiie NluuHoe cogepxuT 3 cepTudUKaToE,

Puc. 46 - lMonHoe domeHHoe umMs knacmepa JMS ykasaHo 8 kavecmse cybvekma cepmuguxkama
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6.

[MoarotoBka cepBepa MS SQL ana pabotel no SSL/TLS

Bepcusa pokymeHrta: 1.06

BoinonHute gencrems, npeacrtaB/€eHHblIE B HACTOAWEM pa3aene, eCin Bbl XOTUTE HACTPOUTb COEAUHEHUE

cepsepa JMS u 6a3bl faHHbIX Microsoft SOL no npotokony SSL. B npoTuBHOM ciiyyae nponyctute

HacToAWMIM pasgen.

1 - .
& [ns BbINONHEHMS HACTPOiiKK He06Xx0aMMO, UToBbI Ha cepBepe Microsoft SQL 6bin ycTaHOBNEH KOMNOHEHT AucneTyep

KoHdurypauum SQL Server.

1.

3.

4,

= Sql Server Configuration Manager \;‘i-

Qaiin  Jdeficteme  Bug  Cnpaeka

o« #H| =
‘@ Jucnetuep kondmrypauun SOL Server (NlokansHeiA) INEMEHTEI
B CnyxBe SOL Server EF MpoTokone gna SQLEXPRESS

ﬂ Ceresan kondurypauna 5QL Server (32-paspagHan sepona)

I+ .. Hactpodika knuenta Mative Client SOL sepcun 11.0 (32-paspagHa:
I+ ﬂ Cetesan kondurypayna SOL Server

I+ .. Hactpodika knwenta Mative Client SOL sepoin 11.0

Puc. 47 - OkHo Jucnemyepa KoHpueypauuu cepsepa SOL

B neBovi yactu okHa Bbibepute nyHKT Cay6bl SQL Server.
OKHO npuMeT cneayoLmii BUA.

= Sql Server Configuration Manager \;‘i-

Qaiin  Jdeiicteme  Bug  Cnpaeka

= 7 &= H

‘@ Aucnetuep kondgurypauun SOL Server (NokaneHbii) Mran Cocr
E Cnyx6e1 SOL Server E@ SQL Server (SQLEXPRESS) QOcta
ﬂ Ceresan kondurypauna 5QL Server (32-paspagHan sepona) @Arem SOL Server (SQLEXP... Ocra

I+ .. Hactpodika knuenta Mative Client SOL sepcun 11.0 (32-paspagHa: ﬁOﬁDSpEEETEﬂb SOL Server  Pabc
F ﬂ Ceresan kondurypayna S0L Server

Ef MpoTokones ana SQLEXPRESS
I+ .. Hactpodika knwenta Mative Client SOL sepoin 11.0

Puc. 48 - Cnucok cnym6 cepsepa SOL

B npaBowi yactn okHa Bbibepute SOL Server 1 B BepxHel naHenu Boibepute Oeicteue ->
CsoiicTBa.

AO «AnapouH P. 1.», 1995—-2021 . YCTaHOBKa U HacTpoiika My6nunuHbINA

Ha cepgepe Microsoft SQL yctaHoBUTe cepTUPHMKAT B XpaHUAMLLE KOMNbloTepa (NoapobHee cM.
«Ceptudukatbl ons pabotsl ¢ IMS», c. 25).
3anyctute Oucnetyep KoHpurypauumn SQL Server.
OTobpasuTca cnepytoLiee OKHO.
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OTobpasuTca cnepytoLiee OKHO.

CeoiicTsa: SQL Server (SQLEXPRESS) |7 % |

MapaMeTpbl 3anycKka I LononHUTENEHD

Bwon |Cn\oﬂﬁa I FILESTREAM I BricokMiA yDOEEHE A0CTYMHOCTH AlwaysOn

WcnonezosaTe AnA BX0Aa:

(®) BrTpoeHHWO YUETHWO 3anics:

NokansHas cucTeMa W

() YKa3aHHWO YIETHWO 3anMcs:

YUETHEA 3MUcE: OBzop
Mapone: LTI I Y]

MNoaTeepHaEHe SEESENRENRRERES

napons.

CocroaHme ciywben: OcTaHoEnEHa

EPESANYCK

| | OTMeHa MpHMEHKUTE Cnpaeka

[ ok

Puc. 49 - Bknadka Bxod okHa cgolicms ciymbbl SQL Server

Bepcusa pokymeHrta: 1.06

5. BbibepuTe yueTHylo 3anucb, OT UMEHM KOTOpOW ByaeT 3anyckatbes cnyxba cepsepa SQOL.

@ B HacTosLeM foKyMeHTe Ang npuMepa UCNonb3yeTcs cny>K6a JlokanbHas cucrema.

6. Haxmurte OK, 4To6bl COXPaHUTb U3MEHEHUS.
7. B okHe lnucnetyepa koHurypauum cepsepa SQL passepHuTe y3en CeteBas KOHurypauus SQL

Server 1 BbibepuTe NyHKT, KOTOPbIA HaunHaeTcs co cnos MpoTokonb Ans.
8. B BepxHelt naHenu Bbibepute HevcrBue -> CBOMCTBA.

AO «AnapauH P. 1.», 1995—-2021 r.

YCTaHOBKa U HacTpoiika My6nunyHbINA
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OTobpasuTca cnepytoLiee OKHO.

@naru |Cep'n»|¢u<a'r Iﬂonon—merhﬂo |

B o6wme
MpUHYAMTENBHOE WKHPOBaHWE
CEPBITE 3KIEMNAAR Het

MpusyauTensHoe WKW poBaH e
BENKYWTE MW BRIKNKDYWTE WHGPOBIHWE HE BRlBPAHHOM 3K3EMnNape
CepEEpa

0K ||'DTHHIE|||‘||3U1§EHD1TI:||CI‘[B!G|

Puc. 50 - Bknadka @nazu ceolicme npomokosoe 015 cepsepa SOL

9. B cnucke NpunyautenbHoe wudposaHue BoibepuTe Oa, nocsie Yero nepenamTe Ha BKIALKY
Ceptudukar.
OKHO npuMeT cneayoLmii BUA.

- CepTUAMKET | [lononHUTENEHD
CepTudmkar: ||]90CNDTP- | | OqueTuTe |

|5rv1.test.com W |

BolgaHo kem com, test, EntCA
BrigaHo Kamy Srvl.test.com
[ata ncredeHns cpoka 01122018
NoHaTHO® KMAa

0K || OTMeEHE |||-||3|41§EHIJ1Tb|| Cnpaeka

Puc. 51 - Bknadka Cepmugpukam ceolicms npomokosoe 0715 cepsepa SOL
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10. B cnucke Ceptudukar Boibepute ceptudukat ans cepsepa SQL, yCTaHOBNEHHbIM B XpaHUULLE
JIOKaNbHOro KOMMbOTepa Ha cepeepe SOL.

11. Haxmute OK, uT0bbl COXpaHUTb U3IMEHEHMSI.

12. TNoptBepawuTe BbIOOp B OKHE Npenynpexaatolwero coobueHms (cMm. puc. 52).

[pegynpexaeHue -

Bee NpoW3BEEjeHHBIE M3MEHEHWNA 6}",5‘}'1' COXpaHEHBI, OAHAKO OHK
BCTYNAT B CAAY TONBKD NOCNE NEQEIIMYCKD CJ'I)DKE-bI.

Puc. 52 - lpedynpexcdeHue o Heobxodumocmu nepesanycka cnyx6bsl SOL-cepsepa

13. B neBo# YacTu okHa [lucneTtyepa KoHdurypaummn cepsepa SQL Bbibepute nyHKT Cnyx6bl SQL
Server.

14. B npaBo# Yacti okHa [lucneTyepa koHdurypauumn cepeepa SQL nepesanyctute cnyxby SQL
Server; Takxe ybegutecb B ToM, 4yTo cnyx6a O6o3peBatenb SOL Server 3anyuieHa.

7. Peructpauus SPN-3anucu gna cnyxbsl cepsepa JMS

Ins paboTbl IMS Heobxoamnmo, utobbl SPN-3anuce cnyxbbl cepeepa JMS 6bina 3apeructprpoBaHa B
Active Directory. Ecnu yueTHas 3anumcb, OT UMEHU KOTOpPOW ByaeT Npom3BOAMTLCS NepBOHAYaNbHas
HacTpoMka KoHpurypauum JMS, obnagaet 4OCTaTOMHBIMU NpaBaMu (HaNpMMep, BXOAMT B rpynny
ApMuHucTpaTopbl aoMeHa), SPN-3anuce Byaet 3aperncrpupoBaHa aBToMaTnyecku. B npotmeHoM cnyyae
cyliecTsyeT ABa cnocoba pernctpaummn SPN-3anucu:

e npenocTaB/ieHMe COOTBETCTBYHOLWMX NPaB YY4ETHOM 3anMCK, OT UMEHW KOTOPOW ByLeT Npou3BOAUTbLCS
nepBoHavanbHas KoHGUrypaumsa JMS — ecnu NnpegoCcTaBUTb YYETHOM 3aNMCKU COOTBETCTBYHOLLME
paspelleHus, pernctpaums SPN-3anucu npounsonaer aBToMaTMuecku npu nepBoHaYvanbHoON
HacTporike koHburypauum JMS (nogpobHee cM. «HacTpoika y4eTHOM 3anmcu, OT UMEeHW KOTOPOH
6yneT NpoM3BOAMTLCS NEPBOHAYaIbHAS HACTPOMKa» HUXKE);

e pyyHas pernctpaums SPN-3anucn - nepen nepBoHavyanbHOM HACTPOMKOM KoHdUrypauumn JMS
cnepyet BbINOAHWUTL pernctpaumnio SPN-3anuncu cnyx6ol cepsepa JMS BpyuHyto (noapobHee cMm.
«PyyHas peructpaumns SPN-3anucm», c. 65).

7.1 HacTtponka y4yeTHOW 3anucu, oT UMeHN KoTopor ByaeT Npon3BOANTLCA NEpBOHAYanbHas
HacTponka

7.1.1 Cny4yau 3anycka crnyx6bl cepsepa JMS oT nmenu Local System

B naHHOM paspene paccmMaTpuBaeTcs MOArOTOBKA yY4ETHOM 3aMMCK MONb30BaTenNsl, OT UMEHU KOTOPOro
6yneT Npon3BOAWTLCS NepBOHAaYaNbHas HACTPOWMKa, ANS cayyas, Koraa cnyx6by JMS nnaHupyetcs
3anyckaTb OT UMEHM NIOKaNbHOM CUCTEMHOM yyeTHoM 3anucu (Local System).

Ecnu yueTHas 3anucb, OT MMEHU KOTOpO# ByaeT Npou3BOAMTLCS NEPBOHaYaNbHas HacTpoika JMS, He
o6nagaet NoJHOMOUYMSAMM, AOCTATOYHBIMU AN perucTpaummn SPN-3anucu, Bbl MOXXeTe NpefoCTaBUTb e
COOTBETCTBYIOLLME MONHOMOUMS.

15. OtkpoiTe okHO ocHacTku Active Directory — nonb3oBatenu u KOMNbHOTEpbI.
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OkHo 6yaeT uMeTb CNeayoLWwmin BUA,

Qaiin  Jdefictene  Bug  Cnpaeka

Bepcus nokymenta: 1.06

o e Bz HE 2 aETE%

] Monezceatenn u KoMNBIOTEEI &

b [ CoxpaHeHHble 3anpocs
A 'fﬂ test.com
B | Builtin

ma

[ Builtin
[ Computers

Tun
builtinDomain

KoHTelinep

Onucanmne

Default container for o

b [ Computers
2| Demain Controllers

[Z] Domain Controllers Moapasaenedne  Default container for ¢

[ ForeignSecurityPrincipals KonTeiinep Default container for s

= Managed Service Accounts  KoHTeliHep Default container for r

I [ ForeignSecurityPrincipals
| Managed Service Accour
B[] Users

[ Users

KoHTelinep

Default container for o

Puc. 53 - OkHo ocHacmku Active Directory - none3oeamenu u KoMnolomepel

16. B BepxHelt naHenu Bbibepute Bug -> [lonosHMTENbHbIE KOMMNOHEHTHI (MYHKT JLONONHUTENbHbIE
KOMMOHEHTbI JO/MKEH ObiTb OTMEYEH), KaK NOKa3aHo Ha puc. 54.

Maiin  Jefctene

JoBaenTe WK yAaNMTE cTONBUBL.

3 Monssosatenu u
b [ CoxpaHeHHl Menkue

4 Cnucok
p [ Builtin
I [ Compute

KpynHeie

Tabnuua

p [2] Domain

I'Iomﬂonmenu, KOHTAKTRI, FpYNNBI U KOMOBHITERE! KAk KOmEﬁHEPhI

I- || ForeignSe

JononHWUTENbHBIE KOMIOHEHTEI

I+ [ Managed
p [ Users

MapameTpel duneTpa...

HactpouTs...

BrnroueHWE W oTENHIUEHWE AONCAHWTENBHBIX KOMMOOHEHTOE W obbeKTOR

Puc. 54 - OmobpaseHue 0onoNHUMENbHbIX KOMNOHEHMO8

17. LlenkHuTe npaBoi KHOMKOM Ha MMEHM AoMeHa U BblbepuTe CBOMCTBA.

AO «AnapouH P. 1.», 1995—-2021 .

YcTaHOBKa M HacTpoika

My6anuHbIiA
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OTobpasuTca cnepytoLiee OKHO.

Ofwme |anaanﬂe1'cs| IDﬁ'b&KT I BesonacHocTe | Pepaktop atpuiyTos |

ﬁ test.com

Wre pomena (npep-Windows 2000):
|TEST

Crmcarue:

Pexaam pafioTel nomeHa:
Windows Server 2008

Pexam pafioTel neca:
Windows Server 2008

0K | | OmaeHa | | MNpUMEHTE | | Cnpaexa

Puc. 55 - OkHo csolicme 0omeHa

18. T[epeiaute Ha Bknaaky besonacHocTb.
OKHO NpuMeT cneayoWwnii BUA.

| Ofiwme I YnpaenseTca I Dﬁ'b&K.Tl BesonacrocTs | Pepaktop atpuiyTos |

rj)‘l‘ll‘lbl WINK NONEZ0EaTENA.

% MNpowenwwe NpoBepKy

82, CMCTEMA

% KoHTponnepel AoMeHa NpEANPMATAA - ToNkKO yTeHWe (TEST ..
2, AgmrmcToaTops! gomera (TES TWARMMHMCTDATODL! SoMena)

|£h§al|rh... | | YnanuTe |

PazpeweHa gna rpynnel "Bee” Pazpewnt 3anpemiTe

MonHelid gocTyn

YreHne

Januce

Coznate Bce gouepHle o8 beKkTsl

¥nanuTe ECe AoYEpHWE 0B BEKTEI

YTobkl 2808Te 0co0ble pAZPELUEHIMA KN
napameTpel, HaxmuTe kHonky " dononHuTensHo "

0K | | Cmvena | | MpurMeHrTe | | Crpaexa |

Puc. 56 - Bknadka bezonacHocme ceolicme doMeHa

19. Haxmute [OononHUTENbHO.

AO «AnapouH P. 1.», 1995—-2021 .

YcTaHOBKa M HacTpoika My6anuHbIiA
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OTobpasuTca cnepytoLiee OKHO.

Bnagenew: AppunncTpatopel (TEST\AgmuHrcTpaTopsl]  MsmeHuTs

Pazpewenns Ayant JefcTeyrowme npaea gocTyna

[lna noayyeHa AONOAHWTENEHBIX CEELEHNA ABAX B! LUENKHUTE 33NUCE paspeLleHia. YToBkl M3MEHWTE 33NNCE Pa3PELLIEHINA, BEIAENHUTE
ee 1 HaxmuTe KHonky "Mamenute” (ecnw ona goctynna).

INEMEHTEI paspeLL eHi:

Tun CybnexT Joctyn YHacneaoeaHo oT MpureraeTca K

Pazp.. al(al@test.com) Yrenue Her Toneko 3ToT obbeKT

Pazp.. Bce MpounTats BCe cBOWC..  Her Tonbko 3T0T 0EBEKT

Pazp.. [Mpoweswue npoeepky OcoBeie Toneko 3T0T 0BBLEKT

Pazp.. CWCTEMA Monreld goctyn Tonbko 3T0T 0EBEKT

Pazp.. Agmunuctpatoepel gomena (T.. OcoBele Toneko 3T0T 0BBLEKT

Pazp... AgmuHucTpatopsl npeanpua..  Mondeid goctyn 3ToT OBBEKT M BCE JOYHEPHKE ..,
Pazp.. Agmunuctpatopel (TESTVAa.. OcoBee 3TOT OBBLEKT M BCE JOMEPHHE ..,
Pazp... [Mpea-Windows 2000 goctyn .. CNWCok coaepsumoro 3ToT OBBEKT M BCE JOYHEPHKE ..,
Pazp... Mpes-Windows 2000 goctyn ... OcoBeie Toneko 3T0T 0BBLEKT

Pasp... KOHTPOJUIERB JOMEHATL.. Ocobee Tonbko 3T0T 0EBEKT

Pazn SFLE Oenfike Bre anuenHue ofhekTh

e o g g g g de de d G oo

JobaenTe | | ¥aanuTe | | OpocmoTpets | BOCCTAHOEMTE SHAYEHHMA NO YMONHAHWHD |

| | Otmena || MpumennTe |

Puc. 57 - OkHo donosHUMensHeix napamempos 6e3onacHocmu

20. Haxmwute No6aBuTb.
OT06paszuTCa cneaytoLLee OKHO.

~

Cybrexn:
Tun: |Paspe|.um'rb v| =
MprmeHseTca Kk |3TDT OBBEKT M BCE JOYEPHNE OOBEKTEI v|
Paspewwennsa:

[ Meansii gectyn [[] Cozpanue obwextor: msTPM-InformationObjectsContainer

CNWCcoK CoAepRNMOrao []¥panenune obrextos: msTPM-InformationObjectsContainer

MpouuTare ece ceoiicTea [ ] Cozpanue obrextos: nisMap

["]3anucare Bce cEOMCTEE []¥panenune obrextos: nisMap

|| ¥panenune [ ] Cozpanue obrextoe: nisMetgroup

[] ¥panwte nopsepeso [ ¥aanenue obrextos: nisMetgroup

[ UreHue pazperenuii [ ] Cozpanue obrexros: nisObject

[] CrenuTe paspetuenuna [[] ¥aanenue obwextos: nisObject

[T CmeHuTs BNagensua [] Cozpanue obrextos: oncRpc

["]Bce npoeepenHEle onepaunn 3anncn ["] ¥aanenue obwextom: oncRpc v

Puc. 58 - Co3daHue Hos020 pa3spelieHus
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21. LenkHuTe Ha ccbinke Boibepute cy6bekT 1 B 0TOOpa3uBLLEMCS OKHE BBELMTE MONb30BaTenNs, OT
MMEHU KOTOpOro ByaeT NpoM3BOAMTLCS MepPBOHAYaNbHas HACTPOMKa KoHdUrypauum JMS, nocne
yero Haxxmute OK.

OKHO c03[aHus HOBOrO pa3pelueHuns byaeT BbIrNSAeTb CleayoLlmMm 06pa3om.

JnemeHT paspelleHa ana “test” = -
~

Cybrekr: al (al@test.com)
Tun: |Paspe|.u|m: v| =
MprMenseTca K |3To'r oBBekT 1 Bce godepHme obbekThl v|
Pazpewiequa:

[ NonHelii goctyn [] Cozpanue oBrektos: msTPM-InformationObjectsContainer

Cnncok cogepsumorc [[] ¥aanenue ofwexton: msTPM-InformationObjectsContainer

MpounTare BCe cBoACTER [[] Cozpanwe ofekTos: nisMap

[[]3anucate ece ceoiictea [[] ¥aanenue obwextos: nisMap

[T ¥panenne [7] Cozpanwe obrextoe: nisMetgroup

[[]¥panute nogsepeso [[] ¥aanenwe oBwextos: nisMetgroup

[#] Yrerme pasperuennii [[] Cospanme ofwextom: nisObject

[[] CmeHuTE paspelueHna [[]¥aanenwe ofwekTos: nisObject

[] CrmenuTe BRagEnELE [] Cozpanmne oBrektoe: oncRpc

["]Bce npoeepeHHEIE onepaymm 3anucK ["]¥aanenwe obextoe: encRpc W

Puc. 59 - Bbvibop nonb3oseamens 0415 C030aHUS paspewieHus
22. BbinonHuTe cnepyrowme LencTBm:

22.1. ybenutecb B TOM, YTO B cnucke Tun BbibpaH nyHKT Pa3pewmTb;
22.2. B cnucke NMpumenseTca K BoibepuTte [louepHue o6beKTbl: KomnbioTtep.

23. B cekuwnu PaspelueHus Hike ycTaHoBUTE (nar YaocToBepeHHas 3anucb Ha y3en C UMEHeM
cyb6beKTa-cnyx6bl, Kak NokasaHo Ha puc. 60.

[] PaspelueHo NpoBepTE NOAMMHHOCTE
[]CBpoc napona
[] Cmena napona

[]¥aocToeepenHan 3anucs Ha y3en ¢ DNS-umerem

[W]i¥aocToBEpEHHAA 3aNKMCE HA Y3 © MMEHEM CyBBekTa-cnyxBeE

Puc. 60 - YoocmosepeHHas 3anuce HA y3ea ¢ UMeHeM Cybbekma cymobbl

24, TlocnenoBaTeNbHO HAXMUTE OK, 4TOObI 3aKPpbIiTb OKHO U COXPAaHUTb COENAHHbIE U3MEHEHUA.

7.1.2  Cnyyan 3anycka cnyx6bl cepsepa JMS oT nmeHn criykebHom y4eTHOW 3anucu

B naHHOM pa3pene paccMaTpuBaEeTCs NOATOTOBKA YYETHOW 3anMcK Nosb3oBaTtesns, 0T UMEHM KOTOPOro
OyneT Npou3BOAMTLCS NEPBOHAYANbHAS HACTPOWKa, ANa cayyas, Koraa cnyx6y JMS nnaHupyetcs
3anyckaTb OT UMeHW CNY>XeBHOM YYeTHOW 3anucu (T.e. He JIOKaNbHOM CUCTEMHOM yyeTHOM 3anucK Local
System).
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Ecnu yueTHas 3anmcb, OT UMEHW KOTOPOW ByAeT NpoM3BOAMUTLCS NEpBOHaYanbHas HacTpoika JMS, He
obnafaeT NONHOMOYMAMM, AOCTATOUYHBIMK Ans pernctpaunm SPN-3anucu, Bbl MOXeTe NpefoCTaBUTb e
COOTBETCTBYIOLLME MONHOMOYMSI.

1. Ha koHTponnepe pomeHa B ocHactke Active Directory - nonb3oBaTenu n KOMNbIOTEPbI OTKPOWTE
YYETHYI0 3anucb NOb30BaTeNs, OT Ybero MMeHU ByaeT 3anyckaTbesa cnyxba JMS (B HacTosiwem
npumepe - ServiceAccount).

2. Ha Bknapke besonacHocTb f06aBbTe (€C/M eLe HET) M0Nb30BaTeNS, OT Ybero MMEHM BbIMOHAETCA
MacTep NnepBOHaYasbHOM HAaCTPoiKu (B HacTosweM npumepe Simple_User, Puc. 61) u yctaHoBute y
Hero paspelueHune 3anucb: oTKpbITbie cBepeHus (Write public information).

CeoWCTES: ServiceAccount _

OnyGnMKoBaHHEIE CEPTURMKSTEI I YneH rpynn I Pennukawma naponed

YoaneHHoe yNpsgneHve

Mpogune cnyxf yaaneHHsm pafiows: cTonoe I COM+ | PepakTop atpubyToB

Ofwme I Appec I‘.'I'rI-IETHEI:FI Zannck I Mpogune I TenemoHe! IDDFEHHSEILLH:H

BxoOALLKE SEOHKMW | D bexT | BesonacHocTs | Cpena | CeaHchl
Dj'ﬂ'll'lbl WKW NONB30BATENMA:
2 SELF -
2, MNpowemume nposepky
2, CMCTEMA =

3_3_', Enterprize Admins (ALADDIN-RDMEnterprise Admins)

& Simple_User {Simple_User@jasdomain .aladdin-rd local)

3; Clusterfcoount (ClusterAccount@jasdomain aladdind local)
EE,AU.MMHMCTpaTprl apomeqa (JASDOMAINADMUHWCTpaTOPEl JOME... |~

|.D.o§aE:HTb... | | ¥oanute |

Pazpewerua ana rpynne " Simple_User” Faspewmts 3anpemims
—dl TACE ., TUIIAE TEEOERITH

L)
YreHue: OrpaHa4eEHA ',"-IETHDI:I SanicK

||
JanMck: OrpaHryeEHMA YYETHOR SanncK [l
- ]

fal

Janmce: OTEPRITRIE CESASHWA

L e ————
Januce: ceeneHvA B MHTepHeTe

Oopopood

L

Yrobikl 2a30aTe ocobble pASPELWIEHMA MW NapamMeTpel,
HaxnTe kHonky " dononHuTensHo” LA TIE S0

OK | | CrmaeHa | | MpumeHaTL | Crpaewa

Puc. 61 - YcmaHoska pazpeweHus 3anucb: omkpsimsle ceedeHus

3. Haxxmute OK, yTOObI 3aKpblTb OKHO U COXPAaHUTb COENAHHbIE U3MEHEHUA.

Hactoswas HaCTpOﬁKa No3BOJIUT MacTepy nepBOHaqaanon HaCTpOﬁKl/I, BbIMO/THAEMOMY OT UMEHU

nonb3oBatens Simple_User, aBToMaTnyecku BbinonHUTb SPN-3anuck ans cnykebHoM y4eTHOM 3anmcu
(ServiceAccount), oT Ybero uMeHu ByaeT BbINONHATLCS 3anNycK Cyx6bl JMS.
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7.2 PyuHas peructpauunsa SPN-3anucu

7.2.1 Cny4yan 3anycka crnyx6bl cepsepa JMS oT nmenu Local System
B naHHOM paspene paccMaTpuBaeTcs pyyHas permctpauuns SPN-3anucu ang komnbloTepa (y4eTHas 3anmc
Local System), oT UMeHM KOTOPOro MaaHUPYeTCa 3anyckaTb Cyxoy JMS.

YT06bI BbINMOMHUTL py4YHyto permnctpaumto SPN-3anucu cnyx6bol cepeepa JMS, Ha KOHTponnepe AOMeHa
3anyCcTuTe KOMaHAHY CTPOKY OT UMEHM aiMMHUCTPATOPA U BbIMOJIHUTE CIeAYHOLLYI0 KOMaHay.

setspn -A ARDSJMS/<FODN-ums cepsepa> <NetBIOS-umsa cepsepa>

roe

o <FODN-ums cepepa> - nonHoe gomeHHoe ums (FODN) cepsepa JMS, Hanpumep, srv01.test.com;
o <NetBIOS-umsa cepepa> - NetBIOS-umsa cepsepa JMS, Hanpumep, srv01.

.& Peructp umenn cepsepa, Mcnonb3yemblii B UCNONHSAEMOM KOMaHAe, AOMKEH COBMNaAaTb C PErMcTpoM, oTobpaxaeMbiM B
Active Directory. Hanpumep, ecnu nms cepsepa B Active Directory - Srv01, To B MCNONHAEMOM KOMaHAe Takxe cneayeT
ykasbiBatb Srv01 (a He SRVO1 nnu srv0l).

7.2.2 Cnyvan 3anycka cnyxobl cepsepa JMS oT nmeHn criykebHom y4eTHOM 3anucu

B maHHOM pa3pene paccMaTpuBaeTcs pyvHas peructpaumns SPN-3anucu ang nonb3oBatens (CnyxebHoM
YYETHOW 3anucu), OT UMEHU KOTOPOro MAaHMpyeTcs 3anyckaTb cyx6y JMS.

UT06bI BbINOMAHUTL py4YHYyt0 perncTpaumnio SPN-3anuncu cnyx6sl cepsepa JMS, Ha KOHTponnepe AoOMeHa
3anycTUTe KOMaHAHY CTPOKY OT UMEHWM aAMUHUCTPATOPA M BbIMOJIHUTE CIEAYIOLLYH0 KOMAHAY.

setspn -A ARDSJMS/<FODM-ums cepsepa> <a0MeHHOe UM$ Nonb30BaTens>

roe

e <FQDM-umsa cepsepa> - nonHoe pomeHHoe ums (FQDN) cepsepa JMS, Hanpumep, srv01.test.com;
e <[OMEHHOE UMS Nonb3oBaTeNsa > — JOMEHHOE UMS NONb30BaTeNs B PopMaTe <UMS LOMEHA>\<UMs
nonb3osatens>, Hanpumep domain\ServiceAccount.

1 ~ ~
.L\. PerucTtp nmenu cepsepa, ucnonb3yemblit B UCNONHAEMON KOMaHAE, LOMKEH COBNAaAaTb C PErMCTPOM, 0TOBpaxKaembiM B
Active Directory. Hanpumep, ecniv ums cepsepa B Active Directory — Srv01, To B UCMONHAEMOM KOMaHAe Takxke ciefyeT
ykasbiBatb Srv01 (a He SRVO1 nnu srv0l).

1
E\J Ecnu Bbl pasBopaunBaete JMS B knactepe, BbIMOAHUTE 3Ty KOMaHAY ANS KXAOro y3na knactepa JMS.

8. YcTaHoBKa 1 rnepBoHavarbHasi HacTpouKa

8.1 VYcraHoBka komnoHeHTa JMS Server

YTt06bl yCTaHOBMTb KOMMOHEHT JMS Server, BbINONHUTE Cieayowme AeNCTBUS.

1. B 3aBMCcMMOCTM OT pa3psaHOCTM ONEPALLUOHHOM CUCTEMbI 3aMyCTUTE COOTBETCTBYIOLWMIM darin.

- 32-6ut: AladdinJMS.Server-x.x.x.xxxx-x86.msi;
- 64-6uT: AladdinJMS.Server-x.x.x.xxxx-x64.msi.
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OTobpasuTca cnepytoLiee OKHO.

Bac npuBeTcTBYeT NnporpamMmma
ycraHoBkM Aladdin R.D. JMS
Server 3.7.0.1635.

MNporpaMMa ycTaHoBKK yeTaHoBMT Aladdin LD, JMS Server
3.7.0.1635 Ha A&HHEIM KoMMbKTER, YTobbl NpOoOMHKTE,

HEHMWTE KHOMKY “[lanee” N HEsKMUTE KHoMKyY "OTMeHa™
ANA ZEEEPWEHWA YCTAHOBKH,

Puc. 62 - OkHo npusemcmeus Macmepa ycmaHosku komnoHeHma JMS Server

2. Haxmwure Oanee.
OTobpasunTca cnemytoLiee OKHO.

JINLEH3MOHHOE cornalleHue

BAKHO:

NOMANYACTA, BHUMATENBHO NMPOYUTARTE AHHOE NHULEH3WOHHOE

AT AT PR P TR A TN T FI AT o IR T AR AR AL IR

o A OpHHUMEID YONOBKA NMUEHSMOHHOM O COrNAaLleHMa

@ ,ﬂ He NpUHHUMaKD YCNoBKA NHLEHZMOHHOM D COrNALEHWRA;

Puc. 63 - OKHO UUEH3UOHHO020 CoealieHUs

3. BbibepuTe  npuHUMAalIO YCI0BUS NTULLEH3UOHHOIO COrnalleHus 1 Haxmute Janee.
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OTobpasuTca cnepytoLiee OKHO.

0bbIuHan

YcTaHasnmeaeT Haubonee oBlumMe KOMNOHEHTEI MPUACHKEHIS,
PeroMeHgyeTcA ans DoNLWWHCTEE NoNb30BaTenei,

BuibopouHan

MosBoNAET BeIBPaTH, KAKHME KOMMNOHEHTEI MPOrpatMel ByayT
YCTEAHOBMNEHE!, M YKASETE NaNKy YCTaHoBKK, PACCUMTaHD Ha
OMBITHEIX NONE30BaTENEN,

Monuwan

ByayT yCTEHOBNEHE! BCE KOMMOHEHTHI,

Puc. 64 - OkHo 8bI60pa 8apuaHmMa ycmaHosku

4,  LWlenkHute Ha nyHkTe MonHas.

% YT06bI 334aTh NYTb YCTAHOBKM, OT/IMYHBIM OT MYTU MO YMONYaHWMIO, BbibepuTe BapuaHT BoibopouHas, BHecHTe
HeobxoanMble U3MEHEHMS, Nocsie Yyero HaxmuTe [danee.

OTobpasunTca cnegytoLiee OKHO.

HapimiTe KHOMKY “YCoTaHoBuTe ", 4Tobbl HEYATE YCTaHoBKY, YTo0EI NpOMOTPETE MK
M3MEHMTE MApPaMETPE! YCTAHOBKM, HEMMWTE KHoMKY "Hasan ", HamMmTe KHonky
"OTMeHa™ ANA BLIXOAE M3 NPOrPaMMEl.

Puc. 65 - OkHo 20mosHOCMU K YCMAHO8KE

5.  Haxmute YcTaHOBUTD.
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Mo 3aBepweHnn yCTaHOBKKM OTOBPA3UTCA CnepytoLiee OKHO.

05, Mporpamma yctaHoekn Aladdin R.D. JMS Server 3.7.0.1635 -

YcraHoska Aladdin R.D. JMS
Server 3.7.0.1635 ycnewHo
3aBepLleHa.

HammiTe KHomky "ToToB0™ ANA BEIX0AE M3 NPOrPEMMEL,

Mocne 3asepweHWa yoTaHoskk ByaeT sanywen Macrep
NepEoHIYaNEHOA HECTPORKK NPOAYKTA,

CTMeHa

Hazan

Puc. 66 - OkHo 3asepuieHus ycmaHosKku

6. Haxmwure MOTOBO 4151 3aBEpLIEHMUS NPOLEAYPbI.

8.2 [loaroTtoBka cnyxebHom y4eTHOM 3anucu 4ns 3anycka cepsepa JMS

Cepeep JMS MoXeT 3anycKkaTbCa OT MMEHW CUCTEMHOM YY4ETHOM 3anncu UM OT MMEHM CNeumanbHO
CO34aHHOW cny>kebHoM yyeTHOM 3anuncu. Ecnm Bbl nnaHupyeTe 3anyckaTb cepsep JMS oT MMeHun
CUCTEMHOM YYeTHOWM 3anucu, NponyCcTuTe HACTOSALWMI NOAPa3Aen U nepexoanTe K Nnoapasaeny
«[lepBOHa4anbHas HaCTpoiKa KOHPUrypauumu», c. 74. B npoTMBHOM C/ly4ae BbINOHUTE AENCTBUS,
npeacTaB/ieHHble HUXE.

8.2.1 CospgaHue nonb3oBaTens

Ha KoHTponnepe foMeHa BbIMONHWUTE Ceayolme AeiCTBUA.

1. B ocHactke Active Directory - nonb3oBaTtenu u KOMNbIOTEPbI LLENKHUTE NPaBOW KHOMKOM Ha
HYXXHOM MyHKTe (Hanpumep, Ha nyHkTe Users (Monb3oBatenu)) u Boibepute Cospartb ->
MNMonb3oBartens.
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OTobpasuTca cnepytoLiee OKHO.

Hoewlit 0BbekT - MNons30BaTeNs

2

did

Cospame B:  test.com/Users

WMHALMENE!: I:I

Pamiunin; | |

Wran: |

TMonHoe uma: | |

HME EX03 NONES0EaTENA:

| | | @test.com

WA exopa nonesosatena npea-Windows 2000):
= | |

Bepcusa pokymeHrta: 1.06

Puc. 67 - Co30aHue H08020 nosb308amens

2. BBepute HeoOxopuMble faHHble U HaxXMUTe [anee.

1 "
n& B HacToswem AOKYMEHTe Ana npumepa 6y,EI,ET MCNonb30BaTbCA UMA YHETHOMU 3aNnCb JMS_Server.

3.  Haxmwurte Danee.

OTobpasunTca cnepytoliee OKHO.

HoBbld 06bekT - [Nonk3osatens

2

did

Cozpam B: test.com/Users

Maponk: | |

MoaTEEpXAEHWE: | |

TpefosaTs CMEHE! NEPONA NP CNEAYOLLEM EXO0E & CHMCTEMY
[ ] ZanpemuTe cmeHy napona nonssoeaTenem
[ ] Cpoxk meitcTeMA napona He orpanuyeH

[ ] OmeniounTs yueTHyo sanucs

< Hasan ” Oanee > | | Crmaera

Puc. 68 - 3adaHue napons nons3ogamens

4. BbinonHuTe cneaywoliMe AeACTBUS:

4.1.
NOATBEPXKAEHUE;
4.2.
4.3.
4.4, Haxmute Danee.
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OTobpasuTca cnepytoLiee OKHO.

Hoewlit 0BbekT - MNons30BaTeNs -

J Cospate B: test.com/Users
Uik

Mocne HaxamA Ha kHonky "ToToso" BymeT cosaaH cneaylowmi o8 beKT:

Monroe wma; JMS Server ~
Wm# exoga nonesosatens: JMS Server@test.com
Cpoi gefiCTBMA NApONA He OrPaHHYEH.
b
< Hasapn ” loToBO | | OmmaeHa

Puc. 69 - 3asepweHue npoyedypsl co030aHUs y4emHol 3anucu

5. Haxmwure lNoToBo.
8.2.2 HacTtpovika y4eTHOM 3anvcuy Ans BXOAa B KavecTBe CryxXoObl

§él1pmweuanm|:

1. Ecin macTep nepBOHayYanbHOM HACTPOWikK JMS 3anyckaeTcs OT MMeHM NONb30BaTeNs, ABASIOWLErocs TOKaAbHbIM
AIMMHUCTPATOPOM KOMMbIOTEPA, aHHAs HACTPOIMKA YYETHOM 3anuCK AN BXOAA B Ka4ecTBe CNyx6bl (eC/v 3Ta HaCTpoiika
TpebyeTcs) 6yaeT BbINONHEHA aBTOMATUYECKM B XOA€e BbIMOAHEHUS MacTepa. B 3ToM cnyyae AeicTBUS, ONMCaHHble B
HacToALLEM MNoApa3fienie, MOXHO He BbIMONHSTb.

lMpuBeneHHbIM B HACTOALLEM pa3faene onuMcaH1eM cnenyeT PyKOBOACTBOBATLCA B MpoLecce sKcnayataumm JMS npu cmeHe
cny>KebHOM y4eTHOW 3anucu, OT UMEeHU KOTOPOW 3anyckaeTcs cnyx6a JMS.

Ha koMnbloTepe, B KOTOPOM YCTaHABAMBAETCS KOMNOHEHT JMS Server, BbINONHMTE Clieaylowme AeNCTBUS.

1. B [llanenu ynpasneHus Bbibepute NyHKT AGBMUHUCTPUPOBaHHKE.
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OTobpasuTca cnepytoLiee OKHO.

@ Bl

Bepcus nokymenta: 1.06

CpeacTea paboTel © APABIEAMK

dann [nasHan OBWWA gocTyn Bug YnpaeneHwe

e
OTKpBITE
pacnonoxeHne

CpeacTea paboTel € NPWAD..,

| ¥npasneHWe

T |: <« Bce snemedTel naHenw .. » AAMHHHCI’FIHFIOB-EHHE

v O| | Mouck: AgmuHnctpupoeadne 2@

b o MzbpaHHoe

n 3arpyzkmn
ﬁ-—ﬂ HeaaeHwe mecTa

B PabBouwii cton

[ BuBanoTekn
i Buaeo

@ JokymMeHTsl
[ WzoBpaxeHua

Jl Myzbika

18 Komnerotep vl

Y
Mma

falt OnTunuzauma guckos

@ MnanupoBwMK 334aHNIH

@ Monesoeatenn u koMneroTepsl Active Dir..,
{#l] NMpocmoTp cobemuii

ﬁ’ Pepaktnpoeanue ADSI

(B Ceeaerua o cucreme

@ CucTema apxueaumm aadHex Windows 5.
@) CucTemHelil MoHUToR

@- Cny#Bbl KOMNOHEHTOE
Eh CoyBhl

[arta nameHeHns
26.07.2012 0:18
26.07.2012 0:20
26.07.2012 0:19
26.07.2012 0:20
26.07.2012 0:19
26.07.2012 0:18
26.07.2012 0:18
26.07.2012 017
26.07.2012 0:22
26.07.2012 0:19
ZR07.2012 (k17

Tun Pazmep
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|ﬁ CreacTRn nnaRenk narate Windnws
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Puc. 70 - Bo3moxHOoCMu aOMUHUCMPUPOBAHUS

2. CpenaliTe BOMHOW LLeNYoK Ha MyHkTe JlokanbHas nonuTukKa 6e3onacHoCTy.
OT06pazuTCa cnepytoLLee OKHO.

@aiin  Jdeiicteme  Bwg  Cnpaeka

@ F X

E Mapamerpel Elaonacuocm| Wra

[ E MoANTHEKY YYETHBEIX 3aNKCER

[» E NokaneHele NoANTIERN Eﬂoxaanble NOAWTHEN

b [~] Bpangmaysp Windows & peskume noe
7] MonuTukn gcneTHepa cnncka ceTeil

B[] MeAnTukn oTKpeITOre Kaoua

b [2] MoAnTMKY OrpaHn4eHHOrD NCNoL3D

B[] MoAnTukr yNpasneHna npuaoKeHna

[+ ,g Moautuiw [P-BesenacnocTn Ha "Mok:

b [ KoHdurypauns pacumpeHHoii noant

[ MenuTien yyeTHbIX 3anncei

[ Bpanamayzp Windows 8 pexme nose...
[ Nonutien AWCMETYEPA CNWCKE CETER

I Moautukn oTkpeiToro Kikua

[ MonuTHKN OrPEHMYEHHOTO MCNOE308H. .,
[ MoAnTikn ynpasnenna NpnacKeHnamm
g Monutuew [P-BesonacHocti Ha "fokane..

[l Kendmrypauna paclumpenHoi NoauTik. .

Onucanmne

Moautukn naponeil n Gao
MeanTukw ayauTta, npae m
Bpanamayzp Windows s p
MmnA ceTw, sHavok u pacne

MenwTukn ynpaeneHna ng
AAMUHNCTRUPpOBAHNE BES

KeHdurypauws pacwmper

Puc. 71 - JlokaneHas nonumuka 6e3onacHocmu

3. B neBoi yactu okHa Bbl6epI/ITe JNlokanbHble nonuTukn -> HasHaueHue npaB noJsib3oBaTtens.
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OKHO npuMeT cneayoLmii BUA.

Qaiin  Jdefictene  Bug  Cnpaeka
e 5E X

i MapameTpel BesonacHoCTH MeanTtuka -
b [ MonuTukw yuetHex sannceii
4[4 NokansHele noanTiky
b [ Monutuka ayauta
[ E HasHaueHue npas nomﬁona'renu|
b [ Mapamerpe GesonacHocT
b [] Bpangmaysp Windows & peskume noe
] MonuTukw AWCMETYEPA CNWCKE CETER
b [ TonWTMKN OTKPBITOTO KHOUE
b [ TloAWTHKN OrpaHUYEHHOTD MCMONB30
b [ ToAMTMKN YNPAENEHUA NPUADKEHNA || =
[ @ Monutuky IP-BesonacHoctk Ha "fok: EEEBEEEPLUEH“E paboTbl cCTEMEl
b [ KoHdburypaLms pacLumperHoi noaut gjﬂBErpyaKa W BBIFPY3Ka ApalBEpoE yCTPoRcTE

| 55 ZaneHa MARKENA UANAHE ORALECCA

> || <] m

gjinpxuaauun $ainoe n katanoroe

i) Bnokupoeka cTpanny B namaTi

gjﬂ BoccTaHoeneHue Galinoe v KaTanoroe

g'ﬁ Bxog B Ka4ECTBE NAKETHOTO 334aHNA

[1s Bxog & kauecTee cnyBbl

'i| Beinonnerue 33ga4 no obcaykueaHnto Tomos
_éi,ﬂ,oﬁaanewe paBounx cTaHUMA K AoMEHyY

'] JocTyn k AMcneTuepy yHETHERX AZHHERK OT MMEHW AOBEPEHH. ..
_éﬂ,ﬂ,ocryn K KOMMBHOTERY W3 CETH

<] m

Puc. 72 - HasHayeHue npas nosns3oeamesns

4, B npaBo# 4acTu oKHa caenavite ABOMHON WeN4okK Ha NyHkTe Bxon B kauecTBe CyXK6bl.
OT06paszuTCa cneaytoLLee OKHO.

MapameTp nokaneHon GesonacHoc | OB bACHEHWE:

Bxon B kavecTse cnyxBel

al

JMS_Server

NT SERVICEMALL SERVICES

NT SERVICENMSSOLSERVER

NT SERVICENSQLSERVERAGENT
S0LServer?D0550QL BrowserUsers5RV1

LOnBaEnTe NONBZ0BEATENA MM FPYTMY... | | Yoanum

0K | | Cmveqa | | MpumMeHrTe

Puc. 73 - Bxod e kayecmese ciyxbl

5. HaxmuTe [l06aBUTb NONb30BATENA MAM FPYNNY U B OTOOPA3MBLIEMCS OKHE A06aBbTe YUETHYIO

3anucb, OT UMEHM KOTOpOM ByaeT 3anyckaTbcs cepsep JMS (B HacTosLWeM NpuMepe 3TO yyeTHas
3anucb JMS_Server).
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6. [MocnepoBatensHo Haxxmute OK, 4TOGbLI 3aKPbITh OKHO [06aBAEHUS YYETHOM 3aMUCU U OKHO
HaCTPOMKM BXOAA B Ka4ecTBe CNyXObl.
7. B TlaHenn ynpasneHus Boibepute ABMUHUCTPUPOBAHME -> CnyX6bl.
OT06paszuTCa cnepytoLLee OKHO.

Cnyx6bl

= [c

Qaiin  Jdeiicteme  Bug  Cnpaeka
N EEEN R R
& CnyxcBel (nokansl|| Wma “ Onucanmne CocToaHue Tun zanycka Bxoa oT umeHn ~
v Aladdin EAP Client - default Supports cl..  Beinoanaetca  Astomatwde..  JflokaneHad cuc.. =
o Aladdin EAP Engine Service - default Provides b...  BeinonHaetca  AsTomatude..  JlokaneHaa cvc.
i DHCP-knwent Perwctpup.. Beincnnaetrca  Astomatwde..  JlokaneHas cny.
S DNS-gnuenT CnyxBaD.. Beinonnaerca  Astomatwude..  CeTesan cnyxGa
S DNS-cepeep Mozeonser.. Beincnnaetrca  Astomatwde..  JlokaneHaa cvc.
S ETOKSRY eToken PElL.. BeinonHaetca  Astomatide..  JlokaneHaa cvc.
% JaCarta SLListener JaCarta SLL... Beinonuaerca  Astomatude..  [lokaneHas cuc.
S KtmRm gna koopaunatopa pacnpegen.. KoopauHu.. Bpyunywo (ak.. Cetesan cnywba
%o Micro5D SmartCard Reader BuinonnAerca  AsTomatude..  SlokaneHaa cuc.
% Plug and Play Mozeonser.. BeinonHaetca  Bpyudyro JNokaneHaa cuc..
5. 50L Active Directory Helper Service Enables int... OTknrovena NokaneHan cuc..
50 S0L Server (MSSQLSERVER) Provides st... BeinonHuaercs  Astomatwde.. TEST\al
%% SOL Server Agent (MSSOLSERVER) Executes jo.. Beimonnaerca  Astomartiue..  TESThal
S SOL Server Browser Provides 5..  BeinonHaetca  AsTomatude..  JlokaneHaa cny.
54 S0OL Server V'S5 Writer Provides th.. Boimonuaerca  Astomatude..  [lokansHas cuc.
‘i Superfetch Moagepxu... Bpyuny! JNokaneHaa cuc.. »
< n > PECLLIHFIEHHbIﬁ;\\CTEH,&,EpTHbII}I’f

Puc. 74 - Cnucok cnym6

8. LUenkHute npaBoi kHonkow Ha cnyx6e Aladdin EAP Engine Service - default v Bbibepute

CeoiicTBa.

9. B oTobpasuBwemcs okHe nepeiaute Ha BKNaaky Bxop B cuctemy.
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OKHO npuMeT cnepyowmii BUA.

Ceoicrtea: Aladdin EAP Engine Service - default (ﬂoxa.'l...-

OBwwme | Bron s cucTamy | BoccTaHoEneHWe I JaBMcuMocTH |

Bxoa B cuctemy:

(®) L cucTeMHOM y4eTHOR sanuceto:

[ ] Paspewnts esammogsitcTEme ¢ pabourm cTonom

() C yueTHOM SaMMchio; 6200

nDMng NPy HACTRORKE NapaMEeTROE NONES0EaTENLCKOA YHeTHOA
SanWck ANA BXON3 B CUCTEMY

0K | | Ommena

5]
Ini
i

C

Puc. 75 - Hacmpolika 8xoda 8 cucmemy
10. Bbibepute nyHKT C yyeTHOM 3annCbi0 U BbINOHMTE Cleayowme enCTBUS:

10.1. Bocnone3yiTtech kHonkow 0630p, 4TOObI yKa3aTb UMS CNYKeOHOM yYeTHOM 3anucu (B HacTosLWeM npumepe
370 JMS_Server).

10.2. B nonsax Maponb v MoarsepxaeHue COOTBETCTBEHHO BBEAMTE MApPO/b M NOATBEPXKAEHME NApons
cny>xebHOM yYeTHOM 3anucy.

% Ecnu B GyayLuem Bbl NOMEHsIETE Napob 415 BbIGPaHHOW YYETHOM 3anucK, TO HOBOE 3HAYEHUE Mapons Takke HeobxoaAUMo
M3MEHUTb B HACTOSILLEN HACTPONKe.

11. Haxmute OK, 4T0obbl 3aKpbITh OKHO U COXPAHWUTb U3MEHEHUS.
OTobpasuTca cnepytoLiee OKHO.

Cnyx6bl -

HoBoe uma BX043 HE BCTYNWT B CUTY 40 TEX Nop, noka cnyxBa He Byaer
!"\ MEpEsanyLLEHa.

Puc. 76 - [pedynpexcdeHue o Heobxodumocmu nepe3azpy3Ku

@ Mepe3zanyckatb cnyxby Heobs3aTeNbHO.

8.3 [lepBoHa4anbHas HacTpoKrKa KOHuUrypawumm

MNMocne yctaHOBKM KoMNoHeHTa JMS Server aBToMaTMueCcku OTKPOETCS OKHO MacTepa HaCTPOMKM
nepBoOHavanbHOM KoHUrypaumm JMS, YTobbl BbINOMHUTL HACTPOMKY 6A30BOM KOHPUIypaL MK, CM.
«Hayvano npoueaypsbi», c. 76.
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Ecnu Bbl 3aKpbiiv OKHO MacTepa NepBOHAYaibHOM HACTPOMKK KOHDUIypaLuu, CM. «3anyck MacTepa
nepBOHAYanbHOM HACTPOMKM KOHDUIYpaLMM» HUXKE.

8.3.1 3anyck MacTepa nepBOHaYarnbHON HAaCTPOMKN KOHpUrypaLum

Ecnu Bbl 3aKpbiav OKHO MacTepa nepBoHaYabHOM HAaCTPOMKKM KOHBUIypaL MM, Bbl MOXKETE BHOBb
OTKPbITb €r0, BbINONHUB CNIEAYHOLLYI0 NPOLEenypY.

1. LlenkHuTe npaBoit KHOMKOM Ha 3Hauvke - (Cepeep JMS) B 06nacTv yBeLOMNEHUI U B KOHTEKCTHOM
MeHto BblbepuTe OTKpPbITD.

2. B oTobpasuBemcsa okHe nepeiaute Ha Bknaaky Hactpolika.
OKHO NpuMeT cneayoWwnii BUA.

S Cepeep JMS (JASDOMAIN\aamuHWUCTpaTOp)

Cramyc Mactep+moy B I KpunTorpada | NMueHs | Katanorw yueTHeX samuced
MNpWERZKW KATANOros | Hactpoiika | bezonacHocTe | HacTpolikin JAS KoHHeK Topel

MacTep nepeoHayansHoR HECTROMRKKM
ZanycTMTe MacTER NepE0HEYANEHOA HACTPOMKK NPoLYKTa

Hactpoiikk cepevca
Hactpouts napameTpel cepewrca

HacTpoiika TpaHcnopTa
HacTpoWTe NapaMeTpbl TPEHCNOPTE YEEAOMNEHIMA

= Hacipoiika nnanos oBcnyxmeaHns
HacTpowTs napaMeTpel sanycKa NnaHos o0CyxMEaH1A

O nporparme  Bepows 3.7.0.1635 DBHoBIT: || ZaKpeiTe

Puc. 77 - Bknadka Hacmpolika

3. llenkHuTe Ha ccbinke MacTep nepBoHaYanbHOM HaCTPOMKKM — eciv 0ToOpa3uTcs okHo Mepesanyck
cepBepa ynpasneHus, HaxmuTe Oa.
OT06pasnTCca OKHO MacTepa NepBOHAYabHOM HACTPOMKHM (CM. «Hauano npouenypsbi»).

AO «AnappuH P. 1.», 1995-2021r. YCTaHOBKa U HacTpoiika My6nunyHbINA Crp.75/229



JaCarta Management System v3.7

Bepcus nokymenta: 1.06

8.3.2 Hauano npoueaypbl 1 BbIGOP KOHUrypaumum

OKHO npuBeTCTBUS MacTepa NepBOHAYaNbHOM HACTPOMKU KOHPUIypaL MK BbIFNSAUT CIeAYHOLWUM

obpasom.

1. Haxmute Danee.

AnagauH

oa Bac npusetcrByeT MacTtep
nepeoHaYanbLHOW HACTPOWKH

npoaykra

MacTep noMoraeT NoAroTOBMTE M HECTROMTE NPOAYKT
nepeq nepskLIM MCMoNE30BaHNEM,

MogroToeka EKNoYaeT B ce6R HACTRORKY NOAKMHOYSHUA K
HOBOM MK CYLWECTEYIOWEH Ba5e DaHHLM, PErVCTRALMIO
CERTWRMKETE ONEPETOPE, COSAAHWE MaCTep-+Noua Ga3el
OaHHBIL M SanycK cepeepa.

Ina npogomkeHA Haxmiute danee.

< Hazan || DOanee > | | OmveHa

Puc. 78 - OkHO npusemcmesus Mmacmepa nepeoHa4ansHol Hacmpolku JMS

OT06paszuTCa cneaytoLee OKHO.

BriGepwTe BapWaHT pasEepTLIEAHWA!

) MenonbaosaTts HECTDOMKW 0T NDELIIVIIEA VCTEHOBKN
BrifiepuTe OaHHLIA BEPWEHT B CMYYSE BLINONHEHWA 0GHOBNEHWA

(2 YCTaHOBMTE TONBKD HE STOM KOMMLITEDE
KoHodurypaume Ane paGoTkl Ha 0OHOM KoM TEpe

(Z) PasEepHyTL HOBBLIA KNACTED
BeifepuTe gaHHLIA BAPWEHT B CyYae pasBepTLIESHWA NepBOro Y3Na KnacTepa

() [pfaBuTh HOBLIA Y3EN B CYILECTEVIOWAA KNACTED
BapwaHT anA passepTeiBaHUA BTOPOro M NOCHEAYIOWWVE Y3N0B KNacTepa

O QQI'ICIJ'IHHTEJ'II:-HI:-IE QO P3SEEDTEIESHWUA

B paHHomM pexime TpefyeTcH BoyUHYIO BEIBMPETE ONLWAK DA3EE0TEIEEHUA

| < Hazan || Oanee = | | OmaeHa

Puc. 79 - OkHo 8bibopa KoHGu2ypauuu

2. Bbibepute NyHKT HYXHY0 KOHdUIypaLmio U HaxmuTe Janee.

% B HacToseM foKyMeHTe paccMaTpUBaOTCS TpU BapuaHTa KOHGUrypauum: YCTaHOBUTb TOJIbKO Ha 3TOM KOMMbloTepe,
PasBepHyTb HOBbII KnacTtep, [l06aBUTb HOBbIN Y3€en B CYLLEeCTBYIOLWMIA KnacTep.
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B 3aBMcMMOCTHM OT BbIBpaHHOM KOHGUIypaLuu npoLecc nepBoHavanbHoOM HacTpoitku byaet
COCTOATb M3 CNeayLmMX 3Tanos (cM. Tabn. 8).

Tabn. 8 - Smansl Hacmpoliku nep8oHa4anbHoU KoH@uU2ypauuu

YcraHoBKa
. Co3paHue Knacrepa [o6aBneHne HOBOrO y3na B
CcbinKa Ha 3Tan HaCTPOMKM €AUHCTBEHHOr0 JMS* CYILeCTBYIoWMH KnacTep*
cepsepa JMS Y 4 P
«HacTpoiika kaTanora y4eTHbIx
" a a Het
3anucen», c. 78. A A
«BbI6Op nuueH3umu», . 82. Oa Oa Het
«Co3pmaHue Mactep-kntoda bI», c.
A P A Na Oa Het
83.
«HacTpoiika cepBuca (cnyxobl
P P (cny ) Oa Oa Het
ayTeHTUdMKaumum JMSy, c. 86.
«HacTpovika noakntoyeHns K
a a a
6ase gaHHbIX», c. 89. A A A
«Co3paHue 6asbl JaHHbIX», C. 94. Oa Da Het
«O6HOoBNEHME Ba3bl AAHHBIXY, C.
99 A Het Het OnunoHanbHo
«3anyck cepBepHOi CYXObl», C.
M psep y! Oa Oa Oa
101.
«HacTpovika pacwmpenuin JMS»,
c. 101.
«3anyck cepsepa JMS», c. 103. Oa Ha Ha
«MoHTUpOBaHMe
OnumoHanbHo OnunoHanbHO OnunoHanbHO
KpunToxpaHunuwa», c. 104.
«3aBepLlueHne nepBoHAYanbHOM
. a a a
HacTpoiku», c. 105. A A A
" Moapo6HO NOPSIAOK Pa3BepTbIBAHMS KNACTEPHOI KOH(Urypaumm IMS npueeaeH B COOTBETCTBYIOWLEM PYKOBOACTBE [6].
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8.3.3 Hactporka kaTanora y4eTHbIX 3anucen

OT06paszuTCa cnepytoLLee OKHO.

H MacTep nepeoHaJyansHON HaCTPORKK

Tun KaTanora yYeTHBX ZAMWCE: Active Directony W

Mo@kntoyeHKe K NOKaNEHOMY KOHTPONNERY
nomeqa Microsoft Active Directony us
TEKYLWEr o OOMEHA MK Neca.

< Hazan || DOanee > | | OmaeHa

Puc. 80 - OkHo 8bibopa kamanoaa yyemHsix 3anuceli
3. BblbepuTe U3 cnucka TMN KaTanora yyeTHblx 3anucer. CMUCOK COCTOUT M3 YeTbipexX MYHKTOB:

- Active Directory;

- Remote Active Directory (YoaneHHble cnyx6bl Active Directory);
- Kpuntollpo YL 1.5;

- KpunTollpo YLl 2.0.

& Mpwn nepBoHavanbHoM HacTpoike koHdUrypauum Kpuntollpo YL, 2.0 He MOXeT MCNoNb30BaTbCs B KayecTBe KaTanora
YY€eTHbIX 3anucelt — CHayana B KayecTBe KaTanora yyeTHbIX 3anuceit Heobxoammo HacTpouTb Active Directory unu Remote Active
Directory (YoaneHHble cnyx6bl Active Directory). B HacTosLeM fOKyMeHTe onuCbiBaeTCs NPUMEpP HAaCTPOMKM C UCMONb30BaHMEM
kaTanora Active Directory.

4,  OcraBbTe B cnucke BbibpaHHbIM NyHKT Active Directory n HaxxmuTe Hanee.
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OTobpasuTca cnepytoLiee OKHO.

MapameTpel NpUBRASHM: |

] Mcnonssosats cneumansHyio cepencHyiD yYeTHYI0 Sanncs:

Norun: |

Mapone: |

[] ¥kasam KoHTPORNED AOMEHA ANA YTEHWA CXEMBI BPYUHYIO!

KoHTtponnep pomera: |

« Hasan || Oanee > | | Cmaeqa

Puc. 81 - OkHo Hacmpoliku nodkmoyeHus K cepgepy Active Directory.

5. LWenkHuTe Ha KHOMKe I:l (O630p).
OTobpasunTca cnepytoLiee OKHO.

LDAP-//test.com

EX A e con)

Puc. 82 - OkHo sbibopa domeHa

6. BbibepuTe fOMEH MAKM OpraHM3aUMOHHYI0 eanHULY U HaxmuTe OK.
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OKHO HacTpoiikuK noaknoyeHust K cepeepy Active Directory 6yaeT BbIrsaeTb Cleayowmm
o0bpazom.

MacTep nepeoHa4YanbHOW HACTPOWKK

MapameTtpel npueaza;  |LDAP/Aest.com | I:I

] Mcnonssosats cneumansHyio cepencHyiD yYeTHYI0 Sanncs:
Norun:
Mapone:

[] ¥kasam KoHTPORNED AOMEHA ANA YTEHWA CXEMBI BPYUHYIO!

KoHTtponnep pomera:

< Haszan || Oanee > | | Cmaeqa

Puc. 83 - OkHo Hacmpoliku nodkmodeHus K cepaepy Active Directory
7. BbimonHute Heob6xoauMble HACTPOMKKU, PYKOBOACTBYSCH Tabn. 9.

Tabn. 9 - Hacmpolika nodkntoqeHus K Active Directory

Hacrpoiika OnucaHue

BblbepuTe y4yeTHyH 3anuch, 0T MMeHU KoTopoi JMS ByaeT obpaluatbcs K Active
Directory - BOCTYNHbI CneaytoLMe BapuaHTbl:

Ucnonb3zoBatb e yTOObI UCMONB30BATh JIOKANbHYH CUCTEMHYIO YUeTHYto 3anuch (Local System), octasbTe dnar
cneumanbHylo Mcnonb3oBathb cneunanbHyo CEPBUCHYIO YUETHYHO 3anUCb HEOTMEUEHHbBIM U NMEPEXOaUTE K CreayloLleMy
CEepPBUCHYIO YYETHYI0 wary npouenypbl;

3anucb e 4TOGbl UCMOMb30BATh MPOU3BOMbHYH YYETHYH 3aMuCh, YCTaHOBUTE dnar Ucnonb3oBaTth cneumanbHyio

CEepPBUCHYIO YYETHYIO 3anucb 1 B nonsx Jlorun v Maponb 3asaiiTe COOTBETCTBEHHO UMS (B hopMaTe
DOMAIN\username v username@domain.com) 1 nNaposnb BbIGPaHHOM BaMK Y4ETHOW 3anucK.

1 . .
& CnyxxebHas ydeTHas 3anuck JMS gonmxHa obnapate npaBamu Ha yteHue Active Directory.

YcTtaHoBKa 3Toro dnara nossonset B cnucke KoHTponnep aoMeHa BpyyHyHo ykasaTb
YKasaTb KOHTpoOniep = KOHTpoAnep AoMeHa Katanora Active Directory, n3 KoToporo 6yayT CYMTbIBATLCS Y4YeTHble
AOMEHa ANA YTeHUs 3anucK nonb3oBaTenei. ToM BO3MOXHOCTbIO C/iefyeT Nosb30BaThCS, TONbKO €CU Mo
CXeMbl BPY4HYI0 3aBepLUEHNM NepPBOHAYAbHOM HACTPOWMKM MO KaKMM-TO NpuunHaM JMS He MoXeT cunTaTb
yyeTHble 3anucuK nonb3oBaTenen B ykazaHHOM katanore Active Directory.

8. Haxmwute Oanee.
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OTobpasuTca cnepytoLiee OKHO.

WMMA KaTanora yyeTHBLX SEMMCE: |lest.com

[onofHWTENEHOE OMMCEHKE: |lest.com

Haxmute "Hanee” ans npoaonxeHua HACTPONAKK CEpeepa.

« Hasan || Oanee > | | Cmaeqa

Puc. 84 - OkHo 8800a UMeHU KaMano2a y4yemHsix 3anuceli

9. [lpu HeobxoAMMOCTU BBELAMTE LONONHWUTENIBHOE ONMCaHME B COOTBETCTBYIOLLEE NOME U HAXMUTE
Danee.
OTobpasunTca cnepytoliee OKHO.

OnucaHue aTpubyTa
MaeHmdmkaTop GesonacH. ..

Wrp atpubyta
test.com.object SID

Kop atpubyTa
[] objectSID

[] objectGUID

] sAMAccourtName
[ userPrincipalName
] canonicalName
[] distinguishedMame
[] displayName
[Ten

[Jsn

[] givenName

test com objectGUID
test.com.sAMAccount ...
test com userPrincipalM. ..
test.com.canonicalName
test com distinguishedM. ..
test.com displayMName
test com.cn

test.com.sn

test.com givenMame

WHUKANEHBIA WASH TUUKETOD
YyeTHan sanuce

UPN

CN

BrlgeneHHoe umA
CrroGpaxaemoe uMA

MonHoe uMA

Pamunmna

Virn

MsmernTs

| Belpenue BCe

|| CHATL BbIASNEHWE |

10. OTmeTbTe aTpMbyThl NONb30BATENEN, KOTOPbIE BYAYT COXPaHATLCS B 6a3e AaHHbIX JMS npu

| < Hasan || Oanee > | |

Puc. 85 - Ampubymei none3osameneli

perucTpauumn, nocne Yero HaxxmuTe Danee.

%HPMMGHBHME. OTMeyeHHble anIAGyTbI BnocneacTsMn Moryt 6bITb MCMNOMB30BaHbI:

. ANA OCyLWecTBNeEHUA NOUCKa B IMS YYETHbIX 3anunceit Nofb3oBaTenei No AaHHbIM anM6yTaM;
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e ans dopMupoBaHus WabnoHa NapamMeTpoB 3anpoca Ha cepTudumKaT (cM. «PykoBoACTBO aaMuHUCTpaTopa. Yactb 2» [2],
paspen «HacTpoiika wabnoHos nonei ceptudukartar);

® 119 OTCNEXMBAHWA M3MEHEHWI 3HauYeHMit aTpubyTOB NONb30BaTENS B PECYpPCHOI cucTeme (CM. «PyKoBOACTBO
aaMuHucTpatopa. Yactb 2» [2], pasaen «HacTpoiiku Ha Bknaake KntoyeBble aTpubyTh»).

8.3.4 Bbibop nuueHaunn

OTobpasuTca cnepytoLiee OKHO.

TMueHsM ANA perucTpawmn;
Koy MpomykT MNapameTpel Cpok aefcTewa

|ﬂoﬁaamh || Yoamat |

« Hasan || Oanee > | | Cmaeqa |

Puc. 86 - OkHo dobasneHus nuuyeH3uu

1. Bocnonb3oBaBWKCb KHOMKOM [L06aBUTb, yKaXUTE NyTb K IMLEH3UW, NPEOCTaBNEHHOW KOMMaHUEN
«AO AnagauH P. [I.». (MoppobHee o TMNAX NMLEH3UIA CM. B pa3gene «Bepcun noctaBkm NpoaykTa u
JIMLEH3MOHHbIE onuuuy» C. 166).

Mocne nobaBneHns NULEH3UI OKHO ByaeT BbIMNSAETL CleayowmnM o6pasom.

TMueHsM ANA perucTpawmn;

Koy MpomykT MNapameTpel Cpok aefcTewa Cratyc
1d01685F... Enterprise Application ... UserCount:1.. 04.08.20174.00 [Oeitctew...

|ﬂoﬁaamh || Yoamat |

« Hasan || Oanee > | | Cmaeqa

Puc. 87 - Cnucok 006asneHHbIX UyeH3ul
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2.  Haxmute Danee.

8.3.5 CospgaHue mactep-knoya b

OT06paszuTCa cnepytoLLee OKHO.

JocTynHele NOCTABWMKW KPHNTOr P

< Hazan || DOanee > | | OmaeHa

Puc. 88 - Bbibop nocmaswuka kpunmoepaguu

% B HacToswel npoueaype npuBeseH NnpuMep HaCTPOMKM nocTasLmka kpuntorpadumn Microsoft Enhanced CSP. Ec/iv Bbl
HacTpavBaeTe Apyroi NocTaBWMK Kpuntorpaduu, cM. «MofaknoueH1e NocTaBwmka kpunrtorpadums, c. 162.

3. YcraHoBMTe dnar HaNpPOTUB NOCTaBLUMKA KpunTorpaduu, KOTopbi ByaeT ucnonb3oBaTbCs B paboTe
IMS, n HaxxmuTe Danee.
OTobpasunTca cnemytoLiee OKHO.

MocTaswmk kpunTorpadss Anropu wwdposanma [lnusa kmova Cpok aefictena

Microsoft Enhanced CSP |AES w| 256 But MeC.

< Hazan || DOanee > | | OmaeHa

Puc. 89 - OkHo Hacmpoliku napamempog Kpunmozpaguu

4,  Ecnu Tpebyetcs, BHecuTe HeobxoauMble U3MEHEHUS 1 HaxmuTe danee.

AO «AnappuH P. 1.», 1995-2021r. YCTaHOBKa U HacTpoiika My6nunyHbINA Crp. 83 /229



JaCarta Management System v3.7 Bepcus pokymenTa: 1.06

OTobpasuTca cnepytoLiee OKHO.

CepmidmicaT onepatopa
Komy BeinaH:

Kem BRIDEH:
Cpok pefcTewA:

TMoCTEBLLMK KPUNTOrpacin:

PezepeHoe KoNWpoBaHWe MacTep+noda bl
Cranyc:  He BrinonHeo
Pairn: -

BrINoNHWTE pesepEHOE KONMPOBaHWE

| « Hasan || Oanee > | | Cmaena

Puc. 90 - OkHo sbibopa cepmugukama onepamopa JMS

5. [llopcoennHUTe NOAFOTOB/EHHDBINM 3N1€KTPOHHbIN KoY onepaTopa JMS (cM. «3anucb cepTudukaTa B
NaMATb SNEKTPOHHOrO K/4Ya», C. 37) K KOMMbIOTEPyY, NOC/Ee Yero LWeKHUTE Ha cCbike BbibpaTtb
cepTuduKar.

OT06paszuTcsa cnepytoLLee OKHO.

42' CepTudukaTel Ha 3NEKTPOHHOM KIllo4e

BrifepuTe CEpTUOMKET:

Koray BelgaH Cpok aeicTewna MMocTaBWMK KpMnTorpadum
Microsoft Enhanced CSF

Puc. 91 - OkHo sbibopa cepmugukama

6. Bbibepute HyxHbI cepTudUKaT u HaxxmuTe OK.
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OkHo BbIbopa cepTudumkaTa onepaTopa byaeT BbIrnsgaeTb cieayowmum obpasom.

CepmidmicaT onepatopa
Komy BeinaH:

Kem BRIDEH:
Cpok pefcTewA: 11.04 2017 14:51

MocTaswwmK KpunTorpapa:  Microsoft Enhanced CSP

Brifpate cepgmraT
PezepeHoe KoNWpoBaHWe MacTep+noda bl

Cratyc:  He erinonHeqo
Pairn: -

BrinonHWT: pesepEHOS KONWDOBEHWE

| « Hasan || Oanee > | | Cmaeqa

Puc. 92 - Cepmucgpukam onepamopa ycnewHo 8b16paH

7. lenkHuTe Ha ccbinke BbinonHMTL pe3epBHOE KOMMPOBaHMWE U BbINONHUTE NpoLeaypy,
MpUBELEHHYIO B MyHKTe «Pe3epBHOe KOMMpoBaHMe MacTep-kntoya b», c. 148.

8. B none Craryc cekuun PesepBHoe konupoBaHue MacTep-katoua bl 6yneT 3Hauntbcs BoinonHeHo
(cm. puc. 93).

CepmidmicaT onepatopa
Komy BeinaH:

Kem BRIDEH:
Cpok pefcTewA: 11.04 2017 14:51
MocTaswwmK KpunTorpapa:  Microsoft Enhanced CSP

Brifpate cepgmraT
PezepeHoe KoNWpoBaHWe MacTep+noda bl

Craryc:  BeinonHeno
Paiin:  Ch\Downloads backup emik

BrinonHWT: pesepEHOS KONWDOBEHWE

« Hasan || Oanee > | | Cmaeqa

Puc. 93 - B none Cmamyc omobpaxaemcs 3HayeHue BbinosHeHo

9. Haxmute Hanee.
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8.3.6 Hactporika cepBuca (cnyx6bl) ayTeHTudpmkaumm JIMS
OT06paszuTCa cnepytoLLee OKHO.
S| MacTep nepeoHauyansHON HAaCTPONKK -
Mposepka nogmHHOCTM
[+] Windows NT Security
[v] Mo knouesomy HocuTeno
Token GesonacHoc
Bpemn xustm Tokena: |10 5 wacos (0 5 iyt
[ ] Noanepxxa kmerTos JMS 3.0
HacTpoiiku K3WMposaHa rpynn yyeTHLIX anuceit
[] Kaumpoeats rpynnsi B Tokete GesonacHoc
20 - MaKCMManbHOE KONMYECTEO K3LWWMpyembX rpynn
~ ¥ | y4eTHOR 3anucy B Tokene GesonaHocTi
l < Hasan ” Oanee > | | Omvera ‘
Puc. 94 - Hacmpotika cnyw6sl aymenmugukayuu JMS
10. BbINoNHUTE HACTPOWKY, PYyKOBOACTBYSACH Tabn. 10.
@
=+ Cnyxb6a ayteHTndukaummn JMS no3BonseT nonb3oBaTento ayTeHTMbULUMPOBaTbCs Ha cepBepe JMS nocpencrsom knnenta JMS.
TakuM 06pa3oM, NpoleaLmnii ayTEHTUDUKALMIO NOMb30BATENb MOXET BbINOJHSATb ONEpPaLym C 3NEKTPOHHBIMU KITHOHAMM.
Tabn. 10 - Hacmpolika cnyx6sl aymeHmuguxayuu JMS
Cekuus Hactpoiika OnucaHue
AyTeHTUdMKALMA NPOU3BOAUTCSA HA OCHOBE
. N BCTPOEHHOM nNpoBepku noaanHHocti Windows, T.e.
Windows NT Security P posep An

[ONS yCnewHom ayTeHTUdMKALMUM INEKTPOHHbIN
KNtou He TpebyeTcs.

MpoBepka NOAIMHHOCTU

Mo kno4yeBOMY HOCUTENIO

AyTeHTUdUKALMM NPOU3BOAUTCS C
MCNOJIb30BaHMEM 3/1EKTPOHHOTO Ktoya. [lns 3Toro
3N1EKTPOHHbIN K04 JO/MKEH BbiTb
npefBapuTenbHO BbinMylleH yepes JMS. B npouecce
BbINYCKA, HA 3NIEKTPOHHbIM KNKOY 3anuLweTcs
ayTeHTUdMKATOP, C NOMOLLBK KOTOoporo byaer
OCYLLEeCTBNATLCSA OTKPbITUE CEAHCA.

AO «AnapouH P. 1.», 1995—-2021 . YCTaHOBKa U HacTpoiika

My6nunyHbINA Crp. 86 /229



JaCarta Management System v3.7 Bepcusa pokymeHrta: 1.06

Cekuus Hacrpoiika OnucaHue

TokeH 6e3onacHocmu — NpOrpaMMHbIi BuneT, KOTopbii cnyxba ayteHTuduKkaumm JMS
npenocTaBnseT KAneHTy JMS B pesynbTaTe yCNewWwHOro NpoXoXaeHUs nonb3oBatenemM
ayTeHTUduMKaummn. TokeH 6e30MacHOCTU NO3BONSET OTKPbITb CEAHC CBS3U MeXay
KnmMeHToM JMS 1 cepBepoM, Nocsie Yero MOXHO ByLeT OCyLecTBAATb OnepaLum C
31IEKTPOHHBIMU KNIOYAMM.

Ecnm ayteHTMdMKauma Bbina Npon3BeseHa Ha OCHOBE BHYTPEHHEN NPOBEPKM
noanuHHocTM Windows, No UcTeYeHnn BpEMEHM XU3HU TOKeHa 6€30MacHOCTU HOBbIN
6yneT BblAaH aBTOMaTM4ecku. Ecnm ayteHTndumkaums boina npousseseHa c
MCMONb30BAHWEM 3/IEKTPOHHOTO KJTH0Ua, MO UCTEYEHWUN BPEMEHM XM3HU TOKEHA
6e30nacHOCTM Nonb3oBaTeNb AomkeH 6yaeT Beectu PIN-kon cBoero anekTpoHHoOro
Kntova.

TokeH 6e3onacHOCTH
Bocnonb3oBaswmch COOTBETCTBYHOLWMMU NONAMMU,

BpeMsi XXM3HM TOKeHa YKaxuTe (B Yacax v MUHYTAxX) BPEMS XXM3HM TOKEHA
6e3onacHoCcTH.

YcTaHoBuTe dnar B TOM cny4ae, ecaun B JMS
TpebyeTca nofaepKa yHacneA0BaHHbIX JMS-
knueHTo Bepcun 3.0. B npoTnBHOM Ccnyyae bynet
obecneyeHa noaaepxka ToNbKO YHacneA0BaHHbIX
MNoppepxka knnentoB JMS 3.0  IMS-knuentoB Bepcum 3.1.1. (MoapobHee o
HaCTpoMKe NoALEPXKKU YHACTEA0BAHHbIX
KIMEHTOB CM. «PyKOBOACTBO aflMMHMUCTPaTOpPa.
YacTb 2» [2], pa3aen «[opnepxka
YHaCNef0BaHHbIX KIMEHTOB JMSy).

CeKkumsa cogepxuT napaMeTpbl Ans yCKopeHus paboTbl cepeepa JMS 3a cuet
COXpaHeHMs B ToKeHe 6€30MacHOCTH (CM. Bbille) 3apaHee BblYMCIEHHbIX NepeyHeit
rpynn AD u rno6anbHbix rpynn JMS, KOTOpbIM NPUHAANIEXMT NOMb30BaTENb,
BbINOMHUBLUMI ayTeHTUdUKaLumIo B JMS.

Mpu ycTaHoBKe gaHHOro npusHaka cepsep JMS
OCyLWeCcTBASET K3WNpOBaHue nepeyHei rpynn AD
KawmupoBatb rpynnbl B TOKEHe u rnobanbHbix rpynn JMS nonb3oBartens B ToKkeHe
6e3onacHoCcTH 6e30nacHOCTU (YCTAHOBKA AaHHOMO NapameTpa
obecneynBaeT 3HaUMTENbHOE YCKOpEHUe paboThl

HacTpoitku KawmpoBaHus cepeepa JMS).

rpynn y4YeTHbIX 3anuceit

MapaMeTp onpeaenser npeaenbHoe YUCIo rpynn
AD u rnobanbHbix rpynn JMS, kK KoTOpbIM
NpUNMCaH Nob30BaTeNb, A1S BbIMOAHEHUS UX
K3WMPOBaHUA B TOKEHe 6e3onacHocTu. B cnyyae
MakcumanbHoe KonmuecTso €CNIM YMCNO TPYNM, KOTOPbIM MPUHANEXUT
K3WWMpPYeMbIX FPynn y4eTHoM nofb30BaTesb, MPEBbILLAET 3TO 3HAYEHME, TO
3anucu B TOKeHe 6e30NacHoOCTU  k3iupoBaHme rpynmn 4st TaKOro Nosb30BaTens
BbIMOJIHATLCS He ByaeT.

3HauveHue no ymonyaxuio: 20 (pekomeHayeMoe);
MakcMManbHoe fonycTumoe 3HaveHnne — 100.

11. Haxmute ODanee.
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OTobpasuTca cnepytoLiee OKHO.

KpuTepum novcka cepmdukaTa:
Crocof noucka: () Mo omevarcy ® Mo napametpam

Kem BRIDEH: |

WNyULEHHBIA KNy

« Hasan || Oanee > | | Cmaeqa

Puc. 95 - Kpumepuu noucka cepmugpukama

12. Bbibepute ceptudumkat cnyxbsl ayteHTudumKaumm JMS, nocne yero Haxmute Oanee.

& Ecnu Bbl co3paete knacrep, B HacTpoiike Cnoco6 noucka Heob6xoamnmo BbibpaTh NyHKT Mo oTnevarky.

Mpu Heob6Xx0AMMOCTM Bbl BMOCIEACTBUU CMOXETE U3MEHWUTb 3T HACTPOMKM B OKHE YNpaBneHus
cepsepoM JMS (cM. «HacTpoiku cepeuca ayteHTudmkaumm JMSy», c. 182).

8.3.7 HacTtpovika cnyxebHol y4eTHON 3anucu

OTobpasunTca cnemytoLiee OKHO.

BrifepiTe yuTEHYI S8MWCE OT MMEHK KoTopoR OygeT paboTate cnyxba
BuzHec-norukK JMS

(@) CucTemHan yyeTHas sanvce
BcTpoeHHan yyeTHaA 3anMce KOMMETERE NO-YMONYEHIID

(J) YyeTHaa samvce NONbSOBATENR

BrigenenHan Y4ETHEA 3aNKCE NONE3I0E3TENR B AOMEHE

Brifpats nonesosaTens: |

MNapons: |

| < Hazan || DOanee > | | OmaeHa |

Puc. 96 - Hacmpolika cnyxebHol ydsemHoli 3anucu
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1. Bbibepute TN yyeTHOM 3anucu, OT UMeHM KOTopow ByaeT 3anyckaTtbcst cepeep JMS 1 BbinonHuTe
HeobxoaMMble LeiCTBUS, pYKOBOACTBYSCL Tabn. 11.

Tabn. 11 - Beibop yyemHoli 3anucu 0ns 3anycka cepsepa JMS

Twun yyeTHOM 3anucu OnucaHue

CucteMHas yyeTHas B aTOM cnyyae 6yneT MCNonb30BaTbCs CUCTEMHASA YYEeTHas 3anuch. JLoNONHUTENbHbBIX
3anucb LencTeuit He TpebyeTcs - HaxXMuTe Oanee.

YyeTHas 3anucb B aTOM cnyyae 6yneT Mcnonb3oBaTbCs NOAFOTOBNEHHAN CyxebHas yyeTHas 3anuce. Ecnm
nonb3osaTens Bbl BbIMOMHWAM AENACTBUS, NPeACTaBNeHHble B nogpasaene «oarotoBka cnyxebHown

YyYeTHOM 3anucu ans 3anycka cepsepa JMS», c. 68, HeobxoauMble faHHbIe LOMKHbI
NOACTaBMTbCS aBTOMaTHYeCKu. Ecnm no kKakon-nMbo npuymnHe 3TOro He NPoOM30LWo,
BbINOMHUTE ClefyroLme AeicTBuA (CM., B YacTHOCTH, «Co3aaHMe UMEeHM BXOAA Ha cepBepe
6a3bl 4aHHbIX Ang cnyxebHoM yueTHOW 3anmcu cepeepa JMSy, c. 94).

1. Bocnonb3yiTecb KHOMKOWM III HanpoTuB nons Bei6patb nonb3oBarens, YTobbl BbIOpaTh
NOArOTOBNEHHYIO CYXKEeBHYI0 YYETHYH0 3anuChb (B HACTOSILLEM JOKYMEHTe Ans npuMepa
ncnonb3yetcs yueTHas 3anuce JMS_Server).

2. B none Maponb BBEAMTE NApO/b BbIOBPAHHOM CNY>KEBHOM yYEeTHOW 3anucK.

3. Haxmute Oanee.

]

A BakHo! B cnyuae ycTtaHoBKkM y3na knactepa JMS ponyckaertcs BbI6op TONbKO MyHKTa
YuetHas 3anucb nonb3osarens. [logpobHee cMOTPU onucaHWe B pyKOBOACTBE N0
pas3BepTbIBaHMIO KNacTepHoW KoHpurypauum JMS [6].

8.3.8 Hactporika nogkntoyeHns kK 6ase gaHHbIX

1. OTobpasutca cnepytoliee OKHO.

H Mactep nepsoHauanbHOR HacTpoKM -

BeiGepiTe npoBaiinep Ga3kl AAHHBI

MNpoBalinep 68561 AaHHED

i . Microsoft SQL Server Family

icrosol

O % »  Microsoft SGL Server 2008 (all editions)

47 SQLServer : ledimea
editions)

»  Microsoft SGL Server 2012 (all editions)

_ +  Microsoft SOL Server 2014 (all editions)
O Postgr’eSQL ¢ Microsoft SQL Server 2016 (al adtions)

< Hazan || Oanee = | | OmieHa

Puc. 97 - OkHo ebibopa nposatioepa 6a3el OaHHbIX

2. Bbibepute Tun CYB[, (MS SQL Server unu PostgreSQL), B koTopo# nnaHupyeTca pasmewats b/l
JMS u HaxkmuTe Oanee.
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B 3aBucMMocCTH OT BbIBpaHHOro Ha npeapiayuiem ware tuna CYB[ oTo6pasunTca o4HO U3 OKOH

noakntouenmns K b JMS (cMm. Puc. 98 - cnyuait pacnonoxenus bl 8 CYBO MS
- cnyyan pacnonoxenus b1 8 CYB[l PostgreSQL).

HacTpoiiky aaMUHWCTpaTMEHOr o NoaknioyeHA MacTepa k BIL

Yiaxwre cepsep BI ||

[ ZawmueHHos cosmHerme

VicaknTe cnocof NpoBEpkM NOANMMHHOCTY ANA 3AMUMHMCTDETWEHOMD COSOMHEHMA;
(® Windows NT Security Morux:

() 50L Server Security |

Mapone:

|

SQL Server, Puc. 99

| « Hazan || Oanee > | | Cmaeqa

Puc. 98 - OkHo Hacmpoliku nodkmoyeHus Kk 6aze daHHbix 8 CYB/ MS SQL Server

HacTpoiikin agMuHMcTpaTMeHoro noaknoyesna Mactepa k B

Ykakute cepsep b [

[ FaummuerHos coemHerme
YKEEICHTE! Cﬂﬂms NPOBEEPKA MOANMWMHHOCTA ANA 8 IMWHHUCTPATMEHOrD COSO0MHEHHA
TormH:

Dapone:

[nwHa gon#Ha BelTe HE MeHee 1 CUMBONCE.

| < Hasan || Oanee = | | OmaeHa

Puc. 99 - OkHo Hacmpoliku noOknyeHus K 6aze 0aHHbix 8 CYb/] PostgreSQL
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4,  BbinonHuTte HeobxoaMMble HAaCTPOMKK, PYKOBOACTBYSCL Tabn. 12.

Tabn. 12 - Hacmpoliku nodkmoyeHus K cepsepy b/l

HacTpoiika

OnucaHue

Ykaxure cepsep bl

B cnyuae ucnonbzosanua CYBJ MS SQL Server Bbibepute 13 cnncka ums cepeepa
6a3bl AaHHbIX. B cnucke cepepoB MOryT oTobpaxaTbCs He BCE yAaneHHble
ak3emnnsapbl cnyxd MS SQL Server. Ecnv HyxHbIM ak3emnnsp MS SQL Server He
0TOBpAXAETCS B CMUCKE, MOHOE MM 3TOr0 IK3EMMASpa CleflyeT BBECTU BPYUHYIO.

B cnyuae ucnonbzosanua CYB[, PostgreSQL BBeaute IP-agpec xocTa, Ha KOTOPOM
dyHkumoHnpyeT SQL-cepBep.

3awmueHHoe coeguHeHue

YcTaHoBWTe 3TOT nar, eciv XOTUTe UCNONb30BaTb AN NOAKII0YEHMS K 6a3e AaHHbIX
SSL-coeguHeHue.

Windows NT Security

(onums [LOCTyMHa TONbKO Npu

Server)

ncnonb3oBaHum CYB MS SQL

BbibepuTe 3TOT NYHKT AN NOAKNOYEHNUS K 6a3e faHHbIX C UCMO/b30BaHUEM
ayTeHTMdMKaLMM TUNA «nposepka nodauHHocmu Windows».

SOL Server Security

(onuma BkKOYEHa No
YMOYaHMIo Npu
ncnonbzoBaHun CYB[,
PostgreSQL)

BbibepwuTe 3TOT NYHKT ANg NOAKNOYEHNS K Ba3e faHHbIX C MCNOb30BaHNEM
CTaHAapTHOW ayTeHTUdUKaumm Ha cepsepe CYB[ (npu nopkntodenun kK CYB[,
PostgreSQL yctaHoBneHa no ymonyanuio). B nonsax Jlorun u NMaponb Heob6xoanmo
yKa3aTb COOTBETCTBEHHO MMS U MApOJib YYETHOM 3anucy AN NOAKIYeHns K 6ase
[LaHHbIX.

Q B HacTosweM fokyMeHTe Ang npuMepa HacTPOMKM NOAKNOUEHUs K cepBepy 6a3bl AaHHbIX MS SQL Server ucnone3yetcs
nposepka nognnmHHoctn Windows.

5. Yto6bl NpOBEPUTL KOPPEKTHOCTL HACTPOEK, HAXKMUTE TeCT CoeAnMHEeHHs.
Ecnv coegnHeHne HaCTPOEHO BEPHO, OTOBPA3MTCS CleaytoLlee CoobLIeHHE.

MacTep nepeoHauYansHOM HACTPOWKK

o CDE,.'J,MHEHIHE C CEQBEEQOM YCMELWHD YCTAHOBNEHD,

Puc. 100 - CoobujeHue 06 ycnewHol ycmaHogke c0e0UHeHUs C cepeepom

6. Haxmute OK u B oKHe MacTepa nepBOHa4aNbHOM HACTPOMKM KOHGUrypaumu HaxmuTe Oanee.
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OTobpasuTca cnepytoLiee OKHO.

HacTpoiiin nogcnioverna cepeepa k B

YicamTe wma B

[ ZawmuenHos coemHeHne

YiawnTe cnocof NpOEEDKW NOANMHHOCTIA Toruk:
® Windows NT Securty |EAPDB

() 5QL Server Security et

Cosnats HOBLIA NOrWH |

lMogTeepxasHWe Napona;

| < Hazan || Oanee > | | OmeHa |

Puc. 101 - OkHo co30aHus unu selbopa b/ JMS npu ucnons3osaquu CYB/ MS SQL Server

HacTpoiin nogknioyerns cepeepa ik BIL
YicawmTe ua B |EAFDB_1

[ ZawmuenHos coemHetme

YiawnTe cnocof NpoBEpKK NOAMMHHOCTA MNaoruH:
[EAPDB

MNapone:
[+ Cosgat HoBIA noriH ||

HonxHo coaepxatscA He MeHee 1 cumBonalos) HUXHEro perucTpa.
Mo ATEEp* AEHWE MNEPONA:

| < Haszan || DOanee > | | OmaeHa |

Puc. 102 - OkHo co3daHus unu 8vibopa b/l JMS npu ucnone3zosaHuu CYB/] PostgreSQL

7. BbinonHuTe HacTpoiku B cooTBeTCTBMM C Tabn. 13.

Ta6n. 13 - Hacmpoliku nodkyeHus K 6a3e 0aHHbIX

HacTpoiika OnucaHue

B 3aBucuMocTH ot HaCTpaMBaEMOﬁ KOHd)MrypaLIMM BbINONIHUTE Cneayouime OencTBus:

e eMHCTBEHHbIN cepeep JMS unu cosaanne knactepa - B none Ykaxure umsa BJl, ykaxute nms

Ykaxute uma b, HOBOM 6a3bl AaHHbIX, KOTOpas 6yAeT co3AaHa B MpoLecce NepBOHaYaNbHOM HACTPOMKM
KOHbUrypaumu;

e nobaBneHne HOBOTO y3na K CyLlecTByloLemMy Knactepy — B none Ykaxute uma bl soibepute
MMs CcyLlecTByloLei 6a3bl AaHHBIX, KOTOpas ABNSETCs obLei Ans BCero knacrepa.
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Bepcusa pokymeHrta: 1.06

Hactpoiika

Onucaxue

3awmiLeHHoe coeAuHeHne

YcTaHoBuTe dnar, ecnm HeobXoAMMO HAacTPOUTb WKMPOBAHME COELUHEHNS MEXAY
cepBepoM 1 6a30i AaHHbIX (T.e. BKNOYUTb Mcrnonb3oBaHue SSL/TLS)

Windows NT Security

(onums [LOCTyMHa TONbKO Npu

ncnonb3oBaHum CYB MS SQL

Mpu Boi6ope nyHkTa Windows NT Security (nposepka nognmHHoctn Windows) u
HacTpoiike nopkntoyYeHns cepsepHoit cnyxbbl JMS K ynanenHo Bl - B cospaBaemMoi
6ase AaHHbIX ByeT Co34aHO Cneunann3MpoBaHHOe MMS BXOAa, MO3BoNsiLee
obpawaTbcs K bl OT UMEHN LLOMEHHOW YYETHOM 3anMcu paboyeit cTaHUMKM cepeepa
JMS (Local System). Ecnu npegnonaraetcs 3anyck cepBepHoi cny0bl nog, LOMeHHOM
y4YeTHOM 3anucblo nonb3oBarens (T.e. He Local System), To no okoH4YaHUK paboTbl

(onuma BkNKOYEHa No
YMOYaHUIo Npu
ncnonbzoBaHun CYB[,
PostgreSQL)

Server) MacTepa HacTpoiku Heobxoanmo ybeamnTbCs, 4TO NpaBa Ha co3aaBaeMyto 6asy
[aHHbIX NPeAOCTaBEHbl 3TOM YYETHOM 3anucK, B NPOTUBHOM Clly4ae X HeobxonMMo
BblAATb BPYYHYHO

SOL Server Security

Mpu Bbibope nyHkTa SQL Server Security cozaaHve 6a3bl faHHbIX M NocneayoLee
obpalieHue K Hel ByaeT NpomM3BOAMTLCS IMOO OT BHOBb CO34AHHOMO MMEHM BXOAa
(dnar Co3paTb HOBbIV NOFMH YCTAHOB/EH ), TMOO OT UMEHW paHee CO34aHHOM0 Ha
SQL-cepBepe uMeHu Bxoaa (dnar Co3patb HOBbIN IOTMH COPOLLEH)

8. Haxmute Oanee.

OT106pasnTCca OKHO CleayroLero Buaa.

MacTepom cofipaHa BcA HeoBXoMMMAaA MHPOPMELMA ANA HACTPOMKK B33kl AaHHBLX.
Haxnute "[Janee” ana sanycka npougcca unK "Hazan" anA BoSEPaTa K HACTPORKEM.

MacTep nepeoHaJyansHON HaCTPORKK

[MapameTpel CoeaMHEHWA K G338 DaHHBD

Detctene: Cosgatwe Hosoin B
Mpoeanaep: MS SQL Server
Cepeep B SRV1
Mma B EAPDE
TNMorwx BO: NT Security
< Hazan | | DOanee > | | OmaeHa

Puc. 103 - OkHo nodmeepoeHus napamempos NooKIoYeHUs K 6a3e OaHHbIX

Haxmute Oanee.
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8.3.9 CospgaHue 6a3bl AaHHbIX

OT06pasnTCa OKHO CneadytoLLero Buaa.

H MacTep nepeoHaUaNnsLHOMR HACTPOHKK -

BrinonHaeTcH cosgaHwe M HacTpoika Gasel AAHHLX CEpBEpa.

LLosgaHue baskl DaHHED
CospaHue nonesosatens B
CospaHue cxembl B
CospaHne XpaHuMbx NpoLeayp
CoznaHwe TpWrrepos

3anonHeHWe CNpaBoYHUKOE

QRRAQQQQE&

Pernctpawa nuueHsmi

Puc. 104 - OkHo pe3ynemamog co30aHus u Hacmpolku 6a3el 0aHHbIX (Ha npumepe ucnonssosaqus CYbA MS SOL)

Haxmute Oanee.

8.3.10 Co3pgaHue nmeHn Bxoaa Ha cepBepe 6asbl AaHHbIX Ang cnyxebHon y4yeTHon 3anucu cepeepa JMS

CooepxmMMoe HacTosLero pasaena 0THOCUTCA TONIbKO K ycTaHoBke JMS ¢ ncnonb3osanunem CYB MS
SQL Server (He oTHOCUTCS K ycTaHOBKe ¢ ucnono3zosaHuem CYB[ PostgreSQL).

B 3aBucuMocTH OT TMNa BbIBpaHHOM cnyxebHOM y4eTHOWM 3anmcK B NyHKTe «HacTpolika cnyxxe6HoM
YUYETHOM 3anumcuy», C. 88 BbINONHUTE Cnepyowme AeNCTBUS:

o CucteMHas yyeTHas 3anmucb, nepexoamTe K NyHKTy «OB6HOBNEHWe 6a3bl AaHHbIX®, C. 99;
¢ YyeTHas 3anucb NONb30BaTENS - BbINOJHUTE AEMCTBUS, NPeACTaBNEHHbIE B HACTOSLLEM NYHKTE.

1 - ~ ~
& B nocnenHeM ciyyae He 3aKpbiBaiiTe OKHO MacTepa nepBOHauYanbHOM HAaCTPOMKKM KoHdUIypaLwmm JIMS.

Ecnu cepsep JMS 6ypeT 3anyckaTbCs OT UMEHW NMOATOTOBEHHOM CTY)KEOHOM Yy4EeTHOM 3anncu
nosib30BaTesNsl, TO 3TOM YYETHOM 3anncu HeobXoAMMO Ha3HAUYWTb pa3pelleHuns Ans AocTyna K 6ase
AaHHbIX JMS. Mpoueaypa HazHAYeHMs TakMX paspeLleHnii pasinyaeTcsl B 3aBUCMMOCTM OT TOTO,
ycTaHoBneHa nu Ha cepeepe Cpepa SQL Server Management Studio u3 cocrasa MS SQL Server:

e cM. «Cpepa SQL Server Management Studio yctaHoBneHa», c. 94;
e M. «Cpepa SQL Server Management Studio He ycTaHoBneHay, c. 98.

% B HacTosLeM fLokyMeHTE B KayecTBe cepBepa 6a3bl AaHHbIX A4S NpuMepa ucnonb3yetcs Bepcusa MS SQL Server 2012.

8.3.10.1 Cpepga SQL Server Management Studio yctaHoBneHa

1. B meHto Nyck BoibepuTe Microsoft SOL Server 2012 -> Cpepa SOL Server Management Studio.
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2.

OTobpasuTca cnepytoLiee OKHO.

al CoeAWHEHWE C CEPBEPOM .

E} ?57: Server2012

KomnonenT Database Enagine

Wrp cepeepa; |SF~!‘«"1"-.SOLEXPF~!ESS W |
MNpoEEpKa NOAMMHHOCTA: | MNpoeepka noanuHHocT Windows W |
TESTal
Coembns | | OmenHa | | Crpaeka | | MapameTpel ==

Puc. 105 - OkHo Hacmpoek coeduHeHUs ¢ cepgepoM 6a3bl OaHHbIX

o Microsoft SQL Server Management Studio
@aiin [paska Bwua Otnagka Cepewc OwkdHo  Cnpageka
,;‘ﬂ' =i B e ﬂl_zl_Coganbaanpoc L-‘I:j"n 'ﬁ‘}ﬂ'}l D EE] _j‘| ) -« - JJ'—_Z.I>|£¢|

OBospesatent obbekToB v 0 X

Coeguunre~ 3 3 m E §
- La SRVT\SOLEXPRESS (SQL Server 11.0.210

¥ [ Basbl gaHHem
1 BesonacHocTe
[ OBvektel cepeepa
4 Pennukayna
[ ¥npaenenwne

loToBo

Puc. 106 - Microsoft SOL Server Management Studio
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Beeaute HeobxoauMble faHHble A4S COeAMHEHMS C ceBepOM 6a3sbl AaHHbIX U HAaXMUTe CoeanMHUTD.
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Bepcusa pokymeHrta: 1.06

3. B naHenu O6o3peBatenb 06bEKTOB pa3BepHUTE NYHKT be3onacHOCTb, LWENKHUTE NPaBOM KHOMKOW
Ha nyHkTe MMeHa Bxopa 1 BbibepuTe Co3paTth UMS BXOAA, KaK MOKA3aHO Ha M30OpaXKEHUN HUXKE.

OBospesatens obbekToB > 1 x
Coegunute~ 3 3 m F [F] L5
= LB SRVI\SOLEXPRESS (SQL Server 11.0.2100 - TEST\z
+ 1 ba3bl gaHHBIX

—| [ bezcnacHocTs
ZfE ] meHa sxoaa
+ [ Ponw cepeep Co3aate umA BX0AR. .

+ [ Y4eTHele aaH BuneTp

Qaiin [Mpaeka Bwg Otnagka Cepewc Okno  Cnpapka
P v S @ | Sl Cosmamesanpoc [y il ¢y £y | £ -3 B9 - - O

[ OBbekTel cepeep
3 Penaukaums 3anyctute PowerShell

[ ¥npasneHue Oruers:

OBHoBNTE

lNoToBD

Lin Microsoft SQL Server Management Studio

Puc. 107 - Co30aHue H08020 UMeHU 8X00a

4. B otobpasuBLieMCS OKHe B N€BOI NaHenu BbibepuTe NyHKT O6Wwme.

OKHO NpUMeT cneayoLmii BUA.

%A Ponw cepeepa

# ConocTaeneHne nonbsosaTens Wmg exomna;
%4 Jawmuaemele 0B bEKTLI .
8 CocTommme (®) TMposeprka noamwiHocT Windows

() TMpoEepka noanHHocTw SAL Server

5 Co3aaHue UMeHn BXoaa
g:ﬁﬁﬂpﬂpﬂllﬂ L;S Ckpunt L’j Crpaeka

|| Haima...

Puc. 108 - Obwue napamempsl c030a8aeM0o20 UMeHU 8x00d.

5. Bocnonb3yiitech kHonkor Haitu HanpoTtue nons UMa Bxoaa, 4tobbl BoIOpaTh CNyXeOHYH yYeTHYHO
3anuCb, OT MMEHM KOTOpOM ByaeT 3anyckatbca cepeep JMS (B HacTosILLEM AOKYMEHTe A4f1g npumepa

ucnonbsyertcs yyetHas 3anucb JMS_Server).
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Bepcus nokymenta: 1.06

6. B neBoit naHenu BoiGepute NyHKT Ponu cepeepa 1 ybeautech B TOM, 4TO B cnucke Ponu cepeepa
oTMeueH MyHKT public, kak NoKa3aHO Ha M306paxXeHUU HUXKeE.

BuGop cTpanmue
A Ofwme

g Ckpunt E Cnpaexa

) Fon cepeera)

':ﬁ': ConocTaeneHWe NoneS0ESTENE
'=§'= JaMEEMEle 0B BEKTEI
A CocTomHue

Ponw cepeepa cnyxat anA NpeaocTaBNeHWA Mok 30g

Fonn cepeepa:
[] bulkcadmin
[] dbereator

[] diskadmin
[] processadmin
[w] public

[ securityadmin
[] serveradmin
[] setupadmin
[] sysadmin

Puc. 109 - Ponu cepsepa

7. B neBoit naHenu Bbibepute nyHKT ConoctaBneHue Nnonb3oBaTene.
OTobpasunTca cnemytoLiee OKHO.

BuGop cTpanmue
A Ofwme
%A Ponw cepeepa

':ﬁ': ConocTaeneHWe NonES0ESTENE
'=§'= JaMEEMEle 0B BEKTEI

A CocTomHue

g CrpwnT

- ECnpaa&a

Monezosarteny, CONoCTABNEHHRIE C 3TAM MMEHEM EXO04.

Cxema

Baza paHHem

MNonesoEETENE Cxema no yMOonuaHum

<| m

Coennnenwe

Cepeep:
SRVINSQLEXFRESS

CosgiHeHMe:
TEST a1l

3 MpocmoTpeTs caoitcTEa

[] YuetHas sanmce rocTa, BrknioveHHan ana: EAPDE

UYneHcteo B ponv Basel gaHHex ana: EAPDB

[] db_accessadmin

[] db_datareader
[ db_datawriter
[] db_ddladmin

COEOMHEHWA

[] db_denydatawriter
[ db_owner

[] db_securityadmin
[ public

[ db_backupoperatar

[ db_denydstarsader
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8.  BbinonHuTe cnepyolime neincTeums:

8.1. B cekuuu Monb3oBaTenu, CONOCTaBAEHHbIE C 3TUM UMEHEM BX0OAa OTMeTbTe UMS 6a3bl 6aHHbIX JMS (no
ymonuaHuio — 310 umsa EAPDB, nogpobHee cm. puc. 101, c. 92).

8.2. B cekuun YneHcrBo B ponu 6asbl AaHHbIX ans oTMeTbTe NyHKT db_owner 1 ocTaBbTe OTMEUEHHBIM NMYHKT
public.

9. Haxmure OK, 4T06bl COXPaHWUTD U3MEHEHUS.
10. [lMepexomuTe K MYHKTY K NYHKTY «OBGHOBNEHME Ba3bl AaHHbIX», C. 99.

8.3.10.2 Cpepa SQL Server Management Studio He ycTaHoOBreHa

Ecnu cpepa Cpepa SOL Server Management Studio He ycTaHOBneHa Ha cepBepe, He0H6X0AMMO C034aTb
CLLeHapuii 1 BbINONHWUTL €ro C MOMOLLbBIO YTUAWUTBI KOMaHAHOM cTpoku sqlemd, Bxopasiei B coctaB MS
SQL Server.

7
v/ Moppo6Hble cBefeHns 0 paboTe C 3TOW YTUAMTOM NpeacTaBneHbl Ha caiTe Microsoft: https://msdn.microsoft.com/ru-
ru/library/ms162773%28v=sgl.120%29.aspx.

UT06bI HA3HAUUTL CYKEOHOM y4eTHOM 3anucK cepeepa JMS HeobxoanMble paspeLleHus, BbINOHUTE
cnepyolme LedCTBUS.

1.  C noMoLpbio TEKCTOBOrO PeAaKTOpa (HanpuMep, C MOMOLLbLI0 MPOrpaMMbl biokHOT) cosaaiite daitn

M 3anoNIHUTE ero cneayrwmMm coaep>XXmMmbiM.

USE [master]

GO

CREATE LOGIN [TEST\JIMS_Server] FROM WINDOWS WITH DEFAULT_DATABASE=[master]

GO

USE [EAPDB]

GO

CREATE USER [TEST\JMS_Server] FOR LOGIN [TEST\JMS_Server]

GO

USE [EAPDB]

GO

ALTER ROLE [db_owner] ADD MEMBER [TEST\JIMS_Server]

GO

3pechb:
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- TEST\JMS_Server - ums cny>kebHOM y4eTHOM 3anncK, OT UMEHWU KOTOPOW ByaeT 3anyckaTbCs
cepsep JMS B dopmaTe [IOMEH\Monb3oBarenb (nogpobHee cMm. «lloagrotoska cnyxebHown
YYeTHOW 3anucu ang 3anycka cepsepa JMS», c. 68).

- EAPDB - nMg 6a3bl gaHHbix JMS (cm. puc. 101, c. 92).

2. CoxpanuTte dain ¢ pacwmpeHuem sql, Hanpumep, script.sql.
3. W3 KkoMaHAHOM CTPOKM BbINOJSHUTE KOMaHAy Ciedyolero Buaa:

sqlcmd -S <Wms cepepa>\<MMAa sk3emnnApa> -i <nyTb K ¢ainy cueHapua>
Hanpumep:
sqlcmd -S SRVI\SQLEXPRESS -i C:\script.sql

8.3.11 OOHOBMNEeHMe 6a3bl JaHHbIX

Ecnu Ha aTane noakntoueHms K cywectaytowein b1 Bynetr o6Hapy>eHo, YTO ee BEPCUS HUXKe
MWHWMAJIbHO NOALEPXKMBAEMOM CEPBEPOM, OTOOPA3UTCS OKHO 0OHOBNEHNS Basbl AaHHbIX. B npoTMBHOM
c/lyyae nepexoamTe K NyHKTY «3anyck cepBepHoOM cnyx6bi», c. 101,

MacTep nepeoHaJyansHON HaCTPORKK

InA NpoAomKeHMA HBCTPOWKI CepBepa TPeSYeTCA BbINONHWTE 0GHOENEHWE
BbIBpaHHoM 6335kl AaHHBIS A0 SKTYENEHON BEpCHM;

Mma Terywlei Gazbl AAHHBDC EAPDB
Bepcua Texyw el 6336l QAHHBD 1.0.0.0
Bepcwn, Tpefyeman ana pabotel: 1.0.01

Mepea Havanom ofHoBneHwA Basel gaHHew cregyet OBAIATENEHD
BBINOMHITE PESEPEHOE KOMMPOBEHWE CYLLECTEYIOWEN Bepcii 03351 AGHHBL

< Hazan || DOanee > | | OmaeHa

Puc. 111 - Hayano npouedypsl 06Ho8eHUS 6a3bl OaHHbIX

4, Haxmute Oanee.

1

& Mepen, HayanoM 06HOBNEHMS Ba3bl AaHHbBIX HACTOATENbHO PEKOMEHAYETCS BbIMOMHUTL pE3epBHOE KONUPOBaHUe
cylecTBytoLLelt Bepcumn 6asbl AaHHBIX. Takxke, N0 BO3MOXHOCTY, ClelyeT 3aBeplUnTb BCE paHee HayaTble onepaLmu, CBsi3aHHble C
obpalieHneM k Mactep-kntody b/,
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OTobpasuTca cnepytoLiee OKHO.

Mepen Havanom obHosneHna 6asm ganHboe cnegyet OBA3ATENBHO
ELINONHUTE PE3EPEHOE KOMMPOE3HWE CYIECTEYIOWEH BEepcM 63361 AEHHBDC

7] Moateepxaato, 4To Nnepeq oBHOBNEHWEM B335 AAHHED
61N BBINONHEHD PE3EPEHDE KOMMPOBEHWE

IE noﬂTﬂEﬂKﬂalﬂ, YTO CAENEHHER PE3SPEHaA KOMWA AENASTCA AKTYanNEHOR

« Hasan || Oanee > | | Cmaeqa

Puc. 112 - Hayano npouedypsl 06Ho8eHUS 6a3bl OGHHbIX

5. YcraHosute cbnarm noaTBepXAEHUA, NOCNe Yero HaXXmMuTte Danee.

Bepcus nokymenta: 1.06

6. [Joxautecb 3aBeplieHna onepaumm 06HOBNEHNS 6a3bl AaHHbIX. B 3aBUCMMOCTM OT 06beMA AaHHbIX

3TOT NMPOLLECC MOXET 3aHSATb HECKOIbKO MUHYT.
Mo 3aBepweHnn 0BHOBNEHMS 0TOOPA3UTCA CeaytoLLEee OKHO.

Baza maHHeD: Beina yonewHo ofHoeneqa oo sepomy:  1.0.0.1

< Hasao || Lanee > | | Cmeqa

Puc. 113 - 3asepweHue npoyedypel 06Ho8eHUS 6a3bl OaHHbIX

7.  Haxmute Oanee.
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8.3.12 3anyck cepBepHON CnyxObl

OT06paszuTCa cnepytoLLee OKHO.

Cratyc cnyxbi:
Cratyc cepeepa:

éﬁ

3anywera
OcTaHosneH

C&pﬂep HEXOOWTCA B OCTAHOENEHHOM COCTOAHHA.

AQMUHUCTPETMEHBIA MHTEPMERC DOCTYNEH. 3ANpock! KIWEHTOB HE

oBCIyKMBATCA.

Bepcus nokymenta: 1.06

Puc. 114 - OkHo 3anycka cnyx6el IMS

Haxmute Oanee.
8.3.13 Hactponka pacwmpenunin JMS

OTobpasunTca cnemytoLiee OKHO.

MacTep npunoxkeHuA

Cramyc:  He BwinonHed

ZanycmuTe MacTep npunoxeHun

< Hazan || Danee > | | OmaeHa

Puc. 115 - OkHo cmamyca macmepa npunoxeHus

8. LUenkHuTe Ha ccbinke 3anyctutb Mactep npunoxeHus.
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OTobpasuTca cnepytoLiee OKHO.

Bac npueeTcTByeT MacTtep
nepeoHaYanLHONW HACTPOWKH
NPUNOXEeHWA.

AnaaawH)™

MacTep nomoraeT NoaroTOBMTE M HECTPOMTE MPOIYKT
Nepes NepsbIM MCMoNb30BaHNEM .

MogroToBka BrMovaeT B cefA COSAaHME NNETHPOPMEHHEEX
0B BEKTOE.

ng npogomxeHna Haxmute Hanee,

< Hasao || Oanee > | | Cmaeqa

Puc. 116 - OkHO npugemcmesus Macmepa NepeoHa4anbHol HacCMpoUKuU NPUNOMEHUS

9. Haxmute Oanee.
OTobpasunTca cnepytoLiee OKHO.

BeinonHeeTcA pervcTpauwms aaHHen npunoxeqnA JaCarta Management System.
PerucTpawa npunoxeHns
PerucTpawmna kateropuit
PerncTpawa TMnoe npoguned
PErncTpaumn sKaemMnnApos

PerucTpawa nnaHos oBcnyxueaHua

< Hasan || Oanee = | | Ommena

Puc. 117 - OkHo pecucmpayuu 0aHHbIX cepgepHoz0 npunoxeHus IMS

10. Haxmute Danee.
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OTobpasuTca cnepytoLiee OKHO.

Cnacubol

AnaaawH)™

Bt yonewHo sasepwiny Bce Heoxo mMele Wwark
MacTepa.

Haxmute Jaeepwnte, 4yTofsl sakpeime Mactep.

< Hasao ||§aaep|.mm | | Cmeqa

Puc. 118 - OkHo 3asepuwieHus pabomsl Macmepa NepesoHa4asbHol HacmpoUku cepsepHo20 npusnoxeHus JMS

11. Haxmwure 3aBepl.l.lMTb, 4TOGbI BEPHYTbCA B OKHO MacTepa nepBOHaqaanoﬁ HaCTpOVIKM

KoHbuUrypauum.
OkHO MacTepa nepBoHaYanbHOM HACTPOMKM KOHPUIypaLumn ByLeT BbIrNALeTb CleayoWwmm

06pa3om.

MacTep npunoxeHA
Cratyc:  BrinonHeH

Zanycmute MacTep npunoxerns

< Hasan || Oanee = | | Omvera

Puc. 119 - Mone Cmamyc umeem 3Ha4yeHue BbinonHeH
12. Haxmwute Oanee.

8.3.14 3anyck cepepa JMS

OTo6pasuTCs CeayloLee okHo.
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Cratyc cnyxbi: 3anywera

&
ﬁﬁ Cratyc cepeepa; PaBotaet

Cepeep HEXOAMTCA B a6 TALLEM COCTORHMA. AOMWUHWCTDATHBHBIA
MHTEpPGEAC AOCTYNEH. 3aNpock! KNMEHTOE 0BCTyXMEIOTCH B

SEEMCWMOCTA 0T COCTOAHWA KD TOXDEHMNALLE .

Puc. 120 - OkHo 3anycka cepsepa ynpassieHus
Haxmute Oanee.
8.3.15 MoHTupoBaHMe KpUNTOXpaHunmwa

OTobpasunTca cnemytoLiee OKHO.

[nA $yHKLMOHWPOBEHWA NPOAYKTE HEOBXD AMMO NPMBECTW EM0 KPMMTOrPEMMYECK YD
nogewcTemMy B pafiodes COCTORHWE. 3Ta ONEPELMA HASEIBAETCH MOHTUPOBEHWEM
KPWATOXPEHMAMWLE . BeinonHEHWE 3Toi onepaL AOCTYNHO ONEpEToOpPaM npu
MPELBABNEHAN CEOEM0 CEpTUGMKATE.

Mocne Haxamr kHomigr "anee” GyaeT BEINONHEHD MOHTMPOBEHWME KON TOXDEHUIWLLE

[] Dponycmte s1oT Wwar

Puc. 121 - OkHO MOHMUPOBAHUS KpUNMOXPAHUAULA

Ecnu Bbl XoTHTE CMOHTUPOBATb KPUNTOXPAaHUNULLE NO3XKeE, YCTAaHOBUTE cbnar npOﬂyCTMTb 3TOT Lar,
nocne yero Haxmurte [anee, B NPOTUBHOM C/lydae — NPOCTO HaXXMUTe Danee.
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8.3.16 3aBepLlueHMe NepBOHaYanbHOM HAaCTPOWKN

OT06paszuTCa cnepytoLLee OKHO.

H MacTep nepeoHaJyansHON HaCTPORKK -

Cnacubol

Bbl yonelwHo S36EplWMng BCe HeofKo MBI Wark
MacTepa.

HaxnuTe JageplumTs, uTofbl SakpeiTe MacTep.

Puc. 122 - OkHo 3asepuweHus pabomsi Macmepa nepeoHa4anbHol Hacmpoliku KoHguaypayuu JMS

HaxMuTe 3aBepmnTb 4715 OKOHYAHUS NPOLLEaypbl.

MNMocne nepBoHaYanbHOM HAaCTPOMKKM KOHDUIYypaLum 3Ha4oK cepeepa JMS B obnactu ysegomneHuii byaer
BbIMNAAETH CIeAyoLLIMM 06pa3oMm: S| (Cepeep IMS).

8.4 LUeHTpanusoBaHHasa HacTporKka NOAKMYeHus K cepsepy JMS

CyLLecTBYeT BO3MOXHOCTb BbINO/IHUTL LEEHTPaNIM30BaHHYIO0 HACTPOIKY NOAKAYeHUs K cepeepy JMS
nocpesCcTBOM CO34aHMS COOTBETCTBYHOLLMX 3anuceit Ha DNS-cepBepe. 3Ty HaCTpOIMKY MOXHO
nponycTuTb, OAHAKO B 3TOM C/yyae aapec cepsepa JMS npuaeTcs ykasbiBaTb BpyyHyto B hainax
KoHdurypauumn JIMS Admin 1 B peectpe KomMnbloTepa, Ha KOTopoM ycTaHosneH JMS Client, nocne
YCTaHOBKM.

UT06bI HACTPOUTbL NOAKAOYEHME K cepBepy JMS, BbINoNHUTE Cliefyolme AeUCTBUS.

% Mpouenypy Heo6x0AMMO BbINOMHUTL ANt KOHCONM ynpasneHus JMS, knuenTa JMS u cnyx6bl ayteHTudmkaumm JMS otaensHo.

1. Ha cepsepe DNS oTkpoiiTe okHO ocHacTku Aucneryep DNS. [1ng 3T0ro n3 okHa KOMaHAHOM CTPOKM
BbINOMHMUTE KOMaHAoy dnsmgmt.msc.
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Qaiin  Jdefictene  Bug  Cnpaeka

Bepcus pokymenTa: 1.06

e« 2E =z BHm § 86

£ DNS
4 7 srRn

[ |ij 30HkI NpAMOro npocumpa|

I [ | 3oHbl opatHoro NnpocMoTpa

b [ Toukn gosepus

I [ | Cepeepbl yCNOBHOI NEpecHLAKN
b [5] TnoBaneHbie sypHans

Hazeanue
@ _msdes.test.com
@ test.com

Tun
WMHTerpupoeanHan B Active D

WMHTerpupoeanqan s Active D

Puc. 123 - OkHo ucnemyep DNS

% Hacrpoiika nogkntoueHns K cepsepy JMS npeacraBneHa Ha npumepe Microsoft Windows Server 2012.

2. PasBepHuTe y3en 3oHbl NpsiMOro npocMoTpa 1 Bbibepute UMa pomeHa -> _tcp (cM. puc. 124).

Qaiin  Jdefictene  Bug  Cnpaeka

YR EREEN R

£ DNS
4 3 srRn
4 [ 30HBI NpAMOro NpocMoTpa
b [2] _msdes.test.com
4 [Z] test.com
b [ _msdes
B[] _sites
B _tep
b _udp
i || DemainDnsZones
i || ForestDnsZones

I [ | 3oHbl opatHoro NnpocMoTpa

b [ Toukn gosepus

I [ | Cepeepbl yCNOBHOI NEpecHLAKN
b [5] TnoBaneHbie sypHans

Hazeanwne
E gc

E] _kerberos
g _kpasswd

H Idap

Tun

Pacnonoxerune cnyxGel...
Pacnoncxenne cnyxBel...
Pacnonoxerune cnyxGel...

Pacnoncxenne cnyxBel...
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3. B BepxHei naHenu BbibepuTe [elictBue -> [ipyrne HoBble 3anucu (CM. puc. 125).

Jeiictemne | Bug  Cnpaeka

Cozgate yzen (A nan AAAA)...
Cozgate ncesgornm (CNAME]...

Cozgate noutceeid obmerHne (MX])... He

Cozgate GOMEH... erberos

Cozgate AENETMPOEIHNE... PESSWd

Jpyrue HoBBIE 3aNKCK...

dap

OBHoBNTE

3KCNopTUPOBATE CINCOK...

Cnpaeka

i || ForestDnsZones
I [ | 3oHbl opatHoro NnpocMoTpa
b [ Toukn gosepus
I [ | Cepeepbl yCNOBHOI NEpecHLAKN
b [5] TnoBaneHbie sypHans

Twn

Pacnonoxerune cnyxGel...
Pacnoncxenne cnyxBel...
Pacnonoxerune cnyxGel...

Pacnoncxenne cnyxBel...

Co3aanue HOBOH 3anKcwn pecypea.

Puc. 125 - Co30aHue Hosoli 3anucu

OTobpasunTca cnepytoLiee OKHO.

4, B cnucke Bbibop TMRa 3anuck pecypca Boibepute Pacnonoxenue cnyx6bl (SRV) 1 Haxmute

Co3patb 3anuchb.

AO «AnapouH P. 1.», 1995—-2021 .

Beifop Tuna sanmoi pecypca:
DHCID

DINS KEY {DNSKEY)

ISDM

*.25

Anpec ATM (ATMA)

Basa aaHHLIx AFS (AFSDE)

OnucaHue:

3ankce DHCID. 3T1a sanuce RR MCNone3yeTCA ANA PaspelIeHHa
KOHPMMKTE NOMHEIX AOMEHHBLIN MMEH, KOTOPEIN MOMET BOSHUKHYTE
MERLY KNHEHTEMH 1 cepeepamid DHCP.

Puc. 126 - Bvibop muna 3anucu pecypca
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OTobpasuTca cnepytoliee OKHO.

Hoeasa zanuce pecypca -
PacnonoseHre cnywbel (3anuce SRV) |

Oomen: | _tcp.test.com |
Crywba: | W |
MpoToron: | w |
¥3en 5Toil cnywbin:
[ ] Paspewats nroBomy Npoweawemy NPOBEPKY NONL30BATENO

oBHOBNATE DMS-38MMCHM C TaKMM HEe MMEHEM, ITOT NEAPAMETP

MPAMEHMM TONBKD K DMNS-3anucaM AnA HOBoro MMEHHK,

OK | | OTMeHa | | Cnpaexa

Puc. 127 - OkHo c030aHus Hosoli 3anucu pecypca
5.  BbInonHMTE HACTPOMKKU B COOTBETCTBMM C Tabn. 14.

Tabn. 14 - Hacmpolika 3anucu pecypca

Mapametp 3HauyeHune

o [1na JMS Admin (koHconb ynpasneHus JMS):
- _eap_server — He3alMLIEeHHOoe coeAMHEeHMe (N0 YMONYaHWIO)
Nnn
- _eap_server_secure — CoeiMHeHwWe, 3alMLLEHHOE C NoMoLLpto SSL.
Cnyx6a o [ln5 JMS Client (knueHT IMS):
- _eap_client - He3awuLEeHHOE COeAMHEHME (MO YMONYAHMIO)
nnn
- _eap_client_secure - coeauHeHue, 3alMLLEHHOE C MOMOLLbIO SSL;
e _eap_sts — cnyxba ayteHTUdUMKaumm JMS.

B packpbiBatoLieMca cnmcke BbibepuTe _tcp UM BBEAUTE 3TO 3HAYEHUE BPYUHYIO,

MpoTokon
€C/i1 B CMUCKEe OHO OTCYTCTBYET.
Mpuopurer be3 nsmeHeHu.
Bec bes nsmeHeHuii.
MopT ans coeauHeHuUs:
Mopt e 9010 - ans JMS Admin (KoHconb ynpasneHus JMS),
e 9009 - ana JMS Client (knueHT JIMS);
e 9011 - anga cnyx6bbl ayTeHTUDMKaumu JMS.
Y3en cnyx6bl YkaxuTe nonHoe gomeHHoe nMmsi (FODN) cepsepa JMS, Hanpumep:
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Mapametp 3HaueHue

srvl.test.com.

.&\ B cnyyae passepTbiBaHMs KacTepa B LaHHOM MNofie CieayeT ykasaTb NojHOe LJOMEHHoe
ums knactepa JMS, Hanpumep JMS-Cluster.test.com. [Mopsanok cospanme DNS-3anucu
K/lacTepa onMcaH B pyKOBOACTBE MO pa3BepTbiBAHMIO KNACTEPHOM KOHUrypauum [6].

Paspewatb nro6omy
npolweawemMy NpoBepKy
nonb3oBaTtento 06HoBAATL DNS-
3anMcK € TaKMM XK€ UMEHEM.

be3 nameHeHun.

6. Haxmwute OK.

7. B okHe Tun 3anucu pecypca HaxxmuTe FoToBo.

8. [1BOMHBIM LLENYKOM OTKPOMTE OKHO CBOMCTB CO3AAHHOM 3anucu pecypca — B 0TobpasuBLLEMCS
OKHe nepenauTe Ha BKaKy besonacHOCTb 1 BbICTaBbTE C/ieaytolme paspelueHuns (cM. Tabn. 15).

Tabn. 15 - PaspeweHus 0ns 3anuceli cnym6

3anucb PaspelwieHus

[nsa 3anucm TpebytoTca npaBa Ha YTeHMe 4Ns BCeX
nonb3oBaTenen, KoTopble ABNAIOTCA aAMUHUCTpaTopamu JMS
(Ons NpocTOTbl AAMUHUCTPUPOBAHUS MOXHO [06aBUTL rpynny
Monb3oBaTenu AOMeEHA).

_eap_server/_eap_server_secure

[lna 3anucum TpebytoTca NpaBa Ha YTeHWe Ang Bcex pabounx
CTaHLMM, HA KOTOPbIX BYAET MCNONb30BaTLCS KAUEHT JMS
_eap_client/_eap_client_secure (HanpuMep, ans NpefoCcTaBAEHMS MpaBa Ha YTEHUS paboynm
CTaHUMAMM fOMEHa cnenyeT nobasuTb rpynny Komnblotepbl
AOMEHa).

[lns 3anucu TpebytoTcs NpaBa Ha YTeHWe Ans Bcex pabounx
CTaHUMM, Ha KOTOpbIX ByAEeT MCNoNb30BaThCs KAMeHT JMS
_eap_sts (HanpuMep, Ans NpefoCTaBNEHMS MPaBa Ha YTEHWS paboynM
CTaHUMAMM foMeHa cnenyeT fobasuTb rpynny Komnblotepbl
Z[OMEHa).

9, B okHe cBoicTB 3anmncu Haxkmute OK.
10. [lMoBTOpUTE HEOOXOAMMbIE LEMCTBUA AN OCTABLUMXCA CNYXKO.

8.5 PaspelueHus, Heobxoanmbie ans paboTtsl IMS

[ng koppekTHOM paboTbl JMS HeobX0aAMMO YCTaHOBUTb A1 KOMMbIOTEPOB, KOTOPbLIE ABASETCS
cepsepamu JMS, cnepytowme paspelieHus (CM. COAEPXMMOE HaCTOALWEero noapasaena).

@ [ins yno6cTBa Bbl MOXeTe co3aaTh rpynny 6esonacHocTu B Active Directory u o6aBuTb Tya BCe KOMMbOTEPbI, KOTOPbIE
6ynyT BbINONHATL ponb cepeepoB JMS. Mocne fnobaeneHus cepsepa JMS B rpynny 6e30MacHOCTM peKOMEHAYETCs nepesarpysuTb
KoMMbtoTEp.

8.5.1 PaspeleHuns Ha cepepe DNS

DNS - nng noakntoyeHUs KAMEHTCKMUX areHTOB M aAMUHUCTPATUBHBIX KOHCONEN.

1. B ocHactke Aucnetuep DNS wenkHute npaBor kHonkoi Ha cepeepe DNS u BoibepuTe CBOMCTBA.
2. [lepenoute Ha BkNaaky besonacHOCTb 1 BbICTaBbTE KOMMbBIOTEPY, KOTOPbIV ABNseTCs cepeepoM JMS
(unu rpynne, B KOTOPYH OH BXOAMT), pa3peLleHne Ha YTeHue.

8.5.2 PaspelueHuns B LeHTpe cepTudmkaumm Microsoft
1. B ocHactke UeHTp ceptudukaumm Boibepute LeHTp ceptudmkaumum un Boibepute CBOMCTBA.
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2. [lepenipute Ha BKNaaKy besonacHOCTb 1 YCTaHOBUTE KOMMbIOTEPY, KOTOPbIN ABASETCS CEPBEPOM
JMS (unu rpynne, B KOTOPYIO OH BXOAMT), Cefylolme pa3peLueHms:

- YreHue;

- Bblpaua u ynpaBneHue ceptudukaTamu;
- Ynpaensarb LC;

- 3anpocutb cepTuduKaThl.

8.5.3 PaspelueHus B katanore Active Directory

Bocnonb3oBaBwmcb ocHacTkoi Active Directory — nonb3oBarenu u KoMnbloTepbl, ,06aBbTE KOMMNLIOTEP,
KOTOpbIN aBnseTca cepeepom JMS (unm rpynne, B KOTOpPYKO OH BX0oauT), B rpynny Jocryn DCOM cnyx6bi
cepTudUKaLmn.

_ 70 paspelleHne HeobxoaMMO TOMbKO Npu paboTe cepeepa B pacnpenesneHHoON cpeae C HECKONIbKUMMU OMEHAMU U
‘\é 3K3eMnnapamu LeHTpa ceptudumkaumm Microsoft.

8.5.4 Pa3spelueHuns ansa NpMHyaMTENbHOro BXoda no cmMapT-KapTe M OTKpbITWS BXxoga no naposno AD

HacToawuin paspen onucbiBaeT paspelleHmns, HeobxoauMble Ans BKAKOYEHMS ¢ nomolbio JMS onunm
NPUHYAUTENBHOIO BXOAA NO CMApT-KapTe U ANg npefocrtasneHuns gocryna B Active Directory no naponto.
CooTBeTcTBYIOWME paspelleHus anga cepsepa JMS (unu ong rpynnbl, B KOTOPY OH BXOAWT) MOXHO
YCTaHOBWTb KaK B HAacTpoikax 6e30MacHOCTM y4eTHOW 3anncKu cepBepa UK ero rpynmbl, Tak U C
MOMOLLbI0 HACTPOEK AeNerMpoBaHus:

e M. «PepakTMpoBaHue napametpoB 6e3onacHocTu B Active Directory» Huxe;

e M. «HacTtpovika napameTtpoB aenernposaHus B Active Directory», c. 111,

8.5.4.1 PepaktupoBaHune napameTpoB Ge3onacHocTh B Active Directory

1. B ocHactke Active Directory — nonb3oBatenu 1 KOMMbIOTEPbI OTKPOWTE OKHO CBOWMCTB cepaepa JMS
(unu rpynnbl, B KOTOPYO OH BXOAWT) U NepenauTe Ha Bknaaky besonacHocTb.

2
\=* Ecm Briagka He oTobpaxaeTcs, B BepxHeii naHenu ocHacTku Active Directory — nonb3oBaTtenu u KOMNbIOTEPBI BbibepuTe
Bup, -> [lononHuTenbHble KOMMNOHEHTDI.

2. HaBknagke be3onacHOCTb LLENKHUTE HA KHOMKE JLONOAHUTENbHO.
3. B oTob6pa3suBLiemMcs OKHe LenkHUTe Ha kHonke [lo6aBuUTb.
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OTobpasuTca cnepytoLiee OKHO.

JNemMeHT paspelueHdwa ana "JIMS_Server_Group”

Cy6uekm Brifepure cybrext

Tum: Paspewmts

MpumeHneTca ki | 3TOT OBBEKT M BCE A0HEPHNE OBBEKTEI

Paspewwienna:
Monrelid goctyn CMEHWTE BNaJensLa
Cnucok cogepsnmoro Bce npoeeperHble onepaLum 3anucn
MpounTaTh BCE CBONCTBA Bce paclumperHele npaea
3anucarte BCE CBOCTEE Cozgate BCE AOMEPHNE DOBEKTEI
¥aaneHwe ¥aanuTe BCe AoYepHHE oBbEKTBI
¥aanuTe nogaepesc JoBaenTe AN yaanuTe camore ceBa Kak YneHa
YTeHWe pazpelleHni OTnpaenTs
CMEHWTE pa3peLLEHNA

CeoficTea:
MpounTats BCE CEOMHCTER Yrenne: msDS-McType
3anucate BCe CBORCTEA 3anuce: msDS-McType
YreHne: TenedoHHEIE M NOYTOBBIE NAPAMETREI Yrenne: msDS-MonMembers
3anuce: TENedoHHBIE W NOYTOBBIE NAPAMETPEI 3anuce: msD5-MonMembers
Yrenne: gidMumber Yrenne: msDS-MonMembersBL

3anuce: gidMumber Yrenune: msDS-ObjectReferenceBL

Ll P Ll =T N1 .1 .. [N .Y}

Puc. 128 - Co3daHue 3nemeHma paspeweHus

4. Bocnonb3yiTech ccblnkoi Beibepute cyobekT v BbibepuTe KOMNbIOTEP, KOTOPbIV byaeT
MCNonb30BaThCs B KayecTBe cepeepa JMS (unu rpynny, B KOTOPYH OH BXOAMT).

5. B cnucke Tun octaBbTe BbIGpaHHbIM NYHKT Pa3pewnTs.
B cnucke MpumeHseTca K Bbibepute NyHKT JlouepHue 06beKTbl: Monb3oBaTesb.

7. B 3aBucumocTn oT HEO6X0AMMOrO TMNA pa3peLLeHi, BbINONHUTE AEMCTBUS, NPeACTaBNEHHbIE B
Tabn. 16.

Tabn. 16 - Heobxodumeble paspeuwieHus

Tun paspeluenui Paspewenus

YcTaHoBKa NPpUHYAUTENBHOIO BXOoAa

B cekuwnmn CBovicTBa fomKeH 6bITb YCTaHOBEH dnar 3anucaTb Bce CBOMCTBA.
no cMapT-kapTe

o B cekuuu PaspeweHna fomkHbI 6biTb YCTaHOBEHb! hnaru:
MNpenoctaBnexnue gocryna B Active - C6poc napons;
Directory no naponto - CMeHa napons.

o B cekumu CBOMCTBA AOMKEH ObiTh YCTaHOBMEH (nar 3anMcaTbh Bce CBOMCTBA.
8. Haxmure OK, 4to6bl COXpaHWUTb U3MEHEHUS.

8.5.4.2 Hactporka napameTpoB genernposaHus B Active Directory

1. B ocHactke Active Directory - nonb3oBaTtenu u KOMNbIOTEPbI LLENKHUTE NPAaBOW KHOMKOM Ha
[LOMEHEe UNIM HA KOHTeNHepe C Nonb3oBaTensMu 1 Bolbepute [lenernpoBaHue ynpaBneHus....
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OT106pasnTCca OKHO MacTepa AeNerMpoBaHus yrnpaBieHus.

MacTep AenerMpoBaHWUA ynpaBneHus

3T0T MacTEp NoOMOr3eT AENErMPOBATE YNPaBENEHNe
ofbexTami Active Directory. MoxHo npeaocTaevTe
NoMbS0BATENAM MPAE0 YNPABNATE NONES0BATENAMM,
rPYNNEMM, KOMBIOTEPEMI, NOAPESAENEHMAMI W ADYTUMIA
0BBEKTAMK, XDEHALMMWCA B AoMEeHHLDC criyxkBax Active
Directaory.

Ina npogomkeHA HaxkmuTe KHonky “Hanee”.

Puc. 129 - OkHo npusemcmaus Macmepa dene2uposaHus ynpasaeHus

2. Haxmure Oanee.
OTobpasunTca cnepytoLiee OKHO.

MNonbE30BATENM MMM MPYNNB
BrifepuTte nonbsosaTensi MK rpynns!, KOTOPEIM Bkl X0TMTE ASMErMpOBaTL

YMPEBNEHHE .

Brifpartsie noneSoBaTENM M rpyNNGI;

< Hazan || DOanee = | | OmaeHa | | Cnpaexa

Puc. 130 - OkHo dobasneHus y4emHol 3anucu 8 Hacmpoliky desne2uposaHus

3. Bocnonb3yiTech kHonkoi J,06aBUTb, 4TOObI 40BABUTL B HACTPOWKY YHETHYH 3anNunCb KOMMbIOTEPA,
KOTOpbIV ByaeT MCnonb3oBaTbCs B KavecTBe cepBepa JMS (unu rpynny, B KOTOPYH OH BXOAMT).
4.  HaxmuTte [Oanee.
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OTobpasuTca cnepytoLiee OKHO.

MacTep AenermpoBaHWa ynpasieHna -
enervpyembie 3aaaum 777
Bt MoxeTe Beifpate ofkMHEIE S2AF4M MK HACTPOWTE 0CoGkIE. ‘”E)' b

(®) MenerMpoEaT: cneoyiowme obsluHeIS Sa0aun’

[] Cospanme, yaaneHue v yMpaBNEHME YUETHRIMA SEMMCAMMA NONL30B3| A~
] NepeycrasosnTs Naponi NONLS0BATENSA M YCTEHOBMTE MSMEHEHNE
[ YreHne MHPOPMALIMWM O BCEX NONL30BATENAX

] Wamerienme uneHcTea B rpynnax

[] MpucoemmHEHre KOMMLIOTERA K AOMEHY

] ¥npasneHue cooinkamm Ha rpynnoBLIE NONMTHKK

[ Menepaiwn RSoP (MnaHuposatie) e
< m >

() Cospa™s ocofylo 3apauy ANA AENETMPOBEHMA

Danee > OmaeHa | | Crnpaeka

Puc. 131 - Cnucok denezupyemsbix 3a0ay

5. Bbibepute Cospatb 0cobyio 3apauy ans AenerupoBaHus U Haxmute Nanee.
OTobpasunTca cnepytoLiee OKHO.

Macrep genervpoBaHva ynpasgieHua -
Tun o6bwexrta Active Directory By
VYiaxuTe 06MacTs NPUMEHEHWA 320844, KOTOPYHO Bbl XOTWTE AENErMPOBATE. ‘ILD"]‘ b

Lenernposats ynpasneHue:

(®) 3TOMA NaniKod, CYWECTEYIOWMMM B HEf 00 LEKTAMA M COSLaHMEM HOBLIX DO BEKTOR B
=Toil nanke

() TOoNsKD CleayowuMi 0B beKTaMY B 3TOM NanKe:

[] account ofbekTos -
[] aCSResourcelimits o6 bekToR

[ applicationVersion ofibexTos

[] bootableDevice ofwextos

[ cedificationAuthority o6 bekTos

[] document ofbexTol -

— . - =

Cosgats B 3T0i Nanke BeiBpaHHLIE 06 beKTI

YHAMWTE W3 3TOM Nanki BeiBpaHHsIE 06 BEKTEI

< Hazan || DOanee > | | OmaeHa | | Cnpaexa

Puc. 132 - Bbibop muna obvekma Active Directory
6. BbinonHuTe cnepyowme AeNCTBUS:

- BblbepuTe NYHKT TOJIbKO C/leAyLWUMK 06beKTaMK B 3TOM Nanke;
- B CMUCKe HMXe YyCTaHOoBWTe dnar HanNpoTuB NyHKTa Monb3oBarenb 06bLEKTOB;

7.  Haxmute Oanee.
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OTobpasuTca cnepytoLiee OKHO.

Bepcusa pokymeHrta: 1.06

MacTep aenerMpoBaHna YNpaeieHuA

Paszpewmennna

BrifepuTte paspeleHs, KOTopsIE Bbl XOTWTE DENErMpoBaTE.

OToBpaxate CremyloWwme paspeweHs;

VIO

[[] Paspewerma ana ceoicTe

[]Paspewern AnA cosnaHUA AW YOANEHWA AOYEPHIK OB BEKTOR

Pazpewerua:

[] Montenit poctyn

[ Yrerme

[ 2ammes

[] Cozparme Bcex nousprix o wekToR
[[] ¥oanerme scex novepHi ofiberkTos
[ Yrerme Boex ceoiicTe

m| >

Danee > OmaeHa | | Crnpaeka

Puc. 133 - YcmaHoska denez2upyembix paspewieHull

8. B cexkuun OTo6paxaTtb cnepylowme paspelieHusa yctaHosute ¢nar PaspelueHns ana cBoiCTB.
9. B cnucke Paspelwenus yctaHoBuTe dnarv HanpoTMB MYHKTOB (CM. Tabn. 17).

Tabn. 17 - Heobxooumesie pazpeweHus

TpebyeMas BO3MOXHOCTb

Heo6xoaunmble paspelueHus

YcTaHOBKa NPUHYAUTENIBHOTO
BX04a No cMapT-kKapTe o Yrenue UserAccountControl;

o 3anucb UserAccountControl.

[onxkHbl BbITb yCTaHOBAEHbI Cneayowme dnaru:

YcTtaHoBKa Bxogaa B Active
Directory no naponto Windows

o CmeHa napons;

o C6poc napons.

[onkHbl BbITb YCTaHOBNEHBI Ceayowue Gnaru:

10. Haxmute ODanee.
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OTobpasuTca cnepytoLiee OKHO.

MacTep aenerMpoBaHna YNpaeieHuA .

3aBeplueHWe macTepa
OenernpoBaHWus ynpaBneHus

>
" \! PafoTa macTepa aenervpoBaHUA yTIPABNEHNA YCNEWHo
E \\13 ZEEEPLIEHE .

BrifipaHo penervposaque yripasneHna ofberTamm ~
B cneayowei nanke Active Directony:

test com/

Tpynnel, NONES0BATENM MM KOMMLK TEPEI, KOTOPBIM
MepenaHo yrpasneHve:

JMS_Server (JMS_Server@test.com)

OHKM MMetoT ceaylowme paspelleHun;

JnA saKkpeITia MacTepa HaxmuTe kHonky "Totoso™.

< Hazapn || ToToBD | | OmaenHa Cnpaska

Puc. 134 - 3asepweHue macmepa Oene2uposaHus ynpasneHus
11. HaxmuTte FoTOBO.
8.5.5 PaspewweHuns B Kpuntollpo YL 2.0

Ina ncnonb3osanus B kadectse Kpuntollpo YL, 2.0 Heo6xoamMbl cnegytolime MMHMMalbHbIe NpaBa ans
onepaTopa Ha ctopoHe YLI.

Tabn. 18 - PaspeweHus 8 Kpunmollpo YL 2.0

Tun pencrBuin PaspelueHus

Manku::YreHue cBoOiCTB.

YTeHue aTpubyTOB Takxe ybeautech, 4TO B CBOMCTBAX Nanku Ha ctopoHe YL, yctaHoBneH dnar
HactpouTb napameTpbl N0 yMOAYaHHIO YYETHbIX 3anuceit nonb3oBarenei. 310
HeobX0AMMO Ans YTeHus aTpubyToB Nonb30BaTeNe.

e [Ins pernctpauum nonb3osaTtesei, AONoNHUTENbHO - Monb3osartenun::YreHue cBOMCTB;
e [119 CO3AaHUS U PeaaKTUPOBaHUS Npoduneit fONONHUTENbHBIX NPaB HE HYXXHO;

e 1119 BbINYCKA 3NEKTPOHHbIX K/touei ¢ ceptudukatamu YL, aononHuTenbHo -
Monb3soBatenu::3anpoc Peructpaumnm, ::0n06peHne perncrpaumm, ::3anpoc
nepeumeHoBaHus, ::0p06peHne nepemmeHoBaHus, ::3anpoc cepTudukara, ::0a06peHue

LMK/IOM CepTUHUKATOB Yepes ceptudumkara, LabnoHbi::3anpoc ceptudukara, ::0a06peHune ceptudmkara;

KpunTollpo YL, 2.0.

ynpaBneHme XU3HEHHbIM

e /19 CUHXPOHM3ALMUM, 3aMeHbI U 0T3bIBa CEPTUDUKATOB, AOMONHUTENBLHO -
Monb3oBaTtenu::3anpoc aHHYNMpOBaHuA, ::0A06peHNe aHHYIMPOBaHMS;

® 119 OTK/IOYEHMS/BKOYEHUS CcepTUDUKATOB, AONONHUTENbHO - [Tonb3oBaTenu::3anpoc
npuocTaHoBneHus, ::0n06peHne NPMOCTaHOBNEHUS, ::3anpoc BO306GHOBNEHMS,
::0p06peHne BO306HOBIEHUS.

8.6 [logroToBka K MCNonb3oBaHuio nNpoTokonos SSL/TLS

B JMS peanusoBaHa noanepka cnefyloLmx BepCcuii NPOTOKOIOB 3aLWMTbl TPAHCMOPTHOIO YPOBHS:

e SSL 3.0;
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e TLS1.0;
e TLS1.1;
e TLS1.2.

Bepcusa pokymeHrta: 1.06

Mo ymonuaHuio B JMS BK/IOYEHa NoafepykKa BCEX YKa3aHHbIX BEPCUIM MPOTOKOMOB (pasaene «Hactporiku
npotokona SSL/TLS» c. 183). TexHu4eckas BO3MOXHOCTb MCNOMNb30BAHMS TOFO UM MHOFO NPOTOKONA U
€ro aBToMaTM4eckuin Bbibop HyneT 3aBuCeTb OT CneayrLWmUX NapameTpos:

e HacTpowika onepaumoHHon cuctembol Windows;
e Bepcus ycTaHosneHHoro naketa .NET Framework;

® HACTPOWKM MPOTOKOJIOB 3aLLMTbl TPAHCTMOPTHOIO YPOBHSI B KOMMNOHEHTax JMS (cepBep, KNMeHT,

dAMUHUCTPATMBHAsA KOHCON b).

Takum obpasoM, ons obecneyeHms NOALEPXKKM 3TUX NPOTOKONOB HEOOXOAMMO BbINOAHUTL P HACTPOEK
Kak Ha cTopoHe cepBepa JMS, Tak 1 Ha apyro# ctopoHe coeanHenus (Puc. 135).

Active Directory

Knuent JIMS

BHewHue cucremsl
(«Kpuntolpo YL»
uT.n.)

MouToBbIii cepsep

MS SQL Server SMTP

Cepsep JMS

YTunura 3anycka
nnaHos
06cnykuBaHus

KoHconb
ynpasneHus JMS

HacTpolikamu NPOTOKO/10B MOXKHO YNPaB/ATb Ha YPOBHE OMepaLyoHHON CUCTEMbI

HacTpoiikamv NPOTOKO/I0B MOKHO YNPaBAATL NMPY MOMOLLM NPUKNAAHbIX NapameTpos JMS

Ona nopnepkn TLS 1.1 n 1.2 Heobxoammo ycTaHosuTb .NET Framework 4.5 v Bbiwe
(pekomeHayetca 4.7)

Ona nopaepxkun TLS 1.1 n 1.2 moxeT noTpeboBaTbCA YCTAaHOBKA JONONHUTENbHbIX
o6HoBAeHul — SP, KpunTolpo CSP 4.0 u T.n.

1 - Hacrpoiika Yepes peectp knuneHta JMS, pasgen HKEY LOCAL MACHINE\SOFTWARE\Aladdin\
Enterprise Application Platform Client\Default\TransportManager

2 — HacTpoiika Yepes peecTp KOHcoAw ynpasnenua JMS, pasgen HKEY LOCAL MACHINE\SOFTWARE\
Aladdin\EAP Administrative Client\Settings

3 — HacTtpolika B cepBepHom areHTe JMS, Ha BKiaaKe besonacHocTb

Puc. 135 - Cxema Hacmoek SSL/TLS Ha cmopoHax - y4acmHUKax 3auuleHHo20 COeOUHeHUs

HacTpolika noaaepXku NnpoTOKoN0B Ha cepeepe JMS onuncaHa B pasaene «Hactpoiku npoTokona

SSL/TLS» c. 183.

8.6.1 Hactporika SSL/TLS B onepauvoHHON cucteme

OnepaumoHHas cuctema Windows Ha LeneBoi MalnHe (cepeepe unu knveHTe JMS, BHellHel cucTeMe,

noytoBoM cepgepe, cepeepe CYB/l v T.4.) AoMmKHA noaaepxuBaTth Tpebyemblit npotokon SSL/TLS.

HacTpoliku NpoToKoM0B 3a4ak0TCa B pasfene peectpa
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HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols

[nsa HacTporikmn npotokonos SSL/TLS B onepaunoHHOM cucteMe 0b6patmTech K ee AOKyMeHTauuu.

fl_""‘_v, [ocne penakTMpoBaHMS peecTpa C Lenbto HacTporku SSL/TLS HeobxoamMMo nepes3arpysnTb ONepaLMOHHYH0 CUCTEMY.

8.6.2 TpeboBaHue k Bepcusam .NET Framework
Pasznuynble Bepcun nnatpopmel .NET Framework noaaep>XmBatoT pasnnyHbie BepCun npoTokonos SSL u
TLS. Ong BkntoueHns nogaepxku TLS 1.2 (Hanbonee 3awmiLeHHOro NpoToKoa) peKoMeHayeTCs
ycTaHoBWTb 06HoBNeHWe .NET Framework Bepcuu 4.6 nnu 6onee nosaHen Ha cepeepe JMS 1 oCTanbHbIX
B3aUMOENCTBYIOLLMX C HUM No TLS KOMMNoHeHTax.
Ta6bn. 19 - IModdepixka SSL/TLS e .NET u dononHumensHsie Hacmpoliku ons JMS
Bepcusa | MNepeueHb MpoTtokonbl no Kak Bkntouutb nopaepxky TLS 1.2
.NET nopaepXuBa : YMONYaHUIO
eMbIX
NpoTOoKOJI0B
NET SSL 3.0, TLS SSL 3.0 unu He noanepxusaetcs
4.0 1.0 TLS 1.0
NET SSL 3.0, TLS SSL 3.0 unu SIBHO 3a4aTb HAcTpoKKy B JMS nnu BKIKOYMTL B peecTpe:
4.5 1.0,TLS 1.1, TLS1.0
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.
TLS 1.2 0.30319]
"SchUseStrongCrypto“=dword:00000001
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NE
TFramework\v4.0.30319]
"SchUseStrongCrypto“=dword:00000001
NET SSL 3.0, TLS TLS 1.2 BkntoueH no ymonuanuio B JIMS
4.6 1 1.0, TLS 1.1,
BbllLe
TLS 1.2
8.6.3 Hactporka SSL/TLS Ha cTtopoHe knueHTa JMS
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[nsa Hactpovikn npotokonoB SSL/TLS Ha koMnbloTepe ¢ KnneHToM JMS B paspene peectpa
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\Enterprise Application Platform
Client\Default\TransportManager co3zaiite unu oTpefakTMpyiTe napameTp

SecurityProtocol=Ssl3, Tls, Tls11, Tls12
PaspeluaeTcs ykasbiBaTbh OAMH UK HECKOMBbKO NMPOTOKO/MOB.

3HaueHune no ymon4yaruio - All (paspelueHbl BCe NPOTOKObI).

BaxkHo! [Mocne pepakTMpoBaHus peectpa, CBA3aHHOrO € HacTpoikoi SSL/TLS, cnepyeT nepesanyctutb cnyxdy knnenTa JMS n
KNMEHTCKUIA areHT (npunoxenune KnuneHt JMS).

Mpouenypa HacTpoKkK 3awmweHHoro no SSL/TLS coeanHeHus Ha cTopoHe cepeepa JMS onucaHa B
pasgene «Hactpoika SSL-coeamnHeHUs Ha ctopoHe cepeepa JMS», c. 119.
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PyuyHas HacTpolika komnoHeHTa JMS Client ana nognepxku SSL/TLS onucaHa B paszene «Hactporika
coepuHenmns JMS Client ¢ cepsepom JMS», c. 130.

LleHTpanu3oBaHHas HacTporika knueHToB JMS ons nognepxku SSL/TLS onucaHa B pasgene
«LleHTpann3oBaHHas HacTpolika noakoyeHms K cepsepy JMS», c. 105.

8.6.4 Hactpowka SSL/TLS Ha cTopoHe koHCcoNnu ynpasnenuns JMS

[nsa HacTporikmn npoTtokonoB SSL/TLS Ha koMnbloTepe ¢ KOHCONbIO ynpasneHus JMS B pa3pene peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\EAP Administrative Client\Settings

co3panTe unu oTpepakTupynTe napameTp SecurityProtocol=Ssl3, Tls, Tls11, Tls12
PazpeluaeTcs ykasaTb OAWMH UM HECKO/IbKO MPOTOKO/OB.
3HaueHune no ymonyanuio — All (paspeLueHbl BCe NPOTOKONbI).

[laHHag HacTpoMKa AeNCTBYET TakKe Ha YTUANUTY 3amycka NiaHoB 06CyXMBaHMUS cucTeMe (CM.
«PyKoBOACTBO agMuHUcTpaTopa. YacTb 2» [2], paspen «3anyck niaHoB 06CnyKMBaAHMS C MOMOLLbHO
ytunautbl MaintenancePlanRunner»).

MNpouenypa HacTporikK 3awmweHHoro no SSL/TLS coeanHeHuns Ha cTopoHe cepsepa JMS onucaHa B
pasgene «Hactpoika SSL-coeanHeHns Ha cTtopoHe cepeepa JMS», c. 119,

PyyHas HacTpoika KOHGUrypaumoHHoro Ganna koHconu ynpasnenus JMS anga nopgaepxkn SSL/TLS
onucaHa B pasgene «Hactpoiika coeamHeHuns JMS Admin c cepeepom JMS», c. 125.

[nsg LeHTpann30BaHHOM HACTPONMKM 3awmweHHoro no SSL/TLS nogkntoueHums k cepsepy JMS 13 KoHconm
ynpasnenuns JMS Heob6X0AMMO BbINONHUTL TAKXKe AEMCTBUS, ONUCaHHbIE B pasaene «LleHTpann3oBaHHas
HacTpoMKa noakyeHus Kk cepeepy JMS», c. 105.

8.6.5 Hactporka SSL/TLS gnsa pabotbl ¢ Microsoft SQL Server

Npu ncnonb3oBaHMK WKMGHPOBAHHOIO NOAKOYEHNS K 6a3e faHHbIX 13 JMS Takxke MoxeT noTpeboBathb
rMbKas HACTpOMKa NPOTOKONOB 3aLMTLI TPAHCMOPTHOro ypoBHS. Bepcun MS SQL Server 2008 v Bbiwe no
yMonuyaHuio noaaepxusatot npotokonbl SSL 3.0, TLS 1.0 u TLS 1.1. [ing skntoyeHuns nogaepxku TLS 1.2
MOXeT NoTpeb0oBaTbCs YCTaHOBKA COOTBETCTBYIOLLEro 06HOBNeHMs ang cepeepa b/l:

https://support.microsoft.com/ru-ru/help/3135244/tls-1-2-support-for-microsoft-sql-server

M3-3a ocobeHHocTel peanusaummn SQL Server Native Client HEBO3MOXHO NPOrpaMMHO YCTaHOBUTD
BEPCUIO UCMOJIb3YEMOro NPOTOKO/Ia, UCNO/b3yeMyto cepeepoM JMS npu noakntoyeHumn K 6ase LaHHbIX.
Mo3ToMy cnepyeT pyKOBOACTBOBATLCS C/eAYHOWMMU PEKOMEHLALMAMM NO BKOYeHUo TLS 1.2:

Tabn. 20 - PexomeHdayuu no Hacmpolike TLS 1.2 dns Microsoft SOL Server

Bepcusa .NET MpoTokonbi no Kak Bknouutb nopaepkky TLS 1.2
YMONYaHUIO
.NET 4.5 SSL 3.0 uan TLS 1.0 3abnokupoBsatb Ha yposHe Windows cTapble npotokonbl SSL 3.0 u TLS

1.0. 9BHO BKNtOYMTH TONbKO TLS 1.2

.NET 4.6 u TLS 1.2 He TpebyeTcs LONONHUTENBHBLIX AeMCTBUIA — npoTokon TLS 1.2
Bbllle MCNonb3yeTcs No YMONYAHUIO

HononHutenbHas MHGopMaLms no ucnonb3oaHmio TLS 1.2 coBmecTHo ¢ Microsoft SQL Server:
https://blogs.msdn.microsoft.com/sqlreleaseservices/tls-1-2-support-for-sql-server-2008-2008-r2-
2012-and-2014/
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Mopsipok noaroToBkM camoro cepeepa SOL k 3awwmueHHOMy coeauHeHuto no SSL onucaH B pasnene
«Moarotoska cepsepa MS SQL ans pabotbl no SSL/TLS», c. 56.

[ng nonyyeHuns pononHUTEeNbHOM MHGOpMaumn, Heobxoammon npm nogrotoske SQL-cepeepa k pabote
no npotokony SSL, CM. COOTBETCTBYHOLME ONUCAHUS Ha calTe Microsoft:

e https://technet.microsoft.com/ru-ru/library/ms189067(v=sgl.105).aspx;
e https://msdn.microsoft.com/ru-ru/library/bb879935(v=sqgl.110).aspx.

8.6.6 Hactporika SSL/TLS ang pabotsl ¢ Kpuntollpo YL 2.0

Bepcun Kpuntollpo CSP 3.6/3.9 pabotatoT uckntountenbHo ¢ TLS 1.0.

Ins Bknovenns TLS 1.1 unm 1.2 Heobxoamnmo kak Ha YL, (Kpuntollpo YU, 2.0), Tak 1 Ha cepsepe JMS
yctaHoBuTb CSP 4.0.

Takke Ha cepsepe ¢ Kpuntollpo YL, 2.0 Heobxogumo npoBeputb nogaepxky TLS 1.2 Ha ypoBHe
OnepaLMOHHOM CUCTEMBI.

8.7 Hactpowka SSL-coeanHeHus Ha cTtopoHe cepeepa JMS

UT06bI BK/IOUUTL peXMM noaaepxku SSL Ha cepsepe JMS, BbinonHUTe cnefyowme AenUCcTBuS.

1. OTKpoMITE OKHO XpaHWuLWa cepTUdUKaTOB KOMMNbIOTEPa Ha cepeepe JMS.

2. B oTobpasuBwemcs okHe BbibepuTe CepTuduKaTbl (IOKaNbHbIM KoMnbloTep) -> JlnuHoe ->
Ceptudukarbl.
BoinyweHHbIV cepTudmkat ons nognepxku SSL-coeanHenms ¢ cepsepom JMS (cM. «Boinyck
cepTudukaTa B XpaHunuiLe cepTudrKaToB KOMMbOTEPa», C. 43) oTobpasuTCs B cnucke
cepTnduKaToB KomnbloTepa (M. puc. 136).

@ [ins obecneuveHns Bo3MoxHocTH SSL-coeanHeHns cepeepa JMS ¢ Konconbto ynpasnenus JMS (JIMS Admin) u knuentom JMS
(IMS Client) MOXHO MCNONb30BaTb KaK OAMH CePTUDMKAT, TaK M ABa pa3HbIX cepTudUKaTa.

= KoHcone1 - [KopeHe koHcoam\CepTduKaTl (NOKanbHbIA
gaﬁn Qdedctenwe  Bug  Msbpannoe  OkHo  Cnpaeka

s 2@ o XD B0

| KopeHe koHconaw Koy ssthan Kem ebia.. Cpokgeiictens  WaBnow ceptudukara
4 Gl Ceprudmkarer (noxansH) | FolEntCA EntCA 26.03.2020
4[] /luunoe = Srvl test.com 18.05.2016

_| Ceptudukatel EelSnel test.com  EntCA 25.03.2016 Kontponnep gomena
| JosepeHHbie KopHet

| JoBepuTensHbIE OTH
| MpomeskyTouHbIE L
| Joeepentble nzaate

= = v v

Puc. 136 - Cnucok cepmugukamos

3. [1BOViHbIM LWEeNYKOM OTKpOWTE OKHO CBOWMCTB cepTudUKaTa, KOTopbii ByaeT Mcnonb3oBaTbCs AJis
obecneyeHus SSL-coegnHeHus, u nepeinaute Ha Bknaaky Cocras.
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OKHO npuMeT cnepyowmii BUA.

R

Ceptudpwmkar

| Ofiume | CocTae |I'I\y"rb CEPTUDMKALIN |

Mokazate: | <Bce:

v]

None

| McnonesosanHue KnoYa

MD.EHTMdJMKaTnp KIHOHE TV
MaEHTUDMKETOP KKIYE LE...

Tn!-ucw PECNPOCTPEAHEHMA ...
@ﬂ,onyﬂ K MHDOPMELIM O LE. ..

3Ha4eHue

7238 4a0cbd 548c67b7 36...
MaeHTUbUKETOP KNKYa=86 e...
[1]Touka pacnpeaeneHus cm...
[1]docTyn K CBEASHWAM LEHT. ..
Undposan noanmce, LWndpos. ..

Bepcusa pokymeHrta: 1.06

DMS4ama=>5rv 1. test.com =
DA.nranTM OTNEHETKE shal

[E] oTnevaTok W17 22 Fcfabafa 76 7 7. B

3017 76 22 Vo faBa fa 76 77 7 dd a4 o1 85 62 02 76 Ba 05

Dﬂ,DHDHHMTEanDE MMA Oy,

| CeolicTEa. .. | |EonmposaTdeJaﬁn... |

nDﬂDDﬁHEE 0 COCTaEe CEETHQHI\'GTG

Puc. 137 - Bknadka Cocmas ceolicme cepmugukama

4.  CkonupyiiTe U COXpaHuTe 3Ha4YeHue nons OTneyaTok.

@ 3HayeHue oTneYaTka CieLyeT COXPaHWUTb B PeAaKTope 06bIYHOrO TeKCTa (Hanpumep, B nporpamMme BiokHOT), Takxke,
HEoBX0AMMO YBEAUTLCS, UTO B COXPAHEHHOM 3HAYEHWUM OTCYTCTBYIOT HEOTOGPaXXaeMble CUMBObI.

5. Ypanute u3 CKONMMUPOBAHHOIO 3HAa4YeHUA I'Ip068ﬂbl n CJ'Iy)KE6HbIe CUMBObI

AN Y6enutech B TOM, YTO IULLHWUE CUMBOJIbI AEMCTBUTENbHO YaaneHbl, T.K. CyXebHble CUMBOJbI MOTYT
He oTobpaxaTbCs NPKU KOMUPOBAHMU. BU3yanbHO KOPPEKTHOCTb MOATOTOBMEHHOM CTPOKM «OTNeYaTKax
MOXHO NMpPOBEPUTL, CKOMMPOBAB €€, HanpuMep, B KOMaHLHYH CTPOKY KOHCOAM KOMaHAHOM CTPOKM
(cmd.exe).

% B HacTosiwem pykoBoacTBe ans obecneyenuns SSL-coenmHenus cepsepa JMS ¢ KoHconbto ynpasnenus JMS (JMS Admin) u
Knuentom JMS (JMS Client) ncnonbsyeTcs 0amH U TOT e cepTUdUKaT. Bbl Takxke MoxeTe MCNob30BaTh ABa CepTUdUKATA: OAUH —
ons coenuHenus ¢ JIMS Admin, BTopoii — ans coeamntenus JMS Client. B nocneaHem cnyyae cooTBETCTBEHHO HEO6XOAMMO
COXPaHMUTb OTNEYATOK KaXAoro U3 cepTUhUKaTOB.

6. BHecuTe B peecTp cnefylolime U3MEHEHMS.

6.1.  [Ing HacTpOMKM CoeanHEHMS C AAMUHUCTPATUBHBIM areHToM 13 coctaea JMS Admin B pasgene
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\Enterprise Application Platform Server\JaCarta Management
System\default\IntegrationManager
(ecnu paspen OTCYTCTBYET, CO3AalTe ero)

6.1.1. CospaiTte unu oTpefakTUpyiTe CTPOKOBbIM Napametp Address — nocie peaakTMpoBaHMS 3TOT NapameTp

DOMXEH UMETb 3HAYEHUE
https://localhost:9010/EAPEngine/Default/IntegrationManager
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6.1.2.  CospaviTe cTpokoBbli napameTp Thumbprint - nocne pefakTMpoBaHWs 3TOT NapaMeTp LOMKEH UMETb
3HayeHue, paBHOE 3apaHee COXpaHEeHHOMY 3HauYeHuto nons OTnevaTok CBOMCTB cepTuduKaTa ans SSL.

it PejlakTop peecTpa
®aiin  lNpaska Bwa MsBpanHoe Cnpaexa
418 Komnetotep WMmn Twun 3HaYEHNE
I> J HKEY_CLASSES_ROOT ab| (Mo ymonuaruwo) REG_SZ  (3HaueHWe He NpUCBDEHE)
B L HKEY_CURRENT_USER ab| Address REG_SZ  https:/flocalhost:3010/EAPEngine/Default/IntegrationManager

4+ HKEY_LOCAL_MACHIME
p - Ju BCDODODOOOD
[ . HARDWARE

REG_SZ  3017f6227cfabafar67f Tbddadc1856202768a03

bl SAM
L]l SECURITY
a- || SOFTWARE
4. | Aladdin
L4 . Enterprise Application Platferm Server

4. JaCarta Management System
. default
. DatabaseManager

e

| Engine
- IntegrationManager

| ClientManager

Puc. 138 - Hacmpoliku admuHucmpamugHo2o azeHma u3 cocmasa JMS Admin

6.2. 1N HacTpOMKM COEAMHEHMS C KNMEHTCKMM areHToM u3 coctasa JMS Client B pasnene
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\Enterprise Application Platform Server\JaCarta Management
System\default\ClientManager
(ecnu paspen oTCyTCTBYET, CO3AalTe ero)

6.2.1. OTpepakTupyiite (Mnu co3paiTte) cTpokoBbiv NnapameTp Address — nocie pefakTMpOBaHWs 3TOT NapaMeTp
[LOJXEH UMETb Clieflylollee 3Ha4YeHue

https://localhost:9009/EAPEngine/Default/ClientManager
6.2.2.  Co3pante cTpokoBbI napaMeTp Thumbprint - nocne pefakTMpoBaHUa 3TOT NapamMeTp AO/IKEH UMETb
3HaYeHue, paBHOe 3apaHee COXPaHEHHOMY 3HayeHuto nons OTneyaTok CBOMCTB cepTudukata ans SSL.

Pepaktop peectpa
®aiin  [lpaeka Bug MsbBpannoe Cnpaeka
4|8 Komnerotep raa Tun 3HaYeHNe
[> . HKEY_CLASSES_ROOT 2b| (Mo ymonuannto) REG_SZ  (3HEYeHWE HE NpMCBOEHOD)

b | HKEY_CURRENT_USER ab) Address REG_SZ
| HKEY_LOCAL_MACHINE 3

1--/}) BCDOODDDDOD

b- |, HARDWARE

https://localhost:3009/EAPEngine/Default/ClientManager
REG_SZ 30176227 cfabafaTorfTbddadc 1836202768205

b -

bl SAM
L | SECURITY
4. | SOFTWARE
4- | Aladdin
a4 . Enterprise Application Platform Server
i a.) JaCarta Management System
a- || default
) DatabaseManager
- .. Engine

- . IntegrationManager

i | ClientManager

Puc. 139 - Hacmpoliku ons knueHmckozo azeHma u3 cocmasa JMS Client
7. 3anycTuTe KOMaHAHYH CTPOKY OT UMEHU afMUHUCTpATOpa.

7.1.  [nga HacTpoiku paboTbl no SSL aAMUHUCTPaTMBHOrO areHTa u3 cocrtaBa JMS Admin BbinoNHUTE CneayioLLyto
KOMaHAy:

netsh http add sslcert ipport=0.0.0.0:9010 certhash=<orneuyarok> appid={121c2399-5544-1234-9576-
12334c454fd2}

7.2.  [nga HacTpoiku paboTbl no SSL knneHTckoro areHTa u3 coctasa JMS Client BbinonHuTe cnepyoLlyto
KoMaHay:

netsh http add sslcert ipport=0.0.0.0:9009 certhash=<orneuarok> appid={F1F8BC75-E1D0-4102-8CE7-
7087B62E8A82}
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% 3HayeHWe <oTne4yaToK> cnenyet 3aMeHUTb COXPaHEeHHbIM 3Ha4YeHWeM OAHOMMEHHOIro nonga cemechKaTa.

B 06oumx cnyyasix B KOMaHAHOW CTPOKe A0/MKHO 0ToOpasuTbcst coobuweHne Ceptudukar SSL
ycnewHo Ao6aBneH.

8. Mepesanyctute cnyx6y Aladdin EAP Engine Service - default, kak nokaszaHo Ha n3obpaxeHuu
HUXeE.

o Cnyx6bl == -

®ain  Jeiicteme  Bug  Cnpaexa

G EREE N I

-

% CnycBel (nokansl|| Wma Onucanune CocToaHue Tun zamycki ~

#3 \|addin EAP Engine Service - default Aladdin EA... Beinonnaerca

S DHCP-knuent 3anycTuts BrinonHaeTca  ABTOMAETHWY
S DNS-knmenT BT BeinonnAeTca  AsTomMaTtid
S DNS-cepeep BeinonnAeTca  ABTOMaTAMY
o MpuocTaHoBnTs

S ETOKSRY BeinonnAeTca  AsTomMaTtid

MpogonxnTs

o JaCarta SLListener BeinonnAeTca  ABTOMaTAMY

55 KtmRm gna koopaunartep MepesanycTuts Bpyunyro (2
S MicroSD SmartCard Reade Bce zagaum » BrinonHaeTca  ABTOMAETHWY
%5 Plug anc.i Pla}.r U Beinonnaerca  Bpyunyro

5 50L Active Directory Help OTenrouera
54 S0L Full-text Filter Daemo Csoicrea Brinonnaercs  BpyuHyre

S SCL Server (MSSCLSERVER Cnpaeka BeinonHAeTca  ABTOMaTWY) »
< T >

< n > PacmupEHHblﬁ;\CTEH,qapTHblﬁ/

Ocranoeka v 3anyck cayxBel "Aladdin EAP Engine Service - default” na "Mokane

Puc. 140 - [Tepe3sanyck cnyx6bl
8.8 YcraHoBKa M nepBoHayvanbHas HacTporka KomnoHeHTa JMS Admin
8.8.1 YcraHoBka JMS Admin

YT06bl YyCTaHOBMTb KOMMOHEHT JMS Admin, BbINONHUTE Cneayolme LENCTBUS.

1. B 3aBucmumocTu ot pa3panoHoOCTU OﬂepaLLMOHHOVI CUCTEMDbI 3anyCTUTE OAUH U3 Cnenyrwmnx d)aVIHOB.

- 32-6ut: AladdinJMS.Admin-x.x.X.Xxxxx-x86.msi;
- 64-6uT: AladdinJMS.Admin-x.X.X.XxXXX-Xx64.msi.
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OTobpasuTca cnepytoLiee OKHO.

Bac NnpuMBeTCTBYET NporpaMma
ycraHoeku Aladdin R.D. IMS
Administrative Console

3.7.0.1635.

MporpaMMa yCcTaHoBkK yoTaHoeuT Aladdin R.D. IJMS
Administrative Console 3.7.0.1635 Ha A&HHEIA KOMOBKTED,
Y1oBkbl NPOAOHKMTE, HEWMUTE KHoNKy "danee”™ um
HEKMWTE KHOMKY "OTMEHE™ ANA 33BEPLUEHWMA YCTAHOBKM,

Puc. 141 - OkHo npusemcmaus Macmepa ycmaHosku komnoHeHma JMS Admin

2. Haxmure Oanee.
OT06pazuTCa cnepytoLLee OKHO.

JInueH3noHHOoEe cornatleHne

BARHO:

NOHANYACTA, BHUMATENBHO NPOYUTARTE ZAHHOE NMUEH3IMOHHOE

TR AL AT PR T TR A T T M AT e CImee A R AR A IR

o A OPHHKUMEKD YCNOBKA MHLEHIMOHHOMD COMNALIEHWA

@ H HE NPUHAMED YCNOBHMA NMUEHSMOHHO O COTNaWeH1s;

Puc. 142 - OKHO NUUEH3UOHH020 Co2NaleHUs

3. Bb|6ep|4Te q NPpUHUMAlI0 YCNI0BUA JIMLLEH3UOHHOrO corfialleHusa U HaxxMuTe Danee.
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OTobpasuTca cnepytoLiee OKHO.

0bbIuHan

YeTaHaENMBEET Hanbonee obLUME KOMNOHEHTEI MPMAOXEHIS,
PekoMeHA yeTCA ANs DONBWMHCTES NONL30BaTENEN,

Buibopounan

MosBonAeT BeIBPaTE, KaKME KOMMNOHEHTEI NPOrpamMMsl ByayT
YCTEHOBNEHE!, W YKa3aTk Nanky yoTaHoBKM, PaccduTaHo Ha
OMBITHBIX NONL30BETENEH,

Nonuwan
ByoyT yCTaHOBNEHb! BCE KOMMOHEHTLI.

Puc. 143 - OkHo 8blbopa sapuaHma ycmaHosKku

4,  UWenkHute Ha nyHkTe MonHas.

% YT06bI 334aTh NYTb YCTAHOBKM, OT/IMYHBIM OT MYTU MO YMONYaHWMIO, BbibepuTe BapuaHT BoibopouHas, BHecHTe
HeobxoaMMble U3MEHEHMS!, Nocse Yyero HaxmuTe [anee.

OTobpasunTca cnepytoLiee OKHO.

HammiTe KHomky “YCTaHoBMTE ", YToDbl HEYaTE YCTaHOBKY. YTo0kI NPOCMOTPETE MK
WSMEHMTL MAPEMETPLI YCTAHOBKM, HEMMUTE KHOMKY "Hasan ™. HakMUTE KHOMKY
"OTMena” Ans BelX04a M3 NPOrPaMMel.

Puc. 144 - OkHO 20moBHOCMU K yCMaHoseKe

5.  Haxmute YcTaHOBUTD.
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Mo 3aBepweHnn yCTaHOBKKM OTOBPA3UTCA CnepytoLiee OKHO.

15! MNporpamma ycranoeku Aladdin R.D. JMS Administrative Console.

¥YcraHoeka Aladdin R.D. JMS
Administrative Console
3.7.0.1635 ycnewHo
3aBeplUeHa.

HamuTe kHonky “ToToB0™ ANA BEIX0AE M3 NPOrPaMMel.

Hasan OTHeHa

Puc. 145 - OkHo 3a8epwieHust ycmaHosKu
6. Haxmwure MoToBO Ang 3aBeplueHUs Npoueaypbl.
8.8.2 Hactpoika coeanHernna JMS Admin ¢ cepsepom JMS
CywecTByIOT CefytoLLMe BapuaHTbl HACTPOMKKU coeanHeHuns JMS Admin c cepsepom IMS (cm. Tabn. 21).

Tabn. 21 - BapuaHmel Hacmpotiku nodkatodeHust IMS Admin k cepsepy JIMS

Cnoco6 HacTpoiikKu coeAnHEeHUs

¢ cepsepom JMS OnucaHune

Ecnu Bbina BbiNOAHEHa Npouenypa, NpeAcTaBneHHas B noapasnene
LleHTpanu3oBaHHas HacTpoyika «LleHTpanu3oBaHHasa HacTpoKKa noakntoyeHus k cepsepy JMS», c. 105, nanbHeiiwas
noakntoyeHns Kk cepeepy JMS HacTpoiika He TpebyeTcs (B TOM uuc/ie B Clyyae NOALEPKKM 3aLUUTbI COEAUHEHMUS C
nomoubto SSL).

Py4Hyt0 HacTpoiiKy 06bIYHOTO MOAKIOYEHUS CNIEAYET BbIMOMHATL B TOM C/Ty4ae, ec/in
He MCMoNb3yeTCs LIEHTPaNM30BaHHas HacTpoiika NoaKIoYeHNs K cepeepy JMS unu
No KakKMM-TO MPUYMHAM MOCE BbIMONHEHUS LEHTPANU30BaHHOM HAaCTPOMKM
noaK/4eHue He paboTaer.

Y066l BpYYHYIO HAaCTPOUTL MoAKNOUeHMe K cepepy JMS, B daiine koHdurypaumm
Aladdin.EAP.Admin.Ul.exe.config (N0 yMON4aHWo OH yCTaHaBIMBAETCA B
cnepytowmii katanor: C:\Program Files\EAP Administrative Client\) nsmenute

3HauyeHue napametpa ServerUrl Ha ofHO M3 cneayoWwmX:
PyuHas HacTpoiika
nopKnoueHns k cepeepy JMS o http://<Cepsep_JMS>:9010/EAPEngine/Default/IntegrationManager - o6biyHoe
noakntouyeHune k cepeepy JMS (6e3 SSL);

o https://<Cepsep_JMS>:9010/EAPEngine/Default/IntegrationManager - noaxntoyexmne k
cepBepy JMS c nopaepxkoit SSL.

l'ne <Cepsep_JMS> - nonHoe ums cepepa JMS, BkIoYas nMs AOMeEHa U UM KOMMNblOTepa,
Hanpumep: srvl.test.com.

Kpome Toro, ans oTkntoyeHns novcka cepsepa JMS no DNS (Bo usbexanune
KOH(IMKTOB) B TOM e KOHPUIypaunoHHOM daine oTpefaKTMpynTe 3HayeHue
napametpa UseDNSSearch, npucsons emy 3Hayenue false:
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Cnoco6 HacTpoiiKM coeAnHEeHUs
OnucaHue
¢ cepeepom JMS
<add key="UseDNSSearch" value="false"/>
8.8.3 Tlepebii 3anyck KoHconu ynpaenenunsa JMS

MNpwu nepsom 3anycke komnoHeHTa JMS Admin (koHconu ynpaenenus JMS) cnepyet 3aperncTpupoBaTtb
371eKTPOHHbIN Koy (IK), npy noMoLm KOTOPOro Nonb30BaTesb C ponbio AOMUHUCMpamop

uHgopmayuoHHol 6ezonacHocmu (AomMunuctpatop MB) 6yaeT BbINONHATb ayTeHTUGUKaumio B JMS.,

[]
ABa)KHO! Mpu yTepe Takoro 3K 3anyck KOHCONM ynpaBneHus B byayliem 6yneT HEBO3MOXEH.

Ona perncTpauun 3J1eEKmMpoHHO20 Kjo4a AOMUHucmpamopa nb npuv NepeoM 3anycke KOHCOIn
ynpaBneHUA BbIMONHUTE Cnepyrlmne OencTeums.

1.

3.

4,

Moakntoumte 3K, npeaHasHayveHHbIM gna AoMuHucTpaTopa Mb, K KOMNblOTepY C KOHCO/bIO

ynpasnenus JMS.

3anycTuTe Ha BbINOAHEHME KOHCOMb ynpasneHus JMS. [1ng atoro B MeHto TNyck BobibepuTe JaCarta

Management System -> KoHconb ynpasnexus JMS.
OT0bpa3nTcs OKHO CrefyloLero Buaa.

a Belbop KNHOYEBOrO HOCKTENA ANA ayTEHTUDMEILWKA

I'Ipu NEpEOM EXOOS B CHMCTEMY HEORND QMO BEINONHWTE HESHAYEHWE TOKEHS
TEEYUWeMY 3AMUHWCTDaTODY. YikanTe KNouYeE0A HOCUTENE ANA SYTEHTARMK LMK

4]

Mogens MoeHmcukaTop MeTia
JaCarta PKI 4E46001350705043
JaCarta PKI/Hash 0B5300194 7547597 My tokeen

QK | | OmaeHa

Puc. 146 - OkHo sbibopa 3K AdmuHucmpamopa UMb

BbibepuTe B MeHto JK, koTopbir ByaeT HazHayeH AoMuHucTpatopy UMb, n HaxmuTe OK.

OTO6pa3VITC‘iI OKHO Cneaywuiero emaa.

BriGop KNHOUEBOrD HOCKMTENA ANA aYTEHTUOWKALMK

Ha Tekymii moment goctyn B KoHcons ynpaenedua IMS goctyned
TOABKD N2 0AHOMY INEKTROHHOMY Knredy. B cnydae yTepu wam
NENGMEM 3NEKTPOHHOND KAKYE 40CTyN K KoHoonu ynpaeneqna JMS
By AeT yTepaH, PeKomMeHAYETCR HAZHAYNTE PEIEPEHBIN 3NEKTPOHHEIR
Kntod AgMUHKCTpaTopy.

QK | | OTmena

Puc. 147 - YsedomneHue o Heobxodumocmu co30aHuu peepaHo2o K AdmuHucmpamopa Ub

Haxmute OK. OTobpasntcsa okHo 3anpoca PIN-kopa nonb3oBatens ang BeibpaHHoro JK.
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& Bxoa B Konconb ynpasnexna IMS -

Beegite PIN+og; || |

Omvena

Puc. 148 - OkHo ssoda PIN-koda nonvb3osamens

5. Bsegute PIN-kog u Haxmute OK.
OT106pasnTCca OKHO KOHCONM ynpaBneHns JMS.

El Konconb y IMS (; \ p) - Cepaep: JMS31 — o] x
NefCTBUR HaA KOHTEIHHEPOM NeiicTenn
s & : > s |2 | O
L & [ ] = =4 )
3aPErUCTPUPOBATE  3EDETUCTOWDOSATE | YCTEHOSUTE MDUMHYAWTENSHYIO  OTHEHHTS MDUHYAUTENEHYIO Orobipakats || O nporpamme
Beex amery PIN-ona crieny PIN-+oaa BNOKEHHSIE
PerucTpawns MpMHYAMTENBHER CMeHa PIN-«ona PesepBHsie Coaepmoe MomMows b
:‘.3' [ —— | jasdomain.aladdin-rd.local t -
= Q J ApgmMuHHCTpaTOp
@ Cepmdmatsi ~ YueTHas 3a... 4 | OMO Mouta N Craryc ok 16
e ——— " )5 AamuHuCTpETOP jasdomain.aladdin-rd.lo YyeTHan 3annck: AQMUHUCTE
5 HNO:
amy OTP- 1 UZF-ayTenmnduatope! v Aenaprament:
[omKHOCT:
(! ] v
S (ORI EHHOIE YCTpOCTES Noura:
p L) GRS v Brcwnnii 1D: 51521
e " a: jasdomain.i
Nocnepuan
e, Mpoduma < aKkTusHOCTE:
& MonbsosaTen uponn v Aata perncrpaume:  17.12.2020
@..] e — . NaTa uamenenns:
= Napone JMS: He saaaH
!' e v AOoctynB ADno...  HesagaH
] HacTpofiri ~ Onncanne: BerpoeHHa
= Ko :
& Yoenomnerin v crp. 1 w31l 1-1us1 [okasesatemo |25 v rouesbie "°::'E"" .
— MnesTwhmearan: (757

A\ HenpouuTaHile yeenonneria: 2 A

Puc. 149 - OkHo koHconu ynpaeneHusi IMS

YcraHoska 3K AdmuHucmpamopa Ub 3akoH4YeHa.
B manbHenwem ans 3anycka KoHConu ynpasneHus JMS ncnonbsyite 3apernctpupoBaHHbiin K.

[ns co3aaHna aneKTPOHHBIX KNouen ans ayTeHTuduKauum apyrmx nonb3osarenen JMS, ponmn KOTopbix
MMEIOT NONIHOMOYMS A0CTYNA K KOHCONM ynpasneHus JMS, cnepyeT Ha3HauuTb AaHHbIM MONb30BATENAM
cooTBeTcTBYOLWME IK (NnogpobHee cM. PykoBoAcCTBO agMmMHUCTpaTopa, YacTs.2 [2]).

AHanornyHbiM 06pa3oM BbIMOHSAETCS CO3AaHNE PE3EPBHbIX K/OYEN Ag ayTEHTUDMKALMM
nonb3osaTenei B JMS.

B nanbHenweM Npu KakaoM HOBOM OTKPbITUM KOHCOMM yrnpaBneHus JMS ans ayteHTUdUKaLmm
aaMuHucTpatopa UMb (unu nonb3oBaTtens ¢ apyroi ponbto) Heobxoammo ByaeT ncnonb3oBaTh
COOTBETCTBYIOLLMI 3NEKTPOHHBIN Koy 1 NpeabsaBuTb ero PIN-kop nonb3osatens (Puc. 148)

8.9 YcraHoBKa 1M nepBoHavanbHas HacTponka komnoHeHTa JMS Client

8.9.1 YcraHoBka JMS Client

YTtobbl ycTaHOBMTb KOMMOHEHT JMS Client, BbInoNHMTE clieayowme AeNCTBUS.

1. B 3aBMCcMMOCTM OT paspsaHOCTM ONEPALLUOHHONM CUCTEMDI 3aMyCTUTE OAMH U3 Ceaywmnx Gannos.

- 32-6ut: AladdinJMS.Client.STS-x.X.X.xxxX-x86.msi;
- 64-6uT: AladdinJMS.Client.STS-x.X.X.XXxX-Xx64.msi.
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OTobpasuTca cnepytoLiee OKHO.

Bac npuBeTCcTBYET NnporpaMma
ycraHoBkM Aladdin R.D. JMS
Client 3.6.0.1600.

MporpaMMa YCTEHOBKK YCTaHoBMT Aladdin R.D. IM5 Client
3.6.0.1600 Ha AaHHEIN KoMAbloTep. YTobkl NpoaomHMTE,
HEMMTE KHOMKY "fanse” MM HEMMUTE KHonky "OTMeHa"™
ANA 3EEEPLUEHUA YCTAHOBKH,

Puc. 150 - OkHo npusemcmaus Macmepa ycmaHosku JMS Client

2. Haxmure Oanee.
OT06pazuTCa cneaytoLLee OKHO.

ﬂHL[EHSVIDH HOE ColmnaweHne

BAKHO:

NOMANYACTA, BHUMATENBHO MPOYWTAATE AAHHOE NMUEH3IMOHHOE

SR ALIE AT IR P TR A T T M AT e IR T AR AR AL IR

o A OPHHUMEKD YCNOBHA MMUEHIMOHHOMO COMNALIEHHA

(®) '] He MPMHUMAID YCNOBWA MMLEHIMOHHOTD COrNAEHUA:

Puc. 151 - OkHo nuueH3uoHHo020 coenawieHus

3. Bb|6ep|4Te q NPpUHUMAlI0 YCN10BUA JIMLLEH3UOHHOrO corfialleHusa 1 HaXxMuTe Danee.
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OTobpasuTca cnepytoLiee OKHO.

0bbIuHaR

YCTAHAENMBAET Hanbonee oblLME KOMMOHEHTEI NpUNoKEHHA,
PexomeHayeTcA Ana BONEUMHCTES NONE30BATENEA,

Bwibopounan

MozBoNAET BeIBPETH, KEKME KOMMOHEHTEI NporpamMel ByayT
YCTEHOBNEHb!, M YKA38Th NanKy YCTEHOBKM, PaccuMTaHo Ha
OMEITHEIX NONE30EaTENSH,

NMonusan

BYLyT YCTEHOBNEHB! BCE KOMMNOHEHTHI.

Haszan ” Oanee | OTMeHa

Puc. 152 - OkHo 8bibopa sapuaHma ycmaHosKu.

4,  LWlenkHute Ha nyHkTe MonHas.

% YT06bI 334aTh NYTb YCTAHOBKM, OT/IMYHBIM OT MYTU MO YMONYaHMI0, BbibepuTe BapuaHT BoibopouHas, BHecHTe
HeobxoaMMble U3MEHEHMS, Noc/e Yero HaxmuTe [anee.

OT06pazuTCa cneaytoLLee OKHO.

HammuTe kHonky “YoTaHosuTe”, 4Tobbl Ha4aTe ycTaHosky, YTobel NpoMOTPETE MK
W3MEHWTL NApPaMeTPLI YCTAHOBKM, HEMMATE KHOMKY "Hasaa ™. HamMuTe KHomky
"OTMEHE" ANA BEIXOAE M3 MPOrPaMMB.

Puc. 153 - OkHO 20mo8HOCMU K yCMAaHoske

5. Haxmute YcTtaHOBUTD.
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Mo 3aBepweHnn yCTaHOBKKM OTOBPA3UTCA CnepytoLiee OKHO.

15 Mporpamma yctaHoekn Aladdin R.D. JMS Client 3.6.0.1600 -

¥YcraHoeBka Aladdin R.D. JMS
Client 3.6.0.1600 ycnewHo
3aBeplUeHa.

HapkmuTe kHonky “ToToBo"™ ANA BeIXOAE M3 NPOrpatMel.

Mocne saBEPLIEHMA YCTAHOBKK BYAET 3anyWweH AreHT.

Hazan OTMeHa

Puc. 154 - OkHo 3asepuwieHus ycmaHosKu

6. HaxmwuTe MoTOBO 414 3aBepLUeHMs NpoOLEeLypbI.
MeHto 6bicTporo 3anycka JMS Client 6yaeT otobpaxaTbcs B 061aCTU YBELOMAEHUI B BUAE 3HAYKA
[4 (Knuent IMS).

8.9.2 Hactponka coeguHerns JMS Client ¢ cepsepom JMS
CyLlecTBytoT CieaytolLme BapuaHTbl HACTPOKkK coeguHeHus JMS Client ¢ cepeepoM JMS (cMm. Tabn. 22).

Tabn. 22 - BapuaHmel Hacmpoliku nodknwoyeHus JIMS Client k cepsepy IMS

Cnoco6 noaknoyeHus OnucaHue

B cnyvae LeHTpannM30BaHHOM HACTPOWMKM NOAKNIOUHMS K cepBepy JMS cneayeT BbINONHUTD
npouenypy, NpeacTaBneHHyio B noapasgene «LleHTpanvMsoBaHHas HacTpoiika
noakntoueHns k cepeepy JMS», c. 105.

Kpome 37oro, B cnyyae ecnu knueHT JMS ycTaHOBNEH Ha BHeJOMeHHOW paboueit cTaHumK
cucteme (cM. «PykoBoacTBo agMuHUCTpaTopa. Yactb 2» [2], pa3nen «BHepomeHHble
pabouune cTaHUMKU»), B ee peecTpe CeyeT BbINONHWUTb CIeAYIOLLME HACTPOMKMU:

LleHTpanv3oBaHHas 1. B pepakTope peecTpa nepeiauTe B pasaen

HaCTpoMKa NOAKIYEHUS HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\Enterprise Application Platform
K cepsepy JMS Client\Default\TransportManager

(r.e. ucnonb3osaxne DNS (ecnu TakoM pasfen oTCyTCTBYeT, co3aaiTe ero).

ana agpecaunmn K

2. B cnydae eciv B 4aHHOM pasfenie peectpa yxe ornpeaesneH cTpokosblit napametp UseDNSSearch,

cepsepy JMS
p py ) npmcaoﬁTe €My 3Ha4yeHune true (true ABNAETCA 3HA4YEeHUEM MO ymonanmo).

3. Co3spaiite cTpokoBbivi napameTp DnsName 1 npucBoiite eMy MMs fOMeHa, B KOTOPOM bl
CO3[aHbl 3aN1cK pecypcos (B npuMepe u3 pasaena «LleHTpanvu3oBaHHasi HaCTpoliKa NOAKIYEHUS
K cepBepy JMS», c. 105, - 370 goMeH test.com).

4. B obnactv yBegOMNEHUI LWENKHUTE NPaBOi KHOMKOW Ha 3Hauke E 1 BblbepuTe Bbixoa.

5. Tepesanyctute cnyx6y Aladdin EAP Client - default.
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Cnoco6 nogkawuyeHus OnucaxHue

PyuHyto HacTpoiiky 06bIMHOrO NOAKNHOUYEHUS CeAYeT BbINOHATL B TOM C/ly4ae, eciv He
MCMNONb3YyeTCs LeHTPaNM30BaHHas HAaCTPOMKa NoakIoueHus K cepeepy JMS unun no kakum-
TO NPUYMHAM MOC/E BbINONHEHWS LLEHTPAIM30BaHHOM HACTPOWMKM NOAK/IIOHYEHUE He
pabotaer.

Y106bI BpYYHYH HAacCTPOWUTb NOAKYEHME K cepepy JMS, BbinoNHUTE cnepyowme
nencreus.

1. B pemaktope peectpa nepeigute B pasaen
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\Enterprise Application Platform
Client\Default\TransportManager

(ecnu Tako pasgen oTCYTCTBYeT, CO34alTe ero).

2. [nga coepnHeHuns co cnyxbon ayteHTudukaumm JMS co3paite cTpokoBbli napameTp StsAddress v
PyuHas HacTpoiika NpUCBOMITE eMy CleayloLlee 3HaYeHue:
NOAKIOYEeHNA K cepBepy

IMS http://<Cepsep_JMS>:9011/EAPENngine/Default/STS

1
=\ 3pecb u panee <Cepsep_JMS> - nonHoe gomeHHoe nms (FQDN) cepsepa JMS, Hanpumep:
srvl.test.com.
3. [Ina coepgmHeHus c cepBepHOM cnyxboii cospaiiTe cTpokoBbIv napametp ServerAddress u B
3aBMCUMOCTM OT TUMNA COEAMHEHNUS MPUCBOWTE EMY OAHO U3 CEAYIOLMX 3HAUEHMIA:

- http://<Cepsep_JMS>:9009/EAPEngine/Default/ClientManager - ans 06bl4HOr0 coeamnHeHus C
cepsepoM JMS (6e3 nopaepxku SSL);

- https://<CepBep_JMS>:9009/EAPEngine/Default/ClientManager - ans coeguHeHus C cepBepoM
JMS c nopnepxkoin SSL.

4. [ns oTkntoyeHue noucka no DNS (Bo nsbexaHne KOHGAMKTOB) CO34aiTe CTPOKOBbIM NapameTp
UseDNSSearch 1 npucsoiite emy 3HaueHwue false (noxb).

5. B 0o6nactv yBeLOMNEHWI LWENKHUTE NPaBO KHOMKOM Ha 3HauKe [, BbIGepuTe Bbixoa.

6. [lepe3sanyctute cnyxby Aladdin EAP Client - default.

8.9.3 Hactporika npoBepku cepTudukata cnyxobl ayteHTudpmkauumn JMS ons BHegOMEHHOW paboyen
CTaHuun

HacTporika npoBepku ceptnudukata cnyxbbl ayteHTUdMKauumn JMS COCTOMT U3 HECKONBbKMX 3Tanos.

1. (M. «HacTpolika npeobpa3oBaHMs UMEH CEPBEPOB» HUXE.

2. (M. «3arpyska 1 ycTaHOBKa cepTuduKaTa LeHTpa ceptudukaumm Microsoft», ¢. 132,

3. (M. «HenocpeacTBeHHaa HacTpoika NpoBepku ceptudmkata cnyxbbl ayTeHTUudUKaumm IMSy, c.
134,

8.9.3.1 HacTtporika npeobpa3oBaHNA NMEH CEPBEPOB
YTt06bl HAacTpoMTb Npeobpa3oBaHUsi UMEH CEPBEPOB, BbINMOMHWUTE AENCTBUS, NPeACTaBNeHHble B Tabn. 23.

Tabn. 23 - BapuaHmel Hacmpoliku npeobpa3osaHus UMeH cepsepos

BapuaHT HacTpoiiku OnucaHue

CM. «LleHTpann3oBaHHas HacTpoika noaknoyeHus K cepsepy JMSy», c. 105 u
«HacTpovika coeanHenuns JMS Client ¢ cepsepoM JMSy, c. 130.

: Mpumeuanusn:

Hacrpoiika DNS 1. Hactpoitka DNS BbinonHsercs eaMHoxabl (ans kaxgoro DNS-cepsepa, B ciyyae ecim ux
HeCKOJbKO) AN BCEX BHEAOMEHHbIX paboumx CTaHLMIA.

2. B cnyyae LeHTpannM30BaHHOW HaCTPOMKKU NOAKNOUEHUS K cepeepy JMS (T.e.
ncrnonb3oBaHus cnyx6bl DNS) ans koppekTHol paboTbl ciyx6bl ayTeHTUdMKaLMK JMS Ha
BHEAOMEHHbIX paboumx CTAHLMAX ITUM CTAHLMAM ClefyeT NpefocTaBuUTb NMPaBO HA YTeHWe
3anucent _eap_client/_eap_client_secure v _eap_sts u B cnyx6e DNS (cMm. pasgen
«LleHTpan13oBaHHas HACcTpoiKa noaxnoyeHus k cepeepy JMS», c. 105).
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BapuaHT HacTpoiiku OnucaHue

Ha paboueri ctaHumu, roe yctaHosneH komnoHeHT JMS Client, nob6asbTe B daiin hosts
IP-appeca 1 nonHble foMeHHble uMeHa (FQDN):

e cepsepa JMS;

e LeHTpa cepTudukaummn Microsoft, koTopbii BblAaBan ceptudukaT Ans cnyxbbl ayTeHTUdUKaLMm

PepaktnpoBanue daina IMS.

hosts
Hanpumep.

192.168.200.100 JMSServer.test.com
192.168.200.105 MSCA.test.com

8.9.3.2 3arpyska v ycTaHoBKa cepTudmkaTa LueHTpa ceptudmkaumm Microsoft

LeicTeus, npuBeaeHHbIE B 3TOM MYHKTE, HE06XOAMMO BbINOMAHATL 11 KOMMNbHOTEPOB C YCTAHOBEHHbBIM
komnoHeHTOoM JMS Client, KOTopble NpY 3TOM He BXOAST B 4OMEH, B KOTOPOM pa3BepHyTa cuctema JMS,

1. CKoMmnbloTepa, Ha KOTOPOM ycTaHoBneH KoMnoHeHT JMS Client, ¢ noMowbio 6paysepa 3ananTe Ha
canT ueHTpa ceptudukaumu: http://<Cepsep_LLC>/certsrv (rae <Cepsep_LLC> - nonHoe umsa
KOMMbIOTEPA, HA KOTOPOM YCTAHOBMEH LLEHTP cepTudumkaumm Microsoft, Bkouas nMsa KomnboTepa
W OMeH, Hanpumep, srvl.test.com).

2. [lpu HeobxoomMMOCTH BBEAMTE YUETHbIE A@HHbIE A4S [OCTYNA K CanTy 1 Haxkmute OK.

OTobpasuTca cTpaHuua LeHTpa ceptudukaumm Microsoft (cm. puc. 155)

@Cnpﬁﬁm cepTudmikcalym Active Directory (Microsoft) | | i&} - - ] mm - Co

Cnyexbel ceprugmragmn Active Directory (Microsoft) — EntCA

HOobpo noxanoBaTb

3707 BeD-CalT NO3BONAET 3aNpPOCUTE CepTU(MKAT ANA Balero eef
3NEKTPOHHON NOYTLI, APYrx Nporpamm. C NoMoLLLI0 CepTudnKaTa
CBOK MMYHOCTL, NOANUCHIBATE W WWGPOBaTE COODUIEHMA, & TAKKE,
3anpoLEeHHOro cepTUuthykaTa, BeINONHATE Apyrue NeACTBUA, CBA3aH
besonacHocTu B MHTepHeTe.

3T0T Beb-caiT No3BONAET TaKKe 3arpyanTe cepTudukaT LleHtpa C
CepTUOUKATOR UMK CNUCOK 0T3kIBa cepTudmkaToe (CRL), a Takke I
3anNpoCoB Ha CepTUMKKAT, HAXOAALMXCA B COCTOAHUKM OXMAAHWA.

HononHutensHele ceeneHnA o cnyxbe ceptudmkaTtoe Active Direct
cmyx0 cepTudmkaumm Active Directory.

BbibepuTe HYXHOE AENCTBUE!
Janpoca cepTudmkaTa

[MpoCMOTP COCTOAHNA OXMAAEMOro 3aNpaca cepTudMKaTa
Jarpyaka ceptudmkata LIC, Lilenoykn ceptudmnkator unun CRL

Puc. 155 - Cmparuua ueHmpa cepmugukayuu Microsoft

3. LlenkHuTe Ha ccobinke 3arpyska ceptugukara LIC, uenouku ceptudukaros unm CRL.
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OTo6pasuTca cnepytoLwas cTtpaHmLa.

@ Cnyx#Bel cepTudmkawm Active Directory (Microsoft) | |

Cnyexbel ceprugmragmn Active Directory (Microsoft) — EntCA

3arpyska ceptuchukara LC, uenoykn ceptuchukatos unu CRL

YTobkl 0BEpPATE CEPTUMUKATAM, BEIOAHHEIM 3TUM LEHTPOM CepTHgd

Yr1obel 3arpyanTe cepTudpukat LLC, uenodky cepTUMKATOR UMM CNMCG
MeToq WK poBaHUA.

Ceprudpukar LIC:

Metog wndppoeaHuna:

& DER

" Base 64
Jarpy3ka ceptudmkata LIC
2arpyaka Lenoukn ceptudmnkatos LIC
3arpyaka nocneadero Basoporo CRL
2arpyaka nocnendero pasHocTHoro CRL

Puc. 156 - CmpaHuua 3azpy3ku cepmugukama uyeHmpa cepmugukayuu Microsoft

4, UenkHute Ha ccbinke 3arpyska ceptugukara LIC.
OTobpasunTca cnepytoLiee OKHO.

3arpy3ka daiina - npeaynpexneHie CHCTEMbl DE3on: ﬂ
OTpaITE MM COXPaHMTE 2TOT thain?
Wma: certnew.cer

A

Tun: Ceprudwmwar GesonacHocTk, 853 DanT
Ws: srvl.test.com

OmrpeITe CoxpaHnTs

MOKET NOEPEOMTE KOMMNBHTED. Ecnm Bl He A0BEPASTE WCTOYHMKY, HE

|ﬁ) Painel us MHTEpHETa MOryT BbITh NONESHEI, HO 3TOT TWN (aling
OTKPLIEEATE M HE COXDEHRAATE 3TOT ain. FPaKTopkl pUCKE

Puc. 157 - CoxpaHeHue KopHeso20 cepmucgukama yeHmpa cepmugukayuu Microsoft

5. Haxmute CoxpaHUTb M YKAXKMTE MyTb K COXPAHEHWUIO KOPHEBOIO CepTUdUKATA LEHTPA
cepTudukaumm Microsoft.

6. YcTtaHOBWTE KOpHEBOM cepTMdMKAT LeHTpa cepTudukaumm Microsoft B xpaHunuiie
[oBeputenbHble KOPHEBbIE LLEHTPbI cepTUdUKaLMKU (CM. Tabn. 24).

1
L\- CepTMq}MKaT [ONXKEH ObITb YCTaHOBNEH KaK B XpaHMNULLLE NOb30BaTeNA, TaK U B XPaHUIULLE KOMMbKOTEPA.
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Tabn. 24 - YcmaHoska KopHego20 cepmugukama ueHmpa cepmugukayuu Microsoft

Bepcusa pokymeHrta: 1.06

Tun .
DeicrBua
XpaHUNULLA
1. [1BOWHbBIM LENYKOM OTKPOMTE OKHO CBOMCTB COXPAHEHHOIO cepTudmKaTa.
2. B otobpasuBwemcs okHe HaxxmMuTe OTKpPbITb.
3. B okHe cBOMCTB cepTdmKaTa Ha Bknaake O6wme HaxxmMuTe YCTAaHOBUTb cepTUMKAT.
4. B oTob6pasuBLIEMCS OKHe MacTepa MMnopTa cepTudukaToB HaxxmuTe Oanee.
XpaHunuwe
5. B otobpasuBemMcs okHe BbibepuTe nyHKT MomecTuTb Bce cepTuduUKaThbl B cnepyioliee XpaHunumiLe, nocie
nonb3oBarens
yero HaxmuTe 0630p.
6. B okHe Bbi6Opa XxpaHMAULLA cepTUdUKATA OTMETbTE NYHKT JloBepeHHble KOPHEBbIe LLEeHTPbl cepTUduKaLmm,
nocne yero Haxmute OK.
7. B okHe MacTepa uMnopTta cepTudmrkaToB HaxxmuTe Janee.
8. B otobpasuBwemcs okHe HaxmuTe FoToBo.
1. W3 KOMaHAHOW CTPOKM BbIMOMHWTE KOMaHLy mmc.
2. B naHenu ynpaBneHus oTobpasusLierocs okHa Bblibepute Maitn -> [,06aBUTb MU YAANIUTL OCHACTKY (MK
HaxkmuTe coveTaHue knasuiw CTRL+M).
3. B neBoi yactv okHa fo6aBneHus 1 yaaneHns ocHacTok Bbibepute Ceptudukarbl M HaxmuTe [J,06aBUTD.
4. B oTobpasuBlueMcs OKHe BbibepuTe y4eTHOM 3anncn KoMnbloTepa 1 Haxmute Nanee.
5. B oTobpasuBemcs okHe BbibepuTe NOKaNbHbIM KOMNbLIOTEPOM U HaxxMuTe FoToBO.
6. B okHe pobaBneHus u yaaneHuns ocHactok HaxmmTe OK.
XpaHunuwe . .
KOMMbloTEDa 7. B okHe ocHacTku cepTUHUKATOB IOKAIbHOMO KOMMbIOTEPA LEeKHUTE NPaBOM KHOMKOM Ha nyHkTe [loBepeHHble
P KOpHeBble LieHTpbl cepTudukaumm 1 Bolbepute Bee 3apaum -> Umnoprt.
8. B okHe MacTepa umnopTa cepTudukaToB Haxmute Oanee.
9. B oTobpasuBLIEMCS OKHE YKaXMUTe NyTb K COXpPaHEHHOMY daiiny LeHTpa cepTudukaumm Microsoft (npu
HeobXx0AMMOCTH BOCNONb3yiMTECh KHONKOM 0630p), nocnie yero HaxxmuTe Janee.
10. B oTobpasuBliemMcs okHe ybeauTtech, 4To oTMeyeH NyHKT MoMecTuTb Bce cepTudUKaThl B cieaylowee
XpaHuauwe v B none XpaHunuile ceptuduKaToB ykasaHo [loBepeHHble KOPHEBbIE LLeHTPbl CepTUDMKALIUK.
11. Haxxmute Danee.
12. B otob6pasuBLieMcs okHe HaxMuTe FoToBo.

8.9.3.3 HenocpencrTBeHHasa HacTpowka NpoBepkM cepTudmkaTa crnyxbbl ayTeHTudmkaymm JIMS

Bo3MOXHbI fBa BapuaHTa HaCTPOWKM NPOBEPKM cepTUdMKaTa Cyxbbl ayTeHTUdMKaumK JIMS cM. Tabn.

25.

Tabn. 25 - BapuaHmel Hacmpolku nposepku cym6bl aymeHmugpukayuu JMS

BapuaHT HacTpoyiku OnucaHue

Ha komnbloTepe, Ha KOTOpoM ycTaHosneH komnoHeHT JMS Client, B BeTke
Otkntoyenune nposepku ceptudukata = peectpa [HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\Enterprise Application
cnyx06bl ayteHTMdmMKaumm JMS Platform Client\Default\TransportManager] no6aBbTe CTPOKOBbIN NapameTp
DisableCrlValidation co 3HaueHMeM 1 NpUCBONMTE eMy 3HaYeHue true (MCTUHA).
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Bepcusa pokymeHrta: 1.06

BapuaHT HacTpoliku

OnucaHue

cnyx6bl ayteHTMdMKaumm JMS Ha
cepBepe LeHTpa cepTuduKaLmm
Microsoft

Hacrpoiika npoBepku ceptudukara ®npumeqauua:

paboumnx cTaHuui.

[aHHOM npoueaypsbl.

BbinonHuTe npoueaypy, NPUBELEHHYIO HUXE B HACTOSILLEM MOAMNYHKTE.

1. NaHHas npouenypa BbIMONHAETCA €UHOXAbI ANa BCEX BHEAOMEHHbIX

2. B cnyyae ecnm fo BbINOMHEHUS AQHHOW MpoLeaypsl Ha cepeepe JMS yxe 6bin
BbIMYLLEH CEPTUPUKAT CNyxbbl ayTeHTUdUKaLumMK JMS, naHHbIi cepTudukaTt
6yneT 3ameLleH CepTMPUKATOM, BbIMYLEHHbIM B PE3Y/bTaTe BbIMONHEHUS

YT06bl HAaCTPOUTL NPOBEPKY cepTUdMKaTa CNYKObl ayTeHTUDUKaLMK JMS Ha cepBepe LeHTpa

cepTndukaumm Microsoft, BbinonHuTe cnepyrome LeNCTBuUS.

1 .
& Ha cepBepe ueHTpa ceptudumkaumum Microsoft momkeH 6biTb yctaHosneH cepsep |IS. Ecnu cepsep He ycTaHOBNEH, BbINOAHUTE
€ro yCTaHOBKY [10 BbIMO/HEHUS NPOLEaypbl.

1. Ha cepsepe ueHTpa ceptudmkauuun Microsoft 0TKpoKrTe 0CHACTKY LleHTpa cepTudmrKaumm.
2. LenkHWTe NpaBoW KHOMKOM Ha LeHTpe cepTudukaummn n Boibepmte CBOMCTBA.

3. B oTobpasusliemcsa okHe nepenaute Ha Bk1aaky Pacwumpenus.
OKHO NpuMeT cneayoWwnii BUA.

Ceoicrea: EntCA _

¥paHunnLLe IcneTyepb! CepTWDUKETOR I AreHTsl NoOEYM 3EAB0K

Ayamt AreHTel BOCCTAHOBNEHWA I BezonacHocTe

Ofiwme I Moayne nonmamakia Moayne BeIXona | Pacwwiperina

BriGepuTe paciimpeHine:

|T|:u4r<a pacnpocTpaHeHwA crnckoe oTseiea (COP) W |

YKEWMTE, OTKY1a NONb30E3TENM MOrYT NONYYTE CIMCKKM 0TSLIES
cepmguicaTos (CRL).

CWWindows'system 32\Cert SrvCert Enroll\<CaName > <CRLName Suffoc: <
|dap:///CN=<CATruncatedName><CRLMName Suffoc:, CN=<ServerShort Mar
http:/ /< ServerDNSMName=/Cert Enroll/ <CaMame »<CRLMName Suffoc:<Detta
file: //<ServerDNSName=/Cert Enroll /<CaName »<CRLName Suffoc=<DeltaC

< m >

Hofaeute... | | Ynanmts

OnyGnukosats CRL no aasHomy agpecy

Brniounte B0 Boe CRL. YkaswieaeT mecto nyBnkawm B Active
Directory npm pyuHoi nyGnAKaLwan.

Brearownte &8 CRL. KnmneHTe ncnonesyto T GaHHLIE ANA NOMCKE B
pazmelleHa Delta CRL.

Brniouate 8 COP-pacluMpeHine BelOGHHBL CENTWDUKETOR
MyGnukawna pasHocTHee: CRLs no appecy

Brnoyate & pacwkperie 1DP eoigaHen: CRL

0K || OmaeHa MNpUMEHTE

Puc. 158 - Bknadka PacwupeHus okHa ceolicms ueHmpa cepmudiukayuu Microsoft

4. B cnucke YKaxuTe, OTKyAa Nonb30BaTeNn MOFYT NOAYYMTb CMUCKKU OT3biBa cepTudukaTos (CRL)
OTMeTbTe CTPOKY, KOTopas HaumHaeTtcs ¢ http://.
5. Hwxe yctaHoBuTe dnaru:

- Bxkmouutb B CRL. KnneHTbl ucnonb3yloT AaHHble Ang noncka B pasMelenusx Delta CRL;

- Bknwuatb B CDP-pacwumpeHme BblaaHHbIX CepTUHUKATOB.

6. Haxxmute anMEHMTb ONna COXpaHEHUA U3MEHEHUI, He 3aKpbiBad OKHO CBOWCTB LEeHTpa

cepTudukaumm Microsoft (no3xe NOHaZOOBMTCA NYTb K CMMCKAM OT3bIBa CepTUDMKATOB, YKA3aAHHbIN
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B nepBOVI CTpOKe Cnucka Ykaxure, OTKyAa noJjib3oBaTesiu MOryT NO/Iy4nTb CMUCKU OT3bIBaA

ceptudukaros (CRL)).

7. B okHe npegynpexaeHus o nepesarpyske cepeepa HaxmuTe [la ans noaTBEpXKAEHMS AeACTBUS.

o

OTkpovite ocHacTky cepsepa IIS.

9. B neBoi yacTn okHa pasBepHUTE LLENKHUTE NPaBOM KHOMKOM Ha nyHkTe CaiTbl 1 BbibepuTe

[o6aButb Be6-canT (cM. puc. 159).

(& » SRV1 » caiiter »

% CanThl

DuneTpeL = W lMNepelitn

Qain  Pexwm  Cnpaska

@e-- = |8
----- % HEHEﬂbHEH CTRaHuua
‘..ﬂ_ﬂ SRV1 (TESThal)

..... @ Hyﬂm I'IpHJ'IO)KEHHﬁ mn - In} CoctoanHn

F { 8| canT OTIET

b D|‘¥ JoBaeuTe BEB-CANAT..
OJBHOEMTE

5 TlepexntounTECA B PEKMM NPOCMOTRE COAEPKMMOTD

Puc. 159 - [obasneHue Ho8020 8eb-calima

OTobpasunTca cnepytoLiee OKHO.

Hma canra: Myn npuacxeqni:
| | |DefauHAppPool

Katanor COJepHHUMOra

Duznyeckuii nyTe:

| [=]

Mpoeepka NOANMHHOCT

| Mogkn. Kak... ‘ | TecT HacTpoekK...

Mpueaska

Tum: IP-aapec:

|http v| |Bce HEHA3HAYEHHEIE

Mma yzna:

Mpumep: www.contoso.com wan marketing.contoso.com

[#] 3anycTuTe seb-caiit cefivac

Puc. 160 - OkHo 0obasneHus Ho8020 8eb-calima

10. BbimonHuTe cnepylowme HaCTPOMKM:
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10.1. B none Umsa caiite BBEauTE UMS CalTa.

10.2. B none ®usauveckuii NyTb yKaxuTe NyTb K KaTanory co cnuckamm ot3biBa ceptudukara (cm. puc. 158, c.
135).

\= MyTb cnepyet ykasbiBaTb Ao CertSrv BkaounTensHo. Mo ymonyauuio 3to nyth: C:\Windows\system32\ CertSrv.

11. Haxmute OK, uTobbl COXpaHUTb U3IMEHEHMSI.

12. B neBoi 4acTu OKHa LWENKHMTE OTMETbTE CO3AAHHbIN CAalT, NOCNE YEero B LLEHTPasbHOM YacTu
3KpaHa ABOMHBIM LENYKOM OTKPOIMTE HaCTpoikM (PuabTpaums 3anpocos.

13. B HacTpoikax ¢dunbTpaumm 3anpocoB B KONOHKe JlelcTBus cnpaBa LWenkHUTe Ha cCbinke M3meHuTb
napamerTpbl.
OT06paszuTCa cnepytoLLee OKHO.

W3mMeHeHWe NapaMeTpos GUALTPaLWMKM 3anpaoc... _

Obwwe

PaspelunTe He yKa3aHHBIE pACLUMPEHNA MMEH dainos
PazpelunTe KoMaHABI, OTCYTCTEYHOLLME B CIIMCKE
PazpelunTe cMMEDNEI paclUMpeHHOro Habopa

[ ] Paspewwms asoiinoe npeoBpazosaHne

OrpaHnyeHna 3anpocos

MakcumansHas gonyctumas gnuHa cogepxmmorc (Bait):
30000000 |

MakcumansHan anuna URL-aapeca (Gait):
|4096 |

MakcumaneHan 4nuHa cTpokK 2anpoca (BaiT):

|a|:t43 |

0K ‘ | OTtmena

Puc. 161 - lNapamempel ¢punsmpayuu 3anpocos

14. YctaHosuTe dnar Paspewntb ABolHOE npeobpasoBaHue 1 HaxmuTe OK, 4Tobbl COXpaHUTb
U3MEHEHMUS.

15. Y6epuTech B TOM, 4TO Yepe3 6pay3ep MOXHO 3arpy3uTb LLeIOCTHbINA CMCOK OT3blBa CepTURMKATOB
M Pa3HOCTHbIM CMMCOK OT3bIBa CEPTU(HUKATOB MO CEAYIOWMM CCbUTKAM:

- http://<pomen>/CertEnroll/<Uma LLC>.crl (LenocTHbIN CNMCOK OT3bIBa CEPTUPUKATOBY);

- http://<pomen>/CertEnroll/<Uma LLC>+.crl (pa3HOCTHBIN CNUCOK OT3bIBa CEPTUDUKATOB).
- Hanpumep:

- http://test.com/CertEnroll/EntCA.crl;

- http://test.com/CertEnroll/EntCA+.crl.

16. BbinycTtute HOBbLIM cepTUPUKAT ANns cyx6bl ayteHTUGUKaumum IMS no wabnoHy Komnblotep n
NoACTaBbTe €ro B HACTPOKKY CNyx6bl ayTeHTUdmkaumm JMS (cm. «HacTpoiiku cepsuca
ayTeHTUduKauumn JMS», c. 182)m ybeautechb B TOM, 4TO B CBOMCTBAX CEPTUPUKATA YKa3aH HYXKHbIW
NyTb K CMIUCKY OT3bIBA CepTMU(MKATOB (B HaweM npumepe: http://test.com/CertEnroll/EntCA.crl).
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8.9.4 HacTpoiika napameTpoB aBTOMaTUYECKOrO OTKPbITUSA/3aKPbITUSI KITMEHTCKOrO ceaHca

JMS no3BonseT HaCTPOUTb aBTOMAaTUUYECKOE OTKPbITUE MU 3aKPbITUE KIIMEHTCKOrO CeaHca no
HacTynneHun cnepytowmx cobbituii (CM. Tabn. 26).

Tabn. 26 - Bo3mMoxHbie cobbIMuUs OMKPLIMUS/3aKPLIMUS KIUEHMCK020 CeaHca

LeiictBue CobbiTHE

OTKpbITHE CeaHca o 3anyck ytunutbl KnueHt JMS.

o [lopgcoenmHeHune 3NEKTPOHHOI0 K/K4a K KOMMbKOTEPY.

o OTCOeLMHEHME 3NeKTPOHHOIO K043, C MOMOLLbI0 KOTOPOTro Bbla OTKPBIT TEKYLUMI CeaHC.
3akpbiThe ceaHca

o [loTeps coeaunHeHus ¢ cepsepom JMS.

Mo YMONYaHUIO aBTOMaTU4eCckoe OTKprTl/Ie/BaKprTl/Ie KTIMEHTCKOro ceaHca no HactynaeHnn
COOTBETCTBYHLLETO coObITUA OTKNOUEHO. YTOObI BKIHOUYNTb aBTOMATUYECKOE OTKprTMe/BaKprTVIe

KNINMEHTCKOro CceéaHca, BbiNoO/IHUTE Cneaywume OeNCTBMS.

1. Ha komnbloTepe, Ha KOTOpOM ycTaHoBneH komnoHeHT JMS Client, 3anyctute pegaktop peecTpa
(@8N5 3TOro BbIMNOMHUTE U3 KOMAHAHOM CTPOKM KOMaHay regedit).

2. B oTobpasuBuemcs okHe neperaute B pasgen
HKEY_CURRENT_USER\SOFTWARE\Aladdin\Enterprise Application Platform Client\SessionManager\
(ecnu pasgen oTCyTCTBYET, CO34alTe ero).

3. OtpepakTupyiTe (Mnu co3panTe, eCiv OHM OTCYTCTBYHOT) C/ieylolue CTPOKOBbIE MapaMeTpbl (CM.
Tabn. 27).

Tabn. 27 - Hacmpolika cobbimuli 0mKpbsImus,/3akpbimus ceaHca

Deicteue CTpoKoBbIii NapameTp OnucaHue

OTKpbIBaTb CeaHC Mpu 3anycke yTunuTbl KnueHT JMS. Jonyctumble
3HAYeHus:

OpenSessionOnAppStart e true - HaCTPOIiKa BK/KOYEHa;
o false - HacTpolika oTknloYeHa.

Hactporika no ymonuanuto: false (HacTpoiika oTkI4UeHa).

OTKprBaTb CeaHC nNpn noacoeanHEHUU INEKTPOHHOIO K/KO4Ya K
KOMMNbKOTEPY. ﬂ,OI'IyCTl/IMbIe 3Ha4YeHUAa:

OpenSessionOnDeviceConnected e true - HacTpoiika BKNOYEHA,
o false — HacTpolika oTknloueHa.

HacTpoiika no ymonyaHumto: false (HacTpoika OTK/IOUEHA).
OTKpbITHE

CeaHca

OTKprBaTb CeaHC Npun BbIXOAE U3 XAOYLWEro Uan cndawero pexxmma
KOMNbOTEPa. ,D.OI'IYCTMMbIe 3HayeHuqa:

OpenSessionOnResume e true - HACTPOMKa BKNOYEHA;
o false — HacTpoWka oTKtOYeHa.

Hactpoiika no ymonuanuto: false (HacTpoiika oTkIO4YEeHa).

OTKpbIBaTb CEAHC NMPU BOCCTAHOBNEHMN COEAUHEHNS C CEPBEPOM
WK C KTMEHTCKOM cnyxboit. [lonycTuMble 3HaYeHus:

OpenSessionOnSwitchOnline e true - HAaCTPOIIKa BKNOYEHA;
o false — HacTpolika oTknlOueHa.

Hactpoiika no ymonuanuto: false (HacTpoiika oTkIO4YEeHa).
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DevictBue CTpoKoBbliii NapameTp OnucaHue

3aKpbIBaTb CEAHC NpW NOTEpe CoeMHEHUSs C cepeepoM JMS.,
[onyctuMble 3HaYEHUS:

CloseSessionOnSwitchOffline e true - HAaCTPOIIKa BKKOYEHA;
o false — HacTpoWka OTKItOYEHa.

Hactporika no ymonuanutio: false (HacTpoiika oTka4YEHa).

3akpbiTne

C€aHc 3aKpbiBaTb CEAHC NPY OTCOEAMHEHUM INEKTPOHHOIO K/Ya, C
NMOMOLLbI KOTOPOro Bbin OTKPBIT TEKYLWMIA ceaHC. [lonycTumblie
3HaYeHUs:

CloseSessionOnDeviceDisconnected . .
o true - HaCTpPOWKa BKNKOYEHA;

o false — HacTpolika oTKnoYeHa.

Hactporika no ymonuanutio: false (HacTpoiika oTkI4YeHa).

4, Nepesanyctute ytunuty Knuent JMS.
8.9.5 Jlorvka OTKpbITUSA KIMEHTCKOrO ceaHca

B 3aBMCMMOCTM OT TMNA COBbLITHS, 3anyckKarwuiero K/IMEHTCKWUIA CeaHc MCNONb3YETCA pa3Hada 10rMKa Bxoaa:

e OpenSessionOnDeviceConnected (noacoeanHeHne 31eKTPOHHOIO Koya) — cM. Tabn. 28, c. 140;

e OpenSessionOnAppStart (3anyck ytunutel KnueHt JMS) - cMm. Tabn. 29, c. 140;

e OpenSessionOnResume (OTKpbITME CEAHCA MPU BbIXOAE U3 XAYLLEr0 UK CMSLLErO pexXmuMa
KOMMblOTEpA) — CM. Tabn. 29, c. 140;

e OpenSessionOnSwitchOnline (0TKpbITWE CeaHCa NpU BOCCTAHOBAEHMUS COEAMHEHUS C CEPBEPOM UM
C KIMEHTCKOM cnyxboMn) - cm. Tabn. 29, c. 140.
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Tabn. 28 - Ycnosus omkpsimus KaueHmckozo0 ceaqca no cobsimuro OpenSessionOnDeviceConnected

Ycnosue BapuaHTbl BbINOIHEHUS YCNIOBUS
Mpownbiit BXOA coxpaHeH [Ha Het la
Bxopa ocywectenserca B
Y He nmeet 3HaveHuns He nmeet 3HaueHuns He nmeet 3HaueHus
AOMEHe
Cnoco6 npolunoro Bxoaa Mo 3neKTpOHHOMY K/touy He nmeet 3HaueHus Mo naponto Windows
Kon-Bo noacoeanHeHHbIX
. 1 v 6onee 1 1
3N1EeKTPOHHbIX K/KoUein
Ha noacoeanHeHHOM
3N1EKTPOHHOM KJll04e ecTb [Ha Ha Ha
ayTeHTUUKaTOp
AytenTtudukarop
noAcoeAUHEHHOIo
3N1EKTPOHHOrO K/I04a Oa He aktyanbHo He aktyanbHo
COOTBETCTBYET paHee
COXpaHEeHHOMY
CeaHc OTKpbIBAETCS C MOMOLLbIO
CeaHC OTKpbIBAETCS C NOMOLLBIO 3IEKTPOHHOIO € AMHCTBEHHOTO CeaHc OTKpbIBAETCS C NOMOLLbIO
PesynbTtar KNto4a, yeii ayTeHTUdUKaTop bl COXpaHEH BO NOLCORAMHEHHOTO €MHCTBEHHOIO NOACOEANHEHHOIO
BpeMs NPOLIOro BXoaa. 3/1EKTPOHHOrO KAtoYa.
3/1eKTPOHHOrOo KA4a.
Tabn. 29 - Ycnosus omkpsimus KaueHmckozo ceadca no cobsimusm OpenSessionOnAppStart, OpenSessionOnResume, OpenSessionOnSwitchOnline
Ycnosue u .
BapuaHTbl cobnioaeHus ycnoBuii u pesynbTart
pe3ynbrar

Mpownbiit BXOA

COXpaHeH fia Her
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Ycnosue n -
BapuaHTbl cobn0aeHua ycnoBuii u pesynbtart
pe3ynbTar
Bxop,
He nmeet
ocyliecTBnseTcs B Oa Het Het Oa
3HayeHus
AOMEHe
Mo
Cnoco6 npownoro Mo naponto Mo naponto
3/1EKTPOHHOMY . . He akTyanbHo He akTyanbHo
BX04a Windows Windows
KIouy
. Bxop no Bxon no
Hactpoiika
npuopwTeTa He aktyanbHo He aktyanbHO He aktyanbHo = He aktyanbHo = He akTyanbHo He aktyanbHO He 3apaHa naposnto 3NEKTPOHHOMY
Windows KN4y
Kon-so
NoACcoeAUHEHHBIX 0 unu bonee He umeer He umeet
1 v 6onee 0 n 6onee 0 n 6onee 1 0 1 Bbonee 1
3NEeKTPOHHbIX 1 3HaYeHus 3HaYeHus
Ko4en
Ha
noAcoeAUHEHHOM He nmeet He nmeet He nmeet He nmeet He nmeet
Ha Oa He aktyanbHO Oa
KNKo4e ecTb 3HayeHus 3HayeHus 3HayeHus 3HaYeHus 3HaYeHus
ayTeHTUdUKaTOp
AyteHTudukarop
noACOeAUHEHHOrO
3N1EeKTPOHHOro
He nmeet He nmeet He nmeet
KAo4a Ha He aktyanoHo = He aktyanbHo - He aktyanbHoO He nmeet 3HaueHus
3HaYeHus 3HaYeHus 3HaYeHus
COOTBETCTBYET
paHee
COXpaHEeHHOMY
Bxon KnuneHtckui OTkpbITHE Bxop Ha skpaHe
Ha skpaHe Monb3oBaTen
ocyulectensetc  Bxop ceaHc Bxopn, KJIMEHTCKOro Bxopn, ocylle = nonb3osat
Pesynbtat nonb3osarens 10
1 no oCyLecTBAsEeTC OTKpbIBAETCS OCylecTBNSETC = CeaHca oCywecTBnseTCc - CTBng  ens
. oTobpaxaeTtc oTobpaxaeTc - -
SMEKTPOHHOMY £ M0 IOMEHHOA OKHO no 4 OKHO 9 M0 JOMEHHOM | OCyLecTBAseTcs 9 M0 4OMEHHON = eTcs oTtobpaxae
K/touy, No noacoeamHeH C no TCS OKHO
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Ycnosue u .
BapuaHTbl cobn0aeHua ycnoBuii u pesynbtart

pe3ynbTar
KOTOPOMY BXOA, | Yy4YeTHOM BblbOpa TMMA = HOMY ayTeHTUdUKA = y4YeTHOM MCMNONb30BAHMEM  YYETHOM 3NeKT = ayTeHTUdu
6bin1 3anucwm. BXOJa. 3/1EKTPOHHOM = Uu#n 3anucu. [OMEHHOM 3anucu. POHHO = Kaumu
OCYLECTBNEH B y KN4y y4YeTHOM 3anucu My
NpoLWAbIV pas. KN4y
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JMS Client no3sonsieT otobpaxkaTb Ha 3KpaHe Mo/b30BaTeNs COOOLWEHMS CNeayoLMX TUMOB:

e  MHOOPMAUMOHHbIE COOBLLEHMS;
° npenynpexneHus;

e OLWMOKMN.

Monb3oBatens JMS ¢ noMoLb0 MeHIO B 061aCTH YBEAOMEHUI MOXKET SIBHO yKa3aTb, 0TOOpaxaTb Mn
HeT TOT UK MHOM TUN coobuenuns (cM. puc. 162).

Takxe CyLwecCcTByeT BO3MOXHOCTb HACTPOUTb NMapaMeTpbl 0T06pa)KEHMﬂ Co06LLEHNI Ans BCeX

OTKPBITE

CecovA nonesosaTens

HoypHan colbimimig

MoK&a3aTE NOCNEAHIOH owMBKy

MoKa3aTk NOCNEaHHA OTHET O CHHXPOHMZGELWAH

MHOOPMALMOHHBIE

MokasslBaTs coobweHHa

QO MNporpamme. ..

Brixon

MpeaynpexneHHa
Owmbrm

i &E@%%ﬂ’l‘

Puc. 162 - BkntoyeHue/omkntoyeHue ygedomneHull

nonb3oBaTenei KOMNboTEPa NOCPeLCTBOM peaakTMPOBaHUS peecTpa — NpU 3TOM M0Jib30BaTeNIbCKMe
HaCTPOMKM BCE paBHO UMEIDT NpUMOpUTET. TaknMM 06pa3oMm, obLme HaCcTpOMKKM OToBpaXKeHUs

YBELOMJIEHNI BYLYT UMETb CUTY [0 TEX MOP, NMOKa MO/b30BATENb HE M3MEHUT 3TW HACTPOMKM.

YTo6bl HACTPOWTL MapaMeTpbl OTOBPAXXEHUS YBEAOMEHUM, BbINMOJHUTE CeayoLLMe AENCTBUS.

1. B pa3pene peectpa HKEY_LOCAL_MACHINE\Software\Aladdin\Enterprise Application Platform
Client\ cozgaiite napametp DWORD BaloonShowLevel.
2. [lpucsoiTe CO30aHHOMY NapaMeTpy HYXXHOE 3HaYeHue, PyKOBOACTBYACH Tabn. 30.

Tabn. 30 - Hacmpolika omobpaxeHus ysedomMaeHul Ha 3KpaHe nosib3osameneli

MNMoka3biBaTb
lMokasbiBaTb
3HaueHue MH(hOPMaLMOHHbIE MokasbiBaTh NpeaynpexaeHus
OLUMOKM
coobuieHus
0 Het Het Het
1 Oa Het Het
2 Het Na Het
3 Oa Oa Het
4 Het Het Oa
5 [a Het Ha
6 Het Oa Oa
7 Ha Na Oa
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10.

11.

ObecneyeHne LenocTHOCTU M 3alnTbl OT
HecaHKUMOHMpoBaHHOro goctyna dannos 1O JMS

[nsa obecneyveHms uenoctHoctu MO JMS katanorun ons yCTaHOBKM €ro KOMMNOHEHTOB, @ UMEHHO:

e CA\Program Files\Enterprise Management System Server\ — ons komnoHeHTa JMS Server;
e CA\Program Files\EAP Administrative Client\ — ans komnoHeHTa JMS Admin;

o (CA\Program Files\EAP Client\ — ana komnoHeHTa JMS Client;

e (C\Program Files\Aladdin\JaCarta Authentication Server\ — ong komnoHeHTa JAS [3]

He JO/MKHbI BbITb AOCTYMNHbI HEMPUBUAErMPOBAHHBIM MOJIb30BATENAM AN f00aBNEHNS U MOoAMbUKaLMK
¢aiinos.

%npumeqauue. B nepeyHe ykasaHbl KaTanoru Ans yCTaHOBKM MO yMONYaHuio. B cnydyae BbiGopa B MacTepe YCTaHOBKM OMLUM
«BblbopoyHas» (cM. HanpuMep, Puc. 64, c. 67) TpeboBaHMe OTHOCUTCS K YKa3aHHOMY B MacTepe KaTanory yCTaHOBKM Ans
KOHKpeTHOro KoMnoHeHTa JMS.

O6HoBneHne JMS

[na o6bHoBNeHUs JMS Ha HOBYIO BEPCUIO CHavana yaanuTe BCE YCTAHOB/EHHbIE KOMMNOHEHTbI JMS, nocne
4ero BbIMOJIHUTE YCTAHOBKY HOBbIX BEPCUIA KOMMOHEHTOB JMS M nepBOHAYanbHY0 HACTPOMKY
KoHbuWrypauum, ucnonb3ys BapuaHt Mcnonb3oBaTb HaCTPOMKM OT NpeabiayLiei YCTaHOBKK (CM. puc. 79,
c. 76).

MeHto ynpasneHnusi cepsepom JMS B obnactn ysegomneHnn

UTto6bl OTKPbITb MEHIO YnpaBneHus JMS Server, WwWenkHUTE NpaBoi KHOMKOM Ha 3Ha4Ke S| (CepBep IMS) B
obnactn yBeLOMNEHUNA.

MeHio ByaeT UMeTb CnesyoLwmii BUA.

OTKpPBITh...
¥npaenenue [
KpuntoxpaHunuwe v

KypHan cobeiTui

O Mporpamme..,

Beixog

Puc. 163 - MeHto ynpasneHus IMS Server
MeHto npefocTaBngeT LOCTYN K CAeAyoWMM HacTporkaMm (cM. Tabn. 31).

Tabn. 31 - MeHto 6eicmpozo 3anycka

lMyHKT MeHI0 MopnyHKT/ONMCaHue

OTKpbITb

OTKpbIBaeT OKHO ynpasneHuns cepsepoM JMS (cMm. «OkHo ynpaeneHus cepsepom JMS» H
cTp. 145).
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MyHKT MeHI0

MoanyHKT/OnucaHue

Ynpaenevue

CopepxuT cnepytolme NoANYHKTbI:

Crapr - 3anyckaert cepsep JMS;

Cron - octaHaBnuBaet paboTy cepsepa JMS;

Maysa - npuocTtaHaBnmBaeT paboTy cepsepa JMS;

Mpoaonxutb - Bo306HOBNsIET paboTy cepBepa JMS nocne npuocTaHoBKM;

Pectapt - nepesanyckaert cepsep JMS.

KpuntoxpaHunuwe

CopepXuT cnesyowme noanyHKTbI:

CMOHTUPOBaTb — MOHTUPYET KPUNTOXPAHUAULLE (HanpuUMep, eCliM OHO He BblI0 CMOHTMPOBAHO BO
BpeMSs NepBOHaYaNbHOM HACTPOMKKM KOHbUIypaLmm);

ﬂeMOHTMpOBaTb — AEMOHTUPYET KPUNTOXPAHUNULLE.

XypHan co6biTuit

(PKypHan npunoxeHuin n
cnyx6 Windows)

OTKkpbIBaeT XypHan npunoxeHui n cnyx6 OC Windows.

O Mporpamme

OTob6paxaet ceeneHus o JMS.

Bbixop,

CKpbIBaEeT 3Ha4OK H (Cepsep JMS) n3 obnactu ysegomneHui. Ytobbl BHOBb 0TOOPa3UThL
3Havok, B MeHto Myck BbibepuTe JaCarta Management System -> Cepep JMS.

12. OkHo ynpasneHusa cepsepom JMS (cepBEpPHbLIN areHT)

UT06bI OTKPbITH OKHO YNpaBneHus cepeepoM JMS, wenkHWTe NpaBoi KHOMKOM Ha 3HaYKe S| (Cepsep
JMS) B obnactu yBenomneHuit n Boibepute OTKpbITb. OTOOpPa3MBLIEECS OKHO OyaeT UMeTb CEMb BKIALOK

(cm. Tabn. 32).

Tabn. 32 - Bknadku okHa ynpagneHus cepgepom JIMS

Bknapka OnucaHKe 1 ccbinka Ha COOTBETCTBYIOLLMIA NoApasaen
Otobpaxaet ctatyc cepsepa JMS u ctatyc kpuntoxpaHuauwa JMS, a Takxe nossonser
Craryc 0CTaHaBNMBaTb M Nepe3anyckaTtb cepeep JMS u MOHTUPOBaTb/LEMOHTUPOBATb

KpunToxpaHunuuie (nogpobHee cM. «CtaTtycy, c. 146).

Macrep-kniou b/}

Mo3BonseT NpoM3BoAUTL ONepaumm C MacTep-Ka4yoM 6asbl AaHHbIX, TakMe Kak
pe3epBHOE KOMMPOBAHUE, BOCCTAHOB/IEHWE, OT3bIB M 3aMeHa MacTep-kntoya b,
(noppobHee cM. «Mactep-kntod By, c. 147).

OTobpaxaeT CNMCOK NOCTaBLLMKOB KpunTorpadumm, KOTopble MOXHO MCNOAb30BaTb A4S

KpunTtorpacdus WnbpoBaHUs KpUNToxXpaHunuwia JMS, a Takxe nossosnsieT 406aBKUTb HOBbIE MOCTABLUMUKM
kpuntorpadum (noapobHee cMm. «Kpuntorpadus», c. 161).
T OTobpaxaeT CNMCOK YCTAaHOBNEHHbIX JIMLLEH3MI, a TaKxe No3BoNseT 06aBUTb HOBble

JIMLEH3UN UK YAANUTb CylecTBylowme (nogpobHee cM. «JIMLeH3uu», c. 165).

Katanoru yueTHbix 3anucei

OTobpaxaeT CNUCOK UCMONb3yeMbIX KaTanoroB yYeTHbIX 3anucei, a TakxKe Nno3sonseT
3aperucTpuMpoBaTh HOBbIM KAaTanor y4eTHbIX 3aMUCel UM HACTPOUTb NapaMeTpbl yxe
ncnonb3yemoro (nogpobHee cM. «KaTanoru yyeTHbix 3anucei», c. 171).
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Bknapka OnucaHue M CCblUIKa Ha COOTBETCTBYIOLLMIA NOApa3Aen

OTobpaxaeT AelCTBYOLWME NPUBS3KM KATasloroB YYETHbIX 3aMuCen, a TakxKe No3BonseT
MpuBasku katanoros 3aperMcTpuMpoBaTh HOBYHO NPUBA3KY KaTanora y4eTHbIX 3anucei (noapobHee cM.
«[pUBA3KM KaTanoroB y4eTHbIX 3anucen», c. 172).

Mo3BONSAET BbINOAHUTL NEPBOHAYANBHYIO HACTPOWKY KOHOMUIYypaumu, a TakKe no3sonser
HaCTPOUTb NapaMeTpbl:

e cepBepHol cnyx6bl Aladdin EAP Engine Service;

Hactpoitka
P o CnyX0bl ayTeHTUMKaLMK JMS;
® paCcCbUIKM YBEJ,OM/IEHUIA MO SNEKTPOHHOM MouTe.
MNMonpobHee cM. «HacTpovikay, ¢. 176.
Mo3BonseT BbINOAHWUTb HACTPOMKM:
Be3sonacHocTb

® napaMeTpoB cepBuca ayTeHTUdUKauum («HacTpoiiku cepBuca ayteHTUdmKaumm JMSy, c. 182);
® nopnepxuBaembix Bepcuit npotokonos SSL/TLS («Hactpoikm npotokona SSL/TLS», c. 183)

Ha 370l BKnagke 0TobpaxkatoTcs 3aperncTpupoBaHHblie B JMS KOHHeKTOpbl. KOHHEKTOp -
KoHHekTOpbI NPOrpaMMHbIi KOMMNOHEHT, PaCLUMPSIOWMI PYHKLMOHaNbHOCTb JMS. MoapobHee cM.
«KoHHeKTOpbI», C. 185.

OTobparkaet cTaTyc noaknodeHus k cepeepy JAS, a Takxke NO3BONSET BbIMONHUTD

Hactpoitkn JAS HaCTpOMKM Takoro noakntoueHus. NMoapobHee cM. «Hactpoiku JAS», c. 186.

12.1 CraTtycC

Bknazka Cratyc okHa ynpaeneHus cepeepom JMS Bbirngaaut cnenyowmm obpasom (cM. puc. 164).

Cepsep JMS (JASDOMAIN\aagMUHKWCTRATOP)

MNpuEAzKW KaTanoroE | Hactpoiika | BezonacHocTs | Hactpaliky JAS KoHHerTopEI

mec| MacTep+nioy B | KpunTorpagua | IMuueHs KaTtanoru yueTHeDx 3anucei

Cepeep
ﬁ}ﬁ Cratyc cepeepa: PatoTaet
Cepsep HaxoAMTCR B paBOTAKILWLEM COCTORHMA. ARMUHMC TPE THEHLIA
MHTEPGEAC QOCTYNEH, 3aNpock! KIMEHTOE 0BCMyXMEITCA B

FEEMCUMOCTA 0T COCTORHWMA KPMNTORDEHANMLLE.

Crapt Cron Naysa MpogonxKTs MNepesanvemite

KpMnToxpaHunnLLe

Cratyc kpunToxpanvniwa:  CMoHTMpoBaHo

KpunToxpaHunuie cvoHTWposaHo. Cepeep oBCnykMBaET 3anpocki
CBASEHHBIE C AOCTYMOM K SELUMULEHHEIM EHHEIM.

CMOHTMPOBETL KPMMTOXPaHUIWLLE [eMOHTWPOBaTE KPMITOXDEHWIALLE
0 nporpamme  Bepcows 3.7.0.1635 OfHOBUTE | | JaKpeITe

Puc. 164 - Bknadka Cmamyc
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Bknanka CraTtyc cofepXuT cneaytoLime 31eMeHTbl (CM. Tabn. 33).

Tabn. 33 - Bknaoka Cmamyc

Cekuus dnemeHT OnucaHue
Craryc cepBepa OTob6parkaet cocTosHue cepepa JMS Ha TekyLMit MOMEHT.
Crapt 3anyckaet cepsep JMS (Bnepsble UK Nocie OCTAHOBKM).
Cron OctaHaBnuBaet paboTy cepsepa JMS.
CepBep
Maysa MNpuocTtaHasnmBaeT paboTy cepeepa JMS.
Mpogonmxkutb Bo3obHoBnseT paboty cepsepa JMS (nocne npMocTaHoBKM).
MNepesanycTutb Mepe3anyckaeT cepeep JMS.
Cratyc KpMNTOXpaHMAULA OTob6parkaeT TEKYLMIA CTAaTyC KPUNTOXPAHUULLA.
CmoKTUpoBaTH MoOHTMpYeT (NOAKNI0YaAET) KPUMTOXPAHUAULLE
KpuntoxpaHunuiie KpuntoxpaHunuwe Py A P P e
AemonTuposars [emMoHTUpyeT (OTKOYaeT) KpUNTOXPaHWUAULLE
KPUNTOXPaHUNULLE Py P P e

[ng 06HOBNEHUS OTOOpaXKAEMbIX CBEAEHWUN LWEeNKHUTE Ha KHONKe OGHOBUTD.

12.2 Mactep-knoy B[

Bknanka Macrep-kntou Bl BbirnaamT cnepyowmm obpasom (cm. puc. 165).

AO «AnapauH P. I.», 1995-2021 .

Cepeep JMS (JASDOMAIMN\aaMKWHWUCTRaTOP)

pOiiKa | BesonacHocTe | HacTpoiikcn JAS KoHHeK TopE

KpwnTorpagma | TueHzmA | KaTanory yyeTHeX SanMcei

Coz0aTts pESEpEHYHD KOMWKD MECTep4nioya 6a361 A3HHED

ﬁ PESEEBHDB KOMWpOESHWE MACTED-HNHDYS E;Q

Bocctanoeuts mactep+moy BIT
BoccTaHoBMTE MacTep4nioy B33k ASHHBX M3 PESEPEHOR KoK

Otoseats mactep+moy BT
OToseate Tekywmi MacTep-ioy Baskl GaHHEN ¥ DEMOHTWPOBATE

KPWATOXPEHMANLLE

ﬁ CmeHuTe macTep+enioy B0

et
f & ) CmeHnTs MACTEp-+K MY B33kl AAHHBI NDW Ero YCTAPEEaHM MW
KOMMPOME TaLM

O nporpamme  Bepcws 3.7.0.1635 | OEHOBWMTE || 3aKpeITe

Puc. 165 - Bknadka Macmep-kntoy b/
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JTa BKIAAKa COLEPXKMT CCbITKM, KOTOPbIE MO3BO/SIOT BbINOMHATL ONEpaLMmM C MacTep-Katoyom bl
(cm. Tabn. 34).

Tabn. 34 - Bknadka Macmep-knroy b/]

Ccbinka OnucaHue

PesepBHOe KonMpoBaHMe MacTep-KalO4a  3anyckaet npoueaypy CO34aHus pesepBHOM Konuu MacTep-kntoda b (cm.
bA «Pe3epBHoe konupoBaHue MacTep-knto4a by, c. 148).

3anyckaert npoueaypy BOCCTaHOBNEHUS MacTep-kitoya b (cm.

BoccTaHoBuTb MacTep-Kniou b,
P «BoccTaHoBneHne mactep-kntoua by, c. 151).

Oro3BaTh MacTep-kntoy B} 3anyckaet npouenypy oT3biBa MacTep kntoda bl (cM. «OT3bIB MacTep-
kntoya b», c. 155).

CMeHuTs MacTep-kniod BLL E:;\;Y{c;;z;nsor:%ypy cMeHbl MacTep-kntoya bl (cMm. «CMeHa MacTep-

[ng 06HOBNEHUS OTOOpaXKAEMbIX CBEAEHWUN LWeNKHUTE Ha KHoNKe O6HOBUTD.
12.2.1 Pe3sepBHOe KonupoBaHne macTtep-knoyva b

% [lns ycnewHoro BbINOMHEHWS pe3epBHOM0 KONMpOoBaHMS MacTep-kitoya b/l anekTpoHHbIi kntoy onepatopa JMS nomkeH 6biTb
NOACOEAMHEH K KOMMbIOTEPY.

OKHO NpUBETCTBUS MacTepa pe3epBHOrO KOMMPOBAHMA MacTep-katoda bl BbIrNsSauT cnepyowmm
obpazom (cM. puc. 166).

MacTep pe3epEHOIC KONMPOBAaHMA MacTep-kitoda b .

Bac npueeTcTByeT MacTtep
pe3epBHOI0 KONMUpOBaHWA
MacTep-Knmoua bl

MacTep pesepeHoro KONWPOBEHWA MACTEPHIONE
MOMOraeT COXPEHWTE PESEPEHYI KOMMIO MaCTEP-NoYa
Basel QaHHEX Cepeepa.

ng npogomxeHna Haxmute Hanee,

Puc. 166 - OkHo npugemcmesus Macmepa pe3epsHo20 KonuposaHus Macmep-kaw4a b/

1. Haxmute Danee.

% [1lns ycnewHoro BbINOMHEHUS NpoLesypbl HE06X0AMMO, YTOBbI SAEKTPOHHbIN Koy onepartopa JMS 6bin noacoefmHeH K
KOMMbloTepy.
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OTobpasuTca cnepytoliee OKHO.

| < Hasan || Oanee > | |

Puc. 167 - 3adaHue nymu coxpaHeHus ¢gaiina pezepsHoli konuu macmep-kaoya b/

2. Bocnonb3oBaBlumch kHoMKol 0630p, 3aaaiTe NyTb COXPAHEHUS U UMS daliia pe3epBHOM KOMUK
Mactep-kntova b1, nocne yero HaxmuTe Hdanee.
OTobpasunTca cnepytoLiee OKHO.

BeemiTe v nogTEEpaMTe Napons.

Mapone:
| | NOK&38Th NEP0NE

[nuHa ponxHa BeITe He MeHes & cMBONOE.

CreH BaTE NEpon:
MoaTeepxasHwe Napons:
| CKOMMPOBETE NEponk

| « Hasan || Oanee > | | Cmaeqa |

Puc. 168 - OkHo 3a0aHus napons 0na gaiina pezepsHoli Konuu Macmep-kao4a b/

3. B nonax Naponb u MoarsepxaeHue napons 3aante naponb Ans ¢anna pesepeHOM Konuu
MacTep-kntoya bl u BBeauTe noaTeepxKAeHMEe COOTBETCTBEHHO (MAapo/b AOMKEH COLEPXATb He
MeHee BOCbMM CMMBOJIOB), NOC/e Yero HaxmuTte Oanee.
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OTobpasuTca cnepytoliee OKHO.

MacTepom cofpaHa BCA HeofXoAMMER MHBODMALMA ANA PE3EPEHOD KOMMPOBEHUA
macTep knioya. Haxnure "Hanee” ana sanycka npouecca ik "Hasan" ans soseparta k
HACTPORKEM .

[MapameTpel pesepBHOro KOMMpoBaHWA

‘Popmar: ‘Paiin, sawMweHHEIR naponem

“Faiin: CA\Downloads‘backup.eml

| < Hasan || Oanee > | |

Puc. 169 - OkHO nodmesepxoeHuUs napamempos coxpaHeHus gaiina pezepsHoli konuu macmep-kaoya b/l

4, Haxmute Oanee.
5. Ecnu noseutca okHo Beoa PIN-koma (cM. puc. 170), seegute PIN-kog nonb3osatens ans
3N1EeKTPOHHOrO KJto4a onepatopa JMS, nocne yero Haxxmute OK.

EBseaute PIN:

Puc. 170 - OkHo Beod PIN-koda

6. OTO6pasuTCa crepyloLee OKHO.
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P Paborta MacTepa ycneuHo
3aBeplleHa

AnagauH

MacTep yonewHo coxpaHun pesepeHyo Konuio
MECTep-+Nio4a 63361 AaHHEIK CEpEEpa.

HaxnuTe JageplumTs, uTofbl SakpeiTe MacTep.

< Hazan ||§aaepu|»wh| | OmveHa |

Puc. 171 - OkHo 3asepuwieHuss pabomel Macmepa co30aHus pe3epsHoli konuu macmep-kao4a b/

7.  Haxmwute 3aBepwmuTb — pesepBHas Konua Mactep-kioya bl coxpaHeHa.

12.2.2 BocctaHoBreHue mactep-knoya b

OkHo NPpMBETCTBUA MACTEPa BOCCTAHOBNEHNA MACTEP-K/KOYa B[, Bbirnsgut caenyrwmm O6p830M.

Bac npuBetcTByeT MacTtep
BOCCTaHOBJIEHUA MacTep-Knioya

(31

AnagauH)™

MacTep BoccTaHOBNEHWA MacTep+nioua BI1 nomoraeT
BOCCTEHOBMTE A0CTYN K B33€ AaHHbIX CepEepa
MOMOLLEH PESEPEHOA KOMMK MaCTEDHIIOUE .

Ina npogomkeHA Haxkmute danee.

< Hazan || DOanee > | | CmveHa |

Puc. 172 - OkHO npusemcmaus Macmepa 80cCmMaHos8aeHus Mmacmep-kao4a b/l

1. Haxmute Danee.
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OTobpasuTca cnepytoliee OKHO.

| <« Hasan || Oanee > | | Cmeqa

Puc. 173 - OkHo sbibopa ¢alina pezepsHoli konuu Macmep-Kao4a

2. Bocnonb3yitech kHomnkor 0630p, UTobbl yKazaTb NyTb K Gaiiny pe3epBHOM KOMUMKU MacTep-K4a
b, nocne yero Haxxmute [danee.
OTobpasunTca cnepytoLiee OKHO.

Beemre napones.

Maponk:

| <« Hasan || Oanee > | | Cmeqa

Puc. 174 - OkHo 8800a napons 0as ¢aiina pesepsHoli Konuu Macmep-Kao4a

3. B none Maponb BBeauTe Naponb, 3aWwmwatowmin han pe3epBHOM KOMMM MacTep-KaYa, nocie
yero HaxkmuTte Oanee.
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OTobpasuTca cnepytoliee OKHO.

YiaxuTe cepTMOUIKaT onepaTopa, KoTopei GyaeT MCNoNESoBaH ANA WWPPOBaHWA
BOCCTAHABNMBEEMOI KpunTokomam MacTep+nioda B Oonycmamo wcnonssosaHue
Teiywero ceptudvkata B B, nubo nepepervcTpawMa HOBOMD CepTUgMKETa S
3NEKTPOHHOMD KNS,

|_ i @ JaperucTPMpOBaTE HOBEIA CEPTWRMKAT US NAMATW SNEKTDOHHOND KNoYa

n [nA 33WMTEl KPUNTOKOMMM MacTep+noua b GyneT saperncTpUpoBaH
HOBEIA CEPTMDMKET M3 aNeKTpoHHoro Kntowa. HMenonesyiTe gaHHy0 onuwao B
CMyuYEE MCTEYEHWA CPOKE ASACTBMA CEPTWRMKETE UMW M0 KOMMPOMETALIM .

| — |
=-‘ O Menonesosats cywecTts Wi CepTMMKET B
-t

[nA sawm Tl KpunTokonu mMacTep+cnioua B GyneT nenonbsosaH Tekywmi
CEPTUPMKAT OMNEpETORaE.

| <« Hasan || Oanee > | | Cmeqa

Puc. 175 - OkHo 8bibopa cepmucgpukama onepamopa
4, Bbibepute noaxonsiimMin BaM BapuaHT:

- 3aperncTpuMpoBaTb HOBbIM CepTUdUKAT U3 NAMSATH 3NEKTPOHHOIO K/0Ya;
- Mcnonb3oBath cylwecTsyowmit ceptudukar 8 b/,

B HacTosLei npouenype 4ns NpUMepa UCMob3yeTcs NyHKT 3aperncTpupoBaTh HOBbIN cepTUdUKAT U3 NaMATU
3NEKTPOHHOrO KO4A — B 3TOM C/ly4ae 3MEKTPOHHbIM Kitoy onepatopa JMS pomxeH GbiTb MOACOEAMHEH K KOMMbIOTEPY.

5. Haxmwute Oanee.
OT06paszuTCa cnepytoLLee OKHO.

@ CepTunurKaTel Ha 3NEKTPOHHOM KIloYe

BriBepuTe cepmidmkar:

Kony BblaaH Cpok aeicTewa MoCTEBLWLMK KpUNTOrpagan
15.11.2014 Microgoft Enhanced CSP

Puc. 176 - Bbibop cepmugukama e naMmsamu 31€KmMpoHHO20 K/K4a

6. BbibepuTe HyxHbIM cepTudmMKaT U HaxxmuTe OK.
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OTobpasuTca cnepytoliee OKHO.

MacTepom cofipasa BCA HeoBX0MMAR MHPOPMALIMA ANA BOCCTAHOENEHIA MACTED-K U
B, Haxrure "danewe" ana sanycka npouecca miv "Hasaa" ana eosepata k

MNapameTpel BoCCTEHOBNEHWA
Fopmar: ‘FEIAN, FEWMLLEHHEIR Naponem
Cepmdwikar: PerucTpawmna Hosoro cepdbnikaTa onepatopa

Fain: CA\Downloads‘backupd.eml

<« Hasan || Oanee > | | Cmeqa

Puc. 177 - OkHo nodmeepxOeHus napamempos neped 80CCMAHOBIEHUEM MACMep-KtoYa

7. Haxmure Oanee.
8. Beegnute PIN-kop nonb3oBaTtens anekTPpOHHOro kntoya onepatopa JMS, ecnv otobpazutcs

COOTBETCTBYHOLLEE OKHO.

OkHo BBoAa PIN-koaa MoxeT He nosiBuTbCs, ecam PIN-kon 6bin BBefeH 3apaHee v B HacTpoikax JC-Client/eToken PKI

Client/EanHoro knunenTa JaCarta yctaHoBneHa HacTpolika kewmpoBanus PIN-kon nonb3oBatens.

Mo 3aBepLleEHNN BOCCTAHOBNIEHNA MaCTEP-KNKO4Ya b4 0T06pa3VITC'i| cneaywuiee OKHO.

AnaganH)™ Pabota MacTtepa ycnewHo
3aBeplueHa

MacTep yonewro BoccTaHoBMN MacTep-+nioy Basel
AEHHBX CEPEEPE U3 PESEPEHOMA KoMK,

Haxmute Jaeepwnte, 4yTofsl sakpeime Mactep.

< Hasan ||§aaep|.LMTh | | Cmena

Puc. 178 - OkHo 3asepuieHus npouedypsl 80CCMAHOBNEHUS MACMeP-K/o4a

9.  HaxmuTe 3aBepwuTb 411 3aBEPLIEHMS NMPOLLEYPbI.
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12.2.3 Ort3bIB MacTep-kntova B

OKHO MpMBETCTBMA MacTepa OT3blBa MacTeP-K/OYa BbIMISAANT CIEAYIOWMM 06pasoM.,

Bac npuBetcTByeT MacTtep
OT3biBa macTep-kmoya bl

AnagauH)™

MacTep oTskisa macTep+ioua B nossonseT BeNoMHWTE
BnokWpoBKy Tekywero macTep+«nioua B & cnyyae era
womnpomeTaw. OTossaHHEIR MacTep+oy B He
MOkET BbITe MCNONBZ0BEH ANA MOHTUPOBEHWA
KPUNTOXPEHMIWILE W paBoTel C KNIDYaMK WWdPoEaHWA
mckoB. Mocne BEINOMHEHWA 0TSEIEE KPUMTOXDEHWNWLLE
GyneT aBTOMaTHYECKMW AeMoHTWpoBaHo. [Ona
BOCCTAHOBNEHWA PaBoThI KpMA TOXPEHUNMLLE Heofxo Mo
BEINOMHWTE CMEHY MacTep-cniova B

[na npopon#eHtA HakmuTe Janee.

< Hazan || DOanee > | | CmveHa |

Puc. 179 - OkHo npusemcmaus macmepa om3biea Mmacmep-kaoya b/

1. Haxwmurte Oanee.
OT06pazuTCa cnepytoLLee OKHO.

YicanmTe MPHYWHY 0TSBIEa MacTep+Knoya G336 JAHHBD

McTeueHme cpoka ASRCTBMA MacTepHiova Baskl AaHHE

KorameHTapiit;

< Hazan || DOanee > | |

Puc. 180 - OKHO yKazaHus npu4UHsl om3eiga Macmep-kawya b/l
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2. B packpbiBatowemcs cnucke yKaxuTe NPpUUMHY OT3blBa MacTep-knkoya 6asbl AaHHbIX (CM. puc. 181).

Yicaxure MPHHAHY 0T3RIED M3CTEpHNDYE 6336! AaHHBD:

McTeueHWe cpoKa ASRCTEMA MACTED+HNOUE Ba3kl AGHHE
WMcTeyeHWe cpoKa OACTEMA MacTep-+noya 6a36! AAHHLD
KomnpomeTawa macTep-cnioya Basel GaHHLX
WeTeueHve cpoka AeicTEMA CEPTUOUKATE

YTepA QocTyna K cepTMhUKaTY

WMameHeHWe cocTaBa NOCTABLLMKOE KpWnTorpadm

DOpyran

<« Hasan || Oanee > | | Cmeqa

Puc. 181 - Cnucok npuquH om3eiga Macmep-kaw4a b/l

3. B none KommeHTapwmi1 BBeguTe pa3BepHyTblii KOMMEHTapuin u Haxxmute Janee.
OTobpasunTca cnegytoLiee OKHO.

MacTepom cofipasa BCA HeofxXoMMMaA MHPOPMALMA ANA BEINONHEHMA OTSEIES
macTep+niova B, Haxrawte "Hanee" ana sanycka npouecca v "Hasaa" ana

BOSBPETE K HECTPOMKEM .

MapameTpkl oTstiEa MacTep+ioua B0
MpKyvHaE OT3LIES: Opyran

KorareHTapwit:

TeKcT KOMMEHTApHA

<« Hasan || Oanee > | | Cmeqa |

Puc. 182 - OkHo nodmeepoeHus hapamempos 0m3ei8a Macmep-kawya b/l

4.  Haxmute Oanee.
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Mo 3aBepweHun oT3biBa MacTep-katoda bl otobpasnTca cnepytoliee OKHO.

Pabota Mactepa oT3bBa
yCrielHo 3aBepiueHa

AnagauH)™

Bl yonewHo 3aepluMnig Boe HeoSxo MMBle WaEri
MacTtepa no otseiey Mactep+nioua BI. Mactep+moy
B[l =afnokMpoBaH ¥ He MoxeT BeiTe MCNonE30BaH ANA
MOHTMPOBEHWA KpunToxpaHunvwa. [lne soccTaHoBneHWA
pabioTel HEoBXomMO NPOBECTH NPOLEAYDY CMEHBI
macTep+nioda B

[] 2anycime Mactep cMeHsl macTep+<nioua B

Haxmute Jaeepwnte, 4yTofsl sakpeime Mactep.

< Hasan ||§aaep|.mm| | Cmena |

Puc. 183 - OkHo 3asepuwieHuss npouedypbl om3siea macmep-kao4a b/

5. [lpu HeobxoammocTn yctaHoBuTe dnar 3anyctute Mactep cMeHbl MacTep-katoua b,

B 3ToM cnyyae no 3aBeplueHnn npoLeaypbl 0T3bIBa MacTep-kitoya bl oTobpasuTcs okHO MacTepa NPUMBETCTBUS CMeHbI
% Mactep-kntoyda bJ, (cM nyHkT «CMeHa MacTep-kitoya b1»).

6. Haxmwute 3aBepwiutb.

12.2.4 CwmeHa macTep-knoya bl

OKHO NpMBETCTBMS MacTepa CMeHbI MacTep-kitoda bl BbIraanT cnefyowmm o6pasom.

Bac npuBeTtcTByeT Mactep cMeHhl

AnagauH)™
macTep-Kmoyda b]],

3101 MacTep NossonMT BEINOAHWTE CMEHY YCTAPEBLIErQ
MK CHOMMPOMETUPOEEHHOrD MaCTEpKNoua. CMeHa
macTep+nioda BI MoxeT SaHATE HECKONEKO MUHYT, B
TEYEHWE KOTOPbIX CEpBep BYAET HEADCTYMEH.

[na npopon#eHtA HakmuTe Janee.

< Hazan || DOanee > | | CmveHa |

Puc. 184 - OkHo npusemcmaus Macmepa cMeHsl Macmep-kato4a b/

1. Haxmute Danee.

[lns ycnewHoro BbINOMHEHUS NpoLesypbl HE06X0AMMO, YTOObI 3AEKTPOHHbIN Koy onepaTtopa JMS 6bin noacoefmHeH K
KOMMbIOTEPY.
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OTobpasuTca cnepytoliee OKHO.

MpoBEpKa HANWYMA AOCTYNE K CEPTUMKETY ONEPETOPE HA 3NEKTPOHHOM KNHue
BbINOMHEHS YCTEWHO .
MoxanyicTa, He BEIHUMEATE 3NEKTPOHHBIA KMoy A0 38BEPLUEHWA CMEHE! MaCTEP+ NMOYE

[na npoponxeHA HakmuTe " danee".

DmevaTok TEKYLWEro cepTURUKaTE:
B4CBBAMEEEFBEFS8AG4TZ70271DEISI257EIFERS

| <« Hasan || Oanee > | | Cmeqa

Puc. 185 - OkHo nposepku docmyna k cepmucgpukamy onepamopa JMS e namsmu 31eKmpoHHO20 K/o4ya

2. Haxmure Oanee.
OTobpasunTca cnegytoLiee OKHO.

YKaEkuTe CEpTMOUKAT ONEPETOPE, KOTopbIA GyAeT MCNoNES0BaH ANA LWMBPOBEHWA
KpWNToKONMK Hosoro MacTep+nioya BI. JonycTimo wcnonb3osaqwve Tekylero
cepguiaTa & B, nuo nepeperncTpaLmA HOBOro CEPTUMKATE M3 3NEKTPOHHOMO

— @ JaperucTpMpOBaTE HOBEIA CEPTWRMKAET US NAMATW SNEKTDOHHOND KNoYa

n [nA 33WMTEl KPUNTOKOMMM MacTep+noua b GyneT saperncTpUpoBaH
HOBEIA CEPTMDMKET M3 aNeKTpoHHoro Kntowa. HMenonesyiTe gaHHy0 onuwao B
CMyuYEE MCTEYEHWA CPOKE ASACTBMA CEPTWRMKETE UMW M0 KOMMPOMETALIM .

| — |
—-*- Menonesosats cywecTts Wi CepTMMKET B
-t

[nA sawm Tl KpunTokonu mMacTep+cnioua B GyneT nenonbsosaH Tekywmi
CEPTUPMKAT OMNEpETORaE.

| <« Hasan || Oanee > | | Cmeqa

Puc. 186 - OkHo 8bibopa cepmugpukama onepamopa JMS

3. BbibepuTe noaxopswumii BaM BapuaHT:

- 3aperucTpupoBaTtb HOBbI CEPTU(PUKAT U3 NaMATU INEKTPOHHOIO K/KUa;
- MWcnonb3oBatb cywectBytowmin ceptudukar B b/,

B HacToswel npouesype Ans NPUMEpPa UCMOMb3YeTCs MyHKT 3aperncTpupoBaTh HOBbIN cepTMdUKAT U3 NaMATU
% 3NEKTPOHHOTO KAIouYa.

4, Haxmute ODanee.
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OTobpasuTca cnepytoliee OKHO.

ﬁ' CepTudukaTel Ha 3NEKTPOHHOM KIlloYe

BrifepuTe cEpTUOMKET:

Koray BelgaH Cpok aefcTEMR
15.11.2014

Puc. 187 - Bbibop cepmugukama onepamopa JIMS

5. Bbibepute HyxHbI cepTudukaT u Haxxmute OK.
OT06pazuTCa cneaytoLLee OKHO.

MacTtepom cofpaHa BoA Heo@0QMMaA MHBODMELWAR ANA BEINONHEHWA CMEHE!
macTep+nioua B, Haxmute "Hanee" ana sanycka npougcca wn "Hazan" ana
BOSBPATE K HECTPOMKAM,

MNapameTpel cMeHsl MacTep+nioua B

CepmigukaT: WcrnonbzyeTcn TeKylwmil cepTMdMKET onepaTtopa

KpuntoHacTpolikk no  Microsoft Enhanced CSP
YMOMYEHWID:

Puc. 188 - OkHo nodmeepxdeHus napamempos

6. Haxmute Oanee.
7. B cootBetcTBytoweM okHe BBeanTe PIN-kof nonb3oBaTens aneKTPOHHOro Kitoua onepatopa JMS u
noateepaute BeofA, Haxas OK.
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Mpu ycnewHol cMeHe MacTep-Kkitoda bl oTobpasuTcs cnemyowee oKHO.

CoctopHue:  Yenewdo sasepuieH

CBpaforano kpunTokonmit mactep+oniouei B 1/1. Owwbox - 0

OBpafoTaHo SaWwnWEHHED SEHHED 0/0. OwwBow - 0

< Hasan || Lanee > | | Cmena |

Puc. 189 - YcnewHoe 3agepuieHue cMeHbl Macmep-kaoya b/l

8. Haxmute Oanee.
OT06pasnTCca OKHO 3aBepLUEHMS NpoLesypbl CMEHbI MacTep-katoya b,

AnaganH)™ Pabota MacTtepa ycnewHo
3aBeplueHa

MacTep+moy B yenewno o6HosneH. CywecTsyowme
KPMATOKOMMKM AMCKOBBI KNoYei Nepewndposatel. [na
MPOAOMXEHWA PaBioTsl HeoBxo MO CMOHTMPOBATE
KPMATOXDEHMIMLLE . TEKKE PEKOMEHIYETCA BEINONHWTE
PESEPEHOE KOMWPOBaHWE HOBOMD MaCTEp-KNo4a.

[ CMOHTMpOBATE KPMNTOXPEHMIWLLE NPW SSEEPLWEHWA

[#] BeinonHuTL pesEpBEHDE KOMMPOBAHWE HOBOMD KN4

Haxmute Jaeepwnte, 4yTofsl sakpeime Mactep.

< Hasan ||§aaep|.mm| | Cmena |

Puc. 190 - OkHo 3asepuieHust npouyedypbl CMeHbl Macmep-kawya b/l
9. [lpu HeobxoamnMoCTH yCcTaHOBUTE dnaru:

- CMOHTMpOBaTb KPUNTOXPAHUAULLE NPU 3aBEPLUEHUM;

- BbInonHUTbL pe3epBHOE KOMMPOBaHME HOBOFO K/OYA — B 3TOM CJly4ae Noc/e HaxKaTus KHOMKM
3aBepwnTb 0TOOPA3UTCS OKHO NPUBETCTBUS MacTepa pe3epBHOro KOMMPOBaHWUS CO3aHHOM0
MacTtep-kntoya bl (cM. nyHKT «Pe3epBHOe KonuMpoBaHue Mactep-kntoua by»).

10. HaxmuTe 3aBepLumTb.
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12.3 Kpuntorpadus

Bknapka Kpuntorpadus otobpaxaeT CnMCOK yCTaHOBAEHHbIX MOCTaBLMKOB KpunTorpaduu, KoTopble
MOXHO MCNOMb30BaTh ANS WWPPOBAHUS KpUNToxpaHunmiua JMS. HacTpoiku Ha 3ToM BKafke He UMetoT
OTHOLUEHMS K BO3MOXHOCTU UCNONb30BaHMSA NOCTaBLLMKA KpUNTOrpadum Ans BbiNycKa 31eKTPOHHbIX
KNHoYen.

12.3.1 O6wwun Bna Brknagku Kpuntorpadus

Bknapka Kpuntorpadwus soirnaamt cneyowmm o6pasom.

5 Cepeep IMS (JASDOMAIN\agmuHucTpatop)

[pMERAZKI KETAnoros | HacTpoiika I besonacHocTe | HacTpoiiki JAS KoHHeK TPkl

Cratyc MacTep+cnioy B |KFM|'|T°|'DE|WH| TnueHzMm | Katanoru yueTHEDX Sanvcei

3aperucTpPMPOESHHEIE NOCTABLLMIH KPMMTOrPamMM:

Aran Mo nioueH
i°h Microscft Enhanced CSP Ja

o QKoMK TE NOCTABWMKKA KDWNTOrpadui
0 Mo QKNoYNTE HOBLIE NOCTABLLMIKN KpUNTOrpadian M HBCTPOMTE I

0 nporpamme  Bepcwa 3.7.0.1635 |Q5Hoﬁwrb || JaKpeITe

Puc. 191 - Bknaoka Kpunmozpagus

Ccbinka MoAKNIOUUTL NOCTABLUMKM KpunTorpacmm Nno3BosisSieET 3aMyCTUTb NPOLLEesypY NOAK/IOYEHUS
HOBOTO MocTaBLMKa KpunTorpadum (cM. «MoAKIYEHME NOCTABLLMKA KPUNTOrpadum» HUXE).
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12.3.2 TlogkntoyeHue nocTaBLynKa Kpuntorpacpum

Mpoueaypa NOAK/IOYEHNS HOBOrO MOCTABLLMKA KpunTorpadumu npmuseneHa Ha npumepe Kpuntollpo CSP.

OKHO NPMBETCTBMSI MacTepa NOAK/IYEHMS MOCTABLLMKA KpUNTOrpadum BeIrMSANT CeLyOWMM 06pa3oM.

Macrep nogKIYeHHa NOCTaBIMKOE KpunTorpadim

Bac npuMBeTCTBYeT MacTep
NOAKIIOYEHUA NOCTABLUMKOR

KpunTorpagpum

AnaaguH)™

3ot MacTep nomoxeT BamM NOKMIOYMTE ANA
WCMONBS0EEHA B NPOAYKTE S3PErMCTIMPOBEHHEIE
MOCTEBWMIH KpUnTorpadiam

B pamiax macTepa BymeT BeINONHEHD:

1) Beifop NOCTABILMKE WM M0 KPMATO-HACTDOEK
2) OctaHoeka cepeepa

3) OT3kiB MacTEpHNOYE

4) MogknioyeHne NOCTEEWMIKE KpWNTOrpadm
5) CmeHa macTep+nioua

Ing npogomxerna Haxmute Hanee,

< Hasan | Oanee > I Cmaeqa |

Puc. 192 - OkHo npugemcmesus Macmepa NOOKAKYEHUS NOCMABUWUKA Kpunmozpaguu

1. Haxmwure Oanee.
OTobpasunTca cnepytoLiee OKHO.

MacTep noAKNHYEHHA NOCTaBIMKOE KpunTorpadum

JocTynHele NOCTABWMKW KPHNTOr P9

< Hazan | DOanee > I OmaeHa

Puc. 193 - Bbibop docmynHbix NOCMaswukos kpunmozpagpuu

2. BbibepuTe HyXHbI NOCTaBWMK KpunTorpadum n Haxmute Oanee.

AO «AnapauH P. 1.», 1995-2021 1. YcTaHOBKa M HacTpoika My6anuHbIiA Crp. 162 /229



JaCarta Management System v3.7 Bepcus pokymenta: 1.06

OTobpasuTca cnepytoliee OKHO.

MacTep noAKNHYEHHA NOCTaBIMKOE KpunTorpadum

MocTaswmk kpunTorpadss Anropu wkwdposatma [lnusa kmova Cpok aefictena
KpunTolpo CSP [Kpunmomipe CSP(rOCT) x| 2566ur 36 = mec.

< Hazan | DOanee > I OmaeHa

Puc. 194 - Hacmpolika napamempos kpunmozpaguu

3. BoimonHute HeobxoauMble HAacCTPOMKKU U HaxmuTe [anee.
OT06pazuTCca cnepytoLLee OKHO.

Macrep nogKIYeHHa NOCTaBIMKOE KpunTorpadim

BrIBpaHHEIE KpMNTO-HACTDORKM:

Jawwta BO
[MocTaBIWMK KpMNTOrpadum | AnropwTm | JLnuHa kmiova | Cpok aeficTewa |
KpunTtolpo CSP Kpuntolpo CSP (TOCT) 256 Gut 36 mec

HaxnanTe "[anee” onA BLINONHEHMA OCTAHOBKKM CEPEEDE W SEMYCKa MacTepa 0T3bIEa
macTep+nioya B

<« Hasan | Oanee > I Cmaeqa

Puc. 195 - ModmeepxdeHue napamempos Kpunmozpaguu

4.  HaxmuTte [Oanee.
OT06pasnTCca OKHO NPUBETCTBMA MacTepa OT3blBa MacTep-katoya b/,
5. BbinonHuTe npoueaypy oT3biBa MacTep-katoda bl (cMm. «OT3bIB MacTep-kntoya bI»).
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Mo 3aBepweHun oT3biBa MacTep-katova bl nponsonaeT nepesanyck cepsepa ynpasneHus JMS.,

MacTep noAKNHYEHHA NOCTaBIMKOE KpunTorpadum

Cratyc cnyxbi: 3anywera

&
@ﬁ Cratyc cepeepa; PaBotaet

Cepeep HEXOAMTCA B a6 TALLEM COCTORHMA. AOMUHWCTDATHEHBIA
MHTEpPGEAC AOCTYMEH. 3aNpock! KNMEHTOE 0BCIyXMEIOTCH B
3EBMCUMOCTH OT COCTOAHWA KPUMTOXDEHUNLLE.

|

< Hazan | DOanee > I OmaeHa |

Puc. 196 - [epesanyck cepsepa ynpagneHus

6. Haxmute Oanee.
MNMocne nepesanycka cepeepa ynpasneHus JMS oTobpasutcs cnepyrowee okHo.

Macrep nogKIYeHHa NOCTaBIMKOE KpunTorpadim

Pabota Mactepa noakmnioueHuA
NOCTABLWMKOB KpUNTOrpagmm
yCrelHo 3aBeplueHo

AnaaguH)™

MoaKnoyeHe NOCTABIUMKOE KPUMTOrpadiy SaBEpWeHa.
Ons pansHefwei paiioTs NpoaykTa Heofxommo

BINONHWTE CMEHY MacTep+nioua B

¥ Zanyctute MacTep cMeHel MacTep+nioua b

Haxmute Jaeepwnte, 4yTofsl sakpeime Mactep.

< Hazan QEEIGPLLIHThl OmieHa |

Puc. 197 - 3asepweHue npouedypbl NOOKIOYEHUS NOCMABWUKA Kpunmo2pagpuu

7. HaxmwuTe 3aBepwinTb 4519 3aBepLUEHUS NpoLEeaypbl.

8. Ecnu Bbl octaBnnu oTMedeHHbIM dnar 3anyctutb Mactep cMeHbl Mactep-kawuda B, otobpaszuTcs
OKHO COOTBETCTBYIOLLErO MacTepa — BbIMOAHWTE HEOBX0AMMble feCTBUS, PYKOBOLCTBYSCH
CBeeHWsMM, NpeacTaBneHHbIMKU B MyHKTe «CMeHa MacTep-kntoyva bll», c. 157.

% Mocne cMeHbl MacTep-katoya bl Bam 6y,u.eT npeaoXeHo BbINMOMHUTL pe3epBHOE KONMPOBaHME HOBOro MacTep-katoya b -
BbINOMHWUTE HEOBXOAMMble AeNCTBUS, PYKOBOACTBYSACHb NpeAcTaBAeHHbIMU B NyHKTe «Pe3epBHOE KoNMpoBaHue Mactep-knoda b»,

c. 148.

AO «AnapamH P. ., 1995—-2021 r. YcTaHOBKa M HacTpoika My6anuHbIiA Crp. 164 /229



JaCarta Management System v3.7 Bepcus nokymenta: 1.06

lNo 3aBepLieHMM Bcex Heo6X0AMMbIX NMPOLLeLyp HOBbIM NOCTABLWMK KpunTorpadumn oTobpasmTcs Ha
Bknagke Kpunrorpacdus.

[ Cramyc I MacTepknioy Eﬂl KpunTorpadua | Muuersin l Katanoru yyeTHbix sanuceit I ne<l>

33perncTpMpOBaHHBIE NOCTABLUMKIA KPUNTOrpadui:

Wms
i7 Microsoft Enhanced CSP
&7 Kpunolpo CSP

MNoaxniounTs NOCTaBWMKK KDUATOrpadui
& MonKniouMTs HOBbIE NOCTABLLMKM KPUNTOrPad M HACTPOMTL X

QO nporpamme  Bepcun 2.5.0.541

Puc. 198 - Hoswbili nocmaswuk kpunmozpaguu omobpaxeH é cnucke 3apezucmpupoeaHHblie NOCMAsWUKU Kpunmozpaguu

12.4 JlvueHsun (ycTaHoBKa nuueH3un Ha JMS/JAS)

Bknagka JInueHsuu coaepxut ceeieHns 06 YCTaHOBEHHbIX JIMLLEH3UAX U BbIFAAUT CedyolWmMM 06pasom.

MpueAskaa kaTanoros | Hactpoika BesonacHocTe | KoHHeK TopE
Cratyc MacTep+nioy B | KpwnTorpacgua MaugHzA | KaTanoru yueTHen zancei

38pErnCTPMPOBEHHEIE MMUEHZMA:

Mpoaywkt Tian MNaparmeTpel Cpok geficTena Cranyc Koy

YeTaHoEMTE nUUEHSWID
38perncTpMPOEaTE HE CEPEERE YMPEBNEHMA HOBYID NMLIEHSMIO W3 Gaina

JEMEHUTE NULLEHZWID
3EMEHUTE CYLUECTEYIOWLYID MMUEHZWID HE HOBYIO M3 haina

Yoanute nuueHsmo
YOanTs PErMCTELMID HE CepEepe BeIBDEHHOR MMUEHSA

Bepows 3.7.0.1635 Oosuts | | Zawperms

Puc. 199 - Obwuii suo eknadku JluyeHauu
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Bknazka conepxut cnepyolime aneMeHThl (CM. Tabn. 35).

Tabn. 35 - Inemenmesi 8knaoku JluueH3uu

dnemeHT uHTepdeiica OnucaHue
Cron6ev, Kntou OTobpaxaeT Ky NNLEH3UN
OTobpaxaeT KOMNOHEHT JMS, K KOTOPOMY NPUMEHSIeTCS
Cron6ev, MpoaykT
NNLEH3MS.
Tabnuua
3aperucTpupoBaHHbie
Cron6ev, MapameTpbi OTobpaxaeT fONONHUTEIbHbIE NAPAMETPbI IMLEH3UN.
JIMLLEH3UH
Cron6eu, Cpok peitctBus - OTo6paxaeT CpoK AeNCTBUS NNLEH3UM.
Cron6eu, Cratyc OTob6parkaeT cTaTyC NULLEH3NN.
Ccbinka YcTaHOBUTb IMLLEH3UI0 Mo3BonseT ykasatb NyTb K hanny AUMLEH3UN.

Mo3BonseT 3aMeHnTbL TEKYLWYH NTNUEH3NIO0 Ha Bbl6paHHyP0

Ccbinka 3aMeHUTb IMLEH3UI0
Nonb30BaTENEM.

Ccbinka YAanuTb MMLEH3UI0 Mo3Bonser YyAoanuTb Bbl6paHHyP0 JINLUEH3UIO.

KHonka O6HOBUTb N03BONSIET 0OHOBUTL CBELEHMS, 0T06pa>|<a+ou.w|ec94 B Tabnuue 3aperMCTPMPOBaHHbIe
NIUUEH3UMN.

‘G}npumeqauue. Mocne ycTaHOBKM MOCTOSIHHOM NULLEH3UM OTOBPaxaeTcs OKHO YBeaoMieHUe 06 akTMBaLMM NPOAYKTa,
oTobpaxatoLiee Cpoku ANCTBUS TIMLEH3UM, UMS| KOHTAKTHOTO IMLLA KOMMAHWUM U 3aMnpoc Ha NOATBEPXKAEHUE O NPOYTEHUU
[laHHOTO yBenoMAeHus. [1ns oKoHYaHUs npoLuenypbl YCTaHOBKM JIMLEH3UM CeAYeT OTMETUTb AaHHbIM GAar U HaxaTb KHOMKY
MpuHaTSL.

12.4.1 Bepcum NocTaBkmM NpoayKTa v NULEH3NOHHbIE ONLUMK

JMS MoxeT nocTaBnsTbCsa B Heckonbkux Bepcuax (Tabn. 36), otamyatowmxcs Habopom byHKLUNA.

Bepcua noctaBkm npoayKkTa onpeaensieTcs ycraHaBanBaembiM danoM nuueHsun. Kpome Toro,
CneunanbHo CKOHPUrypupoBaHHaa nuueHsus (hain nMueH3nm) MoXeT onpeaensitb
NOAK/IYEHME/OTK/IIOUYEHNE OTAENbHBIX BO3MOXHOCTEN NPoAyKTa (NoApOOHAs KOHPUrypaums onumi
onpenensieTcs YacTHbIM COrNaLleHneM C 3aKa3unKoM).

ABa)KHO!

1. TapameTpbl nMueH3un otobpaxatotcs B pasaene Hacrpoiiku -> JinueHsumn koHconm ynpasnenus JMS.

2. Kaxpas nuueHsus obecneunBaeT GyHKLMOHUPOBAHWE NPOAYKTA TONbKO B TEYUEHUE YKA3aHHOIO B HEW CpoKa (MapaMeTpsbl
[ata Hauana peicTBua 1 Jlata oKOHYaHUA AeicTBUA B pasaene Hactpoiiku -> JluueHsum). 1o OKOHYaHUM CpOKa AeNCTBUS
NULEeH3uK KntodeBble GyHKLmmn IMS 6nokupytoTcs (MpoaykT nepectaeT paboTtaTs). [1ns npoaneHus HopManbHOro
(YHKLMOHMPOBAHUS NPOAYKTAa HEOOXOAMMO MPUOBPECTU U YCTAaHOBUTD JIMLLEH3UIO HA OYEPEHOM CPOK IKCMIyaTaLMUu.

3. JlnueHsusa JMS ob6bl4HO NOCTaBASETCA C YCI0BMEM NPUBA3KM K oMeHy Active Directory (napametp JlomeH B pasgen
HacTpoitku -> Jiuuensuun koHconu ynpasnenus JMS). B cnyyae ecnn cepsep JMS passepHyT BHe 3TOro foMeHa (Maum ero
noanomeHa), dyHkummn JMS 6nokupyroTcs.
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Tabn. 36 - Bepcuu nocmasku npodykma u UYEH3UOHHbIE onyuu

Bepcusa nocraBku npoaykra / onuus
JIMLLEH3UH

OnucaHue

JaCarta Management System Enterprise
Edition

(Bepcusa npoaykTa, onpenensercs
nuuensmei. Kpatkoe Ha3BaHue Bepcum
- Enterprise. Bepcusa otobpaxaeTcs B
napametpe Tun B pasgen Hactpoiku ->
Jvuensumn koHconu ynpasneHus JMS)

MonHodyHKUMOHaNbHAs BepCus NpoaykTa, obecneymBatoLLas
aBTOMATM3aLMI0 aAMUHUCTPUPOBAHUS INEKTPOHHBIX KNHOYENr Ha
npeanpusatum ¢ ucnonbsosanneM MO KnueHT JMS Ha paboumx ctaHumsX.

JaCarta Management System CA Edition

(Bepcus npoaykTa, onpenensercs
nuensmen. Kpatkue Ha3BaHMs Bepcum
- CA, CA Edition. Bepcus oTobpaxaetcs
B napameTpe Tun B pasnen Hacrpoiiku -
> JluueHsum KoHconu ynpasnexus JMS)

Bepcus npenHasHayveHa Ans 3akasumkos, UCnonb3yowmx JMS ang Bbinycka
60NbLIOrO YMCNA NEKTPOHHbIX KNtoUer 6e3 HeobxoanMoCTH
aBTOMAaTUYECKM aAMUHUCTPUPOBATb 3/IEKTPOHHbIE KNoYM nocpeactsom M0
KnueHt JMS (TvnnyHble 3aKa3ymku Takon KoHbUrypaumm —
yA0CTOBEpSOLWME LEHTPbI).

B naHHOM Bepcum OTK/IOYEHA BO3MOXHOCTb MCMOJIb30BAHUS KOMMOHEHTA
JMS Client Ha pabounx cTaHUMAX, C YEM CBA3AHbI Ciepytolme 0Co6eHHOCTH
nonb30BaTENbCKOrO MHTEepderica:

o B KoHconu ynpasneHus JMS otcytcTyeT pasnen Paboume cTaHumu, a Takke Bce
yNpaBnsioLMe 31eMeHTbl, CBS3aHHble € HacTpovikamu MO KaueHm IMS;

e B cepBepHoM areHTe Cepgep JMS OTCYTCTBYIOT HAaCTPOMKM cepBuca
ayTeHTMdOMKauum ang MO KaueHm JMS v apyrme cBsi3aHHble C HUM HACTPOMKMK.

JluueHsua Ha npaBo ucnonb3oBaHusa MO
«Yuet CK3U»

(Onums B pamMkax daina nMueH3uu ans
NOCTaBNSEMOI BEPCUM MPOAYKTA)

JlnueHsuns obecneunsaet BkntoUeHMe QyHKUMK «YueT CK3W». JInueHsums
perynupyet uncno sk3emnnapos CK3W, kotopble MoryT 6biTb
3aperncTpuMpoBaHbl U aAMUHUCTPUPOBaTbCS nocpencTtsom JMS (nogpobHee
nopsaAoK peryiMpoBaHus cuctemMe cM. «PykoBoACTBO afMUMHUCTpaTOpa.
Yactb 2» [2], pa3pen «KoHconb ynpaBneHus JMS» -> «Yuet CK3M»).

JInueHsusa Ha npaBo MCNoONb30BaHUA
dyHkuun «Mopaepxka USB-TokeHOB U
CMapT-KapT CTOPOHHUX
npousBoauTenen»

(Onums B pamMkax darna nMueH3uu ans
NoCTaBNSIEMON BEPCUM NPOAYKTA)

JInueH3suns obecneunBaeT NOAAEPXKKY INEKTPOHHbIX KNHOUYEN CTOPOHHMX
npoussoautenen, a uMeHHo komnauui: ISBC GROUP, «Aktue» u SafeNet.

JnueHsus perynmpyet 4ncio noanep>XxXmBaembiX 3N1€KTPOHHbIX Knoyen
CTOPOHHUX I'IpOM3BO,EI,MTEI'Ief;1. an npeBbIWEHNN YMCNa
3aperncTpupoBaHHbIX 3NEKTPOHHbIX Knyen (byHKLI,VIl/I perncrtpauma HOBbIX
3NNEKTPOHHbIX K0Yen CTaHOBUTCS HEeAOoCTyMNHa.

Yncno [oCTynHbIX ANS perncTpaummy sneKTPOHHbIX K/loYelr yMeHbLIaeTCs B
MOMEHT perncTpaLum 31eKTPOHHOro Kito4a B JMS 1 yBenuumnsaetcs B
MOMEHT ero yaanenus us JMS (cMm. «PykoBoacTBo agMuHMCTpaTopa. Yactb
2» [2], pa3zaen «)XKU3HEHHbIN LMK 31EKTPOHHOIO Ko4a»)

JInueHsus Ha npaBo ucnonbsosanusa MO
«Mopaepxka BHewHux YL » npoaykra
JaCarta Management System Ha 1
nosb3oBarens

(Onums B pamMkax daina nMueH3uu ana
NoCTaBASIEMOM BEPCUM NPOLYKTA)

JInueH3uns No3BOASIET UCMONb30BaTb KOHHEKTOPbI JMS K BHeWwHUM YL

e YLl Kpunrollpo 1.5
o YLl Kpuntollpo 2.0
o YL ViPNet 4.6

e YL Notary-Pro 2.7

[ONS BbINyCKa cepTUdUKaTOB.

JIMueH3ns Ha Mcnonb3oBaHME KOHKPETHOMO YAOCTOBEPSIIOLLErO LEeHTPa
perynupyeT Y4cno nonb3oBaTtenei, Ans KOTOPbIX AOCTYNEH BbIMYCK
ceptudukata B YL ykazaHHoro npoussoautens/sepcum. (B cnyvae ecnm
nonb3oBaTesb, A1 KOTOPOro BbinyLieH ceptudumkaT, 3a610KMpOoBaH, Unu

AO «AnapauH P. 1.»,1995-2021 r.

YCTaHOBKa M HacTpoiika

My6nunuHbIN

Crp. 167 /229



JaCarta Management System v3.7 Bepcusa pokymeHrta: 1.06

Bepcusa nocraBku npoaykTa / onuus

OnucaHue
JIULLEH3UH

[LeiicTBUe ero ceptudumKaTa npekpaLleHo, IMLEH3US ANSt AAHHOTO
NoNb30BaTENS BO3BPALLAETCS B My JMLEH3MUI LaHHOTO TMNa.)

JlMueH3usa Ha NpaBo UCMOJIb30BaHUS
onuum "Moppepxka JaCarta
Authentication Server” M0 JaCarta
Management System

JlnueHsuns obecnevnBaeT BO3MOXHOCTb MCMOMb30BaHMSA QYHKLMIA cepBepa
ayteHtndukauum JAS (JaCarta Authentication Server) pamkax
noctaeneHHon Bepcun JMS. 06 ycTaHOBKe M HacTpoike cepeepa JAS cm.
(Onuma B pamkax daina MMueH3um Ans 4acTb 3 pyKOBOACTBA aaMUHUCTpaTopa [3].

NoCcTaBNSIEMONM BEPCUM NPOAYKTA)

@npumeqauue. Hacroswas Tabnmua onucbIBaeT TONbKO NULEH3UOHHBIE OMLMK, CBA3AHHbIE C ONepaLmMsIMU KOHOUIYpUpoBaHUs
npoaykta u3 M0 KoHcone ynpasnerus JIMS n Cepsep JMS. NMoppobHyto akTyanbHyto MHGOPMaLMIO O NpaBUax JIMLEH3UMPOBAHHUS C
OMMCaHMeM BCEX JIMLIEH3MOHHbIX OMLMIA CnedyeT 3anpalmnsaTh y NPOM3BOAUTENS NPOAYKTa

12.4.2 AxTuBauusa npogykta

C onepaumein ycTaHOBKMU darina NMLeH3MM CBSI3aHa NpoLeaypa akTMBALMKM NPOAYKTa.

M3HavyanbHO NPOAYKT NOCTABASETCA C KaKTUBALMOHHOM» NuLeH3nen. [locne yCTaHOBKM TakoM NULLEeH3UK
paboTa npofykTa B NOAHOMYHKLMOHANBHOM PEXUME BO3MOXHA JIULLb HAa NPOTXKEHUM
«aKTUBALMOHHOrO» Nepuoaa, onpeaenéHHoro B Takom nuueHsum (06b14HO 2 Hepenw, Puc. 200).

MpMBRSKM KETANOr0B Y4ETHLOC Sanucel | HacTpoiika I BesonacHocTs | KoHHekTopk!

Cranyc Mactep+niou BIO | Kpuntorpadua | MiueHsim | Karanorw yuetHbx sanvcei

2apervcTPMPOBEHHEIS TMUEHINK:

Mpomykr Tun MapameTpi! Cpok geficTena Craryc Kntou
Enterprise Ap... Enterprize Domainalad... 21082019 Deiicten...  bBblz
{ 1] >

ofSaenTs NMLEHSMID
| : JapervcTPUPOBaTE Ha CEPBEPE YMIPEENEHWA HOBYID MMUEHSWID W3 daina

AAMEHAT A e

Puc. 200 - OmobpaxceHue akmugayuoHHol AuyeH3uu

Mo OKOHYaHWM aKTMBALMOHHOIO NEPMUOAA BCE OCHOBHbIE PYHKLMKM NPOAYKTa (KpOME BO3IMOXHOCTH
3aMeHbl/YyCTAHOBKMU NULEH3MM) BNOKMPYIOTCS A0 MOMEHTA YCTAaHOBKM MOCTOSSHHOM nuueH3uu, Puc. 201.

gnpumeqauue. AKTUBALMOHHbIN nepuoa obecneumnsaet beHKLlMOHMpOBaHVIE npoAaykTa B TeCTOBOM peXnMe U He BXOAUT B
dJaKTM‘-IECKM OnNaYeHHbIN nepuojn [eCTBUS NONb30BATENbCKOM IMLEH3MM Ha NpOOYyKT.
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MHCTal'IﬂFILI,VIOHHbIﬁ nakeT

YctaHoBKa JMS
YcTaHoBNEHa aKTUBALMOHHaA Bce dyHKumm JIMS
NnueHsna WCTEK CpOK 3a610KMPOBaHbI
(JMS pabotaeTt B aKTUBALMOHHOW (oxKMaaHme ycTaHOBKM
aKTMBALMOHHOM» PEXUME) NNLEH3UN NOCTOAHHOM IMLLEH3UN)

MonyyeHue 1 ycTaHOBKa
NOCTOAHHOM NNLEH3UM

MNMonyyeHue n
é, yCTaHOBKa
NMOCTOAHHOM

NIMLEH3NU

YcTaHOB/A€Ha NOCTOAHHAA
nnueHsus (JMS paboTaet B
«MNOCTOAHHOM» PeXKUME)

Puc. 201 - fuaepamma nepexodos 0115 npouedypsl akmusayuu JMS

[ns nepeBoaa NpoaykTa B pexmM 00bIYHOM paboTbl (KMOCTOSIHHBIN» PEeXUM), CneayeT YyCTaHOBUTb
MOCTOSIHHYIO IMLLEH3MIO (BbIAAETCS MpOM3BOAUTENEM nonb3oBaTento JMS nocne co3paHug um daiina
«3anpocC Ha aKTUBALMIO», KOTOPbIM reHepupyeTcsl B UHTEPAKTUBHOM pexunme u3 nporpamm Cepsep JMS
unu Konconb ynpaeneHus JMS).

B MOMEHT yCTaHOBKM aKTMBALMOHHOM INLLEH3MM NONb30BATENIO BbIBOAUTCS YBEAOM/IEHME O
HeobXxo4MMOCTH akTMBaLmmM npoaykTa (Puc. 202)

YBegomneHue 0 HEOBXOAWMOCTH aKTMEMPOEaTL MPOoAayKT -

Yeaxaemblil MonbsoBaTens, Gnarogapum Bac sa npuofipeTtenue nporpammdoro obecneveqna JaCara
Management System. [aHHan nuueHzMa 0DecreuMBaET GyHKLMOHWPOBAHWE NPOAYKTE A0 MOMEHTA 8ro
EKTUESLMM (T.2. YCTEHOEKKM NOCTORHHOA NMUEHSMM) B TeueHne 14 oHeid, ¢ 18-09-2019 go 02-10-2019. AxvEaumA
SEKMYAETCA B SaMEHE aKTWEALMOHHON MMUEHSWMK Ha NOCTOAHHYID. ECiv B TeYeHWe yKka3aHHoro BpEMEHK
NpoaykT He GyAeT aKTMBMPOBaH, TO CMCTEMa NepecTaHeT paboTats.

Lnr NOMYY4EHAR NOCTOAHHOA NMUEHSW, NOKENYRCTa, BRINONHMTE 33000C HA aKTHBaI:lL‘ﬂC'I MNocre nony4YeHAUA
MOCTORHHOM MMUEHSMIA BoINOMHWTE ONepaLmMio «3AMEHUTE NUUEHSMIO» HA BENaoKe «f MueH3Ms.

N A noHwmar, 4To ecnv NpogykT He GyOeT aKTMBMPOBaH 40 WCTEYEHWA SKTHESLMOHHON NALEHSIM,
TO OH MepecTaHeT paboTats.

[ A cornaces NpenocTasMTL CEOM NEpCOHaNLHLIE AAHHLIE ANA Vi o6patoTor.

Omena

Puc. 202 - YsedomneHue 0 Heobxo0umocmu akmusayuu npooykma

B 3TOM OKHe nonb3oBaTenb AOMKEH BBECTM NOATBEPXKAEHMS O TOM, YUTO O3HAKOMJIEH C AAHHbBIM
YBELOM/IEHUEM, @ TAaKXKE MOXET 3aMyCTUTb NPOLEeaypy COCTaBNEHMS 3anpoca Ha NoslyYeHUe NOCTOSHHOM
NIULEH3UM.

[ng oopMMpoBaHMSA 3anpoca Ha Nony4YeHUe NOCTOSHHOM JIMLLEH3UMN CNeayeT HaXaTb Ha CCbISIKY 3anpoc
Ha akTMBaumio. [1pu 3ToM 0TOBpasnTCca okHO cnepytollero Buaa (Puc. 203).
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CozaaHMe 3anpoca Ha akTUBaLMK NPOAYKTa

MpomyxT TpeGyeT aKmBawm. [INA aKTWEALWAM NpOaYKTA {MONYYEHWA NOCTOAHHOMA NMLLEHSWMW) NpockBa SanonHKuT
MPeANoHEHHYI HYE DOPMY W COXPEHWTE BESQSHHEIE DAHHEIE B ain. CoxpaHeHHsld hafn HaNpaesTE No agpecy
jms@aladdin+d.ru. Ecnu sanpalwveaeMele AaHHEIE HE GyayT NpenoCTAENEHE!, NPOYKT He ByaeT SKTMEWDOEEH.

|thpaHuTb | | Cmvena |

%npumeqauun:

Puc. 203 - @opma 3anpoca y4emHoix daHHbIX noav3osamens JMS

3anpoc Ha akTUBaLMI0 MOXHO COPMUPOBATH MO3KE U3 KOHCONM YNPABNEHUs CefyOWMMU CNOCOBaMMU.

1. W3 cnpaBoyHoro okHa O nporpamme KoHconu ynpasnexuns JMS. [1ns 3Toro B KOHCONM ynpasnenus JMS B BepxHei
naHenu noboro pasaena Haxxmute O nporpamMme U B NosiBUBLLEMCS OKHe (Puc. 204) HaxMUTe Ha Ccbinky AKTMBaumus

npoAyKTa.

2. B TeyeHue LeNCTBUSA aKTMBALMOHHOM NMLLEH3UM Npu Bbi3oBe KoHconu ynpasnenus JMS Takxe BbloaeTcs
npepynpexaeHue o Heo6X0AMMOCTU aKTMBALIMM NPOAYKTa M NpeanaraeTcs cGopMmUpoBaTh 3aMNpocC HA aKTUBALLMIO.

JaCarta

Management Systemn

sepcua 3.6 cbopra 3.6.0.602

TexXHWYeCcKan NoaAaepIKKa:

Brumanue!

[laHHaRA NpOrpaMMa 3aLLWLLEHa 3HOHOM 06 3ETOPCHIK
NPaBEaX ¥ MEMAYHa POAHBIMK COMNELLEHAAMKA. HE3aHOHHDE
BOCMPOM3EENEHHE MWW PECNPOCTPAHEHNE AEHHOR
NPOrPaMmMbl 1MW NOGB0A 88 YaCTH BNEYET MpaMaaHTHYIo,
BOMUHUCTPATUEHYHO 1 YTONOBHY 10 OTESTCTEEHHOCTE B
COOTEETCTEWM € 3aHoHodaTenscTeoM Poccwitchod @egepauum.

© 1995 - 2019, 3A0 "Anapaud PA" Bee npasa 3alWMILEHB
CepaepHele KOMIOHEHME ©

Puc. 204 - Bbi308 popmbl 3anpoca Ha akmusayuto Yepe3 okHo O npoepamme

3anonHuTe nonsg GopMbl CO34aHMS 3aNpoca Ha aKTMBALMIO, COXpaHuTe 3anpoc B Buae PDF-daiina u
OTNpaBbTE Ha YKA3aHHbIV aapec 31eKTPOHHOM noYThl. [1o nonyyeHUun oTBeTa cneayeT yCTaHoBUTL B JMS
MOCTOSAHHYIO JIMLLEH3MIO, UCNOMb3Ys CCbUTKY 3aMEHUTb IMLLEH3UI0 Ha BKafKe JIuLeH3umu cepBepHOro
areHta (Puc. 199, c. 165).

Mocne ycTaHOBKM MOCTOSIHHASA NuLeH3us ByaeT BoirngaeTs cnenyolwmm obpasom (Puc. 205).

AO «AnapauH P. I.», 1995-2021 .

MpWERASKM KATANOr 0B YYeTHLDC SEMMCeit | HacTpoiika I BesonacHocTs | KoHHerTopb!

Cranyc MacTep+nou B | KpunTorpagwa | MaueHsn | KaTanoru yueTHeD 3anucei

2aperMcTRVPOBaHHEIE MMUEHSMA:

Mpomykt Tun Mapametpel Cpok peicTEMA Cramyc Koy
Enterprise Ap... Entemprise UserCount:1...  13-01-2047 Oeiicten...  Gdede
<] n >

ofiasnTs NMUEHSMO

—_ AANArACTAARARA T HA CRNRANS UMNERASHAT KRR ALSHR0 42 iaiing

Puc. 205 - OmobpaxeHue nocmosiHHoU nuyeH3uu
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12.5 Karanoru yyeTHbIX 3anucemn

Bepcus pokymerta: 1.06

Bknanoka Karanoru Y4YeTHbIX 3anucen COAEPXUT CBEAEHUA O 3aPETMCTPUPOBAHHBIX KaTanorax y4eTHbiX

3anuceil U BbIMSAUT CNedyioWwmM 06pasom.

Cepeep IMS (JASDOMAIN\aaMmHWCTpaTOp)

[pMBRZKI KETANOroE | HacTpoiika | BeszonacHocTe | HacTpoiiki JAS

KoHHer Topkl

Cratyc

Macrep+nioy B | Kpunrorpaduaa | TaueH = | KaTanoru yuemsx sanucei

ZaperncTpUpOBaHHEIE KETANOMW YUETHEX SanMcei:

Tun
Active Directory

HaumeHosaHwe
jasdomain aladdin+d local

JEperucTDMDOBATE KATANor YYETHBDE SEMUCei

8

3aperncTpYpoBaTE Ha CEpEEpE YPABNSHWA HOBLIA KaTanor yYeTHLIX 3aMMCeR
HacTpoiiki KATanora yueTHBIE 3anMcei
MzMEHEHWE HECTDOEK NOAKMOUEHUE K KATANOrY YYeTHED SEMMCER

YaanuTe KaTanor YUETHBD: SEANWCEA
YnanwTe KaTtanor YYETHBIX SANMCER BMECTE C MpWMEASKAMM

O nporpamme  Bepows 3.7.0.1635

OBHOBWTE || JaKpeITe

Puc. 206 - Bknadka Kamanoau yyemHsix 3anuceli

Bknazka copgepxuT cnegyrowme aneMeHTbl (CM. Tabn. 37)

Tabn. 37 - InemeHmel 8knadku Kamanoau ydemHeix 3anuceli

OnucaHue

OTob6parkaeT TMN 3apernCcTPMPOBAHHOIO KaTanora y4eTHbIX
3anumcen.

dnemeHT uHTepdeica
Cron6eu, Tun
Tabnuua
3aperucTpupoBaHHbie
KaTanoru y4yeTHbIX 3anucei Cron6eu,
HanmeHoBaHue

OT06pakaeT MMS 3aperucTPUPOBAHHOIO KaTasora y4eTHbIX
3anucen.

Ccbiika 3aperMcTpMpoBaTh KaTanor yYeTHbIX 3anucei

Mo3BonsieT 3aperucTpMpoBaTh HOBbIM KAaTanor y4eTHbIX
3anucen (ana Active Directory aHanormuHo npoueaype
nepBOHaYanbHOW KOHdUrypauum — nogpobHee cm.
«HacTtpovika kaTanora y4eTHbIX 3anucen», c. 78).

Ccbinka Hactpoiika KaTanora y4eTHbIX 3anuceit

Mo3BonseT MU3MeHUTb HAaCTPOMKY BbIGPaHHOro KaTanora
YYETHbIX 3anucei (HanpuMep, U3MeHUTb CTYXKEDOHYHO yYeTHYI0
3anncb UK U3MEHUTb CMMCOK UCMOb3YeMbIX aTpUOYTOB
YYeTHbIX 3anucen nonb3oBaTenen).
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dnemeHT uHTepdeiica

Onucanue

Ccbinka Yaanutb Katanor y4eTHbiX 3anucen

Mo3BonseT yoanuTb BbIOPaHHbIA KaTanor y4eTHbIX 3anucen

1
ABB)KHO!

1. Tepep BbiNONHEHWEM OAHHOM OMepauuun cnefyet caoenatb
pe3epBHyto konuto b IMS.

2. B cnyyae ecnu faHHas onepaums BbINONHAETCS B
KnactepHoi koHdurypaumn JMS Ha ogHoMm m3 y3nos NLB-
Knactepa, To cefyeT OCTaHOBUTb BCE OCTaNbHbIE Y3/1bl
Knactepa JMS.

%Hpumeqauue. Onepaums LOCTYNHA TOMbKO AN LOMONHUTENbHbIX
KaTanoroB yyeTHbIX 3anucei. Onepaums HeaoCTynHa aisi OCHOBHOO
KaTasnora y4yeTHbIX 3anucei (yCTaHaBIMBAETCS NEPBbIM)

KHonka O6HOBUTb N03BONISIET 0OHOBUTb OTOOpAXXaeMble AaHHbIE.

12.6 TNpuBA3KM KaTanNoroB y4eTHbIX 3annucen

JMS nosBonseT cBA3aTb y4eTHbIE 3aMMCK NOMb30BATENEN M3 Pa3HbIX PECYPCHbIX CUCTEM (HanpuMmep, U3
Active Directory u n3 Kpuntollpo YL, 2.0) no coBnagatowwemMy atpubyTy - Hanpumep, No agpecy
3N1EKTPOHHOW NoYTbl. TakUM 06pa3oM, NOC/Ie OCYLLECTBNEHUS NPUBSA3KM ABE YYETHbIE 3aMUCU B Pa3HbIX
pecypcHbIX cucTemMax ByayT BOCMPUHMMATLCS KaK OAHA. ITO NMO3BOAUT M36EXaTb NMyTaHULbl Npu
Ha3HaYeHUW U JanbHEeNLWeM YNpaBNeHUM INEKTPOHHBIMU K/TKO4aMK Nosib3oBaTenei.

YTo6bl CBA3ATb YUYETHbIE 3aMUCU U3 Pa3HbIX PECYPCHBIX CUCTEM, BbINOMHUTE Clleaytolme AeiCTBUS.

¥
EJ/CBSISbIBaEMbIE pecypcHble CUCTEMbI AOSIKHbI ObITb YKe 3aperncTpupoBaHbl B JMS (cM. «KaTanoru yyeTHbix 3anucei» Bbille).

1. OTkpoliTe OKHO ynpasneHus cepsepom JMS u nepenaute Ha Bknagky MNpuBS3KkK kaTanoros
YUYETHbIX 3anucen.
OKHoO 6yaeT UMeTb CeayoLWMin BUA,

Cepeep IMS (JASDOMAIN\aamuHncTpaTop)

| Cramye |

MacTep+niou B0 | KpunTorpadua | MrueHzm | KaTanory yueTHeD Sanucei

MpuERsKM KaTANOrOS | HacTpoiika | BezonacHocTs | Hactpoikmn JAS | KoHHexTops!

LeicTByIoWME NMPMBASIKM KETaNoros YYETHLIX SanMcei;

v/
7

BEQEI'MC DUDOESTH HOEVID MDWERSKY
CER3aTH HECKONBKO KATANOr0B YYETHEIX 3ENWMCER

MsmeHuTe NprERSIKY
ToBasnTe HOBEIM KATANOM YYSTHEM SAMMCER B CYLLECTEYHLLYH NPUERSKY

YHAnWTE NpMERSKY
WEAMMTE CYLLECTEYIOWLYI MPMBRSKY KATANOr 0B Y4 THEIX 3aMMcef

O nporpamme  Bepowua 3.7.0.1635 OfHoBWMTE || JaKpelte
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2. lUenkHuTe Ha ccbinke 3aperncTpupoBaTb HOBYIO NPUBSA3KY.

1 < o
l& Leiicteue HEOGDBTMMO. MNMocne co3panus MNPUBA3KU K KaTanory y4€THbIX 3anmMcen yaannTb Takyt NpuUBA3KY HEBO3MOXHO.

OT06paszuTCa cnepytoLLee OKHO.

HacTpoiika NpWBA3KW KATAaNOroB YUETHBIX 3an1cer -

ClcHOBHOM KaTanor y4eTHED SanMcei

HawmeHosanwe: |lest.c:u:|m hd |

MNepBruHBIA Knoy: |test_cnm,objec:tSID W |

3aBucuMEle KaTanaru YHETHBRL SanceR

HaumerosaHme MNeperuHbEl Koy
] ¥U Kpunte Mpo 2.0 VLl KpunTo Mpo 2.0.CN
0K | | OmaeHa

Puc. 208 - Hacmpolika npuss3ku kamanozo8 y4emHsix 3anuceli

3. BbimonHuTe HacTpOMKy, pYKOBOACTBYSCH Tabn. 38.

Q B HacTosleM AokyMeHTe Ans npyuMepa B Ka4yecTBe OCHOBHOrO KaTasiora y4YeTHbIX 3anucei 6yaeT ucnonb3oBatbes Active
Directory, a B kKauecTBe 3aBUCHMOrO KaTanora y4ueTHblx 3anuceit — Kpuntollpo YL, Bepcuu 2.0.

Tabn. 38 - Hacmpolika npuss3ku Kamano208 yyemHsix 3anuceli

Cekuus Hacrpoiika OnucaHue

HaumeHoBaHue MM 0CHOBHOrO KaTanora y4eTHbIX 3anuceil.
OcHoBHo# KaTanor ATpubyTa y4eTHOWM 3anmcK U3 OCHOBHOIO KaTasora, No Kotopomy byaert
Y4Y€eTHbIX 3anuceu NPOUCXOAUTb COMOCTaBEHME YYETHbIX 3anuncei U3 pasHbix KaTanoros. B

MepBUUHBIN KNloY
HacTosLEM JOKYMEHTe A npuMepa 6yaeT Mcnonb3oBaTbCs aTpubyT

mail (appec 3neKkTpoHHOW NoYTbI).

HanmeHoBaHue MM« 3aBMCMMOro Katanora YYETHbIX 3anucen.

ATpVI6yT yHETHOﬁ 3anncn n3 3aBUCUMOro Kartanora, no 3Ha4eHuo
KOTOPOTO y4YeTHble 3anncn U3 3aBMCUMOTI0 KaTasiora 6y,£l,yT

3aBucumMble

KaTanoru y4eTHbIx ;OHOCTaBﬂﬂTb;FI c yqerTIHblr:/Mu3;BMCF|MV|6M3 OCHOBHOTO KvaTanora.
. . anpwumep, B Kpuntollpo .0 aTpubyT, copepxalmii agpec

3anuceu MepBuyHBIN KoY P P P P pudy Aepiaw AP

3/1eKTPOHHOM NOYTbI NONb30BaTeNs, Ha3biBaetcs E. Takum obpaszom, ans
npuMepa CBA3bIBAHMS YYETHbIX 3aNMUCEN B HACTOSILLEM AOKYMeEHTe ByaeTt
MCMNONb30BaTbCS CONOCTaBEHUE 3HaYeHM aTpubyTe mail n3 Active
Directory u atpubyta E n3 Kpuntollpo YL, 2.0.

4,  Haxmute OK, 4yTo6bl COXpPaHUTb U3MEHEHMUS.
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Oto6pasutcs cneayolee coobiueHue.

Bel 4efCTEMTENEHO XOTUTE CEAZATE KaTanorn yYeTHex 3anucei ¥
Kpunto Mpo 2.0 u test.com?

Brumanue! JanHoe AeAcTEME ABNAETCA HEOBPATUMEIM - YABNEHWE
NPMBA3KKM HEBOIMOXHC, AKTHEALWA MIMEHEHMIH HACTROEK NPUBAIKK
YYETHBIX 33NUCcell NPoUICHAET TOABKD NOCE BBINGAHEHWA NAaHa
0B CNyMEEHKA,

Cepeep BusHec-norukwn Byget nepesanywen. Mpogomeute?

Puc. 209 - [pedynpexdeHue o HEObpamumMocmu npues3Ku

5. Haxmwure Oa.
OT06pazuTCa cneapytoLLee OKHO.

Cratyc cnyxbi: Janywera
Cratyc cepeepa; PaBotaet

Cepeep HEXOAMTCA B a6 TALLEM COCTORHMA. AOMUHWCTDATHEHBIA

MHTEpPGEAC AOCTYMNEH. 3aNpockl KNMEHTOE 0BCTyXMEIOTCH B
33BMCHMOCTA OT COCTORHMA KPMNTOXDESHAMMILE

Puc. 210 - 3anyck cepsepa ynpagneHus

6. Haxmute Oanee.
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OTobpasuTca cnepytoliee OKHO.

HacTtpoiika KkaTanora yuyeTHbIX
3anucei

AnagauH)™

WameHerwe HacTpoek KaTanora yyeTHeDS SanMcen
YCMELWHO 38EEPWEHD.

Haxmute Jaeepwnte, 4yTofsl sakpeime Mactep.

< Hasan ||§aaep|.LMTh | | Cmena

Puc. 211 - OkHo 3asepuwieHuss npouedypbl NPUBS3KU Kamano2a y4emHsix 3anuceli

MpuBszka 0TOBpa3nTCa B OKHE ynpaBieHus cepsepom JMS.

| Katanorw yuemon sanucein | Mpuessky kaTanoros yweTHox samuceit | Hactpoika | Yeen < | 2 |

[eiicTeyiolmne NPUBA3KW KATanoros y4eTHLIX 3arucen:

[EBtest.com {est.com mail)

i Y1 KpunTo Mpo 2.0 (YLl Kpunto Mpo 2.0.E)

3aperuc B3Tb HOBVIO MDUBAZK!
”
{ CBA3aTh HECKONBEKO K3Tanoros yYeTHbIX 3anuceit

W3meHuTs npusasKy
[o6aBuTb HOBbLIM KATaNor yYeTHLIX 3aNUCeit B CYLULECTBYIOLLYIO MPUBASKY

Orporpavme  Bepcus 2.5.0541 | OBrosums | | 3akpem |

Puc. 212 - [lelicmgyroujue npussi3ku Kamano208 y4yemHsix 3anuceli

Q Y1066l 3aperncTpupoBaTh Nonb30BaTeNel U3 CBA3aHHbIX PECYPCHbIX CMCTEM (KaTanoroB y4YETHbIX 3anuceid), BbINoNHUTE
[leCTBMS, NPpUBeLEHHble B AOKYMeHTe «PyKoBOACTBO agMMHMCTpaTopa. YacTb 2» [2], pasaen «Pernctpaumns nonb3osatenei us
CBS3aHHbIX KAaTaNoroB yYeTHbIX 3anuceis.
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12.7 Hactpolika
12.7.1 O6wwn Bng Bknagkn Hactporika

Bknazka Hactpoiika Bbirnsgut cnegyrowmm obpasom.

H Cepeep IMS (JASDOMAIN\aaMUHWUCTpaTOD) \;li-

Cramnyc MacTtep+nioy B I KpunTorpadms | TMueHzmn | Katanorw yweTHeE sanuced
IMPMEASKK KATaNoros | HEIGTDOHKEI| BezonacHoCTs | Hactpolikm JAS | KonrexTopsl

MacTep nepBoHaYaNEHOR HACTROMKK

JanycTMTE MECTEp NEPBOHAYANEHOR HACTPORKK NpoayKTa

HacTpoliku cepevca
HacTpownTs napameTpel cepevca

HacTpolika Tpancnopta
HacTpouTe NapameTpel TREHCNOPTE YESAOMIEHWIA

] HacTpolika nnaHos ofcnyxwsaHua
HacTpowTs napameTpel 3anycka NNaHos oGCnykMBaHUA

0O nporpamme  Bepcwa 3.7.0.1635 QfHoBWTE || 3aKpEITE

Puc. 213 - Bxknadka Hacmpolika
Bknazka cogepxut cnepyrouime aneMeHTbl (CM. Tabn. 39).

Tabn. 39 - SnemeHmel 8knadku Hacmpolika

dnemeHT MHTepdeiica OnucaHue

3anyckaeT MacTep nepBOHAYaNbHOM HACTPOMKM KOHGUrypaummn JMS -

Ccbinka Mactep nepBoHauYanbHOM HACTPOIKK
pnep P noapobHee cM. «Hauyano npouenypsbl 1 BbibOp KOHGUIYypauum», c. 76.

OTob6parkaeT OKHO HACTpOWKK cepBepHoi ciyxObl Aladdin EAP Engine
Ccbinka Hactpoiiku cepBuca Service - nogpobHee cM. «HacTpoiiku cepsuca (cnyx6bl) Aladdin EAP
Engine Service», c. 177.

Mo3BonseT ykasaTb napameTpbl SMTP- u/unu Syslog-cepsepa ans
Ccbinka Hactpoiika TpaHcnopra OTMNpaBKM YBEAOMNEHUI — noapobHee cM. «HacTpoiika TpaHcnopTay, C.
178.

Mo3BonseT OTKNUUTL BbIMONHEHWE MNIAHOB 06CNYXMBAHME HA AAHHOM
Ccbinka Hactpoiika nnaHoB 06cy)XuBaHus cepBepe JMS - noppobHee cM. «HacTpolika NnaHoB 06CAYKUBAHUAY, C.
181.
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12.7.2 Hactpowiku cepsuca (cnyx6ol) Aladdin EAP Engine Service

OkHo HacTpolikm cepepHoi cnyxbbl Aladdin EAP Engine Service BbirnaauT cnegytowmm obpasom.

Hactpoiku cepemca -

AeTozanycK

{Fg ABTOMATMYECKWA SANYCK CEDEEDE BMECTE C CEDBMCTM
o

W —

W —

Ecnu 3ToT NyHKT 0TMEYEH, TO MPW CTApTE CEPBMCE, CEPEED
YNPaBNEHWA SETOMATMYECKK Gy OeT NEpexXniMTE B COCTORHME
"3anywen”, v GyaeT AOCTYNEH 3AMWHWCTPATWEHRIA MHTEDMENC.

yI'IDaBHBHHB MHUTIHWEM

lMpw nepexoae Ha NuTaHke oT BaTapen:

| He NpoMsEnaMTe HUKEKI ASACTEMA W |

Mpw KpUTWYeCcKom ypoBHe sapRoa Gatapew:

|,55Tomamuecr(u1 nepexoaMTe B pexim Tlaysa' v |

JanpeTMTL NepexDn B CHIALLMIA N FCOVUUAR DEXAME]

TMpw BIKMIOYEHMA 3TOM MUK 3BNPOCH! HA NEPEXD/A B CTIALLMA 1
HOYLLARA PEXIMEI NP SaMYLWEHHOM cepeepe ByayT 0TBEpraTeCH.

[Mpw NEPEXOAE B PEXMM OKWAGHWMA W CIALLMIA PESKIM:

AETOMETHUECKM NEPEXDOMTE B PEXIM CctaHoeneH

oK | | OmenHa

Puc. 214 - OkHo Hacmpoliku cepgepHol cayxo6sbl Aladdin EAP Engine Service
LlocTynHbl cnepytoLime HAaCTPorKkK (cM. Tabn. 40).

Tabn. 40 - Hacmpoliku cepsepHoli cnymobbl Aladdin EAP Engine Service

Hacrpoiika OnucaHue

Ecnu dnar yctaHoBneH, npu 3anycke cny6bl aBToMatnyecku bynert
3anyckaTtbcs cepeep ynpasneHus JMS, npegoctaBnsas [octyn K
aAMUHUCTPATUBHOMY UHTEpdeNcCy.

(Mnar ABTOMaTUYECKMUIH 3aNyCK cepBepa BMecTe
C CEpBUCOM

Mo3BoAsET HACTPOUTL NapaMeTpbl PaBOTbl CEPBEPHOI CYXBbl NpH
nepexoge Ha nuTtaHue ot 6atapen. CNIMCOK COQEPXUT Cneayolime

MYHKTbI:
Cnucok Mpu nepexope Ha NuTaHKe OT 6aTapeun

¢ He npon3BoauTb HUKAKUX AEACTBUIA;
o ABTOMaTHueCKu nepexoamTb B pexxum ‘Tlaysa’;

o ABTOMaTMYECKM NEpexoauTb B pexxum ‘OcTaHOBNEH’.

Mo3BonseT HacTpouTb NapameTpbl paboTbl cepBepHOW CNyX6bl Npu
KpUTMYECKOM ypoBHe 3apsaa 6atapen. Cnncok cogepxut
Cnucok Mpu KpuTHMUECKOM YpOBHE 3apaaa cnenyowme nyHKTbl:

6atapeu -
e He NPpOU3BOAUTb HUKAKUX AEUCTBUU;

o ABTOMaTHueCKM nepexoamTb B pexxum ‘Tlaysa’;

o ABTOMaTUYECKM NEPeXoauTb B pexxuM ‘OcTaHOBNEH’.

®nar 3anpeTTb Nepexoa B cnawmii n xaywmii = Eciv dnar ycTaHoBNEH, 3anpochl HA NEPEXOS, B CRALLMIA U XKAYLLMIA
pexuMbl PEeXMMbI MpU 3anyLLEHHOM cepBepe ByayT oTBEpraThCs.
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HacTpoiika

Onucaxue

CNAWMUI PEXUM

Cnucok Mpu nepexoae B peXXMM OXUAAHUS U

CnncoK aKTMBEH, TONbKO eCn CHAT
CSAWMIA N KAYLWNIA pexxuM. Cnmcok

o He npou3BoAUTbL HUKAKUX JEHCTBUI;

o ABTOMaTMueCcKM NnepexoauTb B pexum ‘Maysa’;

o ABTOMaTM4eCKM NepexoaunTb B pexkum ‘OcTaHoBNEH’.

¢dnar 3anpeTuTb Nepexoa B
COLEPXKUT CNeayroLLmMe NyHKTbI:

12.7.3 HacTtpoiika TpaHcnopTa

YT06bl BKIHOUYNUTL BO3MOXHOCTb PACChIIKM YBEAOMIIEHWIA MO NEKTPOHHOW NOYTE U HACTPOUTbL NapaMeTpbl
COEAMHEHMS C MOYTOBbLIM CEPBEPOM, BbIMOJIHUTE CIEAYIOLLME AENCTBUS.

1. B okHe ynpasnenus cepeepoM JMS nepenaute Ha Bknaaky Hactporika v wenkHuTe Ha ccbinke
Hacrtpoiika TpaHcnopra.
OtobpasuTca cnepytoLiee OKHO.

=2 Hactpoiku TpaHcnopTa

HacTpoitka SMTP | Hactpoiika Syslog

YBenomneHuR

BrniounTs oTpasky O
EmailyeenomneHmit

| >

windows-1251

Ompaeute

| OK | | Omvena

Puc. 215 - Hacmpotika SMTP

2. BbimonHuTe HacTpoOMKy, pyKOBOACTBYSCH Tabn. 41.

Ta6bn. 41 - Hacmpolika napamempos ygedomaeHuli

HacTpoiika

OnucaHue

BkntouuTb otnpaBky Email-yBepomnenuii

COeQMHEHUA C NOYTOBbLIM CEPBEPOM.

Mocne ycTaHoBKM 3TOro dnara CTaHOBATCS aKTUBHbIMU HACTPOWKM

SMTP cepBep

Ykaxute IP-agpec unu nonHoe nomeHHoe ums (FODN) noutoBoro cepeepa
(nouToBOrO CepBepa, C KOTOPOro ByAeT OCYLLECTBAATLCS PACChUIKA).

Mopr

BbibepuTe nopT noaknOYEHUS K MOYTOBO

My CepBepy.
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Hactpoiika OnucaHue

YcTaHoBuTe dnar, ecnu Ans CBS3M C NOYTOBbIM CEPBEPOM HEOHBXOAMMO
3awmuieHHoe coeAuHEHue Mcnonb3oBaTh 3almiieHHoe (SSL/TLS) coenmHenue. [1ns 3TOro NoYToOBbINA
cepBep AO/MKEH NOAAEPXKMBATL pexxum StartTLS.

BBenuTte appec 3neKTPOHHOM NOYThI (YYETHYH 3anuCb NONb30BaTENS), C

KOTOPOrO OCYLLECTBASETCS pacCbliKa YBEAOM/EHUH, HanpuMep:
Monb3oBartenb

your_post@yandex.ru

YKaxuTe naponb 415 BbIOPaHHOM y4eTHOW 3anucK (aapeca 3NeKTPOHHOM

Maponb o
MouThl), ykaszaHHoi B none MNonb3oBartens.

YKaxuTe agpec 3N1eKTPOHHOM MOYTbI, KOTOPbIN BYAET 3HAaUYUTLCA B
KauecTBe OTNpaBuTeNs B YBELOMIIEHUSX.

Ortnpasutenn @Hpumeqauue. HekoTtopble SMTP-cepBepbl He NOAAepXMUBAIOT yKasaHue
OTNpaBuTeNs, B 3TOM C/lyyae B nosne OTnpaBuTenb ciesyeT ykasaTb GakTMYecKui
afpec NOYTOBOrO akKayHTa Nosnb3oBaTens (To e, 3HaYEHWe YTOo U B none
Monb3oBatennb)

BblGepuTe MCMONb3YEMYIO KOLMPOBKY, B KOTOpPOW ByAyT pacchbinatbes

yBe#oMIeHUs (TEKCT MUCbMA):
Koauposka coobeHuns

e windows-1251;
o utf-8.

Haxmute KHOMKY C LEeNb0 NPOBEPKN KOPPEKTHOCTU BBEAEHHbIX AAHHbIX B
nongax AaHHOro OKHa. ﬂpl/l BEpHbIX OaHHbIX Ha agpec, yKa3aHHb|l7| B nose
I'IoanOBaTenh, 6y,ﬂ.eT AO0CTaB/1€HO NMUCbMO C TEKCTOM «I'IpOBepKa HaCTpoeK
SMTP»

OTnpaBuTb TECTOBOE COOOLIEHUE

@npumeqauue. Mocne npuMeHeHus caenaHHblx Hactpoek SMTP JMS BbINOMHWT NPOBEPKY COEAMHEHMSA C MOYTOBbLIM CEPBEPOM
MyTeM OTNPAaBKM TECTOBOrO COOBLLEHUS U B Clyyae ycnexa 6yaeT nepesanyuueH. Mocie 3Toro B KOHCOMM ynpasneHus JMS Gyaet
paspelleHa HacTpoMKa NpaBul Pacchifiku YBEAOMAEHUI MO PasNMUHbIM COBbITUAM CUCTEMDI.

3. Bbibepute Bknaaky Hacrpoiika Syslog.
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OTobpasuTca cnepytoliee OKHO.

& Hactpo¥iku TpaHcnopta -
{

VeenomneHua

Breniounte oTpasiy |
yeegomnernil Syslog

|

RFC 5424
JMS

QOctet Courting

Ompaeute

| OK | | OmmeHa

Puc. 216 - Hacmpolika Syslog
4,  BbinonHWTe HACTPOiKY, pyKOBOACTBYSCh Tabn. 42.

Tabn. 42 - Hacmpolika napamempos g3aumodelicmsus ¢ cepsepom Syslog

Hacrpoiika OnucaHune

Bknountb OTNPaBKY yBEAOMAEHUIA Mocne ycTaHOBKM 3TOro dnara CTAHOBATCS aKTUBHBIMM HACTPOWKM
Syslog coeanHeHus ¢ Syslog-cepsepom.

Cepsep Ykaxute IP-agpec nnmn nonHoe gomenHoe nms (FQDN) Syslog-cepsepa.
MopTt BblbepuTe nopT nopkntoueHus k noutoBomy Syslog-cepsepy.

BbibepurTe NpOTOKON TPAHCNOPTHOrO YPOBHS AN paboTel ¢ Syslog.

Bo3MOXHble BapuaHTbI:
Mpotokon

e TCP (no ymonuyaHuio)
* UDP

YcraHosuTe dnar, ecnm ans cessm ¢ Syslog-cepsepom HeobxoanMmo

3alMIUIEHHOE COeaMHEHHE MCMNONb30BaTh 3awmuieHHoe (SSL/TLS) coeamHenue.

Onuus AO0CTyNHAa TONbKO NpKU UCNOb30BaHUM NPOTOKOA TCP.

Bbibepute cneundukaumio Syslog ans pabotbl C cepBepoMm.
Bo3MoHble BapUaHTbI:

e RFC 5424 (no ymonyaHuio)

RFC o RFC3164

Mpumeuanue. PekomeHnayetcs ucnonbsosatb RFC5424, T.k. ctaHpapt RF3164
noapasyMeBaeT, YTo COOBLUEHME MOXKET COAEePXKaTb TOMbKO NevaTHble CUMBOJbI U3
Tabnmupl ASCII ¢ kogamu B AnanasoHe oT 32 go 126. Mpwu Beibope RFC3164
HEBO3MOXHa Nepefaya KUpUAIULLbI
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Hactpoiika OnucaHune

TekcToBbIM MAEHTUDUKATOP NPUNOXEHUS (MCMONb3YeTCS B BbIXOOHbIX
MpunoskeHue AaHHbIX Syslog Ans aeHTUDUKALMM NMPUNOXKEHNS)

3HaveHue nNo ymon4yanuto: JIMS

MeTop onpeneneHus rpaHuL, coobLieHUs B Cnyyae, ecniv OAHOBPEMEHHO
MoCbINIAETCS HECKONbKO CO0bLWEeHNM

. Bo3MOXHble BapuaHTbI:
Mertopa dppeitmuHra

e Octet Counting (N0 ymMonuyaHuio) — B Hayane kaxporo Syslog-coobiieHus
YCTaHaB/IMBAETCA €ro AMHA A1l ONpeaeneHus rpaHuL, CoobLEHNS;

o Not-Transparent-Framing - coobLeHns MOryT pa3gensTbcs CneayLwymm
cumBonamum: ASCII LF, ASCII NUL unu nocnenoBatenbHocTbto cumsonos CR m LF

HaxmuTe KHOMKY C Lenbio NPOBEPKU KOPPEKTHOCTM BBEAEHHbIX AAHHbIX B
OTnpaBuTb TECTOBOE COOGLIEHNE nongax AAaHHOro okHa. Mpu BepHbIX AaHHbIX Ha cepeep byaeT oTnpaBaeHo
TecToBoe coobuieHue.

5. [o 3aBepweHunmn HacTpoek HaxxmuTe OK - B cnyyae KoppekTHbIX HacTpoek cepeep IMS byaet
nepesanyLueH, Noc/e Yero HaCTPOMKKU BCTYNST B CUATY.

12.7.4 Hactponka nnaHoB obcnyxunsaHus

OKHO niiaHoB 06CNYXKMBAHWUA BbIFNSAUT Cleayowmm obpasom.

] HacTpokka sanycka nnaHos 0boyKveaHMA -

HacTpoiika sanycka nnaHos oGcnykMBaHA

PaspewnTs sanyck nnaHos oBCnyxKWBaHWA

| QK | | Omvena

Puc. 217 - OKkHo Hacmpoliku naaHoe obcayHusaHus

B cnyyae ecnv Ha cepeepe JMS Heobx0aMMO OTK/IOUMTL BbINOJIHEHWE NNAHOB 06CNYXMBaHMS cBpocbTe
¢dnar PaspewmTb 3anycK N1aHOB 06CY)XXUBAHUS.

{?\-’npumeqauue. [ins Toro uto6bl BbINOAHEHWE NNAHOB 06CNYXMBaAHMS ObLIO OTKNHOUYEHO B KiacTepe JMS cnepyeT oTKNIOUUTL
BbINO/IHEHWE NNAHOB 06CYXMBaHWE Ha BCEX Y3Nax KnacTepa.
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12.8 BesonacHocTb
12.8.1 O6wwmn Bna Bknagku besonacHocTb

Bknagka besonacHOCTb BbirnaauT caenyoumm 06p330M.

S| Cepeep JMS (JASDOMAIN\aammHuCcTpaTOop) \;‘i-

Cramnyc | Mactep+moy BIL | Kpuntorpagma I MueHsm | Katanoru ywetHeD: sanvmcen
[pHMEASKK KETanorog HacTpoiika | BesonacHocTs :

| Hactpolikn JAS | KoHHexTopb!

HacTpouTs noanepxMEaEMEIE EEDCMW NpoToKonoe SSLu TLS

_ J\ HacTpoiiku npoTokonos SSLATLS

Hactpoiiiu cepevca ayTeHMdmKaLm
1
HacTpout napameTpel cepemca ayTeH THDMIKELIK

O nporparme  Bepowa 3.7.0.1635 CfHoerTe || ZaKpeiTe

Puc. 218 - Bknadka besonacHocme
Bknazka cogepxut cnepyrowme aneMeHTbl (M. Tabn. 43).

Ta6n. 43 - InemeHmesl 8K1a0KU bezonacHocmes

dnemeHT uHTepdeica OnucaHue

Ccbinka Hactpoiiku cepBuca

ayTeHTUDUKALUK Mo3BonseT HacTpouTb CNyxby ayTeHTUbUKauum JMS - noapobHee cMm.

(Ccbinka OTCYTCTBYeET B BepcHM MpoaykTa IMS «HacTpoviku cepsuca ayteHTUdMKauum JMSy», c. 182.
CA Edition)

Mo3BonseT ycTaHOBWUTL/3aNPETUTb UCMOb30BAHWE NPOTOKOOB
Ccbinka Hactpoiiku npotokona SSL/TLS SSL/TLS npu ncxopswmx coeguHeHmsx — nogpobHee cM. «HacTpoiiku
npotokona SSL/TLS», c. 183.

12.8.2 HacTtpowku cepsuca ayteHTudmkauumn JMS

McxopHas HacTporika cepauca (cnyxbbr) ayTeHTudukaumm JMS nponcxoaut B npouecce
MepBOHaYaNbHOM HACTPOMKM KOHGUrypaumun. Bnocnencreum HacTpoiKku 3Toi Cy>Kbbl MOXXHO M3MEHUTD B
OKHe ynpaBneHus cepeepoMm JMS.
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UT06b1 HAacTpOUTb CNYXOY ayTeHTUdMKaLMK JMS nocne nepBoHaYanbHOM HACTPOMKU KOHDUIYypaLmy,
BbIMOMHUTE CNeayloLmne OencTamus.

1. B okHe ynpasnenus cepeepoM JMS nepenaute Ha Bknaaky besonacHocTb v WwenkHUTE Ha cebinke
Hactpoiiku cepBuca ayreHTUdMKaLuK.
OT06paszuTCa cnepytoLLee OKHO.

@ Hacrpoiika cepBuca ayTeHTMdUKaLUK -

Mposepka noanHHOCTM
(v Windows NT Security

W] Mo kmouesomy HocuTemo

TokeH BesonacHOCTH

Bpems xmsrm tokena: (10 -5 wacos 0 5

] Nonnepxxa knuexTos JMS 3.0
HacTpoiiki KSLWMPOBAHWA Py Yy THbX Sanuced

[ ] KsumposaTs rpyrns! & TokeHe SesonacHoc

MEKCHMMENEHOE KOMMYECTBO K3LWMPYEMBIX Mpyrn
Y4ETHORA 3anmcy B Tokere GesonaHoc

CepTWduKaT CepBMCa By TEHTUDUKALIAN
KpWTepim nowcka cepTMONKETa:

Cnocof nowcka: () Mo omesatky ® Mo napameTpam

Kem Boinar: [CN=aladdined-DCCA, DC=aladdintd, OCocal | | .. |

Y nyuleHHbIA Koy

Mposepka nognHHoCT KnenTa (1.3.6.1.5.5.7.3.2), Mposepka nc:u'MHH|

MNpocvoTp cepemnkaTa

[ ok || omes

Puc. 219 - Hacmpoliku cnyx6bl aymeHmugukayuu JMS

2. Boimonnute HacTpoiku B cekumsax MpoBepka nopgnuHHocTH, TOKeH 6esonacHocTn, HacTpoiiku
K3LWWMPOBaHUA rpynn yyeTHbIX 3anucen, pykoBoacTeysicb Tabn. 10, c. 86.
3. B cekunun Ceptudukar cepBuca ayTeHTUDUKALUM YKAXKMTE NMapaMeTpbl MOMCKa cepTudukaTa
cepsuca ayTeHTuduKauum B pexxume Mo otnevarky.
. Bocnonb3ynrteck kHonkow L=, yToBbl BbIBpaTh cepTudumKaT cnyxbbl ayTeHTUdMKaumm JMS.
5. [nsa coxpaHeHus uameHeHuii HaxxmuTe OK - npwu 3Tom cepsep JMS 6yaeT nepesanyLueH, 4Tobbl
M3MEHeHUs BCTYMUAU B CUNTY.

BaxkHo! [Mpu pabote JMS B knactepHoi KOHdUIypauum:

& 1. Mocne nepesanycka cepBepa JMS HacTpoliku cnyx6bl ayTeHTUdUKaUMKM JMS NpUMeHSI0TCS TONbKO K TeKyLemy
y3ny. Takum 06pasom, YTo6bl HACTPOWKK Cyxbbl ayTeHTUdMKaLMKM JMS NpuMeHnMCch BO BCeM Knactepe,
HeobxoaMMO nepe3anycTuTb Bce 3k3emMnnspbl cepeepa JMS (Bknaaka CraTtyc okHa ynpasneHus cepsepom JMS) - Ha
BCEX y3nax Knacrepa.

2. B cnyuae cMeHbl ceptudukata cnyxbbl ayteHTUdMKaLMmn JMS Ha ofHOM y3ne Kknactepa cnepyet yoeamTbCs, YTo
[LaHHbIV cepTUhUKAT BMECTE C 3aKPbITbIM KKOYOM YCTAHOBEH TAKXKe M Ha OCTaNbHbIX y31ax Knactepa.

3. B cekuun Ceptudukar cepsuca ayteHTuduKaumm o5 nons Cnocob nomcka fonyckaeTcs BbIGOP TONbKO 3HAYEHUS
Mo otneuarky.

12.8.3 HacTtpoiku npotokona SSL/TLS

[NlaHHasa HacTpoiika npegHa3HayeHa Ans onpefeneHus Cnucka noaaepXuBaeMblX NPOTOKOIOB 3aLLMUTbI
TPaHCMOPTHOMO YPOBHSA M PaCcNpOCTPaHAETCS TOMbKO HA UCXOAsLLME COEAMHEHUS (OTNPaBKa MNOYTOBbLIX
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YBELOMNEHWUI, COEAMHEHNE C BHELUHUMM CUCTEMAMU U ap.). [1o yMonyaHuio B KoMnoHeHTe JMS Server
BK/IOYEHbI BCE MPEeAYCMOTPEHHbIE B HEM NMPOTOKOJbI 3aLUMTbl TPAHCMOPTHOMO YPOBHSI.

BaxkHo! [laHHas HacTpoiKa He pacnpocTpaHseTca Ha noakntoveHns k CYBL MS SQL Server.
YTt06bl HacTpouTb NpoTOKOAbI SSL/TLS BbINONHUTE Cneaytolme AeNCTBUS.

1. B okHe ynpasneHus cepeepoM JMS nepenante Ha Bknagky besonacHocTb 1 HaxxmuTe Hactpoiiku
nportokona SSL/TLS.

OT06paszuTCa cnepytoLLee OKHO.

© Hacrpoiika npotokonoe bezonacHoctu -
HacTpoiika noanepxwsaembix npoTokonos TLS u SSL

MepeyeHb NoALEPXMBEEMBIX MPOTOKONOB SaWMTEI TPEHCMOPTHOrO
YPOBHA ANA NCXOAALUMX COSAMHEHMIA;

Puc. 220 - Hacmpotiku npomokona SSL/TLS

2. [lpu HeobxoaMMOCTH YCTAHOBUTE/COPOCLTE GnarM NPOTOKONIOB, KOTOPbIE AO/MKHbI / HE AO/MKHbI
MCNOMb30BaThCS NPU UCXOAALLMX COEAUHEHUSX C BHELIHUMU cucTeMaMu U Haxmute OK.

\f?\’ Mpumeuanue. Hactporika MoxeT BbiTb BOCTpeboBaHa OTAENbHbIMM OpraHM3aLMsIMu, UCNoNb3yowmmm JMS, B KOTOpbIX
YCTaHOB/IEH OPraHM3aLMOHHbIM 3anpeT Ha NpUMEHEHWe onpeAeneHHbIX (HanpUMep yCTapeBLUKX) MPOTOKOOB 3aLUMThl AAHHbIX.
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12.9 KoHHekTOpbI

Bknaska KOHHEKTOpbI BbIrNSAUT CleayoLmMmM obpasom.

Cramyc Mactep+nioy BI | KpunTorpagma | TnueHsmm | KaTtanorv yyetHeD: sanuced

MPpWERSKKM KATANOrOE | Hactpaiika | BezonacHocTs | HacTpoiiin JAS KoHHekTops!

ZaperncTpYpoBaHHEIE KOHHEKTOPE! ANF CHHXPOHWSELAN:

Wmn Ormcanue IMueHsua
KoHHekTop anA pab...  KoHHeKTOp NoanepkvEaeT BbNONHEHWE aefcTeW... Ecms

JaperucToWpOBEHHBIE 3AANTEDE! ANA KOHHEKTopa K YL

Wmn Ormcanue

CpCertfficate Autharity AnanTep anA paotel ¢ KpunTollpo ¥ 1.5
MsCertfficate Autharity AnanTep anA pafoTel ¢ Microsoft CA
CpCertfficate Autharity20 Agantep anA pabotel ¢ Kpunmolpo YU 2.0
VipMetCertificate Authority VipNet CA Adapter

O nporpamme  Bepowua 3.7.0.1635 CfHoBMT: || ZaKpeTe

Puc. 221 - Bxknaoka KoHHekmopel
Ha Bkiagke NpUCYTCTBYIOT Cieaytowwne 31eMeHThl - Tabn. 44.

Tabn. 44 - InemeHmsl 8kna0Ku KoHHEKmMopel

dneMeHT OnucaHune

3apeructpupoBaHHbie Cnuncok 3aperncTpmpoBaHHbiX B JMS KOHHEKTOPOB.

KOHHEKTOPbI

3aperucTpuMpoBaHHbie aganTepbl Cnu1cok ycTaHOBNEHHbIX afanTepoB. (Anantepbl paclumpsioT GYHKLUMOHANBHOCTb
YCTAHOBJ/IEHHbIX KOHHEKTOPOB K YL0CTOBEPSIOLLMM LIEHTPAM.)
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12.10Hactponkn JAS

Bknazka Hactpoiiku JAS Bbirnsout cnepytowmm obpasom.

H Cepeep JMS (JASDOMAIN\agMuHKuCTpaTOp)

Cratyc | MacTtep+nioy B | KpwnTorpagma | MueHsm I Katanory yyeTHer sanmcei

MPHEASKI KATANOr OB | HacTpoiika | BesonacHocTs |HHCTD0“KHJJ°t5 KoHHexTopI
Cramyc

Cratyc nogxnioyeHns H/n

ﬁﬁéﬁﬁ K cepeepy JAS:

HacTpoiiki

".| Hactpom nogemodenus k JAS

% HacTpouTte NapameTpel NogenoyeHa K cepancy JAS

0O nporpamme  Bepcwa 3.7.0.1635

OfHoeKT || 3aKpbITe

Puc. 222 - Bknadka Hacmpoliku JAS

Ha Bkiagke NpUCyTCTBYIOT 31EMEHTLI B COOTBETCTBMM C Tabn. 45.

Tabn. 45 - InemeHmel 8knadku Hacmpoiiku JAS

SnemeHT OnucaHune
Craryc Cekuus c oTobpaxkeHneM cTaTyca nogknuveHus kK cepeepy JAS
HacTpoiiku Cekums ¢ HacTpoiKkaMm NoaKAYeHus K cepaepy JAS

12.10.1 Hactporika nogkntoyeHms K JAS

Iins Toro utobbl cepep ayteHTMdUKaumm JaCarta Authentication Server (JAS) Mor HopmanbHO

®dYHKLMOHMPOBATb NOC/IE €ro yCTaHOBKM (CM. pyKOBOACTBO MO YCTaHOBKe M HacTporike JAS [3])
Heo6Xx04MMO BbINOMHUTL NOAKAKOYEHUE K HEMY cepBepa JMS.

[ng HacTpovikmn nogkntodeHuns K JAS BbiNnonHUTe Cneaytolime AenCcTBus.
1.

B npunoxenun Cepeep JMS Bbibepute Bknaaky Hactporiku JAS (Puc. 222, Bbilwe) U HaxMuUTe
Hacrpoiiku nopkntoueHus K JAS.
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OtobpasuTca cnepytoliee OKHO

Hactporkw nogknouermna K JAS -
N e o oL it o -/ localhost - 8010/ J ASEngine Mrrlstrd:onSemoe
Tin ayTeHTMMIKaELIM; |None ks

Terywmi nonb30BaTeNs
WA nonbsoeatens:

Mapons:

oK | | Omvena

Puc. 223 - OkHo Hacmpoek nodkn4eHus K JAS

2. BbinonHuTe HaCTpOWKY, PyKOBOACTBYSACH Tabn. 46.

Tabn. 46 - Hacmpolika napamempos ysedomaeHull

HacTpoiika OnucaHue
YKaxuTte B LaHHOM MoJfie agpec B cieayolem popmare
https://<FQDN-uma
cepBepa>:8010/JASEngine/Default/AdministrationService
roe <FODN-ums cepsepa> - nonHoe noMeHHoe ums (FQDN) cepeepa
JAS, Hanpumep, srv01l.test.com
Anpec cepsepa JAS 3HayeHne No YMONYAHUIO:

http://localhost:8010/JASEngine/Default/AdministrationService

@ Mpumeuanume. B ciyyae knacrtepHoi KoHdurypaumm cepsepa JAS
(oTkasoycToMuMBOro knactepa) B kayectse napamerpa <FODN-ums cepsepa>
LLOMKHO 6bITb YKazaHo DNS-ums ponu knactepa (otamyaetcs oT DNS-umenu
knactepa). lNoapobHee cM. HacTpoliku ans FC-knactepa JAS B pykoBoacTBe no
JAS [3].

Tun ayTteHTUdUKaunm

Tun npoBepku ayTeHTUdMKaLUK.
[onycTuMble 3HaYeHuUs:

e None - ayTeHTUDUKALMS OTKNIOYEHA;
o Windows - ucnonbsyetcs cTaHaapTHas ayteHTudumkaumus Windows;

e Basic - 6a3oBas http-ayTteHTUdUKaLMA (NApoONb M NOFMH NepesatoTcs B Tene
3anpoca);

e NTLM - ncnonbsyetcs ayteHTMdMkaumsa Windows no npotokony NTLM.

Bbibop 3HaueHns pomkeH B6biTb COrNacoBaH ¢ napameTpoM SecurityType
HacToek uHTepdeiica AdministrationService cepsepa JAS (cMm. pykoBoACTBO
no JAS [3] pa3pen «HacTpoiika ceTeBbix NPOrpaMMHbIX MHTepdelicoB

JAS Server»).

3HauyeHue no YMO/T4aHUIO: none

Tekywuit nonb3oBartenb

Ecnun dnar Tekywmit nonb3oBaTtenb YCTAHOB/EH, TO NMOAK/IOYEHMWE K
cepBepy JAS 6yneT ocyLecTBASTLCSA OT UMEHM TOFO XE NOJIb30BaTeNs, oT
4ybero MMeHu 3anyleHo npunoxerHne Cepsep JMS (cepsepHbiit areHT). B
MPOTUBHOM CNlyyae ciefyeT 3anonHuTb nons Mmsa nonbsoeartens v Maponb

@nar yCTaHOB/IEH MO YMOMYAHMIO.
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Hactpoiika

Onucanue

Wma nonb3oBartensa

MMms nonb3oBaTtens, OT UMeHM KOTOporo cepeep JMS Bynet noaknoyaTbes K
cepBepy JAS (no nHtepdericy AdministrationService).

Maponb

B cnyuae ecnu B none MMa nonb3oBartens ykasaHo COOTBETCTBYHOLLEe
3HaueHwe, B nosne Maponb cnenyeT ykasaTb Naposib 3TOrO Nosb30BaTeNs B
cnyx6e Active Directory

3.  Haxmure Ok

B cnyyae ycnewHoro nogknoueHus K cepeepy JAS otobpasntca cneaytoliee okKHo

Hactpoiikm nogkntoyeHma K JAS 28

9 CoeguHenme ycnewHo ycraHoeneHo. Cepeep ByaeT asTomatnyeckn

NEPEIArPYEH 418 BKTWBALMN HACTPOEK NOAKIFOMEHNA K JAS,
Mpogonxute?

| fa || e

Puc. 224 - CoobujeHue 06 ycnewHoM noOKAKYeHUU K cepgepy JAS

4, HaxxmuTe [a v poxautecb okHa C pe3ynbTaTtoM NpUMeHeHna HaCTpoeK.

éﬁ%

MNMprMeHeHWe HACTDOEK

Cratyc cnyxGbl; ZanyweHa
Cratyc cepeepa: PaboTaet
Cepeep HaxoaMTCR B pafoTaloWEM COCTORHMK. ALMMHWC TDETHBHEIA

MHTEp®EAC ADCTYNEH. 3aNPockl KMMEHTOE 0BCNyKMESKITCA B
3EBMCMMOCTH OT COCTOAHWMA KPUMTOXDEHUMALLE .

Puc. 225 - OkHo 3asepuieHus npuMeHeHUs Hacmpoek nookMYeHus K JAS

5. (Cnepyiite ykasaHMaM MacTepa HacTPOWKM NoakntoueHus K JAS o 3aBepLueHus npoueaypbl.

13. CwmeHa fa3blka nonb3oBaTenbckoro nHTtepdenca JMS

B cnyyae ecnn nocne nHctannaumm JMS Bo3HMKNA HEOBXOAMMOCTb U3MEHUTD S13bIK MOb30BATENIbCKOIO
nHTepdeiica (B TeKyLwen BEpCUN NOAAEPXKMUBAKTCS PYCCKMUI U @aHTIUMCKUIA 93bIKKM), 3TO MOXHO CAenatb
nyTeM pefaKTMpOBaHWUS NapaMeTpoB peecTpa, PYKOBOACTBYSCh HACTOALMM PA3aesioMm.

CMeHa 3bIKa B KOMMOHEHTax ynpaBndaeTca C NOMOLWbO CTPOKOBOIo NapaMeTpa peecTpa Culture:

e Culture=ru - YCTaHOBKA A4 PyCCKOro A3blka,
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e Culture=en — YCTaHOBKA ANS AHIMMACKOIO S3blKa;

S3bIK yCTaHABNMBAETCA Kaxaoro moayns JMS B oTAenbHOCTM B COOTBETCTBYHOLMX BETKAX peecTpa,
nonpobHee CMOTpU B pasfenax:

e «YcTaHOBKA A3blka MHTepdenca anga moaynsa JMS Admin M agMUHUCTPATUBHbBIX YTUAUTY;

o «YcTaHOBKaA A3blka MHTepdenca ansa moayns JMS Client»;

e «YcTaHOBKa f3blka MHTepdeiica ana mogyns JMS Server u ytunutel MaintenancePlanRunnery;
o «YCTaHOBKa f3blka MHTepdenca ong yTuamTbl cbopa AMArHOCTUYECKOM MHDOPpMALMK»;

B cnyyae 3aaaHMs HEKOPPEKTHOMO S13bIKOBOMO MapaMeTpa Uiu OTCYTCTBMA COOTBETCTBYIOLWMX A3bIKOBbIX
PECYPCOB MCMOMb3YETCH A3bIK MO YMOAYAHUIO — PYCCKUM.

MapameTp MoXeT 6bITb 334aH Kak Ans KOMMbloTepa B LenoMm (B pasgene peectpa HKEY_LOCAL_MACHINE),
TaK M AJ19 KOHKPETHOro nonb3oBaTens (B pasgene peectpa HKEY_CURRENT_USER). MpuoputeTt y

napametpa u3 pasgena HKEY_CURRENT _USER. T.e. npunoxeHue cHavana mutet B pasgene HKCU, 3atem
B pasgene HKLM.

(i‘*
"\
»
Mpumeuanue. B cnyyae obHoBneHus JMS (cM. «O6HOBNeHUe JIMSy, c. 144) nyTeM yCTaHOBKM MHCTaNNSLMOHHONO NakeTa C
A3bIKOM, OT/IMYHBIM OT paHee YCTaHOBNEHHOIO, B 0OHOBNEHHOW BEpCUM ByaeT COXpaHEeH S3blK MepPBOHAYabHOM YCTAHOBKM, eC/n

napameTtp Culture 6bi1 yKazaH B peecTpe SBHO (T.e. MHCTANNSTOp NPOBEpPSIET paHee yCTaHOBNEHHbIM B peecTpe Windows si3bIk
nHTepdeica ans KoHKpeTHoro moayns JMS).

13.1 YctaHoBKa ga3blka UHTepdenca ana mogyna JMS Admin v agMUHUCTPATUBHBIX YTUNUT

YcTaHoBWTe HeobxoaMMOe 3HaYeHWe CTPOKOBOrO napaMeTpa Culture (ru MK en) B CledyOWMX
pasgenax peectpa Windows:

o [lna koHkpeTHoro nonb3oBartens: HKEY CURRENT_USER\SOFTWARE\Aladdin\EAP Administrative
Client\Settings

o [lna komnblotepa B uenom: HKEY _LOCAL MACHINE\SOFTWARE\Aladdin\EAP Administrative
Client\Settings

13.2 YctaHoBka ga3bika UHTepdenca ana moayna JMS Client

YcTaHoBWTe HeobxoaMMOe 3HaYeHne CTPOKOBOrO napaMeTpa Culture (ru MK en) B CledyOWMX
pasgenax peectpa Windows:

o [lna koHKpeTHoro nonb3oBartens: HKEY CURRENT_USER\SOFTWARE\Aladdin\Enterprise
Application Platform Client\Settings

o [lna komnblotepa B uenom: HKEY _LOCAL MACHINE\SOFTWARE\Aladdin\Enterprise Application
Platform Client\Settings

13.3 YcrtaHoBKa fA3blka nHTepdenca ana mogyns JMS Server v yTunuThbl
MaintenancePlanRunner

YcTaHoBWTE HEOHXOAMMOE 3HaYEHWE CTPOKOBOrO NapaMeTpa Culture (ru UK en) B CleAyOWMX
pasgenax peectpa Windows:

o [lna koHkpeTHoro nonb3oBarensi: HKEY CURRENT_USER\SOFTWARE\Aladdin\Enterprise
Application Platform Server\Settings

o [lna komnbiotepa B uenom: HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\Enterprise Application
Platform Server\Settings

13.4 YcTtaHoBKa fA3blka MHTEpdenca ansa ytmnutel céopa guarHoCcTU4eckon nHdopmawmm

YcTaHoBMTe HeobXxoaMMOe 3HaUYeHne CTPOKOBOro napameTtpa Culture (ru MAun en) B CieayoLmx
pasgenax peectpa Windows:
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e [na koHKpeTHoro nonb3oBartens: HKEY _CURRENT_USER\SOFTWARE\Aladdin\Enterprise
Application Platform Common\Settings
o [lna komnblotepa B uenom: HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\Enterprise Application

Platform Common\Settings

14. KoHHekTop Kpuntollpo DSS

KoHHekTop Kpuntollpo DSS npencraBnsiet coboit KoMnoHeHT JMS, obecneunBatoLmii MHTErpaLmio ¢
nponyktoM «CepBep anekTpoHHou nognuck ,Kpuntollpo DSS“» komnanuu Kpuntollpo.

KonHekTop Kpuntollpo DSS BkntoyaeT B ceb69 Ba KOMMNOHEHTa:

e MOAyAb KOHHEKTOpa Ans cepBepa JMS (Ha3BaHMe KOMMOHEHTa B MacTepe yCTaHOBKM — «[llopnepxka
Cepsepa JMSy), ycTaHaBAMBaeTCa Ha MalMHY C KOMNOHeHTOM JMS Server;

® MOAY/b paclIMPeEHUs 4S9 KOHCONM ynpasneHns JMS (Ha3zBaHWe KOMNOHEHTA B MacTepe YCTaHOBKMU
— «[Moppepxka KoHconu ynpasneHus JMSy), ycTaHaBAMBAETCS HA MALUMHY C KOMMOHEHTOM JMS
Admin.

A BaxHo! KoMnoHeHT «[Mopaepxka koHconu ynpaeneHuns JIMSy» TpebyeTt yCTaHOBKM Ha KaXAOM XOCTe,

Ha KOTOPOM (QYHKLMOHMPYET npunoxeHne KoHcosb ynpasneHus JMS.

MHcTannaTop KOHHeKTOpa cnocobeH aBTOMaTUYeCKH ONpeaensTb HaMune Ha XOCTe TOro TUMa
npunoxenus (cepsepa JMS nnu KoHconu ynpasneHus), Ans KOToporo TpebyeTcs yCTaHOBUTD
COOTBETCTBYIOLMUIA KOMMNOHEHT KOHHEKTOPA. Hy>HbIi KOMMNOHEHT KOHHEKTOPA MOXHO TakxXe BblbpaTb
BPYYHYIO B peXXuMMe BbIBOPOYHOMN YCTaHOBKM.

14.1 OuctpmnbyTtune

Aunctpubytne koHHekTopa Kpuntollpo DSS coctout u3 ogHoro daiina Aladdin.EMS.CPDSS.Setup.msi.

Mdain oucTpubytnea conepxuT B cebe 06a KOMMOHEHTA: Kak MOAY/b KOHHeEKTOpa Ans cepeepa JMS, Tak
¥ MOAYNb PACLIMPEHUN AN KOHCONW yrpaBneHus JMS.

14.2 CucteMHble TpeboBaHusa KoHHekTopa Kpuntollpo DSS

CucremHble TpeboBaHusa koHHekTopa Kpuntollpo DSS npwu ycTaHoBke:

e ero cepBepHOro KOMNOHeHTa Ha cepeepe JMS coBnagatoT (He TpebyloT LONONHUTENBbHbBIX PecypCoB)
C CUCTEMHbIMK TpeboBaHMAMM K YCTaHOBKe KOMNoHeHTa JMS Server (cm. pasgenst 4.1 n 4.3);

e €ro KOMMOHEHTA, NpeHAa3HAYeHHOro A1 KOHCOoNM ynpasneHusa JMS, coBnagatoTt (He TpebytoT
[ONOSIHUTENbHbIX PECYPCOB) C CUCTEMHBIMU TPEOOBAHUAMM K YCTAHOBKE KOMMNOHeHTa JMS Admin
(cM. pazpensl 4.2 1 4.3).

14.3 YctaHoBka koHHekTopa Kpuntollpo DSS

-
-
@
Mpumeuanue. B cnyvae ecnn komnoHeHTbl JMS Server u JMS Admin ycTaHaBnnBaTCs pasfenbHo (HanpuMep, Koraa OHu
YCTAHOB/EHbI HA pa3HbIX KOMMbIOTEPAX), TO YCTaHOBKY KOHHekTopa Kpuntollpo DSS Hafo BbINONHUTL B CleAyioLeM nopsake:

1.  3anycTuTb MHCTanNNSTOp Ha MallMHe C KoMMoHeHToM JMS Server (T.e. Ha cepsepe JMS).

2. 3anycTuTb MHCTANNSTOP Ha MallMHe C KoMroHeHToM JMS Admin (T.e. Ha KoHconu ynpasneHus JMS).
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YT106bI ycTaHOBUTL KOHHeKTOP KpunTollpo DSS, BbinonHUTe cneaytolme LedCTBUS.

6. 3anyctute Ha BbiMoNHeHMe dain UHCTannaTopa.
OT06paszuTCsa cnepytoLLee OKHO.

Mporpamma ycraHoeBku Aladdin
R.D. JMS CP DSS Connector
1.0.0.14.

Mporpamma yoTaHoskM yoradosnT Aladdin R.D. IMS CP DSS
Connector 1.0.0. 14 Ha A&HHEIA KoMNBOTED, YTobb!
NPOACITHNMTE, HEXMUTE KHoMKY "anee” unu HammuTe

KHOMKY "OTMEHE" AN 33BEPWIEHWMA YCTAHOBKM,

Puc. 226 - OkHo npusemcmaus Macmepa ycmaHosku koHHekmopa Kpunmollpo DSS

7.  Haxmwure Oanee. OTO6pa3nTCa OKHO NULLEH3MOHHOMO COrNaLleHus.
BbibepuTe 1 npuHMMalo ycnoBus IMLEH3UOHHOIO cornalleHma U HaxmuTe Janee.

OT06pazuTCa cneaytoLLee OKHO.

0bbiyHan

YCTaHABNMBAET Haubonee oflUMe KOMIOHEHTEI MPMACHEHKMA,
PexomeHayeTca AnAa BONBWMHCTBA NONL30BATENEN,

Bribopounan

MozBonAeT BLIBPETE, KaKMe KOMMOHEHTEI NporpamMiel ByayT
YCTEHOBMEHE, M YKA3ETH NANKY YCTaHOBKKM, PECCHMTAHO Ha
OMBITHBIX NOML30BaTENE,

Monnan
ByayT yCTaHOBNEHB! BCE KOMNOHEHTHI,

Puc. 227 - OkHo 8blbopa 8apuaHma ycmaHo8Ku

8. Ecnv Ha komnbloTepe ycTaHoBNeHbl 06a koMnoHeHTa — JMS Server 1 JMS Admin - BbiGepuTte
nyHKT MonHas; Ha KoMnbloTepe ByAyT aBTOMATUYECKM YCTAHOBNEHbI Kak MOAY/b KOHHEKTOPA A5
cepsepa JMS, Tak 1 MOAYNb paclIMPEeHNs Ans aAMUHUCTPATUBHOM KOoHconu JMS. [lanee cnepynite
YKa3aHWaM MacTepa 40 33aBepLieHns NpoLecca yCTaHOBKM.

B npoTMBHOM ciiyyae BbibepuTe NyHKT BbibopouHas.
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OTobpasuTca cnepytoliee OKHO.

i5)

Ycranoska JMS CP DSS Connector 1.0.0.14

LLlenKHMTE 3HEYKK BHAUZY, yTobEl MZMEHNTE cnocof YCTAHOBKW KOMNOHEHTOB.

MoaaepxKa KoHCONM yrpasne T T T T e
=3 ~ | Nopoemska Cepeepa IMS ynpaeneH1A JMS,

ANA AEHHOMD KOMNOHEHTE
TpefyeTca 396KE Ha #eCTKoM
OWCKE.

Ofizop...

Bepcus pokymenta: 1.06

Chpoc | | il | | Hazan || fQanee | | OTMEHa

Puc. 228 - OkHo sbibopa komMnoHeHmos koHHekmopa Kpunmollpo DSS

BbinonHute H&CTPOVIKVI YCTAaHOBKM KaXX40ro KOMNOHEHTa B OTAE/IbHOCTWN.

%npuMeanuﬂ:

1. Y1066l 338aTb NyTb YCTAHOBKMW, OT/IMYHBIA OT nyT¥ NO YMONYaHUIO, HaNPOTUB NONA PacnonoeHune HaxmuTe 0630p n
BHECUTE HEOOXOAUMbIE U3MEHEHMS.

2.  Ecnn HeobxoauMo ycTaHOBUTb KOMMOHEHTbI KOHHEKTOPA BbIDOPOYHO, OTK/TIOUMTE JIULLHWE KOMMOHEHTbI, B MPOTUBHOM
Cny4yae aBTOMaTUYeCKM ByayT YCTaHOBEHbI BCE KOMMOHEHTbI KOHHEKTOPA, MPUMEHMMbIE K JAHHOMY XOCTY (Hanpumep,
€C/I1 Ha AaHHOM XOCTe YCTaHOB/IEHO TONIbKO NpunoxxeHue KoHcons ynpasneHust JMS, To U3 BCero MHCTanSLMOHHOIO
KoMnnekTa ByayT ycTaHoBNeH KOMNOHeHT «[oaaepxka KoHconu ynpasnexus JMS»).

9. Haxmute Oanee.
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OTobpasuTca cnepytoliee OKHO.

i Ycranoeka IMS CP DSS Connector 1.0.0.14

HamMUTE KHOMKY “YETaHOBMTE ", 4ToBBI HEYaTh YCTAHOBKY. YTobkI NPOCMOTPETE MK
W3MEHMTE MAPAMETPEI YCTAHOBIKH, HEMMWTE KHOMKY "Hasaa”™, HammuTe KHomKy
"OTMEHa" ANA BbIXOAE M3 NPOrPEMMBL.

AnA yoraHoBKK TpedyETCA NEPESaNYCK CEPEEPE M KOHCOMKM YNpaEneHua JMS, Mpu
5TOM TEKYLLME cOEAMHEHA JMS ByayT 3aKkpeITel. MNocne nepesanycka Bam
noTpedyeTCA KIKOYEBD HOCMTENE C CEpTUdMKaToM onepaTtopa IMS, JTobibl
CMOHTMPOBETE KPHUMTOXPEAHWIMLLE,

MpwW 0TKa3e 0T NEPE3aNyCka ANA SEBEPWEHWA YCTAHOBKK NoTpebyeToA NepesarpysKka
Windows.

ﬂepesanycrmb CEPBED M KOHCONb YNPSEneHuA JMS:

Hasaa || EcraHosMTbl | OTmena

Puc. 229 - OKHo 20mogHOCMU K yCMaHo8Ke

10. [lns oTMeHbl aBTOMaTMYECKOM nepe3arpysku cepgepa JMS v npekpalueHus paboTel KoHconu
ynpasnexus JMS cépocbTe pnar MepesanycTutb cepeep M KOHCOb ynpaBneHus JMS. (B atom
cnyyae nepesarpysky cnyxbol JMS, npunoxenuin Cepsep JMS w KoHconw ynpasnerus JMS
noTpebyeTcs NPOM3BECTU BPYYHYHO MO OKOHYaHMUM NpoLecca YCTaHOBKM).

11. Haxmute YcTaHOBUTD.

12. B cnyyae yctaHoBneHHoro ¢nara lNepesanycTutb cepeep U KOHCONb ynpaBneHus JMS (cM. Bbiwie)
0TOOpa3uTCs OKHO 3anpoca Ha nepesarpysky cepeepa v KoHconu ynpasnenus JMS (Puc. 230).
(Ecnu dnar He 6bin yCTAaHOBNEH NepenauTe K cnefyoLlemy Lwary.)

YeraHoska JMS CP DSS Connector 1.0.0.14 | X |

o MpoacnxuTe U NEpE3aNYCTUTE CEPEED W KoHCONL JMST

.

Puc. 230 - OkHo 3anpoca nepe3sazpy3ku cepsepa

Haxmute [a ons NpofosiKeHUs YCTAaHOBKM KOHHEKTOPA.
13. o OKOHYaHMIO YCTAHOBKM OTOBPA3NUTCA CIEAYIOLLEE OKHO.
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i) Ycranoeka IMS CP DSS Connector 1.0.0.14 -

YcraHoseka Aladdin R.D. JMS
CP DSS Connector 1.0.0.14
YCMeLwHo 3aBeplUeHa.

HamuTe kHonky “ToToBo™ ANA BeIXOAE W3 NPOrPaMMbl.

Hazan OTMeHa

Puc. 231 - OkHo 3asepwieHusi npouyedypbl yCMaHo8KU
14. [lnq 3aBeplueHns ycTaHOBKKU HaxMuTe FoToBo.

Nocne ycTaHOBKM KOMMOHEHTA KOHHEKTOpa Ha cepBepe JMS, BbINoNHWTE YCTaHOBKY COOTBETCTBYIOLLENO
KOMMOHeHTa (noBTopuTe Wwaru 6—14) Ha BCcex KOMMbITEPAX C KOHCOMbIO ynpasneHus JMS.,

15. KonHekTtop k Offline Certification Authority

KoHHekTop k Offline Certification Authority npeactasnset coboi komnoHeHT JMS, KoTopbIt no3BonseT
BbIMOJIHATb BbINYCK CEPTU(MKATOB NONb30BaTENEH B aKKPEAUTOBAHHbIX YA0CTOBEPSIOWMX LIEHTpaX, He
MMEILLMX CETEBOTO NOAKMOUYEHUS K TENEKOMMYHUKALMOHHbBIM CETSM 00LLEro noab3oBaHMs.

KoHHekTop Kk Offline Certification Authority BkntouaeT B ce6s ABa KOMMOHEHTA:

e KOMMOHEHT KOHHEKTOpa Ans cepeepa JMS, ycTaHaBNMBAETCA Ha KOMMbIOTEP C KOMMNOHEHTOM JMS
Server;

e MOJynb pacLIMPeHUs ANg KOHCONW yrnpaBneHus JMS, ycTaHaBnMBaeTCs Ha KOMMbHOTEpP C
KoMMnoHeHToM JMS Admin.

(]
ABa)KHO! Mopynb paclmnpeHuns s KOHCoNM ynpaeneHuns JMS TpebyeT yCTaHOBKM Ha KaXKAOM XOCTe,
Ha KOTOpPOM (YHKLMOHUPYET npunoxeHune KoHconb ynpasnaeHus JMS.
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15.1 [OuctpmbyTtuns

IOuctpubytus koHHekTopa k Offline Certification Authority cocTouT U3 IByX KOMMOHEHTOB:

e Aladdin.EMS.OfflineCA.Server X. X.X.XX-x64.msi / Aladdin.EMS.OfflineCA.Server X X.X.XX-x86.msi -
MHCTaNNATOp ANs YCTaHOBKM Ha cepeepe JMS (cooTBeTcTBEHHO AN 32- / 64-6uTHbIX nnatdhopm);

o Aladdin.EMS.OfflineCA.Admin. X X. X XX-x64.msi / Aladdin.EMS.OfflineCA.Admin X X. X.XX-x86.msi -

MHCTANNATOp ANS YCTAHOBKM Ha KOMMbIOTEPE C KOHCOMbIO yrpaBiaeHus JMS (COOTBETCTBEHHO 415
32- / 64-6uTtHbIX NnaTtdopm).

15.2 CuctemHble TpeboBaHusa koHHekTopa Kk Offline Certification Authority

[ins ycTaHOBKM CepBepPHOro KOMMOHEHTa, BXOAALEro B coctaB kKoHHekTopa K Offline Certification
Authority, TpebyeTcsa He MeHee 10 M6aiiT cBO6OLHOM AMCKOBOW NaMsATU Ha KoMnbloTepe. OcTanbHble

TpeboBaHMs COBNAAAKOT C TpebOBaHMAMU K cpefie QYHKLUMOHUPOBAHMS KOMMNOHeHTa JMS Server (cm.
pasgensl 4.1 u 4.3).

[lns ycTaHOBKM MOAYNs pacluMpeHuns Ans KOHCONM ynpasnenus JMS, Bxoaswwero B COCTaB KOHHEKTOpa K
Offline Certification Authority, Tpebyetca He MmeHee 10 M6awT cB060AHON ANMCKOBOM NaMATH HA

komnbtoTepe. OcTanbHble Tpe6oBaHWUsA COBNaAatoT ¢ TpeboBaHUSIMU K cpeae GYHKLMOHUPOBAHUS
KoMnoHeHTa JMS Admin (cm. paszenst 4.2 n 4.3).

15.3 YcraHoBka koHHekTopa K Offline Certification Authority

15.3.1 YcrtaHoBKa cepBepHOro koMnoHeHTa koHHekTopa k Offline Certification Authority

YT06bl YCTAHOBUTb KOMMOHEHT KOHHEKTOPA, NpeAHa3Ha4YeHHbIM ANs KOMMNbOTepa C cepepom JMS,
BbIMOMHUTE CNeayloLLmMe AercTBuS.

15. 3anyctute Ha BbINONHEHUE QAN MHCTANNATOpa:

o Aladdin.EMS.OfflineCA.Server X X. X.XX-x64.msi — B cny4ae 64-6utHomn nnatdopmbl;
o Aladdin.EMS.OfflineCA.Server X. X.X.XX-x86.msi — B cny4ae 32-6uTHOM Nnathopmol.
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OTobpasuTca cnepytoliee OKHO.

Bac npuBeTCTBYET nporpaMmmMa
ycraHoBku Aladdin R.D. JMS
Offline CA Adapter Server
1.0.0.68.

Mporpamma ycraHoekk yoradosnt Aladdin RLD. JMS Offline
CA Adapter Server 1,0.0.68 Ha GaHHEIR KoMMbloTep, YTobk
NPOACT#MTE, HEKMATE KHONKY “flanee” MnK HEKMUTE
kHonky "OTMEHE" ANA 3EEEPIWEHNS YCTAHOBKM,

Puc. 232 - OkHo npusemcmaus macmepa ycmaHosku koHHekmopa k Offline Certification Authority

16. Haxmute Oanee. OT06pa3nTCH OKHO NULEH3MOHHOIO COMNALLEHMS.
Bbibepute Y1 npuHMMalo ycnoBus MIMLEH3UOHHOTO cornalienuns, HaxxmuTe anee u cnepyirte
YyKa3aHusaM MacTepa 40 NOMIHOM YCTaHOBKM CepBEPHOro KOMNoHeHTa KoHHekTopa k Offline
Certification Authority.

Mo 3aBepLleEHNUN YCTAHOBKK 0TO6p33MTC$| cnenyruiee OKHO.

YcraHoska Aladdin R.D. JMS
Offline CA Adapter Server
1.0.0.68 ycnewHo 3aBeplUeHa.

HakmuTe KHoNKY “ToTos0™ ANA BLIX0AE U3 NPOrPaMMel.

Mocne 3aBeplIEHHA YCTaHOBKKM ByneT 3anyweH Mactep
NEPEoHEYENEHOI HSCTPORKK NPOAYKTE,

Hazan ” ToTOBO | | OTMeHa

Puc. 233 - OKHo 3asepuieHusi npouedypsl yCmMaHo8KU

Mo OKOHYaHWMM YCTAHOBKM CEPBEPHOrO0 KOMMOHEHTa KOHHEKTOPA aBTOMAaTUYECKM 3anyCcTUTC MacTep ero
HaCTPOMKM.
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15.3.2 Hactpowika koHHekTopa k Offline Certification Authority (BbinonHeHne macTepa HaCTPONKN)

\%} Mpumeyvanume. Ecm Bbl 3aKpbln OKHO MacTepa HacTpoitku koHHekTopa k Offline Certification Authority nocne ero
aBTOMAaTMYeCKOro 3anycka, To MoXeTe BHOBb OTKPbITb €ro, 3anyCcTUB BPYYHYIO Ha BbINOAHEHWEe (haitn
AladdinJMS.OfflineCertAuthority.Wizards.exe (ycTaHaBIMBaETCS HAa KOMMbIOTEP NPU YCTAHOBKE CEPBEPHOr0 KOMMOHEHTA
KOHHeKTOpa 1 pacnonaraetcs B nanke cepsepa JMS, no ymonuanuo C:\Program Files\Enterprise Management System Server)).

PyuHoii 3anyck MacTepa HacTpoiiku TpebyeT NONHOMOYMIA AAMUHUCTPATOPA B JIOKaNbHOM OMepaLMOHHON cucTEME.

OKHO NpUBETCTBMSI MacTepa HAaCTPOMKM KOHHEKTOPA BbIMNSAUT ClieyoLWmnM 06pasoM.

Bac npueeTtcTByeT MacTtep
HacTpoKK KOHHeKTopa K Offline
Certification Authority

AnagawH|™

MacTep nomoraeT NoaroTOBMTE M HECTPOMTE MPOAYKT
NEPEL MCMONb30BEHWEM .

MogroToeka BrNiodaeT B ceGA NPoOBEPKY HEOBXND AMMBL
YCMOEWA ANA PaBoThl KOHHEKTOPE, PEMMCTRELMAID WK
ofHoBNEHWE NPOdUNA ANA HACTROMKK padoTel C
KoHHeK TopomM B JMS.

Ona npogonxeqna Haxmute Hanee,

< Haszan || Lanee > | | Cmaeqa |

Puc. 234 - OkHo npusemcmaus macmepa Hacmpoliku koHHekmopa k Offline Certification Authority

17. Haxmwute Oanee.
OTobpasunTca cnemytoLiee OKHO.

9 Brumanue! Cepeep BrsHec-norukn Byget nepezanywien. MNpogonsnTse?

Puc. 235 - OkHo 3anpoca Ha nepe3anyck cayxo6sbl cepgepa JMS

18. Haxmute Oa v poxautecb nepesanycka cnyxosl cepsepa JMS. Ecnm nossutca okHo Beog, PIN-
kopa (cM. puc. 170), seeaute PIN-koa nonb3oBaTens Ang 3sNeKTPOHHOro Ktoya oneparopa JMS,

nocne yero Haxmute OK.
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19. B cnyyae ecnm Tpebyetcs o6HoBneHMe npoduns KoHHekTopa B B/l IMS, oTobpa3utcs okHO
cnepytollero Buaa.

Ona ofecneveHun padoTocnocoGHoci koHnerTopa K Offine Certification
Authority, Heofxommo oEHOBMTE NPOGANE 00 SKTYENEHON BEPCHA

Bepcua Teicywero npoduns :  [Mpodwine He ZaperwcTPHMpoOEaH
BepcuAa HoBOrD NpOMKUAA 1.0.0
BeinonHRemMos gefcTEME | CospaHue HOBOND NpodUna

< Hasan || Oanee = | | Ommveqa

Puc. 236 - OkHo 3anpoca Ha 0bHoseHUe NPopuss KOHHeKMopa

20. Haxmure Oanee.
OT106pasnTCa OKHO 3aBEPLUEHNS HACTPOMKM KOHHEKTOPa.

Bel yonewHo saBepluvng Boe HEOBXDAMMbIE LWark
MacTtepa.

Haxmute Jaeepwmts, utobel sakpeite MacTtep.

< Hazan ||§aaep|.LMTh | | OmeHa

Puc. 237 - OkHo 3asepuieHus HacmpoUliKu KOHHeKmopa

15.3.3 YctaHoBka MoAyns pacluMpeHns Ang KoHconu ynpasneHna JMS

Yr1o6bl ycTaHOBUTL KOMMOHEHT KOHHekTopa Kk Offline Certification Authority, npegHasHayeHHbIR ang
KOHCOMM ynpasneHus JMS, BoinonHuTe cnepyowme AencTams.

21. 3anycTuTte Ha BbiNOAHEHME AN MHCTANNaTopa:
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o Aladdin.EMS.OfflineCA.Admin. X X.X.XX-x64.msi - B cny4ae 64-6uTHOM Nnatdopmbl;
o Aladdin.EMS.OfflineCA.Admin. X X.X.XX-x86.msi — B cny4yae 32-6utHoi nnathopmbl.

OT06paszuTCa cnepytoLLee OKHO.

Bac npMBeTCTBYET NporpaMmMa
ycraHoBkM Aladdin R.D. IMS
Offline CA Adapter Console
1.0.0.68.

MporpamMma YCTaHOBKM NOSBONAET MIMEHWTE Criocod
YCTEHOBKKM KoMnoHeHToE Aladdin R.D. M3 Offine CA
Adapter Console 1.0.0.68 MM yaanMTe AaHHLI NPOGYKT C
BaLEro KOMNetoTepa, Hawmre "danee”, ytobel
NPOACITKMTE, MM "OTMEHE", JTODEI BBIATK M3 NPOrPEMMEl
YCTEHOBHM,

Puc. 238 - OkHo npusemcmeusi Macmepa ycmaHosku ModyJ/is pacuiupeHus 0151 KOHConu ynpasneHus JIMS

22. Haxmwute Oanee. OTO6pasnTCs OKHO NMLLEH3MOHHOMO COrNaLleHus.
BbibepuTe 1 npuHMMalo ycnoBus IMLEH3UOHHOIO coralleHus, Haxmute [lanee u cnenyvite
YKa3aHusaM MacTepa 40 NOMIHOM YCTAaHOBKM KOMMOHEHTA KOHHEKTOpA AJ191 KOHCOM ynpaBieHus
JMS.

Mo 3aBepLIeHUM YCTAHOBKM O0TOBPA3UTCS Clefytoliee OKHO.

¥YcraHoeka Aladdin R.D. JMS
Offline CA Adapter Console
1.0.0.68 ycnewHo 3asepLlieHa.

HakMuTE KHoMky ToTos0"™ ANA BbIX0AE M3 NPOrPaMMel.

| Haszan |[ loToso | | OTHeHa

Puc. 239 - OkHo 3aseplieHust npouedypbl ycmaHo8Ku
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16. YctaHoBka n Hactpounka nnarnHa CK3W «Kpunto B» ans
JMS n JAS

CK3U «KpunTo BA» npefHa3HavyeHo ons obecneyeHns KOHOUAEHLMANBHOCTU U KOHTPONS LLeNOCTHOCTH
MHPOpMaLmu, xpaHsiuenca B Tabnunuax 6as gaHHbix CYBL Microsoft SQL, nocpeactsom
Kpuntorpadumyeckoro npeobpasoBaHns U UMUTO3ALLMTI.

Mcnonb3oBaHme HanoxeHHoro ceptudumumpoanHoro CK3M «Kpunto BA» ans 3awmTel Tabnuy I JMS
aBngeTcs 06s3aTeNbHbIM Ans cepTuduumnpoBaHHon Bepcum MO JIMS v3.7.

Ons naterpaumm MO JIMS ¢ CK3U «KpunTo bL» He06X0AMMO BbINOMAHWTL CIeAyIOLME WarK:

1. BbiNONHWUTL NOArOTOBUTENBHbIE AEMCTBUS 419 Pa3BepTbiBAHMS U HACTPOMKM MPOAYKTa (CM. pasgen
«[MoaroToBuTENbHbIE AENACTBUSAY, C. 200);

2. BbimonHutb yctaHoBky nnaruHa «Kpunto B» Ha Bcex cepBepax JMS (cm. paszen «YcTaHOBKA
nnarnHa «Kpunto b» Ha cepsep JMS», c. 201);

3. BbimonHutb yctaHoBky nnaruHa «Kpunto B» Ha Bcex cepBepax JAS (cM. pasgen «YcTaHOBKA
nnarnHa «Kpunto b[» Ha cepsep JAS», c. 203);

4. JkcnoptupoBaTb dain koHdurypauum «Kpunto bI» ans pabotel ¢ B, JMS (cM. paszen
«[Mpouenypa coszpanusa koHburypaumm CK3UM «Kpunto BO» ans B JMS», c. 203);

5. YcranoButb CK3U «Kpunto BA» (cM. paspen «YcraHoska CK3W «Kpunto BA»», c. 207);
BbinonHMTb aBTOMaTM3npoBaHHOe KoHdurypuposaHue «Kpunto B[» (cm. pasgen
«KoHdurypuposarme CK3U «Kpunto B» png pabotel ¢ B JMS», c. 207);

7. Hactpoutb ponu agMuHuctpatopa 6esonacHoctu «Kpunto BI» (cMm. paspen «Hactporika ponei B
B[ nna agpMuHucTpatopa 6esonacHoctn CK3U «Kpunto BO»», c. 211);

8.  Bkniouuntb cepsep kntouven «Kpunto b» (cM. paspen «Beog «Kpunto B[1» B akcnayaTtaumio (3anyck
cepBepa Knwyen)», c. 212);

16.1 lNogrotoBuTenbHble AENCTBUS

Mepepn yctaHoBkow 1 HacTporikon CK3U «Kpunto BA» u ero unterpaumeii ¢ N0 JMS Heobxonmmo
obecneunTtb CresytoLme ycnosus.

1. [onxeH BbITb pa3BepHyT KoMmniiekc komnoHeHToB 10 JMS, roTosbilt K paboTe B Bepcun 6e3
3aLWMTLI C MOMOLLbIO BHeLwwHero HanoxeHHoro CK3U («KpunTo B»).
2. [omkHbl 6bITb BbINONHEHBI NpelBapUTeNbHbIE AEWCTBUS, U3NIOXEHHbIe B pa3aene 16.1.1 (Huxe).

16.1.1 TogrotoBuTenbHble AencTBUS Ha cepBepe CYB[ (Microsoft SQL Server)

Hericteua npomssoasatca Ha cepeepe CYB[, Ha KOTopoM yxe pa3BepHyTa bl JMS 6e3 HanoeHHOro
CK3MW, roToBasi kK paboTe unm yxxe aKCNAyaTUpyoLWascs.

16.1.1.1 KoHdurypuposaHue cepsepa CYB[]

Ins ycraHosku «Kpunto B[» 1 npeobpasoBaHus Tabnuu, (wmdposaHus) TpebyeTcs npeaBapuTenbHas
koHpurypauusa cepsepa CYB/l. [ins ycTaHOBKM NapaMeTpoB BbinonHuTe B KoHconn MSSQL (isql.exe, unu
B Nt0601 rpacdmyeckon KkoHconu ans pabotbl ¢ SQL, Hanpumep Microsoft SOL Server Management Studio,
Puc. 240) ot umeHun agMuHucTpaTopa b/l (nonb3oBaTenb sa) CLeHapUiA, MPUBEAEHHbIN B pasaene
«Mpunoxenune A. CueHapui koHPurypuposanus cepsepa CYB[ ans nopnepxkm CK3U «Kpunto BO»», c.
218.
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% 5QLOueryl.sql - SQL2016\SOLEXPRESS. master (JASDOMAIN\agmurmcrpaTop (53))* - Microsoft SOL Server Management Studio (AgmmrncTpatop)

®aiin  Mpaska Bua 3anpoc  Mposxt  Cepsuc  Okvo  Cripaska

e -o |- -2 | Reommape BERRAR | XAD]2-C-|B] |5 Bi-P Y =
LN master - | b Baronr = v 5% E1[H]| 5° 82 &0 | ]8R] | | =3 | % -
I Obospesatens obverron -1 x ISQLQueryT.sq\ - S..amunncTpatop (3))° B X
Coemnure~ ¥ ™ e gousa master
= @ SOL2016\SQLEXPRESS (SQL Server 13.0) BEGIN
Baset gawribix DECLARE @present INT;
BesonacrocTs EXECUTE sp_configure 'clr enabled’, L:

OBbexrsl cepaepa RECONFIGURE;

]

Pennmkaums SELECT @ipresent = COUNT(1) FROM sys.as cys WHERE name = 'Aladdin. Fuhllcke)
PolyBase 1F (@present > 8) PRINT 'Public Key [Aladdin.Publickey] has alr‘ead) set’
ELSE BEGIN
Ynpasnenue CREATE ASSEMBLY [Aladdin.Key] FROM
@ £ Mpogunuposwk XEvent CREATE ASYMMETRIC KEY [Aladdin.PublicKey] FR(M ASSEMBLY [Aladdin.Key]:

DROP ASSEMBLY [Aladdin.Key];

PRINT 'Public Key [Aladdin.PublicKey] has successfully set’;
END;
SELECT @present = COUNT(1) FROM sy=.
IF (@present > @) PRINT 'Login [Cryp
ELSE BEGIN

= WHERE dbname = 'master’ and loginname = 'CryptoDs';
“has already set’

GRANT EXTERNAL ACCESS ASSEMBLY TO [U"yptDDE]
GRANT UNSAFE ASSEMBLY TO [CryptoDB];
GRANT WIEW SERVER STATE TO [CryptoDB];
PRINT 'Login [CryptoDB] has successfully set’;
END;
END;
go

00% ~ 4

Bl Coobwenms
Mepamerp =oupurypawas "clr ensbled” mamesex c 0 e 1. Bunommre mscTpyswm RECONFICURE mna yerasosss.
Public Key [Aladd DublicKey] has 1lly set
Login [CryptoDB] has successfully set

Bpems sumomuemma: 2020-12-24T11:53:23.5430465+03:00

Puc. 240 - BeinonHeHue cueHapus KoH@uzypuposarus cepsepa CYB/ dns pabomsl ¢ CK3U «Kpunmo b»

16.1.1.2 CosgaHne nmeHn Bxoga ans agmuHuctTpaTtopa 6eszonacHoctun «Kpunto BO»

B koHconu MSSQL (isqgl.exe, unu B ntoboii rpadmueckoit koHconu ans pabotel ¢ SQL, Hanpumep
Microsoft SOL Server Management Studio) oT uMeHu agpMuHucTpaTtopa bl (nonb3oBaTens sa) cospanite
“Ms BXofa, KoTopoe OyAeT B fanbHENLWEM UCNONb30BaATLCA 419 aAMUHUCTpaTopa be3onacHocTn CK3U
«Kpunto b».

gﬂpuMeanue. B TekylieM [oKyMeHTe B KayecTBe Takoro MMeHu BXona ucnonbsyetcs cdbadmin.

16.2 YctaHoBka nnarnHoB «Kpunto BO»
16.2.1 [Ouctpunbytns

Ouctpubytue nnarmHoe CK3M «Kpunto BI» coctonT u3 aByx dainos

e AladdinJMS.CryptoDB.Server.Plugin.msi — yCTaHOBOYHbIV NakeT Anga cepeepa JMS;
o AladdinJAS.CryptoDB.Server.Plugin.msi — yCTaHOBOUYHbIN nakeT ans cepsepa JAS.

16.2.2 YctaHoska nnaruvHa «Kpunto B» Ha cepeep JMS

Ha koMnbloTep € yCTaHOBNEHHbBIM M HACTPOEHHbIM KOMMNOHeHTOM JMS Server (B cnyyae knactepa - Ha
BCE KOMMbIOTEPHI C y3namu knactepa JMS) cnepyeT ycTtaHOBUTE COOTBETCTBYHOLWMI nnaruH CK3U
«Kpunto bl».

[lna 3TOro BbINOAHMTE CNeAyoLIME AeHCTBUS.

1. 3anyctute Ha BbinonHeHWe dan nHctannstopa AladdinIMS.CryptoDB.Server.Plugin.msi.
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OTobpasuTca cnepytoliee OKHO.

Bac npuBeTcTBYeT nporpaMmMa
ycraHoBku Aladdin R.D. JMS
CryptoDB Plugin 1.0.0.17.

AnagauH

MporpaMMa yeTaHoBKW YeTaHoBMT Aladdin AL.D. JMS
CryptoDE Plugin 1.0.0. 17 Ha AaHHeIR KoMnkloTep, YTobsl
NPOAOMTHMTE, HEHMATE KHOMKY “flanee”™ Mni HEXMUTe
tHoMky "OTMEHE™ ANA 3ABEPWEHMS YCTEHOBHM,

Puc. 241 - OkHo npusemcmesus Macmepa ycmarosku naazuHa CK3M «Kpunmo B6/» ong cepsepa IMS

2. Haxmwute Oanee. OT06pa3nTCa OKHO NULEH3MOHHOMO COrNALLEHMS.
Bbibepute 1 npuHMMalo ycnoBus IMLEH3UOHHOTO cornalienuns, HaxxmuTe anee u cnepyirte
YKa3aHusM MacTepa 40 NOAHOM YCTaHOBKM NnaruHa.
Mo 3aBepleHnn yCTaHOBKM 0TOBPA3UTCA CnepytoLiee OKHO.

¥YcraHoeka Aladdin R.D. JMS
CryptoDB Plugin 1.0.0.17
YCMewHo 3aBepLUeHa.

AnagawvH

HakMuTE KHOMKY "ToToED™ ANA BEIXOAE W3 MPOrPaMMEI,

Mocne 3aBeplEHHA YCTaHOBKK ByaeT 3anyweH Macrep
NepEoHa4aNEH0M HACTPOMKK MPoOAYKTE,

Hazan || ToToBo | | OTMeHa

Puc. 242 - OkHo 3aseplieHust npouedypbl ycmaHo8Ku

B cnyuyae HeobxoaumocTu BBeaute PIN-Kof oS MOHTMPOBaHMS KpunToxpaHunuwa JMS.

Mo okoHYaHWKM ycTaHoBKM B npunoxeHun Cepeep JMS (cepBepHbliii areHT JMS) nobasuTcs BKnaaka
Kpuntob[l, (Puc. 243).
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H Cepeep JMS (JASDOMAIN\aagMHUHKCTpaTOR) M

N

Bepcus pokymerta: 1.06

t“‘ Cratyc Kpuntobl: He ycTanoEneH

& ! Hacepeepe BI oTkmioueno wnPposate AanHex cpeacTsaMu Kpunmobl
VINK IWMBPOBEHNE IEHHBDC HE HACTROBHD

Hactpoiikin

o8
v
v

MacTep koHpmrypawm Kpuntobl

JanyciTe MacTep BeIrpysKkK akTyaneHoro XML-waina KoHDurypaLwan
KpuntoBL.

e I KaTanoru yyetHox sanmceit I MpHEASKM KaTENOr 0B I HacTpoitka

Cratyc | Mactep+nion B I KpunTorpadgua
Besonacrocr | HacmomcndAS | Kowewropw [ KevnmoBL
KpwnmoBO

O nporpamme  Bepeowa 3.7.0.1777 | OBHoBMTS || Jakpeie

Puc. 243 - [lobasneHue eknadku Kpunmob/] e cepsepHom azeHme JIMS

16.2.3 YctaHoBka nnarvHa «Kpunto B» Ha cepsep JAS

16.3

Mpouenypa co3paHmsa koHdurypaumm CK3U «Kpunto BO» ana 64 JMS

AO «AnapamH P. ., 1995—-2021 r. YcTaHOBKa M HacTpoika My6anuHbIiA

Ha koMnbloTep € yCTaHOBMEHHLIM U HACTPOEHHbIM KOMMNOHEHTOM JAS (B cnyyae knactepa - Ha Bce
KOMMbOTepbl € y3namu knactepa JAS) cnepyet yCTaHOBUTb KOMMNOHEHT
AladdinJAS.CryptoDB.Server.Plugin.msi.

MNoapobHoe onucaHMe yCTaHOBKM MAarnHa Ha cepBep NpUBELEHO B YacTW 3 pyKOBOACTBA
aaMuHucTpatopa [3] (pasaen «YcraHoBka nnarnHa «Kpunto b» Ha cepsep JAS»).

[ns nonyyeHuns koHdurypaumoHHoro daina CK3M «Kpunto bA» ana ucnonssyemoii b, JMS cnepyet
BbINOJIHUTbL CNeayloLme feidCTBUS.

Ha cepsepe JMS (B cnyyae knactepa Ha — Ha OLHOM U3 y310B KnacTepa) B npunoxeHuun Cepsep
JMS (cepBepHbiit areHT) Ha Bknaake Kpuntob[, (Puc. 243, Bbiwe) HaxxMuTe Mactep KOHdUrypauum
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OT06pasnTCca OKHO CepyroLwero snaa.

Bac npueetcTeyeTr MacTtep
BLIIPY3KM KOH(UIypaLmm
Kpuntob[]

AnagavH

MacTep NoMoraeT BeIrpy3UTE aKTyaneHeIR XML-waitn
KoHPMrypaw Kpuntobd.

na npogonxetns Haxmute Oanee.

| < Hazan || Oanee = | | OmenHa |

Puc. 244 - Macmep sbiepy3ku koHpueypauuu CK3M «Kpunmo b/l» onsg bl IMS

2.  Haxmurte Oanee.

OTOGPBBMTCFI OKHO Cneaywuiero emaa.

YueTHble zanvcK Gazel AaHHBN ONA cepelcos JAS/AIMS

Morws B Monezoeatens B

JASDOMAINWMS31S JASDOMAINWMS31S
JASDOMAINVWJASOZ2S JASDOMAINYWJASDZS

LononHWTeNsHEIE HACTRORIKK

Macka: |BeAEAEAEAEAEAEAEAEAEAE

CBpocyTe No YMOOYSHWKD

< Hasan || Hanee > | | OmeHa |

Puc. 245 - OkHo 3a0aHus yyemHsix 3anuceli 0ns pabomsl CK3M «Kpunmo b/» ¢ 61 IMS

3. BbimonHuTe HaCTpOWMKKM B COOTBETCTBMM C Tabn. 47.
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Tabn. 47 - 3anonHeHue napamempos koHgueypauuu CK3M «Kpunmo b»

Hactpoiika OnucaHue

B cTpokax Tabnuubl (nons Jlornn BA, 1 Monb3osatens Bl) cnepyeT nepeuncnuts BCe
yyeTHble 3anucu (ans Bcex cepsepoB JMS u JAS unu cooTBeTCTBYIOWMX Y3108
KNacTepoB), OT UMEHWN KOTOPbIX BbINOMHAETCS noakntodeHne k cepeepy CYB/, (Jlormn
bA) n obpawenue k b1 IMS (Monb3oBatenb Bll), T.e. Te yueTHble 3aNMCH, KOTOPbLIM B
npouecce akcnnyatauum JMS pomkeH 6biTb NpeaocTaBneH [oCTyN K Tabnauuam,
3awmaemsim ¢ nomoubto CK3U «Kpunto b».

o 3Hayenue JloruH B/l cOOTBETCTBYET 3HAYEHMIO, BBOAMMOMY B MacTepe nepBoHa4anbHoM
Hactpoiiku (Puc. 98, c. 90) B none Jlornn (nMbo cooTteeTcTBYtOLWAs yyeTHas 3anncb Windows NT
Security).

o 3Hayenue Monb3oBartenb Bl cOOTBETCTBYET 3HAYEHMIO, BBOAMMOMY B MacTepe nepBOHaYabHOM
Hactpoiiku (Puc. 101, c 92) B none JloruH (nnbo cooTBeTcTBYOLWAN yyeTHas 3anmcb Windows NT

Security)
YueTHble 3anucu 6asbl (B oTHOwWeEHMM cepeepa JAS aHaNnorMuHble COOTBETCTBMSA CM. B HACTPOIKax NOAKIOYEHUS
AAHHBIX ANA CEPBUCOB cepeepa JAS k B[l JMS: yacTb 3 pykoBoACTBa aaMMHMCTpaTOpa [3], pasaen
JAS/IMS «Mopkntoyenune JAS k 6ase gaHHbIX JMS».)

[MonHbIM NepeyeHb yyYeTHbIX 3anucen (MMeH Bxoaa v nonb3osaTenen bl), ucnonbsyembix
cepeepamun JMS u JAS ons pabotbl ¢ B JMS, MOXHO Takke npoBepuTb B KOHCoNM SQL
Server Management Studio. (Puc. 246 u Puc. 247, Huxe).

YacTb yueTHbIX 3anMcelt 3anonHgeTcs B Tabnuue aBTOMaTUUYeCKu (Hanpumep, yyeTHble
3anucu Ang cepBepoB WK y3noB knactepa JAS). YyeTHble 3anucu, ucnonbsyemble
ApyrMmu yanamu knactepoBs JMS (Mo oTHOLWeEHMIO K Y371y, Ha KOTOPOM 3anyweH Macmep
8bl2py3Kku KoH@uypauuu Kpunmob/), cnepyeT 3anofHUTL BPYYHYIO (018 fobaBneHus

L
CTPOK YYeTHbIX 3anucei UCnonb3yinTe 3HaY0K \il LN pefakTUpOBaHUS — . ans
yhaaneHus — x')

B faHHOM MoJie yCTaHaBMBAETCA YCOBHOE WECTHaALATEPUMYHOE 3HaYeHNe, KOTOpoe
6yneT oTo6paxaTbCs B 3alMPPOBAHHBIX MONAX TaB/IMULL, 3aLMLLAEMbIX C MOMOLLbIO
Macka CK3M «Kpunto B».

3HaueHue no ymonuanuio: OXAEAEAEAEAEAEAEAEAEAE

= BezonacHocTe
= Mmena gna exoga
B ##MS_PolicyEventProcessingLoging®
B ##MS_PolicyTsqlExecutionLoging#
2 BUILTIN'Monbsosarenn
& cbdadmin_2
& cdbadmin

& NT AUTHORITV\CMCTEMA

o MT Service\MSSOLSSOLEXPRESS

= MT SERVICE\SOLTELEMETRYSSQLEXPRESS
& NT SERVICE\SQLWriter

s NT SERVICE\Winmgmt

[ ]

- sa

— L VP

Puc. 246 - VmeHa exoda muna Jloeaun BA] dns CYB/Z Microsoft SOL
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= @ SOL2016\SOLEXPRESS (SOL Server 13.0.5026 - sa)
= 7 Baskl gaHHbIX

1 CucTemHble Basel AaHHBIX

i MomenTanbHbBIE CHUMEN Basbl AdHHbIX

@ E4APDE

@ EAPDE_3_7_0_1777_24_DEC_2020

[ Lmarpamme Gas gaHHen

1 TaBnnye

I MpeacTasnenna

1" BHewwHme pecypcel

1 CuHoHAMBI

| MporpamMmupoBaHne

" KomnoweHT Service Broker

I XpaHwnuie

1" BesonacHocTs

0B BE®

IEEEEEBEEME

ONBZ0BATENN

&4 cdbadmin_db
&4 dbo

Puc. 247 - YuemHsie 3anucu muna lMonv3oeamens b ons b/l IMS
4, Haxmute Danee.

OTOGPBBMTCFI OKHO Cneaywuwiero emaa.

| < Hasan || Lanee > | | OmaeHa |

Puc. 248 - OkHo coxpaHeHus XML-gaiina koHgueypauyuu CK3M «Kpunmo b/» dns b1 IMS

5. Beepgute uma daiina n Haxmute Hdanee.
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OT06pasnTCca OKHO CepyroLwero snaa.

MacTtep soirpyskr koH@urypaumm Kpuntob/l -

MacTep ycnewHo BHINOMHUN
BLIMPY3KYy KOH(UIypaumm

Bel yonewHo saBepwnv Boe HEOMMO@MMEIE Wark
MacTepa.

HaxmnTe Jasepwmts, yTobbl sakpeite MacTep.

Puc. 249 - OkHo 3asepuwieHus npoyedypebl

Mpouenypa co3panua kondurypauumn CK3U «Kpunto b» ang B, JMS 3aBepuweHa. CoxpaHute
nonyyeHHbln XML-dann gna ucnonb3oBaHUs Ha AanbHenwmx warax uHterpauuu N0 JIMS c «Kpunto

b».

16.4 YcraHoBka CK3U «Kpunto BO»

BbinonHute ycraHoeky CK3UM «Kpunto B» Ha komnbloTepe, Bxoaawem B oamH gomeH AD ¢ cepsepoM
JMS (nnbo knactepom JMS).

Ons YCTAaHOBKHU MCI'IOﬂbByﬁTe cneanywuwme UHCTaNNAULUOHHDbIE NMaKeTbl

o Aladdin.CryptoDB.Admin.MSSQL.GOST_7.0.0.64_x64_Release.msi — pna 64-pazpagHboix OC Windows;
o Aladdin.CryptoDB.Admin.MSSQL.GOST 7.0.0.64 x86_Release.msi — pna 32-pa3pagHbix OC Windows.

[lns yTouHeHus npouenypbl yCTaHOBKM CeayeT Mcnonb3osaTb AokyMmeHTaumto CK3U «Kpunto BO» [7].

16.5 KoHdurypuposanne CK3W «Kpunto BO» ana pabotbl ¢ B IMS

Insa koHdurypmposaHua CK3M «Kpunto b» ans pabotsbl ¢ b, JIMS BbinonHWTe cnepyowme AeNCTBUS.

1. 3anyctute Ha BbinonHeHue Macmep koHuaypuposaHus Kpunmob/: TNyck -> AnapauH ->
KoHpurypuposanue Kpuntobi
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OT06pasnTCca OKHO CepyroLwero snaa.

=2 Macrep korpurypaumu Kpuntob/l -
Maponb agMUHKUCTPaTOpa 0azbl JaHHbIX An@ o

BeeauTe MMA NOAKAKMEHKA M N3P oML 3AMHMHMCTRATOPA Bazbl AaHHLIX.

Cepeep: W

baza naHHbIx:
AYTEHTUDMKALIRA

() Cepeep-ayTedTwdukauma (@) Windows-ayTesTihukaums
MR MonbI0EATENA:

Maponk NoNL30E3TENA:

CTpOKaE COEOMHEHKA: |

Puc. 250 - Macmep koHpueypuposarus CK3M «Kpunmo b/]»
2. BbimonHuTte HacTpoiku B cooTBeTcTBMM C Tabn. 48.

Tabn. 48 -lNapamempsi nodknwyeHus k b JIMS

Hacrpoiika OnucaHue

Beeaute ums cepsepa CYB/ B dopmaTte <uma_xocta>\<umsa_SQL-cepsepa>, Hanpumep:
Cepsep
SQL2016\SQLEXPRESS.

basa aaHHbIX BBenute umsa 6a3bl faHHbIx JMS Ha SQL-cepeepe, ykasaHHoM B none Cepsep.

BbibepuTe 3TOT NYHKT ANt NOAKNOYEHNS K 6a3e faHHbIX C UCMOb30BAHUEM
CTaHaapTHoOM ayTeHTUdMKauum Ha cepepe CYB/. B nonsax MmMsa nonb3oBatens v
Maponb nonb3oBarens HeO6XOAMMO YKa3aTb COOTBETCTBEHHO MMS BXOAA M €ro naposib
ans nogkno4vexuns k cepeepy CYB/.

CepBep-ayTeHTMdUKaLMUA

BbibepuTe 3TOT NYHKT ANt NOAKNOYEHUS K 6a3e faHHbIX C UCMOb30BAHUEM
ayTeHTUdMKaUMM TUNA «NpoBepka noaanHHoctn Windows».

Windows-ayTeHTuduKaums (B aToM cnyyae ayteHTUdMKaLMs ByaeT BbINOAHATLCS OT MMEHM NONb30BaTens,
3anycTUBLLEro Ha BbinonHeHune Macmep koHgueypauuu Kpunmo B/l. ins ycnewHomn
ayTeHTMdUMKaumm cnepyeT Ha cepeepe CYB/[, npeagapuTenbHO CO34aTbh UMS BXOAS ANS
Takoro nonb3oBarens).

(HepepakTtupyemoe none)

Crpoka coeanHeHus [MHamuueckn oToBpaxkaeT napameTphl NoaknkoyeHns k cepsepy CYB[ no mepe

3aMO/IHEHUS OCTaNbHbIX Nonen

3. Haxmurte Oanee.
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OT06paBMTC$| OKHO Cneaywuiero emaa.

BoibepuTe JeHCTEME, KOTOPOE Bbl XOTHTE BLINOMHHTE f. )m
AnaagerH

(@ YcTaHoBWTb 06bekTEl KprnToB/d

[#] £ cozaanmem y4eTHO 3anuoK agMKHKCTRaTOpa BeSoNacHoCTH
() OBroeuTs obberTol KpunmoB
() YnanwTe ofsexTal KpunmoB

D C yAaneHueM yYeTHoM SanmoH daoMHHKWCTPaTOPRa BezonacHoCcTH

Puc. 251 - OkHo seibopa delicmeus 8 koHpuzypamope CK3M «Kpunmo b/]»

4, YcTaHoBWTE (€CM HE YCTAHOBAEH) dar «C CO3AaHUEM YYETHOM 3anucu aAMUHUCTPaTopa
6e3onacHocTu» U HaxxmuTe [anee.

OT06pasnTCa OKHO CieayroLwero Bnaa.

YueTHas 3anuck agMuHucTpatopa BezonacHocTw

VKaXHMTE YYETHYI0 33NKck aAMUHKMCTPaTo pa BesonacHocTi.

MonbZoBaTENb:

| JASDOMAIN\AAMUHMCTPETOD

< Hazang || Janee > |

Puc. 252 - OkHo co3daHus ysemHoli 3anucu adMuHucmpamopa 6esonacHocmu CK3U «Kpunmo b/]»

5. BbinonHuTE HACTpOMKKM B COOTBETCTBMM C Tabn. 49.
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Tabn. 49 -INapamempesl ydvemHoli 3anucu admuHucmpamopa b6ezonacHocmu CK3U «Kpunmo b»

Hactpoiika OnucaHue

Beeaute uMs nonb3oBarens, KOTOprVI 6y,u,eT AdBTOMATU4YE€CKMN CO30aH B COCTaBe yHéTHOlZ

n
onb3ogarent 3anucu agMuHuctpatopa 6esonacHoctu CK3UM «Kpunto b», ans pabotsl ¢ B, JMS.

Beeaute ums cxembl, KOTOpad 6y,IJ,ET dBTOMaTU4YeCKM CO3a0aHa B COCTaBe yHéTHOVi 3anumcu

Cxema aaMuHucTpatopa 6esonacHoctn CK3WM «Kpunto bAy», pns pabotbl ¢ b, JIMS.

YKaxuTe ums Bxoma ans aaMuHuctparopa 6esonacHoctn CK3M «Kpunto By,
Jlorun co3paHHoe Ha ware 16.1.1.2 (cm. pasgen «Co3paHne MMeHU BXO4a ANS aAMUHWUCTpaTopa
6e3onacHocTn «Kpunto Bx»», c. 201).

6. Haxmute Danee.

OTO6pa3VITC’iI OKHO Cneaywuiero emaa.

Lo} MacTep koHdurypauny Kpuntob/l -

Cxema gna obbexkToB Kpuntob Ba

BriSepuTe cieMy ana ofbekToe Kpunmob[]

MMA oMbl sch_cdbadmin_db

Tabnu4HOE NpOCTPaHCTEO:

Daiin Kokdury pawm: | |

Maponk CEpBEpa KNoued:

MoATEEpXeHUE NAPONA:

< Hazan || fanee > | | OTMexa |

Puc. 253 - OkHo opmuposaHus cxemel 06bekmos CK3M «Kpunmo b/» ona b JIMS
7. BbimonHuTte HacTpoiku B cooTBeTcTBMM C Tabn. 50.

Tabn. 50 -INapamempesi cxemel 015 06vekmos CK3M «Kpunmo b/1»

HacTpoiika OnucaHue

Umsa cxembl (Hepepaktpyemoe none).

OTO6pa)K36TC$'| BBELEHHOE paHee UMAa CXEMbI

Ta6auuHoe NpoCTPaHCTBO (Hepepaktpyemoe none).

He ncnonb3yerca
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Hactpoiika OnucaHue

Maiin KoHduUrypaumm Boibepute XML-daiin koHdurypaumm CK3UN «Kpunto b», creHepMpoBaHHbIN Ha ware
16.3 (cm. pasaen «[pouenypa co3aanuns koHdurypaummn CK3U «Kpunto BO» ansa b,
JMS», c. 203).

Maponb cepeepa kntouei YcraHoBuTe naposnb cepepa kntoueit CK3U «Kpunto BI».

nOATBepmAEHMEHaPOHH nOATBepAMTEHapOHh

8. HaxxmuTe Odanee n cne,u,yﬁTe YKa3aHnaM Mactepa 00 noaB/EHUA OKHa cneayrouwero smaa.

2 Macrep kordurypauwm Kpuntobl -
Onepauna Hag obbexramn Kpuntobl yecnewHo F \ =
BLINOMHEHa % ”a\ﬁil ik

Haxmure "ToToeo" anA Boixoga ks MacTepa.

MoToBo

Puc. 254 - OkHo 3asepuwieHusi kKoHguaypuposarus CK3M «Kpunmo b»
9. Haxmure lNoToso.

Mo okoH4aHuu pabotbl Mmacmepa CK3U «Kpunto BI» rotoBo K noakntoueHunio K b JMS.

16.6 Hactponka ponen B b[] ana agmuHuctpartopa 6e3onacHoctn CK3U «Kpunto BO»

Co3paHHOMY B pe3ynbTaTe paboTbl MacTepa KOHPUIrypupoBaHust nonb3osatento b JMS
(anMuHucTpaTopy 6e3onacHoctu CK3U «Kpunto B», cMm. none Monb3osatens Ha Puc. 252, c. 209)
cnefyeT Ha3HAUYUTb YCTAaHOBNEHHbIE POMU MPU MOMOLLM ClIeflyoLLEero cLeHapums:

exec sp addrolemember db datareader, [%ADMIN%]

go

exec sp addrolemember db datawriter, [%ADMIN%]

go

exec sp addrolemember db ddladmin, [%ADMIN%]

go

exec sp addrolemember db securityadmin, [%ADMIN%]
go

unu n3 rpaduueckoro nHtepdeiica Microsoft SOL Server Management Studio (Puc. 255):
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neHcTED B pony B33kl AEHHED

=
5
i
I
T
=
&
=l
=

db_accessadmin

db_backupoperatar

db_datareader

db_datawriter

db_ddladmin
db_denydatareader
db_denydatawriter
db_owner

{ db_securityadmin

0
0
0
0
L]

Puc. 255 - HasHaueHue poneli aomuHucmpamopy 6ezonacHocmu CK3U1 «Kpunmo b/l» ons bl IMS

16.7 Beog «Kpunto B[l» B akcnnyaTtaumio (3anyck cepeepa Kro4emn)

[Iins 3anycka cepeepa kntoueint CK3U «Kpunto bBI» 1 BKtoUeHUS KpunTorpaduyeckoi 3awmtel b, JMS
BbINO/IHUTE CeaytoLLne AeiCTBMS.

1. 3anyctute Ha BbINOAHEHWE KOHCONMb aaMUHUCTpUpoBaHna «Kpunto b»: Myek —> AnapanH —>
KoHconb aagMMHUCTPUPOBaHKA.

OTO6pa3VITC‘iI OKHO Cneaywuwiero emaa.

gf Koncone AAMWMHMCTDWMPOBaHWA 3allThl 633 JaHHBIX

Qaiin  [Jeiictena Bug  WMuctpymentsl  Cnpaska

5 H OTDED&H{EEMbIB 3NEMEHTEI B Ka38HHOM NpE&ACTAENEHHH OTCY TETEYHIT,

= J MoaknioyeHwe K base AaHHbIX

baza paHHbIX

Cepeep: || w

Basa gaHHbIx:
AYTEHTMDMKALMA

(_) Cepeep-ayTeHTutMKaLmMa (@ Windows-ayTeHTwhuK aLmn
WmMA nonbsosarens:

Mapons NOAb30BATENRA:

CTDDKE COEOWHEHKAL |

OTMeHa

loToso

Puc. 256 - OkHo sblbopa b/l IMS

2. Bepute umeHa cepsepa CYB/[ v B[, JMS no aHanornu ¢ 3TanoM KOHHUrypupoBaHusa (CM. pasgen
«KoHourypuposarue CK3W «Kpunto B[1» ana pabotel ¢ B[ IMS», c. 207)
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&Bamno! [nsa ayteHTMdMKaumm Heobxoanmo BbibpaTb onumio CepBep-ayTeHTUdUKaLMS, 3 B
none UMa nonb3oBartens BBECTV UMS BXOAA AN apMUHUCTpaTopa 6e3onacHoctn CK3U «Kpunto
bll», cospaHHoe Ha ware 16.1.1.2 (cm. pasaen «Co3aaHue MMeEHW BXOAA ANs afAMUMHUCTPATOpa
6e3onacHoctn «Kpunto Bl»», c. 201) M cooTBETCTBYIOWMI €MY NApONb B Noae Napons.

3. Haxmute Boutu.

OT106pasnTCa OKHO CepyroLwero snaa.

e BuibepuWTe KNHOUEBOM KOHTERHED = |0 -

BriGepure knioweBoil KoHTedHep US CincKa: Miji,_qunll""

i PKCST2 Cryptographic Provider | Microsoft Enhanced RSA and AES Cryptographic Provider I Microsoft B2 < | *

CyGbexT Or o KonTeiirep
CN=CryptoDB 10.09.2019 10.09. 2024 HKCUNCrypto DB

[] wcnonb3oBaTh TONLKD CHCTEMHEIE PECYPCh OTMena

Puc. 257 - OkHo sblbopa deticmsus 8 koH@uzypamope CK3U «Kpunmo b/]»

4. Bbibepute kntoyeBoi koHTenHep CryptoDB u HaxxmuTe OK.

OTKpoeTcs OKHO BBOAA Napons.

e AyTeHTUDMKALWA -

S =

MNpoBaiinep: |F‘KES'|2 Cryptographic Provider |
Ovexr:  [HKCU\CyptoDB |
|

MNapank: || | | EN

Puc. 258 - OkHo aymeHmugukayuu 8 koHcoau aomuHucmpuposarus CK3M «Kpunmo 64»

5. Bepute 3HaueHue napons no ymonuvanuio (1234567890) nnsa koHteriHepa CryptoDB n HaxmuTte
OK.
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OT06paBMTC$| OKHO Cneaywuiero emaa.

@ain  [eiictena  Bug  Whcrpymenter  Cnpaska
i EAPDB_3_7_0_1777_24_DEC_2020 5{ HacTpoitki BEsonacHoCT
s HacTpoiiki BE3oNactHOCT (- AnropTHE!
& AnropuTiei Ko
/- Ko 2 NonbsosaTen
2_9;( MNonb3oBaTENM / ByauT
ﬁ Ayant fTaEnMLu:l
'~ Tafiniel  3awmuaemsie TaBnALL!
& 3awmMwasmse Tabnuusl
w3 B npouecce sawndposaris
op 3EUNDPOBEHHEIE
w4y B npouecce pacwnbposaHUA

Puc. 259 - KoHcone aomuHucmpuposarus CK3M1 «Kpunmo b/]»

6. B paspene 3awmwaemble Tabauubl B 1EBOI YaCTM OKHA BbibepuTe nanky B npouecce

3awndpoBaHms.
7. [ns kaxpov Tabnuubl M3 nankv B npouecce 3awmdpoBaHua BbINONHWUTE Cleayowme LencTBus (B

C/lyyae ecnu paspen nycr, nepexoamTe K wary 8).

7.1.  Tlo HaxaTuI NpPaBoW KHOMKOW MblwyW BbibepuTe 3awmndpoBaThb...

=HTel  CnpaBka

e —

CeoMcTEa

| Jawmdpoeate... |

MoaroToEnTe AnA paclungpoBaHna

MokasaTe cKpUNT NOAFOTOBKW K paclungpoBaHnid..,

Puc. 260 - 3awugposaHue mabauy uz nanku B npoyecce 3awugposarus
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OT06paBVITC$| OKHO Cneaywuiero emaa.

Bcecrpokn [v]  Pasmep Gnoka ewbopka:
| e

Puc. 261 - 3anpoc Ha 8bINONHEHUS WUGPOBAHUS
7.2. HaxmuTe BbInonHUTb.

OT106pasnTCa OKHO C YBEAOMJIEHWEM O 3aWMNdpPOBAHMM.

o Crpokmn TaBnnuel oGpaboTanbl

Puc. 262 - YsedomneHue 0 3awu¢posaHuu mabauybl
7.3. Haxmwute OK

8. B nmanke 3awudpoBaHHble f0MKHbI 0TOOpaXaTbCs cnenyowme Tabnumupl (Puc. 263).

®aiin  [Jeiictena  Bug  WHctpymentel  Cnpaeka
53 EAPDE_3_7_0_1777_24 DEC_2020 n dbo.MessagingTokens
% HacTpoiiku BesonacHocTi @ dbo.OtpCounters
g ANTOPUTMB 2 dbo.OtpTokens
- Krgem e dbo.SecureData
Qg MonezosaTenm
AyauT
~ Tabmuug
-{zg dbo
~{d guest

{3 JASDOMAINVIAS02S
-5 JASDOMAIN\IMS31$
-5 NT AUTHORITY\CUCTEMA

| SawMwEeMsE Ta0mLs
4 B npouecce sawnbposaHus
= ] 5awndposatte

‘iy B npouecce pacumdposarna

Puc. 263 - 3awugposaHHsie mabnuysl b IMS

9. B paspene Hactpoiiku 6e3onacHoctu Boibepute CepBep kntouei 1 Haxxmute 3anyctutb (Puc. 264)
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WQaiin  Jeiictena  Bug  VHcTpymenTel
= EAPDB_3_7_0_1777_24 DEC_2020
4. HacTpoiiku BesonacHocTi
¢ AnropuTMbl
© Knoum
Mons3oBaTend

) JASDOMAINVIAS02S

{41 JASDOMAIN\IMS31S

{8 NT AUTHORITY\CUCTEMA
Jawmnwaense Tabnmug

iy B npouscce sawndposatia
‘s SawnMdpoBaHHEIE
‘“x Brpougcce pacwmbposaHis

Puc. 264 - 3anyck cepeepa kmoyeli CK3U «Kpunmo b/»

10. OT06pa3uTca OKHO BBOAA Napons.

Puc. 265 - OkHo 8800a napons cepsepa kmoyel

11. Bsegute maponb cepBepa KOYeEW, 3a4aHHbIM Ha 3Tane KoHburypuposaHumsa «Kpunto by (Puc.
253, c. 210) n HaxxmuTe OK.
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12. Cepsep Kk/touei nepenpeT B COCTOAHME akTuBeH (Puc. 266).

Pain  [Jdenictema  Bug

WHcTpymenTel  Cnpaeka

Bepcus nokymenta: 1.06

= EAPDE_3_7_0_1777_24 DEC_2020 =.ICepsep kniouei [AkTiBeH]|
j{ HacTpolikn bezonacHocTi ‘YDOBHH AocTyna

( AnropuTMel
e KoK

2_3’ MonssosaTenm
/' Ayaut

= | Tabrmue
{4 dbo

- guest

5

= j& 3aWMLEENBIE TABMMUE

iy B npouscce sawnMdposaHia
o 3awndpoBaHHsie

iy B npouecce pacwmdposaHia

{4 JASDOMAINVIAS02S
{2 JASDOMAIN\IMS31§
{3 NT AUTHORITY\CUCTEMA

Puc. 266 - [Mepexod cepsepa kntoyeli 8 cocmosHue AKmueeH

13. B cepBepHOM areHTe JMS oTobpasuTca cooTBeTCTBYHOWMIA cTaTycC (3anyweH) ans CK3U «Kpunto

bO» (Puc. 267).

TueHsMA | Katanoru yueTHb Sanvced | MNpWBASKK KaTanoros | HacTpoitka

Cratyc I MacTtep+nioy BI1 I Kpuntorpaguma

Besonachocts | HacmomanJAS | Konextope Kpurmabll

KpunToB[1

}} Cratye KpunTob: ZamyweH
P

‘_‘ Cepeep kniousi Kpuntob[l zanywed. Patota JMS ¢ WWposaHHEMIM
JAHHEIMK paspelleHa

HacTpoiticn

MacTep KoHWrypaLmm nTo

6— JanycTiTe MacTep BeirpyzKki akTyaneHoro XML-4aiing KoHourypawm

Kpuntob [l

O nporpamme  Bepowa 3.7.0.1777

Puc. 267 - OmobpaxeHue cmamyca 3anyueH dns CK3U «Kpunmo b/l» e cepsepHom azeHme JMS

Ha aaHHom ware uHterpaums N0 JMS ¢ CK3U «Kpunt b[1» 3aBeplueHa.
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[MpunoxeHune A. CueHapui KoHdurypmnposaHus cepsepa CYb/[
ansa nogaepxkn CK3U «Kpunto BO»

lpuBeneHHbIV HUXE CLeHapuii cnepyeT BbINOAHUTL B KoHconu MSSQL (isql.exe, unu B ntoboit
rpaduueckon koHconu ansg pabotel ¢ SQL, Hanpumep Microsoft SOL Server Management Studio) oT nmeHu
aamunHuctpatopa CYB[, (nonb3oBarens sa).

CueHapun ansa Microsoft SQL Sever Bepcuinn 2008, 2008 R2, 2012, 2014, 2016, 2017

(cueHapwmii pnsa Bepcumn Microsoft SQL Sever 2019 n 6onee No3fHUX CM. HUXe, €.222 )

use master

go
BEGIN

DECLARE @present INT;

EXECUTE sp_configure 'clr enabled', 1;

RECONFIGURE;

SELECT @present = COUNT(1) FROM sys.asymmetric_keys WHERE name = 'Aladdin.Pub
licKey';

IF (@present > ©) PRINT 'Public Key [Aladdin.PublicKey] has already set';
ELSE BEGIN
CREATE ASSEMBLY [Aladdin.Key] FROM ©x4D5A90000300000004000000F FFF0000B8000000000000004000
0000000000000V BRRVVVRROE1FBAOEOOBA4O
9CD21B8014CCD21546869732070726F6772616D2063616E6E6F742062652072756E20696E20444F53206D6F64
652EODODOA2400000000000000504500004C01030014CBE1540000000000000000E00002210B010BO00OOALO
0000600000000V 4E2800000020000000400000000000100020000000020000040000000000000004000000
000000000080000000020000A9B10000030040850000100000100000000010000010000000000000100000000
000000000000000002800004B0VCVVVVV40000040030000000000000000000000120000300ECLVVVRE6000000C
000000C82600001 00V RRLVRRLVNVRLVRRLVRBRLVNRRVOO
0000000000000002000000800000000000000VVVRV8200000480000000000VVVVVRVVVRLRV2E7465787400
00005408000000200000000A0000000200000000000000V0VVVVVRPVVRV200VRR602E7273726300000040030
0000040000000040000000COVVCLVVVVLVVVVLVVCRLVVLVA400PVVA02E72656C6F6300000C00000VVV6000
000002000000100000000000000000000000000000400000420000000000000000VVVVVVRRLVVRRV3028000
0000000004 800000002000500D0200000F 8050000090000000000000VVVVVVVVLVVRRVO5020000080000000
0000000000000V BRVVRBADO67BEB2B7563E1744828FA6
319F4755BFAB4ABCOFADOE6CD21EB85F5378B5601C78259F48E1B420EF8A24AA246774FDDOCF796C193F17B760
A6093572748CAF2A054CEOEOFF269F965B5ABOD96E57F3A5CO59FD8C1807FOD653168004FD2A6C39C1730A600
1E9FBC95B5F2CD70C5DAA8BEB6ED2F915D5A4F2C693838FOE1186142534A4201000100000000000C0000007632
2E302E35303732370000000005006C00000094010000237E0000000200005C02000023537472696E677300000
0005C040000080000002355530064040000100000002347554944000000740400008401000023426C6F620000
0000000000020000010714000009000000VOFA2533001600000100000011000000010000001000000VOECCLVO
0010000000100000000000A001000000VVVVR6003500230006005200230006006F00230006008EN023000600
A70023000600C00023000600DBO023000600F600230006002E010F01060042010F01060050012300060069012
3000600960186010600CFO1BCO13BOOE301000006001202F20106003202F20100000000010000000000010001
0009004C00VA0011004COVOAO19004CRO0A0021004C000A0029004C000A0031004CO00ARO39004CO0VALRV4A10
04C000A0049004COOOF0051004CO00A0R59004CO00AR061004CORVARV69004C00140071004C00180081004C00
1E0089004C0014002EQ0OBOOC5002E001300D6002E001BOOD6002E002300D6002EQ02BOODCOO2EQO3300F 2002
E0O3BOOD6002EQO4BOOD6002EVO530016012E00630040012E006BOO4DO12E00730052012E007BOO5BO12EQO83
0064010480000005000000000000000100000023005002000002000000000LVPVBVVRRVRVV1001A0RVBRVO
00000V 3CAD6F64756C653E00416C616464696E2E4B65792E646C6C006D73636F726C6962005379737465
6D2E5265666C656374696F6EQ0417373656D626C795469746C65417474726962757465002E63746F720041737
3656D626C794465736372697074696F6E41747472696275746500417373656D626C79436F6E66696775726174
696F6E41747472696275746500417373656D626C79436F6D70616E7941747472696275746500417373656D626
C7950726F6475637441747472696275746500417373656D626C79436F70797269676874417474726962757465
00417373656D626C7954726164656D61726B41747472696275746500417373656D626C7943756C74757265417
4747269627574650053797374656D2E52756E74696D652E496E7465726F70536572766963657300436F6D5669
7369626C65417474726962757465004775696441747472696275746500417373656D626C7956657273696F6E4
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1747472696275746500417373656D626C7946696C6556657273696F6E4174747269627574650053797374656D
2E536563757269747900416C6C6F775061727469616C6C795472757374656443616C6C6572734174747269627
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00000000000000000000000000BRVVVVVVBROVVVVVLBRNVNVVVVEBRNVVVVLLRBRNVVVVLRBBRNVVVLRBBRVVYD
000000000000000000000000VLBRVVVVVVLBRRVVVVVLBRAVNVVVYERRRVVVVLLBRAVVVVYLLBANVVVVLBBRVVVO
00000000000000000000000VVLBRVVVVVVVBRRVVVVVLBRAVNVVVYEBRRVVVVLLBRAVVVVVRVBANVVVLBBRVVVD
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000000000000000000000000VLBRVVVVVVLBRRVVVVVLBRAVNVVVYEBRRVVVVLLBRAVVVVYRLBANVVLLBBRVVYD
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00000000000000000000000VVLBRVVVVVVVBRRVVVVVLBRAVNVVVVEBRRVVVVLLBRRRVVVYYVBRRVVVVLBBRRVYD
0000000000000000000000VVVLBRVVVVVVVBRRVVVVYLBRAVNVVVYEBRAVVVVLLBRAVVVVYRVBANVVVVLBBRVV300
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©B1316566572695369676E205472757374204E6574776F726B313B3039060355040B13325465726D73206F662
07573652061742068747470733A2F2F7777772E766572697369676E2E636F6D2F727061202863293130312E30
2C06035504031325566572695369676E20436C617373203320436F6465205369676E696E67203230313020434
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22E636F6D2F73662E637274301F0603551D23041830168014CF99A9EA7B26F44BCO8E8FD7FO0526EFE3D2A79D
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©B1316566572695369676E205472757374204E6574776F726B313A3038060355040B1331286329203236030362
0566572695369676E2C20496E632E202D20466F7220617574686F72697A656420757365206F6E6C7931453043
0603550403133C566572695369676E20436C6173732033205075626C6963205072696D6172792043657274696
669636174696F6E20417574686F72697479202D204735301E170D3130303230383030303030305A170D323030
3230373233353935395A3081B4310B300906035504061302555331173015060355040A130E566572695369676
E2C20496E632E311F301D060355040B1316566572695369676E205472757374204E6574776F726B313B303906
0355040B13325465726D73206F66207573652061742068747470733A2F2F7777772E766572697369676E2E636
F6D2F727061202863293130312E302C06035504031325566572695369676E20436C617373203320436F646520
5369676E696E67203230313020434130820122300D06092A864886F70D01010105000382010F003082010A028
2010100F5234B5EASD78ABB32E9D457F7EFE4C7267EAD1998FEA89D7D94F6366B10D77581307F04687FCB2B75
1ECD1DO88CDF6994A737A39C7B8OEO99EIEE374D5FCE3B14EE86D4DOF52735BC250B38A78C639D17A308A5ABB
OFBCD6A62824CD521DA1BDOF1E3843B8A2A4F855B90014FC9A776107F27037CBEAE7E7DC1DDF905BC1B489C69
E7COA43C3C41003EDFO6E5C5E49471D65501C700264A403CB5A126A90CA76D808E90257BCFBF3F1CEB2FO6FAE

AO «AnapauH P. 1.», 1995-2021 1. YCTaHOBKa U HacTpoWika My6nunuHbIN Crp. 220/ 229



JaCarta Management System v3.7 Bepcusa pokymeHrta: 1.06

58777C6B556B27A3B5430531BDF6234FF1ED1F45A932885E54C174E7E5BFDA493997FDFCDEFA475EFEF15F647
E7F81972D82E341AA6B4A74C7EBDBB4FOC3D57F130D6A6368ED68076D7192EASCD7E342D890203010001A3820
1FE308201FA30120603551D130101FF040830060101FF02010030700603551D20046930673065060B60864801
86F845010717033056302806082B06010505070201161C68747470733A2F2F7777772E766572697369676E2E6
36F6D2F637073302A06082B06010505070202301E1A1C68747470733A2F2F7777772E766572697369676E2E63
6F6D2F727061300E0603551DOF0101FF040403020106306D06082B0601050507010C0461305FA15DAO5B30593
05730551609696D6167652F6769663021301F300706052BOE03021A04148FES5D31A86AC8DSE6BC3CF806AD448
182C7B192E30251623687474703A2F2F6C6F676F2E766572697369676E2E636F6D2F76736C6F676F2E6769663
0340603551D1F042D302B3029A027A0258623687474703A2F2F63726C2E766572697369676E2E636F6D2F7063
61332D67352E63726C303406082B0601050507010104283026302406082B060105050730018618687474703A2
F2F6F6373702E766572697369676E2E636F6D301D0603551D250416301406082B0601050507030206082B0601
050507030330280603551D110421301FA41D301B3119301706035504031310566572695369676E4D504B492D3
22D38301D0603551DOEO4160414CFO9A9EA7B26F44BCO98EBFD7FO0526EFE3D2A79D301F0603551D2304183016
80147FD365A7C2DDECBBFO3009F34339FA02AF333133300D06092A864886F70D010105050003820101005622E
634A4C461CB48B991AD56A8640FD98C91C4BBCCOCESAD7AAR227FDF47384A2D6CD17F711A7CEC70A9B1FOAFE4
OFOC53FA155EFE749849248581261C911447B04C638CBBA134D4C645E80D85267303DOA98C646DDC7192E6450
56015595139FC58146BFEDAA4ED796BO80C4172E737220609BE23E93F449A1EES9619DCCB1905CFC3DD28DAC4A2
3D6536D4B43D40288F9B10CF2326CC4B20CB901F5D8CA4C34CA3CD8ES537D66FA520BD34EB26DOAEGDE7C59AF7A
1B42191336F86E858BB257C740E58FE751B633FCE317CO9B8F1B969EC55376845B9CAD91FAACED93BASDC82153
C2825363AF120D5087111B3D5452968A2C9C3D921A089A052EC793A54891D3318202633082025F0201013081C
93081B4310B300906035504061302555331173015060355040A130E566572695369676E2C20496E632E311F30
1D060355040B1316566572695369676E205472757374204E6574776F726B313B3039060355040B13325465726
D73206F66207573652061742068747470733A2F2F7777772E766572697369676E2E636F6D2F72706120286329
3130312E302C06035504031325566572695369676E20436C617373203320436F6465205369676E696E6720323
031302043410210742E05BE780EQ53COE37221029DCD2F2300906052BOE03021A0500A0703010060A2B060104
01823702010C31023000301906092A864886F70D010903310C060A2B060104018237020104301C060A2BO6010
401823702010B310E300C060A2B060104018237020115302306092A864886F70D01090431160414F1153C057D
4C818C4D67DBD8BFE4333867B50081300D06092A864886F70D010101050004820100774DCA5F950DEOC94A2D3
E5335117862E0B581208E21FB2461E8FFC44F601806B9BF8567DF462C748587ABD3DBO6E7E7663A7AEE8FO6F2
E31230A6C1B5EASFF951BD728EA02713D7B9D6D1BDFF64FDAF1F90D7CD18069EF1435BA8FFB3916D042B46EE2
FAF24D60D2705A2A6F34BC5622EDDDBBO2D931E787392C39CCE2DES5F23D631762E2E04F42C7B6802B8BEC9805
CC9F0717F11D71926CF8D10D3DBBD412EE6DO3519A06F6F40863537E2A07EC4058F3A717D702DA9B427533A9B
©451BCD7AC5B9483BEC94F7A035556B82883DDOF32163C70E6CB4424AEFA3E212013DA55D1A8FC8471837B62B
AC78091ECA20618AC524598BD503AE4BC7B4088615D63D000000 WITH PERMISSION_SET = SAFE;

CREATE ASYMMETRIC KEY [Aladdin.PublicKey] FROM ASSEMBLY [Aladdin.Key];

DROP ASSEMBLY [Aladdin.Key];

PRINT 'Public Key [Aladdin.PublicKey] has successfully set';

END;
SELECT @present = COUNT(1) FROM sys.syslogins WHERE dbname = 'master' and log
inname = 'CryptoDB';
IF (@present > @) PRINT 'Login [CryptoDB] has already set';
ELSE BEGIN
CREATE LOGIN [CryptoDB] FROM ASYMMETRIC KEY [Aladdin.PublicKey];
GRANT EXTERNAL ACCESS ASSEMBLY TO [CryptoDB];
GRANT UNSAFE ASSEMBLY TO [CryptoDB];
GRANT VIEW SERVER STATE TO [CryptoDB];
PRINT 'Login [CryptoDB] has successfully set';
END;
END;
go
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CueHapun gna Microsoft SQL Sever sepcumn 2019 un Bhiwwe

use master

go

BEGIN
DECLARE @present INT;
EXECUTE sp_configure 'clr enabled', 1;
RECONFIGURE;
EXECUTE sp_configure 'show advanced options', 1;
RECONFIGURE;
EXECUTE sp_configure 'clr strict security', o;
RECONFIGURE;

SELECT @present = COUNT(1) FROM sys.asymmetric_keys WHERE name =
'Aladdin.PublicKey"';

IF (@present > @) PRINT 'Public Key [Aladdin.PublicKey] has already

set';
ELSE BEGIN

CREATE ASSEMBLY [Aladdin.Key] FROM
0x4D5A90000300000004000000F FFF0000B80000000000000040000000000000000000000000000VBBBRV00
00000000000000000000000000000VVVVO80000VVROE1FBAOEOOB409CD21B8014CCD21546869732070726F67
72616D2063616E6E6F742062652072756E20696E20444F53206D6F64652EQDODOA2400000000000000504500
004C01030014CBE1540000000000000000E00002210B010B0000OAB00000060000000000004E280000002000
0000400000000000100020000000020000040000000000000004000000000000000080000000020000A9B100
00030040850000100000100000000010000010000000000000100000000000000000VVVVRVV2800004B0VV0
000040000040030000000000000000000000120000300E0000VV6000000CLRRRRACE2600001C0VVLRRRAVVV0
0000000000000000000000000BRVVVVVVBBRAVVVVLLRRRVVVVVLORRRVVVYLRRRRVVYVYRBBRN2000RRR80V00
00000000000000000008200000480000000000000000RVVVVV2E746578740000005408000000200000000A00
0000020000000000000000000000000000200000602E72737263000000400300000040000000040000000C00
00000000000000000000000000400000402E72656C6F6300000C000000006000000002000000100000000000
0000000000000000004000004200000000000000000000000000000000302800000000000048000000020005
00D0200000F8050000090000000000000000000000000000005020000080000000000000000000000BR00V00
00000000000000000000000000000VVVVOORVVVVBADO67BES2B7563E1744828FA6319F4755BFABABCOFADOE
6CD21EB85F5378B5601C78259F48E1B420EF8A24AA246774FDDOCF796C193F17B760A6093572748C4F2A054C
E9EOFF269F965B5ABOD96E57F3A5CO59FD8C1807FOD653168004FD2A6C39C1730A6001ESFBCO5B5F2CD70C5D
AASEB6ED2F915D5A4F2C693838FOE1186142534A4201000100000000000C00000076322E302E353037323700
00000005006C00000094010000237E0000000200005C02000023537472696E6773000000005C040000080000
002355530064040000100000002347554944000000740400008401000023426C6F6200000000000000020000
01071400000900000000FA253300160000010000001100000001000000100000000ECV000001000000010000
0000000A0001000000000006003500230006005200230006006F00230006008E0023000600A70023000600C0
0023000600DB0023000600F600230006002E010F01060042010F010600500123000600690123000600960186
010600CFO1BCO13BOOE301000006001202F20106003202F201000000000100000000000100010009004C000A
0011004C000A0019004C000A0021004C000A0029004C000A0031004C000AB039004C000A0041004CO00A0049
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220609BE23E93F449A1EE9619DCCB1905CFC3DD28DAC423D6536D4B43D40288F9B10CF2326CC4B20CBOQ1F5D
8C4C34CA3CD8E537D66FA520BD34EB26DSAEODE7C59AF7A1B42191336F86E858BB257C740E58FE751B633FCE
317C9B8F1B969EC55376845BO9CADO91FAACED93BA5SDC82153C2825363AF120D5087111B3D5452968A2C9C3D92
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1A089A052EC793A54891D3318202633082025F0201013081C93081B4310B3009060355040613025553311730
15060355040A130E566572695369676E2C20496E632E311F301D060355040B1316566572695369676E205472
757374204E6574776F726B313B3039060355040B13325465726D73206F66207573652061742068747470733A
2F2F7777772E766572697369676E2E636F6D2F727061202863293130312E302C060355040313255665726953
69676E20436C617373203320436F6465205369676E696E6720323031302043410210742E05BE780EQ53COE37
221029DCD2F2300906052BOEG3021A0500A0703010060A2B06010401823702010C31023000301906092A8648
86F70D010903310C060A2B060104018237020104301C060A2B06010401823702010B310E300C060A2B060104
018237020115302306092A864886F70D01090431160414F1153C057D4C818C4D67DBD8BFE4333867B5008130
0DO6092A864886F70D010101050004820100774DCA5F950DEOC94A2D3E5335117862E0B581208E21FB2461E8
FFCA4F601806B9BF8567DF462C748587ABD3DBO6E7E7663A7AEE8F96F2E31230A6C1B5EASFF951BD728EAQ27
13D7B9D6D1BDFF64FDAF1F90D7CD18069EF1435BA8FFB3916D042B46EE2F4F24D60D2705A2A6F34BC5622EDD
DBBO2D931E787392C39CCE2DES5F23D631762E2E04F42C7B6802B8BEC9805CCOFO717F11D71926CF8D10D3DBB
D412EE6DO3519A06F6F40863537E2A07EC4058F3A717D702DA9B427533A9B0451BCD7AC5B9483BEC94F7A035
556B82883DDOF32163C70E6CB4424AEFA3E212013DA55D1A8FC8471837B62BAC78091ECA20618AC524598BD5
O3AE4BC7B4088615D63D000000 WITH PERMISSION_SET = SAFE;

CREATE ASYMMETRIC KEY [Aladdin.PublicKey] FROM ASSEMBLY
[Aladdin.Key];

DROP ASSEMBLY [Aladdin.Key];

PRINT 'Public Key [Aladdin.PublicKey] has successfully
set’;

END;

SELECT @present = COUNT(1) FROM sys.syslogins WHERE dbname = 'master’
and loginname = 'CryptoDB';

IF (@present > @) PRINT 'Login [CryptoDB] has already set';
ELSE BEGIN

CREATE LOGIN [CryptoDB] FROM ASYMMETRIC KEY
[Aladdin.PublicKey];

GRANT EXTERNAL ACCESS ASSEMBLY TO [CryptoDB];

GRANT UNSAFE ASSEMBLY TO [CryptoDB];

GRANT VIEW SERVER STATE TO [CryptoDB];

PRINT 'Login [CryptoDB] has successfully set';
END;

END;

PesynbTaT BbINOMHEHUS CLiEHapUs

Pe3yl'leaTOM YCNewHOoro BbiINOIHEHNA OAHHOIO CUEeHapua aBnaeTcsa coobuieHmne cnepywouiero emaa:

MapameTp koHOuTypauum "clr enabled" mamenen ¢ 0 Ha 1. BremonHuMTe MHCTpyKUmi RECONFIGURE mis
YCTaHOBKM.

Public Key [Aladdin.PublicKey] has successfully set

Login [CryptoDB] has successfully set

Bpewms BrmojsiHenmsa: 2020-12-24T11:58:23.5430465+03:00
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KOHTaKTbI, TEXHUYECKad noagepxka
Oduc (0bwme Bonpochl)

Appec: 129226, Mocksa, yn. okykuHa, a. 16, ctp. 1, komnaHua «AnagauH P. [.».
TenedoHnbl: +7 (495) 223-00-01 (MHOrokaHanbHbIN), +7 (495) 988-46-40.

@akc: +7 (495) 646-08-82.

E-mail: aladdin@aladdin.ru (o6wuii).

Web: www.aladdin.ru

Bpems pabotbl: exxenHeBHo ¢ 10:00 go 19:00, KpoMe BbIXOAHBIX U NMPA3AHUYHBIX LHEW.
Texnonogepxka

Cnyx6a TexnoAaepKKu NPUHUMAET 3anpochl TONbKO B MMCbMEHHOM BUAE Yepes BeB-CailT:

www.aladdin.ru/support/index.php
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Cnuncok nutepaTtypbl

1 JaCarta Management System. PykoBoacTBo nonb3oBatens [Tekct]. — «AnagauH P.O.». — ®aiin
JMS_x.x_UserGuide_RU.docx

2 JaCarta Management System. PykoBoacTBo agMuHucTpaTtopa. Yactb 2. ®yHKUMKM yrnipaBneHus [Tekct]. —
«AnapouH P.O.». — ®ain IMS_x.x_AdminGuide_(Part2)_Management_RU.docx

3 JaCarta Management System. PykoBoacTBO agMuHMcTpaTopa. YacTb 3. YcTaHOBKa M HAacTpolika cepeepa
ayteHTudukauum (JAS) [Tekct]. — «AnagamH P.O.». — @ain JIMS_x.x_AdminGuide_(Part3)_JAS_RU.docx

4 JaCarta Management System. Moarotoska u Bbinyck ceptudukato MSCA ansa JIMS [Tekct]. — «AnapauH P.O.». —
®aiin JIMS_Cert_Guide.docx

5 JaCarta Management System. Tpe6oBaHus ons passepTbiBaHus npoaykTa [TekcT]. — «AnagamH P.O.». — Dann
JMS-3.7_Requirements.docx

6 JaCarta Management System. Pa3BepTbiBaHue knactepHoi KoHburypaumm [Tekct]. — «Anapand P.O.». — Maiin
JMS_ClusteringGuide.docx

7 KomnnekT pokymeHTaumm CK3M "Kpunto bA"

RU.46538383.50 1430 005-01 92 03. Cpeacteo kpuntorpadpuueckon 3awmtsl nHdopmaumm Kpunto bI. Bepcus
2.0. PykoBoAcTBO agMuHucTpaTopa 6a3bl AaHHbIx MSSOL [TekcT]

RU.46538383.50 1430 005-01 92 01-1. CpeactBo kKpunTorpaduyeckoi 3awmTbl Hdopmaumumn Kpunto B,
Bepcwusa 2.0. PykoBoacTBo agMuHMcTpaTopa 6esonacHoctu. Yacts | [TekcT]

RU.46538383.50 1430 005-01 32 01-2. Cpencrtso kKpuntorpaduueckon 3awmTbl uHdopmaumum Kpunto B,
Bepcusa 1.0. PykoBoacTBo agMuHucTpatopa 6esonacHoctu. Yactb Il [TekcT]

RU.46538383.50 1430 005-01. Cpeacteo kpuntorpaduyeckon 3awmtsl nidopmaumumn Kpunto bI. Bepcus 2.0.
Onucanue peanusaumm [TekcT]
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Perncrpauusa nsmeHeHnn

Bepcusa U3meHeHus

1.06 NobaeneH cueHapuit koHdurypuposanus cepsepa CYBJ, Microsoft SQL Server 2019 n 6onee no3aHux».

1.05 OnucaHa unterpaums MO JIMS ¢ HanoxeHHbIM CK3W «Kpunto BO».

1.04 O6HOBNEH TEKCT NMLEH3MOHHOMO COrnaLleHus.

1.03 O6HoBNeHa MHPopMaLums o noaaepxku Microsoft .NET Framework

1.02 HobaeneHa nogaepxka Microsoft SQL Server 2019.

101 B nokymeHT nobaBneHo onucaHue ocobeHHOCTel HAaCTPOMKK ANS CBA3M C KNACTEPHOM KOHbUrypaumen
cepsepa JAS.

1.00 McxonHas Bepcus fOKYMeHTa.
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HOpOTKO 0 KOMMNAaHWK

Komnanus «AnapauH P. [1.» ocHoBaHa B anpene 1995 roaa u sBnsetcs
POCCUMICKMM pa3paboTyMKOM (BEHLOPOM) CPEACTB 3aLLMThI
MHbOPMaLMK.

KoMnaHusi sBNSeTcs Npru3HaHHbIM 3KCNEPTOM U NIMAEPOM POCCUIACKOTO
pbIHKa cpeacTB ABYX(HaKTOPHOM ayTeHTUdUKaLMM Nonb3oBaTenen,
3NEKTPOHHOM NOAMUCH M 3aALUMTbI AQHHbIX.

OCHOBHbIE HanpaBneHus

ObecneyeHne HGesonacHoro focTyna kK UHPOPMaLUOHHbIM
pecypcaM npeanpuaTus, se6-nopranam n 06nauHbIM cepucam
(cTporas aByx- u TpéxdakTopHas ayTeHTUuduKauums).
dnekTpoHHas noanuck (31 ¢ HensBneKaeMblM 3aKPbITbIM
KntoyoM, popmupyemas B 3alMLEHHOM ynne), PKI.

3alMTa NepCcoHabHbIX JaHHbIX, JAHHbIX Ha AMCKaX
KOMIbloTepoB, cepBepoB, 633 AaHHbIX.

Bce ocHoBHble NPOAYKTbI UMET HeobXxoanMble CepTUHUKATDI
DCTIK, PCh 1 MuHncTepcTBa 060poHbI (BKIKOYas paboTy ¢
rocTaiiHoi fo ypoBHs cekpeTtHocTtu CC).

JnueHsum

— KOMMaHus uMeert Bce Heobxoammele nuueHsun GCTIK Poccuu,

@DCBb Poccumn u Munmnctepctsa 060poHbl Poccuu ans
NpoeKTUpPOBaHMSA, NPoV3BOACTBA M noanepxku C3U n CK3U,
BK/O4as paboTy C roctaiiHoi U NPOMU3BOACTBO NPOAYKLUM B
paMkax rocobopoH3akasa.

CuctemMa MeHeaXXMeHTa KayecTBa NpoayKLMM B KOMMaHuu ¢ 2012
r. cootBetcTByeT cTaHaapTy FOCT 1SO 9001-2011 u umeet
COOTBETCTBYHOLLME CepTUDMKATDI.

CucteMa NpoekTMpoBaHuS, pa3paboTku, MPOU3BOACTBA U
noanepKKM NPOAYKLMK COOTBETCTBYET TPeBGOBAHUAM
poccuitckoro BoeHHoro ctaHaaprta FOCT PB 15.002-2012,
Heobxo4MMOro Ans yyacTus B peanusaLmumu rocobopoHsakasa.

JNuuensum GCTIK Poccum N2 0037 1 N2 0054 ot 18.02.03, N2 3442 o1 10.11.2017
JimueHsun OCB Poccun N2 12632 H ot 20.12.12, N2 30419 ot 16.08.17

AnaaavH

JNuueHsuns Munnctepctea o6opoHbl PO N2 1384 ot 22.08.16
CucTeMa MeHedKMeHTa KauecTBa KOMMNaHMM COOTBETCTBYeT TpeboBaHUAM

FOCT P MUCO 9001-2015 (ISO 9001:2015). Ceptudmkar CMK N2 POCC RU.®K14.K00011 ot 20.07.18
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