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AHHOTaUMS

Cucrema 3awmTbl MHGOPMaLMK OT HECAHKLMOHMPOBAHHOro goctyna "Secret Disk 5" (Bepcus 5.x.y.zz, roe
5 - Homep Bepcum, xy.zz - Bepcus cbopku), manee no Tekcty 'SD5", nmpepcraBnser coboi
Cneumanm3upoBaHHbIA MPOrpaMMHO-annapaTHbIi KoMnneke, aanee no Tekcty "TIAK", npeaHasHa4YeHHbIl
ans  obecneueHnss 6esonacHoCcTM MHPOpMauMM B  aBTOMATM3MPOBAHHbIX cucTeMax Ha bGase
nepCcoHanbHbIX KOMMbIOTEPOB.

Hactosiumnin nokyMeHT npefcraensier cobo pykoBoacTBo agMuHucTpatopa MNAK SD5 v npenHasHaveH
ANS aAMUHUCTPATOPOB KOMMBIOTEPOB, Ha KOTOPbIX YCTaHOBAeHO npunoxeHwe SD5. B pokymeHTe
coaepxatcsl CBefeHUs, He06X0aUMble AAMUHUCTPATOPY AN YCTAHOBKW NPUNOXKEHUS U [ONONHUTENbHBIX
KOMMOHEHTOB, CBeAeHMs AN paboTbl C MPUIOXKEHMEM, @ TakxXe NPMBOAMTCS MOPSAOK paboTol
aAMUHUCTPATOPaA C KOMMOHEHTAMMU CUCTEMbI 3aLUMTI.
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ABTOpCKME NnpaBa 1 TOProBble 3HAKM

©3A0 "AnappuH P.L1.". Bce npaBa 3awmLLeHbl.

HaseaHua npoaykrtoB u norotunel Secret Disk, Cekpet [uck, JaCarta 9BnsoTCs 3aperncTpMpoBaHHbIMuU
ToBapHbIMK 3Hakamu 3A0 "AnapgpuH P.I."

Bce Apyrue ToBapHble 3HaKK, 0003HaYeHMs U HA3BAHUA U3LENUNA, MCNoJsib3yeMbl€ B JOKYMEHTE, ABNAKOTCA
nnn Moryt ObITb TOBAPHbIMU 3HAKaMM COOTBETCTBYHOLUMX BNaAeNbLEB.

[IOKYMeHT 1 copepxallasnca B HEM nHbopMauma aBnsoTca cobcTBEHHOCTbIO KoMnaHuu 3A0 "AnapavH
P.O."

Bce npaBa Ha uHTennekTyaNnbHyH COOCTBEHHOCTb (BK/IOYas, 6€3 OrpaHUYeHuin, aBTOPCKME MpaBa,
KOMMEpPYECKYI0 TaliHy, TOBapHble 3HAKW, 3HakWM OOCNYXMBAHMS U T.0.), CBS3aHHbIE WAU UMeEKOLUE
OTHOLLUEHWE K HACTOSLLEMY [OKYMEHTY U MPUNIOXKEHMSM, BCE COAEPXKALLMECS B HUX AAHHbIE, SIBSIOTCS
cobcTBeHHOCTbO KoMnanmm 3A0 "Anapgaund P.O."

Bce npaBa Ha onucbiBaemblvi [poayKT aBnstoTCS M OyayT SBASTbCS COOCTBEHHOCTBIO MUCK/IOYUTENbHO
komnaHuu 3A0 "AnapgauH P.I."

3A0 "AnapaunH P.J1." He nepenaéT BaM npaBa HU HA 3TO ONUCaHWe, HU Ha MHPOPMaLUMIO, COAEpPXKaLLYyCS
B HEM unuM B onucbiBaeMoM [lpoaykTe, a NMWb NpPefoCTaBAseT OrpaHMYeHHOe MpaBoO Ha ero
MCNonb30BaHMeE B CTPOrOM COOTBETCTBUM C OMUCAHMEM.

Jloboe HecaHKUMOHMPOBAHHOE WCMONb30BaHMe, pas3rnalleHne WM BOCNPOU3BEAEHUE NBASeTCH
HapyLUeHWeM MpaB UHTeNNeKTyanbHolM cobcTBeHHOCTM M/munu npas cobcrBeHHocTn 3A0 "AnapauH PO,
¥ B NOSHOM Mepe Npecnenyercs no 3aKoHy.
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1. Cnncok TepMUHOB 1 onpedeneHnin

no
oc
nK

TokeH

Monb3oBatenn MK

JlokanbHbii

aaMmuHucrpatop MK

AaMunuctparop SD5

Monb3oBatenb SD5

Anroput™m
wrdpoBaHus

JaCarta, eToken

UpeHTudunkauma

AyteHTudukaumua

JByxdakropHas
ayTeHTUMKaLma

BupTtyanbHblit aucK

3awmndpoBaHHbIA
AUCK (TOM)

MNporpamMmHoe obecneyveHue.
OnepaunoHHas cuctema.
MepcoHanbHbIM KOMMNbLOTEP.

dnekTpoHHOe ycTporcTeo (USB-knou unu cMapT-kapTa), npeaHasHa4yeHHoe ans
annapaTHOM peanu3auum npoueayp acCUMETPUYHOTO WndpPoBaHMs, HE0OXO0AUMBIX
Ons cucTem WnudpoBaHUS, 3NEKTPOHHON NOANUCU U ABYX(DAKTOPHOWM
ayTeHTUdMKaLMM C UCNONb30BaHMEM CePTU(HUKATOB OTKPLITOrO KitoYa.

CybbeKT, KOTOPbIV MMEET NOb30BATENbCKYHO YYETHYHO 3anuch B cucteme Windows
Ha K.

MpueunervpoBaHHbIi nonb3osatens OC Windows (y4€THas 3anmcb C NpaBaMm
apMuHucTpatopa OQ).

JTokanbHbi apMuHucTpatop MK, obnagatowwmii cobcTBEHHbIM TOKEHOM C
fevicTeytowen nuuensueii SD5, nponsBeawuii yCTaHOBKY M NEPBUYHYIO HACTPOWKY
SD5.

Monb3osarens MK, obnagatowwmin cobCTBEHHBIM TOKEHOM C AEUCTBYHOLLEN
nuuensuent SD5 u aenstowmincsa BnagenblemM 3alndpoBaHHbIX pecypCoB.

Habop normueckux npasun (MatematMyeckmx npeobpasoBaHuit), onpeaenstoLmx
cnocob npeobpaszosaHms MHOOPMALMK U3 OTKPLITOrO COCTOSIHUSA B
3awmndposaHHoe (npouecc 3awmdpoBaHus) U HAOOOPOT, U3 3aWIMPPOBAHHOIO
COCTOSIHWS B OTKPbITOE (NpOLLecC pacliMdpoBaHus).

Ncnonbsyemsble B [MAK SD5 Mapku TokeHOB.

MpucBoeHne cybbekTaM 1M 06bekTaM A0CTyNa IMYHOTO MAEHTUdUKATOPA U
CPaBHEHWE €ro C 33AaHHbIM NEePEYHEM.

lpoBepka NpMHAANEXHOCTM CYyObeKTY AOCTYNA NPeAbsSBAEHHOMO UM
MOEeHTMdUKATOPa M NOATBEPXKAEHME €ro NOAAMHHOCTU. [pyruMum cioBamu,
ayTeHTUhMKALMS 3aKJTH0YAETCS B MPOBEPKE: ABASETCS M NOAKNHOYAOLLMIACA
CcybbekT TeM, 3a KOro oH cebs BbIAAET.

[eyxdakTopHas ayteHTudukauma (2FA) — paclumpeHHas ayteHTudukaums, MeTos
KOHTPOAS LOCTYNa K KOMNbIOTEPY MAU MHOOPMALLMOHHOW CUCTEME, B KOTOPOM
NosiIb30BaTeNto ANS NoAyYeHUs AOCTYNa K MHGOpMaLMM HeobXoAMMO NpeabsBUTb
6onee 0gHOroO "A0KA3aTENLCTBA MEXAaHM3MA ayTeHTUGMKaumn". K kateropmsam
TakUX [LLOKa3aTesbCTB OTHOCAT:

3HaHue — nHdOopMaums, KOTOpYHo 3HaeT cybbekT. B cnyyae ¢ TokeHamu — 370 PIN-
Koz.

Bnadenue — Belb, KOTOpOW 06nanaeT cybbekT. B cnyyae SD5 peyb MAOET 0 TOKEHe.

Jlornueckoe ycrpoinctso, BocnpuHumaemoe OC Kak 06bIYHbIA AMCK, HO
OT/IMYAIOLLEECS TEM, YTO BCE €r0 AaHHble XpaHaTca B daiine Ha O4HOM U3
LOCTYMHbIX PU3NYECKMX AUCKOB.

Jlornueckuit ToM UK BUPTYasbHbIi LUCK, NpefHa3HadYeHHbIi ans 6e3onacHoro
XPpaHEHUA KOHPUAEHLMANbHON MHPOPMaALIMM B 3aLLMPPOBAHHOM BUIE C NMOMOLLbIO
SDS.
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csp

Secret Disk Crypto
Extension Pack (SD
CEP)

Kpunrollpo CSP

ViPNet CSP

eToken PKI Client

SafeNet
Authentication Client
(SAC)

JaCarta Unified Client

Ceptudukar
OTKPbITOrO K/oua

Kpuntokonus

KpunTo-xpaHunuuwe
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Cryptographic Service Provider, kpuntonposanzep uin NoCTaBWmK Kpuntorpadum
- MpOrpamMMHbIii MOLY b, PEaNU3YIOWMIA OAMH UM HECKOJIbKO anropuTMOB
wudposaHus yepes cuctemHyto wmHy OC CryptoAPI.

lMaKeT pacliMpeHus, KOTOPbI NO3BONSET UCMONb30BATb ANFOPUTM LM POBAHUS
FOCT 28147-89 (TOCT 34.12-2015), npenocTaBnsieMblit CTOPOHHUMMU
KpunTonposangepamu.

MporpamMma ans NpefoCcTaBneHUs CUMMETPUYHbBIX M aCUMMMETPUYHBIX aNrOpUTMOB
wudposanHusa no NOCT. MocTasnsietca komnanuer KpuntollPO.

lporpamma ong npenocTaBieHms CUMMETPUYHBIX U aCUMMETPUYHbIX a1TOPUTMOB
wudposanHusa no FOCT. MocTaensieTcs komnaHuen MHpoTekc.

MNporpamma ons obecneyveHms pabotbl USB-kntouent u cMapT-kapT eToken Ha OC
cemeiictea Windows He cTaplue Bepcum 7. lNoctaBngetcs komnaHnuei Aladdin.

MNporpamma ans obecneveHms pabotbl USB-kntouent n cMapT-kapT eToken Ha OC
cemenctea Windows ¢ Bepcumn 7 1 cTaplue. [NoctaBnsercs komnaHuen SafeNet.

MporpaMMHbIi KOMNIEKC, MpefHAa3HAY€eHHbIM AN HACTPOMKKU U paboTbl CO BCEMU
moaensmu USB-TokeHOB M cMapT-KapT ceMeiicTea JaCarta n noanepXkMBaemblx
MAK SD5 mopeneit eToken B OC Microsoft Windows. MocTaBnsieTcss KoMnaHuen
"AnapavH P.1."

BHEKTpOHHbIﬁ AOKYMEHT, I'IO,EI.TBGp)K,EI,aPOLLI,lAﬁ NPUHAONEXXHOCTb OTKPbLITOro Ko4a U
onpeneneHHbIx anM6yTOB KOHKPETHOMY MOJ1Ib30BaTEHO.

3awndpoBaHHOE 3HaYeHWe NapaMeTpa.

Mdain unu painbl ¢ HacTporikamu npunoxenusa SD5, copepxkalline y4€THbIE 3anncu
nosib30BaTenen, CNMCKMU 3aLLMLLAEMbIX PecypCcoB, NapaMeTpbl 4OCTYNa K pecypcam,
KPUNTOKONWUM KAItOYeln foCTyna U T.4.
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2. O6bwue cBegeHus

2.1 HasHadeHue

MAK SD5 3awmwaeT oT NOCTOPOHHUX AUL, MHOOPMALIMIO, PACMONOXEHHYI0 Ha AMCKaX NepCOHaNbHOM0
KOMMbloTepa. 3aLiMTa OCYLWeCTBASETCA NYTEM WNOPOBAHUS AAHHBIX, YTO AENAET HEBO3MOXHbIM AOCTYN
K HMM MOCTOPOHHErO NMLA AaXKe KOrga BCTPOeHHble cpeacTBa 3awmTel OC He pencTBytoT. Hanpumep,
€C/IM [aHHbIE NbITAKTCS CKONMPOBATb NMOAK/IHUMB XKECTKMIA ANCK K APYTOMY KOMMNbIOTEpPY, MK 06paLuasch
K [aHHbIM OT MMeHu apyroro nonb3osatens OC.

MNporpaMMHo-annapatHbii  komnnekc SD5 3awuiiaer WMHPOPMALMIO HA BHYTPEHHUX U BHELUHWUX
YCTPOMCTBAX XpaHeHUs nHdbopmaumu. Hanpumep, Ha KoMnbloTepe € ABYMS AUCKAMW MOXHO 3alUUTUTb
CUCTEMHBbIN anck (amnck C:), normueckuit Tom (ouck D:) v BHewHuin USB dnaw-Hakonutens (anck E).

I SD5 He 3awuwaem uHgpopmayuro Ha onmudeckux ouckax CD u DVD.

SD5 co3paeT 1 nNo3BONSIET MCNONBL30BATH CNeLManbHble 3aLLULLEHHbIE pecypcCbl. BUPTya/ibHble OUCKU U
CbaVIﬂbI-KOHTeVIHepr, a TakXXe 3alLUMLLATb OTAENbHbIE NAMNKKW Ha 0DbIYHbIX AMCKaX.

Mpu pabote SD5 He ucnonb3yeT y4é€THble 3anucu nonb3oBatenerd OC. AoMUHUCTpaTOp peructpupyet
nonb3osatenein SD5 B camMOM nNpwioXeHWW, NOC/e Yero cCaMm agMUHUCTPATOP W NO/b30BaTeNM
ayTeHTUOMUMPYIOTCS B HEM NpW MOMOLM CMEeLManbHOro 3MIEKTPOHHOTO KAda - TokeHa. bes
NoaKIoYeHns TokeHa u BBoda ero napons (PIN-koda) 3aWMWEHHbIM OMCK WAM OpYron pecypc
NOAK/HUYUTE HEBO3MOXHO.

[laHHbIE Ha 3aLMLLEHHbBIX AMCKAX BCErAa XPaHATCA TOMbKO B 3aMdPOBaHHOM BUAE, AaXKE KOFAA C HUMM
pabotaeT nosb3oBaTtenb. PaclwmbpoBaHne AaHHbIX AN NOMb30BATENsl U MPUNOKEHUIA MPOUCXOAUT
TO/bKO BO BPeMS paboTbl C HUMM U B pacliMdpoBaHHOM BUAE AAHHbIE HAXOASTCA TOIbKO B ONEPATUMBHOM
namsTu komnbloTepa. Ecnv KomnbloTep 6yAeT BHE3AMHO BbIKAOYEH MM NEPEHAET B CMALLEE COCTOSHUE,
MHDOPMaLIMA Ha AMCKAX OCTAHETCS 3aWwmndPOBaHHOM M HELOCTYMHOM ANS MOCTOPOHHMX.

2.2 KomnoHeHTbl MNAK SD5

MNpwu pabote ¢ SD5 agMUHUCTPATOP MCMONb3YET Ceaytome KOMMOHEHTbI:

1. [lanens SD5 - npunoxenue gns ynpaeneHus Moab30BaTeNs MU M 3aWMWEHHbIMM pecypcamn SD5.
MNaHenb SD5 MoxHO 3anycTuTtb M3 MeHo (3kpaHa) Myck Windows. OCHOBHOE OKHO MpUIOXKEHUS
MOXeT ObITb 3aKpbITO. 3anylieHHoe npunoxeHue OyaeT [OCTYNHO B 06/1acTM yBeAOM/EHMI
Windows.

2. 3aepy3yuk Secret Disk - cneumanbHoe NpUNOXEHME, KOTOPOe 3amnyCcKaeTcs Mpu BKIOYEHMM
KoMnbloTepa U pabotaet no 3arpyskm OC. 3arpysunk Secret Disk ycTtaHaBnnBaeTcs npu BKIKYEHUM
3aWmThbl cUcTEMHOIO amcka. OH ocyLlecTBaseT ABYX(AKTOPHYO ayTeHTU(HMKALMIO NONb30BaTENS NPU
NMOMOLLM 3aKPbLITOro KAva cepTudukaTa Ha ero TokeHe u obecneumnsaet 3arpysky OC Windows ¢
3aWM@PPOBAHHOIO AMCKA, €C/IM NOJIb30BaTENb MMeeT NpaBo Ha 3anyck OC.

B SD5 ncnonb3ytoTca ABa BUAaA 3arpy3umMkoB — ans pexmnma 3arpysku LEGACY BIOS u gnsa pexxuma
3arpy3ku UEFI BIOS. TokeH ncnonb3yetcs onsg ayteHTMduMKaumm nonb3osartens SD5. Ha TokeHe
Mo/Ib30BATENS XPAHATCA CefyoWme JaHHbIE:

—  cepTMdMKAT OTKPBITOrO KH0Ya NO/b30BATENS — €r0 NEKTPOHHOE YAOCTOBEPEHUE IMYHOCTH;

—  3aKpbITbIM K/l0Y Nonb3oBaTens (obecneunBaeT ayTeHTUOMKALMIO NONb30BaTeNs 1 WndpoBaHue
KntoueBorn nHdopmauum);

—  3awmwwéHHbIn darn ¢ nuueHsuent SDS, paspewatowen ncnonbsosanue MAK SD5 Bnagenbuy
TOKEHa.

3. [lpoepammHoe obecneyeHue (knueHm) 018 pabomsi ¢ MoKkeHamu. 3TO NporpaMMHoe obecnevyeHue
MCNONb3YyEeTCs HE3AMETHO A1 NoNb30BaTeNs U TpebyeTcs ang paboTbl C cepTUdUKaTaMu U KIto4aMu
Ha TOKeHe.
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4. [lakem pacwuperHol kpunmoepaguu (CEP), KOTOpPbIM MO3BONSET MCMNONb30BATh AOMNOJHUTENbHbIE
[LpanBepHble anroputMbl WKdpoBaHus, a Takxke npumeHsaTb B SD5 anroputmsl wndposaHuna FOCT
BHELIHMX KpUMNTONPOBaiAepOB.
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3. Xapakrepuctumkm SD5

3.1 TpeboBaHus kK onepaLnoHHON cucTeme

SD5 MoxeT BbITb YCTAaHOBMEH HA KOMMNbOTEp, paboTatoLeM noa ynpaeneHmemM ogHown u3 cneaytowmx OC:
e Microsoft Windows 7 SP1 Professional/Enterprise (x86 u x64);
e Microsoft Windows 8 Pro/Enterprise (x86 n x64);
e Microsoft Windows 8.1 Pro/Enterprise (x86 u x64);
e Microsoft Windows 10 Pro/Enterprise (x86 u x64).

Onsa 3arpyskn OC pomkKeH MCNONb30BaTbCS CTaHAAPTHbIA 3arpy3unk Windows, ycTaHOBMEHHbIA Ha
cucTeMHbIM auck B npouecce mHctannsumm OC. PasbueHne OMCKOBbIX HakonuTenew OOMKHO ObiTb
caenaHo cpencreamu ycraHaenmeaemor OC. Tun pa3sMeTKu CUCTEMHOrO AMCKA AOMKEH COOTBETCTBOBATH
BbIOpaHHOMY pexXnMMy paboTbl BCTPOEHHOrO 3arpy34mka (pasmetka MBR gnga pexxuma LEGACY BIOS v tvn
GPT pnga pexuma UEFI BIOS).

3.2 TpeboBaHUA K KOMNbIOTEPY

Mpoueccop (CPU) e npoueccopsl Intel c apxuTekTypoii EM64T 1 noanepKoi KoMaHz,
SSE2 (npoueccopsbl nokonexuns Core 2 M HOBee, KpOMe MPOLLECCOPOB
[tanium);

e npoueccopbl AMD c apxutekTypoit IA64 n noanepxkoi komaHg, SS2
(npoueccopsbl nokoneHuns K8 u Hosee).

OnepaTuBHag namaTb e 00bEM NamaATH, peKoMeHAyeMbIM AN paboTbl ycTaHoBneHHow OC He
(RAM) MeHee 2 ['b.
CBo6oAHOE MecTo Ha e He MeHee 120 Mb.

CUCTEMHOM AMUCKe

BcrpoeHHoe MO e LEGACY BIOS;
KOoMnbloTEpa ° UEFI BlOS,

e UEFI B pexxume LEGACY BIOS (6e3 CSM).

BHelwHK1e uHTepdencol oamH ceBoboaHbIn nopt USB 1.1/2.0/3.0 a9 noaKNt04eHUS TOKEHOB;

e  CuyMTbIBalOLLEE YCTPOMCTBO A9 CMApT-KapT (ecan HeobxoauMmo).

3.2.1 TllopgaoepxuBaemble MOAESNM TOKEHOB

MAK SD5 paboTtaeT ¢ nepeunmcieHHbIMU HUXKE MOOENsIMM TOKEHOB. TOKEHbl pa3HbiX MoAenen Moryrt
MCNONb30BaTbCS OJHOBPEMEHHO HA OJHOM KOMMblOTEpe. Ha KoMnbloTepe LOMKHO ObiTb YCTaHOBIEHO
nporpammHoe obecneyeHue (KNMEHT) AN UCNOb3yeMbIX MOAENe TOKEHOB.

e JaCarta PKI (USB-kntou u cMapT-kapTa);

e JaCarta PKI/TOCT (USB-kntou 1 cmapT-KapTa);
e JaCarta PRO (USB-kntou 1 cMapT-kapTa);

e JaCarta PRO/TOCT (USB-kntoy 1 cmapT-KapTa);
e eToken PRO Anywhere (USB-kntou);

o eToken PRO (Java) (USB-kntou 1 cMapT-KapTa).
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3.2.2 Kpuntonposangepbl anroputMoB wudgposaHus FTOCT

SD5 MoxeT Mcnonb3oBaTh AOMOAHUTENbHble KpunToanroputmel (AES 128, Twofish 256, AES 256) u
BHELIHUX MOCTaBLLMKOB Kpuntorpaduu, peanusyrolwme anroputMbl WKUGOPOBaHUS, ONpeLeneHHble
ctaHpaptamu FOCT P 34.10-2012, TOCT P 34.11-94 v TOCT P 34.11-2012, TOCT 28147-89, rOCT P
34.12-2015 (Magma).
C 1 aHeaps 2019 200a 3anpeujeHo ¢opmuposaHue 3nekmpoHHoU nodnucu ¢ nomousro karodel FOCT
34.10-2001.
Mpu npumeneHunn B SD5 wndposanmsa FTOCT y nonb3osateneit SD5 aomkHbI 6bITb KNKOUM M cepTUDUKATDI
B popmate [OCT, BbINyLLEHHbIE C MOMOLLbBK YCTAHOBNEHHOIO BHELLUHErO0 KpUMNTONpoBanaepa.
Aneopummel wugposarus FTOCT mo2ym 6bimb UCNOIb308GHLI MOJILKO nocie 3azpy3ku sopa OC u
HenpuMeHUMbI 0151 3aU4UMbl CUCMEMHO20 OUCKA.

YcmaHoeka 00H020 U3 KaueHmos 07151 pabomel ¢ MOKEHOM Heobxo0uMa 0715 KoppekmHoU pabomei
mokeHoe eToken u JaCarta.

Ycmanoska 00H020 U3 Kpunmonpogatioepos 019 wugposarus FOCT He 0653amesbHA K YCMAHOBKe, HO
Heobxoduma, eciu mpebyemcsi OaHH®bIU 8UO WUGPOBAHUSI.

Yemaroeka npunoxenrus SD CEP Heobxoduma u 0653amesibHa K yCmaHoeKe, ecau mpebyrmcs
donosiHUMenbHble OpalisepHsie anzopummsl uau 83aumodelicmsue ¢ Kpunmonposatiidepamu. SD CEP
Heobxodumo ycmaHosums nocsie ycmavosku npunoxcerus ViPNet CSP unu KpunmollPO CSP.

CoMecTnMoe ¢ SD5 nporpaMMHoe obecneveHue npeacraeneHo B Tabnumua 1.

Tabnuya 1 - Cosmecmumoe 10

MNpouseoaurenn HasBanue MO PekoMeHpyemasn Bepcus
000 "KPUMTO-TPO" KpuntollPO CSP 4.0 R3, R4
OAO "MHpoTeKC" ViPNet CSP 4.2

3.2.3 Pabota SD5 npu nepesarpyske 1 B "CrisLWmnx" pexxmmax

SD5 obecneunBaeT 3aWMTy OT NOTEPU AAHHbIX B C/yyae NpepbiBaHMS paboTbl KOMMbIOTEPA, BK/OYas
WTaTHble CUTyauum (Nepesarpyska, XAywui U Cnawmii pexxmumbl) u HewTaTHble (c6on B OC cbou B
3N1eKTpONUTaHWUM U1 T.N.).

Mpy NOAKMIOYEHHBIX 33IMPPOBAHHBIX AMCKAX HeQOoMNyCTMMa napaniefbHas YCTaHOBKA MM yaaneHue
nporpamm, cnocobHbIX NOAKAOYaTb Gannbl-06pasbl KOMMNAKT-AMCKOB B KAYeCTBE BUPTYaNbHbIX AMCKOB.

lpexde yem ycmaHasnueams uau yoangme makue npo2pammel, HE06X00UMO OMK/YUMb 8ce
3awWu@posaHHble QUCKU, UCKIYas CUCMEMHbIL.

3.3 JlnueHsmpoBaHune

Ncnonb3yembliii 3nekTpoHHbIn kntou (USB-TokeH unu cmMapT-kapTa) LO/mKeH coaepxaTb nmueHsuto SD5 ¢
AKTyanbHbIM CpoKoM aencteus. CpoK [EWCTBMS  JIMLEH3MM  MOXHO MPOBEPUTb C  MOMOLLbHO
[LOMNONHUTENBbHOM YTUAKUTDI, BXoaawen B auctpnoytns — SD5LicRead.exe.

MNMoapobHoe onucaHme BCeX YTUAUT, BXOAALWMX B ANCTPUOYTMB, HaxoamTcs B MpunoxeHuu 5.
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4. [Ouctpnbytme SD5

CranpaptHas nocraeka 10 BkaoyaeT:

o aiin nuueHsuu;

®  MHDOOPMALMOHHBIN NNCTOK;

®  TapaHTWUIHbIN TaNOH.
I Ansg pabomel npodykma Heobxo0umo npuobpecmu 31eKMPOHHbIL K/KY U3 HUCIA COBMECMUMBIX.
OncTpubyTus BKIHOYAET

1. ﬂ,OKyMeHTaLI,MIO B 3/IEKTPOHHOM BUAE.

Knuentckoe MO ans paboTbl C 3NEKTPOHHBIMU K/IKO4aMU U KpUNTOrpadbMueckMMmM anropuTMamu.
YcTaHoBO4Hble (annbl SD5.

YTunutbl ans paboTbl ¢ nvueHsunent (Mpunoxenue 5).

HuwN
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5. YcraHoBKa u yganeHue SD5

I Lng ycmarosku u ydanerus 10 Heo6X00UMbI NOSHOMOYUS JI0KAILHO20 AOMUHUCMPAmMopa.

5.1 MNopsigok yctaHoskn SD5
Mepep yctaHoBkon SD5 He0BX0AMMO YCTAaHOBUTb AOMONHUTESbHbIE MPOrpaMMbl:
MpunoxxeHue

KnueHt pna pabotbl C TOkeHamu [lporpammHbii  komnnekc "Egunbii  knuenT  JaCarta”
(obs3aTeneH K YCTaHOBKe, AO/MKEH (NpoLecc yCTaHOBKM onucaH B Mpunoxenuu 1)
COOTBETCTBOBATb MCnonb3yeMom

MOZENM TOKeHOB W Bepcum OC) MpunoxeHune eToken PKI Client v. 5.1 (npouecc ycTaHOBKM

onucaH B MpunoxkeHun 2)

MpunoxeHue SafeNet Authentication Client!

Kpuntonposanaepsl NOCT (yctaHoBka  ViPNet CSP (npouecc ycTaHoBKM onucaH B Mpunoxenuum 3)
obsi3aTeslbHa NpU  UCNO/b30BAHMU

anropuTMoEB Wwudposanus FOCT) KpuntollPO CSP  (Mpouecc yCTaHOBKM OMMCaH B

Mpunoxexun 4)

Secret Disk Crypto Extension Pack (SD  Secret Disk Crypto Extension Pack (SD CEP) (Bcs
CEP) ycraHoBka ob6si3aTenbHa npuv  Heobxoaumas MHGOPMaLMs O MpoAyKTe NpeacTaBleHa B

MCNONb30BaHMUM anroputMOB  OTAeNbHOM daine).
WndpoBaHUS rocTt " npu

HeobXxoaMMoCTH MCMNONb30BaHUK

[OMNONHUTENbHbIX [LpariBepHbIX

KpUNTOANrOpUTMOB.

Ycmaroska 00H020 U3 KueHmos 071 pabomesl C MoKeHOM Heobxo0uma 0719 KoppekmHol pabomel
mokeHoeg eToken u JaCarta.

YcmaHoska 00H020 u3 kpunmonposatidepos 045 wugposarus FOCT He 0653amenbHA K yCMAHOB8Ke, HO
Heobxoduma, eciu mpebyemcs OaHH®bI 8UO WUHPOBAHUS.

Ycmanoska npunoxcerus SD CEP Heobxo0uma u 0653amesibHa K yCmaHoeke, eciu mpebyromcs
dononHumensHsle OpatisepHoie anzopummel Uau g3aumodelicmaue ¢ kpunmonposatidepamu. SD CEP
Heobxodumo ycmarosume nocie ycmaHosku npunoxcerusi ViPNet CSP unu KpunmollPO CSP.

5.2 YctaHoBka SD5

YctaHoBka npunoxeHus SD5 npousBogmutcs € nomouwbo mHcTannatopa sd-5.0.x.x-ru.exe, KOTOPbIi
noaxoaut u pnsa 64-6uUTHbIX U 32-6UTHBIX OC.

YctaHoBka SD5 3aBepuaetcs nepesarpyskoi OC.
MNMocne yctaHoBkM SD5 pekomeHayeTCa caenatb ceaytolee:
o  BoM1TM B Windows C Y4ETHOW 3annCbio MPUBUNETMPOBAHHOMO NOMb30BATENS;

e co3patb nepeoro nonb3osatens SD5 (B byaywem agmMuHucTparopa SD5) n 3apernctpupoBarts ero
cepTndUKaT (Ha TOKEHE C NULLEH3MEN);

e  HACTPOMTb (CO34aTb) 3aLUMLILEHHBIE PECYPChI, A1 CO3A4aHMS KOTOPbIX HEOBXO0AMMbI NMOSTHOMOYMS
NPUBUNErMPOBAHHOIO NONb30BaTENS;

1CkauaTb IMLEH3MOHHYIO BEPCUIO NMPOrpaMMbl MOXHO C odULManbLHOro caitTa safenet.gemalto.com/
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e  MpY HEOOXOAMMOCTHU BKJTHOUYMUTDL 3aLUMTY CUCTEMHOIO AMCKA;

e 33perncTpupoBaThb cepTudMKaThl Apyrux nonb3osartenen SD5, koTopble 6yayT paboTate B OC Windows
KaK HempuBWUAErMpoBaHHble NOAb30BATENMN U NPELOCTaBUTb UM COOTBETCTBYHOLLME NPaBa Ha
NOAK/IOYEHNE 3aWMLLEHHBIX pecypcoB U 3arpy3ky OC (ecnm BkIOYEHA 3alMTa CUCTEMHOIO AMCKA).

5.2.1 YctaHoBKka UHcTannatTopom SD5

I Ycmanasnusatime SD5 monsko Ha cucmeMmHbili ouck!

1. 3anyctute davin yctaHoBkM SD5: sd-5.x.x.xx-ru.(-x64 nan -x86).msi.
2. W3MeHUTEe KOPHEBYIO NarnkKy YCTAHOBKM NPOrpaMMsl (MO XKeNaHMI) HAXATUEM KHOMKKU 3MeHUTb.
3. [pouwnTaiite NMLEH3MOHHOE COrNALLEHME U NPUMKUTE €ro YCNoBus. Haxxmute YCcTaHOBUTD.

YcTaHoBka npuacxeHus Secret Disk 5

MapaMeTpbl YCTaHOBKH:

YeTaHoska Secret Disk 5 B

C:\Program Files\Secret Disk\Personal\,

ameHnTE.

ﬂMLLEHSMDHHDE cornallueHmMe:

JILHEHSHORHOE COrTALIERME HA HICTTONB3OBAHME )
MPOrPAMMHOMC CEBECNEYEHMA

Hacmoslee NUUEH3LIOHHOE CoenaleHUe (fanee «CoanalleHues)

AenRemca A02080P0OM, 3aKMIOYEHHEIM MeXOy eamy (UILYECKUM LMy
HPLUOLLECKLUM NLLOM) - KOHEUHEIM MOME30eaImenaM (damee

A NPHHKMMaH YCNOBMA NMUEHIMOHHOMD CornalleHma

YCTaHOBWTE OtMmeHa

PucyHok 1. OkHo Macmepa ycmaHosKu

4. [loxauTtecb OKOHYaHMUs YCTAaHOBKM KOMMNOHEHTOB NPOrpaMmMbl Ha KOMMbIOTEP.

BeinonHsAeTcA ycTaHoeka Secret Disk 5

PucyHok 2. lpoyecc ycmarHosku

5. Haxmute lNMepe3sarpyska on1g HeMeneHHOM nepesarpysku KommnbioTepa. Haxmute 3akpbiTb 415
3aBepLUEHNUS MPOrPaMMbl YCTaHOBKM.
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Secret
Disk

YcraHoBka 3aBepLlieHa

YCTaHOBKM.

MpunoxeHwe Secret Disk 5 ycraHoeneHo. A Havana paboTel ¢
Secret Disk 5 TpeByeTca Nepesarpyska KOMMLHOTERa.

Haxmure Ha kHonky “Tlepesarpyska” 404 nepesanycka CucTembl
CeMuac MM Ha KHOMKY "3aKkpbiTe” ANA 3aBePLIEHWA NPOrpamMmMel

3aKpbITh

MNepezarpyska
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6. YnpasneHue nonb3osatenamun SD5

[lobaBneHne nonb3oBaTens - 3TO perncTpauMs MMEHW MONb30BaTeNs, 3anuCb KOMMEHTapua U
COOTBETCTBYIOLMX CEPTUDUKATOB B KPUMTO-XPaAHMUIIULLE.

Y kawdozo nonwb3osamens 0omweH bbimb xoms 6sl 00UH cepmugukam.
Lna 0obasneHus nonb3zosamens He06Xo00UMbl NOHOMOYUS aOmuHucmpamopa SD5 Ha komnetomepe.
6.1 Pernctpaumsa nepsoro nosib3oBaTtens — agMuHucTpartopa SDS.

1. Otkpowre mMeHto Myck - Mporpammbl - SD5.
2. HaxmuTe 3aperncrpupymrecn.

Secret Disk: naeHTMOMKaLWMA ?

MogknounTe ToKeH © CEpTUUKATOM 33PErNCTPUPOEAHHDIO
nonk3oeatena. Ecan y Bac HeT cepTudnkaTa, 3aperncTpupyATece Ha
A3HHOM KOMMBHOTERE B KAYECTEE NoAL3oeaTend Secret Disk, Mpu
DErMCTOALNN Bbl CMOXETE CO3AaTE CEnTUdMKET.

Komy BblgaH KeM BolaaH CpoKk gefcTeus

Ok OTHEHa MpocMOTP CEPTHDMKETE

PucyHok 4 - OKHO udeHmugukayuu

3. 3anonHuTE HeObX0AMMbIE NONS U BbIGEPUTE NOCTaBLWMKa KpunTorpadbun. Haxmute BoibpaTtb.

. o 92
Secret Disk: HOEBIA NONL30EATEND b
MonesoeaTens

Wma: Ivanov van

KammerTapuit: | Analitk

CepTMeOUKaTEl AAHHOr 0 NoNbS0BATENA:

MocTaEwWwmK KpunTorpadm Cepmidwkar MpocmoTp
Kpwntollpo CSP (MOCT 2012 512) He BrifipaH Boipats
Kpwnmollpe CSP (MOCT 2001) He seifpan
Kpuntolpo CSP (MOCT 2012 256) He sbifpaH BoifipaTs 13 daiina ...
Microsoft Enhanced CSP (RSA) He BbifpaH

£ >

v

PucyHok 5 - OKHO €c030aHUS1 HOB020 NO/6308aAMeENs
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4. B okHe BblbOpa cepTudUkaTa Haxxmute CosaaTb.

Secret Disk: Bbibop ceptudumkaTta ?

BribepHTE CEPTMDMKAT ANA ayTEHTUDMKELWM 1 SELLMTEI MACTER-HKDYER
3AWMPPOBSHHEX AMCKOE.

KoMy BelgaH Kem seiaaH Cpok geicTena

0K OTmeHa Cozaatb... [OpocMoTp cepTudmkaTa

PucyHok 6 — OKHO 8blbopa/co30aHus cepmugukama

5. 3anonHuTe AaHHblE 415 MAEHTUDUKALMMU U BbibepuTe NapaMeTpbl wndposaHums. Haxmute OK.

» BEN

[aHHsle ANA MAEHTWSMIKELAN

CrangapTHOoe
man (CN):

E-mail: |iivanov@example com

Ivanowv lvan

Opranusawn: (000 TEST

Orpen: |Paspabotka

HacenéHHen
MYHKT:

Mockea

Cpana: |RF

MapameTpe
Anroput: | Kpuntolpo CSP FOCT 34.10-2012(512) w

Onwna kniova:

O

PucyHok 7 - OKHO 3anosiHeHUs OaHHbIX 018 U0eHmuguKayuu

6. [lns coxpaHeHus pesepBHON Konuu cepTudmkata Haxmute OK.

e 2
CoxpaHeHWe Pe3epEHOM KONWW cepTidM...

[Napons pesepeHoi KoMK CEpTUGMKETA
Mapons: [IITITIT]

I'Igp.TEepx,u,eHue: (T I IT LT T

Paiin

C:hUsersKristing"\Desktop'key amk

QK OmmenHa
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PucyHok 8 - OKHO coxpaHeHus pe3epsHoli konuu cepmugukama nonb30eamens

7. BblbepuTte TOKeH (eCAM NOAK/IYEHO HECKO/BKO) 1 HaxkmuTe OK.

Boibepute TOKeH ﬂ
BeiGiepute TokeH: | JC-Laser [ARDS JaCarta 0] v
JC-Laser
Wma:  JC-Laser

Kateropma Tokena: JaCarta USB4cnoy
WMrana yotpoitcTea cunteisanna:  ARDS JaCarta 0
CepmitHei Homep:  Od50000405215515
Ofwmit ofivem namam: 73728 Gait
CeofoaHeiil ofivem namama: 25064 Gair
HMaeHmapikaTop cvapT+apTel:  0d50000405219519

O

PucyHok 9 - OKHo 8bibopa mokeHa

8. Bsepute PIN-kop TokeHa. Haxxmute OK.

BezonacHocte Windows H

CmapT-KapTa
Beeante uma nonezoeatens, napone 1 MNAH-koa,

MiNH-koa

| ssessssanl

LlenkHWTe 346Ck ANA NOAYHEHNA
ACAOAHWUTENBHBIX CEEAEHWI

G

PucyHok 10 - OkHo 8soda [TMH-koda mokeHa

9.  Haxmute OK.

o CepTrdmkat co3gaH yonewHo

PucyHok 11 - OkHo ysedomseHus
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10. B okHe BbIbOpa cepTUdUKATa NOABUTCS CO3AaHHbIN cepTudUKaT. Boibepute ero u Haxxmute OK.

Secret Disk: Bbibop ceptudumkaTta ?

BribepHTE CEPTMDMKAT ANA ayTEHTUDMKELWM 1 SELLMTEI MACTER-HKDYER
3AWMPPOBSHHEX AMCKOE.

KoMy BelgaH Kem seiaaH Cpok geicTena
Ivanov Ivan Ivanov Ivan

0K | | OTmeHa || Cozaatb... | |ﬂpocMOT|J cepTudmKaTa |

PucyHok 12 - OkHo 8blbopa cepmugukama nonb3o08amens

11. B okHe perucTpaumuu noab3oBatens Haxmute Jo6aBuTb.

. o 92
Secret Disk: HOBBIA NONL30EATEND B

lMNonezoEaTent

Wma: | Ivanov van |

KommerTapui: | Anaitik |

CepTMeOUKaTEl AAHHOr 0 NoNbS0BATENA:

MocTaEwWwmK KpunTorpadm Cepmuduxar MpocmoTp
Kpunmollpo CSP (MOCT 2012 512) Ivanov Ivan ( ao 03.02.20
Kpunmollpo CSP (MOCT 2001) He BrifpaH
Kpuntolpa CSP (TOCT 2012256)  He swifpan
Microsoft Enhanced CSP (RSA) He sbifipaH
L4 >

OpfaerTs | | Omvena

PucyHok 13 - OkHO c030aHUSI HOB020 N0JIb308AMENS

12. Haxmute OK.

Secret Disk H

o MNonezceatent YCNEWHD 3aperncTPUPoBEaH Ha JaHHOM KOMNBHOTEDE,

PucyHok 14 - OkHo ysedomaeHus
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13. B okHe naeHTUdMKALMKN BbIDEPUTE CO34AHHOIO NOb30BaTeNs U Haxmute OK.

BriBepTe cepTHOMKAT ANA 3YTEHTUBMKALIN,

» BEN

Secret Disk: maeHTMdWKauma

Cpok oefcTBus

Komy BblnaH KeM BolaaH
Ivanov Ivan Ivanav Ivan 28.06.2023
[a]'4 OTMeHa MpocMoTp cepTHdMKETE

PucyHok 15 - OkHo udeHmugukayuu H08020 Nosb308amens

Y 00H020 nosb308amens Moxem Gbims HECKOIbKO cepmugukamos. Ho 00uH cepmugpukam He Moxem
NPpUHAANENAaMb HECKOIbKUM N0J16308AMENSAM, M.e. 8bI0amb HOBOMY N0JIb308AMENI0 YHE UCN0/b3yeMblli

cepmuc;bumm HEBO3MOM(HO.

6.2 Co3gaHune HOBOro Mornb3oBaTtens aaMuHucTpaTopom SD5

Cnucok ecex 3apeaucmpuposaHHsliX U uMeruwux xoms 66/ 00UH cepmud)umm nosib308ameneli MOYHO

npocmompems 8 naHenu SD5 Ha eknadke [Tons3osament.

Jlu6o npu ewibope noab308amess npu 3anycke NPo2paMml.

Mpasa Ha co3daHue HO8020 NOML308aMENS eCMb MOJIbKO y adMuHUcmpamopa SD5.

Mpouepypa co34aHMs HOBOrO NOAb30BaTeNs APYrMM MOMb30BaTE/IEM aHANOMM4YyHa OMMCAHHOM BbILLE.
Co3paTtb nonb3oBaTenss MoXHo B naHenn SD5 Bo Bknaake Monb3oBarenu.

SO

Secret Disk 5

Manens Secret Disk 5 (lvanov lvan)

ABTOMETMYECKOS NOOKMIDYEHNE Hactpofiu cearca BeIcTpRIA BRIS0E
Lincicn Mankm AWM EHHEE KOHTEAHEPEI CepTidmkarts
PesepeHEIe KOMMKM MaCTER-HIIDYER MonesosaTent MiueHzan
Honesosatena:
| Mras | K.oramerTapuii OofaeuTs...
8 Ivanov Ivan Analitik
YoanuTs
< >
oK Omaexa MpumMeHnT:
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PucyHok 16 - lNaHens Secret Disk. [Tons3osamenu

6.3 YaoaneHnue nonb3oBatensa SD5

leped yoaneHuem OaHHbIX N0L308amMens ybedumecs, 4mo y 3moao NoJ6308amesis He 0CMaaoce
3aWUGPOBAHHbIX PECYPCOB.

lpu ydaneHuu nons3oeaemns e2o cepmugukam He yoansemcs. [Ipouedypa yoaneHus cepmugukama
onucaHa 8 napazpage YoaneHue cepmugpukama,

lpasa Ha ydaneHue nosb3osamesnsi ecme mMobKo y admMuHucmpamopa SD5.

Ona yAaneHuna Nosib30BaTeNA BbINOJIHUTE Cheayouwme nencrems:
1. B ceaHce nonb3oBatens Bo Bknagke MNMoab3oBaTtenu BbIGEpVITe HY>XHOTO nonib30Batend U HaXXMuTe

Ypanutb.

sp® Manens Secret Disk 5 (Petrov Petr)
Secret Disk 5
ABTOMETWYSCKOE NOOKNIDUEHME Hactpoiiku cearca BelcTphIf BRIZ0S
ek Mariki FalUMIL EHHEIE KOHTERHEPEI CepmapukaTs!
PesepeHEIE KoMK MaCTED-+IHYER Monesosatent IueHzam
Monesosaten:
Wr1a | K.orarerT apuit LoGaenTs
& lgorlgorev PI
S Wvanovvan Analitik
@ Petrov Petr Tester

(0] 4 CmmeHa MpmeHnTs

PucyHok 17 - lNaHens Secret Disk. [Tons3osamenu

2. Ecnuy nonb3oBatens ectb 3awmMdpoBaHHbIE AUCKM — MPOrpaMMa NOKaXeT cooblieHne 06 owmnbke
W NpepBET NpoLecc yaaneHns nonb3osartens.

Secret Disk

I.-"' "‘-.I Henk3a yaanaTe nonb3oeaTensi, ABNAILLMXCA ENAAENbLAMN
@' samdpoBaHHbIX AMCKOE.

PucyHok 18 - YsedomneHue 06 owubke yoaneHus nonb3oeamens

3. Ecnmy nonb3oBatens HeT 3awmMdpOBaHHbIX PECYpCOB — NMPOrpamMma yaanuT BbiIbpaHHOro
nosib3oBatens 6e3 yseLoMNEHUS.
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7. PaboTta c cucTeMHbIM OUCKOM

7.1 CBoncTBa CUCTEMHOIO AUCKa

3awuma cucmeMHo20 0UCKa 00CMYNHA MOJLKO N06308GMENH0 € NPAsaMu aOMUHUCMPamopa
Windows. ObbiiHOMY nons3oeamento 3ma GyHKUUS HedocmynHa.

ﬂpl’l YCTaHOBKE 3alinTbl CUCTEMHOIO pasgena HeobxoaMmo yuuTbiBaTb Cnenyrowme AONONTHUTENbHbIE
OrpaHU4YeHns:

1. Ecnu Ha MK ycTaHOBNEHO HECKOMBKO XXECTKMX AUCKOB, TO 3aLLMUTY MOXHO YCTAaHABAMBATb HA
3arpy30u4Hbiii pasgen (boot partition), pacnonoXeHHbIM Ha NEPBOM XECTKOM AMCKe.

2. Tlocne ycTaHOBKM 3aLLMTbl CACTEMHOIO pa3fesnia He UCNoNb3yHTe AMCIETYEPDI 3arpy3Ku, MeHsIOLWME
nopspok 3arpysku OC. SD5 noaaepkvMBaeT TOMbKO CTaHAAPTHbLIN 3arpy3umk Windows 7 / Windows
8 n 8.1 /Windows 10.

MK umetoujue pexxcum UEFI BIOS He domiHbl ucnonb308ams pexcum 3azpy3ku LEGACY BIOS.
BHumaHue! Ha komnsromepax ucnons3yrowux UEFI Heobxodumo omkmodumes pexcum SECURE BOOT.

3. Tpv HaNMYMM Ha 3aLLMLLAEMOM CUCTEMHOM LMCKE NPOrpamm, NpoM3BOASLLIMX Nepe3anmcb rMaBHOM
3arpy3o4Hoit 3anucu (Master Boot Record), 3awmiéHHas 4acTb AMCKa CYUTLIBATLCS He Byaer.
MN3MeHeHMs rnaBHOM 3arpy304HOM 3aNnCK BO3MOXHbI TaKXKe MPK YCTaHOBKE Ha AUCK CNeayowmx
TUMNOB NPOrpaMM:

—  Mporpammbl WUHPOBaHUS AMUCKOB, OTANYHbIE OT SD5;
—  NporpaMMbl pefakTUpOBaHUs Pa3fienoB XECTKOro ANCKa;
—  JAMcneTyepbl 3arpysku (MynbTU3arpysumkm);

—  0OC, otamnyHble ot Windows 7/Windows 8/8.1 /Windows 10, ycTaHaBnuBatowme CBOM AUCneTYepbl
3arpysKku.

Heobxo0umo cHame ampubym cxamus 019 KopHesol nanku u 0151 8CEX BIOHEHHbIX.

Ecnu ampubym cxamus 6bi1 CHAM MoJibKo 0715 KOpHegol nanku, 6e3 y4éma 810MeHHbIX, 3Mom
ampubym Hy}HO yCmaHo8uUmMs 8H08b, 3aMeM CHSIMb 0719 KOPHeBol NANKU U 8CeX BIOMEHHBIX.

4. Mactep-kntod 3arpyskn OC MOXET XpaHMTbCS B MaMATM TOKEHA BAaAesbLa, a ero pes3epBHas Konus
B TEKCTOBOM Buze (Ha bymare unu B TekctoBoMm daiine).

Ana cucmemHo2o pasdena Hem 803MOMHOCMU COXPAHUMb pe3epaHyro KONuo Macmep-K/nya 8

3awuUwéHHell naposem ¢atin ¢ pacwupeHuem *.emk.

He sbinonHsatime npeobpazosaHue 3aujuui€HH020 64308020 CUCMEMHO20 pazdena 8 duHamuyeckul -
3mMo npugedém K Hego3mMoxHocmu 3az2py3ku OC!

MNepen koHBepTaumern 6a3o0BOro CMCTEMHOrO pasgena B AMHAMMYECKMM HeoBXOOMMO CHATb C HEero
3awumTy.

HecobntopeHne ycnosuit npu yCTaHOBKE 3aLLMTbl CUCTEMHOIO pasfesnia MOXeT NPUBECTM K COOH 3arpy3Ku
oC.

7.2 lNpepBaputensHas NpoBepka rnepes ycTaHOBKOW 3aLUMUThl

MNepen yCTAaHOBKOM 3aWMTbl HA CUCTEMHbIN pasaen SD5 npou3BoaMT cneaytolime NpoBepKu:

1. Twvn ucnonb3yemoro nosib3oBaTesieM TOKEHA.
2. BO3MOXHOCTb YCTAaHOBKM 3aLLMThI.
3. Tpy HEBO3MOXHOCTWU YCTAHOBKM 3aLLMTbI MOTYT MOSIBUTLCS CieytoLLMe COobLLeHums:

—  CUCTEMHBbIV pa3fen MOXET BbiTb 3aLMILEH TONbKO CNM PACMONOXKEH HA NEPBOM GU3UYECKOM LMUCKE;
—  3arpy304Hblit pa3aen He MOXeT BbiTb 3aLMILEH, TaK KaK YCTAaHOBNEH MEHEAXKED Pa3AenoB;

- pa3nen He MOXeT ObITb 3aLMLLEH, TaK KAK OH SIBNSIETCS HECUCTEMHBIM U HA HEM pPacnonioXeH 3arpy3yuk;
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- CUCTEMHbIV AUCK C AKTUBHbIM anl/I6yTOM oOKatna cba|7|n0|3 He MOXET ObITb 3aLLMLLEH.

7.3 YcTaHOBKa 3alMThbl HA CUCTEMHbIA OUCK

Ons YCTAHOBKMU 3alUTbl Ha CUCTEMHbIM AUCK BbINOAHUTE aiegywuime nencrems

1. OTkpo#Te ceaHC Nnonb3oBaTens.
2. Ha Bknagke Auncku Boibepute CucteMHbIn anck (C:), HAXMUTE MO HEMY NPABOM KHOMKOM MbILLM U
BblbepuTe NYHKT 3alnTUTb AUCK.

sp® MaHens Secret Disk 5 (Petrov Petr)
Secret Disk 5
ABTOMETWYSCKOE NOOKNIDUEHME Hactpoiiku cearca BelcTphIf BRIZ0S
PesepeHbIe KON MaCTEDHIHYEA Monbsosatend TausHsan
[ncin Mankwm AWML BHHEIS KOHTERHEPE CepmidukaTs!

HocTymHele aucku:

Iick CoctoaHue Painosa.. Pasmey | [Nooxnouwims sce
|| sy=disk (C:) I3 — S| | OmemiowaTs Boe
(®)Netp Mempog| F3LLMTATE AUk FS 1.07 TE
Cozgam
Opfizente
Yoanme
< >
OBHoBWTE

CmmeHa MpimeHnTs

PucyHok 19 - lNaHens Secret Disk. [ucku

3. BBepuTe MeTKy AMCKa WM OCTaBbTe Ty, KOTOpas 6bina 3agaHa npu dopMatupoBaHuu. lNocne satoro
Haxxmute OK.

MapameTphl 3aUIMIIAEMOr0 AUCKS H

Mema
|S1,'stem disk] |

O

PucyHok 20 - lNapamempesl 3awuuwiaemozo oucka

lpu ycmaHoske 3awumsi cucmemMHo20 0ucka 0onyckaemcs 3a0asame MmMoJsibko Memky. M3MeHumeo 6ykey
CUCMEMHO20 OUCKA Hesb3S.
4. B okHe Pe3epBHOe KonupoBaHue MacTep-K4ya Haxxmute Pacneyatartb 451 BbiBOAa MacTep-
K/IH04a 3aLLMTbl CUCTEMHOIO AMCKA HA MPUHTEP.
5. [ns npopomkeHus 6e3 coXpaHeHMs KoMK MacTep-Kada (3To MOXHO ByaeT caenatb no3xe B
nioboe Bpems B npouecce paboTbl) HAXKMKUTE 3aKpPbITb.

PekomeHdyemcs coxpaHume Konutlo MAacmep-kaoya He3ameodumesbHo.

PacneyamanHyro konuto Macmep-ki4a He06xo0UMO XpaHUMb 8 3AWUUEHHOM MeCme, HanpuMep, 8
celige.
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PesepEHOE KOMWMPOBaHWEe MACTEP-KAYa AMCKa sysd... H

Koy K anacy:

DBDF-FAR4-302B-4386
D512-E088-2F0R-EF11
BEB43-4C3F-DEB3-7955
4C79-8669-0D2RA-8D67

Pacnevatate... JaKPEITE

PucyHok 21 — OKHO ceeHepupo8aHHo20 Macmep-Kkat4a 015 80CCMAaHo8AeHUs 00Cmyna K cuCmeMHOMY OUCKY

6. [na npopomkeHus 3awmTbl CUCTEMHOrO AMCKA M BbINOJHEHUS TECTOBOM 3arpy3ku nepesarpysute
koMmnbloTep. Haxmure Ja.

Secret Disk H

BHWMAHIE! lna npojonsedna 34Tl CHCTEMHOMD JUCK
TpeByeTcA NpoBepTe paBoTy 3arpysumnka Secret Disk
NyTEM NEPEIArPY3IKN KOMMEBHOTEPE U BEINONHEHWA TECTOBOM 3arpy3ku,

Ecnn TecToBaA 3arpysKa BRINOAHWTCA YCNELIHO, TO NPOUEAYPE 3aLUMTEI
CUCTEMHOTC Ancka ByAeT NpogokeHa,

Ecnn e zarpyzka He oTpaBoTaeT NpasnisHo, TO NPOUESYPE 3aLLUNTEI
CUCTEMHOTC ancka ByaeT oTMEHEHE,

Mepesarpy3nTe KomMnbtoTep ceivac?

PucyHok 22 - OkHo npedynpexcdeHus o nepesazpy3ke KoMnetomepa

3A0 "AnapgamH P.O.", 1995—-2019 r. PykoBopactBo agMuHUCTpaTOpa Crp. 25/92



7. an I'IOBTOpHOﬁ 3arpy3ke Ha 3KpaHe noaBuTCA OKHO C NpeanoXXeHneM nogkno4mnTb 3J'IEKTpOHHbI17I
KJTHO.

TecToBnd pemuMm

Secret Disk

BeeguTe napons gnf TOKeEHa

3BK BBOMAA
PucyHok 23 — OkHo 8soda [TMH-koda mokeHa neped Ha4yanom 3azpy3ku OC Windows

8. Ecnu aneKTpOHHBbIN KoY YKe NOAK/OYEH, TO aBTOMATMYECKM NOSIBUTCS OKHO A/1s1 BBOAA Napons.

9. BeeauTe Naposib 3NEKTPOHHOIO Ktoya U HaxkMuTe Enter.

10. Mocne 3arpy3ku CUCTEMbI HA 3KpaHE NOSBUTCS NPeaynpexneHne 06 YCNewHoM 3aBepLleHum
TECTOBOM 3arpysKkMu.

Secret Disk H

. TecToBan nepesarpyska NPOLLAE YCMELLHE, 3ALLWTA CMCTEMHORD
_l_} pazaena ByAeT NPoACIMEHE 3aBTOMATUHECKM YEPES 5 MUHYT.

PucyHok 24 - OkHo ysedomsieHus 06 ycnewHol nepesazpyske

Bo BpeMs yCTaHOBKM 3aLMTbl CUCTEMHBIM AMCK OCTAETCA MNOJIHOCTbIO AOCTYNHbLIM 415 paboTbl — Ha HEM
MOXXHO C034aBaTb U yaansTb Gaiibl, BbINOAHATL NPOBEPKY, ONpPefensTb NpaBa A0CTyNa nosb3oBaTesnei
K dannam m nankam u T.4.

MNpu nepesarpyske 3aWMTy CMCTEMHOrO pasgena MOXHO bydeT 3anmyCcTuTb Bpy4Hyt, 1MB0 oHa byaet
NPOAOIKEHA Yepe3 5 MUHYT aBTOMATMUYECKM NOC/IE 3arpy3ki KOMMbLOTEpa.

I OmknodeHue (pasMoHMuUposaHue) CUCMeMHo20 OUCKA HEBO3MOMHO.

CTpoka YcTaHOBKa 3alMUTbl C YKa3aHWMEM KONMYECTBA MPOLEHTOB rOTOBHOCTM B ayeike CocToAHMe
MOKa3blBaeT, YTO NPOLECC YCTAHOBKM 3alUMThl aKTUBEH.

CoobueHne 06 owmbke TECTOBOM Nepe3arpy3kun MOXET NOSABMTCS B HECKOMbKMX Cny4vasnx

1. Bo BpeMs TeCTOBOI nepe3arpysku OTKIOYaN0Ch MUTaHWE KOMMbIOTepa.
2. YcTaHOBNEH HEW3BECTHbIA CTOPOHHWUIA 3arpy3ynK CUCTEMBI.
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Secret Disk: Owmbka

@W5 TecTosan nepesarpyska 3aBEpLUMNAcE © oLUMBKOI, NpoaonxkeHne
[ I -
! 33LMTBI CUCTEMHOTD Pasgena HeBo3MoxHo, MoxanyicTa, CBAMMUTECE C
TexHuueckoi noglepxkoil npogykTa Secret Disk,

PucyHok 25 - Owubka mecmogoll 3az2py3Kku

MNocne Toro Kak 3awumTa 6y,u.eT YCTaHOBJ/IEHA Ha CUCTEMHBIN AncK, none CocmosiHue CMEHUT 3HaYEHMeE Ha

3awuuén.
KHONKa KOHTEKCTHOro MEeHI0 LeiicTBue

OTKpbITb B NPOBOAHMUKE yTb K CUCTEMHOMY AWUCKY OTKPOETCS B MPOBOAHUKE
MNepeyCcTaHOBUTb 3aLLMTY ANCKA Hauano npouecca nepeycTaHOBKM 3aLWMUTbI AUCKA
CHSTb 3aWMTY AUCKA CHsTME 3aLWmMThl C AMCKA
CeovicTBa OTKpbITUE CBOWCTB 3aLLMLLEHHOMO AMCKA
CoxpaHuTb MacTep-KoY CoxpaHeHue Konuu MacTep-KJio4a 3aWMWEHHOro ANCKA
3aWwmTUTh AUCK Bo3obHoBneHue npouecca 3amTbl AMCKa
OcTaHoBuUTb Npouecc OcraHoBka npouecca 3awndpoBaHmsg/nepewndpoBaHUs oucka

Ona KOPPEKTHOIO BOCCTAHOBNEHUA OC, co3paiite HOBYIO TOYKY BOCCTAaHOB/NIEHUA CUCTEMDbI Cpa3y nocne
3aWKnTbl CUCTEMHOIO pasaena.

Ona 3toro B MeHio [lyck Bbibepute [Mporpammbl > CraHpgapTHble >  CinykebHble -
BoccTtaHOoBneHME cMcTeMBI 1 CO34aNTE TOUKY BOCCTAHOBIEHMS.

lMosb308amesns, ABMOPU30BAHHBIL 8 CUCMEME KAK HE NPUBUIE2UPOBAHHDbIL, HE MOXEM
3awugpossisame pecypcsbl (CUcmeMHbIL QUCK, 102U4ecKue moma, 8UpmMyanbHble OUCKU, CbEMHbIE
Hocumenu).

7.4 3arpy3ka komnbloTepa Mnocre YCTaHOBKM 3aLUThl HA CUCTEMHbIV OUCK

MNMocne yctaHoBKM 3awmuTbl CUCTEMHOrO Aucka MeHseTca nopagok 3arpyskm OC. pu BKAYeHUM
(nepe3arpyske) KomnbloTepa BblLAETCS HavyanbHOe OKHO ayTeHTMdukauum SD5. B okHe Tpebyetcs
NOAKIIOUYUTD TOKEH MONb30BaTENS, KOTOPOMY paspelleHa 3arpyska OC.

Lnsa 3arpy3kn OC HeobxoamMMo noakntumTb TokeH u Beectn PIN-koa,.

Ha 3ToM 3Tane MOXHO BpyYHYH BBECTM MaCTep-KJIHOY AMCKa (KOTOpbIv Hbln cOpMUMPOBaH M pacneyaTaH
Ha 3Tane yCTaHOBKM 3alUmThbl). 3TO NO3BOAUT NPOMU3BECTM ayTeHTUdMKaLMI0 Be3 TokeHa.

[lns BBOAA MacTep-K/ova BPYYHYIO:

1. Haxmwute F2.

Beeaute mactep-kntou.
Haxmute Enter. [Nocne BBoaa Mactep-kntoya 3arpyska OC npofomkutcs B 06bIYHOM pexnme.

nopsidok 3azpy3ku OC. SD5 noddepxusaem mosasko cmaHdapmHbili 3aepy3duk Windows 7/Windows

2.
3.
locne ycmaHosku 3awumel CUCMEMH020 QUCKA He Ucnob3ylime ducnemyepsl 3a2py3KuU, MEHSIoUUe
8/Windows 10.
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7.5 MepelwmdpoBaHue CUCTEMHOMO AMCKa

1. Ortkpo#Te ceaHc nonb3oBaTens.
2. Ha Bknagke [AMCKU HAXMUTE NPABOM KHOMKOM MbIWWM Ha AUCK U BbIBEPUTE MYHKT
MepeycraHOBUTDL 3aLUTY.
3. MoxHO cKonMpoBaTb 3Ha4YeHWe Ktoya WKdpoBaHMa Ha OO Apyroi HOCUTENb MM pacneyaTaTsb
€ro, HaXKaB KHOMKy Pacneuartatb.
4. [ing npono/mkeHUs HaxxMuTe 3aKpbiTh.
Ansg ycmarnosku 3auumesl Ha CUCMEMHBIG QUCK UCNO/Ib3yemcs MobKo 00UH Kpunmozpagudeckudli
anzopumm - AES-256.

B npouecce nepeyCcraHoOBKM 3aWUTbl B none CoctosiHMe HanpoTunBe CucTeMHoro amcka OTOGpaBMTCﬂ
3Ha4vyeHue FlepeyCTaHOBKa 3auunTbl (C YKa3aHMEM NPOLEHTHbIX NYHKTOB OT BbIMO/THEHHOM 3a,u,aq14).

7.6 PacwmdpoBaHue CMCTEMHOTO AnUcKa (CHATUE 3aLmThl)

NS CHATUS 3aLUMTbI C CUCTEMHOTO AMCKA HEOBXOAMMO pacluMdpOBaThb AUCK.

1. Ortkpo#Te ceaHc nonb3oBaTens.
2. Ha Bknagke [IMCKU HaXMUTe NPaBOM KHOMKOM MbIWW Ha AMCKe U BbibepuTe NyHKT CHATb 3awumTy
Ancka.

B npouecce cHamusa 3awiumesl 8 nose CocmosiHue Hanpomue cucmemMHo20 oucka omo6pa3umc,q
3HayeHue CHSmue 3aujumel (C yKasanueM NpoueHmHbIX nyHKmosg om 8bINOMHEHHOL BGOGUU).

sp® MaHenk Secret Disk 5 (lvanov lvan) ?

Secret Disk 5

ABTOMETWYSCKOE NOOKNIDUEHME Hactpoiiku cearca BelcTphIf BRIZ0S
PesepBHEls KOMWK MacTep-+nHYel MNonesoeaTen TMuueHzm
[ncin Mankwm AWML BHHEIS KOHTERHEPE CepmidukaTs!

HocTymHele macku:

Iick CocTmoaHue Paiinosa... Pasmer| | [oaxknouits sce
(wisysdisk (C) CHATHE sawMTHl 555 NTFS 37.707) [ Dmeniowams sce
Cozmae
LOofaente
< >
CEHoBWTE

PucyHok 26 - [lNaHens Secret Disk. [ucku

7.7 BoccTaHoBREHME AOCTYNA K 3aLUMLLEHHOMY CUCTEMHOMY [AUCKY

BoccmarosneHue docmyna K 3auiu@posaHHOMy CUCMeMHOMY OUCKY 803MOX(EH NPU HAAUYUU
COXpAHEHHOLU pe3epsHOLl Konuu MAacmep-Ka4ya 3mo2o OUcKa.

Mpu omcymcmauu pe3epgHoli Konuu MAacmep-Kao4a 80CCMAH08/EHUE HeB03MOMHO!
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Mpn HEBO3MOXHOCTM MOAKIHOUYEHUS TOKEHA K KOMMbIOTEPY, UCNOMb3YIATE paHee COXPaHEHHYH KOMWI0
MacTep-K/o4a CUCTEMHOTO AMCKa.

[lnq BOCCTaHOBNEHMS JOCTYNA K CUCTEMHOMY AMCKY M 3arpyske OC BbINONHUTE Clefylowme LeACTBUS.

1. BknwouuTte KOMMbLOTEP.
2. B okHe 3anpoca SD5 Ha nogkntoyeHue TokeHa HaxmuTe F2.

Secret Disk

NowanydcTa, NOAKNWYWTE TOKEH. ..

Fi-Nomour FZ-Beop knwya Fd-MNepezarpyska

PucyHok 27 — OkHo ysedomseHus SD5 o nodknr4eHuu mokeHa

3. Beegnute konuio MacTep-kaoda u Haxxmute Enter.

Secret Disk

CF26-5411-B895-C4D8-BA9A-1A9E-CF92-B1BC

E5D1-C787-12E6-98EB-FAR1-4C65-5CE1-FF42

ESC-0yucTka ENTER-Breop
PucyHok 28 - OkHo 8800a Macmep-KaK4a cucmemMHo20 oUcka

4. JoxauTecb okoH4YaHus 3arpy3km OC.

Boccmarosums 0ocmyn kK ocmaswiumMcs 3auUWEHHBIM PECYPCAM B03MOXHO NPU HAAUYUU COXPAHEHHbIX
Konuli Mmacmep-kir4ed.
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Jna amoeo Heobxo0um Opyzoli mokeH ¢ nuyeH3zueli SD5. C nomowbio 3mo2o mokeHa u konuti macmep-
K/to4eli 803MOXHO 80CCMAHO8UMb docmyn K 3auuUiéHHbIM pecypcam. [Ipouecc 8occmaHosneHus
docmyna K pecypcam onucaH 8 enase BoccmaHoeneHue docmyna K 3auLULLEHHbIM pecypcam.
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8. PaboTa c norm4yeckum TOMOM

8.1 OcobeHHOCTM paboTbl

MoaknoyéHHble B SD5 pecypcbl, koTopble OC pacnosHaeT Kak NoAKMOYEHHbIE YCTPOMCTBA: IOTMYECKME,
du3nYeckune, BUPTYanbHbIE TOMA M KOHTEMHEPbI, - AOCTYMHbI BCEM MO/b30BATENAM, OLHOBPEMEHHO
paboTaloLMM Ha KOMIboTepe (MapaniesbHas ceccus).

8.2 3awwmdpoBaHue nornyeckoro Toma

YT106bI 33IJJMd)pOBaTb NOTMYECKMI TOM, BbINOAHUTE cneapywouime nencreums.

1. Ortkpo#Te ceaHc nonb3oBaTtens.

- 2
s0° MNanens Secret Disk 5 (lvanov lvan) b
Secret Disk 5
LETOMETMYECKOE NOAKNIOYEHIE HacTpoiiim ceanca BIcTpeif BiS0B
PesepeHsle KOMMK MaCTEDHIUYEA MonssosaTen TueHZMA
Oucin Manki FaELUMIL EHHEIE KOHTEAHEPEI CepmiomkaTsl

DocTynHbIE MAGKH:

ek Coctoswe  Padnosa.. Paswep [ | Moaknwounte Bce

[ sysdisk () NTFS 377076 Orenownm Boe

0 Vearos Vear (E:) E e
@ Metp MNetpoe (F3) -

Coznats
OotasmTe

Yoanute

OBHoBMTE

Omena MpvreHNTE

PucyHok 29 - [lNaHens Secret Disk. [ucku

2. Bbibepute Bo BKnaake AMUCKU HYXHbIM He3aWMdPOBaAHHbIN N1OrMYeCcKunii ToM. HaxxmuTe npaBoi
KHOMKOW MbIWK No AMCKY > 3awmndpoBaTtb NCK.

3. Ha3HaubTe MeTKy u BbibepuTe BykBy AncKka B okHe NapameTpbl 3awmndpoBaHHOro gmcka (ecim
Bbl XOTUTE U3MEHWUTb 3HAYEHMS, MPUCBOEHHbBIE MO YMOIYAHMUIO).

4. Bblbepute anroput™ WndpoBaHUS.

MapameTpbl 3alUMGPOBAHHOTO AMCKA H

Memca

Mearos Mean

Byxea mmcka:

E: WameHnTs. ..

AnropuT WWRPOBEHAA:
AES - 256 bit (AES)
AES - 256 bit (AES)
Twofish - 256 bit (Secret Disk Crypto Pack)
AES - 256 bit {Secret Disk Crypto Pack)
GOST 28147-85 - 256 bit (VipMET CSF)
Triple DES - 168 bit (Triple DES)
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PucyHok 30 = OkHo blbopa napamempos 3auudposaHHo2o ducka

B cnucke Anzopumm wugposaHus 8 CKOGKAax yKaswieaemcs KOMNOHEHM NoCMAswuka Kpunmozpaguu.

Lng ycnewHozo 3awugposaHus ducka HeobxoduMo 8bl6pams coomeemcmsywuli NOCMAaBUUKY
Kpunmoepaguu cepmuguKkam omkpsImoz2o K/wyd.

5. Haxmute OK.
6. [ocne 3aBepluieHns WNMPPOBAHNUS AMUCKA PEKOMEHAYETCS COXPAHWUTL PE3EPBHYIO KOMUIO MacTep-
KJtoya.

Pe3epBHoe KONWPpOBaHWE MaCTED-KNHYa AWCKa WeaH...

CoxpaHnTs B daiine
MyTe K dainy:
|C:"-.Llsers"-.I(ristina"-_DesleD"'kE:-'-Bmk Cikny

Maponk: (TITITTT]

MogTeBep#asHne: |Sessssss

CoxpaH1TE B MEBMATH TOKEHS

PesepBHan KOMMA MacTEp-+KNOYa COXPAHASTCA B NAMATA TOKEHA B BWAES
ZEKPBITOrO $aina, AOCTYN K KOTOpOMY MOXHO NOMyYMTe SH3A Napone
TOKEHE.

[[] Pacneuatam Ha npuHTepe

3KCNopTWPOBETE KNKY B OTKPEITOM BUAE C DaNEHERAWWM BRIE0A0M Ha
MEYETE HE NPMHTED.

PucyHok 31 — OKHO coxpaHeHus pe3epsHoli Konuu Macmep-Ka4a oucka

PezepsHoe konuposaHue Macmep-Kato4a 3auu@posaHHo20 OUCKA 803MOXHO 8 /itoboe 8peMs.

MoHO coxpaHume pe3epsHyro Konuw Macmep-Ka4a 8 galine, Ha 3AeKMpoHHbIU KoY uau
pacne4yamams Ha NPUHMepe.

Pe3epeHas Konus Ha 3/IEKMPOHHOM KJiloYe Haxodumcs 8 3akpbimoli o6aacmu namsmu 31eKmMpoHHO20
K04 U 3aULieHa naposiemM nosb308amesis SNEKMPOHHO20 K/H04Yd.

PesepsHas konusi Ha CbéMHOU Hocumesne A0HHA XPAHUMCS 8 HA0EXHOM Mecme (Hanpumep, celige).

PesepsHas konus knw4a Ha bYMAaXHOM Hocumesne 00IHHA XPaHUMbCs 8 HAOEXHOM Mecme (Hanpumep,
cetige).

MNMocne BbibOpa MecTa XpaHEHUs pe3epBHOM KOMMM MacTep-kntoya Haxkmute Co3gatb.
[ins oTMeHbl CO38aHMA pe3epBHOM Konuu Haxxmute MponycTuTe.

7.
8.
Ecnu e kauecmse mecma xpaHeHus pe3epeHoli Konuu 8bi6paH 31EKMPOHHBbIU KtoY, sedume PIN-kod
K/K4a.

9. B okHe coobuieHuns 06 yCnewHoM COXpaHEHUM pe3epBHOM KoMK MacTep-katova Haxxmute OK.
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Secret Disk H

o pSEpEHEH KOMWA MaCcTED-KNHIHE YCNELWHD COXPaHEHE,

PucyHok 32 — OkHo ysedomsieHus 06 ycnewHoM COXpaHeHuu Macmep-Ka4a oucka

10. Crpoka LLugposaHue (C ykazaHMEM KONMYECTBA NPOLLEHTOB rOTOBHOCTH) B adeiike CocmosHue
CBMAETENBCTBYET, YTO NPOLLECC 3aMPPOBAHMS aKTUBEH.

HocTymHsle mucKm:
JATTeT CocToRHue Paitnoga...  F| | Jomkniouwnts sce
= sysdisk () NTFS % | Omeniownte sce
(2 Visanos VisaH (E:) Jawwuspposarwe 14% i
(=) Mep Mepos (F) NTFS 1

Coznam

PucyHok 33 - [lpouecc 3awugposaHus 102u4eckoeo moma

e  [19 OCTaHOBKM/MpepbIBaHMS NpoLecca, HaAXMUTe Ha CTpoky CocTosiHME NpaBoi KHOMKOWM Mbin >
OcTaHOBUTbL NpoLecc;

®  MPOAO/IKMTb 3alM(POBaHME MOXHO B Nt060e apyroe Bpems, BbI6paB MyHKT KOHTEKCTHOTO MEH0
3awundpoBaTb ANCK;

e /719 OTMEHbI 3alWUTbI BblﬁepVITe PaCLI.IMq)pOBaTb AUNCK.

LocTynHsle packia:
ek CocToRHme Paitnosa... f| | Jomcniowms Bce
S sysdisk (C) NTFS | DmniownTs Bce
L& Baros Vean (E) L S

@ Netp Metpos (F) OtkpeiTe B MNposogHnKe
OTknrunTe ™
OcTaHoBMTE NpoLECC PTb
Pacwndpoeate guck s

£
Ceolicrea
CoxpaHnTe MacTep-KnHoM

PucyHok 34 - OcmaHoska npouecca 3awu@posaqus

B npouecce 3awmndpoBaHns AUCK NOJHOCTbIO FOTOB K paboTe. Ha HEM MOXHO:
e  C034aBaTb M ypanaTb Gannbl;

®  BbIMOJIHATb MPOBEPKY;

e pabotaTb ¢ dhannamu;

e onpepensTb Npaga AoCTyna.

Mpu Mcnonb30BaHMM CbEMHBIX AMCKOB HE0BX0aMMO, YTOObI NpoLeaypa WndpoBaHMs Oblla 4oBEAEHA A0
KOHLLA UMEHHO Ha TOM KOMMbtOTepe, rae oHa bbina Havara.

lpu nonsimke 3asepwiums wugposaHue Ha OpyeoM komnstomepe u/unu dpyzolt OC, 0aHHbie 6yOym
6e38038pamHo ymepsiHei.
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Koraa fMck nonHoCTbio 3awmndpoBaH M roToB K paboTe, 3HAaYOK Aucka B aueike Aunck npuobpeTéT Bua,

®

, a suerka CocmosHue NpuMeT 3HadeHue 3awudposaH.

MocTynHble mAcky:

Iick CocToaHue Paitnosa... f| | Domxniowms Bce
@ sysdisk (C:) NTFS % | Dmniows Boe
':!: WMearos Mean (E:) JawmeposaH NTFS i
(=) Mewp Metpos (F) NTFS 1

Cozpam

PucyHok 35 — Bud 0KHa C 3aWU@pOBaHHbIM J102U4E€CKUM MOMOM

8.3 MepeLunpoBaHme Nornyeckoro Toma

Ons I'IepeLLIMCprBaHMﬂ NIOrMyeckoro ToMa BbinoNHUTE CnegyouLmne nencrems.

1. Ortkpo#Te ceaHc nonb3oBaTtens.

2. Ha Bknagke [AWUCKM HAXXMUTE NPABOI KHOMKOM MbIWM HA HYXXHbIXA TOrMYECKMi TOM U BbibepuTte
nyHKT MepewmndpoBaTb AMCK.

MOXHO M3MEHWUTb MeTKy, ByKBY AMCKA M airoOpuUTM WUPPOBaHUS, BbIbpaB HEOOXOAMMbIE 3HAYEHUS B
COOTBETCTBYIOLLMX MONSX.

3. [ng noareepxpeHus 3aAaHHbIX napameTpoB Haxmute OK.

B npouecce nepewugpposarus 8 nose CocmosiHue Hanpomus 8b16paHHo020 ducka bydem

omobpaxamscs 3Ha4eHue [lepewiugposarue (C ykazaHueM npoueHmMHbIX NyHKMOo8 0m 8bIN0AHEHHOU
3adayu).

8.4 PaclumdopoBaHume fiorm4yeckoro Toma

NS CHATMSA 3aLWLMTbI C TOMMUYECKOro TOMa BbINONHWUTE Cleaylowme AeACTBUS.

1. BbibepuTe HyXHbIH 33K POBAHHbIN NOFMYECKUIA TOM.
2. HaxmuTe npaBoi KHOMKOM Mbllwn = Paclwingposatb AUCK.
3. [oxauTecb OKOHYaHMs npoLuecca pacwmdpoBaHus.

8.5 BoccTaHoBrneHne gocTyna n JocTyn nonb3oBaTtenen K 3amndpoBaHHOMY JIOrM4ecKkomMy
TOMy

BoccmarosneHue docmyna K 3auilgpo8aHHbIM pecypcam 803MOXHO NpU HAAUYUU COXPAHEHHbIX Konud
macmep-katoyel 3mux pecypcos.

llpu omcymcmeauu coxpaHéHHbIX Konuti Macmep-KarYel 80CCMaHosieHue 00Ccmyna K 3aujuUEHHbIM
pecypcam Hego3MOMHoO.

Mpoueaypa BOCCTAHOBAEHMS AOCTYNA K IOrM4eCckoMy TOMy ONMcaHa B rnaBe "BoccTaHoBneHuWe OocTyna
K 3alIMPPOBaHHbBIM pecypcam”.

Mpouenypa oTKpbITUS AOCTyMa K IOrMY4ECKOMY TOMY onucaHa B rnase "[ocTtyn nonb3oBateneit SD5 k
3alUMILEHHBIM pecypcaM”.
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9. Pabota ¢ BupTyanbHbIM TOMOM

9.1 OcobeHHOCTM paboTbl

MopkntouéHHble B SD5 pecypcbl (Te, kotopble OC pacno3HaeT Kak MNOAK/IYEHHbIE YCTPOMCTBA
(nornueckue, dwusnuyeckue, BUpTYaNnbHble TOMa W KOHTEMHepbl)) [LOCTYMHbI BCEM MOJIb30OBATENSIM,
0JHOBPEMEHHO paboTalLMM Ha KOMbOTEPE (NapannenbHas ceccus).

Henb3s co30ame ¢aiin eupmyansHo2o OUCKA HA yxe 3aWuUpposarHoM 102U4eckoM mome, Ha
3AUULEHHOM CUCMEMHOM QUCKe UU 8HYmpU Opy2020 8UpmMyansHo20 Moma.

BupmyansHsie moma co3darwmcs cpasy 3awudposantsiMu. PaciiugposaHue HedocmynHo.

9.2 CosfaHue BUpTyarbHOro Toma

[nsa cozpaHus 33IJJI4CDPOBaHHOFO BUPTYanbHOro AMCKa BbINMONHUTE Cnegyrouimne nencreums.

1. OTKpo#iTe ceaHC agMUHUCTpATOpA.
2. Ha sknagke [ncku HaxmuTe Co3aatb (Mnu B MeHto SD5 B obnactv yBegomneHuin Bolbepute NyHKT
Co3paTb 3aWMbpPOBAHHbINM BUPTYaNbHbIA AUCK).

BBEAMTE NyTb K hainy BUPTYanbHOro AMCKa, TM60 BbibGepuTe MyTb C NOMOLLbIO KHOMKM O630p 1 BBEAMTE
UM BUPTYaNbHOrO AMCKa;

Mo ymonuaHutio daiin Byner nmetb pacwmpeHnue *.vd.

BblGEPUTE aNropuT™ WUGPOBAHMS U3 CNUCKA AOCTYMHbIX aNropUTMOB;
M0 XENaHWI U3MEHWUTE METKY AMCKa;

M0 XeNaHuio U3MeHuTe ByKBY AMCKa;

BbibepuTe daiinosyto cuctemy (FAT, FAT32, exFAT unu NTFS);

BblibepuTe TMN AMCKa (MO yMONYaHUIo BbIBpaH paclumMpsemblil AUcK, 06bEM KOTOPOro BapbUpyeTCcs B
33aBMCUMOCTM OT COAEPXKMMOr0. MakcMMarbHbIi pa3Mep OyaeT COOTBETCTBOBATL 3HAYEHMIO MONS
Emkocms ducka. TTyHKT DUKCMPOBaHHbINA — pa3Mep AMCKa BCeraa paBeH yKasaHHoOMY B none Emkocmes
oucka);

BblbepuTe Hy>XHbIM pa3Mep Aucka (B rurabaiTax).

B cnucke Anzopumm wiugposaHus 8 CKOBKAxX yKazblieaemcsi KOMNOHEHM NOCMABULUKA Kpunmozpaduu.

Lna ycnewHoz2o co30aHus 3auu@posaHH020 8UPMYyanbHO20 OUCKa HE0OX00UMO 8bi6pame
coomsemcmsyruUl NOCMABUUKY Kpunmozpaguu cepmu@uKkam omkpsimoz20 KaK4d.

06vém docmynHO20 Mecma Ha 3aWUdPOBAHHOM 8UPMYA/bHOM OUCKE Bydem HecKosbKo MeHblle
pasmepa ¢atina. BenuduHa smoli pasHuUuel 3asucum om 8vlbparHHol ¢atinosoli cucmemei.
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CosgaHve 3aWwndpoBaHHOIO BMPTYanbHOIO AMCKa H

FPaiin BAPTYENEHOTD QUCKE:
C:\Users'\Kristina"OneDrive\doxymex e \PetrovPetr_VinDisk||  Ofsop...

AnropuT WKhPOBaHWA:
AES - 256 bit (AES) W

MeTka gmcka:
Petrov_Virt Disk

Byiea mcka:

H: HametnTs .

Paiinosan cMCTEME: Tun macka:

NTFS v (®) Pacumpremeil

MakcumaneHeli pasmep:

S

() PuKcMpoBEHHBIA

e

PucyHok 36 — OKHO C030aHUs 8UpMyanbHO20 MoMa

3. Haxmurte Co3paTb.
Co30aHue supmyansHo20 AUCKA omobpaxcaemcs 8 sude WKaAabl C KOMMEHMapusmu no Kkaxaoomy smany
npouecca.

CoznaHuWe 38l POBAHHONO BUPTYANLHO...

[MooxnioyeHe gicka

PucyHok 37 - OkHO npouecca co30aHus 8UpmyanbHo20 moma

I PekomeHdyemcss coXpaHums Konuw Macmep-Kkar4a co30aHHo020 AUCKa.

4. Ytobbl CO34aTb pe3epBHY0 KONUIo, HaXXMUTe [a. g 0TKasa co3naHus pe3epBHOM KONUKU HAXMUTE
Hert. [Npouecc co3paHms pe3epBHOM KONMM MacTep-Kno4va onucaH B pasgene "CoxpaHeHue
pe3epBHOM KONWWM MacTep-kya".

Secret Disk H

BupTyaneHbId guck yonellHo co3aaH.
XOTUTE COXPAHWNTE KOMKMID MacTep-kntoda’?

PucyHok 38 - OkHo ysedomsieHus 06 ycnewHoOM C030aHuU 8UpmMyanbHo20 moma

5. B obnactv yBegoMAeHMI NOSBUTCS COODLLEHME, YTO BUPTYa/IbHbIA AMCK CO3AaH. HoBas 3anmnch
nosiBUTCS Ha Bknagke Aunckn.

3A0 "AnapgamH P.O.", 1995—-2019 r. PykoBopactBo agMuHUCTpaTOpa Crp. 36 /92



sp® MaHens Secret Disk 5 (Petrov Petr) ?

Secret Disk 5

ABTOMETWYSCKOE NOOKNIDUEHME Hactpoiiku cearca BelcTphIf BRIZ0S
PesepBHEls KOMWK MacTep-+nHYel MNonesoeaTen TMuueHzm
[ncin Mankwm AWML BHHEIS KOHTERHEPE CepmidukaTs!

HocTymHele aucku:

ek CoctoRHue Faiinoga... | | Joaxkmews sce
(®) System disk (C:) Jaunuen NTFS O——
@ MNetp MNetpos (F:) Jawndposar MNTFS
X Petrov_Virt Disk (H:) JaumcposaH NTFS
Cozpate
LOofaente
Yoame
< >
CEHoBWTE

CmmeHa MpmeHnTs

PucyHok 39 - lNaHens Secret Disk. [ucku

Mpu nepeuwiugposarHuu gupmyabHbix OUCKO8 Heobx00uMo, 4mobbi npouedypa wugposarus beiia
0ogedeHa 00 KOHUA UMeHHO Ha MOM KoMnelomepe, 20e 0Ha 6bl1a Hayamad.

B cnyqae nonsimku 3asepuieHus npouedyps! Wugdposarus Ha dpy2oM komnstomepe u/unu dpyzoii OC
0aHHble bydym 6e38038pAMHO NOMEPSH®GI.

9.3 YganeHue BupTyanbHOro Toma

Ona yAaneHusa 3aLLIl4deOBaHHOI'O BUPTYasIbHOro TOMa BbIMOJIHUTE LencTems:

1. Ortkpo#Te ceaHc nonb3oBarens.

2. Ha Bknagke Auncku BbibepuTe 3awMdpPOBaAHHbINA BUPTYasibHbIM TOM, KOTOPbIA HEOBX0AMMO YAANUTD,
W HaXMUTE Y Aanutb.

3. Haxmure [a. B 3anpoce Ha oTknoveHMe ancka Haxmute [la, ecnm AnCK B AaHHbIM MOMEHT
NMOOK/TOYEH.
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sp® MaHens Secret Disk 5 (Petrov Petr) ?

Secret Disk 5

ABTOMETWYSCKOE NOOKNIDUEHME I Hactpoiiku cearca I BelcTphIf BRIZ0S
PesepBHEls KOMWK MacTep-+nHYel | MNonesoeaTen I TMuueHzm
[ncin | Mankwm I AWML BHHEIS KOHTERHEPE I CepmidukaTs!

HocTymHele aucku:

ek CoctoRHue Faiinoga... | | Joaxkmews sce
() System disk (C) Fauwnues NTFS
@ MNetp MNetpos (F:) ZawndposaH MNTFS

'.:P_',‘- Petrov_VitDisk (H:) Jawmndposar NTFS

|

Yoz

< >

| (0] 4 || CmmeHa | MpmeHnTs

PucyHok 40 - [lNaHens Secret Disk. [ucku

I @aiin oucka ocmaemcs HempoHymbIM

4. Ecnu B panbHemwweM guck 6yaeT HyXeH — HeobxoamnMo ero L06aBuTb.

YnaneHue 3alIMAPOBAHHONO BMPTYaNLHOMD AMCKA H

i BHWMAHIE!

Hoctyn K BMpTyansHomy gucky ByAeT yAZNEH ANA BCEX NONBI0BEATENER,

Ecnw Bel 3axotute B BygyLLEm NOAKNHONHTE 3TOT BUPTYANEHBIA JHCE, TO
Bam noHagobuToA coxpaHenHan PE3EPEHAN KONWA MAcTER- K04

wudrpoeanna, Ecan konua mactep-kntoua He BygeT co3gana, To nocne
YAANEHMA JOCTYNA K BMPTYaNBHOMY ANCKY BCE JaHHBIE, XPaHALLMECA Ha

HeM, ByayT noTepAHe!!

PekomeHyem NpeABapUTENBHD COXPaHUTL KOMWHD MACTER-KAH4E
WNPPOEAHNA, 8 33TEM BBINOIHNTE NPOLEAYRY YAZNEHWA,

¥aanuTe AocTyn K 33WWGPOEAHHOMY BMPTYaNBHOMY JMCKY ceAuact

L -

PucyHok 41 - OkHo ysedomseHus 06 ydaneHuu 3awu@pos8aHHo20 8UpmMyanbHo20 OUCKa

YaaneHwe 3allMdpOBaHHOrO BUPTYaALHOMO AWCKA H

Jwck NogkntoueH,
OTenrounte?

PucyHok 42 - YdaneHue 3awugposaHHo20 8UpmyansHo20 OUcka
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5. [lna nonHoro yAOaneHna BUpTyanbHOro aMcka Heo6X0AMMO AOMNONHUTENBHO YOannTb anVm ANCKa un3
KaTtanora, B KOTOprVI OH ObIn COXpaHéH.

9.4 [o6aBneHne/BocCTaHOBNEHNE BUPTYyanbHOro Toma

Yto6bl [06aBUTb YAANEHHbIA (MOTEPSAHHBINA) BUPTYasbHbIA TOM B CMMCOK BbINOAHUTE Cliefytouue
nencreuns:

1. OTkpo#Te ceaHC Nnonb3oBaTens.

2. Ha Bknagke Ancku HaxmuTe [o6aBuTh.

3. YkaxwuTe nyTb K ainy BUPTyasbHOro AnUCKa B okHe Jlo6aBieHune 3awimnmdppoBaHHOro
BUPTYaNbHOro AuUcka.

JobaeneHve 3alWMdPOBAHHOIO BUPTYanbHOTO AWCKa

‘Paiin BUPTYansHOro QMCKa:

C:\Users\Kristina One Drive \Jdowymente\PetrovPetr_VitDisk| | DO6sop...
Memca
Petrow_Virt Disk

EByrea micka:
X

LoGaenTs Omera

PucyHok 43 — OkHo 0obasneHus 3awu@posaHHo20 8UpMyansbHo20 OUCKA

4. [1ns uaMeHeHUs MeTKM U BYyKBbI AUCKaA:
—  oTpepakTupyiite none MeTka gucka;
—  Haxmute I3mMeHuUTb;
— B OKHe Ha3HaueHmne 6ykBbl gncka BbibepuTe ByKBY AMCKA M3 CNMUCKA AOCTYMNHbIX 6ykB 1 HaxkmuTe OK.

5. Haxmute [o6aBuUTb.
6. YKaxuTe TMN pe3epBHOM KOMMM MACTep-Kkoya 3almMdpoBaHHOro BUPTYasbHOro AMCKA:

—  eC/IM pe3epBHas KOMus He XPaHUTCA B NaMATU 3/1IEKTPOHHOIO K/K0Ya, BBEAUTE MyTb K Gaiy v naposb;

—  eCIM pe3epBHast KOMKUs XPaHWUTCS Ha ByMaXKHOM HocuTene, BbIGEPUTE MYHKT MeHIO BBeCTM katou gucka
BPYUHYIO C pacreyaTaHHo KoMK 1 BBEAMTE BCE CUMBOJIbI MPU NMOMOLLYM KIaBMATYpbI.
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BoccranHoenenwme MacCTEeEp-KNHUa 3aIJJH[IJpOBaHHDFD AWCKd...

(®) BoccTaHoBMTE 3 daiina

C\Users'\Kristina"One Drive \Joxymenms\PetrovRezerv.em || Ofsop...

Mapons: |eesesswes)

() BocCTEHOBMTL M3 MAMATH TOKEHS

MBCTED‘KJ'IIOH SAWMPDOEIHHOND AMCKE 5)'D.BT EOCCTIHOBNEH W3
pesepBHOIR KoMK, ¥PaHALLEACA B NaMATA TOKEHa.

'Z::Z' BeecTd KNloy AMCKE BPYYHYHD © PACMEYSTEHHOM KoMK

BoccraHoeue OmaeHa

PucyHok 44 — OKHO 80CCMAHO8/IEHUS MACMEP-KYA 3aWUGPO8AHHO20 8UPMYATbHO20 OUCKA

7. Haxmute BoccTaHOBUTD.

B obnactu yBemoMieHuit NosBMTCS NoATBepXpatowee coobuieHne. B cnmcke Ha Bknagke [Auckun
NOSIBUTCS COOTBETCTBYHOLLASA 3aMNMUCh.

Mpn HeobxoamMmocTu BblbepuTe cumTbiBaTens M BBeaute PIN-kop TokeHa (MHTepdeic 3aBUCHT OT
MCMOoNb3yeMOro Kpuntorpadunyeckoro cpeacTsa).
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sp® MaHens Secret Disk 5 (Petrov Petr) ?

Secret Disk 5

ABTOMETWYSCKOE NOOKNIDUEHME Hactpoiiku cearca BelcTphIf BRIZ0S
PesepBHEls KOMWK MacTep-+nHYel MNonesoeaTen TMuueHzm
[ncin Mankwm AWML BHHEIS KOHTERHEPE CepmidukaTs!

HocTymHele aucku:

Owck CocToaHue Faiinoga... | | Joaxkmews sce
(») System disk {C) SaumueH NTFS B TeE
@ MNetp MNetpos (F:) Jawndposar MNTFS
B Petrov_VirtDisk () Jawvdpoear T e —
Mepewmbposate AWCK
Ceoiictea
< CoxXpaHWTe MacTep- koM
CEHoBWTE

CmmeHa MpmeHnTs

PucyHok 45 - lNaHens Secret Disk. [ucku

Bnadensyem 3awigpposaHHo20 supmyansHo20 OUCKA SI8S€MCcs mom, Kmo e20 c030aJ.

Ecnu Ha komneromepe y 3moeo 3awu@posaHHo20 8UPMyanbHo20 Oucka bein Opy2oli enadenel, mo oH
(8nadeney) ympadugaem ceou NOJHOMOYUS N0 OMHOWEHUK K 3MOoMy OUCKY, COXPAHAS AUlWb Npaso
nodkmo4ams ezo.

9.5 CoBMeCTHbIN JOCTYN Nonb3oBaTenemn

HacTpovika cOBMeCTHOro AocTyna K 3awWMWEHHOMY BMPTyanbHOMY TOMy OMnMcaHa B rnaese "JocTyn
nonb3osarenen SD5 K 3alWmLEHHbIM pecypcam”.

9.6 lNepelwmnpoBaHne BUpPTyarnbHOro Toma

1. Ortkpo#iTe ceaHc nonb3oBarens.
2. Ha Bknagke Aunckun BbibepuTe HYXKHbIA BUPTYaNnbHbIA AUCK.
3. Haxmute no HeMy neBoW KHOMNKOM Mbiwn > MepewmndpoBaTtb ANCK.
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sp® MaHens Secret Disk 5 (Petrov Petr) ?

Secret Disk 5

ABTOMETWYSCKOE NOOKNIDUEHME I Hactpoiiku cearca I BelcTphIf BRIZ0S
PesepBHEls KOMWK MacTep-+nHYel | MNonesoeaTen I TMuueHzm
[ncin | Mankwm I AWML BHHEIS KOHTERHEPE I CepmidukaTs!

HocTymHele aucku:

Ouck CoctoRHue Faiinoga... | | Joaxkmews sce
(») System disk {C) Jawmuen NTFS
@ MNetp MNetpos (F:) ZawndposaH MNTFS
'-'!_', Petrov_Vit Disk (%) Jawnbposzs c

Otkpeits B MNposogHnee :|

OTknrounTE

Mepewng poBaTe AUCK | ]
< CeoicrBa

CoxXpaHuTe MacTep-kd

(0] 4 | | CmmeHa MpmeHnTs

PucyHok 46 - [NaHens Secret Disk. [ucku

4. BblbepwuTe HOBbIM anropuTM WKPpPoBaHMs U HaxxmuTe OK.

Secret Disk: nepewwndposaxme H

HoBtiit anropuma:

AES - 256 bit (AES) "|

| oK || Omera |

PucyHok 47 — OKHO 8b160pa HOB020 a20pUMMA NEPELULUGPOBAHUS BUPMYATbHO20 OUCKA

PekomeHdyemcs co30ame pe3epsaHyro Konuw macmep-karya oucka. lpouedypa co30aHus pe3epsHoli
Konuu macmep-kaw4a npedcmassneHa 8 2nase "CoxpaHeHue pe3epsHol Konuu Macmep-Kar4a".

5. [oxauTecb OKOHYaHMs NPOLLeCcca YCTaHOBKM.
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sp® Maxensb Secret Disk 5 (Petrov Petr)

Secret Disk 5

:'_'J Petrov_Virt Disk (X:) MNepewwdposarne 355 MNTFS

< >

AETOMETWMECKOE NOAKMIOUEHWE I Hactpaiikik ceaHca I BricTpeid BEIZ0E
PesepeHbIe KON MaCTEDHIHYEA | Monbsosatend I TausHsan
[ncin | Mankwm I AWML BHHEIS KOHTERHEPE I Cepmipurats
HocTymHele aucku:
Ouck CoctoRHue Faiinoga... | | Joaxknewms sce
(») System disk {C) SaumueH NTFS B Tee
MNetp MNetpos (F:) ZawndposaH MNTFS

Cozpate
LOofaente

¥
:

CEHoBWTE

| oK

|| CmmeHa | MpmeHnTs
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PucyHok 48 - [lNaHens Secret Disk. [ucku

PyKO BOACTBO aAMUHUCTPATOpPA
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10. 3awmTta CbEMHOro HocuTensa

SD5 no3BonsieT 3aWwmTnTb AaHHbIE HA CbEMHbIX HOCUTENSX (PN3LW-KapTax, CbEMHbIX XXECTKUX ANCKAX).

3aujuma cbéMH020 Hocumens OOCI')’I)/I')HCI mosibKo 05151 nosib3osameneli ¢ npasamu CIOMUHUCm,DUmO,DU Ha
JIOKAJ/IbHOM KOMnNbsromepe.

[ns 3aWMTbl CbEMHbIX HOCUTENEN BbINONHUTE C/IeLyHOLLME AENCTBUS:

1.

Eal AN

MNoaknounTe CbEMHOE YCTPOMCTBO K KOMMbIOTEPY.

B ceaHce nonb3oBatens Bo Bknagke AAMcke oto6pasmTcs CbEMHOE YCTPOWCTBO.

HaxMuTe Ha none CbEMHOro YCTPOWCTBA MPaBOM KHOMKOW MbIwn > 3awmndpoBaTtb AUCK.
Bbibepute MeTky amcka, 6ykBy 1 anroput™m wudposaHus. Haxmute OK.

MapamMeTphl 3alMbOPOEAHHONO AWMCKa

Mema
[ |

EByxea mvcka:

E: Hamerns. ..

AnropuTM WNPOBEHWA'
AES - 256 bit (AES) ]

e

PucyHok 49 — OkHO Hacmpoliku hapamempos 3auwudpo8aHHo2o OUcKa

I P€KOM€H0y€mc}7 B8bIN0JIHUMb pe3epeHoe KonuposaHue Macmep-K/iarn4a oucka.

5.

LoxpnTecb OKOHYaHUS npouecca 3aLIJVIquOBaHVI$|.
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11. [octyn nonb3oBarenen SDS K 3awWmLLEHHBIM pecypcam

Hactpoiika goctyna nonb3osartenei K 3awMppoBaHHbIM pecypcam Npeanonaraer, Yto Blajenew, pecypca
CaM AaéT ApyroMy rnosib30BaTesNto NPaBo Ha NPOCMOTP M paboTy C STUMU 3aLUMLLEHHBIMU PeCYpCamy.

Monb3oBaTenb-BnaseneL, N0rMyeckoro M BUPTYanbHOrO TOMOB MOXET 06aBUTb Lpyroro nosib3oBaTens,
3apeructpupoBaHHoro B SD5, ans coBMecTHOro goctyna.

LobasneHHbili nonb3osamens umeem docmyn K 3aWUGPOBAHHOMY S102UHECKOMY UL 8UPMYANIbLHOMY
momy. OH Moxem pabomame Ha HEM (co30agame, pedakmuposams, yoaasime OaHHbIE, HO HE MOXem
nepewiugposame UaU CHAMb 3aUUMY C 3aUUGPOBAHHO20 pecypca).

LobasneHHsill nonb308amesns He uMeem 0oCcmyna K 3aWUUEHHbIM NANKAM, HaX00UUMCS Ha
30WUPPOBAHHBIX MOMAX.

Y106bI 106ABUTH NONL30BATENS BbINOAHUTE cnepywoume LencTeums

1. TlopkniounTe TOKEH APYroro nosb30BaTens K KOMMbOTepy.
2. HaxmuTe npaBoi KHOMKOM MbILKN MO Hy>XHOMY ToMy —> CBOWCTBa.
3. Bo Bknaake Joctyn Haxmute obaBuTb.

a 2
CeolicTBa 3alUMGPOBaHHONO AWCKA :

O6wwe | Joctym
Bnageney

Wma:  |Petrov Petr (Tester)

Nonezosateni:

 OoGasws |

Wrag KormeHTapui

0K Omena MprMeHnTE

PucyHok 50 - OkHo csolicme 3awugposaHHo20 oucka

4. Bbibepute 3apernctpuposaHHoro B SD5 nonb3oBatens, koToporo Heo6xoamMmo gob6asuTb. U
HaxmuTe BbibpaTb. ECiM nonb3oBatens Hert, cospaiite ero.

Beibop nonb3oeatens

3aperncTpUpoOBaHHEIE NONBI0BATENM:

Mg KormeHTapui
Igor Igorev PM Omvena
Ivanaow van Analitik
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PucyHok 51 - OkHo 8bibopa nose3oeamens

5. NMonb3oBatens aobasneH. Haxxmute OK.

CBoOWCTEa 3alUMbPOBAHHOIC AWCKa ?
O Bnageneu
m Wrag: |F‘eirov Petr (Tester)
Honesosateni:
Wrag KormeHTapuit
g Igor lgorev PM YA
QK | | COmaeHa | MpurmeHTe

PucyHok 52 — OkHo csolicme 3awu@posarHHo20 oucka
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12. Pabota c cepTudukatamm

12.1 O6was nHpopmauus

Ons aYTeHTMCbMKaLI,MM NON1Ib30BaTENA HA €ro TOKEHE AO/DKHbI HaXOo4UTCA:

1. KnwoueBas napa nonb3osaTtens, COCTOALWAS U3 ABYX K/THOYEN — 3aKPbITOro K14a Nonb30BaTens u
OTKPbITOrO KHYa.
2. CepTnduKaT OTKPLITOrO K/oYa.

CepTMdUKAT — 3TO 3N1EKTPOHHbIN LOKYMEHT, COOEPXALLMA CBEAEHUS O MOJIb30BaTeNe U ero OTKPbITbIM
K/HOY, 3aBepeHHble (MOAMNMCaHHbIE) 3IEKTPOHHOM Noanucblo Yaoctoeepsitowero ueHtpa. B SD5 MoxHo
ncnonb3oBatb ceptudukatel noboro dopmata, npefHasHayeHHble ang pabotbl B "MHdpacTpykType
OTkpbiTbix Kntouein” (PKI).

KnioueBas napa u ceptudukat ang nonb3osatens SD5 moryt 6bib co3paHbl B camom SD5, nnbo
BbIMYLLLEHbI C MOMOLLbI MPOrpaMMHOr0 CPeACTBa UM CNeunanbHoM cnyx6bl - Y0CTOBepSOWEro LeHTpa,
oTBevawlwmnM TpeboBaHuam PKI. OTnuume cocTouT B TOM, YTO CEPTUMMKATBI, CO3AAHHbIE BHELHUM
Y[0CTOBEPSIOWMM LIEHTPOM, MOrYT MCMONb30BaTbCs AN APYruX 3agad (Hanpumep, Ans umdbpoBoin
noAnucK nnu WndpoBaHUS COOBLLLEHMIA), @ HE TONBbKO CYXWUTb ayTeHTUdUKaTopamu nonb3osatenein SD5.

B SD5 npuMeHstoTCa cnenytowme TUMbl KNKOYEBbIX Nap:

1. TOCT - HeobxoguMa anst paboTbl ¢ anroputMamu wndposanus FOCT, HO He NO3BOJISET BKKOYATb
3aLUMTY CUCTEMHOrO AMCKa.

2. RSA - HeobxoauMa o5 3aLlMTbl CUCTEMHOTO AMCKA U NMO3BONSET 3alLMLLATbL BCE peCypCbl N1t06bIMU
anroputMamu wudposaHus, kpome NOCT.

Mpu HEOHXOAMMOCTU 3aLUMTBI CUCTEMHOMO AMCKA M UCMONb30BAHMS anroputMmoB WwndposaHus FOCT gnsa
3aWMTbI APYrnX pecypcoB, Ha TOoKeHe nonb3oBatens SD5 pomkHbl HAXOAMTLCS 4Be KAo4YeBble Mapsbl
pa3HbIX TMMNOB WM COOTBETCTByOWME UM cepTudumkatel. Ecnm anroputmbl wundposaHua OCT He
MCMOMb3YHTCS, NOMb30BATEN0 AOCTAaTOYHO MMETH K/OUEBYH Mapy M cepTUdMKaT Tmna RSA.

12.2 CosgaHue ceptudukata ¢ nomowbo SD5

MNpu peructpaummn nonb3osatenern SD5 no3Bonser co3aatb HOBbIM CepTMOMKAT M KIKOYEBYHO Mapy
Nnosb30BaTeNs Ha ero TOKeHe, eC/iv Yy MO/b30BaTeNs HeT Kaw4elh U cepTUdMKATOB, BbIAAHHbIX €My
He3aBUCUMBbIM LieHTpom cepTudmkaumu.

MNpu paboTe ¢ TokeHaMu SD5 MOXKET BbINOAHATb ABE OMNepaLmm:

1. Co3paBatb 3aKpbiTble KNHO4YM TMMNA RSA 1 cooTBeTCTBYIOWME UM CEPTUPUKATLI B MaMSATU TOKEHA.
2. CoxpaHsTb CO34aHHbIE KUK U cepTudMKaTel B Buae darina dopmarta PFX ¢ uenbto coxpaHeHus
pe3epBHOM KOMUMK.

[na cozpaHns ceptmudmKaTta BbINOAHUTE Cleayowme AencTBns:

1. 3anyctute nporpammy SD5.
2. HaxmuTte 3apernctpupymrecb B OKHe uaeHTuduKaLmu.
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» HEM|

Secret Disk: naeHTMdMKaUMA

MoAKNHOYNTE TOKEH © CEpTUdUKATOM 33pErMCTPUPOEAHHOMD
nons3oeatens. Ecan y Bac HeT cepTudnkata, saperucTpupyiiTecs Ha
AZHHOM KOMMBHOTEDE B KAYECTEE Nonb30eaTena Secret Disk, MNpw
DETMCTOALNK BBl CMOXETE CO3AaTE CEDTUdMKAT.

KoMy BslgaH Kem seigaH Cpok gefcTems

0K MpocMoTp cepTHdMKaTa

PucyHok 53 = OkHo co30aHus/selbopa cepmugukama nosne3osamens

3. Bseaute NUmsa u KommeHTapwuii.

4. Bbloenute NoCTaBLLMKA KpMI'ITOI'pad)MM N HaXXMUTE Bbl6paTb, MOCKOJIbKY NMOCTaBLWKMKOB

KpunTorpadum MOXKeT BbITb HECKOIBKO.

» I

Secret Disk: HOBbLIM NonL30BaTEND

MonezoEaTens

Wwma: | Ivan lvanov |

Kormsrapuit: | Anlitic |

CepmitikaTs! A3HHOMD NONL30B3TENA:

lMocTaBwmK KpunTorpadim

T T

Microsoft Enhanced CSP (RSA) He swifpan

Cepmupunkar MpocmoTp
I

Beifpate s paiing ...

| OoGaenTs || Crmera

PucyHok 54 - OkHO c030aHUSI HOB020 N0JIb308AMENS

5. Haxmute Co3gathb... B OkHe Bbibopa cepTudmkara.
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Secret Disk: Bbibop ceptudumkaTta ?

BribepHTE CEPTMDMKAT ANA ayTEHTUDMKELWM 1 SELLMTEI MACTER-HKDYER
3AWMPPOBSHHEX AMCKOE.

KoMy BelgaH Kem seiaaH Cpok geicTena

0K OTmeHa MpocMoTp cepTudmkaTa

PucyHok 55 - OkHo gbibopa cepmugukama

6. 3anonHuTe BCe 06g3aTesbHble MO, BblAENEHHbIE NONY>XUPHbIM TEKCTOM U, NO XKEJTAHUIO,
Heobs3aTeNbHble NOAS.

lpu 3anonxerHuu noas CmpaHa ucnoas3ylime bykasl 1AMUHCKO20 aA¢asuma.
lpu 3anonxerHuu nons OpaaHu3ayus ucnones3yiime bykesl 1amuHcKo20 angasuma. He ucnons3yiime
3HAKU NpenuHaHus u KasbiyKu.
7. Bbibepute anropuT™ WIMPPOBAHMS U AJIMHY KNKOUa:
C 1 aHeaps 2019 200a 3anpeuieHo popmuposaHue 31eKkmpoHHol nodnucu ¢ nomoujsro kaodeli FTOCT
34.10-2001.
—  VipNET CSP (TOCT 34.10-1994) umeet pnuHy kntoda 1024 6ur.
8. Haxmute OK.

+ I

aHHele ANA MASHTWDMKALIAM

CranpapTHoe
wn (CN): Ivan Ivanov

E-mail: |iivanov@&example
Opranwzawan: 000 TEST

Ozpen: |Razrabotka

HacenéHHei Maoskva
MyHKT:

Cipana: RF

MapameTpk
Anropuma: | VipNET CSP (TOCT 34.10-2001) v
B VipMET CSP (TOCT 34.10-2001)
[avra knioua: VipNET CSP (TOCT 34.10-1554)

O

PucyHok 56 — OkHO 8800a OaHHbIX 018 UOeHMUGUKAUUU NoJb308amens

9. Bblbepute ycTpOMCTBO XpaHEHUS KOHTEMHEPA KoYel, ecnu nx Heckonbko. Beepute PIN-kop
TOKEHa.
Ecnu nodknouéHHeix K KoMnelomepy ycmpolicma 60/biie 00H020 — BHUMAMENbHO 8bibupalime
ycmpolicmso xpaHeHus KoHmeliHepa karw4el!
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10. Haxmute OK.

ViPNet CSP - mHMUMannsauma KOHTERHepa KNKUer H

4? YKEHMTE MECTO XPEHEHWA KOHTEAHEDPE KNKOYeR,

&
ot
WMA KoHTeliHepa: 384cd625-c2h2-4cea-b31a-296013420c03
() Manka Ha avcke: C:\U=zers\Kristina\AppDataLocal Ofizop...

(®) BoifiepuTe yoTpolicTso: | JaCarta{0D50000409219519) v

BeeawTe MWH-+oA:

=

PucyHok 57 = OKHO UHULUAnu3auuu KoHmeulHepa kawyel

11. HEPEMEUJ,aVITe YKa3aTe/ib MbllUn B Npegenax okHa nim HaXKMMaMnTe Ntobble KNaBUWK HA Knasuarype
ANa UHMuuanusauum reHepartopa Cﬂy‘-laf;leIX yucen.

leHepayus cnyyqaliHbix yucesn 6ydem npou3sooumscs Kaxovili pas npu co30aHuu cepmugukama c
anzopummamu wugposarusa no MOCTy.

InekTpoHHaA pyneTka H

MepeMELLERTE YKASATENE MEILM B NPEAENAX OKHE MW
HamUMaHTe Miobble KNEBWLWW Ha KNaBKaType (3anoMMHaTL
WX HE HYWHO). B pPE3YNETETE BaluMy AeicTEMA OyaeT
WHWLMANW3MPOBEH MEHEPETOD CNYYaAHEIX YMCEN,

Mpouecs MHALWaNM3aLMH. .. 28%

OTtMeHa

PucyHok 58 - OkHo 2eHepayuu cy4aliHbix yucen

12. CoxpaHuTe pe3epBHYI Konuto ceptudukara. Haxxmute OK.

a 2
CoXpaHeHVe Pe3epEHOM KOMUKM CEpTADM...

[Napone pesepeHoi KoMK CEpTRMKATa
Mapons: (ITTITT T

HQATEMH“E: (ITI1 YY)

Faiin
ZM\UsershKristina One Drive \OokymeHTo! \pass.pfc Ofsop...

Omvera

PucyHok 59 - OkHO coxpaHeHus pe3epsHoli Konuu cepmugukama
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13. CepTudumkar ycn

€LHO Cco3aaH.

o CepTudMkaT co3iaH yonewHo

PucyHok 60 - YeedomneHue 06 ycnewHom co30aHuu cepmugpukama

14. Co3paHHbIN cepTUPUKAT NOSBUTCS B OKHE BblIBOpa cepTUHUKATOB.

Secret Disk: BbI60p cepTudukaTa ?

BoibepuTe cepTUdMKAT ANA ayTEHTUOMKALYM U 33LUMTEI MACTED-KIKOYENR
3alWnbPOBaHHbBIX AUCKOB.

KoMy BblaaH Kem BbinaH Cpok aeicTens

Ivan Ivanov Ivan Ivanov 28.05.2023

o
o
it

Q
=]

g
>
Q
o

OK OTmMeHa Cosaatb... MpocMoTp ce

PucyHok 61 — OkHo 8bibopa cepmugukama

Ecnu ebibpaH anzopumm wugposarus omaudHsili om FOCTa, mo nocsie coxpaHeHus pe3epsHoli konuu

cepmugukama np

02pamMMma noKaxdem oKHO eb/6opa MOKeHa ¢ UH(,'bopMauueL"l 0 KaAOM MoKeHe.

Ecnu ux Heckonbko, 8bibepume Heobx00UMbIL.

15. Haxmute OK.

WaeHma

BoibepuTe TokeH ﬂ
BeiBepute TokeH: | JC-Laser [ARDS JaCarta 0] v
JC-Laser
Wma:  JC-Laser

Wrap yotpoiicTea cuveisanna: ARDS JaCara 0

CeoGoaHeili oGbem namamn: 42980 Gant

Kateropus Tokena: JaCarta USB4cnioy

Cepwittent Homep:  0d50000405219519
OBwwit oSbem namam: 73728 Gant

huKkaTop cMapTapTel  0d50000405219519

e
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16. MNocne ycnewHoro co3naHuns cepTuduKaTta Ha 3KpaHe NOSBUTCS OKHO C COOTBETCTBYHOLLUM
coobwweHnem. Haxxmute OK.

o CepTrdmKaTt Co3gaH yonewHo

PucyHok 63 - YeedomneHue 06 ycnewHom co30aHuu cepmugpukama

12.3 WmnopT pesepBHOM KONUK cepTudurkaTa n yganeHume ceptudukaTa

C nomouwbto SD5 Henb3s caenatb MMNOPT cepTUdUKaTa U Ktouven u3 panna PFX, a Takxke Henb3ga yoanutb
HEHY)XXHbIE K/OUM U CcepTUdMKAT U3 TOKeHa. s BbINOJHEHWUS 3TUX LEWCTBMIM CnepyeT MCMoJib30BaTb
YCTAHOBNEHHbIN paHee KNUEHT s paboTbl C TOKEHAMMU:

e  EpuHbii knuneHT JaCarta;

e eToken PKI Client;

o Safenet Authentication Client.
Lna pabomel ¢ FOCT-cepmugukamamu cnedyem ucnosib308ame Npo2pammHsie cpedcmesa Kpunmolipo
CSP unu VipNet CSP.

[ns ynaneHus ceptudukaTa C TOKEHa BbINOHUTE Ciefyolme AeCcTBUS

5. Otkporite EgnHbiii knneHT JaCarta, Bknaaky PKI.

& EnuHiii Knwenr JaCarta = =
EannHbii KnmneHT JaCarta Ana‘\anuu)"
JC-Laser
WMupopmauua o Tokede | PKI | SecurLogon

OI'IEDE UMK C NpUNOKEHUEM

%}'{TEHUEVIR’ PIN-kog %CMEHMTL‘ PIN-kog = Coznars 3anpoc Ha
NO/b30BATEN .., BAMUHWCTPATOPA.. ' CEPTUHUKAT...

\LE; Q WMHuunanusnpoeare...

KAKUM ¥ CepTHUOMKATI O
=% TITITITIIIY (820) 512 Baiit -
=& aa 0.51Ks
;. Igor lgorev 0.69 K&

Ivanov lvan 0.68 Kb
=& lvanovlvan 0.98 K6
=4 Petr Petrov 0.7K6
=8 T 0.51 K6

ViPNet Certificate 0.6K6

ViPNet Certificate 041 Ké
3| ViPNet Container 0.1K6
3| ViPNet Container 0.1K6
3| ViPNet Keyinfo 0.15K8
18] ViPNet Keyinfo 0.35K6
18] ViPNet Keyinfo 0.15K8
[73] vienet keyinta D.35K6 v

Hacrpoiiku B crucke omoBpaxamea moneko obuedocmynHee ofbekmel. Beectu PIN-ko4

A npocuompa ecex oBLEKTNOe WAL PeGaKMUPOBaHUR CofepruMozo HeobxodumMo esecmu PIN-k0d
TepeRMOUMTBER B PEXUM noAL3oaamens.
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PucyHok 64 - OKHO cepmu@ukamos mokeHa

6. Beenoute PIN-kogn cBoero TokeHa M HaxmuTe OK.

F PKI El

Beegure PIN-koa nonesosatena

| (121111111} ‘ #
Coc

PucyHok 65 = OkHo 8soda [TMH-koda mokeHa

7. BblbepuTe HyXHbIM cepTUPUKAT ANig yOANEHUS U HKMUTE MO HEMY MPaBOM KHOMKOM Mblun —>

Ypanuto.
& EamHbIi KnueHT JaCarta - B
EannHbli KnneHT JaCarta Ana‘:.qm)-'

JC-Laser

VIHpOPMALNA O TOKEHE PKI SecurLogon
OnepaunK ¢ NPUAOKEHHEM

%}'{TEHOBMTb PIN-kog %CMEHMT!: PIN-kon = Co38aTs 33Np0OC Ha
AAMWHWCTRATOPA... “ (EUTMdﬂMKHT...

NOoNbL30BATENA...

[:G Q WHuumanusnpoeare..,
KNKoun v cepTuduKars! [ERIES]
512 Baiir -
Pl
0.51 K6
5@ IAKPHITEIA K1Y
4 | 17d20a4e-05a3-d%be-70ee-04c9bd1dfes
E. Petr Petrov 0.7 K&
ﬁ 3aKPHITEIA KDY
4 | 502ecbBe-6eca-21f7-4e87-06eda19d74a0
E. vanov lvan 0.68 K6
d@ IEKPEITEIA KAKY
4 | 6906d622-5c6a-d019-ae89-c97c97cab50a
E. Igor Igorev 0.69 K&
ﬁ 3AKPBITEIA K1Y
4 | 945797e7-Obad-a312-cbb9-4fc0adfcB36e
E. " 0.51K6
) 6@ JAKPBITEIA KIK0Y -
ORI 4 | e1dbbE40-e1a1-B36F-56a2-472af6esars
MeperMoUNTLEA B PEXIUM E. Ivanov lvan 0.98 K6 v

onk30EATENA

PucyHok 66 - OKHO cepmuguKkamos mokeHa

8. TlloaTtBepauTe CBOE mencTeue, Haxas [a.

& YnaneHwe 0OLEKTOR

@ Bbl AeACTEMTENLHO XOTUTE YAANWTE BbliAENeHHbIE 00LeKThI?

Ce e

PucyHok 67 - OkHo nodmeepdeHus yoaneHus cepmugukama
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13. CoxpaHeHune pe3epBHON KoMK MacTep-Knoya

13.1 CosgaHue pe3epBHOM KONUU MacTep-Knoya

BHumMameneHo 03HaKoOMbmecs ¢ 3mum pa3de/70M!

Pe3epsHbie konuu Macmep-karyeli Heobxodumbl 18 80CCMaHosReHUs doCMyna K 3aUULEHHbIM
pecypcam.

lpu nomepe unu He coXpaHeHuU pe3epgHoLli KonUU Macmep-Kaya 3aUuUUEHHO20 pecypca — docmyn K
3momy pecypcy bydem He803MOMeH.

CoxpaHeHue pe3epBHOM KOMWUU MaCcTEP-KIIOYEN 41 BCEX PECYPCOB ULEHTUYEH.
[lns coxpaHeHus pe3epBHOI KONUU MacTep-K/IKoUel BbINMOJHUTE Ceaylolmue AeACTBUS:
1. HaxmuTe no Hy>XXHOMY pecypcy NpaBoi KHOMNKOM Mbiwmn > COXpaHUTb MacTep-K/Hou.

Jluéo 8 npouecce ycmaHosKuU 3awjumesl npoepamMma asmomamu4ecku npedﬂomum COXpaHuUme macmep-
KJT10H.

2. B okHe pe3epBHOro KOMMPOBaHUS BbIGEPUTE MECTO XPAaHEHMS MacTep-Kiya.
®nar Mecto coxpaHeHus

COXpaHVITbBCbaﬁer Konus MacTep-Kaw4Ya COXpPaHUTCA Ha KOMMbKOTEpPE NOJIb30BaTENA. PeKOMeHOyemcg
COXpaHeHue Ha c;bﬂaw-Kapme.

CoxpaHuTb B Konus MacTep-kntoya coxpaHseTcs B NamMsaTi TOKeHa B BUAe 3akpbitoro daina. loctyn
namsT1 TOKeHa K banny MOXHO nonyumtb 3Haa PIN-kon TokeHa.

Pacneuatatb Ha Konus Mactep-knitoya BbIBOAMUTCS Ha mneyatb. PacnevataHHylo KOMMIO MacTep-kaw4a
npuHTEpe Heob6X0AMMO XPaHUTb B HAAEXHOM, 3aLLMLLEHHOM MecTe (Hanpumep, B cende).

PesepEHOE KONWPOEBaHWE MacTep-KiJa avcka Petrov...

CoxpaHnTs B daiine
MyTe K dainy:
C:\Users'\Kristing"Desktoplkey.amk Cikny

Maponk: (TITITTT]

MogTeep#asHne: |Sessssss)

CoxpaH1TE B MEBMATH TOKEHS

PesepBHan KOMMA MacTEp-+KNOYa COXPAHASTCA B NAMATA TOKEHA B BWAES
ZEKPBITOrO $aina, AOCTYN K KOTOpOMY MOXHO NOMyYMTe SH3A Napone
TOKEHE.

[[] Pacneuatam Ha npuHTepe

3KCNopTWPOBETE KNKY B OTKPEITOM BUAE C DaNEHERAWWM BRIE0A0M Ha
MEYETE HE NPMHTED.

o

PucyHok 68 - OKHO pe3epeHo20 KonuposaHus Macmep-ka4a 3auuLéHHo20 pecypca

PekomeHdyemcs coxpaHame Konuu mMacmep-kiatoded 6 ¢atise u pacne4amsi8ams Ha NPUHMepe.

llpu pacneyameligaHuu Ha npuHMepe Heobxo0UMO XpPaHUMb K04 8 3aUWULLEHHOM Mecme, Hanpumep 8
celige.
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3. Haxmurte Co3pathb.

Secret Disk H

o PEEpBHEH KOMWA MECTER-KNHIYE YCNELWWHD COXpaHeHa.

PucyHok 69 — OKHO y8e0oMJ/IeHUSs 0 COXPAHeHUU pe3epeHoll Konuu Macmep-Ka4a oucka

CoxXpaHEHHYIO HO MOKEHe Konuto Macmep-Kawn4a MOXHO NoCMompems HA 8kaadke PesepaHsie konuu
macmep-kar4ded.

sp® MaHens Secret Disk 5 (Petrov Petr)

Secret Disk 5

ABTOMETWYECKDE NOIKNHYEHWE HacTpoitkk ceatHca BelcTpEIi BEIS0B
Iuckn Markwu FEMLLEHHEIE KOHTERHEDEI CepmigkaTs!
PesepEHEIE KoM MaCTEp-IoYE MonesosaTend TMiueHzm

EE!SEDEIHbIe KOMMW MacTep+Noyei B MamMATW TOKEHa:

Dwck/Tanka Coct...  CepwitHend Homep  [ata cozaaqua Yaanum
HewseecTHo 0K E6451686 2018-5-2313:5:24
HewzeecTHo 0K SFDDB3CE 2018-6-6 11:26:44
HewzeecTHo 0K E1B912CE 2018-6-7 10:32:42
HewseectHo oK 527E2508 2018-6-7 10:53:26

HewseectHo oK 05642130-725a-... 2018-6-7 13:39:42
HewseecTHo oK 7cf94966-581e-..  2018-6-19 9:41:27
Petrov Petr (F) 0K B75C5622 2018-6-19 14:15:20

OBHoBMTL

PucyHok 70 - lNaHens Secret Disk. PezepsHbie konuu macmep-katoyeli

13.2 YpaneHue pesepBHOM KOMUW MacTep-Kro4a

YoanuTb pe3epBHYH KOMMK MacTep-K/4va C TOKEHa MOXHO BO BKaake "Pe3epsHbie Konuu macmep-
Ktoyel".

I Boccmarosnerue pesepeHoli konuu Macmep-Ka4a nocje yoaneHus Heeo3MomHo!
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14. BoccTtaHoBreHue goctyna K 3allnWEHHbIM pecypcam

BoccmaHosneHue docmyna K 3awiu@pos8aHHbIM pecypcam 803MOXEH NPU HANUYUU COXPAHEHHOU

pe3epeHoli Konuu Macmep-Ka4a.

I7pu omcymcmeuu p€3€p8HOU Konuu mMacmep-Kio4a eoccmadossieHue HEeB03MOXHO!

Boccmaroenerue docmyna K 3auuLEHHbIM pecypcom UdeHmuyHo (Kpome CuCmeMHo20 OUCKA).

14.1 BoccTtaHoBneHue goctyna

[ng BocctaHoOBNEHMUS AoCTyna K 3aIJJMd)pOBaHHOMy JIOrM4eCcKoMy TOMY BbINOJSIHUTE!

1. HaxmuTe Bo Bknaake Jucku no nyctoMy nost nNpaBoi KHOMKOM Mblwn —> BocctaHoBUTH

JOCTYN K 3aWnppoBaHHOMY AMUCKY.

so° MaHens Secret Disk 5 (Igor Igorev) ?
i
Secret Disk 5
AsTOMaTMYECKOE NOAKMIOYEHNE | Hac*rpoﬁm ceaHca | BoicTpbiit BbiZ0B
PesepsHble Konim MacTep-Kniouei \ Monbsosaten | Muuerisin
Duckm Manku | 3alumLLEHHbIE KOHTEHEpbI CepmdmKaTs!
OocnynHbie mcku:
Dycxk Coctosnme Paiinosa... Pasmep [o| | DoakniounTs BCe
@Cuc*reMHbM mck ... 3awwvwed  NTFS 37.70Tb OmcniounTs BCE
@ WeaHos WeaH (E:) NTFS 1.07Tb
—— Cozpams
{ BoccTaHoBUTE AOCTYN K 33LLIMBPOBIHHOMY ANCKY
o6aBuTe
Ypanue
< >

Omvera Mpymernts

PucyHok 71 - [lNaHens Secret Disk. [ucku

2. Bbibepute cnocob BoccTaHoBAEHUS. HaxxMuTe BocCcTaHOBUTD.
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Secret Disk: BOCCTAHOBAEHWE MaCcTEp-KAKYa “

(®) BoccTaHoBuTs WS Saiina

|C:\U5er5\Kﬁ5tina\Desktop\key.emk | | Of=op... |

Mapone: |ooo..... |

() BBECTV KNIOY MCKE BYYHYHO C PACTIYaTaHHON KON

BococTaHoBWTS | | CrmaeHa

PucyHok 72 — OKHO 80CCMAHOB/IEHUS MACMeP-KYa

3. BoccTaHoBNEHHbIN 3aWMPPOBAHHBIA HEMOAKOYEHHbIA NOrMYECKUii TOM MOSIBUTCS B CNIUCKE

ANCKOB.
sp® Manenb Secret Disk 5 {lgor lgorev) ?
-
Secret Disk 5
AETOMETHMECKOE NOAKMIOYEHWE I Hactpaiikik ceaHca I BricTpeid BEIZ0E
PesepeHbIe KON MaCTEpHIHYEA | Monbsosatend I TausHsan
[ncin | Mankmi I AWML BHHEIS KOHTERHEPE I CepmidukaTs!

HocTymHele macku:

Ouck CocTosHre Parinoga.. Pasme| [omxniouts sce
() Cvotemmoit miok . Jauwuen NTFS 37701
@ Wearoe Mean (E:) NTFS 1.07 T
@ Petrov Petr (F:) Jawwdposan NTFS 855.00/
Yoamme
< >
| (0] 4 | | CmmeHa | MpmeHnTs

PucyHok 73 - [MaHens Secret Disk. Aucku

I BoccmaHosnerue docmyna k eupmyansHOMY moMy U 3AWUWEHHOU Nanke npou3eooumcs aHan02u4Ho.
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15. O6HoBneHune SD5

O6HOBNEHMI C NpesblayLWUX BEPCUI HE NPEesyCMOTPEHO.
[ins nepexopna Ha HOBYtO Bepcuio SD5 HYXHO:

®  CHATb 3aLLMTY CO BCEX 3ALUMLLEHHBIX PECYPCOB;

e ynanuTb (AeMHCTanIMpoBaTtb) cTapyto Bepcuio SD u CEP;

e  yCTaHOBMUTb HOBYH Bepcuto SD m CEP.
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16. YpaneHwe SD5 (oTkas ot ncnonb3oBaHusa SDYS)

16.1 OO6wee onmcaHve npouecca yganeHus

leped yoaneHuem SD5 cnedyem pacwugposams sce 3awuyéHHole pecypcesl. [pu Hego3moxHocmu
pacwugposanus (8upmyansHele AUCKU/3aUUWEHHbIE KOHMeLlHepbl) He0OX00UMO CKONUPO8AMSb U3 HUX
UHgopmayuro.

[nsa ypnaneHus nporpammbl Heobxoamm MHcTpyMeHT Windows "YpaneHue nporpammbl”. Haxoautcsa B
laHenu ynpaeneHus.

16.2 YpaneHue 6e3 pacwmdpoBaHus n nepeycrtaHoka SD5

Bo3moxxHo ynaneHue SD5 6e3 pacwmdpoBaHus pecypcos. [Npu 3ToM AOCTYN K 3aWMdPOBAHHBIM AaHHbIM
TepsieTcs. BepHyTb OCTYN MOXHO HECKOIbKMMM cnocobamu:

1. Ecnu KpunTo-xpaHunumiie He H6bl10 yAaNeHo, TO 3aHOBO YCTaHoBKUTb SD5 v BepHYTb focTyn.

2. Ecnu  KpunTo-xpaHunuuie 6bi10 yAaneHo, TO BOCCTaHOBMeHWe OyaeT Npou3BOAMTBCS MO
COXPAHEHHbIM MaCcTep-KItoYaM pecypcos.

Ecnu pe3sepsHble konuu Macmep-katodeli He Oblu COXPAHEHbI U yOaneHo Kpunmo-xpaHuauule, mo

80ccmaHos/ieHue 00Cmyna K 3awu@posaHHeiM pecypcom bydem Hes03MOXHO. Bce daHHbie 6ydym

6€38038pAMHO ymepsiHbl.

3aepy3ka OC Windows ¢ 3auutéHH020 cuCmeMHo20 QUCKa (Npu yoaneHuu npo2pammel) bydem
npoucxodums 6e3 usmeHeHudl.

16.3 [MlonHoe yoanenne SD5

1. Ortkpoiite B MeHto MNyck = MaHenb ynpaBaeHua - YcraHOBKa U yaaneHue nporpaMmm.
2. Bblbepute B cnucke nporpamm SD5, HaxMuTe YaanuTsb.
3. Haxmute Aa.

npOFpaMMhl W KOMMNOHEHTHI

l . Bei gedicTenTensHo xoTHTE yaanuTe “Secret Disk"'?
'\

[[] Bonblue He nokasbiBaTE 3T0 AWANOTOBOE OKHO Ja

PucyHok 74. OkHo ysedomsieHus

4. Tlpv HeobxoanMOCTH 3aKponTe Tpebyemble OKHA U HaxMuTe MoBTOPUTL.

lposepbme, 4mo 8 cucmeme He 0CMAn0Ch 3aWUPPOBAHHBIX PECYPCOB U KO BCEM Pecypcam ecms
pe3epsHbie Konuu Macmep-kaw4edl.

5. Haxmute Aa ans yoaneHus Kpunto-xpaHunuwa SD5.

6. HaxmuTe Het, ecnn KpUNTo-XpaHunuLe He Hago yoansTb.

Ecnu nompebyemcsa 3aHo80 ycmaHosumes SD5 Ha KoMnbromep U Ucnois308ams 3mu Xe
3awugposaHHele pecypcel Haxmume Hem. Kpunmo-xpanunuuje ocmaHemcs Ha cUCMeMHOM OUCKe.
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Yaanenue xpaHunvwa Secret Disk H

Kpannnwnwe Secret Disk cogepxnT nHgopMaUno o NONLZ0EATENAX, 3
TAKKE 3ALLMPOBEHHBIE NONBS0BATENBCKHE KOMWK MECTED-KNFOHENA
33N POBAHHBIK Anckos, [Nepey ero yaaneHnem yBegnTeck B TOM, 4To
¥ Bac NMB0 HE 0CTANOCE HW OAHCMO 3aLLMG PoBAHHOMO ncka, AnBo
WMEHITCH PEIEPBHBIE KOMUN M3CTEP- KNHOYE BCEX OCTAMOLLMKCA

33K pOBAHHBIX AMCKOE. ¥A3NNTE xpaHunuwe Secret Disk?

PucyHok 75. YoaneHue xpaHunuwa Secret Disk

7. Haxmute [Aa, uToObl Nepesarpy3uTb KOMMbOTEP HeMeasieHHO. HaxmuTe Het, uto6bl BbINOAHWUTD
nepesarpysKky nosxe.

Secret Disk H

[na Toro yTobkl nameHernA Secret Disk soTynunn B
cUNy, HEOGXo VMO NEPE3arpYsUTE KOMMNEITED.
Haxmmte «aw, yTofbl COENaTe 3T0 Ceifyac, Mnu
«HeTs, 4Tolkl BEINONHUTE NEPe3arpYIKY NOIHE
BPYUHYHD .

PucyHok 76. OKHO nepe3azpy3ku KoMnbstomepa
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17.

17.1

17.2

CueHapuun ncnosb3oBaHus

I'IepCOHaanoe MCMNoJib30BaHME U NnepcoHalnbHOE NUCMOoJ1ib30BaHWe C AONOJTHUTEJIbHbIM
npmBunerMpoBaHHbIM Nnosib3oBaTesiemM

nosnb3oBatenb(-u1) 9BAseTcs(-0TCs) aaMUHUCTPaTOpoM(-MH) pecypcoB. JocTynHbl Bce DyHKLMM MO
paboTe ¢ pecypcamu;

8 SD5 3apernctpupoBaH M60 TOMbKO OAMH NOJb30BaTENb, IM60 HECKO/BKO MOJb30BaTeNei ¢
npasBaMu afMMHUCTPaETOpa.

I'IepCOHaanoe MCMNonb30BaHMe C AONOJTHUTENTbHbIM HenpmuBunermpoBaHHbIM
nonb3oBaTtesiem

MNonb3oBaTenb ycTaHaBnMBaeT M 3anyckaeT SD5, McCnonb3ys NpUBMAErMPOBaHHYKO YYETHYH 3anucb
Windows. B SD5 oH peructpupyet y4éTHyto 3anmcb ana cebs M co3naéT 3amiLéHHble pecypchl. Mocne
3TOro OH MOXeT paboTaTh C 3aWMLWEHHBIMM pecypcaMu caMm, AaTb AOCTYN U YNPaBASTb AOCTYNOM K HUM
[Lpyroro nonb30BaTens, KOTOPbI MCMOAb3yeT OObl4HY0 (HEMpUBMIErMPOBAHHYH) YYETHYK 3anucb
Windows.

[ln9 3TOro nepebIit NoNb30BaTE/b PErMCTPUPYET BTOPOro NO/Ib30BaTENA M ero TokeH B SD5 u nobasnser
€ro B CMMCOK M0/1b30BaTeNe TeX ANCKOB, KOTOPbIE EMY Pa3pPELIEHO CaMOCTOATE/IbHO MOAK/IYATD.

BTopo# nonb3oBatenb CMOXET NOAKIYATb U OTK/IKOYATb AMCKM, CO3AaHHbIE NEPBLIM MOMb30BaTeNs, a
TakKXe C03/1aBaTb 3aLMLLEHHbIE NAMNKK U KOHTEMHepbl. Ho OH He CMOXET C034,3BaTb HOBblE 3aALWMLLEHHbIE
OMCKU U perncTpmMpoBaTh Apyrnx nonb3osarenert SD5 B TOM cnyyae, ecam ero y4éTtHas 3anmcb Windows
SBnseTcs 0ObIYHOM.

B Tabnuue npeactaBaeH MNpuMep  pasrpaHMYeHMs MpaB  LOCTyNa  aAMMHWCTPATOPOM U
HENpPUBMUIErMPOBAHHbBIMU NOJb30BATENSAMM.

Huck C: MOTYyT NOAKNKOYUTD TONbKO agMUHKUCTPaTop M Monb3osaTtens N23. OHuM moryT 3arpy3ute OC co
CBOMMM TOKeHamu ¢ BBOAOM PIN-kopa.

Monb3oBatens N21 u Monb3osatens N22 He cmoryT 3anyctutb OC co CBOMMM TOKEHAMM, HO OHWU MOTYT
paboTaTb B yXKe 3arpy>KeHHOM CUCTeME.

Juck D: 3aMTa BKNHOYEHA 3AMUHUCTPATOPOM, OH MOXET MOAK/YATL €ro cam M npeaocTaBu Npaeo
noakno4eHma MNMonb3osatento N2 1.

Huck E: 3awmta BkatodeHa [lonb3oatenem N21, koTopble npefocTaBua MPaBo  MOAKNHOYEHMS
Monb3oBarento N22. AGMUHUCTPATOP HE MOXET NOAKAYUTL 3TOT AUCK MAW NMOMEHATb JOCTYN APYrmux
NnoJsib30BaTeNen K Hemy.

Huck F: co3paH afMMHUCTPATOPOM M €ro MOryT NOAKIKUMTL BCe nonb3osaTtenu SD5.

Tabnuya 2 - lNpumep pasepaHudeHus npas 0ocmyna K 3auiugpoeaHHsIM pecypcam

Monb3oBatenu  Ouck C: (cucremubit) [Auck D: (2 auck) [Ouck E: (3 auck) Ounck F:
(BMpTYanbHbIi)

AoMUHKUCTpaTOp Bnapeneu, Bnapeneu - Bnapeneun
MNMonb3osarensl - + Bnapeneu +
MNMonb3oBartenn2 - - + +
MNonb3oBarenb3 + - - +
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18. OKoHYaHue cpoka OeNCTBUSA NMULIEH3NN HA TOKEHEe

Mo OKOHYaHMM CpPOKa AENCTBUS NMLEH3MN Heobxoammo obpatmTbcs B 3A0 "Anagaud P.O." no moute
aladdin@aladdin-rd.ru.

18.1 [penynpexaeHve 0 CKOPOM OKOHYaHWUM CpoKa OeCTBuUS

I'Ipe,u,ynpe>K,u,eHme 0O CKOPOM OKOHYaHMK CPpOKa JIMUEH3UN NOABUTCA 3a 3 Mecaua 40 OKOHYaHMS CpoKa
JINLUEH3UN.

Secret Disk

Cpok gedctena Bawed anuenzin ncrekaet 01,08.2018, pekomengyetca
l L NpPOSLANTE INLEH3NID,

Mo wcTedeHnto cpoka JelcTBMA NULEH3MKM BamM ByAET HEJOCTYNHO
COZABHWE HOBBIX 33LLMDPOEAHHBIX PECYPCOE (ANCKOB, NANoK K
3ALLMLLIEHHBLX KOHTERAHEDOE],

JokaneHbIE W CHCTEMHBIE AWCKK By gyT paclundpoeadsl. BuptyansHee
AWCKWN, 33LUMLLIEHHEIE KOHTERHEPLI M Nankw By yT ADCTYNHLI B pEXUME
"TONLKD 4NA YTEHWE"

PucyHok 77 — [pedynpexcdeHue 0 CKOPOM OKOHYAHUU CPpoKa Oelicmeus NUueH3uu

18.2 Pabota SD5 nocne okoH4YaHUSA AEeUCTBUS NULEH3UN

Ecnu ceccuio SD5 oTkpbiBaeT Nnonb3oBaTesib, Yen TOKEH COAEPXKUT HELENCTBUTENbHYIO IMLLEH3UI0, TO eMYy
OyoeT BbIBEAEHO CleayoLLee NnpeaynpexaeHue:

Secret Disk

| | Bala nuuensua HegeficteutensHal Cpok 4efcTBNA BalLei NULEHIMK
¥ Hauwnaetca 01.01.2018 n ncrexaer 01.07.2018,

Bam Bonee HEADCTYNHO CO3A3HWE HOBBIX 3ALLWBPOBAHHBIX PECYPCOB
(AMCKOB, NAN0K 1 JALLMLLEHHBIX KOHTEHHEPOE),
JNokaneHbIE M CHETEMHBIE AMCKN BygyT paclungpoeadsl B Bnusaiwee

Bpema. BUpTyansHeIe ANCKN, 33LIMLLIEHHEIE KOHTERHEPEI U Nanku BygyT
ACCTYMHEI B PEXKUME "TONBKD 4NA YTeHWE"

PucyHok 78 - YsedomneHue o HedelicmeumenbHOCMU AUUEH3UU

[ns nonb3oBatens ¢ HeAENCTBUTENbHOM NIMLEH3MEN HAYMHAIOT AEMNCTBOBATL C/IeAyHOWMe OrpaHUYEHUS:
® M0Nb30BaTeNlb HE MOXET CO3AaThb HOBblE 3aIM(POBaHHbIE pecypCbl (AMCKK, NaMKK, 3aLMUILEHHbIE
KOHTelHepbl);

e  3anyckaeTcs paclundpoBaHue AUCKOB (B TOM YMC/IE CUCTEMHOIO AMCKA), BNALeNbLEM KOTOPbIX
SIBNSIETCS 3TOT NOJIb30BATENb;

®  10/1b30BaTe/b MOXET NOLK/IUYNUTL BUPTYaNbHble UCKM, 3aLLMLLEHHbIE NAMNKW U KOHTEMHEPBI, HO
OHM ByayT AOCTYMHbI EMY B PEXUME "TOMBKO YTEHUe".

[pyrve nonb3oBatenn SD5, umelowme AeACTBUTENbHbIE NULEH3UK, BYAyT NpofomkaTh paboTaTtb Kak
06bI4HO, ecniv OTKpOoHT ceccmto SD5 noa CBOMM MMEHEM M CO CBOMM TOKEHOM.
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19. OcobeHHocTn noBegeHuns SD5 B "cnawmnx” pexxmmax
Windows

Tabnuya 3 - Budsl pexuma oxudarus e OC Windows

Pexum Windows 7-10

Sleep mode (Stand-by) Bce OTKpbITble [OKYMEHTbl M 3aMyleHHble MPUIOXKEHUS XPaHATCS B
(CnswWmMii pexxum) OMNepaTMBHOM MaMATU U MpU BbIXOLE M3 PEXMMA KOMMbIOTEP MOMEHTA/IbHO
rotoB K pabore.

Hibernate (rubepHauus) Bce oTKpbITble AOKYMEHTbI U MPUAOKEHUS, BKOYaa "cnenok” onepaTtuBHOM
NaMATU COXPAHAKTCA Ha XECTKUMA AMCK, U TONbKO MOCAe 3TOro NUTaHue
KOMMblOTEPa OTK/IOYaeTCA.

Hybrid sleep (rmbpuaHbiii Bce oTKpbITble LOKYMEHTbI U 3aNyLWEHHbIe NPUNOKEHUS XPAHATCA HA XXECTKOM
CNSALLUIA PEXUM) AMCKe, U MPY BbIXOAE U3 PEXMMA KOMMbIOTEP MOMEHTaIbHO rOTOB K paboTe.

B HacTpolikax ceaHca nonb3oBartens Ha naHenn SD5 MOXxHO ycTaHoBWTb dnar 3akpbiBaTb ceaHC Npwu
OTK/IIOUEHUN TOKEHaA.

lNpu 3TOM ceaHc nonb3oBaTtens 6yAeT 3aKpbIBaTbCs KaK MpU OTKAKOHEHUM SNEKTPOHHOIO KITHYa, Tak U B
cnyyae yxoaa KomnbtoTepa B pexknmbl Sleep mode, Hibernate, Hybrid sleep.

Ecnu cucteMHbIvi gUCK He 3alimMWEH (HE3aBUCUMO OT HaMuMUS UM OTCYTCTBMS dnara 3akpbiBaTb ceaHC
NpW OTK/JHOYEHUN TOKEHa), CeaHC Nob30BaTeNs 3aKpbIBAETCS NpU Nepexone KOMMbloTepa B Chsiwme
peXuMbl, NPU 3TOM OTK/IOYAIOTCS BCE 3aALUMLLEHHbBIE AUCKM.

Ecnu cucTtemMHbIM AMCK 3aWIMLLEH, TO:

1. lpu Bbixoge u3 pexuma Hibernate HeobxoAMMO nNPONTM AYTEHTUPMKALMIO C MOMOLLbHO
3/1EKTPOHHOMO K/Ya (OTCYTCTBME MAM Hanuuue dnara 3akpbiBaTb CeaHC MPU OTKIHOUEHUU
TOKEHa He BAuseT Ha CcTeneHb 6e30MacHOCTM Ha KOMMbloTepe)

2. Tlpu Bbixoge u3 pexmma Sleep mode ayteHTMdwmKaumm nepen 3arpyskon OC HeT, HO MoOXeT
notpeboBaTbCs NOBTOPHOE OTKPbITUE ceaHca Secret Disk.
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20. >KypHan cobbITnn
lpasa Ha ynpasneHue #ypHanomM cobeimuli ecmb MOJbKO y T0KATbHO020 AOMUHUCMPAMOopa.
Mone3osamens Moxem mMobKO NPOCMAMPUBAMb HYPHA.

MocMoTpeTb XypHanbl cobbituit SD5 MoxHO B pasgene AAMWHUCTPUpPOBaHME —> YnpaBaeHue
KoMnbtoTepoM > MNpocMoTp cobbITUIA.

& MpocMoTp coBLITHEA = =
Gaiin  Jeficrone  Bng  Cnpaska
MpocmeTp cobeimmil (MTokanste Deiictans
» [5 HacTpamsaemeie npeacTasns ;
. %2 Kyprans Windows Yposens Leta n epens VcTounmk Koa cobermna Kateropnasagaun A | | Secret Disk -
Mewnoxenie (@) Cocacma 07.06.2012 15:32:14 SecretDisk 3 Orcyrerayer (5 OTKPLITE CoXpaHEHHBI ypHas...
Besonacrocts (i) Coenerma D7.06.2018 14:38:47 SecretDisk 116 Oreyrerayer F Commats HacTpansacios npeacTaBneHIE. .
] Yeranoeka (@) Cocacrma 07.06.2018 14:25:07 SecretDisk 2 Oreyrereyer
1nepT HacTpaneaemoro npeacTaEneHma
Cucrema (@) Coenerma D7.06.2018 14:24:31 SecretDisk 7 Orcyrersyer
[E] Nepenanpasnenrivie cof | () Cacaerma 07.06.2018 14:00:32 SecretDisk 5 Oreyrcrayer OuuCTTS HypHan..
4 [E) Kyprane: npunoxernit n o || (7) Coenerma D7.06.2018 14:00:27 SecretDisk 105 Oreyrersyer T Dunetp TeryiLero KypHana...
Internet Explorer (@) Coepermna 07.06.2018 13:58:33 SecretDisk 107 Oreyrersyer Caoticres
b [ Microsoft (i) Coeperna 07.06.2018 13:58:31 SecretDisk 6 OrcyrcTeyer 0 e
SecietiDsE) (@ Coeaerna 07.06.2018 13:57:52 SecretDisk 10 Orcyrcreyer 2T
I:LP”’SS';'“"“‘““ () Caeperma 07.06.2018 13:57:02 SecretDisk 9 Orcyrcreyer I Coxpanurs ece cobermum kax...
\,‘l‘""ditws rowersna || @ Cosacna 07.06.2012 12:3%:45 SecretDisk 125 Oreyrcrayer MpusszaTs 338ty K kypHany..
P (i) Coenerma D7.06.2018 1239:35 SecretDisk 15 Oreyrersyer - N
; a ynpaenerma knr
e e (@ Cacacrma 07.06.2018 12:39:24 SecretDisk 108 Orcyrereyer
Cobermna oBopyaosanna & Obnosms
= Roammenn (i) Coenerma D7.06.2018 12 SecretDisk 125 Oreyrersyer
h o SecretDisk y [ crpaeca »
(@) Cocacrma 07.06.2018 11:52: SecretDisk 5 Orcyrcrayer :
-
(i) Coeperna 07.06.2018 11:52:24 SecretDisk 108 Orcyrereyer Coébitue 15, SecretDisk
(i) Cocperma 07.06.2018 11:52:24 SecretDisk 112 Orcyrereyer CsoiicTea cobermui
(i) Coenerma D7.06.2018 11:46:04 SecretDisk 113 Oreyrersyer v || B Npusszars sagsuy k cosemmo. .
Coerme 15, SecretDisk % |Ey Konwposams »
O6une | Mogpoocn Jed Coxpanuts ebiBparHbie coBsiTun...
~1 |d osHosnms
TMonssosaTens <uid: b29ad7a3-0ded-Adf7-32c3-923515F26233; Petrov Petr (Tester)> ssmycTun npousaypy ~ B crpasxa N
nencishnnsauun > hnnoauunen narea 2 ide 1CAEE2NE. Datrane ViekDicl Y21 v
Vi eyprana:  Secret Disk
Werourme  SecretDisk Jara: 07.06.2018 12:21:41
Kea 15 Kareropua 3agaum:  Orcyrerayer
Yposens: Caeaerma Kniouessie cnoea:  Knaccmaeckmii
Mens3oe.: KGRAN\Kristina Komneiorep: kgran
Koa enepaupn: v

PucyHok 79. XypHan npocmompa cobeimuli
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CeorcTBa cobbiTviA - CobuiThe B, SecretDisk

OBuwe | MogpoBHocTn

4df7-a2c3-92a615f2623a; P

Kop onepavum:

Auck < vid: TCAEF3DE: Petrov_VirtDisk (%) = oTtknioued nonssoeatenem <uid: b2%ad7a3-0ded-

etrov Petr (Tester)>.

WMma myprana:  Secret Disk

McTounmni SecretDisk [Jara: 07.06.2018 13:5&31
Koa 6 Kareropua 3agaun:  OTcyTcTByeT
YposeHe: CeefeHna Kntoueesle cnogat  Knaccnueckui
Monb3os.: KGRAM\Kristina Komnerotep: kgran

MogpoBuoct:  Cnpaska B MuTepHeTe ana

[¢] [+]

Konupoeate

PucyHok 80. Ceolicmea cobbimuli

HacTpouTb NpoTokonMpoBaHue cobbiTUii MOXKHO Yepes napameTp peecTpa

1. 3anyctute peectp coyetaHuem knasuiw Win+R.
2. B none Beegute regedit n Haxxmute OK.

=

BbinonHWTL

OTepbTh:

BeeanTe UMA Nporpammbl, Nankw, 40KYMEHTE WM pecypca
WHTepHeTa, KoTopble TpEGYETCA OTKPEITE.

V]

PucyHok 81. KomaHOHas cmpoka

3. Mepenpute B HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\Secret Disk NG\EventLogging

®  eC/iM 3HaYeHue = 1, To coBbITMA 3aNUCbIBAKOTCS B XXYpHan cobbITuiA;

e ecnm 3HaveHme = 0 MM napameTp peecTpa He 3a4aH, TO perncTpauma cobbiTuii He BeLETCS.

4. YcraHoBuTe Tpebyemoe 3HayeHue napameTpa.
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PucyHok 82. 3meHeHue napamempa DWORD
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MpunoxeHune 1. YctaHoBKa eanHoro knneHta JaCarta

1. B 3aBucumoctn ot paspsagHoctn OC 3anycTute dann yctaHoBku "EauHoro knuenTa JaCarta”.
2. Haxmute Lanee >.

1

EamHulA Knment JaCarta

Bac NpUBETCTBYET NPOrPpaMMa YCTAHOBKH
Eqmubiit Knuent JaCarta

Mporpamma EauHeri KnuenT JaCarta bygeT ycTaHoeneHa Ha
KOMMBIOTED. [INA NPOOOITKEHMA HEHMUTE KHONKY <flanse,

MPEAYMPEXOEHWE: [aHHas nporpaMma 3alMULEHa SaKoHaM
0f EBTOPCKUK NPABEX W MEXAYHEPOAHBIMA COrNAWEHUAMH,

< Hazan fanee > | | OTmMeHa

PucyHok 83. Macmep ycmaHoseku JaCarta

3. [lpouwnTanTe JIMLeH3MOHHOE COrnalleHume.

. Bb|6ep|4Te NYHKT A NPpUHMalo ycnoBuAa TNLEH3NOHHOIO corjalleHunaA, eC/in Bbl COrNacHbl C €ro
yCnoBuamMn.

. Haxmnte OTMeHa, ecniv Bbl He COrlacHbI € ycnosmamMn NUUEH3UOHHOIO cornatieHus.

4. Haxmute fanee >

1

EamHulA Knment JaCarta

A T U Gl Iz Ty mooroAmnce TFLCaonUnnUs
COMJMameHMEe M CODMAaceH EBHOOMHATE EBECE €TI0 WCIAOEMA.
A npuEMMam OaHHOS AMUEHSMOHHOES CODNAaNeHMe LEeIMKEOM.
Ecm = He OpMHEMMAD 3T0 JMUIEHSMOHHOE COTJaNeHME MM
xoTrs B oomMH M3 ero OYHETOE, TO OaHHOE JMUEH3IMOHHOE

corjlameswMe He EBCTYOaeT B 2 CWMOYy, W A oBA3ypce He
VCTaHaBJAMEATE M HE WCOOJBIOEATE MaHHOE [OpoTpaMMHOe
oBecnedenue.

@ A NPUHAMBKD YCNOBWA NALIEHZMOHHOT O COMNALLEHMA

O A He MPMHUMED YCNOBWA NMUEHZMOHHOMD COrNaleHna

PucyHok 84. JluueHzuoHHoe coenawerue JaCarta

3A0 "AnapgamH P.O.", 1995—-2019 r. PykoBopactBo agMuHUCTpaTOpa Crp. 67 /92



5. Bbibepute Bua yctaHoBku: CTaHAapTHasA unu BeilbopouHas.

1

EamHulA Knment JaCarta

BrifepUTe BUA YCTEHOBKN.
@ CranpapTHan

BYAET yCTaHOBNEH CTEHAAPTHENA Habop KOMMNOHEHT NporpaMMel.
{TpebyeTca Bonblue MECTa Ha AMCKE.)

Bibop HeohX0AWMMEIX KOMNOHEHTOE MporpamMsl, PacciMTada Ha
OMBITHENX NONE30EaTENSA,

Ycranoska Eannbii Knvent JaCarta B:

C:\Program Files\JaCarta Unified Client),

| < Hasan || lanee > | | OTmMeHa |

PucyHok 85. Beibop suda ycmaHosKu

6. Ecau Bbl6paH BUA YCTaHOBKMK CTaHAapTHaﬂ, TO 6y,ELYT YCTaHOBNEHDbI cnegyrume KOMNOHEHTDI:

e  EauHbin knuneHT JaCarta;

e YnpaBneHue TOKEHOM;

o [loppepxka 6uomMeTpuy;

o CepBepHble KOMMNOHeHTbl RDP gng 6uomeTtpuu;

e YctaHoBka Athena CSP B kauecTBe KpMNTONpoOBaiaepa No YMOMYaHMIO.

1

EamHulA Knment JaCarta

HamMUTE KHOMKY ¥ CTAHOBMTE ", UTo0EI HEYETE YCTAHOBKY EQMHEI KmeHT
JaCarta Ha KoMNEKITER,

< Hazaa || YcraHosuTe || CTtmena

PucyHok 86. YcmaHoska npo2pammbl
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7. Ecnu 6bin BbIGpaH BUA YCTAHOBKM BbibopoyHas, TO Npu yCTaHOBKe OyaeT npenocTaBneH Bolbop u3
cnepytouLero Habopa KOMMNOHEHTOB:

e JaCarta SecurlLogin;

o JaCarta WebPass Tool;

e JaCarta APM YL;

e YnpaBneHue TOKEHOM;

o [lopaepxka buomeTpuuy;

o CepBepHble KOMNOHeHTbl RDP png 6uometpuu;

e YcraHoBka Athena CSP B kauecTBe KpMnTONpoBaaepa N0 YMONYAHUIO;

e [lpariBepbl.
Komnonenm "Edunbili Knuenm JaCarta” sensiemcsa 06s3amenbHbIM U ycmarasaugaemcs ece2oa
(He3asucumo om 8bI6PAHHO20 MUNA YCMAHOBKU).

! EavHbli Knuent JaCarta

LU,EJ'IK.HMTE 3HEYOK B NMHCKE HITHKE, YTobkI MSMEHWTE criocol YCTEHOBKW KOMNOHEHTA,

= OnMcaHWe KOMNoHEHTa
[= Rd |EnvHbiA KnuenT JaCarta

% | Jacarta SECI..IFLOQOI"I Basosnii HEGOD KOMMNOHEHTOE

¥ - | JaCarta WebPass Tool ANt pABOTE MpOTpatit.
XK = | JaCarta APM ¥L,
¥MpaBneHHE TOKEHOM
Moanep#Ka GUOMETDIKM
CepeepHEIe KOMNOHEHTEI RDP ana GuomeTp

¥eTaHoBka Athena CSP B KadecTBe KpUNTo NnA AEHHOrO KOMNOHEHTA

Opaiteepsl TpebyeTca 67MB Ha HecTKoM
LMCKE,

Cnpaeka < Hasan OTmeqa

PucyHok 87. BeibopoyHas ycmaHoska

8. Haxmute ameHuTb... Ans Bbibopa nyTtM yctaHoBku EgnuHoro Knuenta JaCarta.
9. [ns yctaHoBKM HEO6X0AMMOro KOMMOHEHTA B OKHE BbI6OpoUHas yctaHoOBKa B CTPOKE C HazBaHWEM
TpebyeMoro KOMMNOHEHTa, HaKMMUTE 3HaYO0K i BbiOepuTE HYXXHYIO OMUMIO AN YCTaHOBKM.

=) [JaHHblid KOMNOHEHT By T YCTAHOBNEH HA NOKANBHEIN HECTKMA JUCK.
=8 daHHbIi KOMNOHEHT W BCE NOAKOMIDHEHTI ByayT YCTaHOBNEHE! HA NOKANEHBIA XKECTKMIA ANCK,

PucyHok 88. [Tapamempesi 8b160p0yHOL ycmaHosKu
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10. MNpun Heobx0oMMOCTM BOCMONb3YMTECH COBETAMM MO BbIOOPOYHOM YCTAHOBKE: MPU HAXATUM HA
kHonky CrnpaBKa NosIBUTCS OKHO.

1

EamHulA Knment JaCarta

e SHEHOK PRLOM C HESBaEHWEM KOMNOHEHTA NOKA5bIBAET COCTORHWME YCTaHOBKKM
KOMMOHEHTA. |.|.||E.I'IK.HMTE ITOT 3HA4O0K, uTobkl PaCEPbITE MEHHD COCTOAHWMA
YCTEHOBKW ANA KEHA0ro KOMNOHEHTA.

ﬂEHHOE COCTOAHWE YCTEHOBKKW 03H34aeT, HT0 KOMNOHEHT...

= v| BYAET NOMHOCTEIO YCTSHOBNEH HA NOKANEHEIN MECTHKMA OMCK.
BYAET COASPHATE NOAKOMIOHEHTEI Ha NOKAMBHOM HECTKOM ANCKE.
X vI He OyaeT ycraHosneH,

= -| BYAET YCTEHOENEH NPU NEPECM MCMONEZ0ESHWH,

QE vI EYJ],ET YCTaHOBNEH ANA 3anycKa No CeTH.

PucyHok 89. Cosemsl no gbibopoyHoli ycmaHoske JaCarta

11. Haxmute Oanee >.
12. BblbepuTe HyXHbI CNocob aBTOMaTMHYeCckoro 0bHOB/IEHUS NpW BbIDOPOYHOM yCTaHOBKe “EaMHOro
Knuenta JaCarta”.

1

EamHulA Knment JaCarta

Buibop cnocoba asTomaTrueckoro obHoBneHnA:
() YCTaHaENMEATE OBHOBNEHIS SETOMATHYECKM,
() MpoBEpATE HANWUME HOBKIX OGHOBNEHWIA, HO HE YCTAHAENNEATE WX,

(®) He MpoBEpATE HAMMUWE OBHOBNEHMA,

< Hazaa || YcraHosuTe || CTtmena

PucyHok 90. [lononHumensHeie napamemp bl
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13. Haxmute YCTaHOBUTb U JOXAUTECH OKOHYAHMUS YCTAHOBKM.

1

EamHulA Knment JaCarta

LoRAMTECE OKOHUSHMA YCTEHOBKKM EAMHEN KnueHT JaCarta. 3To MOKeT
38HATE HECKONBKD MAHYT.

CocToaHme:

PucyHok 91. YcmaHoseka EQuHo20 knueHma

14. Haxxmute lotoBo.

1

EamHulA Knment JaCarta

MporpaMMa yCTaHOBKH 2aBeplIeHa

Mporpamva EguHen KnwenT JaCarta yonewne ycTaHoeneHa.
[na KoppeKTHOI paboTel BCEX KOMMNOHEHTOE PEKOMEHAYETCA
NEPE3arpY3nTE KOMMLHITED.

PucyHok 92. YeedomneHue 06 ycnewHoli ycmaHogke EQuHo20 KnueHma
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15. [Ing BCTyNAEHUI U3MEHEHUI B CUY Nepe3anyCcTuTe KOMMbTep.

) Ceenenua o nporpaMMe yctaHoBky EAvHbIA...

Ana Toro 4Tobbl MsMeHeHna EQuHeit KnuenT JaCarta
BCTYNMAK B UMy, HeobixoauMD NepesarpysuTs
KoMIEKoTED, HaskmuTe «flas, yTobkel coenaTs 3To
cei4ac, Nk <HeT:, YTobbl BEINONHWTE NEPESarpysKY
NoZHE BPYHHYHO.

Oa

PucyHok 93. OKHO ysedoM/ieHUs 0 nepe3azpy3ke KoMNnelmepa
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MpunoxeHue 2. YctaHoka npunoxeHus eToken PKI Client

1. B 3aBucmumoctn ot paspsgHoctn OC 3anyctute cooTBeTcTByloWwMi dann yctaHoBku "eToken PKI
Client".

2. Haxmute Next >.

i) eToken PKI Client 5.1 SP1 Setup = =

eToTien‘ YOUR KEY To estcumiTy

Welcome to the eToken PKI
Client 5.1 SP1 Installation Wizard

The Setup Wizard will install eToken PKI Client
5.1 5P1 on your computer.
eTaken

PKl...

[ Mext> | | Cancel

PucyHok 94. OkHo npugemcmeus macmepa ycmaHo8Ku

3. Bbibepute g3bik nporpammebl 1 HaxxmuTe Next >.

i eToken PKI Client 5.1 SP1 Setup = =

Ready to Install the Application

I ETO‘EEH Select the language for eToken PEI Client.
YOUR KEY TO eSi¢

mITY

Select eT oken PEI Client interface language:

Russian v

Click Next to begin installation.

< Back || Mext > | | Cancel

PucyHok 95. OkHo 8bibopa A3bIKa Npo2paMMmbl
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4. TlpouuTaiite JIMLLEH3MOHHOE COrnalleHue.

e Boibepute nyHkT | accept the license agreement, ecnv Bbl cOrnacHbl € ero ycnoeusamu. M Haxxmure
Next>.

. HaxmuTe < Back , eciv Bbl He cornacHbl ¢ ycnoBmaMM NUUEH3UOHHOIO cornaweHums.

i) eToken PKI Client 5.1 SP1 Setup = =

End-User License Agreement

I ETOie n Flease read the following license agreement carefully,

ATADDIN KNOWLEDGE SYSTEMS LTD.
eTOKEN ENTERPRISE END USER LICENSE AGREEMENT

INPORTANT INFORMATION - PLEASE READ THIS AGREEEMENT
CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING
THE CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND
USE OF THE eTOKEN ENTERPRISE PRODUCTS (including without
limitation, hbraries, utlities, diskettes, CD-ROM, eToken™ keys and the
accompanving technical documentation) (hereinafter "Product”) SUPPLIED ¥

(@ accept the licenze agreement

()| do nat accept the license agreement

< Back Cancel

PucyHok 96. OKHO 03HAKOMEHUS C TUUEH3UOHHbIM Co2IaueHuem

5. BblbepuTe nanky ycTaHoBKM 1 HaxxmuTe Next >.

i eToken PKI Client 5.1 SP1 Setup = =

Destination Folder

I ETOT(E‘ n Select a folder where the application will be installed.

Setup will install the eTolken PEI Client 5.1 SP1 files in the following folder.
Toinztall in a different folder, click Browse and navigate to the required folder.

You can chooze not ta install eToken PEI Client 5.1 SP1 by clicking Cancel to exit the
Setup.

Destination Folder
C:%Program FileshdladdinteToken' Browse

Cancel

PucyHok 97. OkHo 86160pa NANKU yCMAHOBKU NPUMOMKEHUS
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6. [loxauTecb OKOHYaHUS YCTaHOBKM.

i) eToken PKI Client 5.1 SP1 Setup = =

Updating System
ETO‘EEH The selected features are being installad.
VO

RKEY TO eSLCURITY

SLCU

Estracting properties...

FROP_RESULT_COREINSTALL

PucyHok 98. lpoyecc ycmaHosKu npunoxeHus

7. HaxmuTe Finish onsa 3aBeplueHus npouecca yCTaHOBKM.

8.

i) eToken PKI Client 5.1 SP1 Setup = =

eToT(err e ey e esreuny

eToken PKI Client 5.1 SP1
has been successfully
installed.

Click. Finizh ba exit Setup.

eTaken

PKl...

Cancel

PucyHok 99. OkHo ysedomeHus 06 ycnewHol ycmaHosKe NpuoxeHus

Mepe3arpysute KOMMbOTEP, YTOObI U3MEHEHWUS BCTYNUAK B CUAY.
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MpunoxeHue 3. YctaHoBka ViPNet CSP

1. B 3aBucumoctu ot paspsgHoctn OC 3anycTute cooTBeTCTBYOWMIA (ann yctaHosku ViPNet CSP.

Moarotoeka K ycTaHoBke npunoxeHuia ViPNet

MoxanyiicTa, nonoxaure, MAET NOArOTOBKA
K YCTaGHOBKE NpUAoXeHWA YiPNet

MogroToea k YETAHOEKE C.I'IH}KESHbIK KOMMOOHEHTOE

PucyHok 100. lodzomoska K ycmaHoske

2. TlpouuTaiiTe TEKCT NMLIEH3UOHHOTO COMNALIEHUS U NPUMMUTE €ro YCIOBMS.
3. Haxmute MpogomxknTsb.

i) YcraHoBka ViPNet CSP = =

Q/ INuueHa3noHHOe cornaweHue

[na npoponxernA Bel 0oM#HE! NPMHATE STO COrNALUEHWE.

JJHIMEH3HOHHOE COIVTAINEHHE C KOHEYHBIM
MOJIB30BATE/IEM HA HCTIOJTB30BAHHE TTIO VIPNET CSP
Hactoamee cormamenwme sakmodaceTca Mexny  Bamm,  KoHewnsm
nomnszoeatenem, u OAQD «lHudoTeKCs (OI'PH: 1027739185066, MHH:
7710013769, ropupnuecenii  agpec: 127287, r. Mockea, Craperit
[letporcro-Pasvmorckmii npoesn, mom 1/23, cmp. 1) u  comepsmT
vHpopMalio o0 aBTopcKoM Mpase M 00bEMe HeMCKIHYHTENbHBIX [paB

ncrionszoeanua [10 ViPNet CSP.

B caoyuae mecormacui € MIIOMEHHBIMH HIDEE VCIOBMAMH COTIAmEHHE
CHMTASTCA He 3aEIIOYEHHEIM, M Bel He Empaee ucromszoeats 110 ViPNet
CSP. Hcoonszoeaume I[10 ViPNet CSP  osuagaer Bame nonnoe u
De30roEOpOYHOE MPHHATHE HACTOAMErO COMNAMEHHT M TOTOBHOCTE HECTH
OTEETCTECHHOCTE E CNIYyHae €0 HapymeHHA E COOTESTCTEMH C HOPMaMu
saxoHOogaTenscTBa PO,

H MPMHUMEHD 3TO COrnaleH e

PucyHok 101. JluyeH3uoHHoe coenaweHue

4. Bbibepute dhnar ABToMaTMUeCKu nepesarpy3nTtb KOMMbIOTEP NOcae 3aBepLUeHns YCTaHOBKM.
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5. Bblbepute YcTaHOBUTL celuvac ans 6bICTpoit ycTtaHoBKM. Bbibepute HacTpouTb Ans ycTaHOBKM
napamMeTpoB HAaCTPOMKM.

4! YcraHoeka ViPNet CSP = =

Cnocob ycTaHoBKM

BrifepuTe "YCTaHOBMTE CEAYaC"”, BCIM XOTWTE HEYETE YCTEHOBKY NpAMO ceifyac. BuiGepuTe
"Hactponts", eciv Mepeq yCTaHOBKO X0TUTE HECTPOWTE NEPaMETPEI YCTEHOBKM.

YCTaHOBWTE celyac

HactpouTe

PucyHok 102. Bbibop cnocoba ycmaHosKu

6. Ecnu Bbl6paTb YctaHoBUTH ceﬁqac, TO YCTAHOBKA HAYHETCS HEMeLNEeHHO.
7. Ecnu Heobxoammo HaCTpOUTb NapaMeTpbl YCTAHOBKU, HAXXMUTE HaCTpOI/ITb.

4! YcraHoeka ViPNet CSP = =

Brifiop KOMMOHEHTOS | Manka ycTaHoBKM | WHbopMaLWMA 0 Nonb30BaTENE | Meto Tlyck”™

' BriBop KOMMOHEHTOR

BiifepMTE KOMNOHEHTEI, KOTOPEIE XOTHTE YCTAHOBHTE,

ER ViPNet CSP
[ — L | Eazoekie komnoverTel C5P

=3 ~ | Manene ynpaenerua ViPNet CSP

(= ~ | Noanepxka padotel ViPNet CSP yepes MS Crypto AP

YeTaHoeka ViPNet CSP

MpocTpaHcTeo, Tpebyemoe AnA ycTaHoBKK: 77 MB
MpocTpaHcTeo, ADCTYNHOE Ha Awcke: 22685 MB

YCTEHOBWTE CEiYac

PucyHok 103. Bbibop KOMNOHEHMO8 yCMAaHOBKU NPUIOHEHUS
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8. [na YCTAaHOBKHU HeobXxoAMMOro KOMMOHEHTa BO BKJIAfKe Bbl60p KOMMOHEHTOB B CTpOKe C
Ha3BaHUEM TpEGyEMOFO KOMMNOHEHTa, HaXXMUTe 3Ha4Y0K n BbIGEpMTe HY>XXHYIO onuuio Ond
YCTaHOBKMU.

= [laHHElil KoMNOHEHT By AET YCTAHOBAEH HE NOKANEHBIA MECTKWI JMCK.
=38 JlaHHEIil KOMIOHEHT W BCE NOAKOMMOHEHTE! ByAyT YCTAHOBEHE! HA NOKANEHEIR HECTKWA JUCK,

PucyHok 104. KomMnoHeHmesl ycmaHoeKu npusioxeHus

9. Bo Bknagke Manka yctaHoBKW BbibepuTe HyxHyto nanky yctaHosku ViPNet CSP, Haxas O630p....

4! YcraHoeka ViPNet CSP =

Brifiop KoMnoHeHToE | [18MKa YCTEHOBKKM | WHdopMaLma o nons3osaTens | Meto Tlyck”™

1,..__ MNanka ycTaHoBKU
\al

a ViPMet CSP ByaeT yCcTaHOBNEH B Nanky Ha aucke Bawero
KoMnetoTepa, Ana ycTadoskn ViPNet CSP s apyroe mecto
HaxMuTe "0B30p™ M BeIBEpUTE APYroe PacTONOMHKEHHE,

MpocTpaHcTeo, Tpebyemoe AnA ycTaHoBKK: 77 MB
MpocTpaHCcTEo, ADCTYNHOE Ha Aucke: 22682 MB
OCTaHeTCA Ha AWCKE Nocne yoTaHoskK: 22605 MB

YCTEHOBWTE CEiYac

PucyHok 105. Bbibop nanku ycmaHo8KU NpUnoMeHuUs
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10. Bo Bknagke MHdopmaumsa o nosb3oBaTene 3anoaHuTe HeobxoanMmble Nons.

4! YcraHoeka ViPNet CSP = =

| Brifop KOMMNOHEHTOE | Manka ycTaHoBKM | MHGopMaLWMA 0 NoNb30EaTENE | MeHo Tlyck™

WHdopmMaumsa o nonbzosaTene

BeeawTe Balwe NoMHOE MMA W HA3EaHWE OpPraHM3a M, 3Ta MHbopHawa ByaeT
WCMonb30BaHa ANA perncTpalm ViPNet CSP.

NonbsosaTens: | i.ivanov@example.ru |

OpraHisaups: | 000 Test |

PucyHok 106. BHeceHue csedeHuli 0 nose3o0s8amerne

11. Bo Bknaake MeHio MNyck HacTpoiTe NyTb K Nanke u eé HaseaHue. Bkniounte dnar Co3aatb APAbIKM
Ha pabouem cTone.

) YcraHoska ViPNet CSP - =
| Brifop KOMMNOHEHTOE | Manka ycTaHoBKK | WHdopMaLma o nons3osaTens | Metio Tlyac”

MeHio "Tyck”

B mento Tlyck”™ GyaeT cosaaHa nanka ana ViPNet CSP,
Bl MOMETE M3MEHMTE HESBEHWE STOM Manku:

| Accessibility \WViPNetViPNet CSP

Bbl MockeTe pasMecTuTh nanky WiPNet CSP
B ApYroi nanke:

) CMew, BOSMOKHOCTH -~
j_, CraHaapTHele — Windows

e . System Tools

. ABMAHUCTpUPOEaEHME

. CnyefHble —Windows
e | Anapawe PO W

Co30aTk ApNbikK Ha pafioden crone

PucyHok 107. Hacmpolika sipnbikos
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12. HaxmuTe YcTaHOBUTB ceiuac. Joxantecb OKOHYAHUS YCTaHOBKM.

NpéT ycTaHoBKa

YeTaHoera komnonenTos ViPNet CSP...

PucyHok 108. [pouecc ycmaHo8Ku NpunoKeHus

13. o oKOHYaHMK YCTAHOBKU HaXMUTE 3aKprTb.

41[_-& ViPNet CSP
)

3aKpeITe

PucyHok 109. OkHo ysedomaeHus 06 ycnewHoli ycmaHosKe NpusioxHeHus

14. MNepesarpy3ute KOMNbIOTEP.
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[NpunoxeHune 4. YctanoBka Kpuntollpo CSP

1. 3anyctute davin yctaHoBku CSPSetup, COOTBETCTBYHOWMIM Pa3psAHOCTM ONepaLMOHHON CUCTEMBI.
2. Bbibepute YcTaHOBUTB (PEKOMEHAYETCA) A/ YCTaHOBKM CTaHAAPTHbIX MapaMeTpoB MO0 HaxMuTe
JononHutenbHble onuuun A5 BbIGOPA KOHPUIypaLmK U S3biKa NPOrpaMMmbl.

®naz YcmaHosumes KopHesble cepmu@ukamel Heobxoduma, eciu 8am mpebyemcs yCmaHosKa 3mux
cepmugukamos.

3. [loxauTecb OKOHYaHMs NpOLEecca YCTaHOBKM.
4. Haxmute OK.

" liz Kpunrolpo CSP 4.0.9944

baaroaapwm 3a ebibop Kpvntollpo CSP.

Mpopon#an ycTaHOBRY, Bl NPUHMMaEeTe YCNoBKUA JIMLEHIWOHHOTD
COornaweHMA.

MpoayHT GYAeT yCTaHOBNEH C BpDEMEHHOM IMLEH3MER Ha 3 MecAla.

hl_:@' ["f'J\\"J\"a\'.UEQb:IQrD.I'U

| & YcraHosuTs (pekomenayeTca)

Mpoaykr Gyger ycranosne B kondurypaun KC1 w asbikom
OMEPALNOHHON CUCTEMBI € HACTPOMKAMI NO YMONYIHNID.

2 [JononHuTenbHble onumm
MossonaeT eoibpate Kondgmrypaunto KC u asbik,

VETAaHOBMTE KODHEBBIE CEDTHUdMKATRI

PucyHok 110. OkHo 8bI6opa cnocoba ycmaHo8KU NPUNOMeHUs

Kpuntolpo CSP

Kpuntollpeo C5P yonewno ycTanHoBneH,
Jna koppekTHon paBoTtel Kpuntollpo C5P moxeT noTpeboBaTeca NepesanycTuTe
Bpay3ep.

PucyHok 111. YeedomneHue 06 ycnewHoli ycmaHosKe npunomeHus
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[MpunoxeHune 5. OnucaHne yTunut anga paboTbl C
nuyeHanamm SD5

B coctaB guctpubytmea SD5 BxopsT 2 ytunutel anig pabotbl ¢ nmueH3nsaMu. OHM NO3BONSKOT NPOYUTAThL
napaMeTpbl JNLEH3UM, 3aNUCAHHOM HA 3MEKTPOHHbLIM K/KOY, M 3anNUCaTb JIMLEH3UI0 HA 3NEKTPOHHbIN
K/HOY, eC/IM NMOCTaBKa He BK/Yana TOKeH 1Mbo Heo6X0anMO 06HOBUTL/MPOAAUTL IMLEH3UIO HA NPABO
ucnonb3osaHus SD5.

1. SD5LicRead.exe - yTunuta uteHMs napameTpoB nnueH3unm SD5.

YTunuta 3anyckaetcs 6e3 Kouei 1 BbINOAHAET CKaHMPOBaHWE TeKYLLEero Katanora Ha npeaMeT Gainos
JIMUEH3UMA U MOAKIHOUYEHHBIX TOKEHOB, COAEPXALWMX NULEH3MU. PekoMeHayeTcs Ans 3anycka LaHHOM
YTUAUTBI MCMONb30BaTb MaKeTHbIM dain ucnonHeHus komana (*.cmd unu *bat), okaHuMBarOWMIACS
KOMaHaoM "pause’, u4TOObl pe3ynbTaT BbINOAHEHMS KOMaHA4e He Obin CKpbIT  aBTOMATUYECKU
33KPbIBAKOLLMMCS OKHOM BbINOSHEHWUS MPOrpaMMbl.

buHapHbIl gatin auyeH3uu, nonydeHHoOU om napmHépa KOMNaHuu-npoussodumens umeem pasmep 512
6atim u 06b14HO UMeem HazgaHue sd5.xxxxxxxx.lic, 2de "xxxxxxxx" - Homep SmartCard ID mokeHa, Ha
KOMmMOpPOM OHA 3GNUCAHA UU HA KOMOPbIL 0HA MoXem 6biMb 3GNUCAHA.

2. SD5LicWrite.exe - yTunuTa 3anucu Gainos NMLEH3UI Ha TOKEH.
Mpu 3anycke 6e3 kawuel MporpaMma cama BbIMOMHSAET MOWMCK B TeKyweM Kartanore ¢ainos
JIMLEH3MM 1 onpenenseT NOAKNIOYEHHbIEe K AaHHOMY KOMMbloTepy TOKeHbl. [101b30BaTeNto HYXXHO
BbIOpaTb TOKEH HA KOTOPbIM ByaeT npom3BeaeHa 3anucb M Beectu ero PIN-koa.
YTunurta umeet cnepytowme Knoum KOMaHAHOM CTPOKM:
—  p [PINCODE] - PIN-kop TokeHa. Kop, MoxeT BbITb YKa3aH 3apaHee. [laHHbIM KoY He MOXET ObITb
MCMNONb30BaH OAHOBPEMEHHO C K/LOYOM "-0";

— 0][j; e] - PIN-kozbl HoBbix TokeHoB JaCarta unu eToken, npuweawmx c npounssoacrsaa. o
yMonuaHuio noactasnset ana JaCarta sHaveHne "11111111", a ansa eToken "1234567890". Kntou
He COBMECTUM C K/4YOM —p;

— m[filename] - 3anucbiBaeT nMueH3u0 13 Garina c U3MEHEHHbIM UMeHeM. MM No yMon4aHuio
sd5.[serial].lic.

Gaiin nuyeH3uu nomumo napamempos ucnoss3osanus SD5 codepwum SCID uenego2o mokea.
Ymunuma SD5LicWrite.exe 8bIin0HUM 3aGnNUCk UUEH3UU MOAbLKO NpU NOJIHOM c08nadeHuU Homepa
SCID mokera u Homepa SCID, 3anucaHHo20 8 AuyeH3uu.
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Cnuncok Tabnuy

Tabnunua 1 - ComectuMoe MO.......eeereereeee.

Tabnuua 2 - MNMpumep pasrpaHuyeHns Npae AOCTyNa K 3aWM@PpOBaHHbIM pecypcam
Tabnuua 3 — Buapl pexxuma oxumpanus B OC Windows
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Cnuncok pncyHkoB

PrcyHok 1. OKHO MaCTepPa YCTAHOBKM ......veeerenneersesnesneens

PrucyHOK 2. TTpOLECC YCTAHOBKM ...uvveveerrerrreeesesnreneens

PucyHok 3. OKHO YBEAOM/IEHMS O 3aBEPLUEHNUM YCTAHOBKM

PrcyHOK 4 — OKHO MAEHTUDUKALMM «..ouncennercrceecrennnecs

PMCYHOK 5 - OKHO C034,3aHUS HOBOMO MOJIb30BaTENS

PucyHok 6 - OkHO BbibOpa/co3aHums cepTudmKaTa

PucyHok 7 — OkHO 3anofiHEHNS AaHHBIX A1 UaeHTUbUKaLUK
PucyHok 8 — OkHO coxpaHeHus pe3epBHOM Konuu cepTudumKaTa nonb3osatens

PrcyHOK 9 — OKHO BbIOOPA TOKEHA ....ucveeererereeeseserenes

PucyHok 10 - OkHo BBoaa NMNH-kopa TokeHa

PrcyHoK 11 — OKHO YBEAOMMEHUS .c..ceveereerrerrreennens
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PucyHok 15 — OKHO uaeHTUdUKaLMM HOBOrO MoJib30BaTeNs

PucyHok 16 — lManenb Secret Disk. Monb3oBatenu
PucyHok 17 — Manenb Secret Disk. [Monb3oBatenu

PucyHok 18 - YBepomneHue 06 owmnbke yaaneHus nonb3oBarens

PucyHok 19 - MaHenb Secret Disk. OUCKM.....uveeeeeeereererrrrnnne

PucyHok 20 - NapaMeTpbl 3aLWMLLAEMOro AMCKa

PVICVHOK 21 - OkHo CreHepmnpoBaHHOIo MacTep-Kato4a ana BoOCCTaHOBMEHUA A0CTyNa K

CUCTEMHOMY OUCKY ...oereerrieeieennneennnnns

PucyHok 22 - OkHO npeaynpexaeHus 0 nepesarpyske KomMnboTepa

PucyHok 23 - OkHo BBoga [MMH-kopa TokeHa nepep, HavanoM 3arpyskm OC Windows..............

PucyHok 24 — OkHo yBegoMsieHust 06 ycrnewHolM nepesarpyske

PucyHok 25 — Owunbka TeCTOBOM 3arpy3Ku

PucyHok 26 - MaHenb Secret Disk. ONUCKM.....vveceeeeeeerrerrnrnnne

PucyHok 27 - OkHo yBepomneHus SD5 o0 noaknio4eHMmn ToKeHa

PucyHok 28 - OkHO BBOAA MacTep-KaH4a CUCTEMHOMO AMCKA

PucyHok 29 - MaHenb Secret Disk. OUCKM.....vceeveeeeeeceerrnrnn.

PucyHok 30 - OkHO BbibOpa napaMeTpoB 3aWMPPOBAHHOIO ANCKA

PucyHok 31 — OKHO coxpaHeHus pe3epBHOM KOMUKU MacTep-Kya gucka

PucyHok 32 - OkHO yBefOMNEeHMS 06 yCNEeLWHOM COXPAaHEHMM MACTEP-KITHOHA AMUCKA ...cveceeenee.

PucyHok 33 - lNpouecc 3awmndpoBaHms 10rm4eckoro ToMa

PucyHok 34 - OctaHoBKa npouecca 3awmdpoBaHus

PucyHok 35 - Bup okHa ¢ 3awmn@poBaHHbIM N10TMYECKMM TOMOM

PucyHok 36 - OKHO co3aaHMs BUPTYanbHOro TOMa
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PucyHok 38 — OkHO yBefOMNEHMS 06 yCNELWHOM CO34aHMU BUPTYANIBHOTO TOMQ ....ecvecveceerenennens

PucyHok 39 - MaHenb Secret Disk. OUCKM.....vceeeveeeeeeeecrrrnn.
PucyHok 40 - Manenb Secret Disk. ANCKM.....ecvevvereereerrieenee

PucyHok 41 — OkHo yBepgomneHusi 06 yaaneHuu 3aliM@poBaHHOIO BUPTYaNIbHOrO AMCKA
PucyHok 42 - YpaneHue 3awmdpoBaHHOrO BUPTYaNbHOIO AMCKA

PucyHok 43 — OkHo fo6aBneHus 3awmMdpoBaHHOMO BUPTYaNbHOIO AMCKA

PucyHok 44 — OkHO BOCCTaHOBNEHUS MacTep-K/o4a 3alMPPOBaHHOIO BUPTYaNbHOMO AMCKA
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21. ABTOpCKMe npaBa, ToBapHble 3HaKW, orpaHNYeHns

JaHHbIN AOKYMEHT, BKtO4asn noabop M pacnonoxeHue UANICTpaLmUi U
MaTepuanoB B HEM, ABNSETCS 06bEKTOM aBTOPCKMX NPaB U OXPaHSETCs B
COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickoit Depepauum.
O6napnatenem UCKIKUUTENbHbBIX aBTOPCKUX M UMYLLECTBEHHBIX NpaB
asnsetcsa 3A0 "AnapgamH P.A."

Mcnonb3oBaHue 3TMX MaTepuanos tobbiM cnocobom 6e3 NMCbMEHHOTO
paspelueHuns npaBoobiafaTens sanpeLeHo U MoxeT noBneyb
OTBETCTBEHHOCTb, NPEAYCMOTPEHHYIO 3aKoHOAaTeNbCTBOM PD. Mpu
nepenevaTke M MCMOb30BaHMM AAHHbIX MaTepuanoB nMbo Nto6oM Ux YacTu
ccbinku Ha 3A0 "Anapamn P.L." ob6sa3aTenbHbl.

Bnapenbuem 3aperncTtpupoBaHHbiX TOBAapHbIX 3HaKoB "AnapamH’, Aladdin,
JaCarta, IMS, JAS, Secret Disk, SecurLogon, "Kpunto BAl", norotunos n
npaBoo6nasaTeneM UCKIKUUTENbHbIX NPaB Ha UX AM3alH U
MCMONb30BaHME, NATEHTOB HA COOTBETCTBYIOLIME NPOAYKTbI saBnsetcs 3A0
"AnappvH P

HasBaHus Npoynx TeXHONOMMI, NPOAYKTOB, KOMNAHWUI, YNOMUHAOLWMXCS B
[QHHOM JOKYMEHTe, MOTYT SIBNSTbCS TOBAPHbIMU 3HaKaMM CBOMX 3aKOHHbIX
BafeNbLEes.

OrpaHMueHMe OTBETCTBEHHOCTU

NHdopmaums, npuBeséHHas B LAHHOM AOKYMEHTe, NpefHasHayeHa
UCK/TIOYUTENBHO AJ1S1 O3HAKOMIEHWS U He SIBNSETCS UCHEPMbIBAKOLLEN.
CocTaB NPOAYKTOB, KOMMOHEHT, UX QYHKLMM, XapaKTepUCTUKH, BEPCUU,
LOCTYMHOCTb M Np. MOTyT 6bITb M3MeHeHbl 3A0 "AnapavH P.[." 6e3
npenBapuUTeNbHOro YBEAOMAEHUS.

3A0 "AnapauH P.1." He rapaHTUpyeT HM OTCYTCTBUS OLMOOK B AAHHOM
[IOKYMEHTe, HM TOrO0, YTO OMMCaHHoe nporpamMmHoe obecneyenue (MO) He
conepxut aedekTos, byaeT pabotaTtb B NPOU3BONBLHO BbIGPaHHbIX
YCNIOBUSIX M NPU 3TOM YAOBNETBOPSTb BCEM TPe6GOBAHMSAM, KOTOpbIE MOTYT
6bITb K HEMY NMpeAbABIEHbI.

3A0 "AnapautH P.." He rapaHTupyeT paboTocnocobHOCTb HeneranbHo
NOy4eHHOro MPOrpaMMHoro obecneyeHus. HeneranbHoe UCMonb30BaHWe
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nporpaMMHoro obecneyeHus 1 LOKYMeHTaLMM Ha HEro npecneayetcs no
3aKOHYy.

Bce yka3aHHble aHHbIe 0 XapaKTepucTMKax NpOAYKTOB OCHOBAHbI Ha
MEeXAYHapPOAHbIX MAN POCCUICKMX CTaHAapTax U pesynbratax
TECTUPOBAHMA, MONYYEHHbIX B HE3ABUCUMbIX TECTOBbLIX UK
CepTUOMKALMOHHBIX 1a6OPaTOpUsX, MO0 HA MPUHSATBIX B KOMMAHMM
MeTtoaukax. B maHHom nokymente 3A0 "AnagavH P.LL." He npepocTaBnser
HMKaKMX HU SIBHBIX, HA NOAPa3yMeBaeMbIX rapaHTUi.

3A0 "AnapavH P.0." HE HECET OTBETCTBEHHOCTM (KAK B CUNY
JIOTOBOPA, TPAXIOAHCKOTO NMPABOHAPYLLEHWSA, BK/TIOYASA
XAJIATHOCTb, TAK W1 B JIIOBOM MHOM ®OPME) MEPEA BAMU WA
JIHOBOM TPETbEM CTOPOHOW 3A JTIOBbIE MOTEPU U YEBITKHM
(BK/THOYAST KOCBEHHbIE, ®AKTUYECKME UM MOBOYHBIE YBbITKW),
BKJ/TKOYAS BE3 OTPAHUYEHWIA JIFOBbIE MOTEPU WU YBbITKM
MPUBbLITbHOCTU BU3HECA, MOTEPO AOXOOHOCTU U PEMYTALMNN,
YTPAYEHHYIO MU UCKAXEHHYIO MHDOOPMALLMIO MU
JOKYMEHTALIMIO BCIEACTBME UCMOJIb30BAHMA MPOrPAMMHOIO
OBECTMEYEHUA U/MNN NKOBOTO KOMIMOHEHTA OMUCAHHOTO
MNPOAYKTA, DAXE EC/IM 3A0 "Anapaund P.A." BbIJTO MMCbMEHHO
YBEOOMJTEHO O BO3MOXHOCTM NOAOBHbIX YBbITKOB.

FocynapcTBeHHOE peryiMpoBaHue U SKCMOPTHBIN KOHTPO/b

OnucbiBaeMblil B LIAHHOM LOKYMEHTE NPOAYKT (MK MPOAYKTbI) MOXET
ABNATLCS MM COAEPXATb B cebe cpefCTBO KpUNTOrpadUyecko 3aLuTbl
nudopmaumnm (CK3M), ssnstowieecs npeamMeTom 3KCMOPTHOrO KOHTPOAS.
Bbl cornawaerech ¢ TeM, Y4TO NPOAYKT He ByaeT NoCTaBnATLCS,
nepenfaBaTbCsl UMM 3KCNOPTUPOBATLCS B KaKylo-NMBO CTpaHy, a Takxe
MCMONb30BaTbCA KaKMM-NMBO NPOTUBOPEYaLL MM 3aKOHY 06pa3oMm.

Bbl rapaHTupyeTe, 4to Byaere cobatoaaTb HakAAAbIBAEMbIE HA 3KCMOPT M
PEe3KCMoPT NPOAYKTA OrpaHUYeHus.

CBeneHus, NpuBeAEHHbIE B AAHHOM LOKYMEHTe, aKTyaNbHbl Ha AaTy ero
nybauvkaumm.
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21.1 JInueH3noHHOoe cornallieHue

Moxanyicra, BHUMATENbHO NPOYMTaNTE AAHHOE NULEH3UOHHOE
cornaweHue npexae, YeM UCnosb30BaTb COAEPXKMMOE AAHHOITO KOMMNIEKTa
n/unu npexae, YeM 3arpyxatb N yCTaHaBAMBaTb NPOrpaMMHoe
obecneyeHue.

Bce ykasaHus no MCnonb30BaHWIO NPOrpaMMHOro obecneyeHus,
npenocTaBnsieMble 3aKpbITbIM aKLIMOHEPHbIM 06LwecTBOM "AnanauH P. [1."
(N1 No6BIM €ro LOUYEPHUM NPELNPUSTUEM — KAXKO0E U3 HUX
YyNOMUHAEMoe Kak "KOMMNaHus"), NOAUYMHSIOTCS M BYAyT NOAUYMHATLCS
YCNOBMSM, OFrOBOPEHHBIM B JAHHOM COrNalleHnn. 3arpyxas AaHHoe
nporpammHoe obecreyeHue (Kak onpeaeneHo aanee no TeKCry) u/unm
yCTaHaBNMBas AaHHOEe nporpaMmHoe obecneyeHve Ha Baw komnbioTep
1/Mnu ncnonb3ya AaHHoe nporpamMMHoe obecneyeHne MHbIM cnocobom, Bbl
NpUHUMaeTe JaHHOe COrnalleHne 1 CornalaeTech C ero YCa0BUAMM.

Ecnu Bbl He cornacHbl € AaHHBIM COMNALLEHNEM, HE 3arpyxaiTe u/unm He
yCTaHaBNMBaMTe AaHHOe NporpaMMHoe obecneyeHne U He3amenIMTenbHO
(He no3pHee 7 (cemMu) AHel € AaTbl 03HAKOMIEHWS C HACTOSILLMM TEKCTOM)
BepHuTe 3T0T NpoaykT B 3A0 "AnapgauH P.[.", ynanute naHHoe
nporpamMmHoe obecneyeHne 1 BCe €ro 4acTu CO CBOEro KOMMbloTepa U He
MCMONb3YNTE ero HUKOMM 06pasoM.

Hacrosee nuueHsnoHHoe cornawerue (nanee "Cornawenune”) ansercs
[lOroBOPOM, 3aK/I04eHHbIM Mexay Bamu (dusnueckum munum opuanyecknm
NIMLOM) — KOHeYHbIM nosib3oBartenem (ganee "lMonb3osatens’) — n 3A0
"Anapauvi P.I." (nanee "KomMnaHus") OTHOCUTENbHO Nepeaayu
HEUCK/IOUUTENIBHOTO NPaBa Ha MCMO/b30BaHMe HACTOSILLEro NMPOrpaMMHOTo
obecrneyeHus, ABNAOLLErOCS UHTENNEKTYaNnbHOM COBCTBEHHOCTbIO
KomnaHuu.

MpaBa 1 co6CTBEHHOCTH

JAHHOE COTMALLEHME HE ABNSETCA COMNMALLEHMEM O NMPOOAXE.
MporpaMMHoe obecneyeHwe, BKtoyas Bce nepepaboTku, UCPaBIEHMS,
MoAMbMKALMM, AOMONHEHUS, OOHOBNEHUS M/UNU YCOBEPLLIEHCTBOBAHUS K
HeMy (Aanee no Bcemy TEKCTY U 1t06OI ero YacTu onpenensieMoe Kak
MporpammHoe obecneveHue unu M0), 1 CBA3aHHAA C HUM LOKYMEHTaL s
npepHasHavaetca HE ON19 MPOOAXW u senseTca u ocTaércs
UCKNI0YMTENBHOM cOBCTBEHHOCTbIO KoMnaHuu.

Bce npaBa Ha MHTennekTyanbHyo cobCTBEHHOCTD (BKOYas, Be3
OrpaHWUYeHuit, aBTOPCKME NpaBa, KOMMEpPYECKyYt TalHy, TOBapHble 3HaKH, U
T.0.), NOATBEPXOEHHBIE UNU BKIKOYEHHbIE B
NPUI0XKEHHbIE/B3aUMOCBA3aHHbIE/UMEIOLLME OTHOLEHWE K AAHHOMY
PYKOBOZLCTBY, AaHHbIE, COAEPXKALLMECS B HEM, A TaKxke Bce npasa Ha M0
SBNAOTCA U BYAYT ABNATHCA COOCTBEHHOCTbBIO UCKNOUUTENbHO KOoMNaHuu.
[laHHoe cornaleHue He nepeaaéT Bam npaea Ha MporpamMmHoe
obecneyeHue, a N1LLb NPeAOCTaBsSIET OrpaHUYEHHOE MPaBo Ha
MCMONb30BaHMUE, KOTOPOE MOLJIEXUT OTMEHE COTNTACHO YCNI0BUSIM AQHHOTO
Cornauwenus. Huuto B fanHoM CornaieHnu He NoATBEPXKAAET OTKa3
KoMnaHuu oT npaB Ha MHTENNEKTyanbHyl0 COGCTBEHHOCTb MO KakoMy 6bl TO
HY BbIN0 3aKOHOAATENBCTBY.

JiuueHsus

KoMnaHus HacTosiwmMM npefocTasnseT Bam, a Bol nonyyaete
MHAUBUAYalNbHOE, HEUCKNIOYUTENbHOE W OT3bIBAEMOE OrpaHUYeHHOEe NpaBo
Ha ucnonb3oBaHue AaHHoro MO Tonbko B hopMe UCMONHAEMOTO KOAa, Kak
onucaHo B npunaraemoii k MO TexHUYeCKoi/3KCnNyaTaLMoHHOM
[OKYMEHTALMK, U TOJIbKO B COOTBETCTBUM C YCIOBUSMMU AAHHOTO
Cornawenus:

Bbl MOXeTe ycTaHoBUTb [0 1 MCMO/b30BaTh €r0 HA KOMMbIOTEPAX,
pacnonoxeHHbIX B Npeaenax Bawero npeanpuaTvs, Kak onucaHo B
COOTBETCTBYIOLLEN TEXHUYECKOM/IKCMNYaATaLUMOHHOM AoKyMeHTaumuu M0 1 B
HaCTOSAILLEM COrNaLLeHUN.

Bbl MoxeTe no6aBuTh/npucoeamHuTb MporpammHoe obecneyexne K
nporpammam A1 MOBUNbHBIX YCTPOMCTB C eAMHCTBEHHOM LieNbio,
onucaHHo i B AaHHOM CornaweHuu. MpMHUMas YCNoBUS HACTOALLETO
cornaienus, Bbl cornawaerecs:

- He MCMo/b30BaTh, HE MOANGBULMPOBATL M He BblAaBaTb CY6AMULEH3UM HA
naHHoe lMporpamMmHoe obecneyenue 1 nb6oe apyroe MO Komnaxuy, 3a
MCK/IOYEHMEM SIBHBIX Pa3peLleHuit B AaHHOM Cornaweruu;

- He MOAMPULMPOBATD, HE AEMOHTUPOBATb, HE AEKOMMMAUPOBATb, HE
PEKOHCTPYMPOBATh, HE BUAOUIMEHSATL U HE PaclUMpATL AAHHOE
MporpaMMHoe obecneyeHme 1 He MbITaTbCst PACKPbITh (MONYYUTh)
MCXOAHblEe KOAbI faHHOro MporpamMMHoro obecneyerus;
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- He noMeLLatb faHHoe MporpaMMHoe obecrneyeHune Ha cepsep C
BO3MOXHOCTbIO [OCTYNA K HEMY TPETBUX /UL, Yepes OTKPbITYIO CeTb;

- He UCMoNb30BaTb Kakue Bbl TO HK BbIIO pe3epBHbIE UM aPXMUBHbIE KOMUM
naHHoro lMporpaMMHoro obecneveHus (Mnu No3BoNATb KOMY-TM60 eLwé
MCNoNb30BaTb Takhe KOMuM) ¢ Nto60i MHON Lienblo, KpOMe 3aMeHbl ero
OPUrMHANbHOIO 3K3EMNAAPa B CNyYae ero paspyweHns Unu Hanuuums
nedekTos.

Tpe6oBaHMSA K UCMOb30BaHUIO

lNporpamMMHoe obecneyeHune [OMKHO UCMONB30BaTbCS U 06CNYXMBATLHCA
CTPOro B COOTBETCTBMM C OMUCAHUAMMU U UHCTPYKLMIMU KoMnaHuw,
npuBeAEHHBIMU B ALAHHOM U ApYruxX [OKyMeHTax KoMnaHuu, B TOM uucne
Ha nopTane OHNaMH AOKyMeHTaLuuu ans paspabotumkos KomnaHum
(http://developer.aladdin-rd.ru/).

Ucnonb3oBaHue MO

MNMonb3oBatenb Brpase:

- BocnpousoauTb MO nyTéM 3anucK ero B NamsaTb 3NE€KTPOHHO-
BbIYMCIUTENBHBIX MALIWH Mofb30BaTeNs, OrpaHUYeHHOe NPaBoM
MHCTaNNALMKU, KONMMPOBAHUS M 3amycka nporpamMm ans 3BM;

- BcTpaveatb M0 nobbiM cnocobom B MpoayKTbl U peleHus Monb3osatens;

- pacnpoctpaHsaTb MO nobbiM CNOCO6OM UCKNIOUMTENBHO B COCTaBe
NpoAYKTOB U peluexnii Monb3osartens.

Mpu ncnonszosaHmu u pacnpoctpaHernu MO Monbsosatens 0653aH
PYKOBOZACTBOBATLCS AEMCTBYOWMM 3aKOHOAATENbCTBOM Poccuiickoi
@epepaunn v MexayHapoAHbIM 3aKOHOAATENIbCTBOM, YUYUTbIBAs
OrpaHUYeHws U LOMNONHUTENbHbIE TPe6OBaHMS, KOTOPbIE MOTYT BO3HMKATb B
CBS3M C 3KCMOPTOM WMPPOBaANbHBIX (KpUNTOrpaduUiecKkmx) CpencTs ¢
TeppuTopun Poccuiickoi Meaepaumm 1 UMNOPTOM TakUX CPeACTB B Apyrue
CTpaHbl. B yacTHOCTH, OrpaHUYeHUs U AOMONHUTENbHbIE TPEGOBaHUS MOTYT
BO3HWKaTb Npy pacnpocTpaHeHuu MO yepes MarasuHbl NPUNOXEHUH,
COZlepXKalLMe pasNuyHbIe MPUNOXKEHUS 41 MOOUIbHBIX YCTPOMCTB.

YCcnoBus MCNONb30BaHMS, U3NOXKEHHbIE B HACTOSLLEM COMMALLEHNH,
,ElEFICTByK)T B OTHOLIEHWUM BCEro COAEPXNUMOTOo MO, B yacTHOCTH B
OTHOLEHUN:

- AM3aiiHa (rpaduKK, pacnonoxeHus snemMeHToB 0hoOpMIeHNs U T.N.);

- BCEX MHbIX 3NEMEHTOB, B TOM YuCNe U306paxeHUi, GOHOrpaMM, TEKCTOB.
Monyyaembie Monb30BaTeNEM HEUCKIHOUUTENBHBIE UMYLLECTBEHHbIE NPaBa
He BK/OYAIOT MpaBa Ha nepenavy TPeTbUM IMLAM KakUX-n1Mbo npas Ha

BCTpPauBaHuWe, BOCMPOM3BEAEHME, PACNPOCTPAHEHME U UCMO/b30BAHME
nporpamm ansg 3BM He B cocTaBe NpoAyKTOB M peleHuit [Nonb3oBatens.

KoMnaHwus coxpaHsieT 3a cob0oi BCe UCKIouMTENbHbIE NpaBa Ha M0 u
BXO/SILUME B HEFO KOMMOHEHTbI, BK/KOYasi NpaBa Ha NpeaocTaBnexHmne
HEUCKITIOUUTENBHBIX U UCKIOUUTENBHBIX NPaB TPETbUM JUL,AM.

Monb3oBaTenb Bnpase OCyLLECTBAATbL Mcnonb3oBaHue MO B npeaenax,
npefycMOTPeHHbIX HacTosWMM CornalieHneM, UCKTIOUNUTENbHO Ha
Tepputopumn Poccuiickoii Menepaumn.

06cnykuBaHue U Nnopaepxka

KoMnaHws He Hec&T o6s13aTenbCTe MO NpefoCTaBNEHMIO NOALEPXKKH,
06cnyxuBaHus, MoaudUKaLMmM Unm BbIXody HOBbiX penusos [10.

OrpaHM‘leHHaﬂ rapaHTua

KoMnaHws rapaHTUpyeT, YTo nporpaMMHoe obecrneyeHne ¢ MOMeHTa
npuobpeTenus ero Bamu B TeueHue 12 (aBeHanuath) Mecaues bynet
(YHKLMOHMPOBATb B MOIHOM COOTBETCTBUM C €r0
TEXHMYECKOW/3KCMNyaTaLMOHHO M OKyMEeHTaLMe, Npu ycnosuu, uto M0
6yaeT MCnonb3oBaTbCsl HA KOMMbIOTEPHOM annapaTHOM obecneyeHnn u ¢
0rMepaLMOHHO CUCTEMOIA, A1s KOTOPOI OHO 6biN0 paspaboTaHo.

OTtKas ot rapaHTum

KoMnaHws He rapaHTMpyeT, 4To NporpaMMHoe obecneyeHue Gyaet
COOTBETCTBOBATH BalmMM xenaHusiM 1 TpeboBaHUsAM, UK YTo ero pabota
6ynet 6ecnepeboiiHoit unu 6esolwmnboyHoi. B 06bEMe, NpeaycMOTpeEHHOM
3aKOHOJaTenbCTBOM P®, KOMNaHMS OTKPbLITO OTKa3biBAeTCS OT BCEX
rapaHTUii, He OroBOPEHHbIX 3A4eCb, OT BCEX MHbIX NOAPA3yMeBAEMbIX
rapaHTuit. Hu oauH 3 aunepos, AUCTPUBBLIOTOPOB, NPOAABLOB, areHTOB
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WU COTPYLHUKOB KOMMAHMU He YNONHOMOYEH NPOU3BOAUTD
MOAUDUKALUK, PACLUIMPEHUS MU LONONHEHUS K LAHHOM rapaHTuum.

Ecnu Bbl npoussenu kakue-nub6o moaudumkauum MO unu ntoboi 13 ero
YyacTeit BO BpeMs rapaHTuitHoro nepuopa, N0 noaBeprnock NOBpexXaeHUIO,
HEOCTOPOXHOMY MNU HeNpaBMIbHOMY 06paLLeHuto, eciu Bbl Hapywunum
noboe 13 ycnoswuit HactToswero Cornatenus, To rapaHTus, ynomsHyTas
Bbllle B pasgene 5, 6yaet HeMeaneHHO NpekpalleHa.

[apaHTua HepeicTBUTENbHA, ecnun MO Mcnonb3yeTcs B COYETaHUM C UHBIM
annapaTHbIM U/MNK NPOrpaMMHbIM obecneyeHneM, OTAUYHBIM OT
OMUCaHHbIX B TEXHMYECKO IM/3KCNNYaTaLMOHHOM JOKYMEHTAL MUK, UK
MCMONb3YeTC Ha KOMMbOTEPE C Nt0ObIM YCTAHOBNEHHBIM HENULEH3UOHHbBIM
nporpaMMHbIM obecneyeHneM.

OrpaHuyeHue Bo3MeLeHUA

B cnyyae HapyLweHUs rapaHTMm, OroBOpeHHOM Bbile, KoMNaHus MoXeT no
CO6CTBEHHOMY YCMOTPEHUIO:

- 3aMeHuTb 10, ecnun 3To He NPOTUBOPEUMT BblLLEYNOMSHYTOMY
OrpaHUYEHUIO rapaHTuun,

- BO3MECTUTb CTOMMOCTb, BbinnayeHHyto Bamu 3a MO.

[apaHTuitHble TpeboBaHMS LOMXKHbI ObiTb BbICTABNEHbI B MUCbMEHHOM BUAE
B TE@YEHMe rapaHTUIMHOro Nepuoaa, HoO He nosaHee 7 (Cemu) AHew ¢
MOMeHTa 06HapyxeHus aedekTa, u coaepxaTb B cebe NoATBEPXKAEHMS,
yaosnetsopstowme Komnanuio. Bcé MO (Bce ak3emnnspbl, MMerowwmecs y
Bac) nomkHo 6biTb Bo3BpaLeHo KoMnaHuM 1 0TnpaBieHo Bo3BpaLuatoLen
CTOPOHOM C OMMAYeHHOM CTOMMOCTbIO NePeBO3KU U, MPU HEOBXOAUMOCTH,
cTpaxoBku. Ikzemnnsapbl MO fonxHbI 6bITb OTNPaBAEHbI C KONWEN
MNATEXHbIX AOKYMEHTOB U HaKNnagHbIX.

WUcknioueHne KOCBEHHbIX Y6bITKOB

CTOpOoHbI NpU3HAOT, 4TO MporpaMMHoe obecneyeHne He MOXeT BbITb
MOTHOCTbIO INLIEHO OWMBOK. KOMNaHWs He HECET OTBETCTBEHHOCTM (Kak B
CUny [OroBOpa, rPaKAAHCKOrO NPaBOHAPYLLEHWS, BKOYAs XanaTHOCTb, TaK
1 B ntoboit MHo 1 hopme) nepen Bamu unm noboii TpeTbeit CTOpoHO 3a
niobble noTepu unum yobITKK (BKIKOYas KOCBEHHbIE, hakTUyeckue, No6oYHble
WU NOTeHLUManbHble YObITKM), BKAtOYas, 6€3 orpaHuyeHui, ntobble notepu
WY YObITKM NPUBBINBHOCTM GU3HECa, MOTEP0 AOXOAHOCTU UM penyTaLuu,
YTPAUYEHHY MU UCKAXEHHYI0 MHDOPMALIMIO MU LOKYMEHTALIMIO
BC/I@ACTBUE KAKOrO-N1BO MUCMONMb30BaHMS AAHHOTO MPOrPaMMHOI0
obecneyeHns u/unu noboi KOMMOHEHTbI AAHHOTO MO, AAXe ecn
KOMMaHWsi MUCbMEHHO YBEAOMIEHA O BO3MOXHOCTU MOAOGHBIX YObITKOB.

OrpaHM"IeHMe OTBETCTBEHHOCTU

B cnyyae ecnu, HeCMOTPS Ha YCIOBUS L@HHOTO COTNALLEHUs, KOMMNaHUs
NpW3HaHa OTBETCTBEHHOW 3@ YObITKM HA OCHOBAHUMU KaKUX-TM60 AedheKToB
WM HECOOTBETCTBUS MPOrPaMMHOro obecneyerus Bawmm oxuaoaHusaMm,
NOJHAs OTBETCTBEHHOCTb 33 KaXablii 3K3eMnnsip AeheKTHOro
nporpaMMHoro obecneyeHus He GyaeT NpeBbilaTb CYMMbl, BbIMIaYeHHOM
Bamu 3A0 "Anapavn P.L." 3a ato MNO.
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MpekpaweHue peincTBUA COrnalieHns

B cnyyae HeBbinonHeHus Bamu ycnoBuit naHHoro Cornalenus neicramne
Bawet nuueH3um u Hactosiwero CornaweHus 6yaeT npekpaleHo.
MNMocne npekpaleHns aencTeus AaHHOro JIMLEH3MOHHOMO CornaleHuns:

- NULEH3Ms, NpeaocTaBneHHas Bam gaHHbiM CornalwexueM, npekpawaer
CBOE feiicTBuMe, 1 Bbl nocne eé npekpallieHns He CMOXeTe NpoaoIxXaTh
[anbHellwee “cnonb3oBaHue AaHHoro NMporpaMMHoro obecneyeHus u
LpYruX NULEH3MOHHbIX MpOAYyKTOB;

- Bbl He3aMeanuTenbHo BepHéTe B KomnaHuio Bce aksemnnspsbl M0 1 Bce
KOMWUW TaKoBOTo u/unu coTpéte/yaanute noby MHGopMaumio,
COAEPXalLLyloCs B INEKTPOHHOM BUAE.

anMEHMMOE 3aKOHOAaTeNbCTBO

NanHoe CornalueHue AOMKHO BbITb UCTONIKOBAHO U OMPeAEeNeHo B
COOTBETCTBUM C 3aKOHOAATeNbCTBOM Poccuiickoi Menepaunm (3a
UCKNHOYEHMEM KOHCbﬂMKTa NpUMEHEeHMS NPaBOBbIX HOpM), U TONbKO
POCCUIACKUIA CyA, YyNONHOMOYEH OCYLLECTBATb MPaBOCYAME B NH0ObIX

KOHCI)H MKTaxX U CNopax, BbITEKALMX U3 OAHHOTO CornateHusi.
HeBO3MOXHOCTb A8 N060I U3 CTOPOH BOCMONb30BaTbCS NH06LIM M3 Npas,
npefoCTaBNeHHbIX el No AaHHOMY COrnaweHuo, UK NPUHATL Mepbl
NpOTWB APYroi CTOPOHbI B Clyyae 1060ro HapyLeHUs CBOMX 0653aTeNnbCTs
no CornaleHu1to He [OMXHO pacCMaTpUBaTLCS KakK OTKa3 3TOM CTOPOHbI OT
NoCcnenyLLero NOHYXAEHHUS K MPU3HAHMIO CBOMX MPaB UM COBEPLUEHUIO
nocneayloWwmx AeiCTBUi B Cydae AaNbHEALWNX HapyLWEeHWA.
FocyaapcTBeHHOE peryiMpoBaHue U 3KCMOPTHBI KOHTPO/b

Bbl cornawaetecs ¢ TeM, yto M0 He 6yneT Bamu noctaBnaTbes,
nepeaaBaTbCsl UM SKCMOPTUMPOBATLCS B KKyl -1MBO CTpaHy, a Takxe
MCMONb30BaTLCS KaKUM-MBO MPOTUBOPEYALL MM 3aKOHY U YCNOBUAM
HacToswiero cornawenus obpasom. MO aenseTcs npeaMeToM
[ONOJIHATENBHOTO 3KCMOPTHOTO KOHTPOJIS, OTHOCALLErocs K Bam unu Baweii
fopucamKumMu. Bbl rapaHTupyeTe, 4To ByaneTe cobn0AaTb HaKIaAbIBaeMble
OrpaHuyeHust Ha akcnopT u peakcnopt MO.

PasHoe

Hacrtoswee Cornawexune npeacrasnsiet coboi nonHoe cornallexve,
OTHOCSILLLEECS K JAHHOW IMLLEH3UU, U MOXKET BbITb U3MEHEHO TONBKO
nocpeCTBOM MUCbMEHHOTO COMMALIEHUS), MOAMMUCAHHOTO 06enMm
CTOpOHaMu. Ecnu BbIMOHEHWE KAaKOr0-IM60 YCII0BUS HACTOSLLETO
CornaleHvs NpeACTaBASeTCS HEBO3MOXHbIM, TaKoe ycnoBue GyaeT
CKOPPEKTUPOBAHO TO/IbKO B Npenenax, 06ecneynBatoLLMx BO3MOXKHOCTb
BbINOJIHEHUS AAHHOTO YCIOBUS.

A MPOYMTAN N MOHAN HACTOALWEE JIMLUEH3WMOHHOE COMNMALLEHUE M
COIMNACEH BbINOMHATbL BCE EF0 YC/10BKS. 4 MPUHUMAKD JAHHOE
JIMUEH3MOHHOE COIMMALLIEHWE LEEJIMKOM. EC/IU 4 HE NPUHUMALIO
3TO NIMLEH3MOHHOE COTJTALLEHME UK XOTS bbl OOMH U3 EFO
MYHKTOB, TO JAHHOE JIMUEH3MOHHOE COMMALIEHME HE BCTYNAET B
CHNY, U 9 0bSA3YHOCb HE YCTAHABJIMBATb M HE MCMNOJIb30OBATb
OAHHOE NMPOrPAMMHOE OBECMNEYEHME.
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22. KOoHTaKTbl

22.1 Odwc (obwme Bonpochl)

Anpec: 129226, Mockea, yn. [lokykuHa, a. 16, ctp. 1, 7 3Tax, komnanus "Anapaui P.O."
TenedoHbl; +7 (495) 223-00-01 (MHorokaHanbHbIn), +7 (495) 988-46-40

Mdakc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wwmi)

Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxenHesHo ¢ 10:00 go 19:00, KkpoMe BbIXOAHbBIX M MPA3aHUYHBIX LHEW.

22.2 Texnogaepxka

Cnyxba TexmnopAepKKM MNPUHMMAET 3anpocbl TONbKO B MWCbMEHHOM BMAE yepe3 Beb-caiT:
www.aladdin-rd.ru/support/index.php.
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Secret Disk 5

Pernctpaunsa nameHeHumn
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Bepcus N3meHeHns

1.0 MNMonHoe obHOBNEHME AOKYMEHTA.

AnagauH)™

Jnuensnmn OCTIK Poccumn N2 0037 u N2 0054 ot 18.02.03, N2 3442 o1 10.11.2017

Nunuensnm OCb Poccumn N2 12632 H ot 20.12.12, N2 30419 ot 16.08.17

JNmuensus Munuctepctea ob6opoHbl PO N2 1384 ot 22.08.16

CucTeMa MeHeIKMEHTa KayecTBa KOMMaHUM cooTBeTcTByeT TpeboBaHuam ISO/MCO 9001-2011
Ceptudukar CMK FOCT P MCO 9001-2011 N2 POCC RU.MC72.K00082 ot 10.07.15

© 3A0 "AnapaunH P.[.", 1995—-2019. Bce npaBa 3awuiueHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin-rd.ru  Web: www.aladdin-
rd.ru
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Secret Disk 5

KopoTko 0 komnaHum

Komnanus "Anapaut P.[1." ocHoBaHa B anpene 1995 roga u sensetcs
POCCUIACKMM pa3paboTumnkoM (BEHAOPOM) CPEACTB 3aLuThI
MHpOPpMaLMK.

KoMnaHusa aBnseTcs npusHaHHbIM 3KCNEPTOM U IMAEPOM POCCUIACKOrO
PblIHKa CpeacTB ABYX(AKTOPHOM ayTeHTUDUKALMM NONb30BaTENEN,
3N1EeKTPOHHOM NOAMUCHU U 3aLLUTbI AAHHDIX.

OcHoBHble HanpaBneHus

— O6ecneueHune 6e30nacHOro [oCTyna K UHOOPMaLMOHHbBIM
pecypcam npennpusTus, Be6-nopTtanam u 06nayHbIM cepeucam
(cTporas aByx- 1 TpExdaKTOpHas ayTeHTUDMKALMS).

— JnekTpoHHas noanuchb (M ¢ HensBneKaeMbIM 3aKPbITbIM
Knto4oMm, hopmupyemas B 3almWéHHOM umne), PKI.

- 33LLLI4T3 NepCcoHanbHbIX AaHHbIX, AaHHbIX HA AMUCKaX
KOMMNbIOTEPOB, CepBepoB, 6a3 AaHHbIX.

— Bce ocHoBHble NPOAYKTbI UMEIOT HE06X0AMMbIE CePTUDUKATDI
OCTIK, ®CB 1 MuHucTepcTBa 060pOHBI (BKIKOUAs paboTy ¢
rocTanHo M fo ypoBHs cekpetHoct CC).

20

JIuueHsum

— KOMMaHusa nMeet Bce Heobxoaumble nuueHsmumn GCTIK Poccum,

@OCb Poccun U MuHucTepctBa 060poHbl Poccun ans
NpoeKTMpOoBaHMs, NpounsBoacTBa M noaaepxku C3N n CK3U,
BK/tOYas paboTy C rocTaiHoOM M NPOMU3BOACTBO MPOAYKLMK B
pamkax rocobopoHsakasa.

CucteMa MeHeXXMEHTa KayecTBa NpoayKLMM B KoMnaHumn ¢ 2012
r. cooTBeTcTByeT cTanaapTy MOCT I1SO 9001-2011 v umeer
COOTBETCTBYIOLIME CEPTUDMKATDI.

CucteMa NpoeKTMpoBaHMs, pa3paboTku, NPOU3BOACTBA U
noAAepXK1 NPoAYKLMM COOTBETCTBYET TpeboBaHMAM
poccuiickoro BoeHHoro ctanaapta FOCT PB 15.002-2012,
HeobxoAMMOro Ans y4actus B peanusaumm rocobopoHsakasa.
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