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1. AHHOTaUMA

B nokyMeHTe npefcTaBneHa cBoAHas MHGOPMaLMS O BOSMOXHbIX M3BECTHbIX OLWMOKAX, X MPUUMHAX
BO3HMKHOBEHUS U BapuaHTax pelleHus B npoaykTtax Secret Disk Engine u Secret Disk 5 NET.

Mpv BO3HMKHOBEHMM BONPOCOB 0OpaLLaNTECh B TEXHUYECKYIO NOALEPXKKY.

Cnyxxba TexnopaepXkn NpMHMMAET 3anpocbl TOJIbKO B MMCbMEHHOM Buae Yepe3 Beb-canT:
www.aladdin-rd.ru/support/index.php.
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Secret Disk MS

Curtyauus

HeTt poctyna k cepsepy. lNonb3oBatens
He obnafaet NpaBoOM Ha BbINOJHEHWE
nevicteunsa "OTKpbITUE ceccun”,

HeT nozskntoyeHuns k cepeepy
ynpaeneHus. AyTeHTudukaums He
yAanacb Wi AOCTYN 3anpeLyéH.

Mpu nonbITKe NOAKAYUTL OUCK
MogBMSeTCa COOBLWEHME O TOM, YTO AMCK
He Bbln NOAKMHOYEH.

Mpu cozpaHum 3awmdpoBaHHOro
BUPTYasIbHOrO AMCKA HA BKIaLKe
Onepayuu oTobpaxaeTca owmnbka
0xe3060017

Ha Bknaake [1o/sb308amesiu CO CUCKOM
nonb3oBaTenei, o6naaalolmMx npaBaMu
J0CTyna K AMCKY, He paboTaeT CChiika
Lobasums nosbzosamerneli

MNMocne aBTopusaumu B Secret Disk Agent
B 0671aCTM yBEAOMNEHUIA NOABNSETCS
coobuieHne o TOM, YTO CEPBEP He
DOCTYNEH.

MNocne ycTaHOBKM 3aLWMTbl Ha
3aWndpPOBaHHbIN AUCK He yaaéTca
3arpy3utb OC.

AOMWHWUCTPaTMBHbIN Be6-NnopTan He
oTKpbiBaeTcs. CoobLieHME C 3aro/IOBKOM
Server Error in '/AdminWebClient’
Application.

3A0 "Anapamn P.A.", 1995-2019 r.

Bo3moxHas npuYnHa

[lns y4eTHOM 3anmncu He Ha3HayYeHa ponb
noNb30BaTeNs Ha CeEpBepe.

HeT nofknioyeHus K cepBepy ynpaBneHus.
AyTeHTUdMKaUMA He yaanacb MAu JoCTyn
3anpeLLeH.

OTCyTCTBYET K/OY WKMhPOBAHMA AMCKa.

B napaMeTpax co3gaBaeMoro Ancka He 6biN
Ha3HayeH HX OAUH MOJ1Ib30BaTEb, KOTOprVI
MMeeT AoCTyn K OUCKY.

Bbpay3ep He COOTBETCTBYET CUCTEMHBIM
TpeboBaHuMAM.

CepBep He JOCTyMeH.

TokeH Nonb30BaTeNS HE COAEPXKUT HYXKHOTO
ceptudukata ans 3arpyskm OC.

He noppepxxvBaemasi UM yctapeBLIas BepCus
Microsoft .NET Framework

M3BecTHblE I'IpOﬁJ'IEMbI N nx peweHune

Bepcusa 3.0

PeweHnue

HasHaubTe ons yquHoﬁ 3annUcn ponb Nonb3oBaTeNd Ha CeEpBEpPeE.

1. TllpoeepbTe HacTpoiikm DNS 1 npn Heo6Xx0AMMOCTU BHECUTE U3MEHEHMUS.

MpoeepbTe cocToAHME cepBepa. Ecin cepBep oCTaHOBNEH, HAXXMUTE NPaBO

KHOMKOW MbIWwn Ha 3Hauke SDMS B 0651acTi yBeAOMAEHUI U B MEHIO BbibepuTte

Ynpasnevue = Cmapm.

HOBTOpMTe onepaumio NOAKNIOYEHNS AUCKA eLwé pa3 noc/e Toro, Kak Ky 6y,EI.ET

nosly4eH U3 KpUnTtoxpaHnnuila.

Haxmunte OTMEHUTb 1 CO3aaMTe BUPTYaNnbHbIA OUCK 3aHOBO.

MpoBepbTe, 4TOOLI Hpay3ep COOTBETCTBOBAN CUCTEMHbIM TpeboBaHUaM. B
bpaysepax, oTnnyHbIX OT Internet Explorer, ccbiika MoxeT He paboTaTth.

Uckntounte KOMMNbKTEP M3 OMEHA U fo06aBbTe ero CHoBa B JOMEH.

MpoBepbTe, 4TObLI HbIN NOAKMIOYEH TOKEH NONbL30BaTENS C CepTUdUKATOM ANs
[OCTyna K BbIBpaHHOMY AMCKY.

YctaHoBuTe naket Microsoft .NET Framework 4.5 u BbiLue.
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Secret Disk MS Bepcusa 3.0

Curtyauus Bo3MoykHas npuumHa PeweHne
MNocne oTNpaBKM KOMaHAbl Ha 3aWKTy CUCTEMHBIN AUCK pa3MeLLEH Ha XXECTKOM 1. Tllepesarpysute KOMNblOTep Noab30BaTeNs.
CMCTEMHOr0 AMCKA TeCTOBas 3arpyska avcke ¢ nogpepxkon nHtepderca EHCI nam 2. T10BTOPHO MHULMUPYMITE YCTAHOBKY 3aLLUMTbl CUCTEMHOIO AMCKA HA KOMMbOTEpe
NPUBOAMT K "3aBMCaHUIO" KOMMbIOTEPA AHCI. nonb3oBatens yepes Be6-nopran.
nosb3oBaTens. 3. CHoBa nmepesarpysute KOMMbOTEp Mob30BaTENS U YCTAHOBUTE PEXMM paboThl

Secret Disk, nogxoaswmin anga koHdurypauum Komnbetotepa. [ng sToro npu
3arpyske KOMMbOTEPA HYXXHO YAEPXUBATb HAXATOM Knasuwy Shift Ha
knaBuatype. [pun 3TOM Ha 3KpaHe NOSBUTCS C/ieaylolee MeHHo:

HeHuw HacTpoeK

Nogpepwka xouTponnepa EHCI Bxnw4aeHa

flevHuyuanusayna wowrponnepa AHCI  Brnwuena

4. Tlonb3oBaTenb BKAKYAET UM OTKIOYAET NOALEPXKKY MHTEPDENCOB B
33aBMCUMOCTM OT NAapaMeTpOB XECTKOro AMCKa, Ha KOTOPOM YCTaHOBJIEH
CUCTEMHBIN AUCK (MHDOPMALMIO MOXXHO HalTU B JOKYMEHTALMM K XKECTKOMY
OMCKY unu B Hactporikax BIOS).

5. Tlocne uaMeHeHMs HAaCTPOEK NOJSIb30BaTeNb BblIOUPAET NYHKT Bbix00 U HAXMMaeT
Enter.

6. BeeaouTe naponb TOKeEHa.

Ha ctopoHe nonb3oBartens He yoaércs Ha cepsepe DNS otcytcTtByet SRV-3anuce, YTto6bl yOEeanTbCs B 4OCTYNHOCTU CepBepa YNpasfieHus, CNONb3yHTe YyTUIUTY
YCTAHOBUTb COEAMHEHUE C CEpBEPOM WM B HEW YKa3aHbl HEKOPPEKTHbIe AaHHbIe. nslookup B cnegytowem dopmare:

ynpasneHus. [pu 31oM B 0bnactu
yBeAOMNEHUI NosBASeTCs coobleHne
06 owwnbke onpenenerus IP-agpeca
cepBepa yepe3 DNS.

nslookup -type=srv sdms. tcp
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Secret Disk MS Bepcusa 3.0

Curtyauus Bo3morkHas npuumnHa PeweHne
AOMWUHWUCTPaTUBHBIN Be6-nopTan He Ha cepeepe SDMS oTknoueHa BCTPOEHHas YTo6bl BKIIOYMTb €8, BbINONHUTE Ha CepBepe ynpaBneHus cieayiollme aeicTBus:
oTKpbiBaeTca. B okHe 6paysepa nposepka noanuHHocT Windows. 1. Haxmure lyck, Bbi6epuTe AdMuHUCcmpuposarue —> [ducnemyep caymo6 IiS.
nossnserca coobuenme 06 ownbdke: Y 2. HaxMuTe npaBoi KHOMKOM MbIlWK Ha MMeHM Be6-y3Nna B NEBOI YaCTM OKHa 1
BaC OTCYTCTBYIOT paspeLieHus Ha BeIGEpHTE NYHKT Ceolicmed.
NPOCMOTP 3TOM CTPpaHuLbl, NpU 3TOM 3. OtkpowTe Bknapky beszonacHocms kamanoea v B 0bnactv_YnpasneHue
COEANHENME MENAY koMNblOTEPAMU d0CmynoM u nposepka NOAIUHHOCMU HAKMUTE U3MeHUMb.
el Zetel e (Fe LIS P le LU [p 12 L] 4. OTMeTbTe NYHKT BcmpoeHHas nposepka nodauHHocmu Windows.
6yneT HEBO3MOXHO". 5 Hakmute OK.

CoobLieHne Ha CTOPOHE Mosb30BaTens x|

nmeeT cnegywowmi eug;: "Her

T BrorkmHEN AocTyrE

noAaKN4YeHUs K cepBepy ynpaBieHUA. BriDepHTE yHETHYHO ZaMkck Windows An8 SHOHKMHOrO AOCTYNE:
CeTeBOe NOAKNIOYEHUE HEAOCTYNHO".
MA MoNb30EaTENA: I ISR _XUSER-GFK39E5GO ORz0D.., |
Mapone: I [T T]

~ A0CTYN € NPOBERKOA NoANMHHOCTH

ANA 3THX METOA0E NPOEEPKH NOANMHHOCTH HMA M Napons
NoNE30BATENA TPEGYHITCA B CREAYHILLM CNYyYanx:

- GHOHMMHEIR ADCTYN OTKAHYEH;

- AOCTYN OrpaHHYEH TaBnMLatH YNpaBneHHA A0CTynomM MTFS,

v BCTpOEHHaA NPOBEPKE NOAMMHHOCTH Windows

| KpaTkad NpoBEpka ANA CEPEEPOE AOMEHOE Windows

[~ OfpuHan (Napone 0TNPABNASTCA B TeKCTOEOM hopHaTe)
I MpoEEpKa NOANHHHOCTH B cHCTeme MET Passport

ACHEH Moy HOnYaHHRE I BeIGpate. .. |
GEAECTE: I BeIGpate. .. |

Ok I OTMEHS | CNpaEkKa |
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Secret Disk MS

Curtyauus

Npwv nonbiTKe OTKPbITh
aAMUHWCTPATUBHbIV Beb-nopTan B OKHe
bpay3epa nosensercs coobuieHne 06
ownbke "CrpaHuua He HaMAEHA" UK
"[ng pocTyna K 3ToMy Be6-ysny
TpebyeTcs BbINOAHUTL BXOA".

Mpu nonbiTKe goctyna k Be6-noptany B
H6pay3epe oTobpaxaercs cooblieHne
"Bad Request (Invalid Hostname)".

Mpu 3anycke Secret Disk Agent Ha
3KpaHe NOSIBASETCS OKHO C COOBLLEHNEM
"Het poctyna Kk cepepy. Pabouas
CTaHLMUS He 3aperMcTpMpoBaHa.

3A0 "Anapamn P.A.", 1995-2019 r.

Bo3moxkHas npuYnHa

HenpasunbHag HacTpoika |IS.

He yctaHoBneH komnoHeHT ASP.NET.

®ukcupoBaHHoe 3HauveHue IP-appeca.

Paboyas ctaHuMa nonb3oBaTens He
33aperucTpupoBaHa.

M3BecTHblE I'IpOﬁJ'IeMbI N nx peweHune

Bepcusa 3.0

PeweHnue

BbinonHuTe cnepyowme oencTems:

npoBepbTe, ycTaHoBeH v KoMnoHeHT ASP.NET (Myck - lMaHenb
ynpaeneHus = YcTaHoBKa U yfaneHue nporpamm > KomnoHeHTsl Windows
- CepBep NpUNoXxeHuit);

npoBepbTe, 4TOObI NOpT 8888 He Ucnonb3oBancs KakMM-nnbo Apyrum seb-
y3noM. Ecnm Takoi nmeetcs, To npu yctaHoske SDMS B 1S He BypeT co3paHa
3anucob ans Beb-noprana.

B amom cnyyae Heobxodumo HAa3Hayums eeb-y3ay Opyao0l nopm u
8bIN0IHUMb NOBMOPHYI0 ycmaHosky SDMS.

MpoBepbTe, 4TO6LI B HAacTpoikax IIS 6bln 3aaH NOAHBINM NYTb K FMABHOM CTpaHuLEe
noptana. [lng 3Toro BbINONHUTE CNeayoLme 0eiCTBUS:

1.
2.

W

5.

Haxxmute MeHto lyck = AOMuHucmpupogaHue =2 [ucnemyep cayx6 11S.
PackpoiTe BeTBb OMEHA, 3aTeM y3en Beb-y3nbl 1, HAXKaB NPaBOM KHOMKOM
MbILWW Ha NyHKTe Beb-y3en no ymonyaHuto > Bblbepute B KOHTEKCTHOM MEHIO
nyHKT Cgolicmea.

B okHe cBoICTBa packponTe BkNaaky JokymeHmsi.

Haxmute Jobasume v pobasbTte uma daiina - default.aspx. Haxxmute OK.
3akpoiiTe okHo Ceolicmea, Haxas OK.

B Oucnetuepe cnyxb IS (Mlyck =2 llpoepammel 2> AOMUHUCMpuUposaHue >
Lucnemyep cnyuo6 IS) packpoinTe BeTBb cepBepa BU3HeC-Nornku.

B BetBu Beb-y3nbl BbibepuTe SDMS u, WENKHYB NPaBOM KHONKOW Ha HEM,
BblbepuTe B KOHTEKCTHOM MeH NyHKT Cgolicmaa.

B oTKpbIBLIEMCS OKHE pacKpoviTe BKIaaky Beb-yzen.

Ecnu B none IP-agpec yka3aHo GUMKCMPOBAHHOE 3HAYEHME, CMEHUTE €r0 Ha
3Ha4yeHUs He NPUCBOEHDI.

Haxmute OK.

3apeructpupyite pabouyto ctaHumio yepes Beb-noptan.
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Secret Disk MS

Curtyauus

Owmnbka Npu co3naHnM BUPTYanbHOro
AMCKa.

0xe3020013

Mpu nogkntoyeHmmn K 6ase aaHHbIx SQL
cepBepa BO3HUKAET OlKnbKa
"HeBo3moxxHO nogknounTbca K MSVO-
SDE".

lNpv yaaneHuu npoaykTa nosiBiseTcs
OKHO C Hagnucbto "Owmnbka 1001,
nporpamMma yaanseTcs U3 Crnucka
yCTaHOBAEHHbIX. Cnyxba
SDMSEngineSvc_default He yaansercs.
[Mpn NOBTOPHOM yCTAaHOBKE MPOAYKTA
NosBNAETCS OKHO C Haanucbio "Owmnbka
1001", a npoaoKeHUe yCTaHOBKM
HEBO3MOXHO.

Mpw HaBuraumm no pepe.y Active
Directory B HeM oToBpakaeTcst
HeakTyanbHas MHGOpMaLMa O CTPYKType
M KOHTeWlHepax 06bekToB.

Mpw HaBuraumm no pepe.y Active
Directory B HeM NpuCyTCTBYIOT
3/1EMEHTbI, KOTOPbIX SIBHO HET, U He
MOXET ObITb HU Y KOMMbIOTEPOB, HU Y
nonb3oBaTenen.

3A0 "Anapamn P.A.", 1995-2019 r.

Bo3moxHas npuYnHa

Co3paHue HeCKOMbKMX BUPTYaNbHbIX AUCKOB B
O[HOM 3arpoce.

MonbiTka GOPMaTUPOBAHMS TONLKO YTO
CO3[,aHHOr0 BUPTYaIbHOrO AMCKa.

HeBepHo 3agaH NyTb NoakaoYeHuUs K 6aze
DAHHBIX.

B MOMEHT AeMHCTansLMM NpoayKTa
npousowen cbon OC.

CepBep BbLIMOJHSET K3WMPOBaHWE AepeBa
KOHTeMHepOB 0OBLEKTOB.

BbiBeieHbl HEHYXXHblE UMEHA CUCTEMHBIX
KOHTeNHepoB.

M3BecTHblE I'IpOﬁJ'IEMbI N nx peweHune

Bepcusa 3.0

PeweHnue

nOBTopMTe npouenypy Co3naHuda BMpTyasbHbIX ANCKOB.

Ecnv owmnbka nosiensiercs NMOBTOPHO, Co34aBanTe ANCKM NO O4HOMY
nocnenoBaTesbHO.

MNpu nopkntoyeHnmn K 6ase faHHbIX 3a4aWTe NyTb, KOTOPbIMA COoepPXUT umMsa SQL
cepBepa B cneaywouem suae: [ums_komnbiotepa]\[umsa_SQOL_cesepal.
Hanpumep, ecnmn nmsa komnbtotepa: Hostl, umst SQL Server: SQL_Server_1 n

coefiMHeHue ¢ 6a3oi AaHHbIM no Nyt Hostl He npoxoauT, Hapo 3aAaTth MyThb:
Host1\SQL _Server_1.

Heobxoammo ypanuts cnyxby SDMSEngineSvc_default c nomMowbto yTuanThl sc.exe
(%systemroot%\system32\sc.exe).

MNpuMep 3anycka: sc.exe delete SDMSEngineSvc default

HacTpoika BpeMeHM XM3HM K3La 3343ETCA B KOHPUIYypaLUMOHHOM danne <katanor
ycraHoBku>\Server\Aladdin.SDMS.Engine.exe.config. BpemMs xu3Hu obbekTa B
K3lle 3a4aeTcs B CeKyHAax, no ymonyauuio — 300 cekyHa (5 MUHYT):

<add key="AdContainersCacheTimeout" value="300" />

B KoHdMrypaunoHHOM ¢arine, pacnonoXeHHOM MO CleAyLeMy NyTn <Katanor
yctaHoBkm>\Server\Aladdin.SDMS.Engine.exe.config, ykaxuTe UMeHa CUCTEMHBbIX
KOHTEWHEPOB, KOTOPbIE HE HYXKHO BbIBOAMTD:

<add key="disabledAdContainers" value="Program
Data;System;Applications" />
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Secret Disk MS

Curtyauus

MNpu paboTe ¢ Beb-nopTanom
aAMUHWUCTPUPOBaHUs, Bpaysep

CUTHANW3MPYET O CienytoLei npobneme:

"Security setting do not allow websites
to use ActiveX...", a Takxe He
0TODOPAXAKTCSA UM HEKOPPEKTHO
paboTaloT popup-oKkHa B Beb-nopTane.

Mocne kpuTHMueckoro c60s BbINOAHEHUS
naaHa obcny>xmMBaHus, Hanpumep, nocne
MPUHYAUTENbHOM OCTAHOBKM CepBepa
SDMS, nnaH 06cnyXMBaHUs MOXET
HEKOTOpOe BpeMSs He 3anyckaTbCs Ha
Apyrom y3ne knacrepa (npumepHo 30
CEeKyHA).

3A0 "Anapamn P.A.", 1995-2019 r.

Bo3moxkHas npuYnHa

Bkntouén Internet Explorer Enhanced
Security Configuration.

Ha ogHoM 13 y3n0B knactepa 6bii1 npepeaH
nnaH 06CnyXmMBaHMS.

M3BecTHblE I'IpOﬁJ'IeMbI N nx peweHune

Bepcusa 3.0

PeweHnue

Bpayzep 3anyweH Ha cepsepHoi OC, Heobxoammo oTknouuTh Internet Explorer
Enhanced Security Configuration.

Ecnu BbinonHeHue nnaHa 06CnyXMBaHMS HA OLHOM U3 Y3/10B 6bl10 NpepBaHo,
3anyck naaHa Ha ApyroM y3ne byaet 610KMpoOBaTbCSA Ha BpeMs, onpenensiemoe
napametpom HeartbeatInterval - no ymonyaHuio oH paBeH 30 cekyHaaM. Tonbko
Mo UCTEYEHWUM 3TOTO MHTEPBANA, NNaH 0BCNYXMBAHUS OyAET CUMTATLCS
npepBaHHbIM M ByLEeT BO3MOXEH €ro NOBTOPHbIW 3amycK.

[HKEY LOCAL MACHINE\SOFTWARE\Aladdin\Secret Disk Management
Server\Default\MaintenanceManager]

VIHTepBaﬂ yBe4OoMNEeHNdA 00 aKTMBHOCTM BbIMOSIHEHNA NNaHa O6Cﬂy>KMBaHVI$I:

"HeartbeatInterval"=dword:0000001le

[pyrvM BpEMEHHbIM NapaMeTpoM, KOTOPbI OTBEYAET 3a BbIMOMHEHWE NaaHa
06CNYXMUBaHUS, ABNSETCS MHTEPBAN NMPOBEPKM HANMUMUA NNaHa 06CNYXMBAHUS B
oyepeam Ha BbIMOHEHHE.

"QueueInterval"=dword:0000000a
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Secret Disk MS

Curtyauus

B SDMS Engine Log nuwyTcs 3anucu
cnepytowero Buaa: "Description: The
description for Event ID (1012 ) in
Source ( SDMS Engine Log ) cannot be
found. The local computer may not have
the necessary registry information or
message DLL files to display messages
from a remote computer. You may be
able to use the /AUXSOURCE= flag to
retrieve this description; see Help and
Support for details. The following
information is part of the event: Engine
is started.”

lpu BpeMeHHOWM noTepe coeamHeHus C
cepBepoM 6a3sbl AaHHbIX (MO YMOMYAHUIO
- bonee 4 MUHyT), cepsep
OCTaHaBAMBAETCS C OWMOKOM
"MpeBbiweH TMMUT KOIMHECTBA c60eB
npu nposepke coeauHeHus ¢ b/.
CepBep SDMS 6yanet ocTaHOB/EH.
MpoBepbTe HACTPOINKN COEANHEHUSA C
cepsepom b/."

3A0 "Anapamn P.A.", 1995-2019 r.

Bo3moxHas npuYnHa

HapylieHo conepxaHue kntoyei peectpa.

lNpeBblWweH TMMUT KonuyecTsa cboes npu
nposepke coeguHeHus c bA.

M3BecTHblE I'IpOﬁJ'IEMbI N nx peweHune

Bepcusa 3.0

PeweHnue

B kntoue peectpa HKLM\System\CurrentControlset\Services\Eventlog\SDMS
Engine Log\SDMS Engine Log He06X0AMMO 0OHOBUTb Cliefytolime 3HaYEHUS:

CategoryCount=0xA (10)

CategoryMessageFile=%CommonProgramFiles$\Aladdin Shared\Secret
Disk Management
Server\Eventlog\Aladdin.SDMS.EventlogCategories.dll

EventMessageFile=%CommonProgramFiles$\Aladdin
Shared\Eventlog\Aladdin.Common.EventlogMessages.dll

M3meHeHnsa BCTynatoT B cuny npm nepesanycke Eventlog Viewer.

Cepeep SDMS B npouecce paboTbl BbINOMAHIET NEPUOLUYECKYHO MPOBEPKY
COefIMHeHWs C cepBepoM 6asbl AaHHbIX. YMCI0 MOMBITOK M YacToTa NPOBEPOK
HacTpauBaeTCs B peecTpe, Npyu HE06X0AMMOCTU MOXHO CKOPPEKTUPOBATb 3TH
NnpaBuna B CNEAYIOWMX KITHYax:

1. WHTepBan NnpoBepKku COEAUHEHUS MNOCNE YAAYHOM MOMbITKM COeAUHEHUS (B
CeKyHAax):

L] [HKEYiLOCALiMACHINE\SOFTWARE \Aladdin\Secret Disk Management
Server\default\DatabaseManager]

o "ConnectionSuccessAttemptDelayInterval"=dword:0000003c

2. WHTepBan npoBepku coefuHEeHMs Nocie HeyaauHow NonbITkK (B CeKyHAAX):

. "ConnectionErrorAttemptDelayInterval"=dword: 00000014

3. MakcmMManbHoe YMCI0 NoCNenoBaTENbHbIX Heyaa4YHbIX NONbITOK NPOBEPKU
coeaomnHeHuns, nocne KOTopbixX cepBep OCTaHABNMBAETCA

] "MaxConnectionAttempts"=dword:0000000c

Ecnu 8 pamkax MOHUMOpPUH2a coeOUHeHuUs ¢ cepsepoM b/l sviseneHo, Ymo
gepcusi 6a3bl OAHHLIX HUME MUHUMALHO NOOGEPHUBAEMOL — MO Cepeep MAakxe
ocmaHasnusaemcs.
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Secret Disk MS

Curtyauus

Npu nepesarpyske KOMMbHOTEPA C
cepepoM SDMS, HacTpoeHHOro Ha
paboTy C NOKaNbHbIM 3K3EMMNASPOM
cepsepa MS SQL Server, cepsuc SDMS
CTapTyeT c owunbkoii: "MpeBbiweH AMMUT
KonMvecTBa c60eB Npu npoBepke
coepnHeHus ¢ b[l. Cepsep SDMS 6yaper
ocTaHoBneH. [poBepbTe HACTPOIKK
coeanHeHus ¢ cepsepom b/."

3A0 "Anapamn P.A.", 1995-2019 r.
14

Bo3moxkHas npuYnHa

HPEBbILIJEH JIMMUT KonunyecTtea cboes npu

nposepke coeauHeHus c b/.

M3BecTHblE I'IpOﬁJ'IeMbI N nx peweHune

Bepcusa 3.0

PeweHnue

Bo3MoxHO aBa peweHuns I'Ip06ﬂeMbIZ

1. YBenuubTe napaMeTpbl MOHUTOPWMHIA COEAMHEHUS C 6A301 fAHHBIX —
ConnectionErrorAttemptDelaylInterval u MaxConnectionAttempts.

2. JobasbTe B 3aBMcHMOCTH cnyxbbl SDMSEngineSve_default cnyxby MS SQL
Server npu NOMOLLY KOMaHAbl:

sc config "SDMSEngineSvc default" depend=
RpcSs/EventLog/MSSQLSERVER
Bmecto MSSQLSERVER Heobxoanmo ykasatb uMs ak3emnaspa cnyxbsl MS SOL
Server, HanpumMep: MSSQLSERVER (ans default-instance) unu
MSSQL$SQLEXPRESS - nng UMEHOBaHHOIO 3K3eMnnapa. MMs sk3eMnaspa MoXHO
NOCMOTpPEeTb Yepe3 OCHACTKY services.msc B noJsie "Service name". B pesynbraTte
[LO/XHA NOSIBUTLCS HOBAs 3aBUCMMOCTb CNYXO:

S, Services = [E]=
File Action View Help

|e=2EHc=Hm »unw

i Senvices (Local) | [T Sarvices (Local)

Aladdin SDMS Engine - default Properties (Local Computer) =

General | Log On | Recovery | Dependencies

Aladdin SDMS Engine - default Name Description Some senvices depend on other services, system diivers or load order
aroups. If 3 system component is stopped, or is not running propery,
dependert senvices can be affected.

Maddin SOMS Engine - default

. Active Directory C... Creates, ma...
Active Directory D... AD DS Dom...
Aladclin SDMS De...  Aladdin SD...

Description: % Aladdin SDMS En...  This service ... This service depends on the following system components

This service implements Secret Disk ANTS Performanc... Provides ass. =4 Remote Procedure Call (RPC)

Management Server business logic. Apache Tomeat6  Apache To. 48 DOOM Server Process Launcher

4y 5OL Server (MSSQLSERVER)
-4 Windows Event Log

Start the service

% Application Experi... Processes a.
 Application Host .. Provides ad...
: Application Infor... Facilitates t..
: Application Layer ... Provides su..
; Application Mana... Processes in..
ASPNET State Ser... Provides su... —
Background Intelli... Transfers fil.. o
Base Filtering Engi... The Base Fil...
Block Level Backu... Engineto p..
Bluetooth Support.
% Certificate Propag.. Propagates ..
% CNG KeyTsolation  The CNG ke...

£ COM+ Event Syst... Supports Sy...
oK Cancel
“; COM= System Ap... Managesth.. [ox [ Gmd |
Computer Browser  Maintains a... | STae——Tamuar ToTaTSyTE -
', Bdended { Standard
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Secret Disk MS

Curtyauus

MNMounck nonb3oBatenen u pabounx
CTaHumi m3 Active Directory Ha
CTpaHULLe perncTpaumm BbiMOIHAETCS
oueHb gonro (po 30 cekyHn v 6onee)

npu NycToM GUIbTPE U UCNOMb30BaHMM B
KayecTBe NapameTpa COPTMPOBKM Nons
"MonpasaneneHune” (OU). MNpu 3ToM nomck
MOXeT BO3BpaLLATb He BCe 06beKTbI (He
6onee 1000 - npu HacTporikax no
YMOJTYaHWIO0).

Mpw nobasneHnn paboumnx CTaHUMI Unn
nonb3oBaTenen yepes Beb-noprtan
nosBnseTcs ownbka "OwnbKa npu
NoNy4YeHUU CNUCKA paboumx CTaHLMIA U3
Active Directory” unu "Owmn6ka npm
nosy4eHUmn cnucka nosb3oBartenei us
Active Directory”. B daiin nora
BbIBOAMTCS Cefytoliee cooblueHme:
"ERROR ActiveDirectoryManager -
System.Runtime.InteropServices.COMEx
ception (0x8007202C): Cepsep He
noanepxuneaeT Tpebyemoe KpUtudeckoe
pacwupeHune”. Minu: "ERROR
ActiveDirectoryManager -
System.Runtime.InteropServices.COMEx
ception (0x8007202C): The server does
not support the requested critical
extension”. [1p1 3TOM uncno 06bLEKTOB B
foMeHe 6n1m3ko Kk 10000 nnu npesbiwaeT
3T0 3HAYEHMUe.

3A0 "Anapamn P.A.", 1995-2019 r.
14

Bo3moxHas npuYnHa

BbinonHeHa copTupoeka no nonto OU.

Pa3mep BpeMeHHOM Tabnuupl
MaxTempTableSize B 6a3e gaHHbIX Ans
COPTMPOBKM 1 BbIBOPa MPOMEXYTOUHbIX
pe3ynbTaTOB HEAOCTATOUHbIN.

M3BecTHblE I'IpOﬁJ'IEMbI N nx peweHune

Bepcusa 3.0

PeweHnue

3HaueHne OU He xpaHuTCa HenocpeacTBeHHO B SDMS, no3ToMy A BbINONHEHUS
COPTMPOBKM NO 3TOMY MO0 HEOHXOAMMO BbIrpy>KaTb BCE 3anuncu m3 Active
Directory B namstb cepBepa 1 COPTMPOBATL UX YXKe Ha cTopoHe SDMS.
PekomMeHayeTcs He BbINOMHATL COPTUPOBKY No nonto OU, nnbo orpaHnymBaTth
00beM pe3ynbTUPYIOLLMX AAHHbIX NPY NOMOLLM GUIbTPA NOUCKA UK YKA3aHMEM
KOHKPETHOro 06bekTa-KoHTelHepa. MakcMMabHOe KOMYeCTBO BO3BpaLLaeMblX
00bEKTOB MOXHO HAaCTpoUTb Yepes nonuTuku LDAP npu nomowm ytunutel
Ntdsutil.exe - napameTp MaxPageSize.

Heobxoammo yeennuntb napametrp MaxTempTableSize — MakcuManbHbIM pazMep
BpEMEHHOW Tabnuubl B 6a3e JaHHbIX 419 COPTUPOBKM U BbIBOpPA NPOMEXYTOUHbBIX
pesynbtatoB u3 Active Directory yepes npotokon LDAP. [ing 3toro
nocnenoBaTesibHO BBOAATCS KOMaHAbI:

Ntdsutil.exe
LDAP policies
connections

connect to server DC-NAME.your-domain.local (yxa3aTb IIOJIHOE WMMS
KOHTpPOJIJIEpa OOMEeHa)

q
Show Values (moijpkHa oToOpasmMThbCsa TeKymas noamTuka LDAP)

Set MaxTempTableSize to 50000 (ycraHoBMTH TpebOyeMOe 3HadYeHME — B
3aBMCHUMOCTM OT KOJIMUYECTBa XpaHMMEIX B Active Directory o6mexToB)

Commit Changes
Show Values - y6e,EI,MTbCFI, YTO 3Ha4YeHMa NPpUMEHUNUCD

[anee HeobxoaMMO nNpoun3BecTu nepesanyck cepsuca Active Directory Domain
Services (NTDS)
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Secret Disk MS

Curtyauus Bo3morkHas npuumnHa

Kak BOCCTaHOBWUTb MHPPACTPYKTYPY
Secret Disk Enterprise nocne nageHus
cepBepa, Ha KOTOPOM YCTaHOBJIEH
SDMS?

MNapeHne cepsepa.

Ha Windows Server 2012 ycTaHoBka
MPOAYKTa MPOXOAMT YCMELLHO, HO NpK
obpalleHmm K w3y uin seb-noprtany
[IS nponcxonsT owmnbKu.

He HactpoeHa cnyxba IIS.

3A0 "Anapamn P.A.", 1995-2019 r.
14

M3BecTHblE I'IpOﬁJ'IeMbI N nx peweHune

Bepcusa 3.0

PeweHnue

3a 6onee noapobHOM MHDOpMaLMen 06paLlaiTeCh K MCTOYHUKAM:
http://support.microsoft.com/kb/315071,
http://support.microsoft.com/kb/315071/ru

[na BocctaHoBneHus nHbpacTpykTypbl Secret Disk Enterprise nocne nageHus
cepBepa Heo0b6Xx0AMMO BbINOMAHUTbL CleaytoLme Wwaru:

1. BocctaHoBMTb 633y AaHHbIX SQL M3 aKTyanbHOW pe3epBHOM KONWUM.
2. YcrtaHosuTb Secret Disk Management Server ¢ ucnonb3oBaHueM
CyLLecTBytoLWEeN KOHDUIypaLmu.

B Windows Server 2012 no ymMon4aHuio ycTaHOBNEHbI 60nee CTporne HacTpomku
[IS. Mo3atomy, nepen yctaHoBKoM SDMS HeobxoanMO NpoBepUTb U YCTAHOBUTL
cnepylowme Hactpoviku IIS:

1. Bxawouutb onumun "Modules” n "Handlers" B paspene "Feature delegation™

e oTkpbITb IS management;

e  BbIOpPATb y3eN B OCHACTKE C UMEHEM CepBepa;

e BbIOpaTh B OKHe cnpaBsa pa3gen Feature delegation;

e BKIOUUTL onumm "Modules” u "Handlers" B pexuM read/write.

2. Bxnwouutb onumm B pasaene "ISAPI and CGI Restrictions™:

e  oTKpbITb IS management;

e  BbIOpPATb y3eN B OCHACTKE C UMEHEM CepBepa;

e BbIGpaTh B OKHe cnpasa pasgen "ISAPI and CGI Restrictions”;

e B KOHTEKCTHOM MeHI NyHKTa "Active Server pages" Bbibpatb "Edit feature
settings”;

e  BK/IOYMTb BCE OMLMKU B OTKPbIBLIEMCS LMANIOrOBOM OKHE:
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Secret Disk MS Bepcusa 3.0

Curtyauus Bo3morkHas npuumnHa PeweHne
Connections ~ i Alerts

QJ' ISAPI and CGlI Restrictions -
<, & 3 i) TheCGlm
- installed. Y
:f' Starcbage Use this feature to specify the ISAPI and CGl extensions CGl applici
478 TFSTZNZX& (2012X6M\AutoT | 4t can run on the Web server. allowed to
L.} Application Pools not be abk
b (8] Sites Group by: No Grouping - CGl modul

Description® Restriction Path
Active Server Pages Allowed %ewindil

Add...

Edit ISAPI and CGl Restrictions Settings |2

[v Allow unspecified CGI modules

[v] Allow unspecified ISAPI modules

[ OK ] Cancel j ‘

Kak ycTpaHuTb npobnemy c 3aaep>KKom Ynpasnsatowmii cepep SDMS n CYB[ MS SQL  Y6eauTecs, uto ynpasnaowmin cepsep SDMS n CYB[, MS SQL Server ycTaHOBNEHbI
oTk/nMKka web ui? Server ycTaHOB/IEHbl HA OAHOM KOMMbIOTEPE. Ha pa3HbIX KOMMbOTEPAX.

1. Wcnonb3oBaHue MX Ha OOHOM KOMMbIOTEPE HE pEKOMEHAYETCS BO U3bexaHue
CHUXKEHWS NPOU3BOANUTENIbHOCTM.

2. YBenuubTe MakCMManbHO 3HaYeHWe Nyna coeanMHeHui. [1ns 3Toro BbINOAHUTE
cnepylme OeicTBuS:

e ocTtaHosuTe cepsuc Aladdin SDMS Engine;

e 3anycTuTe pefakTop peecTtpa regedit, HaMauTe B BETKE
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\Secret Disk Management
Server\Default\DatabaseManager kntou ConnectionString;

e ykaxute B ConnectionString HOBbIM pa3Mep nyna. [lng aToro gonuwure B
KOHLLe CTPOKM noakntoueHus napametp Pooling=True;Max Pool Size=200

e ConnectionString=Packet Size=32767;user
id=SDMS_USER;password=SDMS_PASSWORD;Initial
Catalog=SDMSDB;Data Source=sqlserver\sql2012;Pooling=True;Max Pool
Size=200;

e 3anyctute cepsuc Aladdin SDMS Engine;

®  BbIMOJIHUTE JIOFMYECKUIA CTApT CepBepa U NOAKIOUUTE KPUNTOXPAHMMULLE
npu npunoxenus AreHt Secret Disk Management Server.

3A0 "AnapaouuH P.A.", 1995—-2019 . M3BecTHble NpobneMbl U UX pelleHne My6nnuHbIN Crp. 13/
14



Secret Disk MS

Curtyauus

Mpu MHCTanNSaUMM NPOAYKTa BO3HUKAET
coobuieHne "CoBMeCTMMOCTb MeTabasbl
IIS 6 pomkHa 6bITb ycTaHOB/IEHA".

OTKprTMe K/IMEHTCKOM CeCCUmn Unm
nony4yeHue Kawa KNMMEHTOM BbINONTHAETCA
ONUTENBbHOE BpeEMA.

3A0 "Anapamn P.A.", 1995-2019 r.
14

Bo3moxkHas npuYnHa

He yctaHoBneH komnoHeHT Windows
"CoBMecTMMOCTb ynpasneHus 1S 6"

YpanéHHbiv LeHTp cepTuduKaumm

HeLoCTYMeH.

M3BecTHblE I'IpOﬁJ'IeMbI N nx peweHune

Bepcusa 3.0

PeweHnue

3. [lo yMON4aHuWIO KIMEHT OAMH pa3 B MMHYTY NocblnaeT 3anpoc Ha SDMS ang
NoNy4YeHUs HOBbIX COODLLLEHMI ANig Hero. [LJaHHbIM MHTepBan MOXHO
yBenuunTb. [1ns 3TOro Ha KaxaoM KIMEHTE M3MEHUTE NapaMeTp peecTpa
SDMSWaitingForGetMessages (Makcumym = 3600). B 3ToM cnyyae KAMeHT
byLeT NbITaTbCs NONYYUTb OOHOBNEHUS OLMH pa3 B Yac.

Heobxonnmo yctaHoBuTb koMnoHeHT Windows "CoBMecTMMOCTb yripaBneHus 1S

6"

Ha cepBepHoi CTOpOHE HAaCTPOEHbI CAULLKOM CTPOrue npaBuia NpoBepKU
cepTmudmKaToB. 3a4anTe MeHee CTPOryto NOAUTUKY NPOBEPKU CepTUDUKATOB UK
OTKHOUMTb €E.
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