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1. BBepgeHue

Hacroawuii LOKYMEHT COpepPXMT pyKOBOACTBO aiMMHUCTpaTopa be3onacHocTu cepeepa SDMS,
ucnonbsyemoro B npopyktax SDE sepcuun 2.7.5 u SDSNET Bepcum 2.7.5, npu ycTaHOBKE 0GHOBNEHUN
MS Windows ypoBHS si4pa, TpebyLWMX BPEMEHHOMO CHATUS 3aLWMTbl C CUCTEMHOIO AMCKA paboyent
CTaHLUMM C YCTAHOBNEHHbIM areHToM SDA.

OnucbIBalOTCA peKoMeHaLMmM No NOArOTOBKE XeCTKOro Aucka paboueit cTaHLmMKM K 6e3onacHom
3KCMyaTauum 1 npoueccbl, conpooxaatowwme obHosneHms OC.
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2. TexHonoruvA yctaHoBKM obHoBNeHWn Windows ypoBHA AQPa
B HacTosweM pasgene pa3bupatoTcs 0CHOBHble TuMbl 06HoBNeHM OC Windows.

2.1  YcnosHasa Knaccudurkauna obHOBEHWNIA

Bce obHoBneHMs Microsoft MOXHO YCNOBHO pa3fennTb Ha TpU Knacca:
e 0ob6HoBneHus npunoxenui Microsoft (Office, Visio, Project etc.):

— B 6ONbLIMHCTBE Cly4aeB He TpebyeT nepe3arpysku, a MeHeLkep 06HOBNEHMI NpeasiaraeT 3aKpbiTb U
33aHOBO OTKPbITb MCMO/b3YEMOE NMPUNOXKEHHUE;

- B peaoKux cnyyaax npegsaraet nepesarpy3sntb CUCTEMY.
e obHOBneHne komnoHeHToB OC:

— B 6GonbWKMHCTBE CNy4YaeB TpebyeT nepesarpysku CUCTEMbI /sl TOFo, 4ToGbI NoC/e nepesarpysku Gbin
noarpy>eH o6HOBNEHHbIN ApaiiBeEP UM KOMMOHEHT;

— B pefKMX CNy4asix KOMMOHEHT MOXET ObiTb Nepe3arpyXeH B NamaTb "Ha NeTy", eC/iM AaHHbIA BUL, CEpBUCA
ceiyac He Mcnonb3yeTcs.

e 06HOBNEHMe aapa (cOopku):

—  Haubonee CNOXHbIM B peanusaumu BapuaHT 06HOBNEHUS, NpeanonaraoLLmii 3aMeHyY rMaBHbIX
mexaHmnsmos OC;

—  NpOM3BOAMTCA TONIbKO Yepes 3arpy3unka OC, 3ameHstowmin Gainbl 4pa Ha HOBbIE.

WmeHHO mpemuli apuaHm 06HosAeHUl scmynaem 8 KOHQJIUKM C Npo2pamMMHbIM obecneyeHuem Secret
Disk, ecnu cucmemHsIl OUCK 3aWULieH (3awu@posat).

Takxe ¢ secHbl 2018 200a nosigunocs 06Ho8EHUE, HanpasieHHoe Ha bopbby ¢ supycamu. Takue
06HosneHus Haszvigarom SSU (Service Stack Update). Takoe 06HogneHuUe Moxem 8bIX00umb Yyauie, 4em
06Ho8/1eHUe COOPKU, HO MAKIKe 8bI3b18aMb KOHOAUKM C 3aWUGPOBAHHbBIM QUCKOM.

2.2  Twunbl KOHPAKKTOB ¢ MO Secret Disk

YcnoBHO BCe TUMbI KOHCD)'IMKTOB MOXXHO pa3faennTb Ha 2 Knacca:

1. W3meHeHue pasmepa aumcka.

2. 3aMeHa 3arpysuuka.

3. 3aMeHa CTeka ApaviBepos.
[lepsbie dsa usmMeHeHUs 6710KUPYOMCS Npo2pamMMHbiM obecneyeHuem Secret Disk 5 NET unu Secret Disk
Enterprise, ecnu uameHeHue kacaemcs 3awU@pPo8aHHbIX OUCKOB.

OTcyTCcTBME BNOKMPOBKM MOC/E 3aMEHbI 3arpy3unka NpUBEAET K KPUTUUECKON CUCTEMHOM OLLIMbBKe
(BSoD).
Tpebyemcs nepezanyck komnstomepa u 3anyck OC 8 pexume safe mod (6e3onacHeili pexum) u
OeuHcmannayus npodykmos Secret Disk.

2.2.1 VI3MeHeHMe pa3mMepa AMCKa

310 nepBasa u Heobs3aTeNbHag YacTb (OHa KaCaeTCqd TOJIbKO ANCKOB C HEKoppeKTHOl;I p836MBKOVI).

I O pekomeHA08aHHOU pa3buske wecmkozo ducka no0pobHO HaNUCAHo 8 caedyruiem pasoesne.

Owwnbka nponcxoamT u3-3a Toro, 4to aparnsep OC "He BnamT", 4To BeCb pasaen 3awmndposaH. OC, He
3aMeyasn rpaHuy, 3awnMdpoBaAHHOIO AUCKA, NbITaeTcs M3MeHUTb pasMep. B Secret Disk gparisep
wndpoBaHMs ToMa paboTaeT N0 HOMEpPY CeKTOPa, BbIYMCAAA KoY WndpoBaHMS M Npeobpasys cekTopa
13 onpeLeneHHoro auanasoHa. Ecnum otknounts 610KMPOBKY U3MEHEHUS pa3Mepa TOMa, TO
ocBoboaumBLieecs, ¢ Touku 3peHus OC, mecTo byaeT no-npexHeMy wWndposaTbcs. Ho gocTynHo Ha
yTeHue 3To nNpocTpaHCcTBO Byaet Tonbko B OC, npu 3anyweHHoM Secret Disk.
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MNo3ToMy cneumanbHas GyHKUMS B ApaliBepe BNOKMpYyeT n3MeHeHMe pa3Mepa 3aluMppoBaHHOro ToMa.
Korpga OC tpebyetcs 3107 B cnegylowwmx cnyyasx:

e nonb3oBatenb 06HoBngeT OC ¢ Windows 7 Ha Windows 10 npu 3awmdpoBaHHOM cMCTEMHOM ToMe: B
Windows 7 He 6bino pasgena MSR;

e  0N1b30BaTE/lb UMEET Pa3bMBKY AMCKA C MUHMMASbHBIM Pa3MEpPOM pa3fena BOCCTAHOBNEHWS: HOBbIM
Ty[a He NoMeLlaeTcs;

e nonb3oBatenb Ha Windows 8 BkOUMA "aBTOMATMYECKYH YCTAaHOBKY BCEX TUMOB OOHOBNEHWIA", ANCK
He uMeeT CBOHOAHOr0 Hepa3Me4YeHHOro NPOCTPAHCTBA U Ap.

Ymobbl ynpocmume 3KCnayamayuto U MUHUMU3UpO8ams nomepu 6e30nacHocmu npu 06HosAeHUU
pekomeHOyemcsa npudepmusamscs peKoMeHA08aHHOU cxeMbl pazbusku pasdesnos.

2.2.2  3aMeHa 3arpy34rKa UEFI (BTopor 3Tan 06bHOBNEHUA AAPa)

Hanbonee apko obHoBneHune nposiensietcs Ha OC MS Windows 10. HaunHas ¢ 3Tol Bepcuu, KOMNaHUS-
npou3BoAMTENb NepecTana co3aaBaTb BHewwHWe Bepcum, nameHsas OC usHytpu.

BHe 3aBucuMoCTH OT TOro, Hbl1a NONbITKA U3MEHEHWUS CUCTEMHOMO AMCKA MM IOTMYECKOro ToMa, Uiun
HeT, Npu 3ameHe sapa OC obs3aTenbHO NpoM3oMaeT 3aMeHa 3arpy3umka, o yem OC BHecéT 3anuch B
davin, onpepensowmin NOPSAOK 3arpy3Ku.

Mpu nepesarpyske ¢ 06HOBIEHUEM sApa CUCTEMA He ByLeT 3arpyKaTb 0ObIYHbIN CTEK ApaiiBepoB, a
6yneT 3aHMMaTbCa 06HOBNEHUEM (3aMeHoM) danoB gapa, 4Tobbl Mocne ovyepeHON nepesarpysku
cTapToBano Hoeoe aapo. CneumanbHble GYHKUMM ApaiBepa CUCTEMHOIO TOMa B/10KMPYIOT U3MEHEHMS,
coobuwas 06 3ToM cepsepy ynpasnenus (ons Bepcuit SDE 1 SD5 NET).

[ng koppekTHOro obHoBNeHUSs sapa cepsep ynpasneHns SDMS, nonyyas cneunanbHble U3BELWEHUS OT
paboymx CTaHLMI, MOXET NOLFOTOBUTb paboune CTaHLUMMU K YCTaHOBKE OOHOBNEHMI.

2.2.3 06HOoBNEHMe CTeKa 06CyHnMBaHMA (CTEKa ApanBepPOB)

MNpu yctaHoBKe 06HOBNEHMI TUNa SSU onepaunoHHas cucteMa Npou3BOAUT MHOXECTBEHHYHO
nepesarpysky, 04HaKO0, OHa OT/IMYAETCS OT NPUBbIYHBIX HAM "XONOAHOM" U "ropsyen” nepesarpysok:
OHa HenosiHag, He 06paLLAeTCa K 3arpy3umnKy, UCMOb3ys CBOM, MPOMEXYTOUYHbIA. Ha 3aWwmwéHHoM
ancke C Takow BapMaHT YCKOPEHHOW nepesarpysku NpoxoamT A0 onpefenéHHOro MoOMeHTa: noka
cucTeme He TpebyeTcs neperpysutb BeCb CTeK ApaiBepoB. B aToM cnyyae obHOBNEHHAs cucTeMa
MOXeT NponyCTUTb 3arpysKy AparBepa cucteMHoro aucka Secret Disk. lNockonbky BC& npoCTpaHCTBO
AMCKa 3aWndpoBaHo, To cucTeMa npocto "Tepset” auck C. 3TO paBHOCUILHO €ro yAaneHuto us
CUCTEMBI, NOCNE Yero aenaet "0TKaT' NaMsaTu B NpexHee COCTosiHMe, YToObl He NOBPeAuTb AaHHbIE,

Hawe nporpammHoe obecneyeHne He BMELIMBAETCS B NPOLLECC YCTAaHOBKM OOHOBIEHMI — 3TO HaLWa
NpUHLUMMMANbHAN NO3MLMS, U CBA3aHA OHA Npexae Bcero ¢ 6e30nacHoCTbio MHhOPMaLMK HaLKX
nonb3oBaTenein. Kpome 10ro, pefiko, HO Cy4yaeTcs, 4To 06HOBAEHMS ONEPALMOHHON CUCTEMbI NPUBOAAT
K omnbKaM B paboTe KOMMboTEPA. A 3TO 3HAUUT, YTO MOXKET NOTPEOOBATLHCS BOCCTAHOBNEHUE
HekoTopbIx daiinoB. Ho Ha 3aLMLEHHOM M HE CMOHTMPOBAHHOM CUCTEMHOM AMCKE OMNepaLMOHHas
CUCTEMa, 3arpyxeHHas, K npumepy, ¢ CD-aucka, He CMOXEeT NPOM3BECTU OMepaLMi0 BOCCTAHOBIEHUS.

MMeHHO N03TOMY, Mbl CYUTAEM HeobX0AUMbIM CHATME 3aLMUTbl C CUCTEMHOIO AMCKA Ha BpeMA
YCTAaHOBKMU CZTOXHbIX O0OHOBNEHMIA.
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3. PexkomeHOaumy No noaroToBKe MeCTKOro AMCKa anAa
ycTaHoBKy OC Windows

B 6onblWMHCTBE Clly4aeB CMCTEMHbIE aAMUHUCTPATOPbI UCMONb3YIOT Pa3MeTKY XeCTKOro AMCKa,
npoussogumyto OC npu yCTaHOBKe, MK ycTaHaBanBaoT HOBY0 OC noBepx paHee yCTaHOBEHHOM,
COXPaHAN yCTapeBLUYH pa3MeTKy.

B HacTodweMm pa3aene npuBeneHbl TPeHOBaHUS K pa3MeTKe XeCTKOro AMCKa Npu NNaHUpoBaHUK
ncnonb3oBaHus MO nuHenkn Secret Disk. Tpe6oBaHMS OCHOBaHbI HA OPULMANBHBIX PEKOMEHAALMIX
MSDN.MICROSOFT.COM.

3.1  06waa nudopmayma

B Hacmoswem 0okymeHme He paccMompeH y3kuli ceemeHm poiHka [1K, ucnons3yrowuli ycmapesuyto
gepcur EFI (knacc 1), komopas ucnonszyem cmpykmypy pazdenos GUID (GPT).

3.1.1 BcrpoeHHoe N0

UEFI (knacc 2): ucnonb3yet cTpykTypy pasgenos GPT. Takxe coaepXut Moayfib NOA4EPXKU
coBmectumocTu (CSM), koTopbI MO3BONSIET UCNONb30BaTh GyHKUMKM BIOS, Bkntoyas cTpykTypy
pasgenos MBR. 3T1oT Moaynb BO BCTPOEHHOM 1O MOXHO BKIHOUMTL MM OTKAKOYMTb. [py nnaHMpoBaHum
ucnonb3oBaHus Secret Disk HacToaTENbHO peKOMEHAYEM OTKIHUYUTL MOAYJb U UCMONb30BaTh
NOMHOLLEHHYI0 CTPYKTYpy GPT.

UEFI (knacc 3): ucnonb3yet cTpyKkTypy pasaenos GPT.

BIOS: ncnonb3syet cTpykTypy pasgenos MBR (master boot record - ocHOBHag 3arpy3o4Has 3anucs).
3.1.2 CucremHbln pasgen

YCTPOMCTBO AO/MKHO COAepXaTb CUCTEMHbIN pa3gen. Ha anckax GPT oH Ha3biBAeTCS CUCTEMHbLIM
pasnenoM EFl unu ESP. Pazgen 06614HO XpaHMTCS HA OCHOBHOM XeCTKOM Aucke. YCTpOWCTBO
3arpy)xaeTcs B 3TOT pasger.

MuHUManbHbIN pa3mep pasgena coctasnseT 100 Mb, a ans auckos Advanced Format — 260 MB, u oH
LLOMKeH 6bITb 0ThOpMaTUpPOBaH B popMaTe dainos FAT32.

3.1.3 MSR-pa3gen

B Windows 10 ans anckoB Ha 6a3e UEFI/GPT 6bin1 yMeHblUEH peKOMEHA0BAHHbINM pa3mep pasgena MSR
co 128 Mb no 16 Mb, ogHako peKkoMeHAyeTCs COXpPaHUTb pa3aen paBHbiM 128 Mb ans coxpaHeHus
COBMECTMMOCTH. PazMepbl COBPEMEHHbBIX XECTKUX AMCKOB AOCTATOYHbI, YTOObI HE POKYCMPOBATLCS Ha
3koHomuu 100 MB.

3.1.4 Pa3pgen Windows

Pazpen ponxeH 3aHMMaTh He MeHee 20 I'b LMCKOBOro NPOCTPaHCTBA ANst 64-pa3psaHbiX BEPCUM U He
MeHee 16 b pna 32-paspagHbix. Pasgen Windows Heobxoanmo otdopmatmpoBatb B NTFS.

PekomeHayeTcsa co3gaBaTb pasaen MuHumym 406, OnTuManbHbIM 3HaveHueM 6yaet (40Mb6+Pasmep
03Y). Tak onsa Haubonee pacnpoctpaHeHHbix K ¢ O3Y 4 I'b pa3pen 6ynet umets pasmep 44 Ib.

3.1.5 Pa3gen cpencrts BOCCTaHOBIEHMA

B paspene nomkHO 6bITb 4OCTAaTOMHO MecTa Ans obpasa cpefcTB cpenbl BocctaHoBaeHus Windows
(winre.wim, 06b14HO 250-300 MB, B 3aBMCMMOCTH OT f,0BaBNEHHOrO 63a30BOro 3blKa M HACTPOEK), a
TaKXXe A0CTaTO4YHO CBOBOLHOIO NPOCTPAHCTBA, YTOObI CNyXebHble NporpaMMbl pe3epBHOr0
KOMMPOBAHWS MOTIM 3anucaTb pasgen.
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Ecnu paspen ot 300Mb no 500 MB, To HeobxoanMo MuHuMyM 50 MB cBoboaHOro NnpocTpaHcTea.
Ecnu paspen 6onbwe 500 MB, To Heob6xoanumo MuHmnMyM 320 Mb cBo6oagHOro NpoCcTpaHCTBa.
Ecnu paspen 6onbwe 1 I'b, pekoMeHpyeTcs MUHUMYM 1 B cBoH6OAHOrO NpoCTpaHCTBa.

Insa 31oro pasgena Heobxoanmo mcnonb3osatb M tmna: DE94BBA4-06D1-4D40-A16A-
BFD50179D6AC.

Pekomerdyemcs dename pazden pasmepom 1 ['b u ocmasnsme nocne Hezo 1 b c80600H020
npocmparcmaa.

3mo no3gonum Windows u3meHsmes U no8mopHo co3dasame pasoesn, eciu 045 6ydyuux o6HosaeHul
nompebyemcs 06pas 018 80CCMaHoseHuUs 6obLe20 pasmepd.

3.1.6 Pa3gen nonb30BaTeIbCKUX A3HHbIX

BONbWMHCTBO faHHbIX NOSb30BaTeNs (pabounii CToN, [OKYMEHTbI, U30OpaXKeHUs, My3blka U T.4.) MOTyT
6bITb MepeHanpasfieHbl HA TOrMYecKuiA TOM (pasaen aucka, He copepxawmii nporpamm 0C). Takoe
pacrnonoxeHue ynpoliaet 06HOBNEHNE CUCTEMbI U 0BNeryaeT CMCTEMHbBIM aAMMHUCTPATOPaM Co3aHue
pe3epBHbIX KOMWIM NOMNb30BATENbCKUX AAHHbIX.

Takux pa3fenoB MOXeT 6biTb HECKO/IbKO, HO LOCTATOYHO OJHOrO.

3.2 T[logrotoska HDD gnAa KoMnbioTepoB co BCTpoeHHbIM MO UEFI BIOS Kknaccbl 2, 3

System MSR User Data Recovery Free
space

PucyHok 1. Makem pa3z6uerus UEFI/GPT ducka no ymonyaHuro

B npuBenéHHOM Huxe npumepe KomaHaHoro danna DISKPART nokasaHo Kak MOXHO KOPPEKTHO
NOArOTOBUTDL XKeCTKUM anck K yctaHoske OC Windows ot Bepcumn 7 o sepcum 10.

B npumepe, uto6bl M3b6exaTb BO3MOXHbIX KOH(DIMKTOB, HA3HAYaOTCS ceaylowme 6yKBbl AMCKAM:

S - System;

W - Windows (nocne nepesarpysku 3ToMy pasaeny aBTomaTuyecku byaeT npuceoeHa 6ykea C);

U - User Data (nocne nepesarpysku 3TOMy pa3fenly aBTomatuuecku bynet npucsoeHa bykea D);

R - Recovery.
bykea X He Moxem 6bimb UCNO0/Ib308AHA, NOCKO/IbKY OHA 3ape3epsuposaHa 0151 cpedsi NpedyCmaHo8Ku
Windows.

Bce daHHbie Ha nepgom (no cuémy) wécmkomM ducke 6yOym ymepsiHbl noce e2o pas3bueHus.

MpuBeOEHHBIM HUXKE NpUMeEp HEOBXOAMMO COXpPaHUTL B TEKCTOBbIN daiin UEFI-GPT.txt n coxpaHuTb Ha
BHewHeMm USB-HakonuTene.

rem == UEFI-GPT.txt ==

rem == JlaHHBIE KOMAaHIBl NpelHas3HadueHH »0Jig nporpamMel DiskPart
rem IOJid CcOo3OaHuda nATK pasznesioB Ha UEFI-GPT koMneoTepe.
rem == [[py HEOOXOIVMMOCTM YyCTaHOBMTE HYXHBE pPa3MEePEL

rem pasnesioB, COOTBETCTByWIMe BammM TpeOoBaHUAM ==

select disk 0O

rem == Cjylemyomas KOMaHIa IOJIHOCTBHI OUMCTMUT IMCK!
rem == Ecau TpebyeTcsa COXPaHUTL pas3nejl C 3aBOICKUM oOpasoM,
rem == CKOpPpekTupylhTe odamu!

clean all

convert gpt

rem == 1. System partition
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create partition efi size=260

format quick fs=fat32 label="System"

assign letter="S"

rem == 2. Microsoft Reserved (MSR) partition ======

create partition msr size=128

rem == 3. Windows partition
create partition primary size=44000
format quick fs=ntfs label="Windows"
assign letter="uw"

rem == 4. User Data partition
create partition primary
shrink minimum=2000

format quick fs=ntfs label="User Data"

assign letter="U"

rem == 5. Recovery tools partition
create partition primary

shrink minimum=1000

format quick fs=ntfs label="Recovery tools"

assign letter="R"

set id="de94bba4-06d1-4d40-al6a-bfd50179d6ac"

gpt attributes=0x8000000000000001

list volume

exit

Mpepnonoxum, uto BHewHun USB-HakonuTtens umeet 6ykBy F, Toraa 3anyck pasbueHuns aucka Ha
BHHOHHEHMEAOHXGH6bﬁbBHHOﬂHEHKOMaHAOW

DiskPart /s F:\UEFI-GPT.txt

3.3 Nogrotoska HDD ana koMnbioTepos co BCTpoeHHbIM 10 BIOS (Legacy BIOS)

Mpwu paseepTbiBaHnM Windows Ha ycTpoictee Ha ocHoBe BIOS xécTkne gucknm HeobxoamMmo
dopMaTupoBath € NnoMolLLbo dannosor cuctemsl MBR.

Windows He noddepxweaem ¢atiinosyrw cucmemy GPT (mabnuya ¢ GUID pa3denos) Ha komMneromepax
Ha ocHose BIOS.

Y amcka MBR MoxeT BbITb 40 YeTbIpex CTaHAAPTHbIX pa3aenos. O6bIYHO 3TM CTaHAAPTHbIE pPa3aenbl
Ha3HA4aKTCS OCHOBHbLIMM pa3aenamu.

Mpu ncnonb3oBaHMM peKOMEHLOBAHHOIO pa3bueHns Ha pasaenbl 3TOr0 KOAMYeCTBa 40CTaTOuHO,
0[HaKO, IMCK MOXEeT COAepXKaTb pa3aen oT Npou3BoAnUTeNs (06bIYHO B KOHLLE pa3MeTKK), KOTOPbIi
noTpebyeTcs COXPaHUTb.

System User Data Recovery Free
sbace

PucyHok 2. Makem pa3bueHus BIOS/MBR ducka no ymonyaruro

BykBbl pa3fnenos Ha3HA4aKTCA aHanorMyHo npumepy ans GPT Bbiwe.
Pasnen BocctaHoBneHus ans BIOS/MBR komnbloTepa ponxeH umetb naeHtudukaTtop 27.

MpuBeaEHHbIN HMXKe NpuMep HeEOOXO0AMMO COXPaHUTL B TeKCTOBbIN darn BIOS-MBR.txt u coxpaHutb
Ha BHewwHeM USB-HakonuTene.

rem == BIOS-MBR.txt ==

rem == JlaHHBIE KOMAaHIEl MNpelHas3HadeHH OJi4 NporpamMel DiskPart
rem IJIA CO3OaHus dYeTepex pasnesob Ha BIOS-MBR KOMIBIOTEpPE.
rem == [Ipy HeOOXOAMMOCTM YCTaAHOBMTE HYXHHE pa3Mephl

rem pasnesioB, COOTBEeTCTByWuMe BammuMm TpeBoBaHMAM ==

select disk O
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clean

rem == 1. System partition
create partition primary size=100
format quick fs=ntfs label="System"
assign letter="S"

active

rem == 2. Windows partition
create partition primary size=44000
format quick fs=ntfs label="Windows"

assign letter="uw"

rem == 3. User Data partition

rem == B IaHHOM MNpMMepe XOJis IaHHHEX IOJIb30BaTeJId CO3maéTcs

rem == OCHOBHOM pasmeji. I[IpM CymeCTBOBaHMM pasiejia IPOM3BOIMTEJIS
rem == HeOOXOAMMO MCIIOJIb30BATb KOMAHIE CO3OaHMsS PaCUMPEHHEX

rem == pasmeJioB.

create partition primary

shrink minimum=2000

format quick fs=ntfs label="User"

assign letter="U"

rem == 4. Recovery tools partition ==============
create partition primary

shrink minimum=1000

format quick fs=ntfs label="Recovery"

assign letter="R"

set id=27

list volume

exit

MNpepnonoxum, uto BHewHuin USB-HakonuTtens umeet 6ykBy F, Toraa sanyck pasbueHuns aucka Ha
BbIMOMHEHWE A0MKEH ObITb BbIMONHEH KOMAHAOM:
DiskPart /s F:\BIOS-MBR.txt

3.4 T[logrotoBka HDD gnAa KoMnbioTepos co BCTpoeHHbIM 10 BIOS (Legacy BIOS),
coaepHaLynmM pasgen BOCCTaHOBIEHUA NPOM3BOAUTENA.

3a4acTyto AUCK, KOTOpbIA NPUXOAMT BMeCTe C HOoyTOykoMm, coaepxuT "OEM-recovery” paspgen, B
KOTOPOM MpOU3BOAMTENDb XPaHUT ApaiBepa u 0bpa3z OEM-cuctembl. B 99% cnyyaes 310T 06pa3 He
NoHapobuTCs, HO BONBLUMHCTBO aAMUHUCTPATOPOB MPeANoOYUTAET COXPAHUTL 3TOT pasaern.
MpennonoXxumm, 4To agMUHUCTPATOP CpeacTBaMU OCHACTKM BHewHewn OC, Hanpumep, WinPE,
nepemecTun 3TOT pa3fen B KoHeLl, (GM3nYecKoro aucka.

Toraa pekoMeHAyemas CTpyKTypa AMcka Byaet BbiriafeTb cleayowmm o6pasom:

System User Data Recovery Free OEM
space

PucyHok 3. Makem pa3z6uerus BIOS/MBR ducka no yMmonyaHur

MpuBEOEHHBIM HMXKE NPpUMEP HEOOXOAMMO COXpPaHUTb B TEKCTOBbIN @ain BIOS-MBR2.txt u coxpaHuTb
Ha BHewHem USB-HakonuTene.

rem == BIOS-MBR2.txt ==

rem == JlaHHBIE KOMAaHIBl NpelHas3HaueHH »0Jig nporpamMel DiskPart
rem IOJI1d CO3IOaHuUA dYeTHpex pas3neiioB Ha BIOS-MBR KOMIBIOTEpEe.
rem == [Ilpy HeOOXOOMMOCTM YyCTaHOBUTE HYXHEE pa3MEPEL

rem pasnesioB, COOTBETCTByIMe BammM TpeOoBaHUAM ==
select disk 0

rem == 1. System partition

create partition primary size=100
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format quick fs=ntfs label="System"
assign letter="S"

active

rem == 2. Windows partition
create partition primary size=44000
format quick fs=ntfs label="Windows"

assign letter="C"

rem == 3. Extended partition

create partition extended

rem == 4. User Data partition
create partition logical
shrink minimum=2000

format quick fs=ntfs label="User"

assign letter="U"

rem == 5. Recovery tools partition ==============

create partition logical

shrink minimum=1000

format quick fs=ntfs label="Recovery"

assign letter="R"

set id=27

list volume

exit

Myctb BHewHnn USB-Hakonutens umeet 6ykBy F, Toraa 3anyck pasbueHuns gucka Ha BbliNOAHEHME
ﬂOﬂXEH6bﬁbBbm0ﬂHeHKOMaHﬂOﬁ

DiskPart /s F:\BIOS-MBR2.txt

3.5 [lepeHoc AaHHbIX Nonb3oBaTena B pasgen USER DATA

3.5.1 Lenb nepeHoca

B HacToswwee BpeMs 60NbLWMHCTBO KIMEHTOB BbICOKO LLEHAT HEMPEPbIBHOCTb HM3HECa, YTO 03HaYaeT
NOCTOSIHHYIO BbICOKYIO AOCTYMHOCTb NONb30BaTENbCKON MHPOPMaLUn 6e3 NoHMXKEHNS eé
3aWMLLEHHOCTH.

B 10 >xe BpeMs, 3TOMy NpOTUBOPEUUT "KOHPUrypaums no ymonyauu" nnun "ot OEM-npoussogutens”,
co3patowas OOAMH amck gng nporpaMM M AaHHbIX, A TaKXKe exerogHble obHoBneHus sapa OC,
Tpebylolme CHATUG 3awmuTbl ¢ aucka C.

Takxe npu "eamHom” aucke C TpygHo cHuMatb 06pa3 OC 1 yCTaHOBAEHHbIX NPOrpamMm as
nocnenytouero 6bICTpOro BOCCTaHOBAEHUS, HEYA0OHO AenaTb pe3epBHble KONUKU JOKYMEHTOB,
MOCKONbKY OHM pefKo OCTalTCs NUlWb B KaTanore Documents, ecnu nonb3oBaTesib UMEET NPaBo 3anucu
Ha aucke C, 1, HaKoHeL, NS YCTaHOBKM 06HOBNEHUI sapa TpebyeTca nonHoe pacwndpoBaHue
CUCTEMHOrO IMCKa, @ YeM AUCK Bonblue, TeM [oNbLie OH pacwmdpoBbIBAETCS U 3awMdpPOBbIBAETCS
obpaTHo.

Takum 06pa30M, eAnHaa uenb nepeHoca — nosbllLEHUE HaOEXHOCTH KOMMNbKOTEPA B LLE/IOM, 3a CHET
OHTMMMBauMMpa3MEMEHMﬂﬂaHHHX663CHMXEHMQypOBHﬂBEMMMéHHOGM.

3.5.2 PekomeHOauwuu no nepeHocy

LLndpoaHue painos npoduns nonb3oatens — 3agaya cnoxHas. OgHako, B NoAaBASIOLLEM
60MbWMHCTBE Clly4aeB AOCTAaTOYHO NEPEHECTM HA NOTMYECKMI TOM Hanbonee YacTo NCNonb3yemble
Nosib30BaTeNIMU Nanku, He y4acTBYHOLME B ayTEHTUDUKALUK:

e Contacts (CNMCOK KOHTAKTOB);
e Desktop (Pabounit cton nonb3osatens);
e Documents (JJokyMeHTbl Nonb30BaTeNs);

e Downloads (KaTtanor 3arpy3sku ¢annos 13 MIHTepHeTa No yMONYaHMI0);
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e Favorites (BbibpaHHble cTpaHuubl B MS IE unu MS EDGE);

e Links (Ccbikn Ha nepeMeHHble cpefbl MOb30BaTeNs AN9 APYrMX NPOrpamMm);
e  Music (3BykoBble daiinbl nonb3oBaTens);

e Pictures (M306paxeHns nonb3oBaTensy);

e Videos (Buaeosanucu nonb3osarens).

Bce 3t kaTanoru Haxoasatcs B nanke CAUSERS\username\ v He BAMSIOT Ha aBTOPM3ALMIO
nosib30BaTesNs. ITO BaXHO, MOCKObKY Npu npuMeHeHun Secret Disk u oTKIOUYEHWUM 3aLLMUTDI
CMCTEMHOrO MCKa aBTOpM3aLmMs nonb3oBaTens B Secret Disk npon3BoanTca nocie aBTopusaumm
nonb3osatens B OC.

Ymobsi 66imb y8epeHHbIM, Mo Galinel noasL308amens ocmaHymcs 8 6esonacHocmu (daxe nocie
CHSIMUS! 3aWUMbI ECMK020 OUCKA), PEKOMEHOYEM UX XPAaHUMb HA 3aUpPOBAHHOM J102UHECKOM MOME.

Co3paém Ha amcke D\ manky ¢ MeHeM nonb3oBaTens. JT0 NPoLe CAenaTb NPMBEAEHHBIM HUXE
KOMaHAHbIM dannom. Daiin nomelLaeTcs B KOpPHEBYIO nanky aucka D: u 3anyckaeTcs ¢ apryMeHTom —
MMEHEM M0JIb30BaATENS.

lMockoneky npasa Ha nanku Hacnedymcs om KOpHeBoU, pekoMeHdyemcs paspewums Ha 8ecb MoM
noaHelli docmyn mosibKo 2pynne AOMUHUCMPAmMOopsl, 3anpemus nosib308amesisimM 0axe YmeHue.

7] npmBeneHHOro HMXe npMMepa Co3HaTe/IbHO UCKHOYEHbI NPOBEPKK peecTpa U KOMaHAbl CO30aHUA
HOBbIX CUMBOJIbHbIX CCbIJTOK: TO/IbKO CO34aHUE CTPYKTYPbl Manok. JTO NO3BOUT HE MCNPaBaATb CCbIJIKH,
ecnu npum 3anycke 6ynet owmnbka, U He NpMBEAET K AOCTYNY B MANKW APYrMx Noab30BaTeseln 3Toro
KOMMbHOTEPAa.

@echo off

d:\

cd \

if "%1"=="" goto label 1 else goto label 2

:label 2

set username=%1

md %username$

cd %Susername$

md Contacts

md Desktop

md Documents

md Downloads

md Favorites

md Links

md Music

md Pictures

md Videos

cd ..

echo Directories for user $%username$% were created

goto label 3

:label 1

echo This batch file needs username as an argument

echo If username contains spacebars use quotas

:label 3

Ecnu cTpykTypa nanok A4ns nosib3oBatens Obina yCnewHo co3aaHa M NpoBepeHa, Nepexoamm B narnky
CAUSERS\username Haliero nepeHoCMMOro nosb30BaTens.

HaBoamMm ykasaTenb "MbilK" HAa NEPEHOCMMYIO NaNKy, AeNaeM LLENYOK NPaBoi KnaBuLien 1 Bblbupaem
13 BbiNagatoLLero KOHTeKCTHoro MeHto "Ceorictea” ("Properties”).

B cBoicTBax BbibupaeM 3aknaaky "Pacnonoxenune” ("Location”), MEHSIEM Ha HOBOE MECTOMOOXEHMWE U
Ha)XMMaeM HmxKe Ha kHomky "MOVE".

Y6expaaeMmcs B nepeHoce v BbibMpaeM ciefyolLyo u3 Habopa nanky.
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llpu nepeHoce cucmema nepeHocum u npasd Ha amy nanky: Heobxo0uMO nNoc/ie OKOHYAaHUS nepeHoca
asmopu308amscsi Noo y’-/@mHOH 3anUcb NepeHecéHH020 NoJb308amMeJs U NPoBepPUMb PacnooeHue
JIUYHbIX nanok.

3.6 3awmTa Nob30BaTENbCKUX A3HHLIX Ha AnCKe D:

Monb3oBaTtenbckue faHHble Ha aucke USER DATA ponxHbl Bceraa 6biTb 3almiLeHbl Kak MUHUMYM
ABYyMS cnocobamu:

1. [Ownck D ponxkeH 6biTb 3aWwmM@poBaH Npo3payHbiM WndpoBaHueM. [ockonbky wndpoaHme
ABNIAETCS BTOPUYHBIM U 3aLUMLLAET B OCHOBHOM OT KPaXkM U yTepu HOYTOyKa, TO Nyylue BbibpaTh
ANTOPUTM C annapaTHbIM YCKOPEHMEM KPUMTOrpaduyeckux BolumcneHun, npepocrasnaemoln OC:
AES256.

2. JloKyMEeHTbI U MHble BaXKHble AJif Nonb30oBaTens Gaibl, Takue Kak CKaHUPOBAHHbIE KOMWUM
KOHTPaKTOB B nanke Pictures unu 3Byko3anuncu BbICTYNIeHU B nanke Music, 4OMKHbI XPaHUTLCS
KaK MMHUMMYM Ha 1 ypoBeHb rnybxe v B 3alLMLLEHHbIX NaMKax.

To €CTb, NOJ1Ib30BaTE/lb A0/DKEH MHULUMNPOBATb CO34aHMNE 3alUMLLEHHbIX MANOK TaM, rae OH COXpaHaeT
KoHduaeHUManbHy0 nHbopmaumio. Hanpumep,
D:\
\sergey.ivanov\
\Contacts\
\Desktop\
\Documents\
\My Worke\
\Personal Datae\
\Contractse\
\Downloads\
\Favorites\
\Links\
\Music\
\Pictures\
\Videos\

Manku "My _Work", "Personal_Data" n "Contracts”, (HauMeHOBaHMS NPOU3BOJIbHbIE U B34Tbl TONLKO A4
npuMepa), IBNSTCA 3aWMdOPOBAHHbIMU, TO €CTb MHPOPMALMA B dainax, Nexalmx B 3TUX Nankax
[OCTYNHA TOMbKO NErMTUMHOMY MONb30BATEN!HO.

MpUMeHss Takylo KOHDUIYypaLmIio, Laxke CHUMAs 3aLMTy C CUCTEMHOIO AMCKa, alMMHUCTPATOp
6e30MacHOCTM MMEET BO3MOXHOCTb HE A0MNYyCKaTb YTEYKU KOHOUAEHLMANBHOW MHPOPMaLmK
nonb3oBaTens.
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4. YcTaHoBKa obHoBneHu MS Windows

B paspene onucbiBaeTCs MexXaHU3M, peann3oBaHHbIi B npoaykTe Secret Disk Enterprise Bepcuun 2.7
(SDE 2.7) n B SD5NET Bepcuu 2.7. OnucbiBaeMblit GyHKLUMOHAN He f06aBnseT NPUHLMNUANIBHO HOBbIE
CBOWMCTBA K HAaCTOSLWMM NPOAYKTaM, HO NO3BONSET BU3YaNU3MPOBATh U3MEHEHUS, MPOUCXOASLLME HA
paboueit cTaHumMu npu obHoBneHumn sagpa OC.

4.1 Mepexoq SDMS Ha Bepcuio 2.7.5

[ins obHoBNeHus Bepcumn npunoxerHuss SDMS Ha 2.7 ¢ 6onee paHHux (2.5.x 1 cTaplue) BbINONHUTE
cnepyolmne 4encTBus:

1. Y6enwutecb, 4To HbIO YCNELWHO NPOBEAEHO pe3epBHOE KOMMPOBaHME 6a3bl AAHHbIX.

2. Otkpoiite MaHenb ynpaBneHus Komnblotepa > Yaanenue nporpamm - Aladdin Secret Disk
Management Server > Yaanutb.

3. JloxauTtecb OKOHYaHMs npouecca yaaneHns SDMS.

4. Ypanute npunoxenue Crypto Extension Pack (CeP).

5. [oxauTecb OKOHYaHWUS npouecca yaanexus CeP.

6. [lepesanyctute komnbloTEp.

7. YctaHoBuTe HoBYH Bepcuto CeP, BbIGpaB Npu MHCTaNASLMK Te XXe KPUNTOAATOPUTMbl U/Unn
KpMNTONPOBaAepbl, yCTAHOBNEHHbIE paHee.

8. [lepesanyctute komnbioTEPp.

9. YcraHoBuTe HOBYH Bepcuio Npunoxernus SDMS cornacHo pykoBoACTBY agMUHUCTpaTOpa.

10. BbinonHuTe NoaknoyeHue K cywectsytoler base paHHbIx:

MacTep nepBoHaYanbHOW HAaCTPOMKK

YiaxuTe pexam pabotel MacTepa - cosganre HoBoW G330 0aHHED MMM HECTROMKE
NOAKMOYEHAA K CYLLECTEYOWER Ha5e AaHHBD

@ () CospgaHwe HoB0R B35kl J3HHED

MacTtep cofiepeT Heoxo @My MHPODMAELAD, COSAACT HOBYID 033y AaHHLIX,
MPOMHALIMANUSKEYET &2 W HBCTPOWT MPOAYKT Ha 88 MCNONb30BaHWE .

Q. @ [NogrnoyeHUe K cyecTEYIOWER Ba3e AaHHED

MacTep NosSEoNMT HECTPOWTL NPOAYKT HA MCNONLS0BAHNE CYLLECTEYIOW e
f@3kl AaHHB.

< Hazag || Hanee = | | CmveHa
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1. Ykaxwute cepsep b, nog ynpaBneHMeM KOTOPOro HaXoauTCs cywecteytowwas b/l.

MacTep nepeoHaYansHOW HAaCTPOMKK

HacTpoiikn agMvHucTpaMEHoro noakniouerA MacTepa k B
YkaxuTe cepeep b1 SERVER v

] Menonezoeats S5L

YicawuTe cnocof NPOBEPKKA NOANMWHHOCTH ANA 8AMWHUCTDa TMEHOMD COEIWHEHMA

® Windows NT Security Norx:
() SQL Server Security

Mapone:

TecT coeaMHEHWA

| < Hasan || [anee > | | Ommexa |

B cnucke cepsepos mocym omobpaxamscs He 8ce umerowjuecs Ikzemnaapsl Microsoft SQL Server, m.k.
onpedeneHue cepsepos bl] 8 cemu He si815emcs 2apaHmMuUpo8aHHsiM. Eciu HyxHbil 3k3emnasp SOL
Server He omobpaxaemcs 8 cnucke, ciedyem 8secmu e20 NOJHOE UMS 8pYHHYIO.

N

Ecnu Bbl XOoTUTE MCNONb30BaTb CoeAMHEeHne no NpoTokony SSL, oTMeTbTe NYHKT Mcnosis3osams SSL.
3. YKaxuTe crnocob npoBepKu NMOAJMHHOCTM ANS aAMUHUCTPATUBHOMO COEAMHEHMS:

—  Windows NT Security: ncnonb3yeTcs TeKyLias 4LOMeHHas y4€THas 3anucb;

—  SOL Server Security: pns asTopu3sauuu B nonsax Jloeud v lapons Heo6xoaMMo ykasaTb UMS U
naponb y4€THOM 3anucu nonbosatens Microsoft SQL Server.

4. lns npoBepKu coenmHeHus ¢ cepBepoM bl HaxkmuTe KHonKy Tecm coeduHeHus. Mpu ycnewHoM
COeflMHEeHMM NOSIBUTCS OKHO € coobuieHneM CoeduHeHue ¢ cepsepoM yCcnewHo yCmaHosneHo.
5. Haxmute Lanee.

6. BseouTe nMg 6a3bl gaHHbIX B none Ykaxwme ums b/ v Bbibepute cnocob nornHa:

—  Windows NT Security: ncnonb3yetcs y4éTHas 3anucb nonb3osatens Windows;

—  SQL Server Security: 30.eCb MOXHO YKa3aTb CYLLECTBYIOLLYH YYETHYIO 3anuch (none JloeuH) unu
€034aTb HOBYH, OTMETUB NYHKT C030ame HO8bI J102UH W YKa3aB HOBbIM Naponb B nonax /laposs v
loomeepxderue napons (Naponb HLOMKEH UMETb AIMHY HE MeHee 8 CMMBOJIOB M BK/OYATb
CMMBOJIbI CIeAYHOWMX TUNOB: LMGPbI, CNELCUMBOIbI U BYKBbI B BEPXHEM U HUXKHEM pErUCTpe).
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7. Haxmure Lasnee.

HacTpoitky nopknioueHna cepeepa Kk B
Yiaaare wma B |SDMSDE

] Wenonssosam S5L

Viawute cnocof NpoBEQKW NOANMHHOCTA Morun:

® Windows NT Securty |

() SQL Server Security Mapons:

MogTEEp*asHWe Napons:

| < Hazan || Ianee > | | Ommaera |

8. Ecnu Ha 3Tane noaknouveHus K CYIJJ,ECTBy}OLIJ,EI‘;I 6a3e gaHHbIX 6y,D,ET 06Hapy>KeHo, yTo eé Bepcud
HW>Xe MUHUMallbHO I'IO/J,,D,ep)KMBaEMOVI cepsepomMm, To 6y,EI.ET npennoXXeHo BbIMONIHUTL obHoBNEHUE
b. NoxaouTecb 3aBeplieHna onepaunmn 06HOBNEHWUS Ba3bl AaHHbIX. ITOT npouecc MOXET 3aHATb
HECKOJIbKO MMUHYT — B 3aBUCMMOCTU OT 06bEMaA AAHHDIX.

I7epe0 Hayanom 06HoseHUs 6a3bl OQHHbIX HACMOSMENbHO peKOMeHOyemc,q 8bIN0JIHUMb pe3epsHoe
KonuposaHue cymecmsyfoLuelj sepcuu 6036l OAHHbIX. KpOMe maoeo, No 803MOXHoOCMU, cnedyem
3asepwiumes ece paHee Hadyamele onepayuu ¢ ouckamu.

9. Tocne 3aBeplueHns 06HOBMEHUA MACTEP YKAXKET aKTyabHYI0 BEpCHio 6a3bl AaHHbIX. HaxmuTe

Lanee.

MacTtepom cofipaHa BCA HEoBX0WMEA WHPOPMAELWA ANA HACTPOMKK Gasbl AaHHE.
Haxrute "Odanee” anA sanycka npouecca unk "Hazan" anA BoZEpaTa K HACTPOMKEM.

MapameTpbl COEAMHEHWA K G336 AaHHL
Leitctene: MopxnioyeHne K cywecTeyowed B
Mposaiinep: M5 SQL Server
Cepeep BII: SERVER
Wrn BO: SDMSDB

MNorwy BO: MNT Security

< Hazag || Hanee = | | Crmena
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10. Mocne nopgkntoyeHMs K 6ase AaHHbIX MacTep nepexomauT K 3anycky cepsepa SDMS. Haxmure

Lanee.

Cratyc cnyxbii: 3anywexa

&
ﬁﬁ CraTyc cepeepa: PafotaeT

Cepeep HaxoaMTCR B paboTatWEM COCTORHMKM . AAMWHMCTRETUEHLIA
Web-noptan gocTyneH. 3anpockl KNMeHTOE 06CIyKMB3IOTCA B

SEBWMCHMOCTH OT COCTORHWA KPMNTOXPaHUNMLLE .

| < Hasan || Danee > | | OmmaeHa |

11. lna HeMeaneHHOro MOHTMPOBAHUS KpUNTOXpaHuIuMLLa yoepute dnar llponycmums 3mom wiaz v
HaxmuTte danee.
[ng noaknYeHns KpUNTOXpaHUAMULLA NO3XKe NocTaBbTe dnar [lponycmume 3mom waz v HaxXMuTe

Lanee.

[ngA dyHKLMOHWPOBEHWA NPOOYKTa HeoEX0MMMO MPUEECTH €70 KPMITOrPadhnyecKy
nogcycTemMy B paboyee coOCTORHWE . 3T3 ONEPALMA HASLIBAETCA MOHTUDOBEHWEM
KPWNTOXpaHKUNWWLE. BeinonHeHwe 3Toi onepawm QoCTyNHO onepaTopam npy
NpeLbAENEHWW CBOETD CEPTMMKATA.

Mocne Haxama kHonkw "danee” Gy0eT BeINOMHEHO MOHTWPOBEHWE KDWNTOXDEHUNMLLE

[wl] Mponyetums stoT war
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12. HaxmuTte 3aBeplunTh.

MacTtep pesepBHOrc KONMpoBaHWA MacTep-kiaua bl

Pabora MacTtepa ycneuHo
3aBepiueHa

MacTep yonewHo coxpaHin pesepsHY0 Koo
MacTep+nioya Baskl AaHHLIX CEpBepa.

Haxrmte JaeepwnTe, yTobel zakpeite MacTep.

4.2 Peunm obHOBNEHUA

Moa pekMMoM 0BHOBIEHUS Mbl MOHMMAEM ClIeayIOLLEE:

e  BpEMEeHHOEe CHSITME 3aLUMTbl C CUCTEMHOMO AMCKA HAa paboyei CTaHLMK C YCTAHOBNEHHBIM
komnoHeHToM SDA (Secret Disk Agent) npu cpabaTbiBaHWM 3aLWMTbl OT MOAUPUKALMK JUCKA UK
3arpy3ynka obHoBNeHWEM MO0 Anst YCTAaHOBKM HakonuTeNnbHbiXx 06HoBneHni OC.

MepeBof B peXXuMM No3BoNseT:
e  OTC/NeXuMBaThb (GMNbTPOBATh) paboumne CTaHL MK, Ha KOTOPbIX MPOM30LWIO0 cpabaThiBaHWE 3aLLMUTbI;
e  [PYNMMPOBAaTb CTAHLMM, HAXOAALMECS B PEXMME 0BHOBEHMS, BKTHOYAA CIEAYIOLME COCTOAHMS:
—  CTaHuMs 3aluMLieHa, Ho cpaboTana 3almTa;
- CTaHUMA B peXxume obHOBNEHUS: npouecc paCLLll/ICprBaHVISI;

—  CTaHuus B pexxume obHoBneHUs: CUCTEMHBIN ANCK paclMdpoBaH (CTaHLMs roToBa K YCTaHOBKE
obHoBNEHUN);

—  CTaHuMs B pexxume 06HOBNEHUS: NPOLLECC 3aWMdPOBaHMA (BO3BPAT U3 pexuMa 06HOBNEHUS).

Takum 0bpazom, nepeBoj, paboyeit CTaHUMM B PEXUM 0OHOBNEHUS IKBMBANIEHTEH CHATUIO 3aLUMTHI
(paclMdpOBAHUIO) CUCTEMHOIO AMCKA C NMOCNEAYIOLLENA YCTaHOBKOW 3awwmTbl. OfHaKO, NS KOHTPONS
COCTOSIHMA paboUMX CTAHUMIA, A8 KOTOPbIX BaXKHbl OAHOBPEMEHHO U aKTyanbHOCTb NPUMEHSIEMON
Bepcumn OC, 1 3alumndpoBaHHOE COCTOSIHUE CUCTEMHOIO AMCKa C 06s13aTeNnbHOM ABYX(DAKTOPHOM
ayTeHTUdUKaLMENH, NPUMEHSEMbIN B HACTOSILLEN BEPCUM PEXMM OBHOBEHUS yNpoLaeT paboTty
aAMMHUCTpaTOpaM 6e30MacHOCTU, BU3YanM3Npys COCTOSHUE 3aLLMLLEHHOCTM.

4.3  CocToAaHuA paboyein CTaHLUMM C ycTaHoBNeHHbIM SDA
B 6a3osoi Bepcum 10 (SDMS 2.5-2.7) pna otobpaxeHuns paboyen cTaHLMM (BUCKOB paboyen cTaHLmK),
MPUCYTCTBOBANO TPU COCTOAHMS:
e  3aWMTA HA AMCK YCTAHOBMEHA (AMCK 3aWndpOBaH);
e  33lUMTa Ha AMCK He YCTAaHOBNEHA (AWCK He 3andpoBaH);
e K04 WndpoBaHUa 3awmdpoOBAHHOIO ANCKA CKOMNPOMETUPOBAH (AUCK TpebyeT nepewndpoBaHus).

B HacToswen Bepcum MO pobasneHbl YeTbipe COCTOSHUS peXMMa 0OHOBIEHUS, NEPEYUCIEHHbIE B
npenbiaylwem naparpage.
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4.4  CurHanusauma o cpabaTblBaHUM 33LWLMTbl HA paboyelt CTaHUun

YBenomneHune o cpabaTbiBaHMK 3awmThl oToBpaxaeTcs B XKypHane npeaynpexmneHus MeHo
MoHuTOpuUHra.

Ona OT06pa)KEHVI$I CpaGaTbIBaHMFI 3dLlWKNTbl BblAEN€Ha OTAENIbHAA Kateropua — 3awwmra SD.

B okHe punbTpa NOSBUACS HOBLIM NAapaMeTp AN GUIbTPaLMUU.

secret Disk Management Server £ SDEDEMO\Administrator £ Npenynpesaenma (16)

rnaeHaa rNonb3oBaTenu Pabo4ne CTaHUMK nucku MOHUTOPHHT Be30nacHoCTb AJMWHUCTPUPOBaHWE

W XypHan ayauta %5 KypHan npegynpexaeHi g XKyDHan KNUeHTCKOA akTWBHOCTW W 2KvpHan nnaxoB oGCMYKUBaHHA
Oata CoobueHune Kareropua (34
March 22 Dunetp
ATEHT BOCCTaHOBNEHA Administrator SKCMOPTUPOBAN KNy MokasaTb ¢ |2/23/2019 =
A 16:41 3JaLYATH CHCTEMHOTO pasfena "WS1\C$,'. Heobxoaumo Junckn
: BLINOMHKTE ODHOBMNEHNE 3ALNTEI YKa3aHHOO pasgena [Z4 TMDMHATE K pACCMOTDEHIK MokasaTb no | 3/25/2019 &
KoMMEHTapui: test
3auwmTa SD OtobpaaTb Npeaynpexaenna
A 16:14 [na paGoyei CTaHLMKn cpafoTana saumta SD (4 [puHATS K paccmoTpeHmio
|74, OTmetnTs AnA oGHOBNEHIA
March 20 OT0DpaxaTs KaTeropni

[nA auck S1\F$, Disk2' nepefatHble KMEHTOM

M N . Jucku Monkaoeatenn
A 1543 arprOyThl OTNMHAIOTCA OT AaHHbIX, xpaIH:w .n:‘\x ‘ra cepsepe. [y MukTs & paccuorpesuio Pafodie cranumi
Brinonsexo obHoBnexue: Drivel efter: 'F' > 'G TIDUHFTE K DACCMOTREAAG Mucin
@121 Basa gaHHbix Oblna ycnewHo odHoenexa ¢ sepcun 2.0.0.7 10 Cepse Kniouw widpposaqia auckos
Bepcuu 2.0.0.8. (54 MpuHATS Kk paccmoTpeHmio MacTep-knioun BO
Cepmudukatel
March 19 TNuuensna
Mnanel o6cny¥mBaHna
@633 MacTep-knioy Gasbl faHHbIX Obll CMEHEH ONepaTopoM MacTep-knioun B Cepeep
- SDEDEMO\Administrator [4 MpuHATs K paccuoTpeHmMa Ponn
Onepayun
MNTOrpagua
awuTa -|
q 0 D MokaskisaTs
MogpoGHee
Copyright @ 3A0 "Ananqun P.JL" 1998-2019 Bepcwa 2.7.5.0 O cucreme  [lomows  YCNOBWA MCNONB30BAHMA

CcblKa € Ha3BaHUEM CTaHLMM — aKTUBHASA. [1pU HAaXaTUM Ha He€ nopTan OTKpbIBAET BKNAAKy Paboyue
CMAaHYuU v NoMeYaeT BblIGpaHHYIO CTaHUMIO diarom.

4.5 Topsagok nepeBoaa paboyei CTaHUMN B peMUM 06HOBNEHMA

B Tabnuue 1 npencraBneHbl 0603HaveHus (METKM) paboumnx CcTaHLmit, HeobxoanMble ansg 06HOBNEHUS
oC.

Tabnuua 1 - OnucaHue cocmosiHul paboyux cmaHyuli

3HauoK Onucanue
;, Pabouas cTaHUMa OTMeYeHa A/ Havana pexxuma 0bHOBMIEHMS.
* I 1 MoaroToBka kK 06HOBAEHMIO. Hayancs npouecc pacliMbpoBaHMS CUCTEMHOIO
OMCKa.
9 Pabouas ctaHuma rotoBa kK o6HoBneHma OC.

I CucmemHelli pasden paboyeli CMAHYUU He 3aujuuiéH!

*9 Bo3sgpat B pabouyee coctosHue. Hauvancs npouecc 3awmdpoBaHus
CUCTEMHOTO AMCKa.
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* "’I@ Owwnbka noarotoBkM pabouyert cTaHUMM K  oBHoBneHutwo. Owwnbka
paclwMdpoBaHUS CUCTEMHOFO AMCKaA.

‘5@ Owwnbka npouecca 3awunTbl CUCTEMHOMO AMCKA (3awmndpoBaHms).

Ilns nepeBona paboyei CTaHUMM B peXXMM 0OHOBNEHMS BbINONHUTE CNeaytolne OeiCTBUS:
1. OtmetbTe pabouyto cTaHUMIO (paboume cTaHUMKM) 418 Havana npouecca obHOBNEHUS.

Pabouyr cmanyuto moxHo ommemume 8 XypHane npedynpexcdeHuii no ccoiike Ommemume 015
06Ho8/1eHUS unu 8 MeHr Pa6oyue cmaHyuu no ccoeliike B pabome.

Pabouas ctaHumMs byaeT oTMeYeHa 3Ha4YKOM 4 n nmeTb cTatyc OTMedeH ang 06HoBNEHUS.

Secret Disk’ Management Server £, SDEDEMO\Administrator A Mpenyipexgenya (16)

TnaBHas  [Monb3oBaTenu | i=eeil =l | Jluckd  MOHWTOPMHT  Be3onacHocTb — AAMUHUCTPUPOBAHKE

& VYnpasnetue pabouMMu CTAHLMAMN 1 [oGasnexue paGoumx CTaHLMi

SDE.DEMO Q Moncx
HenasHo no6aBnetHsie i ) -
Obujee Pa3fenkl, WA(POBaHHLIE AUCKA (55
OTCOPTUPOEAHO: a
Brnioyan nooTaAens! 2y, NpocroTp courmwit _
0 ; > @ 3abnoxmposats
Domain Controllers INWIN@sde.demo > 38 Ynanvte
Computers [y, NpooMotp cobkimvia
(@ 3abnownposate
ForeignSecurityPrincipals -
O WS1@sde.demo ‘:p @ $§ Yoanvte
Managed Service Accounts XY
Users |55, Dpocrotp cobummi s
(& 3ainowmposate
O WS2@sde.demo ‘:p @ $§ Yoanvte
XY
[, Dpoaietp co0bimii @ 3abnokmposare
bsde.demo > 38 Ynamwe
lokasbiBaTh
dv ) cB :

Copyright © 3A0 "Anaaauy P.J1." 19982019 Bepcua 2.7.5.0 0O cucreme Oomowl  ¥YCNOBWA WCNONL3I0BAHWUA

2. Jna nepesofa paboueit CTaHLMU B CleayloLLee COCTOHME (MOArOTOBKA K 0OHOBAEHMIO) HAXXMUTE
ccbinky OTMeyeH ang obHosneHus. MoaTeepanTe aencreune, Haxas fa. CTaHuMa nepennér B pexum

NOArOTOBKM K OBHOBNEHMIO M ByaeT MMeTb COOTBETCTBYOWEee 0603HauYeHne (*':p).

MoATEEpXKAEHHE X

Pabo4an cTaHuwa WS1 Gyaer
nepeeefieHa B COCTOAHKE TIoAroToBKA
K 0OHOBNEHWO'. MNpoACNHNTL?

llodzomoska kK 06HOBNEHUK 03HA4YAem, YmMOo HAYAA0CL pacuiupposaHue cucmemHo20 pazdena paboyel
cmanyuu. 0653amesnbHO A0OUMeECs OKOHYAHUS npouecca pacuiugposaHus!

3. Ecnv npu pacwumndpoBaHUmM CUCTEMHOTO pasaesia BO3HMKHET OLWKMbKa, TO B nopTane NosBMTCS

oy

COOTBETCTBYHOLLEE YBEAOMIEHNE
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lpu 803HUKHOBEHUU OWUBKU pactiug@posaHus cucmemMHo20 OUCKa 06pamumecs 8 MexHUYEeCKyIo
noddepky.

4. Tlocne YCNELWHOro 3asepLlieHna npouecca paCLIJMCprBaHVIFI CUCTEMHOrO pa3gena 3Hak *J‘

MOMeHseTcs Ha 9. 3TO 3HAUUT, YTO CUCTEMHDIN pasaen paboyei cTaHUMKU NONHOCTHIO
pacwmdpoBaH U MOXHO HaYMHATL npouecc obHoBneHus OC.

5. 3anyctute npouecc o6HoBneHms OC M LOXAUTECH €r0 OKOHYaHMS.

6. Tlocne ycnewHoro okoH4aHus npouecca obHoneHns OC cuCTeMHbIN pa3fen MOXHO 3aHOBO
3aLLMTUTb, HAXaB [O0TOB kK 06GHOBNEHUIO B OKHE YNpaBneHusi pabounmu ctaHumamu. Havano

npouecca 3alMTbl CONPOBOXAAETCA NOABNEHUAM 3HAYKA ‘G

I Loxoumecs 0OKOHYAaHUS Nnpouecca 3awugposarus cucmemMHo20 pazdena.

Ecnv noptan SDMS He nonyumn (He 06HOBKMN) KOHDUIypaumio paboyen CTaHUMM, TO NOSIBUTCA
cnepytollee coobuieHne 06 owmnbke:

Owmnbka

Coctoanuem pabodei cTaHymm WS3
HEBO3MOXKHO YNpaBnATh, TaK kak eé
KOH(PMUIypauua HewssecTHa. [AnA
0OHOBNEHWA KOHDMNY paLuK
HeoOX0OUMO 3aNYCTUTE AreHT Secret
Disk Ha pabo4eil CTaHUMK U OTKPBITL
CECCHID.

OK

[ng koppekTHOM paboTbl 3anycTuTe AreHT Secret Disk Ha pabouei cTaHUMKM NONb30BaTENS U B NOpTane
SDMS 3anpocute KOHPUIypaumio CTaHLMU.
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4.5.1 [pynnosble onepaunmn

Bce HacTpoliku 1 nepexoapl U3 COCTOSHUS B COCTOSIHUE MOXHO Aef1aTh C MOMOLLbI FPYNMOBbIX
onepaumii. [ing aToro Boibepute Grarom HyxHble cTaHumm = Onepaunn > Boibepute pexmm
obHoBneHusa > [lepeBecTn B COCTOSHME.

3anpocuTb KoHGUIypaumio

Moucek BUPTYANbHBEX JUCKDE

Co3nats BUPTYanbHLIA QWCK

Tun gucka:
[He ykazano v
NelcTeue:
[He ykazano v

Brinonxute

Cratyc bnokmpoeku:

|Eea HM3MEHEHWA V|

Cratyc kew:

|Bes namenenmit V|
[pumenuTts

Pexum obHoBNEHKA:
MomeTuTe ANA obOHOBNEHKA

MoaroToBUTL K 0OHOBNEHMID
3apepwuTe obHOENEHKHE
COpocHTE pexuM 0DHOBNEHK

I'Iepeaecm B COCTOAHKE

Ynanute paboune cTaHUMK

Ecnu BblgeneHHble CTaHLMM HAaXoaaTcs B pa3HbIX COCTOAHMAX, TO FpynnoBaa onepaumnsa 6yﬂ,8T AO0CTYMNHa
TONIbKO 4719 TeX CTaHLUMH, KOTOpble HY>XHO nepeBecTu B C/ieayrouiee COCTosaHUE.

T.e. ecnu:

e 3 CTaHUMM HaxoaaTca B pexume OTMeyeH Ang o6HOBNEHMS;

e 4 cTaHumn B pexmMe [104AroToBKM K 0BHOBNEHUIO;

e 2 cTaHUMM B [OTOB K OOHOBIEHMUIO.

HeobxoanMo nepeBecTu CTaHUMMU B pexkiM [10AroToBuTb K 06HOBAEHUIO. B 3TOT pexxum nepesenyTcs
TONbKO 3 CTaHuMu 13 9 (M3 NpeablAyLEro COCTOAHMS).

MoaTeep#aeHue X

CmeHa cocToAHuA oDHOBNEeHKA
NpoK30AAET vy 3 paboumx cTaHLMA.

MpoaoNHKUTE?
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Ecnv BblaeneHHble CTaHUMM HAXOAATCS B pasHbiX COCTOAHMSAX, TO rpynnoeas onepaums cépoca 6yaet
npousBeneHa A5l BCEeX BblAENEHHbIX CTaHLMIA.

MoATBEP:KAEHWE *

COpoc coCcTOAHMA 0OHOBNEHWA
NpoK3oAAET ¥ 9 paboumx CTaHLMA.

Mpofon#KUTL?

45.2 CHbpoc coCcToAHUA

CHbpoc cocTosHUS — DYHKLMS, NPU KOTOPOW paboyast CTaHLMS BbIXOAMUT U3 10O0ro COCTOSHUA U
nepeBoauT ee B pexuM B pabore.

DyHKUMSA HeobXxoaMMa ANa pyYHOro Nepexoaa B HayaNlbHOE COCTOSIHME paboueid CTaHLMK AN
YCTPaHEHWsI BO3MOXHbIX HEKOPPEKTHbIX LEMCTBUI CUCTEMBI.

Hanpumep, npu 3awmdpoBaHUM CUCTEMHOIO AMCKA Oblna NpoM3BELEHA HEKOPPEKTHAs TeCToBas
nepesarpyska paboueii CTaHUMM Nob30BaTeNs.

1. Tlpy BO3HMKHOBEHMM OLIMOKM 3aIMPOBAHUS CUCTEMHOIO AMCKa ( 5 ) 3aMauTe BO BKNAAKY
Paspensl, wWngpoBaHHble AUCKU > BblibepuTe HyHbIM auck C:.
2. Bo Bknagke Pabouune ctaHuumn -> YnpaBneHne HaXXMuTe YCTaHOBUTb 3aLUNTY.

I I7pou3oﬁ0em asmomMamu4eckoe C6pGCbIBGHU€ COCMOosIHUSI 06HOB/1EeHUS pa6oqeL7 cmaxHyuu.

|l Nonsaoearenn Onepauym P

Paagens § YcraHoBuTe sawmTy B

Tun CHCTeMHRI paspen
‘h craryc BawMTa He yCTaHOBNEHA

PasmelleHne ws2
T Cmtacm pacuugposes (0% Tun hainoBof CHCTEMBI NTFS
ChEMHBIE HOCHTENN Pasmep 23543 MB
HeT Cb&MHbIX HOCHTeneH CeofoaHoe MecTo Ha aucke 9917 MB

BupTyantHbie WA(POBaHHLIE AHCKH

8 Saw

3alubpoBaHHbIE NANKKH

= [0GAEWTb HOBbIA BUPTYANBHBIA AUCK
BepHyTbCA Hazaa

B cnyyae 803HUKHOBeHUs N08MOPHOL OWUBKU 3auiUumsl cucmeMHo20 pazdena paboyeli cmaHyuu
pekomeHOyeM 06pamumsCs 8 MexXHUYECKY N0O0EPHKY.
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5. ABTOpPCKMe NpaBa, TOBapHble 3HaKN, OrpaHNYeHnA

[laHHbIV LOKYMEHT, BKOYas NoA60p U PacnonoXeHne UANOCTPaLLMii U
MaTepuanoB B HEM, ABNSETCS 06bEKTOM aBTOPCKMX NPaB M OXpaHAeTCs B
COOTBETCTBMM C 3aKoHoAaTenbcTBOM Poccuiickoit Denepauun.
O6napatenem UCKNOUMTENbHBIX aBTOPCKMX U UMYLLECTBEHHbIX NpaB
asnsercs 3A0 "AnapovH P.A.".

Mcnonb3oBaHWe 3TUX MaTepuanos NobbiM CnocoboM 6e3 MMCbMEHHOro
paspelueHus NpaBoo6nafaTens 3anpeLieHo U MOXeT NoB/eYb
OTBETCTBEHHOCTb, NPeayCMOTPEHHYI0 3aKkoHoaaTenscteom PO. Mpu
nepenevaTke U MCMOJb30BAHWUM AAHHbIX MaTepuanos n1M6o No6oit Ux Yactu
ccbinkm Ha 3A0 "AnapauH P.L." 06a3aTenbHbI.

BnasenbLeM 3aperncTpupoBaHHbIX TOBApHbIX 3HaKoB "Anaaaunn”, Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto BJl", norotunos n
npaBoob6nafaTenem UCKIIYMTENbHBIX NPaB Ha UX AM3aMH U
MCNO/b30BaHWE, MATEHTOB HA COOTBETCTBYHOLLME NPOAYKThI sBnsetcs 3A0
"AnapauH P.A.".

Ha3BaHMs Npo4nx TEXHONOMUIA, NPOAYKTOB, KOMNAHWI, YNOMUHAIOLWMECS B
[aHHOM AOKYMEHTE, MOTyT SBASATHCS TOBAPHbIMM 3HAKaMM CBOMX 3aKOHHbIX
BafenbLieB.

OrpaHquHMe OTBETCTBEHHOCTU

MHudbopmaums, npuBeaEHHAs B AAHHOM AOKYMeHTe, NpeAHa3Ha4yeHa
MCKNIOYUTENBHO 1S O3HAKOMNEHUS U HE SIBNSIETCS MCYEPMbIBAIOLLEN.
CocTaB NpoAyKTOB, KOMMOHEHT, UX QYHKLMU, XapaKTepUCTUKK, BEPCUM,
[OCTYNHOCTb M Np. MOTYT 6bITb U3MeHeHbl 3A0 "AnapaunH P.[." 6e3
npesBapuUTENbHOO YBEAOMIEHHS.

3A0 "Anapaun P.L." He rapaHTUpyeT HW OTCYTCTBMS OWKNOOK B AAHHOM
[IOKYMEHTE, HM TOro, YTO OnMcaHHoe nporpaMMHoe obecneyeHue (M0) He
conepxuT aedekTos, 6yaeT paboTtaTb B NPOM3BOJLHO BbIOPAHHBIX
YCNOBUSIX U MPU 3TOM YAOBNETBOPSATb BCEM TPeHOBAHMUSAM, KOTOPbIE MOTYT
6bITb K HEMY NpeAbABNEHbI.

3A0 "AnapauH P.A." He rapaHTUpyeT paboToCcnocob6HOCTb HeneranbHo
NoNy4eHHOro NporpaMMHoro obecnevyenus. HeneranbHoe ncnonb3oBaHue

PykoBopacteo no o6HosneHnto OC MS Windows

nporpaMMHOro o6ecneyeHns U AOKYMEHTaLMK Ha Hero NpecieayeTcs no
3aKOHY.

Bce ykasaHHble AaHHbIE O XapaKTePUCTUKAX MPOAYKTOB OCHOBAHbI Ha
MEXAYHAPOLHBIX UM POCCUICKMX CTaHAAPTaX M pesynbTaTax
TECTUPOBAHMUSI, MONYYEHHbBIX B HE3ABUCUMbIX TECTOBbIX MU
cepTUOMKALMOHHbIX 1a6opaTopusX, TGO HA MPUHSTBIX B KOMMAHUK
MeToaukax. B naHHoM pokymenTe 3A0 "Anapaud P.J." He npenocTaBnsiet
HUKAKMX HU SBHBIX, HX NOAPA3YyMEBAEMbIX FapaHTHA.

3A0 "Anapamt P.A." HE HECET OTBETCTBEHHOCTM (KAK B CUTY
[IOrOBOPA, TPAXXAAHCKOTO MPABOHAPYLLEHMSA, BKNIHOYAA
XANIATHOCTb, TAK M B /10601 MHOM ®OPME) NEPEL, BAMWU WA
JIIOBOM TPETbEV CTOPOHOW 3A JIIOBbIE MOTEPU U YBbITKK
(BK/TIOYAS KOCBEHHbIE, ®AKTUYECKME MM MOBOYHbIE YBbITKN),
BKJTHOYAS BE3 OFPAHUYEHWM NIOBbIE MOTEPY MU YBbITKM
MPUBbIIBHOCTM BM3HECA, MOTEPKO JIOXOAHOCTU MU PEMYTALMN,
YTPAYEHHYIO MM UCKAXEHHYIO MH®OPMALLMIO MN
NOKYMEHTALIMIO BCJIEACTBUE MCMNOJIb30BAHMA MPOTPAMMHOIO
OBECMNEYEHUA W/WUNTN TIOBOTO KOMIMOHEHTA OMUCAHHOIO
MPOAYKTA, OAXE EC/TN 3A0 "Anagaunu P.A." BbIJ1IO MMCbMEHHO
YBEAOMJIEHO O BO3MOXHOCTM NOAOBHbIX YBbITKOB.

FocyaapcTBeHHOE perynMpoBaHue M 3KCMOPTHbI KOHTPONb

OnucbiBaeMblil B JaHHOM JOKYMEHTe MpoayKT (MM NPOAYKTbl) MOXET
ABNATLCA MK COAEPXaTb B cebe cpeacTBO KpunNTorpauyeckon 3alumTbl
nupopmaumnm (CK3M), asnatoweecs npeaMeTom 3KCMOPTHOTO KOHTPOAS.
Bbl cornaiwaerech ¢ TeM, YTO NPOAYKT He ByAeT NoCTaBnATLCS,
nepefaBaTbCst UM IKCNOPTUPOBATLCS B KaKy0-nnbo CTpaHy, a Takxe
MCMONb30BaTbCA KakKMM-NMBO NpOTUBOPEYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyeTe, uto 6yaeTe coba0AaTh HAKNAAbIBAEMbIE HA 3KCMOPT U
pe3KcnopT NPoAyKTa OrpaHUYEHHSI.

CBepeHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTyaslbHbl Ha AaTy ero
ny6aukaumm.

CTp.23/28
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5.1  JIMUEeH3NOoHHOEe cornaweHne

Moxanyicta, BHUMaTeNbHO NMPOYUTaiTe AaHHOE NIMLEH3UOHHOE
COraleHne Npexae, Yem UCMob30BaTb COLEPXKMMOE AAHHOTO KOMIIEKTa
U/Mnu npexae, YeM 3arpyxatb UAM YCTaHaBAUBATb MPOrpaMMHOe
obecneueHue.

Bce ykasaHus no Mcnonb3oBaHMIO NPOrpaMMHOro obecneyenus,
npefocTaBnsiemMble 3aKpbiTbiM aKLMOHEPHbIM 06wwecTBoM "AnaaauH P. [."
(M1 No6bIM ero fLoUepHUM NPeAnpUATUEM — KAXKO0E U3 HUX
yNoMUHaeMoe Kak "KOMNaHus"), NOAYMHAIOTCA U BYAYyT NOAYNHATLCS
YCNI0BMSAIM, OTOBOPEHHbIM B JAHHOM COrnalleHnn. 3arpyxas JaHHoe
nporpaMMHoe obecneyeHue (Kak onpeseneHo Aanee no Tekcty) u/unm
yCTaHaBIMBas AaHHOe nporpaMMHoe obecnevyeHune Ha Baw komnbioTep
1/Mnn cnonb3ys AaHHOE NporpamMMHoe obecrneyeHne MHbIM cnocoboM, Bl
NpUHMMaeTe AaHHOe COornalleHne 1 COrnalaeTech C ero YCI0BUAMM.

Ecnmn Bbl He cornacHbl C AaHHbBIM COMNaLLEHMEM, He 3arpyxaiTe u/unm He
yCTaHaBNMBaliTe fJaHHOe NporpaMMHoe obecneyeHne U He3aMeLIUTeNbHO
(He no3pHee 7 (ceMM) AHeN C AaTbl 03HAKOMAEHUS C HACTOSALLMUM TEKCTOM)
BepHuTe 310T NpoaykT B 3A0 "AnanavH P.A.", ynanute paHHoe
nporpaMMHoe obecneyeHne 1 BCe ero 4acTu CO CBOEro KomrmbtotTepa 1 He
MCNONb3yMTE ero HUKOMM 0bpasom.

HacTtoswee nuueH3snoHHoe cornawenune (nanee "Cornawenune”) asnsercs
[I0rOBOPOM, 3aK/IIOYEHHbIM Mexay BaMu (pr3nyecknm unm opuanyeckum
NULOM) — KOHeYHbIM nonb3oBaTteneM (aanee 'Monb3osatens”) — u 3A0
"AnapovH P.L." (nanee "KomnaHusa") oTHOCUTENbHO Nepeaayn
HEUCK/IIUMTENbHOTO NpaBa Ha UCMO/b30BAHWE HACTOSILLErO NPOrPaMMHOI0
obecneyeHns, SBAAIOLLETOCH MHTENNEKTYaIbHOM COBCTBEHHOCTLIO
KomnaHuu.

MpaBa U co6cTBEHHOCTD

OAHHOE COTNALLEHWE HE ABNAETCS COTNALLEHMEM O MPOOAXE.
MporpammHoe obecneyeHne, BKNtoYas Bce nepepaboTku, MCNPaBReHus,
MoanduKaumu, AONOAHEHUS, 0OHOBNEHMS U/UNK YCOBEPLIEHCTBOBAHMS K
HeMy (Zanee no Bcemy TEKCTY M NtobOK ero yactTu onpeaensemMoe Kak
MporpammHoe obecnevenune unm MO), 1 CBA3aHHAS C HUM AOKYMEHTALMS
npesnHasHavaetcs HE A1 NMPOOAXM u saBnsietcs u octaércs
MCKNIOYUTENbHOW COBCTBEHHOCTbIO KoMnaHuu.

Bce npaBa Ha MHTennekTyanbHyt CO6CTBEHHOCTD (BKNtoYas, 6e3
orpaHuyeHuit, aBTOpCKMe NpaBa, KOMMepYecKyto TaliHy, TOBapHble 3HaKu, 1
T.4.), NOATBEPXKAEHHbIE MU BKIKOYEHHbIE B
NpUNOXEHHbIE/B3aUMOCBA3aHHbIE/MMELOLLME OTHOLIEHUE K JAHHOMY
PYKOBOACTBY, AaHHble, coaepxalumecs B HEM, a Takxe Bce npasa Ha M0
ABNAIOTCA U OyAYyT ABNSTbCS COBCTBEHHOCTBIO UCKNOUYNTENBHO KOMNaHKK.

[laHHoe cornaweHue He nepenaét Bam npasa Ha MporpamMmHoe
obecneyeHune, a N1LWb NPeAOCTaBASET OrPaHMYEHHOE NPaBo Ha
MCNOAb30BaHWE, KOTOPOE MOANEXUT OTMEHE COMNACHO YC0BUAM AAHHOMO
Cornawenus. Huuto B saHHoM CornaweHunn He NOATBEPXKAAET OTKa3
KoMnaHuu oT npaB Ha MHTeNNeKTyanbHylo COHBCTBEHHOCTb NO KakoMy Obl TO
HY BbIN0 3aKOHOAATENLCTBY.

JIvueHsua

KoMnaHus HacToswwmM npepocTtaBnseT Bam, a Bel nonyyaete
MHOMBUAYaANbHOE, HEUCKIOYNTENbHOE M OT3biBaEMOe OrpaHMyYeHHOe NpaBo
Ha ucnonb3osaHue aaHHoro MO Tonbko B hOpMe UCMOAHAEMOro KOAa, Kak
onuncaHo B npunaraemoii k MO TexHUYeCKoi/3KcnnyaTaluMoOHHON
[LOKYMEHTaL MW, U TONbKO B COOTBETCTBUM C YCIIOBUSIMU AAHHOTO
CornaweHus:

Bbl MoxeTe ycTaHoBWTb M0 1 MCNONb30BaTb €0 HAa KOMMbIOTEPaX,
pacnonoXeHHbIX B Npefenax Bawero npeanpuatus, kak onucaHo B
COOTBETCTBYIOLLEN TEXHUYECKOM/3KCNYaTalUMOHHOM AoKyMeHTauum MO v B
HaCTOALLEM COMALLIEHUN.

Bbl MoxeTe fobaBuTb/NpucoeanHuTs MporpaMMHoe obecneyeHne K
nporpaMMam ans MOGUbHbIX YCTPOWCTB C eAMHCTBEHHOM LLENblo,
onwucaHHoi B aaHHoM CornatweHuu. NMpUHUMasn yCIOBUS HACTOALLETD
cornawenus, Bbl cornawaetecs:

- He UCMOoNb30BaTh, He MOAUMULIMPOBATL U He BblAABATb CYBNULLEH3UM HA
naHHoe lMporpammHoe obecneyeHne u noboe apyroe MO Komnanuu, 3a
MCKNIOYEHUEM SBHbIX paspelleHuii B AaHHOM Cornaluenuu;

- He MOAMbMLMPOBATh, HE IEMOHTUPOBATb, HE AEKOMMUANPOBATb, He
PEKOHCTPYUPOBATb, HE BULOU3MEHATb M HE PACLUMPSATbL AAHHOE
MporpamMmHoe obecneyeHne 1 He NbITaTbC PAaCKpPbITb (MONYYNUTb)
MCXOAHblE KOAbl AaHHOTO MporpaMMHoro obecrneyeHus;
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- He noMeLaTb AaHHoe lMporpaMMHoe obecneyeHne Ha cepsep C
BO3MOXHOCTbIO AOCTYMNA K HEMY TPETbUX /UL, Yepe3 OTKPbITYO CETb;

- HE UCNONb30BaTh Kakue Bbl TO HY BbIN0 pe3epBHbIE MU AaPXUBHbIE KOMUK
faHHoro NporpaMmHoro obecneyenus (Mm No3BoASTb KOMY-NM60o ewwé
MCNonb3oBaTb TakMe KONum) € No6OI MHOM LieNblo, KpOMe 3aMeHbl ero
OPUrMHANBLHOIO 3K3eMMNASPa B C/Iy4ae ero paspyLeHns UM Hanuums
nedekToB.

Tpe6osanuﬂ K UCNO/Ib30BaHUIO

lMporpaMmmHoe oBecrieyeHre AOMKHO UCMO/b30BaTbCs M 06CNYKMBATLCS
CTPOro B COOTBETCTBMM C OMMUCAHMUAMM U UHCTPYKLMSIMU KoMnaHuu,
Np1BEAEHHBIMU B AAHHOM U APYrMX AOKYMeHTax KoMnaHuu, B TOM uncie
Ha nopTase OHMaiH AOKYMeHTauMu Ans pa3pabotumkos KoMnaxum
(http://developer.aladdin-rd.ru/).

Ucnonbsosanue MO

Monb3oBaTens BMnpaBe:

- Bocnpon3soauTb MO nyTéM 3anucu ero B NaMsaTb 31EKTPOHHO-
BbIYMCANUTENbHBIX MaLWH Monb3oBaTens, orpaHUYeHHOe NpaBoM
WHCTannSauMm, KONMpOBaHMUS U 3anycka nporpamm ans 3BM;

- BcTpamartb 10 nobbiM cnocob6om B npoayKThl U pelweHus Monb3osatens;

- pacnpoctpaHsaTb M0 ntobbIM CNOCOBOM MCKNKOUMTENLHO B COCTaBe
NpoAyKTOB 1 pelueHuii MNonb3osaTens.

Mpu ucnonb3oBaHuu 1 pacnpoctpaHernu MO Monb3oBaTens 06s3aH
PYKOBOACTBOBATHLCA AEACTBYIOWMM 3aKOHOAATENbCTBOM Poccuiickom
®Depepalnm 1 MeXAyHapOAHbIM 3aKOHOATENbCTBOM, YYUTbIBAS
OrpaHMYeHns 1 LONONHUTENbHbIE TpebOBaHUS, KOTOPbIE MOTYT BO3HMKATb B
CBAI3M C IKCMOPTOM WKNGPOBaNbHbLIX (KpMNTOrpaduyecknx) CpeacTs C
Tepputopun Poccuiickoit Denepaumnm 1 UMNOPTOM TakUX CPEACTB B Apyrue
CTpaHbl. B 4acTHOCTW, OrpaHMyeHns U JOMNONHUTENbHble TPe6OoBaHMS MOryT
BO3HMKaTb Npu pacnpocTpaHeHnn MO yepes MarasnHbl NPUNOXEHUH,
coaepxaime pasnmyHble NpUNOXeHUa onsa MOBUIbHbIX yCTpOﬁCTB,
YcnoBus NCNONb30BaHMS, U3NOXKEHHbIE B HACTOSLLEM COTNALLEHNH,
[LeVCTBYIOT B OTHOLIEHUM BCero coaepxumoro [0, B yacTHocTv B
OTHOLLEHUM:

- An3aiiHa (rpaduKK, pacrnonoxeHns snemMeHToB 0QOPMAEHNS U T.M.);
- BCEX MHbIX 3N1EMEHTOB, B TOM Ync/e n3obpaxeHni, GoHOrpaMMm, TEKCTOB.

Monyyaemble MNonb3oBaTeneM HEMCKNIOUMTENbHbBIE MMYLLLECTBEHHbIE NPaBa
He BK/IIOYAIOT NpaBa Ha nepeaavy TPeTbUM NULAM Kaknx-nMbo npas Ha
BCTPauBaHWe, BOCNpPOU3BEAEHNEe, pacnpoCTpaHeHUe U UCMONb30BaHKUE
nporpamm ans 3BM He B coctaBe NpoayKToB M pelueHui MNonbsosaTens.

KoMmnaHus coxpaHset 3a coboit Bce uckaoumTeNnbHble npasa Ha M0 n
BXOASILLME B HETO KOMMOHEHTbI, BK/ItOUAS NpaBa Ha NpefoCcTaBieHne
HEUCKIOUUTENbHBIX U UCKTIOYUTENBHBIX MPaB TPETbUM NIULAM.
Monb3oBaTenb BNpaBe oCyLWecTBnsTb ucnonbzosanue MO B npesenax,
npenycMOTPEeHHbIX HacToswmMM CornaleHneM, UCKIKUUTENBHO Ha
Tepputopun Poccuiickoit Penepaumu.

06cnyxuBaHue 1 NoAAepKKa

KoMnaHus He Hec&T 06513aTenbCTB MO NPeAOCTaBAEHMUIO MOAAEPXKKM,
06CNyKMBaHMS, MOAUBUKALIMM UK BbIXOAY HOBbIX penun3os 0.

OrpaHquHHaﬂ rapaHTusa

KoMnaHus rapaHTupyerT, 4to nporpaMMHoe obecrneyeHne C MOMeHTa
npuobpeTteHuns ero Bamu B Teuenne 12 (oBeHaauaTi) mecsues byaer
(YHKLMOHMPOBATL B MOJIHOM COOTBETCTBUM C €ro
TEXHUYECKOM1/3KCNNYaTaLMOHHOM AOKYMeEHTaLmMel, npu ycnosuu, yto MO
6yAeT Mcnonb3oBaTbCs HA KOMMbIOTEPHOM annapaTHOM obecneyeHnn 1 ¢
onepauuoHHOI CUCTEMOM, AN KOTOPOW OHO 6blN0 paspaboTaHo.

OTka3 ot ra paHTUn

KoMmnaHus He rapaHTMpyeT, 4To nporpaMMHoe obecrnevyeHue Byaet
COOTBETCTBOBATb BallnM xenaHusam u TpeboBaHMAM, UNK 4To ero paboTa
6ynet 6ecnepeboiiHoi unu 6e3owmnboyHoNi. B 06bEMe, NpeaycMOTPEHHOM
3aKOHOAATENbCTBOM Pd, KOMMNaHKUS OTKPbITO OTKA3bIBAETCS OT BCEX
rapaHTUit, He OrOBOPEHHbIX 3[,€Cb, OT BCEX MHbIX MOAPA3YMEBAEMbIX
rapaHT1it. Hu oauH 13 aunepos, AMCTPMGBLIOTOPOB, NPOAABLIOB, areHTOB
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Mnn COTPyaHWKOB KOMMNAHWK HE YNONHOMOYEH NPOM3BOAUTL
MOﬂM¢MKauMM, pacwmpeHna nnm 4ONONHEHUA K [aHHOMN rapaHTuun.

Ecnu Bbl npoussenu kakue-nnb6o moandukaumm MO unm ntoboit U3 ero
yacTeit Bo BpeMs rapaHTuiiHoro nepuoaa, MO noaBepraoch NoBpeXAeHuIo,
HEOCTOPOXHOMY UK HENpPaBuUIbHOMY 06paLLeHmto, ecin Bbl Hapywmnim
noboe u3 ycnoswit Hactoswero CornaweHus, To rapaHTus, ynomMsaHyTas
Bbllle B pazaene 5, 6yAeT HEMEANEHHO NpeKpalleHa.

lapaHTUs HepelicTBUTENbHA, ecim MO MCNonb3yeTcs B COYETAHUM C UHBIM
annapaTHbIM U/MAKU NPOrpaMMHbIM obecneyeHmem, OTAUYHbIM OT
OMMUCaHHbIX B TEXHUYECKOM/3KCNNYaTaLMOHHOM AOKYMEHTaLMK, Uan
MCNO/b3YeTCs Ha KOMMbioTEPE C NH06bIM YCTAHOBNEHHBIM HENULLEH3UOHHbBIM
nporpaMMHbiM obecneyeHnem.

OrpaHquHMe BO3MeLleHus

B cnyyae HapyLueHus rapaHT1mu, OroBOPeHHOM Bbile, KOMMNaHWs MOXET no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb [10, ecin 3T0 He NPOTUBOPEUUT BbILLIEYNOMAHYTOMY
OrpaHNYeHuIo rapaHTum;

- BO3MeCTUTb CTOMMOCTb, BbinnayeHHyo Bamu 3a 0.

[apaHTUitHble Tpe6OBaHUS [OMKHbI ObITb BbICTABNEHbI B MMCbMEHHOM BUAE
B TeUeHMe rapaHTUItHOro Nep1oaa, HO He nosaHee 7 (Cemu) fAHel ¢
MOMeHTa 0bHapyxeHus aedekTa, 1 cofepaTb B cebe NOATBEPXKAEHMS,
yooenetsopstowme Komnanuto. Bcé MO (Bce ak3emnnsapel, uMerowwmecs y
Bac) ponxHo 6biTb BO3BpaLLeHO KoMnaHuu 1 0TnpasBneHo BO3BpaLLaoLLeit
CTOPOHOW C ONNaYeHHOM CTOMMOCTbIO NepeBO3KM U, MPM He06X0AMMOCTH,
cTpaxoBku. Jk3emnnspbl MO AoMKHbI 6bITb OTNPaBAEHbI C KONUen
NNATEXHbIX LOKYMEHTOB U HAaKNaAHbIX.

MckntoueHne KOCBEHHBIX YObITKOB

CTOpOHbI Npu3HatoT, YTo MporpaMMHoe obecneyeHne He MOXET BbiTb
NOAHOCTbIO NLWEHO OWMBOK. KoMNaHus He HeCET OTBETCTBEHHOCTM (Kak B
CUNy [OroBOPa, rPaXAaHCKOro NPaBOHAPYLLEHMS, BKOYASA XanaTHOCTb, TaK
1 B ntoboii nHoi dopme) nepen Bamu nnum ntoboit TpeTbeit CTOpoHOM 3a
nobble noTepy Unmn yobITKM (BKIKOYas KOCBEHHbIE, dhakTuyeckue, No6oyHble
MW NOTEHUManbHble YObITKM), BKOYas, 63 orpaHuyeHunii, nobbie notepu
UK YBbITKM NPUBBINBHOCTH BU3HECA, MOTEPH0 AOXOAHOCTU UAK penyTaLuu,
YTPAUEHHYI0 MU UCKaXEHHYIO MHDOPMALIMIO MK [OKYMEHTaLUIo
BC/IEACTBME KAKOro-N1bo MCnonb3oBaHUS AaHHOTO NPOrpaMMHOIO
obecneyeHns u/mnu noboi KOMNOHEHTbI AAHHOTO MO, AaXe ecnu
KOMMaHMs MUCbMEHHO yBeOM/IEHa O BO3MOXHOCTM NOAOBHbIX YBbITKOB.

OrpaHuquue OTBETCTBEHHOCTU

B cnyyae ecnu, HECMOTPS HA YCNOBUS AAHHOTO COrNALLEHUs, KOMMaHUs
npu3HaHa OTBETCTBEHHOM 3@ YBbITKM HAa OCHOBAHWUM Kakux-1nbo aedekTos
WU HECOOTBETCTBUS NPOrPaMMHOro obecneyeHns Bawmm oxuaaHusam,
MO/Has OTBETCTBEHHOCTb 33 KaXAbl 3K3eMNsAp AedeKTHOro
nporpaMMHoro obecrneyeHns He GyAeT NpeBbIaTh CYMMb, BbINIaYeHHOM
Bamu 3A0 "AnapamH P.[." 33 37o MNO.
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MpekpalueHue AeNCTBUA COrNaLLEHMUA

B cnyyae HeBbinonHeHns Bamu ycnosuii aaHHoro Cornawenus aeicrsune
Bawei nuueHsum n Hactoswero CornaweHns 6yaeT npekpalyeHo.
Mocne npekpaluieHns AeidcTBUS AaHHOTO JIMLEH3MOHHOTO COrnalleHums:

- NMLeH3Ms, npegocTaBneHHas Bam paHHbiM Cornalwennem, npekpaliaer
CBOE peicTeue, 1 Bbl nocne eé npekpalyeHns He CMOXeTe NPOAOIXaTb
[anbHelwee UCNonb3oBaHKe faHHoro MporpaMMHoro obecneyeHus n
[ApYr1X MLEH3MOHHbIX [1poayKTOB;

- Bbl HE3aMeanuTeNnbHO BepHETe B KoMnaHuto Bce 3k3emnnspsl MO v Bce
KOMWM TaKoBOTO M/unu coTpéte/yaanute nobyto MHbopmaumio,
COAEPXaLLYOCS B 3NEKTPOHHOM BUAE.

anMEHMMOE 3aKoHOAaTeNbCTBO

[anHoe CornaweHne A0MKHO BbiTb MCTONKOBAHO M ONpeaeneHo B
COOTBETCTBMM C 3aKOHOAATeNbCTBOM Poccuiickoi Menepaumn (3a
UCK/IOYEHUEM KOHMIMKTA NPUMEHEHUS NMPABOBbIX HOPM), U TObKO
POCCUICKUIA CyA YNONHOMOYEH OCYLLECTBASTb NPaBOCYAME B NHOObIX
KOH®AMKTaX M crnopax, BbiTekatowmx u3 agaHHoro Cornawexus.
HeB0o3MOXHOCTb Ans Nt060i M3 CTOPOH BOCMONb30BATLCS N0OLIM U3 Mpas,
NpeAoCTaBNeHHbIX el No AaHHOMY COrnalleHuto, Unu NpUHSTL Mepbl
NpOTMB APYroi CTOPOHbI B Clly4ae Ntoboro HapyLweHWs cBoux 0bs3aTenbcTs
no CornaleHunto He JOMKHO PacCMaTPMBATLCA KaK OTKA3 3TOW CTOPOHbI OT
nocneayoLero NoHYXaeHUs K MPU3HAHUI0 CBOMX MPaB WU COBEPLLEHUIO
nocneayLmnx AeNCTBUIA B CyYae AanbHeNLLMX HapyLIeHWH.
locynapcTBEHHOE PerynMpoBaHUE U 3KCMOPTHbIM KOHTPO/b

Bbl cornawaetecsk ¢ TeMm, yto M0 He 6yaeT Bamu noctaBnsTbes,
nepeaaBaTbCs UM 3KCNOPTUPOBATLCA B KaKyH-1MBO CTpaHy, a Takxe
MCNoNb30BaTbCs KaKUM-NMB0 NPOTUBOPEYALLMUM 3aKOHY M YCIIOBUAM
HacTosLero cornawenus obpasom. MO saBnseTcs npeaMeToM
[OMNONHUTENBHOTO SKCMOPTHOMO KOHTPOS, OTHOCSWerocs K Bam unu Bawen
topucankumm. Bel rapaHTupyerte, uto 6yaete cobn0aaTh HakNaAbIBAEMbIE
orpaHuYeHus Ha akcnopT u peakcnopr MO.

PasHoe

Hactosiwee CornaweHnue npeacrasnseT coboi NonHoe cornawenHue,
OTHOCALLEEeCs K JaHHOM NIMLLEH3UM, U MOXKET ObITb U3MEHEHO TONIbKO
nocpeACTBOM NUCbMEHHOTO COrNalleHus, NoANUCcaHHoro obenmu
cTopoHamu. Ecnu BbinonHeHne Kakoro-nnbo ycnoBus HacTosLero
Cornalenuns nNpeacTaBnseTcs HeBO3MOXHbBIM, Takoe ycnosue byaet
CKOPpeKTUPOBaHO TO/MbKO B Npeaenax, obecneynBatoLLux BO3MOXKHOCTb
BbIMO/IHEHUS AAHHOTO YCNOBUS.

A NMPOYMUTAN M NOHAN HACTOSALLEEE TMUEH3MOHHOE COMMALLEHME U
COIMMACEH BbINONMHATD BCE EF0 YC/10BUS. 4 MPUHUMAKD JAHHOE
JIMUEH3MOHHOE COMMALUEHME LIEJTMKOM. EC/ZTU 9 HE MPUHUMAKD
3TO IMUEH3MOHHOE COMMALLEHME MU XOTA bbl OANH U3 EFO
MYHKTOB, TO AAHHOE NMLUEH3MOHHOE COMMALLEHME HE BCTYMNAET B
cnny, 1 9 0bA3YHCb HE YCTAHABIMBATbL U HE UCTMOJIb30OBATb
IOAHHOE MPOrPAMMHOE OBECMNEYEHUE.
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6. HOHTAKTbI

6.1  Odwc (obwme BonpocChl)

Apnpec: 129226, Mocksa, yn. okykuKHa, 4. 16, ctp. 1, 7 3Tax, komnanma "Anagamd P.O."
TenedoHbl: +7 (495) 223-00-01 (MHOrokaHanbHblIM), +7 (495) 988-46-40

@akc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wwi)

Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxenHeBHo ¢ 10:00 go 19:00, kpoMe BbIXOAHBIX U MPa3aHUYHBIX LHEW.

6.2 Texnogaepmka

Cnyx6a Texnoanaepxk1 npUHMMAET 3anpochl TOMbKO B NMMCbMEHHOM BUAE Yepes3 Be6-CcaiT:
www.aladdin-rd.ru/support/index.php.
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7. PeructpauymAa namMeHeHu

Bepcus
1.0 draft
0.9 draft
0.3 draft

2.0

U3meHeHuns

B pabote

OnucaHbl pasgensl 2-3
Co3paHue fOKyMeHTa

Lob6aeneH pasaen 4.
[lobaBneHo nonHoe onucaHue npouecca 06HoBNEHUS.
BcTaBneHbl Ha3BaHMS TabnuL, M PUCYHKOB.

O6HOBNIEHbI CKPUHLLOTBI.

®CT3K Poccun N2 0037 1 N2 0054 ot 18.02.03, N2 3442 ot 10.11.2017
®CBb Poccumn N2 12632 H ot 20.12.12, N2 30419 ot 16.08.17

AnagavH PA Munuctepctea o6opomsl PO N2 1384 ot 22.08.16

eHe)KMeHTa Ka4yecTBa KOMMNaHuu cooteeTcTByeT TpebosaHusam ISO/MCO 9001-2011
i CMK TOCT P MCO 9001-2011 N2 POCC RU.MC72.K00082 ot 10.07.15

apauH P.A.", 1995—-2019. Bce npaBa 3awuLueHbl
'5) 223-00-01 Email: aladdin@aladdin-rd.ru  Web: www.aladdin-
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HOpOTKO 0 KOMNaHUK

Komnanus "Anagoud P.I." ocHoBaHa B anpene 1995 roaa u agnsetca
POCCUIMCKMM pa3paboTYMKOM (BEHLOPOM) CPEACTB 3aLUNThI
MHdOpMaLmK.

KoMnaHws sBnseTcs npusHaHHbIM 3KCNEPTOM U IMAEPOM POCCUICKOTO
PbIHKa CpeacTB ABYX(PaKTOPHONM ayTeHTUdUKaLMM Nonb3oBaTenen,
3NEKTPOHHOM MOAMUCH M 3ALLMTbI AAHHBIX.

OCHOBHblE HanpaeneHusa

— O6ecneyeHue 6e3onacHoro Aoctyna k MHOOPMaLMOHHbIM
pecypcam npeanpustus, Be6-nopranam u 06nayHbiM cepsucam
(cTporas aByx- 1 TpéxdakTopHas ayTeHTUdUKaLums).

— dnekTpoHHas noanuch (MM ¢ HensBneKaeMbIM 3aKPbITbIM
KnoYoM, popmMupyemas B 3aWmMWEHHOM unne), PKI.

— 3almTa NepcoHanbHbIX AaHHbIX, AAHHbIX Ha AMCKaX
KOMIbloTepoB, cepBepoB, 6a3 AaHHbIX.

— Bce ocHOBHble NpoAyKTbl MMeOT Heo6X0ANMble cepTUdUKaTbI
DCTIK, ®Ch 1 MuHucTepcTBa 060pOHBI (BKIKOYAs paboTy C
roctaiiHow fo ypoBHs cekpeTtHoctn CC).

Bepcus

JIuueHsun

— KOMMaHUs UMeeT Bce Heobxoammble nuueHsmn GCTIK Poccum,
®CB Poccun m Munuctepctea o6opoHbl Poccun ans
NpOEeKTUPOBaHMSA, NPOM3BOACTBA M noanepxku C3U n CK3U,
BKNt0Yas paboTy C rocTaiHoM M NPOU3BOACTBO MPOAYKLMUM B
pamkax rocobopoH3akasa.

— CucTeMa MeHeoKMeHTa KayecTBa NpoayKLummu B komnanum ¢ 2012
r. cootBetcTByeT cTaHaapTy FOCT 1SO 9001-2011 u umeet
COOTBETCTBYIOLME CepTUDUKATDI.

— Cuctema npoekTpoBaHus, pa3paboTku, NPOU3BOACTBA U
noaAepXKKU NPOAYKLUMU COOTBETCTBYET TpeHOBaHUAM
poccuitckoro BoeHHoro ctaHaapta FOCT PB 15.002-2012,
HeobxoAMMOro Ang y4acTus B peanunsaumu rocobopoHsakasa.
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