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AyTeHTUPUKaLMA B CECCUI0
VmWare Horizon ¢
ncnonblosaHuem OTP Ha
ocHoBe JAS

KpaTKoe pyKOBOACTBO MO HaCTPOMKe




AyteHTndUKaumsa B ceccuto VmWare Horizon ¢ ucnonb3osaHvem OTP Ha ocHose JAS
KpaTKkoe pyKoBOACTBO NO HaCTpOiKe 1.0

AHHOTAaUWMA

HacToAawmin LOKYMEHT COAEPKUT CBEAEHUA NO HAacTpoliKe ayTeHTUGMKaumm B ceccmto VmWare Horizon
View ¢ ncnosnb3oBaHnem o4HOPa30BbIx Naposei (OTP).

JOoKyMeHT npegnonaraeT Hannume passepHyTon nHdpacTpyktTypbl VmWare Horizon View u cuctemsl OTP
ayteHTMdUKaumm, cepeep ¢ JAS u NTP nnarmHom.

HacTtoAwmnin AOKYMEHT, BKNtOYaA NoABOP 1 pacnosioKeHne UANKCTPALMUIA U MaTepuanos B HEM, ABNAETCA OOBEKTOM aBTOPCKMX NpaB U OXpaHAeTca

B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoit Pepepaumn. Obnagatenem UCKAUUTENBHBIX aBTOPCKUX U MMYLLECTBEHHbIX NPaB ABNAETCA

3A0 «AnagguH P. [.». Ucnonb3oBaHune 3TUX MaTepuanos ntobbim cnocobom 6e3 NUcbMeHHOTo paspelueHua NpaBoo6iaaaTena 3anpeLeHo U MoXeT NoBieyb
OTBETCTBEHHOCTb, MPeAYCMOTPEHHYIO 3aKOHO4aTeNbCTBOM Pd.

NHbopmaLuma, npuseEHHaA B JaHHOM JOKYMeHTe, NpefHa3HavyeHa UCKNIOUYUTENBHO AJ1f 03HAKOM/IEHUA U He ABNAETCA ucyepnbiBatoLiei. CocTaB NpoAyKToB,
KOMMOHEHT, UX QYHKLIMK, XapaKTePUCTUKM, BEPCUM, AOCTYNHOCTb U NP. MOTYT BbITb U3MEHEHbI KoMnaHuei «AnapavH P. [.» 6e3 npeaBapuTeibHOTO
yBeAoMaeHUA. Bce yKasaHHble AaHHbIE O XapaKTepPUCTUKaX MPOAYKTOB OCHOBAHbI Ha MEXAYHAPOAHbIX UM POCCUIACKMX CTaH4apTax M pesynbTatax
TECTUPOBAHUA, NOJYHEHHbIX B HE3AaBUCUMbIX TECTOBbIX MM CEPTUPUKALMOHHBIX 1abopaTopuax, 6O Ha NPUHATLIX B KOMNAHUW MeToAMKax. B gaHHOM
[OKYMEHTe KomnaHua «AnaaaunH P. [1.» He NpefocTaBNAET HUKAKUX HU ABHbIX, HU NOAPa3yMeBaeMblX rapaHTuit.

Bnasenbuem ToBapHbIx 3HakoB AnaaauH, Aladdin, JaCarta, norotunos u npasoobnagatenem UCKIUYNUTE/IbHBIX NPaB Ha UX AM3aiH U UCNO/Ib30BaHMe,
NaTeHTOB Ha COOTBETCTBYHOLME NPoAyKTbl ABnaetca 3A0 «AnagauH P. [.».

Bnagensbuem ToBapHbIX 3HakoB Apple, iPad, iPhone, Mac OS, OS X asnsetca kopnopauusa Apple Inc. Bragenbuem ToBapHoro 3Haka |0S aBasetca KomnaHus
Cisco (Cisco Systems, Inc). Bragenblem TosapHoro 3Haka Windows Vista u ap. — kopnopauusa Microsoft (Microsoft Corporation). HazsaHus npoumnx
TEXHONOMMI, NPOAYKTOB, KOMMNAHUI, yNTOMUHAOLLMXCA B JAHHOM JOKYMEHTE, MOTYT ABAATLCA TOBAPHbIMM 3HaKaMM CBOWX 3aKOHHbIX BAAAE/bLEB.

CsepaeHuA, NnpuBeAEHHbIE B JAHHOM AOKYMEHTE, aKTya lbHbl Ha AaTy ero nybankauum.

Mpy nepeneyaTke U UCMONb30BAHUM AAHHbIX MaTepuanos NM6o Nto60oI UX YacTh ccbiikn Ha 3A0 «AnapaunH P. [.» ob6asaTenbHbI.

© 3A0 «AnapaauH P. [.», 1995-2016. Bce npasa 3aLumLleHbl.
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AyteHTndUKaumsa B ceccuto VmWare Horizon ¢ ucnonb3osaHvem OTP Ha ocHose JAS
KpaTkoe pyKOBOACTBO MO HAaCTpoVike

OrnasneHune

XopA HaCTPOMKU
MpoBepKa paboToCcnoCcobHOCTH
KOHTaKTbl, TEXHNYECKAA NOALEPHKKAE

Pernctpauma nameHeHunn
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AyteHTndUKaumsa B ceccuto VmWare Horizon ¢ ucnonb3osaHvem OTP Ha ocHose JAS
KpaTkoe pyKoBOACTBO NO HAaCcTpoiike

Xo4 HaCTPOWKM

1.0

1. Nepenaute B ocHacTky Network Policy Server n go6asbTe HoBbIi RADIUS Client.

File Action View Help

= 2= H=

e MPS (Local) RADIUS Clients
4[] RADIUS Clients and Servers 1
i RADIUS Clients a RADIUS clients allow you to specify the network access servers, that provide access to your networkc.
i3 Remote RADIU| | New
A ‘J’__EJ Policies -
7] Connection Re (e ] Fl:ieﬂdh' MName IP Address Device Manufacturer MWAP-Capable  Status
[] Network Polici View D
[ Health Policies Refresh
I+ 5 Metwork Access Pr
% A - Help
85 Accounting
| Wl Templates Management |

2. 3apaurte Friendly name, IP-agpec Horizon View Connection Server n o6wuit Shared secret.

Settings | Advanced

[w] Enable this RADIUS client

[ Select an existing template:

Name and Address

Friendly name:
|05co WLC |

Address ({IP or DNS):
[10.1020.10 || very.. |

Shared Secret
Select an existing Shared Secrets template:

| None ] |

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(®) Manual O Generate
Shared secret:

Corfimm shared secret:

3. OTKpoMTe KOHCO/b agMmuHUCTpPUpoBaHua View Connection Server.
MNepengute View Configuration -> Servers ->Connection Servers.
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AyteHTndUKaumsa B ceccuto VmWare Horizon ¢ ucnonb3osaHvem OTP Ha ocHose JAS
KpaTkoe pyKoBOACTBO NO HAaCcTpoiike

BbibepuTe Heob6X0aMMbIN cepBep ayTeHTUDMKAUMKM U HaxKaTb KHonky Edit.

VMware Horizon 7 Administrator

Updated 7/14/2016 11:28 PM e‘ Semwers

Sessions

Logout  (entadminj

|| 2 Persistent Disks
|: » Monitoring
» Policies

¥ ¥Yiew Configuration

Instant Clone Domain Admins

Product Licensing and Usage
Glabal Settings
Reqgistered Machines

Adrinistratars

Thinapp Configuration
Cloud Pod Architecture

Event Configuration

Secure tunnel connec +

T E viCenter Servers Security Servers Connection Servers
Problem RDS Hosts i} ’ & . S
Events © o0 kAo | | | Dissble || Edit.. ||Backup Mow.. | | * More Commands
Systemn Health [l @ (=]
s 2 1 0 Connection Server Wersion PColP Secure... State
V¥CS 7.0,0-36334¢ Installed Enabled
Inventory
5 users and Groups n
> Catalog
| ¥ Resources
@ Farms
1 Machines

= @

Last Backup

7/14/2016 12:00:10 AM

4. B OTKpbIBLIEMCA OKHE nepengmTe Ha BKnagKy Authentication. B pasgene Advanced

Authentication 2- factor authentication Bbi6epuTe 13 Bbinagatowero meHto RADIUS.

Edit Connection Server Settings

General Authentication Backup

SaML authenticator: Mo Enabled duthenticator configured

Manage SAML Authenticators...

VYiew Authentication

Changes to authentication settings will take effect on next user login

Smart card authentication for users: | Optional | »

[ ] Disconnect user sessions on smart card remaval

Advanced Authentication

2-factor authentication | Disabled | *

Disabled

View Administrator Autl

RS4 SecurlD
Changes to authenticati{ RADILS s effect on next user login

Smart card authentication for administrators: | Mot allowed | -

Disabled |« Delegation of authentication to WMware Horizon (SAML 2.0 Authenticator)

oK

|| Cancel |
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AyteHTndUKaumsa B ceccuto VmWare Horizon ¢ ucnonb3osaHvem OTP Ha ocHose JAS
KpaTkoe pyKOBOACTBO MO HAaCTpoVike

1.0

5. CHumuTe Yyek-60Kcbl co 3HayeHui Enforce 2-factor and Windows user name matching v Use the

same user name and password for RADIUS and Windows authentication.

Advanced Authentication

2-factor authentication | RADIUS v
[ ] Enforce 2-factor and ‘Windows user name matching

[] Use the same user name and password for RADIUS and Windows authentication

6. Haxmute kHonky Manage Authenticators. B HoBom OKHe Haxkmute KHonky Add...

View Authentication

Changes to authentication settings will take effect on next user login

Smi Manage Authenticators

L authenticatars configured in this Wiew environment

ad Marme Description

2-f,

Add...
Yie )

ch oK Cancel

sm
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AyteHTndUKaumsa B ceccuto VmWare Horizon ¢ ucnonb3osaHvem OTP Ha ocHose JAS
KpaTkoe pyKOBOACTBO MO HAaCTpoVike

7. 3anonHute nons Label — HassaHue cepsepa, otobparkaemoe KnneHty, Hostname/address —
agpec NPS-cepsepa ¢ OTP nnarnHom, Shared Secret. Authentication type — PAP.

Edit RADIUS Authenticator

Primary &uthentication Server Secondary Authentication Server

A RADIUS authenticator iz available to all Connection Servers in thizs view
enviranrment,

Label: 145 Enter a label that will be
shown to clients

Description: 145 NTP

Primary Authentication Server

Hostnamejfaddress: 10.0.2.221

Authentication port: E Accounting port: o
Authentication type: P&P | =

Shared secrat: o o oo

Server timeout: —3 seconds

Max attempts: —5

Realm prefix:

Realm suffix:

| cancel |

8. Ha 3ToM HacTpoiiKka OKOHYeHa, Tenepb HeOBX0AMMO BbINONHUTL NPOBEPKY.

[NpoBepKa paboToCcnocobHOCTH

1.0

1. 3anyctute VmWare Horizon Client u nogkntountech K cepsepy.

! VMware Horizon Client

+ New Server

ves.virtlab.space

ves.virtlab.space

2. [Mocne nogkntoueHuUs K cepsepy byaeT oTobparkeHo AManoroBoe OKHO BXxoza ¢ TpeboBaHMem
BBOAa MMeHM nonb3osatensa u OTP (none Passcode).
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AyteHTndUKaumsa B ceccuto VmWare Horizon ¢ ucnonb3osaHvem OTP Ha ocHose JAS
KpaTKkoe pyKoBOACTBO NO HaCTpOiKe 1.0

Enter your JAS user name and passcode,

Server: Eb https: /fvcs. virtlab,space
Iser name: | wvirtlabentadmin |
Passcode: | | |

Cancel
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AyteHTndUKaumsa B ceccuto VmWare Horizon ¢ ucnonb3osaHvem OTP Ha ocHose JAS
KpaTkoe pyKoBOACTBO NO HAaCcTpoiike

3. Tocne ycnewHol ayteHTUdMKaumm no OTP byaeT nponsseaeH 3anpoc Ha BXo4, Mo UMEHM
Nnonb30BaTeNa U Napoio:

EE Login

vimware Hori

SErver: fh https: ffvcs. virtlab.space

User name: | entadmin |
Password: | | |
Domain: VIRTLAE i
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AyteHTndUKaumsa B ceccuto VmWare Horizon ¢ ucnonb3osaHvem OTP Ha ocHose JAS
KpaTkoe pyKOBOACTBO MO HAaCTpoVike 1.0

KOHTaKTbl, TEXHUYECKaA NOAAEPHKA

Oduc (obLme Bonpochbl)
Appec: 129226, Mocksa, ya. IoKyKnHa, 4. 16, ctp. 1, Komnanua «Anaggui P. O.».
TenedoHbl: +7 (495) 223-00-01 (MHOroKaHanbHbINM), +7 (495) 988-46-40.
®akc: +7 (495) 646-08-82.
E-mail: aladdin@aladdin-rd.ru (o6wmit).
Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxegHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPA3AHUYHbIX AHEN.

TexnogoaepHka
Cnyx6a Texnoaaep X Ku NPMHUMAET 3anpochl TONbKO B MMCbMEHHOM BUAe Yepes Beb-caiT:
www.aladdin-rd.ru/support/index.php

[lnsa onepaTMBHOro peleHmns Balwwe Npobiembl yKaxKMUTe UCMO/b3yemMblii Bamu npoaykKT, ero
BEPCUIO, NOAPOBHO ONULWIMTE YCAOBMA U CLLEHAPUM NPUMEHEHUA, NO BO3SMOXKHOCTM, CHabauTte
coobleHne CHMMKaMM 3KpaHa, MPUMEpPaMmn UCXOL4HOIO Koaa.
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AyteHTndUKaumsa B ceccuto VmWare Horizon ¢ ucnonb3osaHvem OTP Ha ocHose JAS

KpaTkoe pyKoBOACTBO Mo HacTpoiike

Perncrtpauna namMeHeHUn

1.0

Bepcua

U3meHeHusA

1.0

McxoaHan Bepcua SOKYMeEHTa
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