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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

AHHOTAUWMA

HacToAwmin LOKYMEHT OnNucbIBaeT MHTerpaymto TokeHos JaCarta U2F u JaCarta WebPass B 061a4Hyo
nnatpopmy aByxpaKTopHOM ayTeHTUOUKaLMm Duo Security. A Tak ke onucbiBaeT paboTocnocobHocTb
nnat¢opmbl Duo 1 TokeHoBs JaCarta, Ha npumepe ayTeHTUdMKaumm B CMS WordPress ¢ ucnosib3oBaHMEM
ToKkeHoB JaCarta 1 nnarnHa ot DuoSecurity.

HacTtoAwmin AOKYMEHT, BKNtOYaA NOABOP 1 pacnosioeHne UANKCTPALUIA U MaTepUanos B HEM, ABNAETCA OOBEKTOM aBTOPCKMX NPaB U OXpaHAeTca

B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoit Pesepaumun. Obnagatenem UCKAUUTENBHbBIX aBTOPCKUX U MMYLLECTBEHHbIX NPaB ABNAETCA

3A0 «AnaaaunH P. [1.». Ucnonb3osaHue 3TUX MaTepuanos ntobbim cnocobom 6e3 nucbMeHHOro paspelueHuns npaBoobiagatena 3anpeLieHo U MOXKeT Nos/ieYyb
OTBETCTBEHHOCTb, MPeAYCMOTPEHHYIO 3aKOHO4aTeNbCTBOM Pd.

NHbopmauma, npusesEHHan B JaHHOM JOKYMeHTe, MpefHa3HauyeHa UCKIIOUYUTENBHO AJ1f 03HAaKOM/IEHUA U He ABAAETCA ucyepnbiBatoLieid. CocTaB NpoayKToB,
KOMMOHEHT, UX QYHKLIMK, XapaKTePUCTUKK, BEPCUM, JOCTYNHOCTb U MP. MOTYT BbITb U3MEHEHbI KoMnaHue «AnapavH P. [.» 6e3 npeaBapuTeibHOTO
yBeAoMaeHUA. Bce yKasaHHble AaHHbIe O XapaKTepPUCTUKaX MPOAYKTOB OCHOBAHbI HA MEXAYHAPOAHbIX UM POCCUIACKUX CTaHAapTax M pesynbTatax
TeCTUPOBaHMA, NOJTY4EHHbIX B HE3aBUCUMBbIX TECTOBbIX NN CepTl/Id)l/IKaLI,I/IOHHbIX na60paTop|/mx, nmnbo Ha NMPUHATbLIX B KOMNAaHUN MeTOAUKaX. B AaHHOM
[OKYMEHTe KomnaHua «AnaaaunH P. [1.» He NpefoCcTaBNAET HUKAKUX HU ABHbIX, HX NOAPa3yMeBaeMblX rapaHTUit.

Bnapenbuem ToBapHbIx 3HakoB AnaaauH, Aladdin, JaCarta, norotunos u npasoobnagatenem UCKIUUTE/IbHBIX NPaB Ha UX AM3aiH U UCNO/Ib30BaHMe,
NaTeHTOB Ha COOTBETCTBYHOLWME NPoayKTbl ABnaeTca 3A0 «AnagauH P. [.».

Bnagenbuem ToBapHbIX 3HakoB Apple, iPad, iPhone, Mac OS, OS X asnsetca kopnopauua Apple Inc. Bragenbuem ToBapHoro 3Haka |0S aBasetca KomnaHus
Cisco (Cisco Systems, Inc). Bragenbliem ToBapHoro 3Haka Windows Vista u gp. — kopnopauusa Microsoft (Microsoft Corporation). HazsaHus npoumnx
TEXHONOMMI, NPOAYKTOB, KOMMNAHUI, yNTOMUHAOLMXCA B JAHHOM JOKYMEHTE, MOTYT ABAATLCA TOBAPHbIMM 3HaKaMU CBOMX 3aKOHHbIX BAAAE/bLEB.

CBefieHus, NpuBeAEHHbIE B AHHOM JOKYMEHTE, aKTyabHbl Ha AaTy ero nybankaumm.

Mpy nepeneyaTke U UCMONb30BAHUM AAHHbIX MaTepuanos NM6o Nto60oI UX YacTh ccbiikn Ha 3A0 «AnapaunH P. [.» ob6asaTenbHbI.

© 3A0 «AnapgauH P. [.», 1995-2017. Bce npaBa 3aluLleHbl.
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

O nnatdopme Duo Security

Duo.com — obnayHbIi npoBanaep ABYXPaKTOPHOM ayTeHTUDUKALUN.

Mnatdopma Duo Security No3sosAeT NOAKAOUUTL ABYXDAKTOPHYIO
ayTeHTUMKALMIO ANA 3aLLUTLI NOb30BATE/IbCKMX aKKAYHTOB U
cepBuCcoB. PelleHne 3aWwMLLaeT OPraHN3aLUM OT YTEUYKM AaHHbIX,
obecneynBasn TONbKO SIerasibHbIM NOJ/1b30BATENAM U COOTBETCTBYHOLLUM
YCTPOMCTBaM A0CTYN K KOHPUAEHUMANBbHBIM AAHHBIM U NMPUNOXKEHUAM B
noboe Bpemsa u B ntobom mecte. NMnatdpopma Duo Security focTynHa
A8 pas3INYHbIX ONepaLMOHHbIX cucTem U naatdopm. MHTerpuposaHa c
OrpoMHbIM MHoKecTBoMm MO (pasnunuHblie VDI peweHun, VPN peweHus,
Web-cepsucbl, 06nauHble-cepuchl, Windows, Unix SSH, Radius,
Shibboleth n mHoroe agpyroe).

MNoapo6Haa nHbopmauma AocTynHa Ha cainTe Duo Security:
e https://duo.com

B KayecTBe ayTeHTMdMKATOPOB NAaTGOpPMa NO YMONYaHUIO Ucnob3yeT Bbibop n3 OTP no CMC, Push-
yBegoMIeHMe nan 0bpaTHbIN 3BOHOK. [lonosHUTeNbHO noaaepkmsaeT OTP TokeHbl JaCarta, mozenb
JaCarta WebPass, a Takxke U2F TokeHbl, mogens JaCarta U2F.

Kpome gByxdaKkTopHOM ayTeHTUDUKaUUM NAaTGopmMa UMEET LMPOYALLIMIA KOMMNEKC MO YNPaBAEHUIO
NoOAb30BaTENAMM U NO/b30BATENLCKMMM YCTPOMNCTBAMM, HA3HAYEHWNE U YyNPABAEHME PA3NIUYHbIMK
NOAUTUKAMM, COOP CTAaTUCTMKM O NONb30BATENbCKUX YCTPOMCTBaX, Bepcuax MO u apyroe.

© «AnagauH P. [.», 2017 Crp. 4
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O6 DneKTpoHHbIX KNtodax JaCarta
WebPass/U2F

USB-ToKeH c "OTP Ha 6opTy" ansa AByxpaKTopHOM ayTeHTUDMKaLMMU
nonb3oBaTenei Npu AocTyne K 3aWnWEHHbIM MHGOPMALMOHHBIM PECYPCam C
MCMo/ib30BaHWEM OHOPA30BOro Napo/if, IMH60 XPaHUMOTO B NaMATU TOKEHa
MHOropasoBoro napons

e ABTOMaTMYeCKas NOACTAaHOBKA Naposiei B N0A 3KPaHHbIX Gopm

® 3awuwéHHoe xpaHeHue agpecoB Web-pecypcos u 3anyck Web-6pay3sepa c nepexosom no
COXpaHEHHOMY aapecy

e XpaHeHMe KPMNTOKOHTEeNHepOoB NporpammHbix CK3U

e [loNHan COBMECTMMOCTb C Knaccmyecknmm OTP-TokeHamu (eToken PASS, eToken NG-OTP u ap.),
cornacHo RFC 4226

PewaeMble 3aga4n

e YcuieHue NaposibHOM ayTeHTUdMKaLMM Nob30BaTeNel Npu JOCTyre K MHGOPMaLMOHHbBIM pecypcam 3a
CYET Nepexoa K ABYXPpaKTOPHOM ayTeHTUGMKaLMM C UCNONb30BaHMEM TOKeHa. leHepupyembiit
TOKEHOM 04HOPAa30BbI NapPO/ib MOMKET UCMO/b30BaTbCA COBMECTHO C 3aNOMMHAEMbIM Maposiem.

e U36asneHue nonb3osatenein oT HEO6XOAMMOCTM 3aMOMMUHATL COXKHbIE Napoau. Mapoau reHepmpytoTca
N XPaHATCA B TOKEHe.

e W36aBneHune nonb3osBaTeneil 0T BO3MOXHbIX OLWMEOK, BO3HUKAIOLWMX MPU PY4HOM BBOAE Naposieit 1
aapecos Web-pecypcos. Mapoan aBTomaTMYECKM NOACTaBAAOTCA B GOPMbl BBOAA NMPU HAXKATMM Ha
KHonMKy. 3anyck Web-6paysepa 1 nepexos, no cOXpaHEHHOMY agpecy TakxKe OCyLLeCTBAAIOTCA Npu
Ha*KaTuUM Ha KHOMKY.

KnoyeBble 0COBEHHOCTU

e MexaHW4yecKas KHOMKa A4/1A reHepaLumu naponei, sanycka Web-6pay3sepa 1 noarsepaeHus
NPUCYTCTBMA Yenoseka 3a K.

e ABTOMAaTWYEeCKas NOACTAaHOBKA NapoJsiei B N0AA SKPaHHbIX GOPM MO HaXKaTUIO KHOMKM.

e [1ByX4nnoBasa KOHCTPYKLUA:

- MMWKPOKOHTpO/INEep, OTBeYatoWwmii 3a KommyHuKaumm c MK, B3aumogeincteme ¢ Nosb3oBaTeNemM U
BbINOJIHAOLLMIN POJIb MEXKCETEBOI0 3KpaHa Aaa KomaHa APDU;

- CMapT-KapTa, peanumsytowas GyHKLMM 6e3onacHoCcTH (reHepauus o4HOPA30BbIX Napoaen,
reHepaums u xpaHeHne MHOropa3oBOro Napons).

o [opaepxKa nutepdeicos HID, CCID c BO3MOXKHOCTbIO O4HOBPEMEHHOTO MCNO/Ib30BaHMA 060MX
NHTEPdENCOB M NepeKkNtoUYeHUs Mexay HUMK B npoLiecce paboTsbl.

e TOKEeH MOHO UCMO/Ib30BaTb Ha /I0ObIX YCTPOoCcTBaX, OCHaLWEHHbIX USB-nopTom Type A Female u
[0NyCKalwWwmx ncnonb3osaHne USB-knasuaTtyp.

e OTCyTCTBME BHYTPEHHMX 3/1€EMEHTOB NUTAaHMA — NUTAaHKUE ocyLllecTeaaeTca oT nopta USB.
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e ToppepKa nobbix OC Microsoft Windows, Linux, Mac OS X, Google Android, Apple iOS (yepe3 Camera
Connection Kit).

e [1nA UCNO/Ib30BaHMNA TOKEHA He TpebyeTcs YCTaHOBKM AONOHUTENbHbIX APAliBepOB U NPOrpaMmMHOro
obecneyeHun (BBoA 04HOPA30BbIX Naponen npoucxoamt no HID-uHtepodeitcy).

o  OpMH TOKEH MOMKET BbITb MCMOb30BaAH A/1A JOCTYNA K HECKO/IbKMM PasfiyHbiM pecypcam ("oauH Ko
MHorum").

JaCarta U2F

YHuBepcanbHbl USB-TOKEH, NpeaHasHauyeHHbIN 419 UCMO/Ib30BaHMA B
KayecTBe BTOpOro pakTopa npu ayTeHTUdMKaLMKM KOHEYHbIX NO/b30BaTeNen
OHJ/IaMH-CePBUCOB, NoaaepXusatowmx ctaHaapt U2F paspaboTaHHbIi
anbAHcom FIDO.

https://fidoalliance.org/

CDyHHLl,I/IOHal'IbeIe BO3MOXHOCTU
AyTeHTuduKauus no crtaHgapty FIDO U2F

Kno4yeBble 0COBEHHOCTU

e CamocToATeNbHAA perncTpaums noab3osaTenel — B OT/IMYMUE OT CUCTEM ayTEHTUPUKALMM HA OCHOBE
TPaANUMOHHbIX PKI-TOKeHOB, B Npouecce pernctpaumm TokeHa JaCarta U2F Ha KoHKpeTHOm Web-
pecypce He TpebyeTcA y4acTua agMMHUCTpaTopa. Ana perncTpaumm Heo6xoAMMO NPOCTO BBECTU IOTUH
M Napob, NOAKAOUYUTb TOKEH K KOMMbIOTEPY M HAXKaTb Ha KHOMKY (Tem cambiM NOATBEPAUNB
du3MYecKoe NpucyTCTBUE NOb30BATENA 32 KOMMbIOTEPOM). B npouecce perncrpalmu nosb3osatenem
csoero U2F-TokeHa Ha Web-pecypce nponcxoamT reHepauma Katouesoi napbl (OTKPLITLIN U 3aKPbITbIN
Kntod) 6e3 cepTndurKaTa OTKPbITOro Kato4a. CreHepMpoBaHHAA KAoYeBan napa MUCrnosb3yerca Ana
banbHenwen ayTeHTUPUKaumu.

o KoHuenuua "oanH KO MHOTMM" — O4MH TOKEH MOXKET UCMOJIb30BaTbCA AN A0CTYNa K MHOXECTBY
pasnnuHbix Web-pecypcoB (KonmMyecTso pecypcoB OrpaHUYeHo nLb 06bEMOM NaMATU TOKEHA,
NCMNONb3yeMOW ANA XPaHEHUA ayTEHTUDUKALMOHHbBIX AAHHbIX).

e 3awmTa oT PULIMHIA — KaXKAbIN 3aKPbITbIN K/OY, XPaHALLMACA B MaMATM TOKEHA U UCMO/Ib3yeMbI ANA
[OCTyna K KOHKpeTHoMY pecypcy, "cBsasaH" ¢ agpecom gaHHoro pecypca (URL). Takum obpasom, ecam
3/10yMbILW/IEHHWK NONbITAETCA NepeHanpasnTb N0/b30BaTENA HA "NnoaaenbHbIi" pecypc, Nnosib3oBaTteNb
He CMOMKeT NPOMNTM ayTeEHTUDUKALMIO, TaK KaK 3aKPbITbIM K04, COOTBETCTBYOWMI "noaaensHomy"
pecypcy, He byaeT HahgeH.
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NoakniodeHne web-nnarmHa DUO Security K
web-canty Ha CMS WordPress

B HacToAwWweM LOKYMeEHTEe PacCMaTPMBAOTCA BapUaHTbl MHTErPaLLMM 31EKTPOHHbIX Kntovelt JaCarta U2F 1
JaCarta WebPass 1 ncnosib3oBaHWe 3TUX KAtOYel B KayecTse BTOPOro ¢akTopa ayTeHTMdMKaLmm Ha web-
caliTe Ha ocHose CMS WordPress ¢ web-naarnHom DUO.

& [ob6asneHHble B nnatdopmy DUO Security KatOUM, MOXKHO MCNONb30BaTb, HE TO/IbKO ¢ naarnHom ans WordPress, a ¢ nitobbim MO
VAW NPOTOKOJIOM M3 CNUCKa noagepkuaaembix nnatdopmoit DUO. MogpobHas nHGopmauma goctynHa Ha caiite DUO Security —
https://duo.com/docs

Y106bI 3aLLUTUTL KAKOE INOO NPUIOKEHNE UM NPOTOKO, No cpeacTeam naatpopmsl DUO, HeobxogmMmo
BbIOPATb YTO 3aLLMLLATL B CaMoi naatdopme 1 cBA3aTb NAATGOPMY C 3aMLLLAEMBIM NPUIOXKEHNEM. B
HacToAWeM npumepe HeobXxoAMMO BbINONHUTbL CAeayloLmen eNCTBUA.

1. Co cTopoHbl Web-Caiita gob6asbTe Duo nnaruH, gns atoro B MeHto MaaruHbl B noucke Haliante Duo-
Two-Factor Authentication 1 Haxkxmute YctaHoBUTD. [ocne YCTaHOBKKU HaxkmuTe AKTUBUPOBATb.

[ + fobaeums

B K
= J06aBWTb NNArMHbl  3ampysims nrarm
A 3anncn
O] Memaains

LCM y BaC eCTb apXMB NnarvHa 8 ¢0\)MBTE‘ .Zip‘ 34eCb MOXHO 3arpy31Ts W YCTAHOBMTL ero.
W Crpasum
B Kosuenapuu

P Brewnwii eng BuilepHTe (ailn | @aiin He awbpan

K Nnarma

[iobaguTs HoBSH

Pesymratsinowca  WsSpamsee  Tompaspusie  Pexouengyemsie 71080
2 Frer
# Vcrpyuenms 14 3newesos
B Hacrpoficn
Duo Two-Factor Cron Manager by Duo Leaf Yeranosnm: 404 Error log report by Duc YranoenTs
© Coeprym. e Authentication @ . - Leaf .
Beram Teran fera

o ObsoznenvE: 11 Mec m O6HoRneHme: 11

0+ ycrawomo He TeCTHpoSa/CH ¢ Bawert Bepa 60+ ycranomox He TeCTWpo82AGH ¢ Sawiei Bepa

Obnoenerne:

YCTaHOBOK He TecTupoBancA ¢ Eawei Bep

Add CSS/Js by Duo Leaf Toaster Widget by Duo Leaf Yeranosnm: . Toaster Contact Form by Duo
o . Leaf
A This plug .
: bottom This plugin
Add y k Toaster bo
ot Contact Form [
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2.  Co ctopoHbl nhaTpopmbl BoianTte B meHto MpunoxkeHnus (Applications) 1 BbibepuTe 3aWwmuTUTL
npunoxenue (Protect an Application).

@ Search for users, groups, applications, or devices «£ei- - AladdinRD Dmitry Shuralev v

Dashboard Your Duo Platform Edition trial ends in 1 day - Learn more

Device Insight

@ policies Welcome to Duo, Dmitry Shuralev = = = &

shboard ? Applications

Protect an Application

Applica

/ - SRR

Users

'] Endpoints
2FA Devices
Groups Name ~ Type Application Policy Group Policies

SAML SAML - G Suite

£ Administrators

Reports Show|25 ¥ |applications  1-1of 1 total < o >

Settings

=T © 2016 Duo Security. All rights reserved. Terms of service
% Billing

support
Need help? Ems ort
or call 1-855-386-2884.

unt ID
2474-2355-57

3. B oTobpasusliemca meHto noncka Habepute WordPress un HaxkmnTe 3aUTUTL 3TO NPUNOXKEHUEe
(Protect this Application).
-| -

@ search for users, groups, applications, or devices &= AladdinRD Dmitry Shuralev v

Dashboard Your Duo Platform Edition trial ends in 1 day - Learn more

Device Insight

Welcome to Duo, Dmitry Shuralev

@ Ppalicies

Dashboard * Applications > Protect an Application
Protect an Application

Protect an Application

Users
7 ]
1 Endpaints Add an application that you'd like to protect with Duo two-factor authentication
You can start with a small "proof-of-concept” installation — it takes just a few minutes, and you're the only one that will see it, until you decide to add others.
2FA Devices
Documentation: Getting Started
Groups

Choose an application below to get started.

Administrators

Reports Wordpress|
Settings @. \ﬁNofdP,"?SAS_ 7 o
a Protect this Application | Read the documentatior
= silling
© 2016 Duo Security. All rights reserved. Terms of service
Support

Need help? Ema
or call 1-855-386-2884.
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4. OtobpasaTca 3 kntoyesbix nons, Integration Key, Secret Key u APl Hostname.

Ie Q. search for users, groups, applications, or devices ~L AladdinRD Dmitry Shuralev v

L1 Dashboard Your Due Platform Edition trial ends in 1 day - Learn more

(8 Device Insight

& Policies Welcome to Dug, Dmitry Shuralev

8 Applications

Successfully added WordPress to protected applications.

Protect an Application

Users Dashboard ? Applications » WordPress
[
1 Endpoints WO rd Press Authentication Log x Remove Application
[ 2Fa Devices

Groups 0 @ See the WordPress documentation to integrate Duo into your WordPress-powered blog or site
B3 Administrators

Details Reset Secret Key

k Reports
i settings

Integration kEy DIFUQH333FBPAOBESTUBM

™% Billing Secret key

?

Don't write down your secret key or share it with anyone.

Suppart LA GEN - - 13 - 937 9d6a5 . duosecurity. conf —

Need help? Email Support
or call 1-855-386-2884

F unt D
2474-2355-57 Policy

Policy defines when and how users will authenticate when accessing this application. Your Global Policy always applies, but you can override its rules with custom
policies

Group policies ~ Apply a policy to groups of users

Settings

General
Type WordPress

Name | WordPress

Duo Push users will see this when approving transactions.

Self-service portal ) Letusers remove devices, add new devices, and reactivate Duo Mobile

Username normalization @  None
Simple
"DOMAIN\username”, "username@example.com”, and "username” are treated as the same user.

Controls if usernames should be altered before trying 1o match them to a user account.

Voice greeting Welcome to Duo

Specify the message read to users who use phone callback, followed by authentication instructions

Notes

For internal use.

Permitted groups [ Only allow authentication fram users in certain groups

ect groups

When unchecked, all users can authenticate to this application.

ges ‘

© 2016 Duo Security. All rights reserved. Terms of service
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5. 3HauyeHus 3TUX Nosei Hy>KHO NepeHecT! B COOTBETCBYIOLLME NONA NAarMHa Ha web-caiTe.

4+ Nobasuts

@& Koncon

Joctynen WordPress 4.7.1! Moxanyidcta, 06HoBUTECH.

f 3anucn
87 Meanagaiinu Duo Two-Factor Authentication
B Crpanme Main Settings

B KommenTapum

-

See the Duo for WordPress guide to enable Duo two-factor authentication for your WordPress logins.

. You can retrieve your integration key, secret key, and API hostname by logging in to the Duo administrative interface.
P Buewmwii Bua B ¥ g Y Y y logging

Note: After enabling the plugin, you will be immediately prompted for second factor authentication.
B¢ Tharvee

MNons3oBatenn

»
= Integration key DIPUQH393FBPAOBESUBM
# WhcipymenTul
Hacrpoiiku Secret key
OBuwue
-9379d6a s
Hanucanue APT hostname api-9379d6a5.duosecurity.com
YTeHne
eHre Enable for roles: | Administrator

| Editor
Meawadaiine! 7] Author
MOCTORHHEIE CCELIKK | Contributor

| Subscriber
Duo Two-Factor
Qc terio Disable XML-RPC 7] Yes

(recommended) Using XML-RPC bypasses two-factor authentication and makes your website less secure. We recommend only using the WordPress web interface

CoXpaHnTs M3IMEHEHWA

6. HasTom HacTpoiiKa cBasu web-caitta c nnatdopmoit Duo 3aBepLueHa, fanee Heobxoanmo 406aBUTL B
CUCTEMY MO/Ib30BATENA U TOKEH.
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[lo6aBneHne aneKTpoHHOro Knto4da JaCarta
U2F B nnat¢opmy DUO

JobasneHne aneKTpoHHbIX Ktodelt JaCarta U2F nponcxoamT nosnb3oBaTenem co CTOpoHbl web-caiiTa.

[na Hayana, co cTopoHbl NaaTthopmbl BoramTe B meHio 2FA Devices (24 yctpoiicta). Ybegutech 4to
CMMCOK YCTPOMCTB NyCT.

& search for users, groups, applications, or devices g

E
i

AladdinRD Dmitry Shuralev v
L3 Dashboard Your Duo Platform Edition trial ends in 1 day - Learn more

© Device Insight

@ Ppolicies Welcome to Duo, Dmitry Shuralev

@) Applications

Dashboard > U2F Token

% Users

U2F Tokens

1 Endpoints

[ 2FA Devices 0

Phones

Hardware Tokens 0 Registration 1D~ Date Added User ¢

No U2F tokens to show
A8 Groups

=1 Administrators Show| 25 ¥ |UZ2F tokens 0 items < >
& Reports
®© 2016 Duo Security. All rights reserved. Terms of service

& serings
= silling
Support

Need help? Ema port
or call 1-855-386-2884.

Account ID
2474-2355-57

ent D
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Duo Security v JaCarta WebPass/U2F

WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity

AyTeHTUPUUMpPYNTECH MO Napo/Ito, Ha TOM Web-caliTe Kyaa paHee 6blna npuBsasaHa naatopma Duo.

Bhl BEILLAW W3 CUCTEMBIL

VIma nonb3oeaTens waK e-mail

DD

Mapons

3aNOMHIUTE MEHA

3abbuk napons?

— Hazag K cality «DD=

YCTaHOB/IEHHBIN U HACTPOEHHbIN NAarMH DUo NpeanoXKUT HacTPOUTDL 3aLLMTY aKKayHTa. HaxkmuTe Start

Setup.

© «AnapauH P. A.», 2017

Need help

Powered by Duo Security

Protect Your AladdinRD Account

Two-factor authentication enhances the security of your account by using
a secondary device to verify your identity. This prevents anyone but you
from accessing your account, even if they know your passward.

This process will help you set up your account with this added layer of

security.

Start setup

Crp. 12



Duo Security v JaCarta WebPass/U2F

Bebepete U2F token.

WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity

AnananH!™

What is this? [§
Need help?

Powered by Duo Security

What type of device are you adding?

Monblle phone RECOMMENDED
Tablet (IPad, Nexus 7, etc.)
Landline

'®' U2F token

MNoacoeneHnTe JaCarta U2F kK USB nopTy 1 cnenyiTe yKasaHUAM.

© «AnapauH P. A.», 2017

W,

AnagavH)™

What is this? [§
Need help?

Powered by Duo Security

My Settings & Devices

U2F token D2DCHYGS0...  usT ADDED

m Continue to Login

1.0

Crp. 13



Duo Security v JaCarta WebPass/U2F

MHTerpauuma aNekTpOoHHbIX Kntoueit JaCarta B nnatdopmy DuoSecurity

1.0

Mo 3aBepLUeHMIO Bbl NONAaAeTe B aAMUH YacTb caliTa, Nponaa ayTeHTMdUKaLumio ¢ ucnosnb3oaHuem JaCarta U2F.

AnapnawH)™

’\.._,.«/

If your token flashes when inserted, tap it. Otherwise, remove the token
and reinsertit. Contact your administrator if you have any questions

about using your token,

Use your UZF token to login.

@ Konconn

Faasman

© «AnapauH P. A.», 2017

KoHconb

JNlobpo noxanosate 8 WordPress!

fnn wavana

AxTierocTh

Heaaewo onybaukosans!

Caexme koMMeHTapUH

Creayouwe warn

BRCTPUIF YepHOBMK

Hosoct WordPress

Npyrve nefictenn
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

CHoBa 3aiianTe B meHto 2FA Devices (2 ycrpoiictea) B nnatdpopme Duo, B cnucke otobpasutca paHee gobasneHoe
ycTpoicteo u ero ID.
-' r & search for users, groups, applications, or devices &= AladdinRD Dmitry Shuralev v

Dashboard

Your Duo Platform Edition trial ends in 1 day - Learn more

Device Insight

5 Policies Welcome to Duo, Dmitry Shuralev ¥ Finish
) Applications 2
Dashboard > U2F Token
Users 2
. U2F Tokens
<1 Endpoints

[ 2FA Devices 1 P
Phones
Hardware Tokens Reg\;tl’a:ﬂﬂ D ~ Date Added ( User (

D25306IXZYWB045VEHQF October 27, 2016 dd
Groups
Show|25 ¥ |U2Ftokens 1-1 of 1 total < o >
71 Administrators
7 Reports © 2016 Duo Security. All rignts reserved. Terms of service
i settings
[ Billing
Support

Need help?

or call 1-83!

unt 1D

2474-2355-57

B AanbHelwem 3TOT N0/Ib30BaTE/Ib CMOMKET 3aX0ANTb Ha 3TOT web-caliT ¢ ncnosib3osaHMem JaCarta U2F us noboro
mecTa B toboe Bpems.

© «AnagauH P. [.», 2017 Crp. 15



Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity

1.0

[lo6aBneHne 3neKTpoHHOro Katoya JacCarta

WebPass B nnat¢opmy DUO

B otanume ot JaCarta U2F, JaCarta WebPass fo6aBnseTca co CTOpOHbI cepBepa, TOECTb Yepes camy
nnatpopmy Duo. [ns 3Toro, B 1IeBOM MeHio oTKporiTe 2FA Devices (29 yctpoiictea) -> Hardware Tokens
(Pusnyeckuit TokeH). OTobpasatca HacTpoikm Hardware Tokens. BoibepeTte Import Hardware Tokens.

a sSearch for users, groups, applications, or devices
wllv - §roUPS. 209
L4 Dashboard Your Duo Platform Edition trial ends in 1 day - Learn more

(® Device Insight

Dashboard > Hardware Tokens

@ Ppolicies

2 Hardware Tokens

@ Applications
5 Users
%1 Endpoints

[ 2FA Devices
Serial Number ~ Token Type

Phanes

Hardware Tokens h No hardware tokens to show

U2F Tokens

show|25 v tokens 0 items
% Groups

&1 Administrators © 2016 Duo Security. All rights reserved. Terms of service
Reports

@ settings

= Billing

Support

Need help? Email Support
or call 1-855-386-2884.

Account ID
2474-2355-57

Deployment ID
buo3sd
Helpful Links

Documentation [

© «AnapauH P. A.», 2017

~£3- AladdinRD 1 Dmitry Shuralev

N\

Buy Hardware Tokens + Import Hardware Tokens

Users Admins &

Crp. 16




Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

B oToBpasmBlLEMCA MEHIO HEOBXOAMMO BbIBPaTh TUM TOKEHa, B Hawem ciydyae HOTP v BBecTu uepes
3anATylo, KaK NMoKasaHo B MpMMepe ero cepuitHbiii Homep (serial number) 1 cekpert (secret key)/SSID

-| r Q Search for users, groups, applications, or devices &+ AladdinRD Dmitry Shuralev v

) Dashboard Your Due Platform Edition trial ends in 1 day - Learn more

(5 Device Insight

9 Ppolicies Dashboard * Hardware Tokens » Import Hardware Tokens

Applications 2 Import Hardware Tokens

& Users

Duo supports HOTP, TOTP, and YubiKey tokens. Use this form to import your tokens; then you'll be able to add them to your users.

'8 Endpoints

The €SV format depends on the type of tokens you're importing:

D 2FA Devices 1
HOTP <serial number=> <HOTP secret key)[,<HOTP counter=]

TOTP <serial number>,<TOTP secret key>[,<TOTP time step>]

Phones
- YubiKey <serial number=,<private identity=> <secret key=
U2F Tokens Note: The HOTP counter field is optional and assumed to be 0 if not specified. The TOTP time step field is also optional and is assumed to be 30 seconds if not
specified
9, Groups
Token type HOTP 6-digit v
F=1  Administrators e 8
¥ Reports Note: Duo Security does not support TOTP token drift or TOTP resync. As a result, TOTP tokens may eventually fall out of sync and generate invalid passcodes
e CsV token data _
i0F settings 87a1c7ac, 2a099b8b00d35c5c11h0eas529d365c8ec0ec3f6s|
= Billing

Support
Need help? Email Support
or call 1-855-386-2884.

ntio

2474-2355-57

Helpful Links + Import Hardware Tokens

ITK AaHHble HeobxoanMO B3aTb U3 .dat dalina M3 KOMNIEKTa NOCTaBKU KAlOYei.

Serial number cooTsecTByeT nosto sccAuthenticatorld, a secret key cootsetcsyet nosto sccKey.

j 87alcTac.dat — Bnoxrsor —" p———

®aiin  lMpaska Qopmar Bug  Cnpaska

dn: sccauthenticatorId=87alc7ac
objectclass: sccCompatibleToken
sccauthenticatorId: 87alc7ac

sccTokenType: JC-webPass
sccTokenData: skcKey=2a099b8b00d35c5c11b0eas29d365cBeclec3fEs; sccMode=E; sccPwlen=6; sccver=6. 20;

1 ~

A Ecnv HeobxoAMMO MMMOPTMPOBATL MHOXECTBO K/IKOUEW, MO O4YePeAHO 3TO AenlaTb He 06s3aTesIbHO. B 3TOM cyyae MOKHO
nonpocuTb coaeincTena B cayxkbe noanep:ku DuoSecurity, nepeaat um dain ¢ nepeyHem MHGOPMaLMK O TOKEHAX, MO UX WABIOHY,
1 OHW NPOU3BEAYT UMMOPT CO CBOEIN CTOPOHBI.

© «AnagauH P. [.», 2017 Crp. 17



Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

Ecnu Bce BBegeHO BepHO 0Tobpasuntcs coobuieHune Success! 1 hardware token imported (Ycnex! TokeH
MMNOPTUPOBAH). TaK Ke B CNUCKE NOABUTCA €ro CepUIHbIA HOMEp U TUMN.

-'I‘ o ) ’
Q search for users, groups, applications, or devices wheq AladdinRD ‘ Dmitry Shuralev v

[ 4 -w + Broups, app! Y

L) Dashboard Your Duo Platform Edition trial ends in 1 day - Learn more

(® Device Insight

@ Policies ‘

Success! 1 hardware token imported.
8 Applications
Dashboard > Hardware Tokens

o Hardware Tokens
<1 Endpoints
S &

/

Mg Users

Phones
Hardware Tokens
- N Serial Number ~ Token Type & Users & Admins &
U2F Tokens
db30f060 HOTP 6-digit
% Groups
Show |25 ¥ | tokens 1-1of TT < o >

3 Administrators

Reports X
© 2016 Duo Security. All rights reserved. Terms of service

& settings

[}

Billing

Support

Need help? Email Support
or call 1-835-386-2884.

Account ID
2474-2355-57

Deployment ID
DUO39

Helpful Links
Documentation Of

© «AnagauH P. [.», 2017 Crp. 18



Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity

3aianTe B CBOMCTBA TOKEHA LLE/IKHYB MO ero CepuitHoMy HoMepy.

L1 Dashboard

Q. search for users, groups, applications, or devices

Your Duo Platform Edition trial ends in 1 day - Learn more

Device Insight

) palicies

P
&

Success! 1 hardware token imported.

£ applications

Dashboard > Hardware Tokens
S Users

Hardware Tokens

f1 Endpoints

Phanes 0

Hardware Tokens

Serial Number Token Type &

U2F Tokens
db30f060 HOTP &-digit
M Groups

Show |25 ¥ |tokens 1-1 of 1 total

£ Administrators

Reports .
© 2016 Duo Security. All rights reserved. Terms of service

Sertings

@ Bsilling

Support
Need help? Email Support
or call 1-855-386-2884.

Account ID
2474-2355-57

Deployment ID
puozan

Helpful Links
Documentation O§

B BepxHem meHto Bbi6epeTe Resync Token (CMHXPOHM3NPOBaATb TOKEH).

EJ Dashboard

Q. Search for users, groups, applications, or devices

Your Duo Platform Edition trial ends in 1 day - Learn more

& Device Insight

Dashboard > Hardware Tokens > Hardware Token #db30f060

) Hardware Token #db30f060

S Users 2

D policies

@

6] Applications

) Details
%1 Endpoints

0 2rap 2 Serial number  db30f080

Phones Token type HOTP 6-digit

Hardware Tokens

UZF Tokens 1 Users
This hardware token is attached to the following users.

S Groups
Username ~ Name O Status

£ Administrators

1.0

o) AladdinRD ‘ Dmitry Shuralev v

Buy Hardware Tokens + Import Hardware Tokens

Users Admins

£ AladdinRD

‘ Dmitry Shuralev v

Resync Token X Delete Hardware Token

+ Artach User

Last Login &

No users attached to this hardware token yet. Click here to attach one.

Reports

Settings Administrators
This hardware token is attached to the following administrators.
= silling

Name ~ Email £

Support
Need help? Email Support
or call 1-855-386-2884.

Account ID © 2016 Duo Security. All rights reserved. Terms of service
2474-2355-57

Deployment ID
DUO39

Helpful Links

Pnrimantatinn 7

© «AnapauH P. A.», 2017

LastLogin

No administrators attached to this hardware token yet.
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

MocTaBbTe Kypcop No o4epesHO B KaXKA0e U3 Tpex 0TOBPa3MBLUMXCA NOJIEN U Kax bl pas HaxumalTe
KHOMKY Ha ToKeHe popmupya OTP-3HaueHmne, nocne yero HaxkmuTe Resync Hardware Token.

a when AladdinRD Dmitry Shuralev v
—4 - Search for users, groups, applications, or devices Ty

L3 Dashboard Your Duoe Platform Edition trial ends in 1 day - Learn more
(® Device Insight

Dashboard * Hardware Token #db30f060 * Resync

Palicies
£ Applications 2 Resync Token #db30f060
3 Users 2
- Resync Hardware Token
% Endpoints
Generate three passcodes in a row and enter them here to resync this hardware token.
[ 2rFA Devices 2

Hardware Tokens

U2F Tokens 2nd code | 047831

S Groups 0 3rdcade | 946859

£ Administrators
Resync Hardware Token
Reports \

Settings

Phones 0 Istcode | 709945 _

o siling © 2016 Duo Security. All rights reserved. Terms of service

Support
Need help? Email Suppert
or call 1-855-386-2884,

Account ID
2474-2355-57

Deployment ID
puozsd

Helpful Links
Documentation CF
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

Ecnu Bce BBegeHo BepHO oTobpasutcsa coobuteHne Hardware token successfully resyncronized (TokeH
ycnewHo CUHXPOHU3NPOBaH).

e Q. Search for users, groups, applications, or devices AladdinRD Dmitry Shuralev v

L1 Dashboard Your Duo Platform Edition trial ends in 1 day - Learn more

(% Device Insight

Policies ~
Hardware token successfully resynchronized «

£ Applications 2

Dashboard *> Hardware Tokens * Hardware Token #db30f060

M Users 2
Hardware Token #db30f060 Resync Token

"1 Endpoints
[J 2FA Devices 2 Details
Phaones

Hardware Tokens Serial number db30f060

U2F Tokens Token type HOTP 6-digit

M9 Groups

Users
+ Attach User

=1 Administrators
This hardware token is attached to the following users.

2] Reports Username ~ Name & Status LastLogin <
B settings
No users attached to this hardware token yet. Click here to attach one.
= silling
Administrators
Support This hardware token is attached to the following administrators

" S
or call 1-855-386-2884. Name ~ Email LastLogin O

Account ID

2474-2355.57 No administrators attached to this hardware token yet

© 2016 Duo Security. All rights reserved. Terms of service
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

Hasxkmute Attach User (MpuBa3aTb Nonb3oBaTens) 414 HasHaYeHUA No/b30BaTeNsA A/1A 3TOTO TOKEHa.

@ search for users, groups, applications, or devices

r 3 ~ ’
&=t AladdinRD Dmitry Shuralev v
I' g

I3 pasnboard Your Duo Platform Edition trial ends in 1 day - Learn more

(5 Device Insight

Dashboard » Hardware Tokens > Hardware Token #db30f060

Policies
5 woees - Hardware Token #db30f060 Resyme Token
Ji. Users 2
Details
Endpoints

Serial number  db30f060

Phones Tokentype HOTP 6-digit

Hardware Tokens

U2F Tokens UsEs “

This hardware token is attached to the following users.

+ Attach User

M9 Groups
Username ~ MName & Status Last Login >

£ Administrators
No users attached to this hardware token yet. Click here to attach one
Reports

55 e
% Settings Administrators
= This hardware token is attached to the following administrators
= Billing
Name ~ Email £ LastLogin <
support

Need help? Email S No administrators attached to this hardware token yet

or call 1-8535-386-2324.

Account ID © 2016 Duo Security. All rights reserved. Terms of service
2474-2355-57

Helpful Links

Docume on 03
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

Bb|6epeTe HeOﬁXOAMMOFO nonb3oBaTena B 0T06paBVIBUJEMCFI cnucke.

< Dashboard Your Due Platform Edition trial ends in 1 day - Learn more

(& Device Insight

Policies Hardware token modified successfully.

£ applications
Dashboard > Hardware Tokens > Hardware Token #db30f060

A Users 2
Hardware Token #db30f060 Resync Token

% Endpoints

Phones

Hardware Tokens Serial number  db30f060

U2F Tokens Tokentype HOTP 6-digit

M Groups

Users
+ Attach User

=3 Administrators .
This hardware token is attached to the following users.

[} Reports Username ~ Name O Status LastLogin
#F Sertings dd Active Oct 27, 2016 5:44 PM
= Billin, o
s Administrators
This hardware token is attached to the following administrators
Support
Need help? Ema Name ~ Email LastLogin

or call 1-855-386-2884.

Account ID No administrators attached to this hardware token yet

2474-2355-57

© 2016 Duo Security. All rights reserved. Terms of service

Community CF

MepekntoumTtechb Ha web-caliT 1 BbiNofHUTE ayTeHTMd)VIKaLI,M}O nonb3oBaTeNemM KOTOPOMY Bbl paHee
Ha3Ha4Yn/In TOKEeH.

Bl BBILLKM W3 CUCTEMBI,

WMma nonb3oeatens wan e-mail

DD

Mapone

3anNoMHMTE MEHA m

3abbum napons?

— Hazag k caity «DD»
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

MnarvH aBTOMaTUYECKU YBUAMUT, YTO NOIb30BATE 0 HA3HAYeH TOKEH U NpeanoKunt seectn OTP-3HaveHue.

W,

Token

Haxmute Enter a Passcode.

v

Device: #
pa -

What is this? §
Need help?
Powered by Duo Security

Use your U2F token to logil

Crp. 24
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity

1.0

Haxkmute KHONKyY Ha TokeHe, OTP-3HavyeHen NoACTaBUTCA B NONE aBTOMATUYECKM.
Haxxkmute Log In.

Device: | Token

o H

Powered by Duo Security

Enter a passcode from a hardware token.

OTob6pasunTca agmuH naHenb web-calita, ayTeHTUGUKauma npu nomoum JaCarta WebPass npoiigeHa.

@ Konconn

Koxconb

Taaenan
Jlobpo noxanosatb 8 WordPress!

fnn wavana

Creayouwme warm

Qipyrwe neicreun
¥ e 8
Hacrpoire ceof caitt )

| +
®a

BRCTPA epHOBIK

AxTierocTe

Hosocr WordPress
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

3aWnTa Apyrnx NpUNoHeHnn n NpoToKON0B

Mo aHanorMm MoxKHO NoAkAUYNTL TokeHbl JaCarta WebPass v JaCartaU2F v K Apyrm NpUAoXKeHNam nam
NPOTOKO/1IaMM KOToopble noaaeprkmeatotca naatopmoit DUO Security. MoaHbIA CNUCOK NoanepKUBAaEMbIX
NPUNOMKEHUI N NPOTOKO/IOB CMOTPMUTE Ha oduLmManbLHoM caiiTe nnatdopmbl Duo — https://duo.com/docs
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity

KOHTaKTbl, TEXHUYECKaA NoaAAEPHKA

Odwuc (obLme Bonpochbl)
Appec: 129226, Mocksa, ya. IoKyKuHa, 4. 16, ctp. 1, Komnanua «AnagguH P. O.».
TenedoHbl: +7 (495) 223-00-01 (MHOroKaHanbHbINM), +7 (495) 988-46-40.
®dakc: +7 (495) 646-08-82.
E-mail: aladdin@aladdin-rd.ru (obwwmit).
Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxeaHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPa3AHUYHbIX AHEN.

TexnoggepHka
Cnyx6a Texnoaaep KM NPMHMMAET 3anpochkl TONbKO B MMCbMEHHOM BUAe Yepes Beb-cailT:
www.aladdin-rd.ru/support/index.php

[na onepaTMBHOro peleHna Balen Npobaembl yKaxKMUTe UCNOAb3yeMbliA Bamu NpoAayKT, ero
BEPCUIO, NOAPOBHO ONULWMTE YCAOBMA U CLLEHAPUM NPUMEHEHUA, NO BO3SMOXKHOCTM, CHabauTte
coobleHMe CHMMKaMM 3KpaHa, MPUMEpPaMmn UCXOL4HOIo Koaa.
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Duo Security v JaCarta WebPass/U2F WHTerpauua aneKkTpoHHbIX Katouelt JaCarta B nnatdopmy DuoSecurity 1.0

Perncrtpauna nameHeHunm

Bepcua U3meHeHusA

1.0 McxoaHaa BepcuA OKYMEHTa
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