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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PYyKOBOACTBO NO HaCTpOIKe 1.0

AHHOTAaUWA

HacToswwmii LOKYMEHT COAEPKUT CBeAEeHUA 0 HacTpoike wundpoBaHua BitLocker ansa cbémHbix (hdd, ssd) n
HecbEéMHbIX (usb-flah, usb-hdd, usb-ssd) HocuTenei nHdopmauum n AocTyna K HUM MO 3NEKTPOHHbIM
kntoyam JaCarta PKI.

HacTtoAwmin AOKYMEHT, BKNtOYaA NOABOP 1 pacnosioeHne UANKCTPALUIA U MaTepUanos B HEM, ABNAETCA OOBEKTOM aBTOPCKMX NPaB U OXpaHAeTca

B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoit Pesepaumun. Obnagatenem UCKAUUTENBHbBIX aBTOPCKUX U MMYLLECTBEHHbIX NPaB ABNAETCA

3A0 "AnapaunH P.[.". icnonb3oBaHMe 3TUX MaTepuanos Ntobbim criocobom 6e3 nncbMeHHOro paspelieHnsa npasoobnasaTtens 3anpeLeHo 1 MOXeT NoBaeYb
OTBETCTBEHHOCTb, MPeAYCMOTPEHHYIO 3aKOHO4aTeNbCTBOM Pd.

MHdopmauua, npusesEHHAA B JAHHOM AOKYMEHTE, NpeAHasHaveHa UCKIYMTENbHO A1A 03HAKOMNEHUA U He ABNAETCA ncyepnbiBatolweil. CocTas NpoayKToB,
KOMMOHEHT, UX QYHKLMK, XapaKTEPUCTUKU, BEPCUU, AOCTYMHOCTb U NP. MOTYT 6bITb U3MEHEHbI KoMmNaHuel "AnanauH P.A." 6e3 npeaBapuTensHoro
yBeAoMNeHUA. Bce yKasaHHble AaHHble O XapaKTepUCTUKaX MPOAYKTOB OCHOBAHbI HA MEXAYHAPOAHbIX UM POCCUIACKUX CTaHAapTax U pesynbTatax
TECTUPOBAHUA, NOJYHEHHbIX B HE3AaBUCUMbIX TECTOBbIX UM CEPTUPUKALMOHHBIX NabopaTopuax, IM6O Ha NPUHATLIX B KOMNAHUW MeToAMKax. B agaHHOM
AOKYMeHTe Komnanua "AnagaunH P.[." He npeAocTaBNAeT HUKAKUX HU ABHBIX, HW NOAPa3yMeBaeMblX rapaHTU.

Bnapenbuem ToBapHbIx 3HakoB AnaaauH, Aladdin, JaCarta, norotunos u npasoobnagatenem UCKUNUTE/IbHBIX NPaB Ha UX AM3aiH U UCNO/Ib30BaHMe,
NaTeHTOB Ha COOTBETCTBYIOLME NPoAyKTbl anaetca 3A0 "Anagaud P.A4.".

Bnagensblem ToBapHbIX 3HakoB Apple, iPad, iPhone, Mac OS, OS X asnseTca kopnopauua Applelnc. Bnagenbuem ToBapHoro 3Haka |0S aaseTca KomnaHua
Cisco (CiscoSystems, Inc). Bnagenbuem ToBapHoro 3Haka WindowsVista u gp. — kopnopauusa Microsoft (MicrosoftCorporation). Ha3zsaHus npoynx TeXHONOMUIA,
NPOAYKTOB, KOMMAHWM, YNOMUHAIOLWMXCA B AHHOM [LOKYMEHTE, MOTYT ABNATHCA TOBAPHBIMU 3HAKaMM CBOUX 3aKOHHbIX B1aJeNbLIeB.

CseaeHuA, NnpuBeAEHHbIE B JAHHOM AOKYMEHTE, akTyaslbHbl Ha AaTy ero nybankauum.

Mpu NnepeneyaTke MU UCMOL30BAHUN AAHHBIX MaTepuanos Mbo Ntoboi ux YacTu cebinku Ha 3A0 "AnasavH P.[." obasaTtenbHbl.

© 3A0 "AnapgauH P.[1.", 1995-2017. Bce npaBa 3aLLMLLEHbI.

© "AnagauH P.A4.", 2017 Crp. 2



JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike 1.0

OrnasneHune

O TtexHonorun BitLocker 4
O JaCarta 4
OnucaHune aemMo-cTeHAa 5
Xopa, HaCTPOMKU 5
YcTaHoBKa KOMMOHEHTa wndposaHunA BitLocker 5
PenaxktuposaHue wabnoHa cepTudpuKaTa nonb3osartena 12
HacTpoiKka rpynnosbix nonuTtuk BitLocker ana B3anmogencteuna ¢ JaCarta PKI 16
BknodeHne 3awnTbl (WHPPOBAHUA) HOCUTENA CO CTOPOHbI KANEHTA 20
MNpoBepKa paboToCcnocobHOCTH 26
Pa3610KMPOBKa KNIOYOM BOCCTAHOBNEHMWA 28
OTknoyeHne BitLocker 30
HOHTaKTbl, TeXHN4YeCKaA NoAAEPHKKA 32
Pernctpauma nsmeHeHun 33

© "AnagauH P.A4.", 2017 Crtp. 3



JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike 1.0

O texHonoruu BitLocker

Bo Bcex onepaumoHHbIx cuctemax Microsoft, HaunHas ¢ Windows Vista v Bbliwwe, cylwecTByeT BCTPOEHHanA
TeXHoormMa WnppoBaHUA pa3aenoBs KEcTKux auckos — BitLocker (BitLocker Drive Encryption). Mo3aHee B
Windows 7 nosiBniacb BO3MOXHOCTb WNGPOBATL ELLE U BHELIHME HOCUTENM (BHELLHUWE KECTKUE ANCKU UK
USB-Hakonutenw).

LLindposaHue ocyuiecTBaseTcs cMMMETPUYHbIM anroputmom AES (Advanced Encryption Standard). Mpu
3ToM WwudpyeTcs He BeCb AUCK, @ pa3MeUeHHble pasaenbl (Toma) no otaenbHocT. Kntou wndposaHus
[O/XKeH 6e30nacHO XPaHUTCA Ha 3aWMLLEHHOM HocuTesie. 3To MoxKeT bbiTb TPM (Trusted Platform
Module) — cneumanbHas mMKpocxema ANs peanmsaumm GyHKUMM 6e3onacHoCcT, BCTPOEHHas, Hanpumep,
B MaTepuHCKyto nnaty MNK. [lpyroi BapMaHT — XpaHeHWe KAtova Ha cmapT-KapTte nnaun USB-TokeHe JaCarta
PKI, MMEHHO 3TOT CLLeHapMi1 PacCMATPMUBAETCA B HACTOALLEM AOKYMEHTE. ITOT CNocob ABNAETCA OAHUM U3
cambix 6e30nacHbIX — NOAb30BaTeNto ANA [OCTyNa NoTpebyeTca Hannvme CMapT-KapTbl U 3HaHMe MUH-
Kopa. ELLE ecTb BO3SMOXKHOCTb NO/yYaTb JOCTYN MO NAPOA0, KOTOPbIN ByaeT Kaxabli pa3 BblpabaTbiBaTh
Kntod. OZHAKO 3TO camMblii Heb6e30nacHbIM cnocob XxpaHeHUA, TaK KaK ec/iv 3/10YMbILLIIEHHMK Y3HAeT
Napo/ib, TO Y3HAET U K/HOY.

B cnyyae ytepu, 6€3803BpaTHOM 6IOKMPOBKU MAN GU3MYECKOW NOIOMKU CMApT-KapTbl CYLLECTBYET
MEeXaHW3M BOCCTAHOBAEHUA. 1A 3TOro co3aaéTtca cneumanbHblii 48-3HaUYHbIN KoY BOCCTAaHOBNEHUS,
KOTOpPbI HEOBXOAMMO XPaHWUTbL OTAEbHO OT 3awumiérHoro MK, Hanpumep B celide B BUAE
pacneyaTaHHOro OKyMeHTa.

BitLocker B oTanumm ot EFS-wundposaHua paboTaeT No KANEHT-cepBepHOl moaenun. TpebyeTca Hannune
cepBepa M oKanbHaA paboTa TEXHONOTMN HEBO3MOXKHA.

EFS-wmndppoBaHmue 1 40CTyN K 3aWMLLEHHBIM AaHHbBIM C UCMO/Ib30BAaHMEM 31EKTPOHHbIX Katouen JaCarta
PKI paccmoTpeH B sokymeHTe — "JaCarta PKI u EFS-undpoBanHue B Microsoft Windows", koTopbiit
pa3smellieH Ha obmumanbHom cainte "Anagamu P.A.", B pasgene "MHTerpaumMoHHble MHCTPYKUMK" —
https://www.aladdin-rd.ru/support/guides.

O JaCarta

Ons xpaHeHus Kntoyva BitLocker nogoaéT Bca MHeKa 31eKTPOHHbIX Katoyel JaCarta PKI, B ito6om popm-
daKTope, BKAOYAsA U BMOMETpPMYECKUME TOKEHbI, U CMapT-KapTbl, rae BmecTo BBoaa MH-Kkoaa
no/b30BaTeNb NPUKAAAbIBAET K CrieLmnalbHOMY CUUTbIBATEIO CBO Masnetll,.

JaCarta PKI — USB-, MicroUSB-ToKeH unu cMmapT-KapTa A1s CTporon AsyxdakTopHOM ayTeHTUdMKaunm
nonb3oBaTenei Npu AoCTyne K 3aWmLLEHHbIM MHGOPMALMOHHBIM pecypcam npeanpuaTus,
6e30nacHOro XpaHeHMs KoUel, KNtoYeBbiX KOHTeMHepoB nporpammHbix CK3U ¢ ncnonb3osaHnem
NMHPPACTPYKTYpbl OTKPbITbIX KAtoYel (PKI) Ha ocHoBe 3apybekHbIX KpMNTOANTOPUTMOB.

© "AnagauH P.A4.", 2017 Crp. 4



JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike 1.0

OnucaHne gemMo-cTeHAa

[leMo-CTeH COCTOUT M3 C/IeayHoWmnX KOMMOHEHTOB.

Cepsep

moscow.local.test — Windows Server 2016 Datacenter c yctaHOBAEHHbIM NPOrpaMmmHbIM obecneveHnem
EaunHbiii KnueHT JaCarta n HacTpoeHHbIMK ponamm cepaepoB Active Directory u Active Directory
Certificate Services.

KomnoHeHT wudpposaHue BitLocker B pamkax HacToAWwero AokymeHTa 6yaeT yCTaHOBIEHO Ha 3TOT Xe
cepsep.

MoapobHoe pykoBoacTBO 06 ycTaHOBKe M HacTpolike Active Directory Certificate Services gocTynHo B
pokymeHTe — "JaCarta PKI gna ayteHTupukaumm B gomeHe Windows Server 2016", KoTopbliit
pa3melLeH Ha opuumanbHom cainte "AnapgavH P.A.", B pasgene "MHTerpaumMoHHble MHCTPYKLUMK" —
https://www.aladdin-rd.ru/support/guides.

KnueHt

smolensk.local.test — Windows 10, BBeéHHbI B sJoMeH moscow.local.test c ycTaHOBEHHbIM
nporpammHbim obecneueHnem EguHbid Knuent JaCarta.

JNlornyecknin anck atoi pabouelt ctaHunm ByaeT 3alWwmwén wnudposaHuem BitLocker B pamkax
HacToALLero OKYMEHTa.

X0 HACTPONKMK

HaCTpOﬁKa nponcxoaunT Ha cepBepe U KaneHTe, AennTcAa Ha caeayroume atanbl.

Ha cepsepe:

® yCTaHOBKa KOMMOHeHTa WwudposaHua BitLocker;
e pefaKkTMpoBaHue WabnoHa cepTnduKaTa Noib3oBaTeNS;
® HacTpolKa rpynnosbix NoAnTuk ana BitLocker Ha B3anmoaencTemne co CMapT-KapTon.

Ha KnueHre:

e BK/OYEHMeE WINPPOBAHMA\3ALMTLI ANCKA HA KNNEHTE;
® poBepKa paboTocnocobHOCTU.

YCTaHOBKa KOMMNOHeHTa WwnpposaHuA BitLocker

Ecnv paHee Ha cepBepe 6bi1 ycTaHOBNEH KOMMNOHEHT WndpoBaHus BitLocker, nepeligute K chneaytowemy
paszeny. B npoTMBHOM cnyyae, yCTaHOBUTE KOMMNOHEHT. 15 3TOro BbINO/HUTE Ciedytouine AencTBus.

© "AnagauH P.A4.", 2017 Ctp.5



JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows

PYyKOBOACTBO Mo HacTpoiike

Haxmute MyckK -> iucnetyep cepsepos.

Yacro wcnonbsyemele

© "AnapauH P.A.", 2017
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows

PYyKOBOACTBO Mo HacTpoiike

1.0

B oTob6pasmBLLEMCA OKHe BbibepuTe YnpaBneHue -> [106aBUTb POAN U KOMNOHEHTDI.

[ Ancnertuep cepeepoe

“[laHenb MOHWTOPUHTIa

F Y¥npasnerve | Cpeacrea Bug Cnpaska

JoBaENTE pOAK M KOMNOHEHTSI

MaHens MoH WTOpWHra

B okaneHulid cepeep

Bce cepeephl
AD DS

DNS

WDs

L

Qaiinoesle cayxBel v ci.. b

Bac npMBETCTBYET AUCNETUEP CEPBEPOR

YaannTh ponu v KoMMNOHEHTE!

Jobasnerne cepeepos

(R}

Yro nosoro

Moapobree

J0BaBUTE POK W KOMMOHEHTS

JobaButs Apyrve cepseps! AnA yNpasnexua

MoAKNHOYATE 3T

o HactpowTb 310T IoKabHbIV CepB

CEPBED K 061auHEIM CnyxDam

CosgaHne rpynnsl CepEEpos

CooiicTea AMCNeTYepa CepEepos

Crpuite

POJIN WM TPYTIMNbI CEPBEPOB

Poau: 4 | Tpynne cepeepos: 1| Beero cepeepoe: 1

PeaynawTatel BPA

i§l AaDDs 1 & DNs

@ ¥npaenaemocTe @ Ynpaenremocts
Cobeitna CobeitvAa
CnyxBi! Cny»Bel
MpousBCANTENEHOCTE MpovseoaMTeNLHOCTE

PesyncTtatel BPA
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike

OTOGpaBMTCﬂ OKHO MacTtepa ,CI,OGBBI'IEHMH DOHEVI M KOMMNOHEHTOB, ANA NPOAOIKEHNA HaxKmuTe Oanee.

1.0

A HAYa oM paE-cm:l

BriBop cepeepa

[ MacTep gobaeneHua ponei M KOMNOHEHTOB — O *
|—| - 6 KOHEYHSIA CEPSER
e O@ﬂ, Ha4anom pPabOoThl maoscow.local.test

3TOT MACTEP NOMOXKET EAM YCTAHOENTE POM, CMyokDE poned wan komnonenTel, Onpegenwte, uto
HY#HO YTE@HOBEWTh, Ha OCHOBAHWM I'ICITpEsHDCTEﬁ CBOER QPradu3auni, TAKKx KaK Oﬁmﬂﬁ AOCTYN K
AOKYMEHTAM MW pasMelleHne Beb-calita.

YTobbl yAanMTs poaw, cayxbel pONed WIKM KOMNCHEHTR:
3a MyCTUTh MaCcTEpR YAANEHWA poneg M W KOMMOHEHTOE

MNpexae Yem BBl NPOADAKKTE, YOEAMTECE, YTO EBINOAHEHE CAEAYIOWME 334340

* YueTHaR 3amvce a4MWUHUCTPATOPE 3aWMLLEHE HAAEKHEIM NapONeM
* HacTpoeHsl ceTessle NapaMeTphl, Takve kak cratudeckue [P-agpeca
* Ycranosnerbl HoseAwWe obHoBnenwA BesonacHocty w3 Uentpa o6Hosnenna Windows

Ecnw Bam TpeﬁyETCﬂ NMpOBEPKHTE, EBINOAHEHBI JIK kakme-nubo MNpeaIECTEyOWKME Heoﬁxo,qmmme
YCNOBWA, BBKPOIFITE MaCTep, EbINCAHUTE HEOﬁXO,D,MMbI'E WAry KU 3anycTuTe MacTep CHOEBd.

Urofiel NpogonxuTs, HaxmnTe kHonky "[Janse”,

[ Dponyckats a1y crparmuy no ymenuaHuro

[

< Hazang

CTAHOEWTE Ommena

© "AnapauH P.A.", 2017
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PYyKOBOACTBO NO HaCTpOIKe

B cnepytouiem okHe BbibepuTe YCTaHOBKA posieli U KOMNOHEHTOB.

1.0

Mepad Hayanom paboTsl

E=pa

[z MacTep goBasneHnna poneil W KOMNOHEHTOE

Beibop Tvna ycTaHoBkw

- O X

KOHEYH&IA CEPEER
mioscow.local test

Bribepure Tun ycranoskW. Bbl MoXeTE YCTAHOBMTE PONK 1 KOMNOHEHTH Ha paboTatouen brsueckom
KOMNBIOTEPE, Ha BUPTYANEHOM MALLWHE AW HA BETOHOMHOM EWPTyansHOM xecTkom gucke (WHD).

Ycranoewa pD]’IEﬁ WKW KOMMOHEHTOB

Hactpoiite oguH cepsep nyTem goBasnexya poned, cnywb ponei u KOMNOHEHTOE,

Ycranoeka cnymb yaaneHHbIX paGounx CTONOE

YcranoeuTe cnyoxbbl poneit 4na WHbpacTpykTypel BUPTyansHbix pabouwx cronce (VDI), utobe
CO348Th PASEEPTEIEAHNE Ha OCHOEE EMPTYaNBHLIX KOMMEHTEPOS MW CEAHCOE.

| <Hasan ||

YcraHoEMTE COrtmexa

OT06pasuTcA OKHO A0baBneHMA HOBbIX poael, HaxkmuTe fanee.

Mapasa Hzuzanon padotel
THN YCTIHOBKM

Brifop cepeepa

Ponn cepeepa

KoMMoHEHTE

[z MacTep goGaeneqna poneid M KOMNOHEHTOE

Boibop ponein cepeepa

- O X

KOHEYHSIA CEPEER
north.westeros loc

BuibepuTe ogHy MAWM HECKONLKD PoNeid ANA YCTGHOEKM Ha 3TOM Cepeepe,

Ponm

O .
~| DNS-cepeep (YcraHoenero)

[] Hyper-V

[[] Arrecraumn paGotocnocoBHocTr yeTpoiicTs

[] BeB-cepeep (IIS)

+| JomenHbie cnyxbnl Active Directory (Ycranosnere
] Pexun Windows Server Essentials

[ CaysBa onekyna yzna

[[] CayxBui Active Directory ofneruesHoro AocTyna «
[] CaysBur MultiPoint

[[] CayscEei Windows Server Update Services

[ Cayxfiul aKTMEAUNN KOPNIOPATUEHLIX AMLEHIMI
™ CaysBhl NEYaTH ¥ ACKYMEHTOE

[] CaysBoi nonumxi cemi m goctyna

[[] CaysBel pazeepreisanua Windows

(W] ChyscBul ceprudukaros Active Directory (YcraHoss
[ Caysbal yaaneskeix pabouus cTonce

[[] CnyxBul ynpaenenus npasamu Active Directory
[T Cavacbo deaepaunn Active Directory

OnucaHune

DHCP-cepeep nossonseT
LEHTPANM30BAHHO HACTPAUEATL
BpEMEHHbBIE IP-a,qpeca W CEASBHHBIE
€ HWMK A3HHBIE, NpeaoCTAaBNATE WX
KNHEHTCKMM KOMNBIOTEPAM, 3 TaKHe
YMPEBAATE MMM,

< Hazap || fanee >

¥cTaHoBHMTE Ommena

© "AnapauH P.A.", 2017
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PYyKOBOACTBO NO HaCTpOIKe 1.0

B oTob6pasmBLLEMCA OKHe BbIbBOpa KOMMNOHEHTOB oTmeTbTe LLIndpoBaHue aucka BitLocker.

- -
[z MacTtep goGaenenua ponei M KOMNOHEHTOR — O K

KOHEYHSIA CEPEER

BblﬁlOp KOM HOHEHTOB north.westeros. loc

MNe PE,EI. HaYaIoM paE‘DTbI BblﬁEpVITE O4WMH WA HECKONBKD KOMNOHEHTOE ANA YCTAHOBKW Ha 3TOM CEpEEpE.

THN yCTaHoBEKW KomnoHentsl Onucanue
Beifop capeepa I | CayscBa SNMP ~ Wwndposarme gueka BitLocker
Ponu cepespa O Cnyxba Windows Search NO3E0ARET 3ALMTUTE A3HHEIE Ha
I [] Cayxba akrneaumm npoueccos Windows YTEPAHHBIY, YKPAAEHHBIX MW
[] Cryx6a 6ecnposoaHoi nokansHod cetn HEEEPHO CMIMCAHHBIX KOMMBIOTEDEX
b [ Coegunurens MultiPaint myTeM WWHPOEAHNMA LENOTO TOMA 1
O CpeacTea 3alMThl BUPTYaNBEHOH MaLMHL 408 yNp NPpoESpEM USNOCTHOCTI
[[] Cpepcrea murpawn Windows Server KOMMOHEHTOE paHHed sarpysim. dna
I [m] Cpencrsa yAaneHHOTO aiMUHWCTPMPOBaHUA CepBt PacluNdpOBKK ABHHBIX 3T
[] Cpepcrec npocmoTpa XPS KOMMOHEHTE! SOAXHBI YCNEWHO
[[] CranaapTuzvposaHHoe yNpaENEHNE XPEHLAMLLEM npodiTv NpoBepKy, 8
] Yaanetroe PA3HOCTHOE CKaTWE 3AWNPPOEAHHEINR AUCK AOMKEH
] ¥aanenHwii nomowHmk HAXOAWTLCA B MCXOAHOM
+| ¥npasneHwe rpynnosoi NoavMTMKoR (YoTaHoBneHe, xomneroTepe. [lna nposepkm
[] ®wastp Windows TIFF IFilter LenoCTHOCTH TpebyeTca
I [] ©orosan vstennektyanskan cnyxba nepenaqu (B COBMECTHMBIN AOBEPEHHSIN
[ Dyrxymm NET Framework 3.5 naatdopmentei mogyns (TPM).
| [m] @yrrun JNET Frameweork 4.6 (Yeranosaero 2 m3 |
I+ o] Oyrcpn 3awrrvka Windows (Yeoranosnerno)
0 .
< >

B cnepyowem okHe HaxkmuTe [lo06aBUTb KOMMNOHEHTDI.

- o
=, MacTep goGaeneHun poneil M KOMNOHEHTOB *

[oBaBWTh KOMNOHEHTHI, HEOBXOAWMMBIE ANA
lllnpposarwme aucka BitLocker?

Bt He moxeTe yctaHoBuTe Lndposanue gucka BitLocker, ecan
TAICKE HE YCTAHOBNEHEI CASAYIOWME CRyxBel poneid uan
KOMMOHEHTRI,

Enhanced Storage
4 CpepcTE: YAANEHHOTD SAMMHUCTPUPOEEHUS CEPEEPE
4 CpeacTEa 3AMMHMCTPUPOBEHWA KOMINOHEHTOE
4 (CpeacTsa agMMHMCTPMPOEAHWA NPOTPaMMel WHOPOBaHMA
[Cpeactsa] Cpegctso npocMoTpa Napons BOCCTAHOENE
[Cpencrsa] Cpeactsa wwbposanus amcka BitLocker

£ »

BrnouuTe CpeacTEa YNPaBASHUA (2CNM NPUMEHUMO)

NoBaBnTh KOMNOHEHTLI Otmena

© "AnagauH P.A4.", 2017 Crp. 10



JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PYyKOBOACTBO NO HaCTpOIKe

[anee HaxXmuTe YCTaHOBUTD.

1.0

= MacTep goBasneHns poned U KOMNOHEHTOR — O X

KOHEYHSIA CEPSER

[MNoaTee pxAEHNE YCTaHOBKK KOMIMOHEHTOB north.westeros.loc

UroBl yCTAHOBMTL Ha BbIGPaHHOM CEpEEpE CNEAYHOWLME PONK, CMYyKELI PONEH AN KOMNOHEHTHI,

Meped Hayanom paboTel " .
HEHMWTE KHONKY YcTanoBuTe".

THN YCTZHOBKM

[] ABTOMaTWHECKWIA Nepesanyck KOHEYHOTD CEPEEPE, ECNW TpebyEeTCR

Boifop cepEepa
Ha s1oii crpaniue moryT BuiTe oToSpaxeHs 4ONOAHMTENEHBIE KOMNOHEHTE (HANpUMep, cpeacTEa
AAMUHWUCTPMPOBAHKA), TAK KAk oHW Beinn EnfpaHel asToMaTHyecki. Ecni Bl He XOTWTE yCTaHaBIMEaTh
KOMMOHEHTE 3TVl JONCAHUTENBHBIE KOMNOHEHTRI, HEXMWTE KHONKY “Hasag", 4Tobbl CHATH WX dnaxKu.

MogTeepxasHue

Ponw cepespa

Enhanced Storage

CpeAcTEa yAaNEHHOMD aAMMHWCTPHPOBaHWA CEpEEpa
CPE,B,L—I'BB SAMWUHHMCTPUPOESHWMA KOMNOHEHTOE
CpeacTsa aiMMHUCTRW POBAHWMA NPOTPaMMel Wndposanua guckos Bitlocker
CpeAcTED NpOCMOTPa Napons BOCCTaHOBENEHKA Bitlocker

Cpeactea wudposanna aucka Bitlocker

Wudposanue gucka BitLocker

JKCNOPT N3aPaMETPOE KOHGUrypaumm
¥kasaTh anbTEPHATMEHLIN MCXOAHLIA MyTh

< Hazag Nanee > YcraHoBuTb | | Ommena

Mo 3aBepLUIEHNM YCTAaHOBKM KOMMNOHEHTA HAaXXMUTE 3aKpbITb.

Fﬁ MacTep goBaeneHns ponel U KOMNOHEHTOE - O X

KOHEHHEIA CEPSER

X0z yCTaHOBKM north westaros loc

Pe3ynLTahl MpocmoTp xoaa YCTaHOBKK

0 YeraHoska KOMNOHEHTS

Ycranoeka sninonHeHa Ha north.awesteros.loc.

Enhanced Storage
CpeacTea yaaneHHOro agMMHNCTPUPOBAHNA cepeepa
CpeacTea aAMUHMCTPMPOBAHMA KOMNOHEHTOB
CpeacTea afMUHUCTPWPOBAHUA Nporpammel WwngpoeaHua guckos Bitlocker
CpeacTeo npocmoTpa napona socctadoBnenun BitLocker

Cpeactea wudposanna aucka BitLocker

Wndposanue gucka BitLocker

3TOT MacTep MOBKHO 3aKPEITh, HE NPEPLIBaA BENONHAKWMECA 338auv. Habnogaiite 3a xogom
EBBINOAHEHMA 33034K MK O'leOI:ﬂE 3Ty CTpaHWLY CHOEBS, BhlEpaB Ha NaHENW KOMaHL MyHKT
"VeegomneHua”, a zatem "Ceegennna o zagaue”,

JKCNOPT NapaMETPOE KOHGUrypaumm

< Hazag Nanee > Ommena
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike 1.0

PenakTnpoBaHue WabnoHa ceptudunKaTa
Nonb30BaTesNA

Y1o6bI cepTudUKaT nonbsosatena MSCA mor pabotatsb ¢ BitLocker, Heobxoaumo A06aBUTbL HOBYO
NOJIMTUKY NPUMEHEHUA, KOTOPOW B HEM HET MO YMONYAHUIO.

B aTOM AOKymeHTe byaeT oTpeaakTMpoBaH WwabnoH JaCarta user, CO34aHHbIN B paMKax SOKYMEHTa
"JaCarta PKI ans aytreHTuduKauum B gomeHe Windows Server 2016", KoTopbiii pasmeLLeH Ha
oduumanbHom caite "AnagauH P.A.", B pasgene "UHTerpauMoHHbIE MHCTPYKUMU" —
https://www.aladdin-rd.ru/support/guides.

[na pepakTMpoBaHusa WwWabsoHa OTKPoWTe ocHAcTRy LieHTp cepTudmkalmm (kotopas 6bina co3gaHa B
pamKax paHee ynomsaHyToro gokymeHta "JaCarta PKI ana ayreHTudukaumum 8 gomeHe Windows Server
2016") panee weénkHuTe LWabnoHbl ceptuduKaToB 1 BbibepuTe YnpasneHue.

LlentpCeprudukaumm - [KopeHs konconu\Lentp ceptudmkaumn (NokaneHeii)iwesteros-NORTH-CA\LLaBnoHe cepTudukatos] — O X
Qaiin  [Jefictene  Bug  MzBpannoe Oxwo  Cnpaeka -8 %
Ll ARaY ol (NENEN 7|

"| KopeHe konconn Mran HasHauenune Lekcrena

W :__D‘J Uentp ceprudmkawin (Noki
v @i westeros-NORTH-CA
| Oto3BaHHble cepTud

F Arent pErMCTRaLnK AreHT 2anpoca cepTudukata LlaBnoHel cepTudnkaTos -

JaCarta user Bxog co cmapT-kapToi, Mpoeepka nog,.. [lononHUTENEHBIE Aeii... P

B  Mouroean PENAMKALNA KaTanora MouToean pennukauma cny#Bel KaTano...
: 3::1';:::: ;::;::JHMJ ]| MpoBEpka NOATMHHOCTH KOHTpOANE... [1poBepka NoaNMHHOCTH knuenTa, Mpo... || JaCarta user o
5| Heyaauribie 3anpocs & NpoEEpKa NOAMMHHOCTK Kerberos Mpoeepka NOAAMHHOCTH KAWEHTE, [po.. [lononHUTENEHBIE Agil... b
“| LWaBnonst ceprudy= ] Aren soccranosnenma EFS BoccranoeneHne daiinos
¥npaenenue Wndpyrowan dainoean cuctema (EFS)
Mpoeepka NoAAMHHOCTH KNKEHTE, Mpo..
Cosgate ¥
MpoBepka NOAAMHHOCTY CEPEEPE
Bug ¥ Mpoeepka NoAAMHHOCTY KAkeHTa, [Mpo..
Hosoe okHo oTchoga Wndpyrowan daitnoean cuctema (EFS)...
1 <Bcex
Hoseiii sug nanenu sagay... Moanuceieatie cnncka gosepua (Micr...
OBHOBENTE
3KCNOpPTUPOBATE CINCOK. .
Cnpaeka
< >« >

3amyck ocHacTkK LLaBNoHOB CEpTUgNKATOE

© "AnagauH P.A4.", 2017 Crp. 12



JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike

B OTKpbIBLIEMCA OKHE HalauTe JaCarta user, WENKHUTE MO HEMY NPaBOI KHOMKOM 1 OTKPOITE ero

CeoiicTBa.

H Kowcons wabnonos CEpTUdUKATOR

1.0

Crkonnpoeate wabnoH
] RAS- w1 IAS-ce| B

] Arent BoccTar

& Arewr soccTar Msmernts nmena

& Arewr pervcTg Beeaann
] Arenr PErMCTE

5 Arent perncTy Yaanute
el |
JAAMMHMCTPET Ceoii

] basosoe wind

{H] Beb-cepeep Cnpaska

] Bxop co CMapT-KapToi

& Komnerotep

i Konrponnep gomena

& KopHesoi ueHTp cepTudmrkaumm

& MapipyTuzatop (aeToHoMHEIN 2anpoc)
& MepexpecTHblil LeHTp cepTudurkanmm
1] Noanucsisanue koaa

& Mognuceisanmne otennka OSPC

] Moanuecwisanme cnucka gosepun cepTid..
& Mog4uHERHBIR LEHTP CepTUdMKaLIMI
& Nonesosarens

] Nonesosarens Exchange

i Nonssosatens co CMapT-KapToi

4 Mourosas pennukauma katanora

& Mpoeepenneli ceanc

& npesepka nognuHHocTh Kerberos

@ I'Iposepl(a NOAANHHOCTH KOHTPOANERA 4...

Fo P Pa 2 PO 4 4 W g s

& MNpoBepka NoAMMHHOCT paboYed cTanHL...
£ > <€

®aiin  [edctene  Buag  Cnpaeka
e« |EXE=H
A
& Wabnorer ceprudkatos (north OrtoBpaxaemoe uMs WatnoHa Bepcua cxemel Bepc.. HasHauenwa
& 1PSec 1 81
@ IPSec (asTOHOMHBIA 3anpoc) 1 71
F {lsCora e | 3

MogaTe NOBTOPHYH 33ABKY ANA BCEX BNAAENLUEE CEPTUDUKATOE

6.1
5.1
41
5.1
41
105.0
31
101.0
31
5.1
31
71
1.1
1150
31
110.0
110.0
101.0

Moanucanue C

Moutoean pen.

Mposepra nog

Mpoeepka nog

Mpoeepka nog v
>

Deicrena

OTKpBITUE OKHA CEOHCTE BoIGpaHHoro obbexTa.

MNepeliante Bo BKNaaKy Paclumpenus, Haxxmnte UsSmeHUTb.

CeoiicTea: JaCarta user ? x
nchposarme ATrecTauma Knovei Wmsa cybpexTa TpefosaHuA Bolgaun
OBiwme CoBmecTumocTs OBpafiotka sanpoca
Yetapeswwe WabnoHe! Pacwmperina BezonacHocTe Cepeep

YTo6k! NSMEHUTE PACLIMPEHWE, BEIDENWTE Er0 K HIKMUTE KHOMKY
"MsmeHnTs".

Pacwwperun, BKNOYEHHEIE B STOT WabnoH:

Mcnone3oBaHWe Knoua
D OcHoBHEIE OrpEHMYEHWA
Monmmakk BeigauM

i MomTkK NpUMEHEHUA

DCBBD.BHHH 0 WalnoHe CepTMNKETE

Ormcanue Momimak npumeHeHna:;

NzmeHrTe...

Bxoa co cmapT+apToi
HDDBEDKB NOANMHHOCTH KNMEHTA
JalmEHHAR SNEKTDOHHEA NoYTa

0K Cnpasxa

OmieHa MpumMeHUTE

© "AnapauH P.A.", 2017
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JaCarta user
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike

B OTKpbIBLUEMCA OKHE KAUKHUTE [,06aBUTD.

MzmeHeHne PAECLUMPEHWA NOAWTHE NPUMEHEH... *

MoNUTIKE NPMMEHEHWA ONPEENAET cnocof
MCMONES0BEHA CEPTUDMKETE.

MoNMTIKK NPUMMEHEHA:

Bxoa co cMapT-KapTon
3alWMIEHHAR INEKTPOHHEA NOYTa
MpoBEpKa NOANMHHOCTH KNKEHTS

NofaBuTE. .. HZMEHUTE. .. ¥aanute

[[] Cuntaths 370 pacimperne KPMTHYECKIM

QK OTMeHa

Bbibepute LngpposaHue aucka BitLocker, Haxkmute OK.

JoBasneHne NoANTHEN NPUMEHEHKS X
Monumika npumerernA (Hasoisaeman &8 Windows 2000 "pacwmpettoe
MCNoNb30BEHNE KIo4a") ONPeAsnAET, Kak MOKHO MCNONBS0EaTS
AEHHGIR cepTueKkaT. BeifepuTe NonMTMKy NpuMeHeHnA, TpeGyemyio ana
MPEEMNEHOrO MOAMMCEIEaHUA CEPTRMKETOR, BbIIABAEMEDX N0 3TOMY
wabnoHy.

TMomMTHIKK MPUMEHEHWA:

PacwwiperHan nposepka apaitsepos obopynosarna Windows -
CepTMPMKET KNioya NoaTEEPKAEHR

CepTUdMKaT KNoYa YADCTOBEPEHA STTECTALIAN
CepTidiikaT nnatdopme

Crmcok sanpeieHHbog

CTopoHHMiA KomnoHeHT npunoxeHna ana Windows
YoTaHoEKE METI BpEMEHI

YeTaHoBEKa MeTKK Bpemeni (Microsoft)

LletTp ofHoenerus Windows

Lindppossie npasa

|lnpposaHue C

LnpposaHme NoKyMEHTOE

Wnepytowan painosan cuctema (EFS)

Cospat...

Omera

© "AnagauH P.A4.", 2017 Crtp. 14



JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike

Janee HaxxkmuTe OK.

zmeneHme PACLUHMPEHNA NOAWTHE NPUMEHEH... x

MeAUTHKE NPMMEHEHKA onpeqenseT aiocod
WENoNE30BaHUA CEpTHMKATA,

COAMTHIM MPUMEHEHWA:

Bxoa co cmapT-kapToil
SalMLIEHHARA 3NEKTPOHHEA NoYTa

MpoBEpKa NOAMMHHOCTH KIMEHTE
LUl we guoka Bitlocker

HsmMeHuTE. .. YaanuTte
(] CuntaTe 370 pacumpeHite KpUTUYECKIAM
oK OTHeHa

LndposaHue ancka BitLocker noasmTCA B onncaHUM NONUTUKN MPUMEHEHUA.

Ceoiictea: JaCarta user

? *
UnepposaHre ATTECTaLMA Kiowei Wra cyGvexTa TpeGoBaHuA BeIAAYM
Ofwwme CoBmecTumocTs OBpaboTka sanpoca
VYeTapeswme wabnoHs! Pacwmpenma

BesonacHocts Cepeep

Utofbl MSMEHMTE PECLUMPEHIE, BBIASNATE B0 M HEKMWTE KHOTKY
"Namermms".

EECLLMDEHHH. BKMOUEHHEIE B 3TOT WabnoH:

E Wenonssosanue kniova
DDCHOBHbIE OrpaHHYEHA

Monmakm B1aa4M

MonMmikK NprUMeHeEHnA
DCBED.EHMF o wainoHe cepTMdMKaTa

Ormcanme Monumaki npumeHeHnA;

Bxoa co cmapT-+apToi
3aWMLEHHER 3NEKTROHHERA NoYTa
lNpoBepKa NOANMHHOCTH KNMEHTA
Wnepposarue micka BitLocker

0K MpHMMEHITS Cnpaeka

HaxmuTte MpumeHutb, 3atem OK.

© "AnapauH P.A.", 2017
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike 1.0

HacTponka rpynnosbix nonnTtuK BitLocker anAa
B3aumMmoaencrteua ¢ JaCarta PKI

[anee HeobX04MMO HACTPOUTL NOAUTUKM LWMPPOBaHMA BitLocker ana B3aMmogeincTeBMA co cMapT-KapTamu.

[na atoro oTKkpoiTe fiucnetyep cepsepos -> CpeacTsa -> YNpasneHUa rpynnosoit NoAnTMKoi. Janee
npasoi KHonko wénkHute Default Domain Policy u Haxkmute UsmeHuUTb.

|Zh ¥NpaBneHWe rpynnoBoi NoNuTHKCH

é@aﬁn [leiictene  Bua  Owxno  Cnpaska

ke AR, BN 7 B

'L Ynpasnexue rpynnoecii noauTukoi Default Dor
e -ﬁ .f'l.ec: OBnacts  Cet
v 55 domensl
v Default
| Default Demain Polin- MNavuwia og
= | Domain Controller: WzmenuTs... ™
_5f OBbexTel rpynnos MpUHY AMTENBHBIA I
o7 Qunetpe WMI ~  Ceask BKNHOYEHE

| Hauansheie obsex - ]

= - CoxpaHnTe OTYET...
[ Caitel pa
Mogenmposanue rpynnes Bua ? a

| PesynbTatel rpynnosoii no 4T T TRERTE

Yaanute
MepeumeroBate

OBHoBuTE

Cnpaeka

n.

OTKpOoeTcA OKHO peaakTopa rpynnoBoi NONTUKN.

BbibepuTe KoHdurypaumua komnbilotepa -> MOAUTUKY -> AAMUHUCTPATUBHDIE WA610HbI -> KOMMNOHEHTbI
Windows -> LLinpposaHue gucka BitLocker

(=] Pesakrop ynpaenexmna rpynnoBsIMM NOAMTHKIMK - X

Daiin  feiictewe  Buwa  Cnpasxa
e« |am=zEBE T

=[ Menwmika Default Domain Policy [NOF|| | kounonerTs Windows
~ (A Kondurypauma komMneroTepa

i C C K 2
v 7 Monvmikn Wndposanme pucka BitLocker TJ(TDRHV\E OCTOAHKE OMMEH
| Kondurypaums nporpanu | Npourpeisatens Windows Media
1 Kendurypauma Windows | Npocuotp cobeimuit
v [] AgmunmncTpatisHele wabne — PaBoune nanku

| KomnowenTel Windows _ PazBepThIBaHUE NAKETA NPUACKEHUA

"~ Mento «lMycks u nanens | Pacnonozxerue n agatumicn

| Makens ynpasneHua | PerucTpauua yctpoiicTsa

= MpurTepel | CBopku ans cBopa AaHHBI W NPEABapUTENEHEIE cHOpKN

| Cepsep | CHHXpOH3aLMA NapaMeTpoE

= Cems — ChnyxBa sypHana cobeimuii

Cuctema

| CnyxBa ycranoekm ActiveX,
4 Bee napamerpel
| Hacrpoiika
~ i Kondurypauns nons3oeatens
| Nonutukm

| Hactporika

= CoyxBe 1S
| CnyxBeil yaanerHsix pabounx cronos
| Cmapr-kapta
| CoBmecTUMOCTS ApaliBepos W yCTpoRCTE
| COBMECTUMOCTE MPUAOHKEHNT
- Cogepxunmoe oBnaka
| CpeAa EBINONHEHNA NPUNOXEHUA
| ¥panennan oBenouka Windows
| Yganennoe ynpasnenne Windows
| ¥npaenerne undposeinmn npasamu Windows Media
| ¥eranoswmk Windows
| tbakTop gononruTensHoil nposepimn nognnHHocTn Microsoft
| Lieetosan cucrena Windows Color System
| Uentp moBunsHocTn Windows
- Llentp oBecnedenna GesonacHocT
| UenTp oGrosnenns Windows
_ Undpoeoii aumk
2] W pposanme gncxa BitLocker

-~
w

\Pacu.lvlpem—«blﬁ /(CTanqapmmﬁf
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike

Bbl6epVITe napameTp NPoBEepPKU COrNMacoBaHHOCTU NpPaBUa NCNOJ1b30BaHUA CMAPT-KapT.

(= PegaxTop ynpaenexua rpynnosbIMi AOAUTHKAMK - =

@aiin  Jdeiictene  Bug  Cnpaeka

| H Il_pllI\?

1.0

_| MonuTikn asTosa A  Wwéposanue ancka BitLocker

| Monescearensck

* Monssosatenscet 10T NapameTp NOAMTHKK CocToaHne CocToanue Kommentap

“| MposoaHmk MOSBONAET MPOBEPUTH | AMcku ONEPALMCHHON CHCTEMBI

- €OTNacoBaHHOCTE NPaBNA

| Mporpamma noy. MCNONL30BaHNA CEPTUBUKATOB _ HecnemHeie guckn c gznnsimn

- | Mpowrpeisatent ' CMapT-KapT _| CheMHBIE HOCUTENN © J3HHBIMI

| Mpocmotp coBen i=| XpaHuTs cBeAeHNA 0 BoccTaHoBNEHNN BitLocker B gomenHsl... He sapaHa Her

| PaBoume nankw V3mernTE Napamerp nonuTkn 3T0T NapameTp NOeANTHKM NO3BONAET BEIBRATE NANKyY NG yh.. He 3aaaHa Her

| Pazeepteiganmne n Tpebosanus: |iz| BoifepuTe cnocod BoCCTAHOBNEHWA NONBI0BATENAMN JUCK. He zapana Her

_| Pacnonoxenue n He Hike Windows Server 2008 R2 |iz] BeifiepuTe MeTOA WM POBAHKMA AMCKE W YPOBEHE CTOAKOCTH. He zagana Her

“1 Peructpauma yctj wan Windows 7 |i=] BeiBepuTe MeToA WG POBAHKMA JUCKE M YPOBEHD CTCRKOCTH. .. Hezagzna Her

| Cbopwn ana cbop o |i£] 3T0T NapameTp NOAWTHKW NO3BONAET EEIBPATE METOA LUNGP... He sagzHa Her

| CuHxpeHuzauma 1 MNCaHHE: B

= ¢ 6a an 3107 NapamMeTp NoANTHKN JtoT napaMeTp NONWTHKKW NO3BONAET YKa3aTh YHUKANbHBIE .. HEEEAEHH Her

I -yHDa KypHanz NOZBONAET CEAZATH |iZ] 3aNpETUTE NEPE3ANNCE NAMATM NPKY NEPE3ArPy3KE He 3aaana

Cry=x6a ycTaHoat

- yba yt waeHTUdUKaTOp obbekTa N3 @ 3T0T NapaMeTp NONUTHEW NO3BONAET NPOBEPHTE COTNACOBA.. He zagaHa

- CrysBen lIS CepTMdMKETa CMapT-KapThl C

“| CryxBel yaanenr AWCKOM, 33LLMLLEHHEIM C

“| CmapT-kapta nomowsre BitLocker, 3toT

= CDBMEETMMD(Th; Napamerp NoANTUEN

- NPUMEHAETCA NPK BKAKISEHNN

| Cosmectumocte | BitLocker.

~1 Cogepxumoe oy

| Cpeaa sbinoaHeH Naestudnkatop obbexTa

- yAEJ'IEHHEH obong YKa3bIEAETCA B paCLUMDEHHOM

= YaanerHoe yrpae ncnonezoeaHum knroua (EKU)

- ¥mp cepTunkata. Bitlocker moxer

- Ynpagnenne uad ONPEAEANTD, KAKWE CEPTHdNKaTEI

| Yeranosugk Win MOMHE MCMNONBI0EATE ANA

| ®aktop gononnu NPoEERKN NOAIMHHOCTI

- LLEETUEEH cHCTEM (EPTM¢MKETE None30BaTENA 4ANA

| LlenTp MoBnbHC Ancka, salmuienHoro BitLocker,

- P 5 CONGCTaBAAA MAEHTHDNKATOR

- Henp oBecneqsr oBBeKTa M3 cepTudMKaTa

_| Uentp oBrosnen WAEHTUDNKATepOM DEBEKTE,

| Undpoeoii awpk 3343HHEIM 3TUM NapPaMETPOM

| Wndposanue gue MEAUTHKM. v

~ Mento «Mycks wnam ™ (. . . @ 2

< > \PacLuMpeHHblﬁ ACTEHAEpTHbIﬁ

9 napametpoe

B oTobpa3mnBLiemca okHe oTMeTbTe BkatoueHo, Haxkmute NMpumeHutsb 1 OK.

MpoBepbTe 3HaYeHUe naeHTMdUKaTopPa, OHO AOKHO ObITb TAKMM, KaK MOKA3aHO HUXKeE
1.3.6.1.4.1.311.67.1.1

A IroT NapaMeTp NCAMTMKA NO380AAET NPOBERHTL COMNACOBAHHOCTE NPEBMA MCMNOBI0EAHNA CEP... O pad
E‘ 3TCT N3P3METP MNOAWTMKM NOSECAAET NPOBEPHTE COTNACOBAHHCCTE NPABKA WCNOAES0EEHWA CEPTMOMKATOE CMAPT-KapT

Mpeawaywnii napametp

) He 3aamo KommenTapuit:

(® BrntoueHo

() CrentoyeHe
Tpebosanun k sepeut: [ He yinee Windows Server 2008 R2 nnn Windows 7
MapameTpsi: Cnpaeka:
Uaenudukatop ofsexTa. 3TOT NapamMeTp NOAMTHEN NO3BCISET CBAZATE WAEHTUgNKATOR ~
ofbekTa M3 cepTMdNKaTa CMaPT-KapTel C 4ACKOM, SELLMLLEHHBIM
|T.3.6‘1.4.1.311.6?.1.1 c nemoweo BitLocker, 3ToT napameTp noAuTUKN NpUMEHAETCA

npu BMeHnK BitLocker,

WaeHtnnkatop 06bEKTa yKa3bIBAETCA B PACLLMPEHHOM
wcnonssceaHn knkeda (EKU) ceptudmkara, BitLocker moxer
ONPERENNTE, KaKME CERTHMKATEI MOMKHO NCNGNE30B3TE ANA
MPOBEPKN NOAAMHHOCTI CEpTUNKATA NONBI0EATENA ANA JUCKE,
sawmiennero Bitlocker, conoctaenas uaentudukatop obbekta
13 CEpTUGMKATA C WAEHTUHNKATOPOM 0BBEKTA, 333HHBIM STHM
NapameTpom NoAUTHE.

WaeHTngukaTtop oBBEKTa NO YMONYAHWH PaBEH
1.3.6.1.41.311.67.1.1

Mpumeuanue, Bitlocker He Tpeyet Hanuuua y ceprudkata
atpubyTa EKU, ograko ecau takoil atpubyT HacTpoeH, emy

S (TR
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows

PYyKOBOACTBO Mo HacTpoiike

1.0

Mepeitgute B pasgen HecbEéMHble AUCKU C AaHHBIMU M OTKPOWTE NapamMeTp HAaCTPOMKU MCNONb30BaHUA
CMapPT-KapT Ha HECbEMHbIX AUCKaAX C AaHHbIMMU.

|=[ Pepaktop ynpaBneHus rpynnoBsIMi NOAMTHKIM

Waiin  Jdeiicteue  Bug  Cnpaska

el nR 2 EE T

| PacnonoxeHne u gatunkn
| Perncrpauma ycrpoiictea
~ CBopkw gna cBopa 4aHHbIX W NpessapuT
| CwHxpoHMsaums napamerpos
| CyxcBa acypHana coBermuii
| CoywBa ycranoskm ActiveX
~ Cayx6w IS
| CoyxBel yaanenHes pabounx cronce
| Cmapr-kapTa
~ CoBMeCTMMOCTE ApaiiBepoB 1 ycTpoiicT
| CoBMECTMMOCTE NpHAOHKEHNI
| Cosepxnmoe obnaka
| Cpeaa BbINOAHEHNA NPUNOKERUA
~| ¥npanennan oBonouka Windows
| ¥panennoe ynpaenenne Windows
| ¥npaeneHne unppoBkiMn npasamu Win
= Yeranoswmk Windows
| DaKTop ACNOAHUTENEHOA NPOBEPKA NO;
| Leetosan cncrema Windows Color Syste
| LlenTp moBunenoctn Windows
~ Uentp ofecneqequn BesonacHocTi
| LlenTp obroenenna Windows
| Undposoi awmk
w | Wndposanme aucka BitLocker
~ Jwckn onepauMoHHoil cucTemel
| HechemHele AMcky € A3HHEIMAI
| ChEMHEIE HOCUTEAN C ABHHEIMK
Mento «lTycis w nanens sagay
| Mawnens ynpaenequn
| MpuHTeEpe!
Cepeep
Cete
Cucrema

- Bce napametpel
< >

7 napameTpos

HecremHeie gruckn © gaHHbIMI

3T0T NapameTp NOANTHKK CocToAnne
NO3BOAET HACTPOUTE.
MCNONL3O0BAHUE CMApT-KapT Ha
HECHEMHBIX IMCKAX € AaHHBIMK

WV3MEHNTE NapameTp noanTukmn ~

TpeBosanua:
He Hiske Windows Server 2008 R2
wnm Windows 7

Onucanne:

3TOT NapameTp NoAMTHKK
NOZECAAET ONPEAENATE
BOIMOKHOCTE MCMONEI0BAHNA
CMapT-KapT ANA NPOEEPKA
NOAMMHHOCTH J0CTyNa
NCABZ0BATENEN K HECEEMHEIM
AMCKEM C A3HHEIMN,
SALLALLEHHBIMI C NOMOLLEHD
BitLocker Ha komnbtoTepe.

EC/M BbI BIIOUMTE 3TOT
NapamMeTp, TO CMOKETE
MCMO/B30BATE CMAPT-KAPTBI 418
NPOBEPKM NOAIMHHOCTH AOCTYNa
nenLzoBaTENA K ancky. Bel
MOXKETE CAENETE NPOBERKY
NOAANHHOCTH C UCNCABSOEAHNE
cMapT-kapT oBA3aTeNsHOM,
ycTaHoene dnaxok «Tpeboeats
MCTIO/B30BAHNA CMAPT-KapT AN
HECBEMHBIX AMCKOE C 43HHEIMMS,

Mpumedanne: 3T napamerpel
NPUMEHAITCA NPW BKOYEHNN
BitLocker, a e npw v
pasBnokuposke aucka. BitLocker €

3TOT NapamMeTp NOANTUKN NOZEC/AET HACTPOUTE NCNOB30E. .
MpHMEHNTE TN LWINGPOBSHNA ANCKE K HECEEMHBIM ANCKAM..
PazpelunTs 40cTyn K GUKCHPOBEaHHEIM AMCKEM C AaHHBIMK,
3TOT NapaMeTp NOANTMKMN NOZEC/AET HACTPOMTE NCNOBI0E..
BriGop METOACE ECCCTAHOBNEHNA JKECTKIX ANCKOE, 33LUMLL.,

1| 3ror napamerp nonuTkkn nossonaer HactponTs nenonksol He sagana

2] 3aNpeTuTE 3aNNCh Ha HUKCHPOBAHHBIE AUCKM, HE 33LLNLLLE

\PE(LIJMFIEHHbIﬁ /(CTan,qapTHblﬁ

B oTobpa3sunBLiemca okHe oTMeTbTe BkatoueHo, Haxkmute NMpumeHutsb 1 OK.

5“ 3ot napaMeTp NOAUTUKN NO3E0NAET HACTPOWTE WCNONB30EAHWE CMAPT-KapT Ha HECBEMHBIX AW...

Creayrowwid napameTp

O X

E roT NZPEMETP NOAMTHUEW NOSECARET HECTPOWTE MCNONBLI0EEHWE CMBPT-KEPT HE HECBEMHBIX AWCKEX C A3HHbBIMK

(O He zapaHo KommeHTapmi:
(@) Brnouero

() Orkntouero

TpeGosaua K Bepcubt: [ e puryee Windows Server 2008 R2 mnn Windows 7

Mapametpe:

Cnpaexa:

TpeboBaTe MCNCALZCEAHWE CMaPT-KAPT Ha
HECEEMHEIX AWCK3X C A3HHBIMK

3ToT napaMeTp NOANTUKN NO3B0NAET ONPELENATE BO3MOMHOCTE
WCNoAb30BEAHWNA CMAPT-KApT 4NA NPoBEPKN NOANMHHOCTIA
AocTyna NONEICEATENEN K HECBEMHBIM AWCKAM C JaHHBIMK,

3ALLMLLLEHHBIMK € noMoLlers BitLocker Ha komneroTepe,

Ecnum Bbl BKIFOUMTE 3TOT N3PaMETR, TO CMOMETE MCMOMB30BATE
CMapT-KapThl 4NA NPOBEPKM NOAAMHHOCTI A0CTY N3
NonB30EATENA K AUCKy. Bel MoxkeTe caenaTs nposepky
MOAMMHHOCTH € MCNONB30BIHNEM CM3PT-KapT 0BA3aTENEHOI,
YETaHOBME hnaxok «1 peBoBaTs MCNONB0BEAHNA CMAPT-KapT ANA
HECBEEMHEIX AMCKOE C AaHHEIMK=,

MpuMEYaHNE: 3T N3PaMETPBI NPUMEHARDTCA NPK BKIYEHIN
BitLocker, a He npu pazGnoknpoeke gucka. BitLocker paspelnaer
pasBrokmpoBky AUCKa © NBBIMK NPELOXPaHINTENAMM,
AOCTYMHBIMK H3 AUCKE.

Ecnw BBl oTKNKOUMTE 3TOT napaMeTp NOANTUKH, NONE30EATENN HE

Ortmena NpumenuTe
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows

PYyKOBOACTBO Mo HacTpoiike

1.0

Mepeiigute B pasgen CbEMHble HOCUTENU C AAHHBIMM M OTKPOITE NapameTp HaCTPOMKM UCNO/b30BaHUA
CMapPT-KapT Ha CbEMHbIX HOCUTENAX C AaHHbIMU.

= PegakTop ynpaeneHnA rpynnoesiam NoAMTUKE MU - X
@aiin  Jeidctene  Bua  Cnpaska
| # | T
| Pacnonomenne v AaTHNKK T e T
_| Peructpauun ycrpoictea
< 3T0T NapameTp NOAMTHKK CocTonAHne CoctoaHue
| CBoprw ana cBopa gaHHbix v Npeasaput
NO3BONAET HACTPONTL |i] ¥npaenenune ncnonesosannen BitLocker ana coempbx anck.., He zaaaHa

CHHXPOHW3ALMA NapaMeTpos
CryBa #ypHana cobermmii
CryxBa yeraHoskm Activel
CyzeBet 15
CryxeBel yaanernsnx paboymx cronos
CrapTt-kapra
COBMECTUMOCTE ApaiiBEpOE W yCTpoiicT!
COBMECTUMOCTE NPUACHEHII
Copepsknmoe oBnaka
CPEAE BbINONHEHUA NPUNOMKEHNR
YaanenHana cBonodka Windows
¥YaanenHoe ynpaeneHne Windows
| ¥npasnenne unpossitn npasamin Win
Yetanoswwk Windows
MaKTop ACMOAHUTENEHOA NPOBEPKN Moy
Lisetosan cuctema Windows Color Syste
LenTp MoBunsHocT Windows
LlenTp oBecnedenus GesonacHocTi
Lentp oBrosneqna Windows

| Undposoii awmk
v ] Wndpoeanme gucka BitLocker

| [McKM onepauMoHHOi cHETEMEI

~| HecbemHBIE AMCKI € A3HHBIMA

| CBEMHBIE HOCHTENN C A3HHBIMK
Menro «Tycks u naHens zagay
Manens ynpaeneHua
MpuHTepe
Cepeep
Cema
Cucrema

< >

\ PacinperHelii i CrangapTHEIA

8 napametpos

WMCNONb3I0BAHUE CMAPT-KapT Ha
CHEMHBIX HOCHTENAX € AaHHBIMK
3aNpeTUTE 33NKMCE Ha CBEMHBIE JUCKW, HE 2aLLMLLEHHEIE Bit...

WzMeHUTE N3pamMETp NOANTUKKN ~ 3TOT NAaPaMETP NOAUTHKN NOIBONAET HACTPOWTE NCMOAL30E. ..

12| MpumennTs TN WNgPoOBaHUS JUCKS K CHEMHBIM HOCWTENS. .
Tpebosanua:
He Huke Windows Server 2008 R2
wan Windows 7

PaspelunTs 40CTyN K ChEMHBIM AWCKIM C A3HHBIMM, 3LLUWLL.,
3TOT NapameTp NOANTMKM NO3BOAET HACTPOHTE MCMOAL3OB..,
i| BeiBop METOA0E BOCCTAHOBNEHNA CEEMHEIX AWCKOE, 3aLLMLL.,

Onucanne o
3ToT NapameTp NOANTHEN

MO3BOAAET YKE3aTh, MOXHE N1
WCMOME30BATE CMAPT-KapTel 40A
NPOBEPKN NOAIUHHOCTI 40CTyNa
NOME30BATENEH K CBEMHEIM

HOCUTENAM C A3HHEIMM,

SALLMLLEHHEIMM C MOMOLLBRY

BitLocker Ha komnetoTepE,

Ecau sl BKNHOUNTE 3TOT
NapamMeTp, To CMOMETE
WCMOAB30BATE CMAPT-KapTel 40A
NPOBEPKN NOAINHHOCTY 40CTyNA
NOE30BATENA K AMCKY, Bel
MOMETE CAENATE NPOBEPKY
NOAAMHHOCTH € WCMOB30BAHMEM
cMmapT-KapT 0BAzaTensHONH,
YCTAHOBME naxok <1 peboBate
WCMOE30BAHUA CMAPT-K3PT 4NA
CBEMHEIX HOCUTENER C 4aHHEIMS,

Mpumeuanne, 3tv napameTpel
MPUMEHAKITCA MPK BILTHOYEHUN
BitLocker, a He npn

pazénokupoeke gucka, BitLocker v
PAINENIART NARBNOKUNNRKY TUCKA

% 3TOT NapameTp NONWTHKN NO3B0NAET HACTPCMTE MCMNOAbL3OB, He saaana

HezagaHa
HezagaHa
He zagana
He zaaaHa
He 3aaaHa
HezagaHa

B oTob6pasmBliemMcA OKHe oTMeTbTe BKatoueHo, HaxkmuTe MpumeHntsb 1 OK.

Mpeapiaywni napameTp

A 3ToT NapaMeTp NEANTMKN NO3B0/AET HACTPOWTE MCNOAB3CEAHNE CMAPT-KAPT HA CHEMHBIX HOCH.., O s
E 3TOT N3P3METD NOAWTHUKM MNOSECAAET HACTPOWTE UCNOAESOEIHWE CMAPT-K3pT HA CHEMHBIX HOCWUTEMAX C A3HHEBIMA

Cregyrowwid napameTp

() He z3a3H0 KommeHTapni:

(@) Brarouero

TpeboBaTe MCNONESOBEHME CMBPT-KaPT Ha
CHEMHEIX HOCHTENAX C AZHHEIMM

() OTkntoueHe
TpeBoBaHUA K BBPCUIL [ e ypce Windows Server 2008 R2 wau Windows 7
MapameTpe: Cnpaexa:
3TOT NapameTp NoAUTUKW NO3B0IAET YKa3aTk, MOXKHO SN ~

WCNOAb30EaTE CMAPT-K3PThl 4NA NPOBEPKKA NOLAWMHHOCTA
AocTyna MONE30BATENER K CHEMHBIM HOCUTEMNAM C A3HHBIMK,
3ALLMLLIEHHBIMK C© Nomollbio BitLocker Ha komneroTepe,

Ecan Bl BKAMOUMTE 3TOT NapamMeTp, To CMOMETE MCNOAL30EATE
CMApT-KapTel 4NA NPOBEPKW NOAAWHHOCTH 40CTyNa
NeNL3CEATENA K AMCKY. Bbl MOXKETE CaENaTE NPOBEPKY
NeATMHHOCTM C UCNONB30BAHMEM CMAPT-KapT oBA3ATENLHO,
YCTaHOBWB (naxok « TpeBoBaTe MCNONE30BAHUA CMAPT-KapT ANA
CBEMHBIX HOCHMTENER C AaHHBIMW=,

MpuMEeEYaHNE, 3T NapaMETPDLI NPUMEHAITCA NPW BKNHOYEHNK
BitLocker, a He npw pazGnokupoeke gucka. Bitlocker paspelnaer
pasBrokMpoBKy ANCKE C NHOBEIMI NPEACKPAHNTENARMM,
ACCTYNHEIMKW H3 AWCKE.

Ecnu BBl oTKAHOWNTE STOT NapamMeTp NOANTHEN, NONb30EATENN HE

OTmena NpumenuTe
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows

PYyKOBOACTBO Mo HacTpoiike

1.0

BKntoyeHue 3awnThbl (WNPpoBaHMNA) HOCUTENA CO

CTOPOHbI KNTNEeHTAd

Tenepb NOAb30BaTE/Ib MOXKET aKTUBUPOBATL BitLocker Ana csoero ¢M3W‘IECKOFO ANCKA NN CbEMHOTO
HOCUTeNA C JaHHbIMW. [JNA 3TOro BbINOAHWUTE creaytolme LI,EVICTBVIH.

MepeianTe Ha NOAL30BATENLCKYHO Pabouyio CTaHUMIO.

-
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PYyKOBOACTBO NO HaCTpOIKe

1.0

OTKpoitTe MpoBOAHMK. Bbibepute ANCK, KOTOPbIM Heobxoanmo 3awmndpoBaTb. B HacToAwem Nnpumepe 31O

anck E:\.

L3 = | 3roT komnetoTep

KomnewTep Bua

+ = P - L

~ gk Manens Buictpore ac ~ MNankw (6)
I PaBouwii cton o
‘ 3arpyzkm -+
JokymenTs -
[&] WNzoBpaxerna

ﬁ Bugec
J’ Myseika ) Mysbika - PaGounii

> ¢@a OneDrive

~ YcTporcrea v amckw (3)
» = 3rot komnsrotep

> |_jCe‘rb

NokaneHeld guek ()
1|
(L]

Hoeeit Tom (E:)

[ |
Mgy 2 83 TR ceobogro us 2,99 16

Ceoiictea OTKpLITE MepenMeH0BaTE Aocryn K MogknoyunTe JoBaBEWTE CETEEDE OTEpHITE =
MyNETHMEANA ™ CETEBOM QMCK ™  PACronoxeHue napameTpel fre YNPAENEHKME
PacnonoxeHue CeTk Cucrema
« « o @ 3or KOMMBHITER v O Mouck: 3T0T KOMNBTER o

ﬁ Bugeo JokymenTel
' 3arpyskn E MzobpaxeHnn

| | DVD RW auckosoa (D)
My ¥ 493 T ceoBogrio w3 59,976 \@

[ YAanWT KM M3MEHWTE NPOrpamMmy

18 CeoiicTEa CUCTEMEI

cTon

Inementor: 9 =
OTKpOVITe ero cogepxummoe, 4yTObbI y6e,u,m‘bcs|, YTO OH He NycT.
aa | = | Cpeacrsa paBoThl € gMCKAMK Hoeeii Tom (E:) - O X

InagHaa MogenuTea Bug ¥npaeneHuea

* i I o 4 MNepeMecTHTE B ¥ Yaanute
W

3aKpennTe Ha NaHenw Konuposate BerasuTe Konuposats & I MepenmeHoBaTh
BLICTPOro 4ocTyna EI
Eydep oEmeHa ¥NopAagoYuTE
- v P s 3IoT komnetoTep * Hoeeli tom (E) =
~
s Manens Brictporo ac ran [arta uzmeHeHna
I PaBouwii cton o 3.0.0.2323 (dema) 20.10.2017 16:19
* Jarpysin + new 20.10.2017 16:18
Jokymentel * : WHTEPHET BELLLEH 20.10.2017 16:19
1 20.10.2017 16:18
B Vhobpaxcennn # 1y kst 18.10.2017 12:56
B Buace [ plpbt.bin 25.02.2012 7:25
J Myzsica shifthd 22.08.2013 13:24

-

-

¢ OneDrive D usbdrivetag Tun: Maketnbni dain Windows
Pazmep: 4,26 Kb

E IToT KomnBOTER Jata nzmenenna: 22.08.2013 13:24

Cozgate CeOlCTES BulgennTs
nanky < @
Co3gate OTEpEITE
w | Mowck: Hoeeiid Tom (E2) o
Tun Pazmep
Manka ¢ dainamn
Manka c ainamn
Manka c haiinamm
TekcToBbIN A0KYM.. 0 KB
®aiin "L5T" 2Kb
®aiin "BIN" 43 Kb
MakeTHelid daiin ... 5 Kb
Daiin "TAG" 0 KB

Q’ Cete

3nemenTos: 8
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PYyKOBOACTBO NO HaCTpOIKe 1.0

Haxkmute Hasazg €« . B OTKpbIBLIEMCA OKHE WENKHUTE NpaBoi KHonkon guck E:\, B oto6pasusemcs
MeHIo BbibepuTe BKarountb BitLocker.

E | = | CpeAcTBa paBoTel € gMckaMu  JTOT KOMNBIOTED — O e

m KomnewoTep Eug ¥npaeneHue i 0
' | @ B YAINKTb WKW M3MEHMTE NPOTPAMMY
-~ ~ )

18 CeoiicTea cHCTEMBI

CeolcTeEa OTEpwTE MepenmeHoBaTE Aocrtyn K Mogknouwte JobBaEWTE CETEBOE OTEpHITE
MyAETUMELMA ¥ CETEEON AMCK ™  PACNONOMEHWE napaMeTpel H ¥npaeneHne
PacnonoxeHne CeTb Cuectema
« « 4 E 5 3ror komnerotep > v | O Monck: 3ToT KoMAsKTER o
OTkpBITE
3 Manens Beictporo ac ™ Mankwk (6)
OTKPBITE B HOBOM OKHE
I PaBounii cron 4 B 3aKpennTb Ha NaHenwn BeiCTporo 4ocTyna
wa
& 3arpysen * ﬁ Brnrounts BitLocker
| dokymental o
Aoxy Mogenuteca b
& Vsobpaxennn  # ‘ 3ar BoccTaHoBWTE MpeskHIom BEpCUD
B Braec NoBaeuTe B BuBnanoTeky i
B Myseia ) My3 3aKpPENHTE Ha HAYANEHOM 3KPaHE
@ OneDrive PopmMaTMpoEITE..
~ YcTpolicTs
[ 3vo1 komnetotep Konuposars
= Nok
& Cern == [ | Cozgate ApneIk (D)
= 49 3
= 493 Mepenmeroeate
Hoe Caii
u EONCTER
‘ 2 83TE CBO00AH0 W3 2,0916
Inementoe: @ BoiBpan 1 3nement == =

OtmeTbTe Mcnonb3oBaTb CMapPT-KapTy A8 CHATUA 610KMPOBKM AUCKA, HaxKmuTe [anee.

%@J Wudpoeanue gucea BitLocker (E)

Buibepute cnocobel pazbaokMpoBkn AMcKa

[JWenenesoeate naponk A8 CHATMA BNCKMPOBKM AMCKE

Maponn 4onkHE! COAEPXKATE MPONUCHEIE M CTPOYHBIE ByKBbl, LUdpPLI, Npobens i CUMBCNLL.
BeeawTe ceoi napone
BeeguTe napose ewe pas
Wenenezoeate CMapT-KapTy ANA CHATHA BACKUPOEKW SMCK

Heobxoanmo ByaeT BcTaenTe cmapT-kapTy. NMH-kog cmapT-kapTel noTpebyeTca Npu CHATMK
BACKWPOBKN C ANCKa.

Jdanee OTtmeHa
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike

1.0

B oTo6pa3mBLIEMCcA OKHe BbibepuTe cnocob coxpaHUTb KoY BocCTaHOBMeHUA — "B palin" nam "otnpaButb
Ha neyaTb". B HacToAWwEeM Npumepe UCnoNb3yeTca coxpaHeHue Katodva "B pain”, Bbibeprte CoxpaHuUTb B
dain. CoxpaHeHHbI paiin byaeT coaep:aTb KtOY B BUAE OTKPLITOrO TEKCTA, €r0 MOXKHO pacneyaTaTtb
no3e. ITOT K/IK0Y MOXKHO ByAeT Ncnosib30BaTb A/ Pa3bOKMPOBKM AUCKA B C/yYae yTEPU CMAPT-KapTbl.

He cnepyeT XpaHUTb KAy pa3baoKMPOBKM Ha paboyeit CTaHUMK, KOTOPan COAEPKUT 0BbEKTI,
3aLMLLEHHDBIE 3TUM K/HOUOM.

<« %@l Wndposanne gncka BitLocker (E:)

Kak Bbl xoTHTE dpPXMBMPOBaTh CEOW KUY BOCCTAHOBAEHWMAT

o HekoTopbimu napaMeTpamu ynNpaenaeT cCHCTEMHBINR aaMUHNCTRaTp.

Ecan Bel 336Gb1NK CBOA naponk 1AW NOTEQANK CMapT-KapTy, Bbl MOXETE MCNONBLI0EATE KKNHDY
BOCCTEHOBNEHWA 4nA 4OCTYNa K QUCKY.

— CoxpanunTb B daiin

— HaneuwaTaTb KAHOU BOCCTAaHOBAEHWA

Yro Takoe knkou BoccTaHosneHna?

Jdanee OTmeHa

[anee yKaxuTe AMPEKTOPUIO, B KOTOPYIO ByaeT coxpaHéH daitn, 1 ero ums.

4 Coxparenue witoua soccranosnenng Bitlocker kak

« « ‘9 I » Itotkom... » PaBounii cTon v | @ Mowck: PaBounii cton o
¥nopagounte * Co3zaate nanky

A ou
1A [laTa MzMEHEHNA Tun
v 3F Manens Beictpore A

] PaBouwii cro.

Her INEMEHTOE, YACBNETEODAILMNY YCNOEWAM NOWCKE.

* 3arpyzku -
[E Aokymenter #
= VMzobpaxenn
B Buaeo

J‘s Myzbika

@ OneDrive

[ 3701 komnsrotep

. v £

Wma haiina: | Knatou eoccranoeneqna Bitlocker FABI6FAF-GEFE-4089-BE97-0FCET26033A0

Tun daiina: | TekcTossie dainb (*.tdt)

< CkpbITe Nankm CoxpaHuTe OTmena
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike

B chepytowem okHe Haxkmute Oa.

1.0

B HacToALWwem AOKYMeHTe KNKoY coxpaHAeTcAa Ha 3TOT e K TobKo B KayecTse npumepa. He cnepyer
XPaHUTb KoY pa3b/IOKMPOBKKU Ha paboyei cTaHLMK, KOTOPAA COLEPHKUT 0OBEKTHI, 3aLLMLLEHHDLIE 3TUM
KAto4Yom. MonyyeHHbIN Gainn MOXKHO CKONMMPOBATb HAa HECKOJIbKO HOCUTENIeN MK pacneyaTaTb KoY.

Wndposanne aucka BitLocker

[ Bbl XOTWUTE COXPaHUTE KHoU
" BOCCTaHOBAEHWA Ha 3Tom MK?
pEKDMEHA}"ETCR WMETE EDJ'IEE CAHOro KNHo4a

BOCCTAHODENEHWA M XPaHWTE Kaxaeli B GesonacHom
MECTE, OTAMYHOM oT sawwerc MK,

&3] e

Cnepyowmm WaromM yKaxKuTe, Kakyto 4acTb AMCKa TpebyeTca 3awmndpoBate — WNGPOBATb TONbKO 3aHATOE
MECTO Ha AMCKe WM BeCcb AMCK. B HacToawwem npumepe wndpyeTca Becb ANCK, BbibepuTe LLnpposaTtb

BeCb AUCK N HaxXmuTe Oanee.

< %q» WwdposaHue gucka BitLocker (E:)

YKkaxuTe, Kakyh UacTb AWCKa TpebyeTca 3andpoBaTh

Ecnu BBl HacTpaneaeTe BitLocker Ha HoBomM gucke unu MK, Bam 4ocTaTouHo 3alUMGpoBaTE TONBKD Ty
YacTe AMCKA, KOTopan cefiuac ncnonesyerca, Bitlocker 3alumdpoBbIBaET HOBRIE JaHHEIE AETOMATUYECKK
ne mepe wx goBasneHus.

Ecnn e Brntodaete BitLocker Ha yoke ucnonesyemon MK waun gucke, pekomengyerca salundpoeaTe BeCk

ANCE, 310 FapaHTURYET 3aWNTY BCEX AaHHBIX — Aa¥E YAINEHHBI, HO EWE COQEDHALLNY NIBNEKIEMEIE
CEEQEHMA.

() WnpoBaTe ToNEKO 32HATOE MECTO Ha AMCKE (BBINOAHAETCA BLICTPEE, ONTHMAaNbHG ANA HOBb MK 1
ANCKOB)

(@ Wndpoeats Beck AMCK (BBINOAHAETCA MEANEHHEE, NOAXOAMT ANA yHKE Mcnons3yembn: MK n guckos)

Janee COtmena
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows

Haxxmute HayaTtb wmndposaHue.

PYyKOBOACTBO Mo HacTpoiike

« %@J Wwdposanue gucka BitLocker (E:)

3awwnpposaTh 3TOT AMCKT

3toT AWUCK MOXHD ﬁ}fﬂ,ET FIESGJ'IDKMFIDEETI)TDJ'II)KD Ha KOMMNBHITEQAX C DI'IEFIELI,MDHHDﬁ CHCTEMON

Windows 7 n Bonee nozgHux sepcnid. Ecnn Bel xoTUTe pazBnokMpoBaTe 3TOT AWCK H3 KOMNBHITEREX C
Apyriman seponann Windows, HaxmnTe kHonky "Hasaa" v cosgaiite napons.

Bel cmoxeTe pE.’-ﬁJ‘IDKHpDEETb 3TOT AWCK C NOMOLWBHY CMEPT-KapThI.

HFIDLLECC LIJI.-1¢IF|DEEHI.‘15| MOHET ﬁll:pITb,EI,DJ'II'I.'H'\Ar Ero ANUTENEHOCTE 33BMCHT OT pasmMepa JUCKd.

[o zaeepLueHnA WndpoEaHUA 3aLLMTa $ailnoe He cBecneuneaseTca.

I HauaTe WnpoeaHme I

CTpoKa cocToaHuA 0T06paam npouecc 3agepeHna B npoueHTax. JamTenbHOCTb NpoLecca 3aBUCUT OT

pa3mepa ANCKa U MOXKET 3aHUMaTb NPOoAO/IKUTENIbHOE BPEMA.

Lwndposanue gucka BitLocker

% BuinoaHAETCA WKQpOBaHUE...
Auck E: 3agepweno: 9.4%

1. Bo nsBexanne nospeskaeHna $aiinoe Ha gucke

¥npaeneuwne Bitl ocker

NPHOCTaHDENTE LLIHq)pOBEHHE Nepeq yaaneHnem qncea.

Mo 3aBepLIeHUN NpoLecca HaXxKMmuTe 3aKpbITb.

lndposanue aucka BitLocker

‘& LwppoeaHue E: 3aBeplieHo.

¥npaenenune Bitl ocker

E  3aKpbITh

BbINonHWTe nepesarpysky paboyei ctaHLUM.

Ha stom HacTpoiika BitLocker 3aBeplieHa.
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike 1.0

[NMpoBepKa paboToCcnocobHOCTU

Mocne nepesarpysku nogkatounte JaCarta PKI n oTkpoitTe npoBoaHUK. Eciv paHee BCé 6b110 BEPHO
HaCTPOEHO, OKO/0 3alWMbPOBAHHOIO AMUCKA NOABUTCA 3HAYOK 3aMKa. LLLENKHUTE NoKanbHbIM guck (E:) n
BblbepuTe BapmaHT pasbiOKMPOBKM CMapPT-KapTa.

BitLocker (E:)

Cmaprt-kapTa

[

o CpeacTea paboTel € ANCKAMKM 3T0T KOMNBIOTED

KomnbioTep Bua YnpasneHwe

BEE,JJ'VITE K4 BOCCTaHOBAEHWMA

CEOACTER W @ B ¥aal
1 OTkpHTE w 18l Ce
Jocyn k Nogknounte Jo6aBWTE CETEEOE OTEpHITE
MepenmeroBaTe  myneTUMeaMa ~ CETEBOM JUEK™  PACMOAOKEHWE napameTpel [_.q.!"n ABTOMATUUECKM paSﬁﬂDKMpGEaTb Ha 3TOM

Facnonoxerne CeTb MK

<« v 4 s 3ror komnsrotep
(] =l ~

7 Manene Beictporo ac

[ PaBouwii cron A ‘ Jarpyskn = VzoBpakenua
‘ 3arpysku »
@ dokymenTsl b
) Myzeika PaGounii cton

| Vsobpaxerua o -
B8 Braeo ~ YTpoicTBa W amcky (3)
b Myzena - Nokaneeli gnck (C:)

m

. | DVD RW anckosog (D)

f& CneDrive .y 49,316 ceoboano s 59,916 .y

[ 3ot komnsroTep
J NokaneHblit guck (E:)

|? Cers L] v

BeiBpan 1 3nement E=z =]

3nemenTos: 9

Beeaunte NMUH-Kkoga, Haxkmute OK.

Cmapt-kapta

CMmaprt-kapTa

Beeawte uma nonb3osatens, napoas v NMAH-koa,

MWH-koa

YeHWA A0NOAHWUTENBHBIX
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PYyKOBOACTBO NO HaCTpOIKe 1.0

Mocne sBoga NMNH-Koaa coaepKmMmoe gMUCKa OTKPOETCA aBTOMATUYECKN.

& | = | CpegcTea paBoTel ¢ guckamy  HOBBIA Tom (E) — O x
[naeHan MogenvTeca Ewng ¥npaeneHue 0
- I -]
* U e « MepemecTiTs B ¥ YaanuTe - % - HH
s -
336KpEI'IMTb Ha NaHenW KonWpoBaTe BTaBWTb EI KONWpoBaTh B _[ MepenmeHosate | CO3A3Th CeoiicTea BeigennTb
HICTPOrO AOCTYNa nanky < ©
Eydep o6mena YNopagodmnTe Co3gate OTEPHITE
T _3 » 3ToT komnetoTep * Hoeewd Tom (E:) » v | O Mowvck: Hoewii Tom (E:) 2
3 Manens BuicTporo Ac HMran Jlata n3meHeHua Tun Pasmep
B PaGouwii cron o 3.0.0.2323 (demo) 20.10.2017 16:19 Manka ¢ dainamn
J' Zarpyzku » new 20,10.2017 16:18 Manka c daitnamn
Loxymente * WHTEPHET BELL|EA 20.10.2017 1619 Manka ¢ dainammn
D 1 20.10.2017 1618 TekcToBbIA AoKyM... 0 KB
[&] Mzobpamerna o B ~
D menu.lst 18.10.2017 1&:56 @aiin "LST" 2Kb
B Buace [ plpbt.bin 25.02,2012 7:25 Daiin "BIN" 43KB
D Myseica shifthd 22.08.2013 13:24 MakeTHbIi dafin ... 5KB
@ OneDrive D ushdrivetag 12.12.2008 21:54 @aiin "TAG" 0 KB
3 3rot komnsrotep
[_} Cets
3nementos: 8

B npoBogHuke M306pa)KEHMe ANCKa CMEHUTCA C 3aKpPbITOro 3amMkKa Ha OTKprTbIﬁ.

1 Hoeeiid Tom (E)

Jn
‘H" 2,83 76 cecBogHo ns 2,99 6
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike 1.0

Pa36/10KMPOBKA KNHOYOM BOCCTAHOBEHUA

B cnyyae yTepun cMapT-KapTbl JOCTYMN MOMHO BOCCTaHOBUTb C MOMOLLbIO COXPAHEHHOTO UK
pacneyaTaHHOro paHee Kntoya. [lna sToro oTkpowTe haiin ¢ KNHYOM UK JOCTaHbTE ero pacneyaTky.

- CpeAcTea paboTol € AMCKAMK
KomneoTep Bung ¥npasneHwe

. E fAB;'IMTb HAW MZMEHUTE NPpOrpaMMy
[ @

~ 4| CeoiicTsa CHETEMB
Aocryn k Nogknounte Jo6aBWTe (ETEBOE OTKPLITE
MYNETUMEANA ™ CETEBOW ANCK ™  PACMoNOMEHNE napameTpel fwel YPABAEHUE

j Kntou occTanoeneqna Bitlocker FAB36FAF-BEFE-4089-B897-0FCE786033A0 — BnokHoT
v 4 3 3o
@aiin  lMpaska @opmar Bug  Cnpaska

3 Manens Buictporo 4c Knwy BoccTaHosneHuA wudposaHuA aucka Bitlocker

I PaGounii cron
I 3arpyzin
|= dokymenTel

YTobul NpoBepMTL NPEEMABHOCTE KNKMa BOCCTAHOENEHMA, CPABHWTE Ha4ano Cchelywnuwerc MaeHTHMKaTo|
WaeHTuduxkaTop:

=] Visopaxcerima FAB36FAF -6EFE-4889-B897-BFCE73683340

J\ Mysbika Ecnn y’Ka3aHHhIF| Bhilwe HJJEHTMCI}MKBTOD coenafjaeT C oroﬁpa)xaemm Ha KoMnewTepe, HCI'IO.FII:3)(F|TE cneq

¢& OneDrive Knw4 BoccTaHoenerua:

4 317 komnetotep 689356-055319-283525-537416-619861-454718-452488-352855|
¥ Cems

Ecnn naoeHTMdUKaTOPH He COBManawT, 3TOT KAKY He NOAXOOMT ANA pa3fnoKMpOBKM BaWero OMCKa.
MNonpobyiiTe Apyrod kM4 BOCCTEHOBNEHWA WAW oBpaTUTeCh Za nomowew Ha caWT http://go.microsof

Jnementor: 9 Beibpan 13

[anee WENKHWTe 3aWMPPOBAHHDBIN AUCK U BbIDEpUTE BapuaHT pa3bioKMpPoBKM BBeguTe Kalou
BOCCTAaHOBJ/IEHUA.

BitLocker (E:)

CmapT-kapTa

CpeacTea paBoThl C MCKAMIA

KomnewTep Bug ¥npaeneHwe

W . BeeawTe KNHOY BOCCTAHOBAEHMA

~ &n .

o e 1B Ceof
Aocryn & Mogenounte JoBaEWTe CETEEOS OTEpHITE ) S - ~
MYNETMMEAME = CETEEOI AMCK ™  PACMONOKeHWe  mapamerpei bowl Yy ABTOMATMUECKM Pa3BA0OKMPOBATE Ha 5TOM

MK

« « 4 E 5 3ror komnstoTep
MR =l ~

7 Manene Beictporo ac

I PaBounii cton ‘ 3arpysku WzoBpaxenna
-_—
I Zarpysen
|| Aokymentel
ﬁ Myzbika PaBouwii cton
| MzoBpaxenna l

B Buace ~ Ycrpoiictea n amckm (3)

‘h Myseika NokaneHend guck (C:)

B ceoBogHo U3

G OneDri DVD RW auckoeog (D:)
neDrive

I

[ 3FroT komnsrotep
. Nokanexeii guek (E:)

oF Cem ] v

3nemenTos: 9

BeiBpan 1 znement
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows

PYyKOBOACTBO Mo HacTpoiike

1.0

B 0T06pa3MBLIJEMCFI OKHe BBeguTe 48-3HayHbIi K04 BOCCTAHOB/IEHUS U HaXXMUTe Pa36!l0KVIPOBaTb.

= | CpeacTea paboThl € AMCKAMM 3TOT KOMNBHOTER

Bua ¥npaeneHue

1 W =~ Q@

Aocryn k MogknoynTe J063EWTE CETEEDE
MYNETUMEAWE * CETEEOM AMCK™  DACMONOMEHME

&« « 4 E s 3rorkomnsrotep

7 Manens Guicrpore g~ MNankwm (B)
I Pabounii cron
3 3arpysin

= dokymentel

=| WsoBpakerna

n

ﬁ Buaeo 4—__' o
; 3arpysku [4E!

e
H Bugeo
J'S Myskika )
Mysbika l Pa
4@ OneDrive

= ~ YcTpoiictea v gnckn (3)
3TOT KOMMBHOTE)
> NokaneHeii guck (C:)

1}
c i1 .
o Ceme -
_ NokaneHeii guck (E:)
L

3nementos: 9 Beibpan 1 3nement

Mocne BBOAA KNtOYA OTKPOETCA CoAeprKumoe AUCKa.

@ BitLocker (E:)

Beeaute 48-3HaUHbIA KAKOY BOCCTAHOBAEHMA, UTOGSI Pa36NoKMPOBaTE

3TOT AWCK.
(M4 knroua: F4B36FAF)

1l

InasHan Mogenuteca Bwg

3akpenwTb Ha NaHenn KonwpoeaTe BoraewTs KonupoBaTe B
BEICTROrD 40CTYNA =

T

» 3ToT komnetoTep > Hoeeld Tom (B »

#~

7 Manens BricTpore Ac Viras

I PaBounii cron

& 3arpyskm
= Jdoxyrente

3,0.0.2323 (derno)
new

WHTEPHET BELLER

£ 1
&= Mzobpaxerna y
|| menu.lst
m Buaco | | plpbt.bin
d Myzeica [&] shifthd
@ OneDrive || ushdrivetag

[ 3roT komnbroTep

oF Cemn

3nemenTos: &

Cpeacrea paboTel € gUckamm

¥YnpaeneHue

Hoewii Tom (E:)

MNepermMeHoEaTe  CO3AaTh CeORCTEa Eblgennte
nanky - -] -

v | Mownck: Hoeed Tom (E:) ¥

[ata nzmeHeHna Tun Pazmep

20102017 1619 Manka c gafinamm

20.10.2017 16:18 Manka c dainamn

20102017 1619 Manka c dafinamn

20102017 16:18 TekcToBBIA 40KYM.. 0 KB

18.10.2017 18:56 ®aiin "LST 2KB

25.02.2012 7:25 @aiin "BIN 43 Kb

22,08.2013 13:24 MaketHeii daiin ... 5KB

12.12.2009 21:54 Daiin "TAG KB

=5
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JaCarta PKI v wudposanue BitLocker B Microsoft

Windows

OTKN4YeHue BitLocker

[ns oTkntouyeHuma BitLocker WénKHMTE NpaBoi KHOMKOM No 3aWwWndpPOBAHHOMY ANUCKY U BbibepuTe

YnpasneHue BitLocker.

CpeacTea paboTel ¢ AMCKAMA

Bua

| '—ﬁ

CEOlicTEa OTKPETE MEpEMMEHOBATE

v A @5 3rorkounsiotep

# Mawene Beictpore gc ~ [ankn (€

[ Patouwii cron
ﬁ 8

I 3arpysin

| Dokyments
3
>

~ YeTpoWc

=] MsoBpaxenna
B Buaco

D Myzeika

/@ OneDrive
[ 370t komnsioTep

¥ Cers

3nementos: 9 BuiBpan 1 anement

W’ = @

Aocryn K
MYNETHMEANE ™ CETEBOI AMCK™  DACNONOKEHNE

FroT komnsiaTep

¥npasneHue

Mogknwynte J0B3ENTS CETEBOE OTKpHEITE

OTkpeiTh

OTkpBITE & HOBGM OKHE

3aKpenuTe Ha NaHenn BLICTpOre 40CTyna
¥npasnenue BitLocker

OTkpeiTs a8To3BMYCK. .

MopenuTben

BoccTaHOBMTE NPEKHIOK BEPCHIO
[MobasuTte B BubnnoTery

3aKpENNTE Ha HAYANBHOM 3KPaHE
DopmaTnposaTe. .
Konuposate

Cozpats apasik

Mepemmenosars

CeoiicTea

PYyKOBOACTBO Mo HacTpoiike

[ YARAWTE HAM MSMEHUTE NPOTPaMMY
18 Ceoiicrea cncTemsl

napameTpei loa Ynpasnerine

Moucs: 3ot komnstoTep

1.0

B oto6pasusliemcs okHe BbibepuTe OTKAOUUTDb BitLocker HanpoTMB Toro AncKa, 419 KOTOPOroO HYMKHO

BbIMONTHUTb OTKNKOYEHUE.

LWndpoeanue gucka BitLocker

Manene ynpasnerus —
ACMELLHAR CTREHNLE

CM. Takke

& AgmunucTpuposanne
AOBEPEHHOTD
nAatTdopMERHOrD Mogyna

!; ¥npasneHne guckamm

3anBneHKE 0
KOHPUAEHLNANEHOCTH

+ <« Bce anementel nanenu yn.. > Ludposanwne gneka BitLocker

Wndposanme ancka BitLocker

- O

v O

Mowck B nanenm YyNpaBneHuA

3ELLI,MTMTE CBOW ¢lEﬁJ’IbI W NankW oT HECAHKUWOHWPOEEHHOTD 4O0CTyNa C NOMOLWbH Nporgammbl

winposanna guckos BitLocker,

[nck onepaunoHHOR cUcTenMbl

C: BitLocker oTknroueH
HecbemHble AWCKW C AaHHbIMK

CoemHbie HocuTenm — BitLocker To Go

Hoewli Tom (E:) BitLocker skntouen

ApXMENPOBATE KNHY BOCCTAHOBNEHNA
JotaenTte napone
¥aanuTe cmapT-KapTy

BKAKOUMTE BBTOMATUYECKYHD
pazBnokupoBKy

Orentounts BitLocker

X

ye
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike

B oTo6pasmBLLIEMCA OKHE NpeaynpexXaeHmsa Haxkmute OTKAounTb BitLocker.

PacwmdpoBaHue Kak 1 3amppoBaHNe MOKET 3aHUMATb NMPOAO/IKUTENIbHOE BPEMS, 3aBUCUT OT

0b6béma gucka.

Wndposanme gucka BitLocker X

OTknrounTs BitLocker

Baw anck 6yaeT paclundpoBaH. 3To MOXET 3aHATE
3HEYMTE/EHOE EPEMA, HO Bbl MOMETE NPOLCTHAETE
NOAEI0BATECA KOMMBHITEROM,

[ Orenrouns BitLocker | Otmena

Mo 3aBepLlueHnn HaxkmuTe 3aKpbiTb.

Wwndposanne gucka Bitlocker ped

=5 Pacwwdpoeka E: 3aeepleHa.
%‘ bp p

3akpeITs

¥npaenexnune BitLocker

Tenepb BitLocker oTKk/to4eH.
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows PyKkoBOZACTBO MO HacTpoiike

KOHTaKTbl, TEXHUYECKAA NoaaepHKa

Odwuc (obwme Bonpochbl)
Appec:129226, Mocksa, ya. [lokyKuHa, A. 16, ctp. 1, komnanua "Anagavd P.A4."
TenedoHbl: +7 (495) 223-00-01 (MHOroKkaHanbHbIN), +7 (495) 988-46-40
dakc: +7 (495) 646-08-82
E-mail: aladdin@aladdin-rd.ru (o6wmit)
Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxegHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPA3AHUYHbIX AHEN

Texnogaeprka
Cny»6a TeXnoaaep KM NPUHUMAET 3aNpochl TObKO B NMMCbMeHHOM BUae Yepes Web-caiit:
www.aladdin-rd.ru/support/index.php

[ns onepaTtMBHOro pewweHns Bawen npobaembl yKarKUTe UCNOAb3yeMbI Bamu npoayKT, ero
BEPCUIO, NOAPOOHO ONULLNTE YC/I0BUA U CLLEHAPUM NPUMEHEHUSA, MO BO3MOXKHOCTH, CHAabanTe
coobLeHME CHUMKaMM 3KpPaHa, NPMMEPaMMN UCXOLHOTO KOAaA.
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JaCarta PKI u wudposanue BitLocker 8 Microsoft Windows

PYKOBOACTBO NO HACTPOiiKe

Perncrtpauma nameHeHunm

1.0

Bepcua

U3meHeHuna

1.0

McxoaHasa Bepcua OKYMeHTa
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