AnagauvH

HopnopaTuUBHbLIN UEHTP CepTUPUKaLnn
Aladdin Enterprise Certificate Authority

OTteyecTBeHHas 3aMeHa Microsoft CA
PKI ypoBHS1 Enterprise Ha 6a3e oTeyecTBeHHbIX OC
becwoBHas Murpaumsa Ha Linux 6e3 nepepbiBa B NpoM3BOACTBE

Ceptudpukat @CTIK no Y-4
TexHuyeckas nogaepxkKa NpyM BHEAPEHUMU U SKCNAyaTaLUM




Buabl ayteHTndunkaymm n gosepue cybbektos C

o« OcHoBa poBepuas NC - AYTEHTUONRKALNA

- JTO npouenypa "yCTaHOBNEHUE NOOJAMHHOCTM (OOKAXM TO, UTO Tbl - 3TO Thl)
- MAD - onpepenenHas PCTIK mMepa 3awmThl, ncnonblyemasn npu atrectaumm MC

+ HaK obecne4vmBaeTcA ayTeHTUPUKAUUNA (qoBepue)

- [lpocTtaq (ang npenocrtaBneHms 0ocTyna, ogHOo(paKTopHasa, O4HOCTOPOHHAS)
- JlornH / MNMaponb
- YcuneHHas (415 npenoctaB/ieHns 00CTyna, ABYX(MAKTOPHAd, 04HO- UNKN ABYXCTOPOHHASA)

- OTP (c xpaHeHMeM cekpeTHOro KJK4a Ha TOKeHe UIu cMapTdoHe)
= U2F (ctangapt FIDO Alliance - "Mup 6e3 naponein”)

- Crporas (ona ycTaHoBNEHUS AOBepuTenbHbix oTHoweHun B UC v npenoctaBneHms oocTyna,
0BYXCTOPOHHSAS, C UCNOJIb30BaHUEM KpunTtorpadpumn, PKI n ceptndmkartos)

- MawwunHHbIie cepTupukatsel (npotokon 802.1x)
- [lporpamMMHble cepTUduKaTbl (419 MCMOb30BAaHMS TONbKO aosepeHHoro [10)

- [lonb3oBatenbckune ceptudukatol (ang 2MA nonb3osaTtenen B NC)
a) ceptupukat Ha KH (JaCarta PKI) c HenzBnekaemMbiM 3aKPbITbIM K/THOUYOM;

6) cepTUdMKAT Ha KOMNbIOTEPE B JIMYHOM XPaHMIULLE NONb30BATENS

[OCT P 58833-2020
3awmTa MHpopMaumn
MOEHTUDOUKALNA U
AYTEHTUOUKALNA
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RopnopaTtuBHaAa PKI - 3To ocHoBa Ctporoun ayteHTUdUuKauum B AC

310 On-prem LeHnTp CepTudukaumm + BcrnoMmoratesibHble CyX0bl

JTO cepTUdUKaTbl AN

BeO-cepBepoB, BHYTPUKOPNOPATUBHbLIX NOpPTanoB (SSL-cepTnudmkathbl)

= COTPYAHMKOB (ayTeHTUpUKALUA, NaC BHYTpeHHU 310, noyra)
APM, HoyTOYKOB, KOMMNbIOTEPOB (NMoakntoveHme no 802.1x)

MOOMUIbHbIX YCTPOMUCTB

[10 HegaBHero BpeMeHun TMnoBoe pelleHne anAa KopnopatuBHoro PKI

B ndows  Microsoft CA = Microsoft Certificate Services

3a 20+ net

TeCHas MHTerpaums C KaTasoroMm rosib3oBaTenen

cueHapum astomatmsaumum (Enrollment Agent, NDES, InTune)
nHTerpauma ¢ HSM Thales

PA3BUTOE KOMbIOHUTU, YYEOHbBIE LEHTPbI

must-have 3HaHMS 1 HaBbIKK Y 1HOOOro CMCAAMMHA




YeM puckyem cenyac?

Pucku ucnonososaHusa PKI| Ha ocHoBe Microsoft

bonee 90% MHPOPMALMOHHBIX CMCTEM B POCCMM NOCTPOEHbI Ha
Microsoft Active Directory u ncnone3sytot Microsoft Certificate
Services B KayecTBe CepBMCa reHepaumnm U ynpasrieHUs UMPpoBbIMU
ceptTudukatamm (ceptnudukaTel goctyna, PKI nHdpacTpykTypa).

X Microsoft ywen ¢ peiHka P®, npnobpecTtu ero
HEBO3MOXHO

X B0O3MOXHOCTb NOJIHOTO OTK/OYEHUSI CEPBUCOB
X OTcyTCcTBME NOAAEPXKKU M OBHOBNEHUI

X He cooTBeTcTBYET TpEOOBAHMAM perynatopa

Pucku IT-undppactpykrypbl 6e3 PKI

PKI co3paeTt noBepeHHyto cpeny 419 6e3onacHoro B3aMMoaenCcTBms
Nosb30BaTeNeN U CUCTEM B CETU. DTO BHYTPEHHUIN NMEepUMETP
6e30NacHOCTU, FApPaHTUPYIOWMIA 3aLWMUTY OT YMbILLNEHHbIX UK
HernpeayMbIWNEeHHbIX AeUCTBUA BHYTPEHHMX HapyLIMUTeNeun.

X AyTeHTUPMKaAUMIO HA OCHOBE Naposien nerko
B3/IOMaTb

X BHYTpeHHAs ceTb He 3awmLieHa OT NOAK/IHYEHUS
«HEN3BECTHbIX» YCTPOUCTB

X Y43BMMOCTb K QULIKHIY (He 3alMLLEeHa NoYyTa)

X CnoxHo obecneymnTtb He3onacHoe NoaKAYEHUE
yOa/IeHHbIX Nosib30BaTeNnen n yCTpoOUCTB

A moxet caenatb PKI Ha 6a3e open-source?

[1ng Takoro ypoBHS 3TO CIMWKOM PUCKOBAHHO U C/IULLKOM C/TOXKHO.

X OTCcyTCTBME NOOAEPXKKM

X J1oCTYynHble KOMMNOHEHTbI X HepocTtaToK 3KCNepTu3bl

He ypoBHS Enterprise




Aladdin Enterprise CA: ocHoBa oTedecTBeHHOW PKI _

[lopaepxka otevectBeHHbIX OC M fOMEHHOM MHOPACTPYKTYPbI

N , g A
BPE/I0C alt g@ ™ ALD™ [ ASTRALINUX
PEA ALM Hineix banpn «JomeH 6e3on::;d;:nm» A)/(OFT®
AnbT [JOMeH \_ /
ba3zoBasg pyHKUMOHaNbHOCTL PKI 3a4a4un 00CNyXMBaAHMUS
 [loctpoenune nepapxum PKIl (HeckonbKo usparenen)  PesepBHOe KONMpoOBaHMe
 YnpaeneHue XL ceptnudpunkatos *  MOHUTOPUHT
e |WabnoHbl cepTUdUKATOB e XypHan cobbiTuin 6e30NacHOCTH
« RSA/ECDSA/TOCT * WHTerpaumsa c SIEM u syslog
Aladdin Enterprise CA « CRL DP, AIA, OCSP « Knactep 0TKa30yCcTOMYMBOCTM M BanaHCUPOBKY

*  3awwTa ktoua LIC npu nomowm HSM BeclwoBHas Murpauums ¢ Microsoft CA

Wmnopt knwoua LUC us MS

B Peectpe otevectBeHHoro 10

N2 14433, N® 25921

SCEP nns pacnpoctpaHeHus cepTM(UKaATOB

NpoeHTUdMKaUMG U ayTeHTUDUKALMS *  MmnopT wabnoHoB MS
 (Crporas ong agMMUHUCTPATOPOB M ONepaTopoB  WHterpaums c Active Directory
 Kerberos * [lybnukaumnsa ceptndpukaTos n CRL

Ceptudpukar PCTIK Poccuu, Y-4 . bypass ¢ aeiicTayrowmM MSCA

Ponesag Mmoaenb, MOJHOMOYUS

e WSTEP pnga asBToMaTMueckoro pacnpocrpaHeHus
N2 4835 e  Mdusnueckoe pasgeneHune komnoHeHtos (LC, LIP, LLB) AJIA ABTOMATURECKOTO pathpotTpanen

* Ponb agMuHUCTpaTOpa, onepaTopa, Nosb30BaTens [pyrne npenmyllecTtsea

 [lonHOMO4YMA Ha AOMeH, rpynnbl, NoApa3aesieHuns  REST API gna viHTerpaumm ¢ BHELWWHMMK CUCTEMAMMU
* [lonHOMOUYMS HA WABNOHDI  Mepbl 3aWUTDI

 ABTOMaTM4YeCKOe U py4yHOe NOATBEPXKAEHUE 3asBOK  Orcyrcremne BY n HIB .




Aladdin Enterprise CA: apxXuTeKkTypa pelLlueHnA
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WEB Epayzep

Aladdin Enterprise CA

LieHTp cepTUdMKaLMM YPOBHS LleHTp ceptudukauum

Enterprise

- dapo NpoayKTa;
[nga cpegHero n KpynHoro 6m3Heca APO NPOAYyKTa,

- YnpasneHnue XL, ceptupukaTos;

- lLlabnoHbiI;
- IHTerpaumsa c 4OMeHOM;

- HSM;

A

JC-WEB
Client

LleHTp Banuaauum
- CRL DP;
- OCSP;

- AlA;

- PeecTtp ceptupuKaTos.

LleHTp perncTtpauum

- [loakntoyeHue nonb3oBaTenen;
- 3a9BKM Ha cepTuUdmKar

- [loaTBepxaeHue 3asBOK;

- ABTOMaTtM3aums;

- SCEP, ACME, MS-WSTEP;

- EQmMHag ponesas mMogens;




Aladdin Enterprise CA: cpeaa ¢yHKLMOHNPOBAHWUA

OC - Astra Linux / PEL OC / AnbT

Aladdin Enterprise CA Certified Edition

4 )

OC - Astra Linux / PEL OC / AnbT

[ Be6-6paysep | Aladdin eCA / CE

Beb-cepBep

CepBepHaﬂ 4acTb NGINX unu Apache TLS 3 coctasa OC KnmneHdTckasa yacTb
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.. Aladdin Enterprise CA: cxema pa3BepTbiBaHUA

Oomen 2
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PervcTpaumm Banwoawmm

Mone3oBatTenu BHelLHEeW CeTH

MoGKneHEE MNons30BaTENK
Mone30EaTENK

KoMmnoHeHT LleHTp CepTundmkaumm

« KopHeBoun LIC pasBepThbiBaeTCs B MakCUMarsbHO
N30SIMPOBAHHOM CerMmeHTe nokanbHou ceTu. Brniageer
camonognucaHHbIM cepTUdUKaTOM OpraHn3auny;

« Bobinyckarowmn LIC pasBepTbiBaeTcs BO
BHYTPUKOPNOpaTMBHOM cermeHTe ceTu. Bnageer
cepTuurkaTomMm opraHmsauunm, UCNonbL3yemMbiM a4
oOCnyXnBaHusa cepTUdmKaToB Nosib3oBaTeNnemn, CEpBEPOB;

*  Bobinyckarowmn LIC moxeT obcnyxmBaTb HECKOMNBLKO
OTAENbHbIX JOMEHOB;

« K Bbinyckawowemy LIC moxeT 6bITb NOAKITHOYEHO Apyroe
npunoxenue, Hanpumep JIMS4ALX, nnn AUC npegnpusatus
Ong Bblgavm n obcnyxmBaHusi cepTUPUKaToB;

KomnoHeHT LleHTp Bannaauuwm

* MoxeT ObITb pa3BEPHYT Kak BO BHYTPUKOPNOPaTUBHOM
cermeHTe ansa o6Cny>KMBaHUS BHYTPEHHEN

NHQPACTPYKTYPbI N COTPYAHNKOB NpeanpuaTus, Tak n B
DMZ ans obcnyXuBaHUs BHELLHUX NOSfb30BaTereun,
OVUCTaHLUMOHHbLIX Nonb3oBaTtenen Unm KOHTPareHToBs,

KoMmnoHeHT LleHTp Perucrpauum

 PasBepTbiBaeTcsa 4nd nonb3oBaresien nnu ycTpoucTse Ans
KOTOPbLIX TpeOyeTCcs aBTOMaTU4eCKasi Bblaada
cepTdunKkaTos,;

« OOcnyxunBaeT TONbKO OAMNH OOMEH;

» [logoepxnsaet cnegytowme NPOTOKOMNbI Ans
pacnpocTpaHeHus ceptudukatos: WSTEP, SCEP, REST .
API, ACME (B pa3paboTke)




Aladdin Enterprise CA: cxemMa nnMueH3upoBaHUS
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KnueHtcKkas J'IMLI,EHBMM
Bnapeneu ceptudukaTa

CepBepHas I'IMLI.EHBMH
bazosbii Habop PKI

ba3zoBoe CtaHpapTHoe  KopnopaTmsBHoe
1 Cepsep LeHTp ceptudUHkaumm + + +
2 Otkasoyctonumsbin knactep LC - - +
KONM4ecTBo nlgarenem Ha O4HOM UHCTAHCe
5 [llogknio4vyeHne AOMEHOB 1 2 unlim
4 TlogkntoyeHue LleHTpoB Bannaoaumnm 1 2 unlim
5 Cnyxba OCSP - - +
6 [lookntoyeHne LleHTpOB permcTpaumnm 1 2 unlim
/ TlogknwoyeHne HSM - - +
8 KonunyectBo cybbeKkToB 100 - 600 100 - 10 teic. 5 THIC. = 1 MAIH.
9 CeptndukatoB Ha 1 cybbekT 3 3 unlim
10 DNS-umeH Ha 1 cybbekT 3 3 unlim

KnueHtckaga nuueHsus
CybbekT = Bnageneu ceptudukaTa

+ [lonb3oBarenu ¢ cepTUpuKaTamm

+ CepBepbl € SSL-ceptTudumnkatamm

+ APM 3aWmiLeHHbIX cepTUdUKaTaMu
+ VIHble TeXHUYeckme yCTpomCTBa

OO 1Y

be3nnMuTHAag [Toonucka

TexHU4YecKkas noaaepKkKa

ba3oBasg

PacwmnpeHHas




Tpyn nogxona K MUrpaumn n cxemMmbl NPUMEHEHUA

BapnaHT 1 3aKa34uK He NNaHUpyeT Noka yxoautb ¢ AD, HO NnaHoMepHO yBOAUT cepBUCHI HA oTeYyecTBeHHble OC

CoxpaHaeTca gencrayiowan BeTka PKI ¢ KopHeBbiM CA Ha ba3e cepsepHon ponu Microsoft MS CS
° Aladdin eCA pa3BopauymBaeTcs elle oAHMM NOAYUMHEHHBIM B Napannens K aencreyrowemy CA
° MMnopTupytoTca aencreyowme wabnoHol u3 Microsoft CS

° CpoK oencTema cepTMUKATOB 3aKaHYMBAETCA M HOBble CEepTUPUKATLI BbiNycKatoTcsa yxe Ha Aladdin eCA

Pa3BopaynBaetca HoBaA BeTKa PKI napannenbHo ¢ Microsoft MS CS
. PasBopaumBaeTcd ewwe ogmH kopHeson CA m rpynna Bblgatowmx Ha 6ase Aladdin eCA
° [lapannenbHo paboTaeT ase BeTkM PKI oT oTaenbHbix KOpHEBbIX CA
° MMnopTupytoTca gencreyowme wabnoHbl us Microsoft CS

° HoBble cepTuduKaTbl BbiNycKkaroTcs yxke Ha Aladdin eCA

BaleaHT 2 Hosbin AOMeH C AoBeputesibHbiIMU oOTHOWEeHNnAMU Co CTapbiM
° Aladdin eCA pa3BopaynBaeTcs B HOBOM AOMeHe un paboTaeT napannensHo ¢ Microsoft CA

o [Tonb30BaTeENM U CEPBUCHI AOMEHA MOCTENEHHO M BPYYHYIO NEPEHOCATCS B HOBbIM JOMEH

BapuaHT 3 becwoBHaA MurpauuAa

¢ OTeyecTBEHHOE CpencTtBo ynpaBaeHUA KaTtajioroM Nosb30BaTeNIeEN BKIOYAETCS B CYIJ.I,ECTBYI-OLLI,VIVI NOMEH KaK A0MNO/IHUTENbHbIN KOHTpO/Ep

° Aladdin eCA pa3sBopaymBaeTcsi COBMECTHO C HOBbIM CpeaCTBOM

¢ [lonb3oBatenu u cepBuUCbl MOCTEMEHHO N BPYYHYKO MUTPUPYIOT HA OTEYECTBEHHbIE pELLEHNA (COXpaHFIFI cBO€e NMpUCyTCcTteme B ,EI,OMEHE)




[[Ae pekoMeHayeTcA ncnonb3losaTtb PKI?

KpynHble npeanpuaTtua co cnoxHon UT-uHdpactpykTypoi u 6onbluoim 6a3oi
nonb3oBaTesien.

MM PKIl nomMoxeT He ToNbKO YCUINTb 6e30NaCcHOCTb 3a CYeT CTPOrou
ayTEHTUPMKALUMK, HO N 0BNerunTb yrpaBieHue elo.

OTpacnu ¢ BbICOKMM YPOBHEM perynmpoBaHus, 0obekTbl KUN.

MDuHaHCKI, 34paBOOXpaHEHME, SHEPTETMKA, rOCYyAapCTBEHHOE YNpaBieHUE U
000pOHa - TaM, rae paboTatoT C KOHOUAEHUMANbHBIMU AAHHBIMU U NMPEabABAAOT
cTporme TpeboBaHUa K COBNIOAEHUI0 HOPMATMBHBIX TPEOOBAHUMN.

DNEeKTPOHHAA KOMMepLUMUA U OHNANH-YCIYTN.

KoMnaHuaM, 3aHMMaLWNUMCA OHNAUH-TPaH3aKUMAMHK, NAaThopMaMm 3NeKTPOHHOM
KOMMepumun 1 uMdpoBbIMK yCNyramu, cneayet ncnosb3osatb PKI ang
obecneyeHnss 6€30MaCHOCTU AAHHbIX KIMEHTOB, 3aLLUUTbl OHNANH-TPAH3aKLUMNA U
YCTAHOBJIEHWNA 0,0BEPUS CO CBOMMM MONb30BATENIAMM.

TpaHCHaUMOHA/IbHbIE KOMMNAHUM.

KomnaHuu, paboTatolme B pasHbiX CTpaHax U Hyxaatowmecs B 6e30nacHOn CBA3K
M 0OMeHa OaHHbIMU Mexay CBOMMU puananaMm Uam ¢ naptTHepamm, Kak npasuno,
ncrnonbsyT PKI.

MocTaBLMKKM 06NAUHDBIX YCAYT.

KomMnaHuu, npenoctasnsowme obnayvyHble ycayrm, MOoryT noBbliCUTb 6€30MacHOCTb
cBOUX nnat@opm, BHeapms PKI ong 3alimnTbl AaHHBIX KIMEHTOB, ayTEHTUPUKALUM
Nonb30BaTeNen 1 3alnTbl KAHANOB CBA3M.

o o




.. RoHKypeHTbl? CpeacTtea YU Knaccos RC...KB?

Aladdin Enterprise CA OTeyecTtBeHHble Cpeacrtsa YU
Cpencta 3awmTbl UT-MHPpACTPYKTYpPb! KaTeropus CpenctBa b KOT1, HKAI
ObecrnevyeHne 0oBEPUS K KaXO0OMY v =
> Opnamyeckast 3HaUMMOCTb
3/IEMEHTY MHPPACTPYKTYPbl 3aKa3umka ;

OCT2K Poceun, npukasel 17, 21, 239, 31

DCb Poccuun, npukasel 795, 796

TecHaqa nHTerpauma B MHPPACTPYKTYpY,

N3019UMSA B KOHTPOSIMPYEMOMN 30HE
aBTOMaTM3aLMS

HNenaptameHT UT HNenaptameHT Ub




Aladdin Enterprise CA: nopoxHaA KapTta 2025

Aladdin eCA 2.2.0
- LleHTp permuctpauymu
- PaboTta ¢ 3ag9Bkamu

e T 1 T RCeCA 2.2.1 - Autoenrollment B Linux
_ SCEP - UenTp Banupauumn NEW - Kerberos/OpenlD
< \alan - CucreMa HOTUhUKALMI
OHTPOND e - ACME
U3MeHeHu PN .
OCTIK W - Pa3sButne ponesoi Moaenu
RTM eCA 2.1 - ...
- TOCT n HSM
- Knactep 0TKa3oyCcToM4ymBOCTH
- banaHcnpoBKkM n 3
) nOﬂHOMOL-II/Iﬂ - LIJa6f|OHbI 3aK/loueHue puopumemsbl MOy m Oripeoesi[ambCA
dCh KOHKpemHbIMU ripoeKkmamu u
- obsizamenbcmseamu

2024-20250Q2 2025H2 2026

A




RoMnneKkcHbI noaxoa AnaganH

PKI KopnopaTuBHOro ypoBHA

 (Tporag ayTeHTUdMKaLMS NMNonb30BaTeien
« JloBepue K MHPPACTPYKTYype, cepTUdUKaTbl CEpBEPOB U
KOMIbIOTEPOB

YnpaBneHune LU cpeacts 20A

« JaCarta Management System 4 Linux e

OomaluHni MK

* YyeT KJIKYeBbIX HOCUTeneu
e  Yyet CK3U

R

. DCSP+ CRLDP

YcuneHHaA ayTeHTUPUKaUmA
« JaCarta Authentication Server 4 Linux
 CepBep A2FA

* Aladdin SecurLogon

* AyteHTUpukauymsa no OTP / PUSH / SMS

MoBunkHoe YCTPORCTED

AncrtaHunoHHaA paboTa

("yoaneHKa")
 Aladdin LiveOffice

33aWnTa A3HHbIX MPU XpPAaHEHUU W

obpaboTKe

 Kpuntob/l

* SecretDisk Linux

e 3awmTa OAHHbIX OT yTeyek

* LleHTpanu3oBaHHOe ynpassieHue (CKOpo)

KopHesoii CA | ¥Ll KpunTonpo

| BrloakoLynia C.-‘-‘«| JMS JAS‘—I

' LewTp peructpaumi  LleHTp Banugaumm  RADIUS

==
|: i
I._]]I"ll

Cepsepa NpUNoxeHHi Img=
Doker/kKubemetes

VWeb cepeep

= CYB[
Kpunmo B0
E—;]

ERF (1C cepeep)

=l B2 --_.
T.;I .. ®ainoeuii cepeep .

Cpepna




.. LleHTp KOMNeTeHUn AnagavH

PaszpaboTtaemM nnaH MMMNopToO3aMeLLLEHUS M MOMOXEM €ro peanm3oBaTb

HE
B Nomowp B noctpoennu cuctemnbl 2MMA Ha 6a3e oTeuecTBeHHbIX OC BMPE/OC
+ NHPpacTpykTypa oTKpbIThIX KAtoven (PKI)
+ YpanéHHoe noakItoYeHne CoTpyaHUKOB ANbBL8JCcm (ASTRA LINUX®J

+ LleHTpann3oBaHHOE ynpaB/ieHue 3aWnLLLEHHBIMM HOCUTENSIMU MHDOPMALINM

B MHUHterpaumnsa cuctembl 2MA B UT-uHPpACTpYKTYpy 3aKa3umKa
+ Ob6ecneyeHue cBA3M € goMeHaMmun Ha 6a3e PE AOM, ALD Pro v ap.
+ ObecneyeHune cBa3U € cucteMamu |dM

B Momowpb B MUrpaummn uHdpacTpykTypbl ¢ Windows Ha Linux =l Microsoft
+ Pa3paboTka nnaHa Murpaumm Ha 6ase rotoBbIX OTPAabOTaHHbIX METOAMK




[1ThaH nencTemnn

Aladdin Enterprise CA
(Aladdin eCA)

LleHTp ceptuduxkaumm nog, Linux
ANS OpraHusauum UHPPaCTPYKTYpbI
OTKpbITbIX Kntouen B UC

http://promo.aladdin.ru/eca

[lonyunTb 0EMO U NPOBECTU NUNOT

Y3HaTb 0 cneunanbHbIX YCNOBUAX

[lporpamMma no uMmnopTosamelleHurw AnagavH

Y3HaTb CTOMMOCTb M HEODOXOOUMbIE KOHTAKTbI

EU

[=]



http://promo.aladdin.ru/eca

.. AnagauvH - byab cobon B 3716KTPOHHOM Mupe!

Anapant Cnacmnbo!

[eHunc NonywnH

OunpekTop npoayKkta Aladdin eCA
AO "AnapanH"

www.aladdin.ru




O KOMNaHUN

ANAOOVH - Beaywimin poCcCUMCKUIA pa3paboTymnK U NPOU3BOAUTEND
KNHOYEBbIX KOMMNOHEHTOB A1 NOCTPOEHMS A0BEPEHHOM 6Ee30NacHOM
UT-UHOpacTpyKTypbl NpeanpuUaTuini 1 3alUTbl €€ rNMaBHbIX
MHOOPMALIMOHHbBIX aKTUBOB.

KoMnaHug paboTtaeT Ha pbiHKe ¢ anpens 1995 r.

MHoOrmMe NpoayKTbl, peEEHMS U TEXHOTOMMM KOMMNAHUM CTanu
nuaepamm B CBOMX CErMEHTax, @ BO MHOTMX KPYMHbIX OpraHM3aumsx u
(DepepanbHbiX CTPYKTYpax - CTaHAAPTOM Ae-(hakTo.

KoMnaHung nmeet Bce Heobxoanmble nmueH3nm MCTIK, OCb u
MnHob6opoHbI Poccum ang npoekTMpoBaHuUs, MPOM3BOACTBA U
noanepxxkm C3MN n CK3U, Bkntovaa paboTy € roctanHom,
NMPOM3BOACTBO, NOCTAaBKY M NOAAEPXKKY NPOAYKLMWN B paMKax
rocobopoH3akasa.

BONbLWMHCTBO NPOAYKTOB KOMMNAHMKU UMEOT CepTUhUKATDI
cootBeTtcTBMs DCTIK, ®Ch, MnHobopoHbl Poccun 1 moryt
MCMONb30BaTbCs NpU paboTe C roCTaMHOM CO CTENEHbI CEKPETHOCTHU
no "CosepuweHHo CekpeTHO".

C 2012 r. B KOMNAaHUM BHeOpEHA CUCTEMA MEHEOXXMEHTA KayecCTBa
npoaykuum (CMK), exxerogHo npoBOAUTCS BHELWHUI ayaAUT, UMEKOTCS
cootBetcTBytowme ceptupukatol FOCT P NCO 9001-2015 (ISO
9001:2015) n TOCT PB 0015.002-2020 Ha cooTBeTCTBME
TpeboBaHMSAMM POCCUMCKOIO BOEHHOIO CTaHAapTa, HeobxoauMble AN
y4yacTusl B peanmsaumnm rocobopoHsakasa.

KnuyeBble KOMNeTeHuuu

*

AyTeHTUdMKauus

- [loarotoBneHo / HaUMOHANbHbIX CTAHAAPTOB NO UOEHTUDUKALMU U
ayTeHTMdukaumm (FOCT 58833-2020, TOCT P 70262-2022)

- BbinyweHo yyebHoe nocobue "AyTeHTUDUKALUSA — TEOPUS U
NpakTMKa"

- 3almLLeHa AOKTOPCKad AnCcCcepTauuni

[loBepeHHas 3arpy3ka u TeEXHOOMMS "CTepunamn3aumn” MMNOPTHbIX
ARM-npoueccopos ¢ TrustZone

Pa3spaboTtka BcTpamBaembix (embedded) Secure OS u kpunTorpapum
0N MUKPOKOHTpoONepoB, cMapT-KapT, JavaCard

buoMeTpunueckasa naeHTMPUKaLUUA 1 ayTeHTUPMKaLMS nNo oTnevyaTtkam
nanbues (Match On Card/Device)

PKI ong Linux n poccnnckunx OC
[1lpo3payvHoOe WndpoBaHMe Ha AUCKaX, pre-HAKONUTenax

3awumTa 6a3 AaHHbIX U TEXHOIOMMS "ONPOBOC/IaBAMBAHUS"
3apybexHbix CYb/]

AyTeHTUhUKAUMA N INEeKTPOHHAs noanucb ang Secure Element (SE),
USB-TokeHoB, cMapT-KapT, lloT-yctponcTs, Web-noptanos u 3.
CepBu1COB.




