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1. O gokymeHTe

1.1 Ha3Ha4eHve JoKYyMEHTa
[okyMeHT npeactaenseT cobor pykoBoacTeo nonbsosatens ans MO EguHbii Knuent JaCarta.

1.2 Ha Koro opueHTUpPOBaH AaHHbI AOKYMEHT

[lokyMeHT npepHa3sHayveH nonb3oatenen MO EguHbin KnuenT JaCarta, BnagenbLeB 3neKTPOHHbIX Kntouei JaC-
arta/eToken.

1.3 OpraHusaumnA OoKyMeHTa

ﬂ,OKyMEHT p336l/|T Ha HECKO/1bKO pa3aenioB:

= B pa3gene 2 "OcHOBHbIe NOHATUS" NpuBeaeHo HasHadeHue M0 Eannbin Knuent JaCarta n nepeyeHb TepMu-
HOB M COKPALLEHUH, UCMOMb3YEMbIX B AOKYMEHTE;

= B pazgene 3 "O6wme cBeaeHUs 06 3NEKTPOHHBIX KOYaX" COAEPXKUTCS MHDOPMALMS O MPUNOXKEHMSX, anne-
Tax 3NIEKTPOHHBIX Ktouen, ang paboTbl ¢ KoTopbiMu NpeaHasHaveHo MO EanHbii Knuent JaCarta, a Takke
napaMeTpbl 31EKTPOHHbIX K/OYeN Npu NOCTaBkKe;

= B pa3gene 4 "0630p NoNb30BaTENLCKOrO MHTEPDENCA” COAEPXKUTCS MHPOPMALMSA 06 OCHOBHbIX NpUeMax pa-
60T1bl ¢ MO Egunbint Knuent JaCarta;

= B pa3gene 5 "PaboTa B nporpamme B pexxmMMme Mnosb3oBaTens” npuBeneHbl onepaumm, cosepluaemoie B 110
Eamnbin Knuent JaCarta B pexvuMe nonb3oBaTens;

= B pa3gene 6 "PaboTa B nporpamMme B pexxmme agMUHUCTPaTOpa” NnpuBeeHsbl onepawumu, cosepluaemsie B 110
Eamnbin Knuent JaCarta B pexxnme agMuHuctpatopa 6e3 seoga PIN-koga aaMuHMCTpaTopa 31eKTPOHHOMO
KNtoya.

1.4 PeKomeHAaLMWN MO UCMOMNb30BaHUIO OKYMEHTa

[LOKYMEHT pekoMeHAyeTCs UCNOb30BaTh B KAYECTBE 03HAKOMUTENbHOMO MaTepuana (NoapobHOro pyKoBOACTBA
no ucnonb3osanuto MO Eaunbii Knuent JaCarta), a Takke B kauecTBe cnpaBoyHuka npu pabote ¢ MO EanHbii
Knuent JaCarta.

ﬂ,OKyMeHT pekoMeHO0BaH KakK an4a nocienoBaTesibHOro, Tak U ansa BbI6OpOLIHOI'O n3yyeHusq.

1.5 CornaweHua nNo ohopMIEHNIO

B maHHOM poKyMeHTe o151 NpeACcTaBNeHUS CCbIIOK, TEPMUHOB M HAUMEHOBAHWIA, MPUMEPOB KoJa NporpaMM MUc-
MOMb3YHTCA Pa3nyHble WpUdTbl U cpeacTea odbopmneHus. OCHOBHbIE TUMbl HAYEePTaHWI TEKCTA NPUBEAEHbI B
Tabnuue 1.

Tabnuya 1 — SnemeHmsl 0gpopMaeHus

Ctrl+X Mcnonb3yeTtcs Ans BblAeNeHUs COYeTaHUM KNaBmLL
file. exe Mcnonb3yeTcs Ans BblaeneHns uMeH hainos, KaTasoros, TEKCTOB NPOrpamMm
BblaeneHune Ucnonb3yeTcs ANs BblAENEHUS OTAENbHbIX 3HAUYUMMBbIX C1I0B M dpa3 B TEKCTE
[Mnepccobiaka Mcnonb3yeTcs ANng BblLeNEeHUS BHELWHUX CCbINOK
Ccebinka [cTp. 3] Ucnonb3yeTca ans BblaeNeHUs nepekpecTHbIX CCbIIOK

A Ucnonb3yeTcsa ang BbiaeneHus MHGopMaLmu, Ha KOTOpyH cneayeT 06patutb
I o BHMMaHuWe

AO "Anapaun P.O." 1995-2022 . PykoBopacTeo nonb3osatens ana macOS Crp.3/50
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Pamka

AO "Anapaun P.0." 1995-2022 r.

Mcnonb3yeTca ons BolaeneHns BaKHON nHopMaumu, BbiBoa, pestome

Ccbinka, npMMeyaHue, 3aMeTka
Coset
3arpyska (agpec ans 3arpysku 10, nokymeHTa)

Bonpoc
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1.6 ABTOpCKMe NpaBa, TOBapHbIe 3HaKW, OrpaHNYeHUA

[laHHbIV AOKYMEHT, BKOYas NoAb6Op U pacnonoXxeHne UANKCTpaLmi 1 Matepua-
NOB B HEM, ABNISieTCS 06bEKTOM aBTOPCKMX NpaB U OXPAHSETCS B COOTBETCTBUM C
3akoHozaTenbcTBoM Poccuitckoit Mepepaumn. Obnapatenem UCKNOYUUTENbHBIX aB-
TOPCKMX U UMYLLECTBEHHbIX NpaB asnsetcs AO "Anapamd P.A.".

Mcnonb3oBaHue 3TMx MaTepuanos ntobbiM cnocobom 6e3 NMCbMeHHOro paspelue-
HWS NnpaBoobnagaTens 3anpeLeHo U MOXET NOoB/IeYb OTBETCTBEHHOCTb, Npeay-
CMOTPEHHY0 3akoHoaaTenbcTBoM PD. Mpu nepeneyaTke v UCNONb30BaHUM AaH-
HbIX MaTepuanos nnMbo Nboi nx Yactm ccoinkn Ha AO "Anapami P.L." 06a3a-
TeNbHbI.

BnapenbueM 3aperncTpupoBaHHbIX TOBApHbIX 3HaKkoB "AnaaamH”, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "KpunTto B/1", norotvnos u npasoo6nagatenem
UCKITIOUUTENbHBIX MPaB Ha UX AM3aiiH U MCMONb30BaHME, MAaTEHTOB Ha COOTBETCTBY-
owue npoaykTbl agnsetcs AO "AnapounH P.A.".

HasBaHwWs Npounx TEXHONOMMIA, NPOAYKTOB, KOMMAHWMI, YNOMUHAOLWMECS B AAHHOM
[LOKYMEHTE, MOTYT SIBNSTbCS TOBAPHbIMM 3HAKaMMU CBOMX 3aKOHHbIX BNALENbLEB.

OI'paHM‘-IEHME OTBETCTBEHHOCTU

MHdopmaums, npuBenéHHas B JaHHOM JOKYMeHTe, NpefHa3HauyeHa MCKIoUM-
TeNbHO AN 03HAKOMNIEHUS U He ABNSeTCa ucyepnbiBatoweit. CoctaB NpoayKToB,
KOMTMOHEHT, UX QYHKLMU, XapaKTepUCTUKHM, BEPCUM, BOCTYMHOCTb U NP. MOTYT BbiTb
nsmeHeHbl AO "AnapauH P.[." 6e3 npeaBapuTenbHOro yBeaoMaeHus.

AO "AnapaunH P.L." He rapaHTUpYeT HM OTCYTCTBMA OWMOOK B AAHHOM AOKYMEHTe,
HW TOTO, YTO OMNMcaHHOe nporpaMmHoe obecneyenue (M0) He conepuT aedekTos,
6yneT paboTaTb B NPOM3BO/LHO BbIGPaHHbIX YCNOBMUAX M NPK 3TOM Y0BNETBOPATL
BCEM TPe6OBAHMAM, KOTOPbIE MOTYT BbITb K HEMY MpeabsBAEHbI.

AO "AnapaunH P.L." He rapaHTUpyeT paboToCcnocobHOCTb HeneranbHoO NOAYYEHHOrO
nporpaMMHoro obecneyenus. HeneransHoe 1Cnonb3oBaHWe NPOrpaMMHOro obec-
neyeHus U AOKYMEHTaLMM Ha Hero npecneayeTcs No 3akoHy.

AO "Anapaun P.0." 1995-2022 r.

PykoBopacTeo nonb3osatens ana macOS

Bce ykasaHHble AaHHbIE O XapaKTePUCTUKAX MPOAYKTOB OCHOBAHbl HA MeXAyHa-
POAHbIX UM POCCUIACKMX CTAHAAPTAX W pe3ybTaTax TECTUPOBAHMS, NONYYEHHBIX B
HE33aBMCHUMBIX TECTOBBIX UM CEPTUDUKALMOHHBIX TaBOPaTOpUsIX, IM6O Ha MpUHS-
TbIX B KOMMNaHUM MeToaMKax. B naHHoMm pokymenTe AO "AnapavH P.O." He npeno-
CTaB/IAET HUKAKMX HU SIBHbIX, HU NOAPA3YMEBAEMbIX FAPaHTUA.

AO "Anaaaut P.O." HE HECET OTBETCTBEHHOCTM (KAK B CM/1Y JOTOBOPA,
TPAXXOAHCKOIO NPABOHAPYLLEHWA, BK/TIOYASA XAJTATHOCTb, TAK U B JTO-
5OV MHOM ®OPME) MEPEL, BAMW U/ NOBOV TPETbEX CTOPOHOWM 3A JT0-
BbIE MOTEPU MNN YBbITKK (BK/TIOYASA KOCBEHHbIE, ®AKTUYECKME MTX MNO-
BOYHbIE YBbITKM), BK/OYAS BE3 OTPAHWUYEHWIA JIIOBbIE MOTEPU UN
YBbITKW NPUBbINIBHOCTU BU3HECA, MOTEPKO AOXOOHOCTU UNN PETTYTA-
LMW, YTPAYEHHYIO NN UCKAXKEHHYIO MHOOPMALIMIO MTIN IOKYMEHTA-
LItO BCNEACTBME MCMONb30BAHMA MPOTPAMMHOIO OBECMHEYEHUS W/WTN
IIOBOr0 KOMMNOHEHTA OMMUCAHHOIO MPOAYKTA, OAXE EC/IN AO "AnapauH
P.A." BbIN1O MMCbMEHHO YBEAOMJ/IEHO O BO3MOXHOCTUM NMOOOBHbIX YBbIT-
KOB.

FocyaapcTBeHHOE perynMpoBaHue M 3KCMOPTHbI KOHTPONb

OnucbiBaeMblil B JaHHOM JOKYMEHTe MpoayKT (MM NPOAYKTbl) MOXET ABAATLCA
1M cofepxaThb B cebe cpeAcTBo KpMnTorpaduyeckoi 3aluTbl MHGOPMaLMm
(CK3W), saensioweecs npeaMeToM 3KCNOPTHOTO KOHTpONS.

Bbl cornalaeTech ¢ TeM, YTO NMPOAYKT He 6yAeT NOCTaBNATLCS, NEPeAaBaTbCs Un
3KCNOPTUPOBATLCA B KaKyl0-1MbO CTPaHy, a TakxKe MCNoNb30BaTbC KakUM-11bo
NpOTUBOPEYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyeTe, yto byaeTe cobn0AaTb HakNaabIBaEMble HA 3KCMOPT M peaKc-
NopT NPOAYKTa OrpaHUyeHus.

Cepexus, ﬂpMBeﬂéHHble B AaHHOM [OKYMEHTE, aKTya/ibHbl Ha AaTy ero ny6nm<a—
unun.
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1.7 JInueH3noHHoe cornaweHue

Moxanyicra, BHUMATENbHO NPOYUTANTE AAHHOE NULLEH3MOHHOE COornalleHne
npexae, Y4eM UCnonb30BaTb COAEPXKMMOE SAaHHOTO KOMMEeKTa U/Mnu npexae, Yem
3arpyxaTb MM YCTaHaBAMBATb NpOrpaMMHoe obecneyeHue.

Bce ykasaHus no ncnonb3oBaHWio NporpaMMHoro obecneyeHus, npenocrasnse-
Mble AO "Anapaunt P.L." (Mnv nto6biM ero Lo4epHUM NpeanpusTMeM — Kaxaoe us
HMX YNOMMHaeMoe Kak "KOMNaHua"), NoAUYMHAOTCSA U ByAYyT NOAYMHSTLCS YCio-
BMSIM, OTOBOPEHHbIM B AAHHOM COrNalleHunu. 3arpyxas AaHHOe NporpaMMHoe
obecneyeHune (kak onpeaeneHo Janee no TeKCTy) U/unu yctaHaBinBas AaHHOe
nporpaMMHoe obecneyeHve Ha Baw komnbloTep U/MAK UCNonb3ys AaHHOE Npo-
rpaMMHoe obecneyeHne nHbIM cnocoboMm, Bel npuHMMaeTe AaHHOE CornalieHue u
CornawaeTech C ero yC0BUAMM.

Ecnu Bbl He cornacHbl € AaHHbIM COMNALLIEHUEM, HE 3arpyxaiTe u/unu He ycTaHas-
NMBaiTe jaHHOe NporpaMMHOe obecneyeHne U HesaMeAUTeNbHO (He no3aHee 7
(cemu) nHeN ¢ AaTbl 03HAKOMNEHUS C HACTOSLMM TEKCTOM) BEPHUTE STOT NPOAYKT
B AO "Anapavu P.L.", yaanute naHHoe nporpamMMHoe obecneyeHue 1 Bce ero ya-
CTW CO CBOErO KOMMbIOTEPA M He UCNONb3YiiTe ero HUKOUM 06pasom.

Hacroswee nuueH3noHHoe cornawenue (oanee "CornaweHune") aBnseTcs fLOroso-
pOM, 3aK/TKUEHHBIM Mexay Bamu (busnyeckum unm topuauyecknm nmuom) — Ko-
HeuyHbIM nonb3osatenem (aanee "Monb3osatens”) — v AO "AnapauH P.L." (nanee
"KOMNaHMs") OTHOCMTENbHO Nepefayn HeUCKIKUYMTENbHOTO NpaBa Ha MCNONb30Ba-
HMe HaCTOALLEro NPOrpaMMHOro obecneyeHus, SBNSIOWErocs HTENNEKTyanbHOM
cobcTBEHHOCTbIO KoMNaHum.

MpaBa 1 cO6CTBEHHOCTb

OAHHOE COINALWEHWE HE ABNAETCA COMNALIEHMEM O MPOOAXE. Mpo-
rpaMMHoe obecneyeHue, BKNtoYas Bce nepepaboTku, UCnpaBieHns, Moanduka-
LMK, [OTNONHEHNS, 0GHOBNEHUS U/MNK YCOBEPLUEHCTBOBAHMS K HEMY (fanee no
BCEMY TeKCTY M 1060t ero yactu onpeaensemoe kak MporpamMmHoe obecneyeHune
unu MO), u cBA3aHHAsA C HUM JOKYMeHTaLuMs npeaHasHavaetca HE 19 MPOOAXN
1 SABNAETCS M OCTAETCS UCKIKUUTENBHOM COBCTBEHHOCTbIO KOoMNaHuu.

Bce npaBa Ha MHTennekTyanbHyto CO6CTBEHHOCTb (BKNtOYas, 6e3 orpaHuyeHui, aB-
TOPCKME NpaBa, KOMMEPYECKYIO TaiHy, TOBapHble 3HaKW, U T.A4.), NOATBEPXKAEHHbIE
WU BKIKOYEHHBIE B NMPUNOXEHHbIE/B3aMMOCBA3aHHble/MMEIOLLME OTHOLLIEHNUE K
[QHHOMY pYKOBOZACTBY, AQHHble, cOAepxaluuecs B HEM, a TakxKe Bce npasa Ha M0
SABNAOTCA M ByAyT ABNSTbCS COBCTBEHHOCTLIO UCKNOUUTENBbHO KoMnaHuu.

[laHHOE cornaleHue He nepenaér Bam npasa Ha MporpaMMHoe obecneyerue, a
NULWb NPeAOCTaBASET OrPaHUYEHHOE NPABO HA UCMOb30BaHWE, KOTOPOE Mnoase-
XXWT OTMEHE COMNACcHO ycnoBuaM faHHoro Cornawenus. Huuto 8 aaHHom Cornatue-
HUM He NOATBEPKAAET 0TKa3 KOMNaHWW OT NpaB Ha MHTENNEKTYaNnbHY0 COBCTBEH-
HOCTb N0 KakoMy 6bl TO HU 6bII0 3aKOHOAATENbCTBY.

Nnuensusa

KomnaHus HacToswmM npepoctasnset Bam, a Bol nonyyaete nHameuayanoHoe, He-
MCK/IOUUTENbHOE M OT3bIBAEMOE OrpaHMYEHHOe NPaBO Ha MCMO/b30BaHWUE AAHHOTO
MO Tonbko B popMe MCnoNHAEMOro Koaa, Kak onucaHo B npunaraemoii k MO Tex-
HWUYECKOM/3KCNNYaTaUMOHHOM AOKYMEHTALIMK, M TONbKO B COOTBETCTBUM C YCIOBU-
MU AaHHoro CornalueHus:

Bbl MoxeTe yctaHoBuUTb 10 1 MCNONb30BaTL €r0 Ha KOMMbIOTEPAX, PACMNONOXKEH-
HbIX B npeAenax Balwwero npeanpusTis, Kak ONMCaHoO B COOTBETCTBYIOLLEN TeXHM-
YeckoMn/3KCnnyaTauMoHHOM AokymeHTaumum MO 1 B HaCToOsALLEM COrNaLleHnn.

Bbl MOXeTe L06aBUTb/NpucoeanHuTL MporpaMMHoe obecneyeHne K nporpaMmam

Ans MOBUNBHbIX YCTPOMCTB C €AMHCTBEHHOM LieNblo, ONUCaHHOM B AaHHOM Corna-

weHuu. MpUHUMas YCI0BUS HACTOALLErO COrnalleHus, Bbl cornawaerecs:

- He UCNoNb30BaTh, HE MOAMMULMPOBATb U He BblAaBaTh CYBAMLIEH3UM HA faHHOE

MporpamMmHoe o6ecneverue u noboe apyroe MO KoMnauuu, 3a UCKIIOYEHUEM AB-
HbIX pa3speLueHuit B faHHoM Cornaluenuu;

- He MOAMdULMPOBATD, HE EMOHTUPOBATD, HE AEKOMMUANPOBATh, HE PEKOHCTPYH-
poBaTh, He BUAOU3MEHSITb U HE paclIMpsTh AaHHOe MporpaMMHoe obecnedyeHue 1
He MbITaTbCH PACKPbITb (MONYYUTb) UCXOAHBIE KOABI AaHHOTO MporpaMMHoro obec-
neyeHus;

- He noMeLLaTh AaHHoe MporpaMMHoe obecneyeHne Ha CepBep C BO3MOXHOCTbIO
[0CTYNa K HEMY TPETbUX UL, Yepe3 OTKPLITYIO CETb;

- He UCMoNb30BaTb Kakue 6bl TO HY GblNO pe3epBHble MK apXMUBHbIE KOMUMU AdH-
Horo lMporpaMMHOro obecneyeHus (Mu NO3BoAATb KOMY-IMBO eLé UCNoNb30BaTh
Takue Konuu) ¢ Ntoboi MHOM Lienblo, KPOMe 3aMeHbl ero OPUTMHANLHOTO 3K3EM-
nAspa B CIy4ae ero paspyLleHns Uau Hanuumns aedekTos.

Tpe6oBaHUS K UCNONb30BaHUIO

AO "Anapaun P.0." 1995-2022 r.
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MporpammHoe obecreyeHne A0MKHO UCMONb30BaTLCS U 0BCNYKMBATLCS CTPOTO B
COOTBETCTBUM C OMUCAHMAMMU U UHCTPYKLMAMM KOMNAHUM, NPUBEAEHHBIMU B AaH-
HOM W ApYruX AOKYMeHTax KoMnaHuu, B TOM YMC/Ie Ha nopTane OHNaiH LOKYMEH-
Taumuu ans paspaborunkos Komnanuu (http://developer.aladdin-rd.ru/).

Ucnonb3osanue MO

MNonb3oBatens Brnpase:

- Bocnpon3soaunTb MO nyTém 3anucy ero B NaMaTb 3N1€KTPOHHO-BbIYMCUTENBHBIX
MalwuH Monb3oBaTens, orpaHAYeHHOEe NPaBOM MHCTANNSALMK, KONMPOBAHMS U 3a-
nycka nporpamm ans 3BM;

- BcTpamBathb 10 nto6bIM cnocob6oM B NpoayKTbl U peleHus Monb3osarens;

- pacnpocTpaHsaTb M0 no6biM CNOCO6OM UCKNIOUMTENBHO B COCTaBE NPOAYKTOB U
peweHuii NMonb3oarens.

Mpu ncnonb3oBaHuu u pacnpoctpaHenum MO Monb3oBaTenb 0653aH pyKOBOACTBO-
BaTbCs AeMCTBYIOLWMM 3aKOHOAATeNbCTBOM Poccuiickoit Pefepaumnm n MexayHa-
POAHbBIM 3aKOHOAATENLCTBOM, YYUTHIBAS OrPAHUUEHUS U LOMONHUTENbHbIE Tpe6o-
BaHWS, KOTOPbIE MOTYT BO3HWKATb B CBSI3W C 3KCMOPTOM WKU(HPOBaNbHbIX (KPUMTO-
rpacduyeckmx) cpeacts ¢ Tepputopun Poccuiickoint @enepaumm 1 UMNOPTOM TakMX
CpencTB B Apyrue CTpaHbl. B 4acTHOCTM, OrpaHMyeHns 1 JOoNONHUTENbHbIE Tpebo-
BaHMS MOTyT BO3HMKATb Npu pacnpocTtpaHenuu MO yepes MarasnHbl NPUNOXKEHUH,
cofepxallue pasnuyHble NPUNOXKEHNUS ANS MOBUbHBIX YCTPOMCTB.

YcnoBus MCNONb30BaHMUS, U3NOXKEHHbIE B HACTOALLEM COMNALLIEHNH, ,D,eFICTByIOT B
OTHOLIEHMU BCETO COAEPXKNMOTO MO, B 4aCTHOCTU B OTHOLLEHUMU:

- An3aiiHa (rpaduku, pacnonoXeHUs aneMeHToB 0GopMIeHus u T.n.);
- BCEX UHbIX INEMEHTOB, B TOM Yucie u3o6paxeHnit, GOHOrpaMMm, TEKCTOB.

Monyyaemble MNonb3oBaTenem HEMCKNOUMTENbHbIE MMYLLECTBEHHbIE NPaBa He
BK/I04AIOT NPaBa Ha nepefayvy TPETbUM MLAM Kakunx-n1Mbo npas Ha BCTpauBaHue,
BOCMpOU3BeAeHNE, PacnpoCTpaHeHne U Mcnonb3oBaHue nporpamm ans 3BM He B
cocTaBe NpoAyKTOB M peleHwnit [Nonb3osatens.

KomnaHus coxpaHsieT 3a coboit Bce ucknounTensbHble npaea Ha MO 1 Bxoaswume B
Hero KOMMOHEHTbI, BKAOYas NpaBa Ha NPeaoCTaBAeHNe HEUCKIKUYNUTENbHBIX U UC-
KNIOYMTENbHBIX MPaB TPETbUM NULLAM.

Monb3oBatenb Bnpase OCyLWecTBAsATL Mcnonb3osaHue M0 B npeaenax, npeaycMoT-
peHHbIX HacToswmM CornaleHneM, MCKIUUTENBHO Ha TeppUTOpHUM PoccuiicKom
Depepaumu.

06cnyxMBaHKe U NOALEPKKA

KoMnaHus He HecET 06s3aTenbCTB Mo NpefoCTaBNEHUIO NOAAEPXKKM, 0B6CYXMUBaA-
HWSA, MOAUOUKALMM UK BbIXOAY HOBbIX penn3os 0.

Ol'paHM"IeHHaﬂ rapaHTua

KomnaHus rapaHTupyeT, 4To nporpaMMHoe obecneyeHne ¢ MOMeHTa npuobpete-
HWs ero Bamu B TeueHue 12 (aBeHapuatv) Mecaues byneT dyHKUMOHMPOBATL B
NOIHOM COOTBETCTBMM C €r0 TEXHUYECKOW/3KCNNYaTaLMOHHOM LOKYMEHTaLMeEN,
npwu ycnosuu, uto MO b6yaeTt Mcnonb3oBaThCa Ha KOMMNbIOTEPHOM annapaTHOM
obecneyeHnn 1 € onepaLMOHHON CUCTEMOMN, A1 KOTOPOI OHO 6biN0 paspaboTaHo.

OTKas OT rapaHTum

KoMnaHus He rapaHTUpyeT, 4To NporpaMMHoe obecrneyeHue ByneT COOTBETCTBO-
BaTb Bawmm xxenauuam u TpeboBaHusaM, unu uto ero pabota 6yaet 6ecnepeboii-
Ho¥t unu 6e3ownboyYHoI. B 06bEMe, NpesycMOTPeHHOM 3akoHoaaTenbcTeoM PO,
KOMMaHUsi OTKPbITO OTKA3bIBAETCS OT BCEX FapaHTUIA, HE OFOBOPEHHbIX 3A4eCb, OT
BCEX WMHbIX NOAPa3yMeBaeMbIX rapaHTuii. HU 0auH 13 Anunepos, AUCTPUOBLIOTOPOB,
NpoAaBLOB, areHTOB UK COTPYAHUKOB KOMMaHUKU He YNOIHOMOYEH NPOU3BOAUTD
MoaMdUKALMM, PaCLIMPEHUS UNKU AOMNONHEHUS K AAHHOM rapaHTuu.

Ecnu Bbl npoussenu kakue-nn6o moandukaumnm MO unu noboit U3 ero Yacteit Bo
BPeMs rapaHTUitHoro nepuopa, MO noaBeprioch NOBPEXAEHUIO, HEOCTOPOXKHOMY
WM HenpasuabHOMY 06palLeHuto, ecin Bbl Hapylwmam ntoboe 13 ycnoBuii HacTos-
wero CornawieHus, To rapaHTu1s, ynomsHyTas Bbilue B pasaene 5, 6yaer Hemen-
NeHHO NpekpalleHa.

lapaHTus HepelicTBUTENbHA, ecim MO MCNonb3yeTcs B COYETAHUM C UHBIM anna-
PaTHbIM U/UM NMPOrPaMMHbIM 0BecneyeHneM, OTAIUYHBIM OT OMUCAHHBIX B TEXHU-
YeCKOW/3KCNNyaTaLuMOHHOM AOKYMEHTALMUM, N UCMONB3YETCA Ha KOMMbOTEpPe C
No6bIM YCTaHOBNEHHBIM HENULLEH3UOHHBIM MPOrPaMMHbIM 0becneyeHneM.

OrpaHnyeHne BO3MeLeHUs

B c/iyyae HapyLleHus rapaHT1u, OrOBOPEeHHOIA Bbilwe, KoMnaHus MOXeT no cob-
CTBEHHOMY YCMOTPEHMIO:
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- 3aMeHuTb M0, ecnun 310 He NPOTUBOPEUMT BbiLLEYNOMSHYTOMY OFpaHUUYEHMUIO ra- HOE COTNALIEHWVE MW XOT4 bbl OOMH U3 EFO MNYHKTOB, TO AAHHOE /1X-
paHTuu; LIEH3MOHHOE COMNALLUEHME HE BCTYMAET B CUNTY, U 91 OBA3YIOCb HE YCTA-
- BO3MECTUTb CTOMMOCTb, BbiMAa4eHHyto Bamu 3a 0. HAB/IMBATb N HE UCTMO/TIb30OBATb JAHHOE MPOrPAMMHOE OBECIMEYEHME.

[apaHTHiiHble Tpe6oBaHMS LOMKHbI ObITb BbICTaBAEHbI B MMCbMEHHOM BUAE B Teye-
HWe rapaHTUIHOrO Nep1oAa, HO He no3aHee 7 (cemu) aHelt C MOMeHTa obHapye-
HMa fedekTa, n copepxaTb B cebe noaTsepxaeHuns, yaosnetsopsaiowmne Komna-
Huto. Bcé MO (Bce 3k3emnnspbl, MMetowmecs y Bac) fomkHO 6biTb BO3BpaLLEHO
KomnaHuu 1 oTnpaBneHo Bo3BpalLatoLLeli CTOPOHOM C ONAaYeHHON CTOMMOCTbI0
nepeBO3KM 1, NpKU HEOBXOAMMOCTH, CTPaXOBKK. Jk3eMnnapbl MO AOMKHBI BbITh OT-
npaB/ieHbl C KOMMEN NNATEXHbIX JOKYMEHTOB M HaKNagHbIX.

UcknoueHne KOCBEHHbIX YObITKOB

CTopoHbI Npu3HatoT, uTo MporpaMMHoe obecreyeHne He MOXET ObiTb MONHOCTbIO
NnWeHo owmnbok. KoMnaHus He HeCET OTBETCTBEHHOCTM (KaK B CUIy LOTOBOPA,
rPaXAaHCKOro NpaBOHAPYLIEHMS, BKOYAsA XanaTHOCTb, TaK W B N060M MHOM
dopme) nepes Bamu unm nioboii TpeTbeit CTOPOHON 33 NtoBble NoTepU UK yObITKMU
(BKNtOYas KOCBEHHbIe, hakTUyeckue, No6OoYHbIE M NOTEHLMANbHbIE YObITKM),
BKNtoyas, 6e3 orpaHnyeHunit, nobble noTepy unn yobITkM NpubbibHOCTH BU3Heca,
NnoTepro AOXOAHOCTU AW PenyTaLuK, YTPAUEHHYIO U UCKAKEHHYHO MHDOPMaLMIO
UK LOKYMEHTALMIO BCEACTBUE KAKOr0-NMB0 MCMOoNb30BaHUS AAHHOTO NPOrpaMMm-
Horo o6ecneyeHns U/unu Noboi KOMMNOHEHTbI AAHHOTO N0, AAXE eC/M KOMMaHUs
NUCbMEHHO YBEAOM/IEHA O BO3MOXHOCTU NOJ0GHbIX YObITKOB.

OI'paHM‘-IEHMe OTBETCTBEHHOCTU

B cnyyae ecnu, HecCMOTps Ha YCNOBUS AAHHOTO COrNALIEHUSs, KOMMNaHUS NpU3HaHa
OTBETCTBEHHOW 3a YObITKM HA OCHOBAHMM KakMX-11bo aedeKToB UM HeCOOTBET-
CTBMS MpOrpaMMHOro obecneyeHns Balmm oxuaaHnam, NonHas 0TBETCTBEHHOCTb
3a Kax/abliA 3K3eMnnsap AedpekTHOro NnporpaMMHoro obecrnedeHus He 6yaeT npesbl-
WaTb CyMMbI, BbinnavyeHHoi Bammn AO "Anapamu P.L." 3a 310 MNO.

MpekpalueHue aeiicTBUA cornalleHna

B cnyyae HeBbinonHeHus Bamu ycnosuit saHHoro Cornawenus pevictene Baweii
nuueHsun u Hactoswero Cornawexuns ByaeTt npekpaLleHo.

Mocne npekpaleHns encTBus AaHHOro JIMLLEH3MOHHOTO COrnaLleHns:

- IMLEH3MS, NpeaocTaBneHHas Bam aanHbiM Cornalennem, npekpawiaeT cBoé
neicTeune, v Bbl nocne e€ npekpalyeHus He CMOXeTe NpoJoIKaTh AasbHellee 1uc-
nonb3oBaHWe faHHoro MporpaMMHoro obecneyeHus U Apyrux NMLEH3UOHHBIX
MpoaykToB;

- Bbl He3aMeanuTeNnbHO BepHETe B Komnanuio Bce ak3emnnspbl MO 1 Bce konuu
TaKoBOro M/unu cotTpéte/yaanute nobyio MHbOPMaLIMIO, COLEPKALLYOCS B NeK-
TPOHHOM BUAE.

anMEHMMOG 3aKOHOAATeNbCTBO

[aHHoe CornalleHue JOoMKHO GbiTb UCTONKOBAHO M OMpeaeneHo B COOTBETCTBUM C
3aKoHonaTenbcTBOM Poccuitckoit Pepepaumu (3a UCktoYeHMeM KOHGAUKTA npu-
MeHEHMS NPaBOBbIX HOPM), U TONIbKO POCCUIACKMIA CYA, YNONHOMOYEH OCYLLECTBASATD
npaBocyAue B NtobbIX KOHBAMKTAX U CMOpax, BbiITeKaloWwmMx 13 AaHHoro Cornalue-
HWs. HEBO3MOXHOCTb Ans Nto6oW M3 CTOPOH BOCMONb30BaThCS N06BIM U3 Npas,
npefoCTaBieHHbIX el No AaHHOMY CornalleHuto, UK NPpUHSTbL Mepbl MPOTUB ApY-
roil CTOpoHbI B cyyae noboro HapyleHns cBomx obs3atenbcts no CornalleHunio
He [LO/KHO pacCMaTpUBATLCS KAk OTKa3 3TOM CTOPOHbI OT MOCAEAYHOLLErO MOHYX-
[leHUSs K MPU3HAHMIO CBOMX MPaB UM COBEPLUEHUIO MOCNeaYOLMX LeACTBUIA B
cnyyae AanbHenLmnX HapyLeHni.

locynapcTBeHHOE perysiMpoBaHue 1 3KCMOPTHbINA KOHTPO/b

Bbl cornawaetecs ¢ TeM, yto N0 He 6yneT Bamu nocTaBnaTbCs, nepeaaBaTbecs MM
3KCNOPTUPOBATLCA B KaKylo-NMBO CTpaHy, a TakyKe UCNoNb30BaTbCs KaKUM-NM60
NpOTUBOPEYALLMM 3aKOHY M YCIIOBUSIM HACTosLLEero cornawenus obpasom. MO ss-
NSIeTCs NPeAMETOM OMOMHUTENBHOTO 3KCMOPTHOTO KOHTPOSl, OTHOCALLErocs K
Bam unu Baweii lopucamkumu. Bel rapaHtupyeTe, yto 6yaete cobnonatb Haknaabl-
BaeMble OrpaHM4eHus Ha akcnopT 1 peakcnopt MO.

PasHoe

HacTosawee CornaweHune npeactasnset coboii NoAHOe cornaleHne, oTHocaleecs
K JAHHOM IMLLEH3MM, U MOXKET BbITb M3MEHEHO TONbKO NOCPEACTBOM MUCbMEHHOTO
cornaleHus, noanucaHHoro obeMmn ctopoHamu. Ecan BbinonHeHue kakoro-nm6o
ycnosus Hactoswero Cornalwenuns npeacTaBnseTcs HeBO3MOXHbIM, Takoe ycnosue
6yneT ckoppeKTMpoBaHO TO/bKO B npefenax, 06ecneynBarowmx BO3MOXHOCTb Bbi-
NONHEHWS JAaHHOTO YCNOBMS.

S IPOYMTAN U NOHAN HACTOALLEEE IMUEEH3MOHHOE COTTTALLIEHME U CO-
IMACEH BbINMOJIHATb BCE EFO YC/10BMA. 1 NPUHMMAIKO JAHHOE NIULIEH3M-
OHHOE COTTTALLEHME LLEEJIMKOM. EC/IN 4 HE NMTPUHUMALO 3TO JIMLLEEH3UOH-
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2. OCHOBHbIe NoHATMA

2.1 Ha3Ha4veHue

MO "Eamubiii KnueHt JaCarta” — nporpaMMHbIi KOMMNAEKC, MpeaHa3HaYeHHbIN AnS NoAAepXKKU QYHKLMI CTPOro
OBYX(PaKTOPHOM ayTEHTUPUKALMM, HACTPOMKKM 1 paboTbl ¢ Mogensmu USB-TokeHOB 1 cMapT-kapT JaCarta, reHe-
pauuu 3anpocoB Ha cepTudumkaTbl. Bepcmsa ans Microsoft Windows BkntouaeT B ce6s1 komnoHeHT JaCarta
SecurLogon.

2.2 TepMuHbl 1 onpegeneHnA

PIN-Kkop, aaMMHUCTpaTOpa - CEKpETHAs NOCNEL0BATENBHOCTb, M3BECTHAS TOMBKO afMUHUCTPATOPY, KOTOPYIO
Heo6X0AMMO NpeabIBUTL AN ayTEHTUDUKALMM aAMUHUCTPATOPA B MPUIOKEHMU EKTPOHHOTO KitoYa.

PIN-Kop, noanucu — cekpeTHas NocneaoBaTebHOCTb, U3BECTHAA TOMbKO MOJb30BaTeNto, KOTOPY Heob6Xx0aAmMMo
NpeabsiBUTL 47151 BbINOHEHMS ONEpaLMM SNEKTPOHHOM NMOAMNMUCH.

PIN-kop nonb3oBatens - CEeKpeTHaa nocnenoBaTe/ibHOCTb, M3BECTHAA TOJIbKO NO/1b30BATE/0, KOTOPYHO Heobxo-
OMMO NpeabsBUTb ANs ayTeHTUPUKaAUMM N0b30BaTeNS B NPUIOXKEHMUW 3N1EKTPOHHOIO KAtoya.

PUK-kop - nocnenoBatenbHOCTb CUMBOJIOB, NO3BOAIAOLWAN pa3bnokmposate PIN-koa nonb3oBatens nocne ero
610KMPOBKMU.

Annnet - nporpaMMHoe obecredyeHune, peanusytolee GYHKLUMOHANBHOCTb NPUNOXKEHNUS NEKTPOHHOTO KIToYa.
MpunoxeHue - nporpaMMHoe obecneyeHune, yCTAHOBNEHHOE B NMaMsTW INEKTPOHHOIO Kkoya.

CuéTtunk BBOAa HenpaBunbHoro PIN-koaa — nogcucremMa, 610KMpytoLLas YCTPOMCTBO B Cly4ae BBOAA HEMPaBUb-
Horo PIN-kopa onpenenéHHoe KoNn4ecTBo pas noapsa.

DNeKTPOHHDIN KUY — annapaTHoOe YCTPOICTBO, NPeAHAa3HAYEHHOE A ayTeHTUdUKALMK, WMdpPOoBaHUs, paboTbl C
3NEKTPOHHOM NOANMUCHIO, 6E30MACHOr0 XPAHEHMS LAHHbIX.
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3. 0Obwme cBeaeHUsa 06 3NEKTPOHHbIX KNto4ax

3.1 [punoreHna, annaeTbl U MOAENN 3NEKTPOHHbIX K/H0Yeln

OYHKUMOHANBHOCTb MOAENM 3IEKTPOHHOIO Kt0Ua ONpefensieTcs NpunoXeHUaMM, YyCTaHOBNEHHbIMU B €e NaMsTH.
B namMsaTu aneKTPOHHOro KNtYa MOXET ObITb YCTAHOBNEHO OHO UM HECKONIbKO NMPUIOXEHUI. YCTPOMCTBA, B KOTOPbIX
YCTaHOBNEHO H60/ee 0AHOr0 NPUIOXKEHMUS HA3bIBAOTCS KOMOBUHMPOBaHHbIMWU. HanpuMmep, B 3NEKTPOHHOM KJloYe
JaCarta-2 I'OCT yctaHosneHo npunoxeHue NOCT, B anekTpoHHoM kntode JaCarta PKI yctaHoBneHo npunoxenue PKI,
B KOMBuHUpoBaHHOM Moaenu JaCarta-2 PKI/TOCT ycraHoBneHsl npunoxenus PKI n FTOCT.
lpumeyaHue. HaumeHosaHue npunoxeHus He 8ce20a co0epXumcs 8 HazeaHuu MoOEU 3/IEKMPOHHO20 KITH4A.
Hanpumep, 8 modenu kntouel JaCarta PKI ycmaHosneHo npunoxcerue PKI, Ho 8 modenu JaCarta LT ycmaHogneHo
npunoxeHue STORAGE. Ha3gaHue Modenu u npunoeHus 31eKmpoHHO20 Ktoua omobpaxaemcs 8 uHmepgelice
EduHozo Knuenma JaCarta 8 pexcume nons3osamens (cm. n. 5 "Paboma 8 npozpamme 8 pexume nosns308amens’”)

MNpunoxeHue onpenensieT HEKOTOPbIK HAabOp GYHKLMOHANBHOCTM 3IEKTPOHHOTO K043, XapaKTePHbIM ANs peleHns
orpefeneHHoro paga 3agad. Tak, npunoxeHue PKIl obecneunaet nogaepxky 3anagHbiX KpUNTOaNropuTMOB U N03-
BOJISIET peLlaTh WMPOKUIA CNEKTP 33434 ayTeHTUdUKALMK, LMDPOBaHMS M paboTbl C 31EKTPOHHOM NOAMMUCHIO B KOPMO-
patuBHOW MHPpacTpykType. MpunoxeHune NOCT obecneynBaeT NOALEPXKKY POCCUIACKMX KPUMTOANTOPUTMOB ANs pe-
LeHMs 33434 ayTEHTUDUKALMK, LULMDPOBAHUS M PabOTbI C 31EKTPOHHOM NOAMUCHI0 B CUCTEMAX, TPEDYIOLLMX UCNONb-
30BaHug anroputmos [OCT.

OAHO 1 TO Xe NpUNoXeHMEe MOXET UMETb paznyHble peanmaumn. KoHKpeTHas peanun3aums npunoXxeHus HasblBa-
eTca annnetoM. B HacTosLeM LOKyMeHTe NpU ONUCAaHUU KOHKPETHOM Onepaumnn Hag, 3NEeKTPOHHbBIM KIHYOM YTOUHS-
€TCSt HE TOIbKO MPWUIOXEHMWE, HO M anneT, peanusyowmii GyHKLMOHANbHOCTb JAHHOTO NPUIOXEHMUS.
TMpumep. B modensax anekmpoHHsix kntoyel JaCarta PKI u JaCarta PRO ycmanosneHo npunoxceHue PKI, Ho 8
modenu JaCarta PKI 0aHHoe npunoxeHue peanu3oeaHo anniemom/npunoxeHuem Laser, a e modenu JaCarta
PRO -annnemom PRO. HassaHue annaema KOHKpemMH020 NpuioxeHus omobpaxaemcs 8 uHmepgelice EOuHo20
Knuernma JaCarta e pexume adMuHucmpamopa (cm. n. 6 "Paboma e npozpamme 8 pexcume admMuHucmpamopa’)

CooTBETCTBUE NPUIOXKEHMI, ANNIETOB U MOAENEN INEKTPOHHbIX K/touei, paboTa ¢ KOTOPbIMU NOAAEPKMBAETCS B
macOS npueeaeHo B Tabanue 2.

Tabnuya 2 - Coomsemcmaue npunoxeHul, anniemog u Moodenel 31eKMpPOoHHbIX Katoyel

Annnet unu npunoxexHue Mopenn aneKTpOHHbIX Knlovei

Mpunoxenwue PKI, peanusosaHHoe annneTtom Laser  JaCarta PKI;
JaCarta PKI/Flash;
JaCarta PKI/BIO;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 SE;
JaCarta-2 PKI/BIO/FOCT;
JaCarta-2 SF

Mpunoxenne PKI, peannsoBaHHOE NPUNOXKEHMEM JaCarta Remote Access;
Laser JaCarta PKI;
JaCarta PKI/Flash;
JaCarta PKI/BIO;
JaCarta SF/TOCT;
JaCarta-2 SF;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition
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Annnet unu npunoxexHue

MpunoxeHwue PKI, peanusoBaHHoe annnetom PRO

Mpunoxenne STORAGE, peanusoBaHHOe npuioxe-

Huem Datastore

MpunoxeHne FOCT, peanM3oBaHHOe annieToM
Kpuntotoken 2 3I1

Mpunoxenne NOCT, peann3oBaHHOE NPUIOXEHUEM
KpuntotokeH 2 30

MpunoxeHue MNOCT, peann3oBaHHOE NPUNOXKEHUEM
KpuntotokeH 3 31

Mpunoxenune OTP, peann3oBaHHOE NPUNOXKEHMEM
AladdinOTP

Mogaenu 3neKTpoHHbIX Kioven

JaCarta PRO;

eToken PRO Anywhere;
eToken NG-OTP (Java);
JaCarta-2 PRO/TOCT

JaCarta LT;
JaCarta WebPass;
JaCarta U2F

JaCarta Remote Access;
JaCarta SF/TOCT;
JaCarta-2 IOCT;

JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PRO/TOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;

JaCarta-2 SF;

Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta-2 SF;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta-2 SF;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta WebPass
JaCarta U2F/WebPass
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3.2 [lapameTpbl 3/IeKTPOHHLIX K/lOYEen Npu NocTaBKke

MNpu nocTaBke 3/IEKTPOHHbIE KNHOYM UMEIDT NapaMeTpbl, NpuBeLeHHble B Tabauue 3.

Tabnuua 3 - [Mapamempbl 371eKMPOHHBIX KAKYel npu nocmaske

I'Ipmlox(euue uannnert

Mapametp, onepauums

PIN-kopg nonb3oBatens no ymonyaHuiol

PUK-kopg, ons pa3bnoknpoBaHus

PIN-koa agMMHUCTpATOpa NO YMONYaHUIO

(MopmatnpoBaHue 6e3 HasHaueHus PIN-kopa
nonb3osartens (aAMMHUCTPATOP MOXET Ha3HAYUTb
PIN-kop, nonb3oBatens nocne GopMaTMpoBaHus)

®opMaTtnpoBaHue 6e3 HazHayeHus PIN-kona aa-
MMHUCTpaTOpa

Mpu paszbnoknposaHun PIN-kopa nonb3osatens
cHpacbiBaeTCs CYETYMK BBOAA HEMPABUIBHOTO
PIN-kona nonb3oBartens, npu 3ToM ...

Pas6nokuposaHue PIN-koaa nonb3oBatens B
yOANEHHOM pexume

M3meHeHne PIN-Kopa nonb3oBatens agMUHMU-
cTpatopom 6e3 popMaTMpoBaHUs

Mpunoxenue PKI
annnet PRO

1234567890

HE NPeAyCMOTPEH

He yCTaHOB/NEH

BO3MOXHO

BO3MOXHO

... PIN-kopn nonb-
30BaTeNda 3a4aeTcs
33aHOBO

BO3MOXHO

BO3MOXHO

MNpunoxenue PKI
annnet/npunoxeHue
Laser

11111111

HE NPeayCMOTPEH

00000000

BO3MOXHO

HEBO3MOXHO

... PIN-kopg, nonb3oBa-
Tens 3a4aeTca 3aHOBO

BO3MOXHO

BO3MOXXHO

Mpunoxenne NOCT
annnet/npunoxeHue
KpuntoTtoken 2 30

1234567890

MOXeT 6bITb YCTAHOB-
JIEH KaK Onums npwm
3akase

HE NPeayCMOTPEH

HEBO3MOXXHO

HEBO3MOXHO

... PIN-kop, nonb3oBa-
Tens 0CTaeTcs npex-
HUM

BO3MOXHO?

HEBO3MOXHO

Mpunoxenne NOCT
npunoxeHue Kpunto-
ToKeH 3 3

1234567890

MOXeET 6blITb YCTAHOB-
JIEH KaK Onums npwm
3akase

HE NPeayCMOTPEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kopg, nonb3oBa-
TeNs 0CTaeTCs Npex-
HUM

BO3MOXHO?

HEBO3MOXHO

Mpunoxenune
STORAGE
npunoxexHune
Datastore

1234567890

HE NPeayCMOTPEH

He YCTaHOBNEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kop, nonb3o-
BaTena ocraeTcs
NpeXHUM

HEBO3MOXHO

HEBO3MOXHO
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Mpunoxenne OTP
npunoxexue
AladdinOTP

1234567890

HE NPeayCMOTPEH

HE NPeayCMOTPEH

onepaums He npeny-
CMOTpeHa

onepaums He npeny-
CMOTpeHa
onepauus He npeay-
CMOTpeHa

HEBO3MOXHO

HEBO3MOXHO

1 B 3aBucumocTu ot npasun 6e30MacHOCTU BaLen OopraHunsayuun PIN-Kog nonb3oBaTtena no YMONYaHUIO MOMHET 6bITb N3MEHEH nepeg nepe,qaqeﬁ 3NEeKTPOHHOro KNK4a Nonb30oBaTento. B Takom cny4yae
3Ha4eHwue PIN-Koaa nonb3oBaTena A0MKHO bbiTb CO0OLEHO 40NoNHUTeNbHO. B cny4ae 3any,quHm71 OﬁpaTMTECb K aAMUHUCTPATOPY

2 Mpw ycnosum, yto CK3W B3ATO NoA ynpasneHvie APMa aaMUHUCTpaTopa 6e30nacHocTu JaCarta, Ha KOTOPOM reHepUpYeTCA NOCNe0BaTeNbHOCTb ANA Pa36OKMPOBKU
PykoBopacTtBo nonb3osatens aas macOS

AO "AnapauH P.A." 1995-2022 r.
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3.3 WHodopmauma o PIN-Koge nonb3osaTena

OcHoBHble onepaLmu, KOTopble BbINOAHAET NOAb30BaTENb B NMPOLECCEe IKCMAyaTaLMU IEKTPOHHOIO K/IK0Ya BbIMOJHS-
toTca ¢ npenbsieneHnem PIN-koga nonb3oBaTtens.

PIN-kona nonb3oBatens coobLiaeT affMMHUCTPATOP Npu Nepefaye Nnoib30BaTEN0 3NEKTPOHHOIO KYa. 3HaveHue
PIN-kopaa MOXET OT/IMYATLCA OT TUNOBOMO 3HAYEHMUS, NepeyYeHb KOTOPbIX NpeacTaBneH B Tabnuue 3.

Ecnv B naMATM 31eKTPOHHOTO K/t04a 3aMMCcaHO HECKOIbKO NpunoxeHui, Hanpumep, PKI n TOCT, To ans kaxaoro
npunoxexus npegycmotpeH ceowv PIN-kog nonb3osatens.

llpu nonyyeHuUU 31EKMPOHHO20 K/IKYA HA PyKU HACMOSMENbHO pekomeHOyemcsi cmeHums PIN-kod none3osamens
(em. n. 5.3 "U3zmerHeHue PIN-koda nons3osamens”)

PIN-kop nonb3oBatens MMeeT CPOK AeMCTBUS. 33 14 aHel 00 OKOHYaHMs cpoka pevcteus PIN-koaa nonb3oBarenb
Nony4YnT yBeaomieHne o Heobxogmmoctm cmeHbl PIN-koga. MHbopMaUMOHHbIE coobLeHms ByayT NPUXOAUTb Kax-
[bl AeHb [0 OKOHYaHUs cpoka penctensa PIN-kopa, noka oH He ByaeT U3MEHEH.

B cnyuae BBoAa HeBepHoro 3HaueHusi PIN-kofa nonb3oBaTens B KONMYeCTBe pas, NpeBbiWalllee yKasaHHoe B
HacTpo#kax, PIN-kona nonb3oBatens 6yaet 3abnokuposaH. Mpu 3abnokuposaHHoM PIN-kone nonb3oBaTens HEBO3-
MOXHO BbINOJSIHEHME ONepaL i C 3NEKTPOHHbLIM KJTKOUOM, KOTopble TpebytoT npeabsaenenHuns PIN-koaa nonb3osatens.
[nsg 3a610KMPOBaHHbIX NMPUNOXKEHUI AOCTYNHA onepaumst pa3bnoknposaHus PIN-koga nonb3oBaTens. 3Ta onepaumm
BbINOJIHATCS aAMUHUCTPATOPOM, ONMCAHUE ee BbINOJHEHUSI NPUBEAEHO B AoKyMeHTe "EanHbin Knunent JaCarta 2.13.
PykoBoacTBo agMuHucTpaTopa ang macOS".

AO "Anapaun P.O." 1995-2022 . PykoBopacTeo nonb3osatens ana macOS Crp.12 /50
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4. O630p NO/Mb30BATENLCKOro MHTEPpENCa

4.1 3anyck EgunHoro KnveHTta JaCarta
P Onsa zanycka EauHoro Knuenta JaCarta:

1.3anyctute dannosbii MeHeoxep Finder. [1ns s3toro B naHenu Dock wenkHWTe 3Ha40K M .

2.B otkpbiBweMcs okHe Finder nepeiante B pasanen "M3bpaHHoe", Bbibepute nyHKT "[porpamMmsl”, B HEM ABax bl
wenkHuTe 3Havok JaCartaUC:

.JE MNporpammol YTHNNTEI LaxmaTsl LUpHdTel App Store

[Z-] PaBouuii cton
[-D

5" NokyMeHTl o g 5

(:} 3arpyaku
Automator FaceTime Google Chrome JaCartaUC Launchpad
H Dunsmbl

ﬂ Myabika P

{2} admin . -.1 - -

[ Uso6paxeHus Mission Control Photo Booth QuickTime Player

1 Mae — Admin

&5 macOS High... TextEdit Time Machine

PucyHok 1 - 3Ha4yok EouHozo Knuenma JaCarta 8 cnucke ycmaHo8neHHbIX npo2pamm 6 ¢atinosom meHedxepe Finder
3.0T1KpoeTca ocHOBHOe okHO EanHoro Knuenta JaCarta, npy 3TOM B CTpOKe MeHio Mac B BepXHel 4acTu 3KpaHa
MOSIBUTCS 3HAYOK BbI30BA MEHI0 BbICTPOro 3anycka nporpaMmbl 5’:

AO "Anapaun P.O." 1995-2022 . PykoBopacTeo nonb3osatens ana macOS Crp.13/50
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o)) Br16:27 =

& Enuubiii KnwenT JaCarta

EavHbin KnueHT JaCarta Ana‘:mm)

MoaoknynTe TOKEH

He ofHapy®eHo NoLepRHEAEMBEIX MOLENEHA TOKEHOB.

Moaxmoyute USB - Token k USE - nopTy KOMNbOTEPa MM BCTABLTE CMAPT - KAPTY B CMapT =
KAPT pUaep.

e PRENITHATRCA B RN
" MEBIGRATENE

PucyHok 2 - OcHosHoe okHo EduHozo KnueHma JaCarta, MeHto 6bicmpoz20o 3anycka 8 cmpoke MeHr Mac u KHONKa 3aKpelmus OKHA
Mo YMONYaHUKO OCHOBHOE OKHO E,D,MHOFO Knuenta JaCarta OTKPbIBAETCA B peXMMe nosib3oBaTens.

4.Y106bl 3aKpbITb 0OCHOBHOE 0KHO EamnHoro KnuenTta JaCarta wenkHMTe KHOMKY "3aKpbiTh" B IEBOM BEPXHEM YIy.
3Ha4oK BbI30Ba MEHIO HbICTPOro 3amycka Npoao/MKUT 0ToBpaxaTbcs B CTPOKe MeHo Mac.

4.2 MeHIo bbICTPOro 3anycKa

3HayoK BbI30Ba MEHI0 BbICTPOro 3anycka & oTobpaxaeTcs B CTPOKe MeH0 Mac (B BepxHei 4acTu 3KpaHa) Aaxe npu
3aKkpbIToM okHe EannHoro KnuenTa JaCarta u npepnoctaBnseT AOCTYN K MeHIO BbICTPOro 3anycka.

[lns BbI30Ba MEHI0 BbICTPOro 3anycka HaKMMUTe 3HaYoK & B CTPOKE MeHI0 Mac B BepXHEe YacTu 3KpaHa:

o)) Br16:36 =
EQuHBIA KnweHT JaCarta...
HacTpoHKH...

O EanHom KnuweHTe JaCarta...

BoliATH

PucyHok 3 —MeHto b6bicmpozo 3anycka EOuHozo KnueHma JaCarta
MeHto BbICTPOro 3anycka COAepXUT CneaytLiMe KOMaHabl:
= "EamHbli KnuenT JaCarta” — oTKpbIBaeT OKHO OCHOBHOMO MHTepdeiica EanHbin Knunent JaCarta.
= "HacTpoWKMU..." — OTKpbIBA€T OKHO HAaCTPOEeK NpOrpaMMbil.

= "0 EanHom KnuenTe JaCarta..." — oTKpbIBaeT OKHO CO CBeAeHunsMu o nporpamme (cM. 4.4 "[pocmoTp cBeaeHuin o
nporpamme”).

= "BbiiT" — no3BonseT BbIMTM M3 NPOrpaMMbl, NPU 3TOM 3HAYOK & nepectaet oTobpaxaTtbcs B CTpOKe MeH Mac.

4.3 PexunMbl paboTbl MporpamMmel

EnnHbin Knuent JaCarta MoxeT paboTaTb B CiefyHOLLMX pEXUMAX:

AO "Anapaun P.O." 1995-2022 . PykoBopacTeo nonb3osatens ana macOS Crp. 14 /50
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Pexxum nonb3oBatens - No3BosiSeT NPOCMATPUBATb KPAaTKME CBEAEHMS O MOLCOEAMHEHHBIX 3NEKTPOHHbIX KIOUax,
cMeHuTb PIN-KoA nonb3oBatens, HazHauuTb UM uaMeHuTb PIN-Kog NoanucH, U3MEHUTb METKY 3NIEKTPOHHOTO KAtoYa.
PexMM agMUHUCTpATOpa — MO3BOJISIET NMPOCMATPUBaTb NOAPOOHbIE CBEAEHMS O MOLCOEAMHEHHBIX INEKTPOHHbIX K/t0-

YaX U NpegocTaBngeT AoCcTyn K onepaumuaM Hag NpuUnoXeHUAaMn 3IEKTPOHHOIO K/ito4a U 06bEKTaMM Kaxporo npuno-
XeHunsa.

4.3.1 [lepeKkntoyeHne Mexay pesmmamm
YTobbl ONpenennTb B KAKOM pexxnme OTKpbITO OKHO EauHbin KnnenT JaCarta, Heo6xoaMmMo 06paTtuTb BHUMaHWe Ha

Ha3BaHWe KHOMNKK "[lepeknounTbCs B PEXMUM ..." B OCHOBHOM OKHE NporpaMmbl (CM. pucyHok 2). Ecnm kHonka nmeet
BUA!

MepeknYnTECA B PEXMM

3AMWHWCTPaTOPa
, TO BXO4 OCyLWeCTBNIEH B peXUME NOJIb30BaTeENA;

MepeknioUYnTELA B PEXMM
) NoNL30BaTENnA

, TO BXOA4 OCYLWeCTBNEH B peXnMe adoMUHUCTPATOopa.

» Onsa nepeknwyYeHna Mexay pexumMmamMu nonb3osatena M agpgMUHUCTpaTopa:

1.ns nepekntodenuns Egnroro Knuenta JaCarta n3 pexvma nonb3oBaTens B pexxmMM agMUHUCTPATOPa HaXMuUTE
KHOMKY "TlepekntounTbCs B peXMM aiMUHUCTPaTopa”.

1. ns nepekntodenns EanHoro Knuenta JaCarta n3 pexvma agMUMHUCTPATOpa B PEXMM NO/b30BATENS HAXMUTE
KHOMKY "TlepekntounTbCs B peXMM nonb3oBartens”.

4.3.2 OCHOBHOE OKHO B peKMe Nnonb30BaTeNA
Mo ymonuyaHuio ocHoBHOe okHO EamHoro KnuenTa JaCarta oTKpbiBaeTCcs B pexmnMe nonb3osaTtens. Ha pucyHke Huxe
npuBeLEH BUA OCHOBHOFO OKHA B PEXKMME NO/b30BaTeNs C MOAKIOYEHHbIM K KOMMbHOTEPY NO/Ib30BaTENS 3/1EKTPOH-

HbIM KNTKOYOM!

[ JON ] & EpuHelit KnwenT JaCarta

Eaunbin KnneHTt JaCarta Anafaanﬂ)

JaCarta

i Hazsanwe JaCarta-2 PKI/TOCT G

CepuiHeii Homep BOBCFBCA

Ofivem namatd 80 KGawT

Ceoboanoi namat 22 KBawT (27%)

Homep monenw JC207-12.F27 v4.0
HazoBwTe 3TOT HOMED NpPW OBPALEHUM B TEXHWYECKYIO NOALRPKKY.

e [_Cuervms PN-v0n_
n -
PhnOMEnnR Be3onacHui A0CTYN K pecypcam s | o
HACTPoRKH 2 roct CmenuTs PIN-Koa
ANeKTROHHAA NOANKCE
CuenuTe PIN-kog nognuck

MEPRENTATRCA B PEHAM
ANMAHWETPATIPA

PucyHok 4 - OcHosHoe okHo EduHoeo Knuenma JaCarta 8 pexcume nons3oeamens
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OcHoBHOE OKHO COAEepPXUT cnegyruime obnactu:

o O6nactb ansg oTobpakeHUss NOACOEANMHEHHBIX K KOMMbIOTEPY 3NEKTPOHHbIX KOYEi.
Ecnun k komnbloTepy nonb3osatens EauHoro Knuenta JaCarta He nopcoeamMHeEH HUM OAMH
3NEKTPOHHBIN K04, TO AaHHas 0bnacTb nycra.

Ecnu noacoeanHEHO HECKOMBbKO 3NEKTPOHHBIX KoUer, To A/ paboTbl C KOHKPETHbIM
K/IKOYOM LLESIKHUTE 3HAYOK HYXKHOrO K/to4a, nocse vyero B 06nact 4 6yayT 0To6paxeHbl
€ro OCHOBHble CBOMCTBA.

Bup 3Hauvka, 0603HaYAOLWMIA NOAKTIOYEHHbIN 3NEKTPOHHbIM K04 pa3fiMyaeTcs B 3aBUCH-
MOCTM OT TMMa KAtoya. [epeyeHb 3HAYKOB NPUBELEH B MPUNOXeHUU A Ha cTp. 49

9 O6nactb COAEPXKUT KHOMKMU:

m - KHOMKA [/1s1 BbI30Ba OKHa HacTpoek nporpammbl. Onucaxue

paboTbl C HACTpOMKaMM NpuBeaeHoO B fokyMeHTe "EanHbin KnuenT JaCarta 2.13. PykoBog-
CTBO agMuHucTpaTopa anga macOS”;

MEpRENOYATECA B MM

AAMWHWCTRATODA

- KHOMKa ans nepekntoyenuns Eannoro Knuenta JaCarta B
PEeXUM aIMMHUCTPATOpa

O6nactb png otobpakeHns nHOOpMaLnm 0 BbIBpaHHOM 3N1EKTPOHHOM K/IHOUYE M KHOMOK
ynpasneHus PIN-kogamu nonbsosatens u PIN-kogamMu noAnNMUCH NPUNOKEHUIN dNEKTPOH-
HOrO KJItoYa.

e OTKpbIBaET OKHO CO cBeAeHusIMM 0 nporpamme EannHbiit Knuent JaCarta

4.3.3 OCHOBHOE OKHO B peunMe 3aMUHUCTPATOPa

B OCHOBHOIO OKHa B PEXMME afIMUHUCTPATOPa NPUBEAEH Ha PUCYHKE HUKE:
[ JoN | & Enunbiii KnuewT JaCarta

EavHbin KnneHt JaCarta

AnagavH i

lvanov

WHipopmauma o ToxkeHe | PK] | rocrt

HTRER B PEAMM
5

MHBOpMaUMa o cuMTRIBATENE
Hazsanue

MHbopmauus o TokeHe

Hazsanue

Homep mogenu

CepuiHLIA HOMED

MonkHei cepuiAHbii HoMep

06wan NamMaTe

CeoBoaHan NaMaTe

Jlata npouseoacTEa

MWHbopmauus o npunomesnd PKI
Annner

L]

CeoboaHan namaTe

PIN-kon

JlnuHa PIN-kopa anMuHKCTpaTopa
MaKc. KONMYECTBO NONLITOK BEOAA
PIN-koaa agMuHKCTPaTOpa
OcTanoces nonwToK BROAA
PIN-koaa agmMuHKCTPaTOpa
Cnocob ayTeHTuduicanmm

Cnocob ayTeHTHdMKaLwK
A[MHHKCTPATOpA

Moanepxa GuomeTpum
MWHbopmauua o npunomenna MOCT
Annner

L]

CeoboaHan NaMaTe

Jnuna PIN-kopa

PiN-kon

Makc. konuyecTeo nonwToK Beoaa PIN-kona

Ocranoce nonwTok esoga PIN-koga
PIN-xoA nognucw

Makc. konuyecTso nonwToK BEoaa PIN-koaa nognwcu
Ocranocs nonwTox Beoga PIN-koaa noanucu

Aladdin R.D. JaCarta

JaCarta-2 PKIfTOCT
JC207-12.F27 v4.0
15BCCADOD
4E41002321675257
80 KGait

14 Kbair (17%)
2018-10-02

Laser

Ivanov

14344 Baat
He ycranoeneH
[4..16)

5

5
PIN-xon
PiN-kon
Her

KpuntoToken 2 31N
JaCarta FOCT
14344 Baint
[6..32]
Ycranomnex

10

L

PucyHok 5 - OcHosHoe okHo EduHoeo Knuenma JaCarta e pexcume admuHucmpamopa

OCHOBHOE OKHO B pexuMme agMUHUCTPATopa COA4EPXUT cnenyrline obnactu:

AO "AnapauH P.O." 1995—-2022r.
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o O6nactb ong 0TOO6paXKeHUS NOACOEAMHEHHBIX K KOMMbIOTEPY 3N1EKTPOHHbBIX KNHOYEN.
Ecnm k komnbtoTepy nonb3osatens EanHoro Knuenta JaCarta He noacoeamMHEH HU OaMH
3M1EeKTPOHHbIN KJHOY, TO AaHHas obnacTb nycra.

Ecnu nopcoegnHeHO HECKONBKO 3NEKTPOHHBIX KKYen, To Ans paboTbl C KOHKPETHbIM
K/TIOYOM LLEIKHUTE 3HA4YOK HY)XKHOrO KJ1toua, nocse vero B obnactm 4 6ypet otobpaxkeH
MOMHbIM CMUCOK ero CBOMCTB.

Bupa 3Hauka, 0603HaYaloLWMIM NOAKNHOYEHHDbIM 3NEKTPOHHBIN K4 Pa3nMYaeTcs B 3aBUCH-
MOCTM OT TMNa Kntoya. [MepeyeHb 3HAaUKOB NPUBEAEH B NpUnoxeHun A Ha cTp. 49

e 06nacTb COAEPXKUT KHOMKM:

— KHOMKa A4 BblI30Ba OKHA HACTPOEK NporpaMmsl.

O MepeknnYUTECA B PEXUM

Nonb30EaTENA

- KHOMKa ans nepekntovyeHuns EanHoro Knuenta JaCarta B pexxum
nonb3oBaTens

OTKpbIBaE€T OKHO CO cBeAeHusaMu o nporpamme EaunHbit Knuent JaCarta (cm. n. 4.4 "Tepe-
K/TIOUEHME MeXay pexmmamu’)

06nacTb yNpaBneHMs 3NEKTPOHHBIM K/TOYOM, BbiGpaHHbIM B obnactu 1.

©0

B pexxume agMuHucTpaTopa aaHHas 0bnacTb NpencTaBieHa B BUAE HECKOMbKUX BKIAAOK:
- Ha Bknagke "MHpopMaums o TokeHe" oTobpaxaeTcs MHDOPMaLMS O CUMTbIBATENE, UH-
dopmaums 06 3NEKTPOHHOM K/KOUE M NMPUNOXKEHUSIX HA SNEKTPOHHOM Kiitouye (CM. pucy-
HOK 5):

- Ha BK/IagKe C HAaMMEHOBaHMEM MPUIOXKEHUS LOCTYMNHbI ONepauun C AaHHbIM NPUIoXe-
HVMeM 1 0O6beKTaMu, XPAHALLMMKUCS B NAMATU TEKTPOHHOIO Koya. g kaxaoro npuno-
XEeHUs NpeaycMoTpeHa OTAeNbHas BKaAKa.

Ha pucyHke 5 anekTpoHHbIM koY conepxut npunoxeHune PKI v npunoxenue MOCT, no-
3TOMY laHHas 06nacTb conepXuT BKNaaKy "MHpopMaums o TokeHe", Bknaaky "PKI" u
Bknagky "TOCT" pna ynpasneHus npunoxenuem PKI, npunoxenmem NOCT n obbvektamu B
3TUX NPUNOXKEHUSX.

4.4 TpocMOTp CBeAEHUN O Nporpamme

» Ona npocmoTpa cBepeHuin o nporpamme EanuHbin Knuent JaCarta:

AnaggmH)
1.B 0CHOBHOM OKHe nporpaMMbl HaXXMUTE KHOMKY C IOFOTMNOM KOMMNaHUN B BEPXHEM MPaBOM Yrny OKHa
By,u,eT OTO6pa)KEHO OKHO CO CBeAeHUAMU O BEPCUU NPOrpaMMbl U KOHTAKTaMU TEXNOAAEPXKKN!

AO "Anapaun P.O." 1995-2022 . PykoBopacTeo nonb3osatens ana macOS Crp. 17 /50
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[ ] & Hacrtpoiiku
OCHOBHEIE E Nt H
o AWHBbIK Rane

Bepewnn 2.13.4 Chopka 3133

TexHHWYecKan noafepxua:
+7 (495) 223-0001 (MHOroxaHaNEHBRA)
www.aladdin-rd.ru/support/tickets/create

BHumaHwne!

JlaHHaA NporpamMMa 3aWHILEHa 3aKoHoM of aBTopCKHX np
CornaweHnAMK, HezaKoHHOR BOCNPOMIEEAEHHE M)/ WAK pacn
nporpasms WunK NIoboR eé YACTH BNeYET rPamAaAHCKYR, AAM
OTBETCTBEHHOCTE B COOTEETCTEMM C 3aHOHOAATENLCTEOM PoccHinc

& 1995 - 2021, AD "Anapaux PO Boe Nnpasa 3augMueH b

PucyHok 6 - HgopmayuoHHoe okHo «O npozpammes

2.Haxmute kHonky "OK" pns 3aKpbiTUS OKHa.

4.5 3aBeplueHve paboTbl NporpaMmbl

» na 3aBepweHua pa6oTbl NporpamMmbi:
= AKTMBMpYITE KOMaHAy "BbiiT" B MeHto bbicTporo 3anycka EamHoro Knuenta JaCarta (cm. pucyHok 3). Pabota Epu-
Horo KnuenTa JaCarta 6ynet 3aBeplieHa. 3Ha4yoK & nepecTaHeT oTobpaxaTbCs B CTPOKe MeH Mac.
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5. PaboTa B nporpamMme B peHuMe nosib3oBaTeNns

B pexume nonb3osatens EamHoro Knunexta JaCarta BocTynHbl cneyowme onepaumm ¢ SNEKTPOHHbIMU KNloYaMu A4Nis
He3ab/10KMPOBAHHbIX NPUOXKEHWIA:

" NPOCMOTP MHPOPMaLUKM 06 3NEKTPOHHOM KIIKOYE;
" M3MEHeHWe MeTKM (NepeMMeHOBaHUE) INEKTPOHHOIO K043,
= p3meHeHue PIN-koga nonb3sosaTens;

" YCTaHOBKA, U3MeHeHue, pazbnokmupoBaHue PIN-kopa noanucu (4ns anekTpoHHbIX Kntouei ¢ npunoxernmem MOCT ¢
annnetom KpuntotokeH 2 3IM).

5.1 TpocMoTp uHdOopMaLm 06 3NEKTPOHHOM Khlode

[ng npocmMoTpa MHboOpMaLmm 06 aneKTpOHHOM Kntoue ¢ nomowbto EanHoro Knuenta JaCarta He TpebyeTcsa aBTOpM3a-
LMS HA 3NEeKTPOHHOM KAtoYe.

» Ona npocmoTtpa uHpopmauum 06 3NEeKTPOHHOM KiKue:

1.3anyctute EguHbin KnuenT JaCarta n noaknoumTe 31eKTPOHHbIM KoY K pa3bemy USB mnm cuntbiBaTento cmapT-
KapT KoMMbloTepa.

2.NHdbopmMaLms 06 3neKTpOHHOM Kitove ByaeT oTo6pa)keHa B OCHOBHOM OKHE HEMEAJIEHHO, BbIMOMHEHUS AOMONHU-
TeNbHbIX LeWCTBUI He TpebyeTcs. EciM noaKno4eHO HECKObKO 31IEKTPOHHBIM K/to4e, TO BbIOEPUTE 3HAUOK HYXK-
HOro K/toYa B 06/1aCTH cneBa:

[ ] @ & Epunsia Knwent JaCarta

EannHbin KnueHnt JaCarta AnagavH

JaCarta

JaCarta

Hazsawme JaCarta-2 PKI/FTOCT
CepuiHui Homep BOBCFBCA
Ofbem namsatd 80 KBanr
Ceobonroi namath 21 KBaiT (27%)

Homep moaenu 1C207-12.F27 v4.0
HazosuTe 3707 HOMED NP 0OPAWEHHA B TEXHWYECKYIO NOLAEPKKY.

Pksegul AocTy! cypcam _
|'| |
PHNOMEHHA — n K pe CueHuts PIN-ron

= rocT Cmenute PIN-rog
HACTRGRKA INeKTPOHHAR NOANKER
CwenuTs PIN-kDA noanucK

TERRKNKYATRER B PR KA
ANMMHWCTRATOPA

PucyHok 7 = MHpopmayus o 8b16paHHOM 3/1EKMPOHHOM KJHOYE 8 pexcuMe Nosb308amens
[ing BbIGpaHHOrO KNOYa B pexmnMe nonb3oBaTens otobpaxaercs cnepyowas nHpopmaums:
— "Ha3BaHue" — Ha3BaHMe MOALENM 3NEKTPOHHOIO KNYa;

"CepuiiHbI HOMEpP" — CEPUIHBIA HOMEP 3NEKTPOHHOIO KHYa;

"O6beM NaMAaT1" — NOMHbIA 0O6bEM MAMSTU INEKTPOHHOIO KNHUa;

"CBob6oaHOM NamMsTn" — 06bEM CBOOOAHOM NaMSATU 3NEKTPOHHOIO K/tOYa;
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— "Homep Mopenun" — Homep Moaenu BbIbpaHHOro ktoya. B cnyyae BO3HMKHOBEHUS NpobieM Npu MCNOb30BaHUK
MoNb30BaTeNb JOMKEH COOBLMTL ITOT HOMEP B CTYXOY TEXHUUYECKON NOAAEPXKKH;

— "MpunoxeHna" — nepevyeHb NPUNOXKEHUI, YCTAHOBNEHHbIX B NaMSATW 3/1EKTPOHHOTO KJtoya. epBbIM B Cnncke
0TODOpaXXaeTcsi NPUOPUTETHOE HA AAHHOM KJIHOUE NPUNOXKEHUE,

3.3akpoliTe ocHoBHOe OkHO EamHoro Knuenta JaCarta HaxkaTuem KHOMKKM "3aKpbITb” B IEBOM BEPXHEM YIIy.

5.2 W3MeHeHne MeTKn (NeperMeHOBaHNe) 31eKTPOHHOMO Ko4a

[lns n3MeHeHMs MeTKM 3NEKTPOHHOIO KtoYa ¢ nomoublo EanHoro Knuenta JaCarta TpebyeTcs aBTopm3auums Ha anek-

TPOHHOM Kntoue ¢ npeabsineHnem PIN-kofa nonb3osaTens.

» Ana nsMeHeHMS MeTKM DNEeKTPOHHOro Knwua:

1.3anyctute Epmnbiit KnueHT JaCarta v nofKnoUYUTE INEKTPOHHBIN KoY K pazbemMy USB unu cuntbiBaTento cMapT-
KapT koMnbloTepa. Ecnv noakntoueHo HECKOIbKO 3/1EKTPOHHBIX K/OYeW, TO BbibepuTe 3HAaUOK HYXXHOrO K/Ho4a B
obnactu cnesa.

2. AkTnBUpYITE KOMaHAy "TlepeMMeHOBaTb TOKEH" B KOHTEKCTHOM MEHI0 BbiIBpaHHOro 3Hauka. bynet otobpaxeHo oa-
HOMMEHHOE OKHO:

| JoN | & EnuHbIi KnuenT JaCarta

EanHbin KnneHT JaCarta Anafgguu)

JaCarta

L Mepenmexosats Toked  aCarta-2 PKI/TOCT
Cepuithsi Homep BOBCF3CA

'® O @® & NepenmeHoBaTh TOKEH
|

Texywmi PIN-kon nonssosatens I
Caob
[eernnseses | &
CKYI0 NOALEDKKY.
Cwmennts PIN-kop
CepuitHelin HoMep b
— | BOBCFECA | CumeHuTs PIN-kom
Homoe nma CumeHuTs PIN-KOg, NoanwcH
MapRknKHMTREA B P — I]a.CI.I'lI PKI/TOCT I B
MMHHETRAT IR

i "

PucyHok 8 - Bbi308 okHa "llepeumeHo8ams mokeH" 8 pexcume noas3osamesns
3.B okHe "[MepenMeHOBaTb TOKEH" 3aN0IHUTE NONS:

— B none "Tekywwi PIN-kon nonb3osatens” seeante PIN-kon nonb3osartens. Eciv Ha aneKTpOHHOM KJikouye ycTa-
HOB/IEHO HECKOJ/IbKO NpUnoxeHui, To BBeaute PIN-KOA NpunoXeHus, KOTOpoe ABNSETCS NPUOPUTETHBIM — 3TO
npunoxeHue oTobpaXKaeTcs NepBbiM B CMUCKE YCTAHOBNEHHbIX MPUIOXEHUI B OCHOBHOM OKHE;

— B none "Hoeoe nMs" BBeAMTE HOBOE MM$ IEKTPOHHOIO K/oYa.

4. Haxxmute kHonky "OK". B cnyyae ycnewHon aBTopm3aumm Ha 3NEKTPOHHOM KikoYe ero ums 6yaet n3MeHeHo:
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EanHbi KnneHT JaCarta

& Enuneiii Knuent JaCarta

AnaggwH

JaCarta PKI/TOCT

JaCarta PKI/TOCT

Hazsanwe

CepuitHeli HoMEp

O6bem NaMaTH

CeoBoaHoR NamsTH

Homep mogenu

MpunomeHns

HacTpoRKs

MEpREnHATRER B PEMAM
AAMMHWCTRATORA

JaCarta-2 PKIfrOCT
BOBCFBCA

80 KbaiT

21 Kbait (27%)

JC207-12.F27 v4.0
HazoBWTe 3TOT HOMEP NpH OBPALLEHWM B TEXHWYECKYIO NOLAEPHKY.

CueHuTs PIN-koQ

Cuenuts PIN-kon
CwmenunTe PIN-xog noanncw

PKI
BelonacHuiA AOCTYN K pecypram

rocT
3ANeKTPOHHAR NOANKWCE

PucyHok 9 — OcHO8HOe OKHO 8 pexuMe Nob308amesns. MIMs Ko4ya u3MeHeHo

5.3 W3meHeHune PIN-koaa nonb3oBartensa

213

Onepauus usmeHeHus PIN-koga nonb3oBaTtens BbINOAHAETCS OTAENbHO A1 KAaXA0r0 NPUNOXKEHUS, YCTAaHOBIEHHOIO
Ha 3M1IEKTPOHHOM KJIK0UYE M [IOCTYMHA TONbKO ANA HE3aBNOKMPOBaHHOrO NPUNOXEHUA C YCTaHOBNEHHbIM PIN-kogoMm
nonb3oBatens. [ns BbiNnonHeHUa onepaumun TpebyeTca npeabasneHue Tekyulero PIN-koaa nonb3oBaTtens AaHHOro

NpUNoXeHuna.

» Ona usmeHeuua PIN-koma nonb3oBartens:

1.3anyctute EguHbin Knuent JaCarta n noaknoumTe 31eKTPOHHbIN KoY K pasbemy USB nnu cuutbiBatento cmapt-
KapT KoMrbloTepa. Eciv NoakntoUYeHo HECKOIbKO 3IEKTPOHHbIX K/OYEN, TO BbIBEPUTE 3HAYOK HYXKHOrO Kto4a B

obnactu cnesa.
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2.B ocHoBHOM okHe EgnHoro knueHTa JaCarta B pexxume nonb3oBatens Haxmute kHonky "CmennTb PIN-koa" ans Bbl-
H6paHHOro NpunoXeHus (Ha CKPUHLIOTaxX HUXe npuBeneH npumep cMmeHbl PIN-koga npunoxeHus PKI):

[ ] @ & Enuneii Knwent JaCarta

EauvHbin KnueHT JaCarta AnagamH

JaCarta

JaCarta

Hazsanwe |aCarta-2 PKI/MOCT
CepuitHsi Homep BOBCFBCA
0O6bem namatd 80 KBait
CeoBoaron namath 21 KBait (27%)

Homep Mogeny C207-12.F27 va.0
Ha3oBWTE 3TOT HOMEp NpW DBPALLEHWK B TEXHWYECKYIO NOMLEPKKY.

Pkse;ul nocty! cypcam _
|'| |
PHNOMEHWA — n K pe CmeHuts PIN-kog

: _ rocr Cumenuts PIN-xkog
y O HacTpodikm JNeKTPOHHAN NOANKCE
CueHuTe PIN-K04 noanWoun

MEpRENoyATRER B PRKAM
AAMMHWCTPATOPA

PucyHok 10 - Pacnonosxerue kHonku "CmeHume PIN-kod"
3.bynet otobpaxeHo OkHO AN cMeHbl PIN-kopa. 3anonHuTe nons B oKHe cnefyolwmm 06pa3oMm (cM. pucyHok 11):

— B none "Tekywwuit PIN-kopn" BBeaute PIN-kop nonb3oBartens BbibpaHHOrO NpunoxeHus (B LaHHOM NpuMepe npwm-
noxenus PKI);

— B none "Hoebii PIN-koa nonb3oBatens” BBeamTe 3HavyeHne HoBoro PIN-koga nonb3oBaTens. Mpu 3ToM HOoBOE
3HauveHue PIN-koaa nonb3oBaTens He JOMKHO COBMNAafaTh C €ro TeKyLWmM 3HaveHmeM. Ecim 3HaueHus coBnagator,
10 ByneT oTobpaxkeHo coobuieHne 06 3TOM M onepauns He ByaeT NpoJoMKeHa A0 Tex Nop, Noka He byneT BBe-
neHo apyroe 3HauveHue PIN-kopa (cM. pucyHok 12);
lpu 3a0aHuu Hosozo PIN-koda pekomeHAyemcs ucnosns308ames 6yKesl MoJbKO NAMUHCKO20 angasuma (abc...z,
ABC...2), yugppei (123...0) u cneucumsonsi (~!@4%#...). Mcnone3osaHue npobena u cuMB0I08 KUPUMIUUbI HEA0NYCMUMO.
MurumansHas onuHa PIN-koda none3osamens cocmasnsem 6 cUMBO/I08.

— B none "Moareepantb PIN-kop nonb3osatens” BBeaute 3HaveHme Hooro PIN-koaa nonb3oBaTens NOBTOPHO.
Mpu aToM 3HaueHus, BBeaeHHble B nonsg "Hosbin PIN-kop nonb3osatens” n "Moarsepaunts PIN-kon nonb3osa-

Tens" fO/MKHbI COBNaaaTh. ECnM 3HaueHms He coBnagatoT, To 6yaeT oTobpaxeHo cooblieHne 06 3ToM 1 onepaums
He ByneT Mpoao/mKeHa [0 Tex Nop, noka He ByaeT BBefeHO Apyroe 3HayeHue PIN-koda (cm. pucyHok 13).
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Mo ymonuaHuto BBefeHHble 3HaYeHnst PIN-kofa nokasaHbl B CKpbITOM BuAae. YTo6bl NOKa3aTh UX B IBHOM BUAE
HaXKMUTE KHOMKY # [ins BO3BpaLLEHUS K OTODPaXEHUID B CKPbITOM BUAE HAXMUTE KHOMKY |§| (cM. pucyHok 14).
@ [ ] & Cmenuts PIN-koa

Texywmi PIN-koa nonssosatens

[ ] &%

Hoesiil PIN-K0a nons3osaTens

B3

MoaTeepamTe PIN-ko4 Nnone3csaTens

PucyHok 11 -3Ha4eHus Ho8020 PIN-koda esedeHbl sepHO

[ ] [ ] & Cmenuts PIN-kog

Texywwmit PIN-koa nons3osarens

[Fesensess ] &%

Hossii PIN-K0a nons3osaTena

| &%

/"l\ Hoeen PIN cOBNAAALT € TEKYLLWM

e

TMoareepants PIN-koa nons3oBaTens

PucyHok 12 -3Ha4eHue Hosozo PIN-koda cosnadaem c mekywum, onepayus He Moxem 6sime npodonxeHa (kHonka "OK" He akmusHa)
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[ ) [ ] & CmennTb PIN-kog,

Texywwin PIN-xoa nonssosatens

[Fesseesens ] &

Hoesin PIN-kof nons3osaTens

[ ossssoas | &%

NeareepauTe PIN-ko A nons3osaTena

[x) PIN-x0am NONE30EATENA HE COBMNANANT

N | o

PucyHok 13 -3Ha4eHus Hosozo PIN-koda He cosnadarom, noamomy onepayus He Moxem bbime npodomxeHa (kHonka "OK" He akmusHa)

[ ol ) & CmenuTe PIN-kon

Tekywmit PIN-koa nons3ceatens

|1nun <>

HoBwlit PIN-KoA nonk3osaTens

333333333 | E=3

| onea | oc |

PucyHok 14 -3Ha4eHus mekyue2o u Ho8o2o PIN-ko0a Mo2ym 6bime 0mobpaieHsl 8 18HOM 8ude

4.TTocne 3anofHeHns BCEX NOEN KOPPEKTHbIMU AaHHbIMKM ByAeT fAoCTynHa AN HaxaTus kHomka "OK". Tocne Haxa-
TWUS HA KHOMKY MpW yCnewHom yctaHoBke HoBoro PIN-koAa nonb30BaTens nosBUTCS COOTBETCTBYHOLLEE COODLLEHME.
[ins 3aBeplueHnst HaCTPOMKM HeobxoaMMO HaxaTb KHoMKy "OK" B MUHPOPMALIMOHHOM OKHe:

® f PIN-kog nons2o0BaTeEns M2MEHEH

PIN-KOQ NONBIOBATENA YCNEWHO WIMEHEH.

PucyHok 15 - CoobujeHue 06 ycnewHom usmeHeHuu PIN-koda nons3osamens
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5.4 YctaHosBKa PIN-Koga nognucm

Onepauus yctaHoBkM PIN-kofa noanucK BbINONHAETCS Ha 3NEKTPOHHBIX KNKoYax ¢ npunoxeHunem NOCT v annnetoMm
KpunTtoTokeH 2 31 npu nonyyeHun 3nekTpoHHOro kntoya. PIN-koa noanucu HeobxoamM Ans BbINOAHEHWS onepaLuui
3NeKTPOHHOM NOANUCH.

Onepaums [OCTyNHa TONbKO AnS He3abnoKMPOBAHHOMO NpuoxeHus. [lns BbINONHEHUS onepauuun TpebyeTcs npenb-
asneHue Tekywwero PIN-koga nonb3oBaTenst 4aHHOIO NPUAOXKEHUS.

Mocne ycraHoBku PIN-kopa noanucu goctynHa onepaums usmeHenuns PIN-koga nognucu (cMm. n. 5.5 "MameHeHne
PIN-kopa noanucu”).

PIN-k0d nodnucu 61okupyemcs nocie 8soda HenpasunsHo2o PIN-ko0a nodnucu 8 Koauyecmese pas, npesuiliaouee
yKazaHHoe 8 Hacmpolikax. a5 3a6nokuposarHHo2o PIN-koda nodnucu docmynHa onepayus e2o pazbioKuposaHus (cMm.
n. 5.6 "Pazbnokuposarue PIN-koda nodnucu’”).

» Ona yctaHoBku PIN-kopa nopanucu:

1.3anyctute Egmnbiin Knuent JaCarta n noakniounTe 3N1eKTPOHHbIN Koy ¢ npunoxeHuem NOCT ¢ annnetom KpunTo-
TokeH 2 3l k pazveMy USB nnu cuntbiBaTeNto CMapT-KapT KoMnboTepa. Ecn nogknio4eHo HECKONBbKO 3/1EKTPOH-
HbIX K/t0Yen, To BbibepuTe 3HAYOK HYXKHOrO K/to4a B 061acTm cnesa.

2.B ocHoBHOM OKHe EgnHoro knuexTa JaCarta B pexxume nonb3oBatens Haxmute kHonky "YcraHosuTb PIN-kop noa-
nucn” ong npunoxenus NOCT:

| JON ] & EnuHbiii KnuenT JaCarta

EanHbin KnueHT JaCarta Anagak

JaCarta

JaCarta

Hassawwe |aCarta-2 PKI/TOCT
CepHitHsid HoMep BOBCF3CA
Ofbem namaTa 80 KBadt
CeoBonnen namatw 21 KBaiT (27%)

Homep mopenu 1C207-12.F27 v4.0
HazoBuTe 3TOT HOMEP NpW OBPALLEHMA B TEXHWYECKYIO NOAARPHKY.

PKEQ;QI aocTy! cypcam _
|'| |-
PHNONEHHA — n K pe CmeHuts PIN-kon

rocr Cmenuts PIN-kon
ANeKTROHHAA NOANKCE
YerawosuTe PIN-kop nognvce

TEPREIIOATRER B PN
AAMMHMCTRATOPA

PucyHok 16 - KHonka "YcmaHosume PIN-kod nodnucu”
3.bynet otobpaxeHo OKHO anist yctaHoBkM PIN-koaa noanucu. 3anonHuTe nons B OKHe Ceaylmm o6pasoM (CMm.
pucyHok 17):
— B none "Tekywwuin PIN-koa" Beeaute PIN-kog nonb3osatens BbiIbpaHHOro NpunoxeHus (B LAHHOM NpuMepe npu-
noxenus roCT);
— B none "YcraHoBuTb PIN-koa nogonucu” BBeamTte 3HaveHme Hosoro PIN-koga nognucu;
Mpu 3a0aHuu Hosozo PIN-koda pekomeHAyemcs ucnosib308ames ByK8bl MOIbKO JAMUHCKO20 angasuma (abc...z,
ABC...2), uugpsi (123...0) u cneycumsonsi (~I@#...). Micnone3osarue npobena u cuMBos108 KUpUMIUUbI
Hedonycmumo. MuHumansHas onuHa PIN-koda none3osamens cocmassisem 6 cUMBO/I08.
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— B none "Mogreepantb PIN-kop noanmcu” BBegute 3HaveHme HoBoro PIN-koaa noanvcy noBTopHoO. Mpu 3TOM
3Ha4eHus, BBeAeHHble B nons " YctaHoBuTb PIN-kop nognucun” m "Moateepants PIN-kof noanncn” oomkHbI COB-
nafatb. Ecnun 3HaueHus He coBnagatoT, To ByaeT oTobpaxeHo coobuieHne 06 3TOM 1 onepauus He ByaeT npo-
[LO/KeHa [0 Tex nop, noka He Bynert BBefeHO apyroe 3HaveHme PIN-koga.

Mo YMONYaHUIO BBEAEHHbIE 3HAYEHUA PIN-kona nokasaHbl B CKpbITOM BUAE. YTtobbl MOKa3aTb UX B IBHOM BMAE

HaXMWUTE KHOMKY . [lns Bo3BpalleHus K 0OTOBPAXKEHMUIO B CKPbITOM BUAE HAXKMUTE KHOMKY .

Q @ & YcraHoewTb PIN-Kof nognvcu

Texkywmi PIN-kog nonssosatens

PR I

YcranoewTe PIN-kog nognucw

[LITTLETE T I

Nearteepants PIN-koa nognnek

k

PucyHok 17 - 3HaqeHus PIN-koda sgedeHbl gepHO
4.Tocne 3anonHeHMs BCeX MOMei KOPPEKTHbIMU AaHHbIMUM ByAeT AOCTYNHA Ans HaxaTus kHonka "OK". Mocne Haxa-
TWS Ha KHOMKY Mpu ycnewHown yctaHoBke PIN-kofa noanmcu nosiBUTCS COOTBETCTBYIOLLEe coobuieHue. [1ng 3aBep-
LIEHUS HACTPOMKKN Heobxoaumo HaxaTb "OK" B MHbDOPMaLMOHHOM OKHe:

[ ] ,@ PIMN-koq nognucK ycTaHoBNEH

3

PIN-ko4 noANKMCH YCNEWHO YCTAHOBARH.

PucyHok 18 - CoobujeHue 06 ycnewHol ycmaroske PIN-koda nodnucu

5.5 W3meHeHue PIN-Koga nognucu

Onepauus usmeHerms PIN-koga noanmcuK BbIMOMHAETCS HA 31IEKTPOHHbIX Kntouvax ¢ npunoxenmem MOCT u annnetom

KpuntotokeH 2 3l ¢ yctaHoBneHHbIM PIN-koaa noanucun. Onepaums ocTynHa ToAbKo Anst He3abnoKMpoBaHHOMO

npunoxenus. [1ng soinonHeHus onepaunm nameHeHns PIN-koga nognucu TpebyeTtcs npeabssneHue Tekyuero PIN-

KoZa Nonb30BaTens AaHHOIO MPUNOXKEHUS.

» Ona usmenenua PIN-kopaa noanucu:

1.3anyctute EpuHbin KnuenT JaCarta n nogknoumTe 31eKTPOHHbIN Koy ¢ npunoxeHuem FOCT ¢ annnetom Kpunto-
TokeH 2 3[ k pasbeMy USB nnu cumtbiBaTeNto CMapT-KapT KoMnbloTepa. ECn nogknio4eHo HECKObKO 3/1IEKTPOH-
HbIX K/lloueil, To BbibepuTe 3HAYOK HYXKHOrO K/itoua B 0bnacTtu cnesa.
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2.B ocHoBHOM okHe EgnHoro knueHTa JaCarta B pexxume nonb3oBatens Haxkmute kHonky "CmennTb PIN-kog noa-
nucun” ang npunoxenus NOCT:

[ NON ) & EnvHbil KnwenT JaCarta

EavHbin KnueHT JaCarta Anafnanu)

JaCarta

JaCarta

Haszsanwe JaCarta-2 PKI/TOCT

Cepuinsi Homep BOBCFSCA

O6besm namate 80 KBaar

Caoboanoi namstn 21 KBaar (27%)

Homep mopenu 1C207-12.F27 v4.0
HazosuTe 3T0T HoMEp NP 0BPALEHHK B TEXHWYECKYIO MOALERKKY.

n PKEelm i jlﬁ('ly :r]ﬂa"
PHNOMEHHA F—— 1 x pe Cumenuts PIN-Kkop,
- rocr Cmenuts PIN-kon
HACTPOEKN 3NeKTPOHHAR NOANKEL
CmeHuTs PIN-kog nognuce

TR PRENHWTLER B P MW
ADMMHMETPATORA

PucyHok 19 - Knonka "CmeHums PIN-k0d nodnucu”
3.bynet otobpaxeHo OKHO AN uamMeHeHus PIN-kopga noanucu. 3anonHuTe nons B OKHe ciefylowmuM 06pasom (cMm.

pucyHok 20):

— B none "Tekywmit PIN-kon" Beegute PIN-koz nonb3oBaTens BbIGpaHHOro NpUAOXeHUs (B LAHHOM NpuUMepe npu-
noxenusa rOCT);

— B none "Tekywwmit PIN-koa nognucu” eeeamte PIN-koga noanmcu;

— B none "Hoebih PIN-koa nognucn” BeBeamTe 3HavyeHne Hosoro PIN-kopga nognucu. MNpu 3ToM HOBOE 3HaYeHue
PIN-kofa nofnucu He JOMKHO COBMNAAATb C ero TEKYLMM 3HaveHueM. Ecnu 3HaueHunsa coBnagatot, To bynert otob-
paxkeHo coobLieHne 06 3ToM M onepaums He ByaeT NPoAo/KeHA A0 Tex nop, Noka He 6yaeT BBeAeHO Apyroe
3HaueHue PIN-kopa.

Mpu 3a0aHuu Hosozo PIN-koda pekomeHAyemcs ucnosib308ams ByK8bl MOIbKO JAMUHCKO20 angasuma (abc...z,
ABC...2), uugpsi (123...0) u cneycumsonsi (~I@#...). Micnone3osarue npobena u cuUMBosI08 KUpUMTULbI
Hedonycmumo. MuHumaneHas onuHa PIN-koda nonb3o8amens cocmasnsem 6 CUMB0/I08.

— B none "Mogreepantb PIN-kop noanucu” BBegute 3HaveHme HoBoro PIN-koaa noanvcu nosTopHo. Mpu 3TOM

3HaueHus, BBeaeHHble B nons " Hoebit PIN-koa nognucn” u "Moareepamts PIN-koa noanmcn” fomkHbl coBna-

fatb. Ecnv 3HayeHus He coBnapatoT, To Byaet otobpaxkeHo coobuieHme 06 3TOM 1 onepaumsa He Bynet nponon-
XKeHa [10 Tex nop, noka He byneT BBeLleHO apyroe 3HavyeHue PIN-koza.
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Mo ymonyaHuio BBeaeHHble 3Ha4YeHUs PIN-koga nokasaHbl B CKpbITOM BuAe. YTo6bl NOKa3aTb UX B IBHOM BUAE

Ha>XMUTE KHOMKY . ,ﬂ,.ﬂﬂ BO3BpalWLEHNA K 0T06pa)KeHl/|r0 B CKPbITOM BMAE HAXMUTE KHOMKY .
‘0@ & Cmenuts PIN-Kkop, nognncu |

Tekywmi PIN-Kkog Nons3oBaTens
Loy

PR Ib

Tekywmi PIN-Kkog nognucK
Loy

HoBsi PIN-KoA nognmck

MNoareepauTe PIN-Koa nognuck

PucyHok 20 - OkHo usmereHus PIN-koda nodnucu. 3Ha4yeHus PIN-ko0a esedeHbl 8epHO

4.Tlocne 3anonHeHMsl BCEX NOEN KOPPEKTHbIMU AaHHBIMKM ByAeT A0CTYNHa ANna Haxatna kHonka "OK". Mocne Haxa-
TWS Ha KHOMKY MpM ycnewHow yctaHoske PIN-kofa noanmcu nosBuTCS COOTBETCTBYIOLLEe coobleHue. 1ng 3asep-
LUEHMS HACTPOKKKM Heobxoanmo HaxaTb "OK" B MHDOPMALIMOHHOM OKHE:

[ ] & PIN-kop nognvcK MaMeHeH

PIN-k0 NOAMMCH YCNBWHO M3MEHEH.

PucyHok 21 - CoobueHue 06 ycnewHom uzmeHeHuu PIN-koda noonucu

5.6 Pa3bnokumposaHue PIN-koga nognucu

Onepauus pasdnokupoBaHusi PIN-kofa noLnucK BbIMOMHAETCA HA 3NEKTPOHHbIX Ktoyax ¢ npunoxernmem NOCT ¢ an-
nnetom KpuntotokeH 2 3l u 3abnoknpoBaHHbiM PIN-kogom nognucu. Onepaums AOCTyNHa TONbKO Ans He3abnoku-
POBAHHOMO NPUIOXKEHMS.

B pe3ynemame pas6nokuposaHusa PIN-koda noonucu npoucxodum copoc cyemyuka HesepHbix nonsimok esoda PIN-kooa,
3HaveHue PIN-koda nodnucu npu 3mom He u3MeHsemcs.

[Iins BbinonHeHWs onepauuu paszbnokuposanus PIN-koaa noanuck Tpebyetcs npenbssnenve PUK-kofna paHHoro
NPUNIOXEHUS INEKTPOHHOrO Kitova. MHpopmaums o6 yctaHoBke PUK-kona oTobpaxkaeTcs B 0OCHOBHOM OkHe EanHoro
Knuenta JaCarta B pexxume agMuHucTpaTopa (cm. n. 6.1 "TipocMoTp uHdOpMaLUmn 0 NPUNOXKEHUSIX HA SNEKTPOHHOM
Knoye").

Ecnn PUK-kop, He ycTaHOBNEH, TO BO3MOXEH BapuaHT pa3bnokuposaHus PIN-kona noanuck ¢ Mcnonb3oBaHMeM Me-
XaHW3Ma "3anpoc-oTBeT". B 3T0M cnyyae notpebyeTcs yyacTve B npoueaype agMMHUCTpaTopa 6€30nacHoCTU.
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Mocne pasbnokuposaHug PIN-koga noanucu goctynHa onepauus nsmenernums PIN-koga nognucu (cm. n. 5.5 "M3meHe-
Hue PIN-kopa nognucu”).

» Ona pas6nokuposaHua PIN-kopa noanucu c npeabasnedinem PUK-kopa:

1.3anyctute Epunbiin KnuenT JaCarta n noaknoumTe 31eKTPOHHbIN Koy ¢ npunoxeHuem FOCT ¢ annnetom KpunTo-
ToKeH 2 3l k pasbeMy USB nnu cumtbiBaTeNto CMapT-KapT KOMMboTepa. ECn nogknio4eHo HECKOMbKO 3/TIEKTPOH-
HbIX K/O4eW, TO BbiDepuTe 3HAYOK HY)XHOTO Kto4a B 0bnactu cnesa.

2.B ocHoBHOM okHe EgnHoro knuexTa JaCarta B pexxume nosib3oBaTenst HaxmmTe KHonky "Pasbnokmposate PIN-kozg
nognucu” ang npunoxenus FOCT:

[ NON & Epumubid KnuenT JaCarta

EavHbin KnneHt JaCarta AnaggauH

JaCarta

JaCarta

Hasmamwe JaCarta-2 PKIfFOCT
CepuiHui Homep BOBCFSCA
Ofbem namsta 30 KBait
CeoboaHoi namatu 22 KBa#T (27%)

Homep monenn 1C207-12.F27 v4.0
HasoBMTE 3TOT HOMED NpK 0OPAWEHHK B TEXHUYECKYIO NOAARPKKY.

R
P Be30NacHsA AOCTYN K pecypcam Cuenuts PIN-kon

rocr CmennTs PIN-kon
ANeKTROHHAA NOANKCE
PasBnokuposats PIN-KOA nognucy

MEERENKNATLER B PREAR
| AAMWHWCTRATORA

PucyHok 22 - EduHeili KnueHm JaCarta. [nagHoe okHo
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3.bynet otobpaxeHo CTapTOBOE OKHO MacTepa pasbnokuposaHus PIN-koma noanucu. Beibepute cnocob pasbnoku-
poBaHusa "Ucnonb3osate PUK-koa" (CM. pucyHok 23):

[ [ ] [ ] f MacTep pazbnokvposadmna PIN-kopa

Cnocob pasbnokuposanna PIN-koaa
Bubepwute cnocob pazbnokmposanma PIN-Koaa.

(O Wcnonesosate PUK-kop,
PasGinokupoeare PIN-koa © nomowen PUK-koaa

@ 3anpoc - oTeer
Pasbnokuposars PIN-KOA, HCMONbIYA MEXAHWIM 3ANPOC-OTRET

Mo speMerw
Ina 3Toro Tokexa pasbnoxknposanue PIN-koaa no BpeMeds HEQOCTYNHD

Danee >

PucyHok 23 - Macmep paszbnokuposarus PIN-koda nodnucu. Beibop cnocoba pazbnokuposaus "Micnonszoeams PUK-k00"

4. Haxmute kHonky "Oanee”. byneT oTobpaxkeHO 0KHO MacTepa pa3bnokupoBaHus PIN-koaa noanvcu ans Beoaa
PUK-kopa npunoxenus. B none "PUK-kon" Beeaute 3HaueHnne PUK-koaa.

lpu npessbiweHUU 00NYCMUMO20 KOUYECMBA HedepHbIX Nonsimok 8800a PUK-ko0 6nokupyemcs. Pa36bnokuposaHue
PUK-koda cpedcmsamu EduHozo knuenma JaCarta He npedycmompero. [ns pazébnokuposaHus PUK-koda obpamumecs
K adMuHucmpamopy 6esonacHocmu.

[ NON | & MacTep paabnokuposaua PIN-koga
PasGinokuposaHwe PIN-Kofa © noMowss PUK-koaa

Beepute PUK-kon

PUK-xon

m OcTanocs NoNLITOK 10

PucyHok 24 - Macmep pa3zbnokuposarus PIN-koda nodnucu. Beoo PUK-koda
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5.HaxmuTte kHonky "Pa3bnokupoBath’. B cnyyae BBona BepHoro PUK-kopa 6yneT BbinonHeHo pa3bnokupoBaHue
PIN-kopa nognucn. Mudopmaunsa ob 3ToM 6ypeT oTobparkeHa B 3aK10UMTENBHOM OKHe MacTepa pa3bnoknposa-
HUS:

@ [ ] & Macrep pasbnokuposanus PIN-koga

PasGnokwposanue PIN-kopa
Pe3ynbTaT pasénokuposakia PIN-KoQa NpHBEAEHE B OTYETE

Omyer:

Pasbnoxupoeanue PIN-xkoga
OBHOBNEHUE NAPAMETPOB
~ Pasbnowuposanue PIN-kona GLN0 YONEWHO BHNOAHEHD

< Hasan 3apeplHTL

PucyHok 25 - Macmep paz6nokuposarus PIN-koda nodnucu. MHgopmayus 06 ycnewHoM pasbaokuposaHuu

6.HaxmuTe KHOMNKY "3aBeplumTb”, 4TOObI 3aKPbITh OKHO MacTepa pa3biiokKMpoBaHMS.

» Ona pas6nokuposaHua PIN-kopa noanucu c ucnonb3oBaHMeM MexaHusMa "3anpoc-oTBeT”
1.BbinonHute warn 1-2 npouenypsbl pasbnokmposaHus PIN-koma noanucu ¢ npeabvssneHnem PUK-koaa (cMm. Bbiwe).

2.B cTapToBOM OKHe MacTepa pa3bnokupoBaHus PIN-koaa noanucu Boibepute cnocob pasbnokupoBaHus "3anpoc-
oTBeT":
| NoN | & MacTep paabnokuposaua PIN-kopa

Cnocob pasénokuposanna PIN-koaa
Buibepute cnocob pasBnokmposanua PIN-koaa.

@ Vicnonssosate PUK-kog,
Pasbnokuposars PIN-kon ¢ nomowsi PUK-koaa

(O 3anpoc - oTaer
PasGnokWpoBaTs PIN-KOA, HCMONL3YA MEXAHWIM 3aNpoCc-oTEET

Mo spemenn
[lna 3Toro Tokexa pasbnoknposanue PIN-kopa no BpeMeHs HeQoCTYNHD

Danee >

L 4

PucyHok 26 - Macmep pa3z6nokuposarusi PIN-koda nodnucu. Beibop cnocoba pazbnokuposarus "3anpoc-omeem”
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3.HaxmuTte kHonky "[anee". bynet oTobpaxeHo OkHO MacTepa pa3bnokuposaHus PIN-koga nognucu c aBToMaTuye-
CKM CreHepupOoBaHHbIM 3HaYeHneM B nose "3anpoc” (cM. pucyHok 27). lNepepaiite 370 3HaYeHWe agMUHUCTPATOPY
6e3onacHocT NtobbIM yA06HBIM cnocoboM, Hanpumep, no e-mail. loxautech oTBeTa. B npouecce oxupaHus
MOXHO 3aKpbITb OKHO MacTepa pa3bniokmposaHusa PIN-koga nognucw.

4.Tonyuute oT agMUHUCTpaTOpa 6e3onacHOCTHU 3HaveHue ang pasbnokuposanusa PIN-koga noanucu 1 BBeauTe ero B
none "OTget":

[ JON ] & Mactep paabnokuposaHma PIN-koga

Pasfinokwposanmue PIN-KOQA € NOMOLWE MEXAHM3IMA 3aNPOC-OTEET

MepeaaiTe 3aNpoc BaWEMY 2AMUHACTRATOPY 6E30NACHOCTH W BRRAMTE
NONYYEHHBIA OTEET

3anpoc

| 4E410023216752570000 |

OTeer

| 9F4BB3CD02D01CTC] |

PucyHok 27 - Macmep pa3zbnokuposarus PIN-koda nodnucu. [lonydeHue 3anpoca u 88oda omsema

w

5.HaxmuTe kHonky "Janee". byaet BbinonHeHo pasbnokuposaHue PIN-kopa nognucu. MHdopmaums ob 3tom byaeT
oTOb6paXeHa B 3aK/IHOYMTENIBHOM OKHE MacTepa pa3baoKMpOBaHUS:

{ [ ] [ ] é’ MacTep pasbnokvposaHua PIN-kopa

PasGnokwposanue PIN-kopa
PeayneTat pasbnokuposanna PIN-Koaa npHBeaeHs! B OTYETR

OTuer:

Pasbnokupoeanue PIN-koaa
OSHOBNEHWE NAPAMETPOR
+ Pasbinowuposadue PIN-kona Buno YENEWHE BHNOAHEHD

J

PucyHok 28 - Macmep pazbnokuposarus PIN-koda noonucu. MH@opmayus o ycnewHom pa3bnoKuposaHuu
6.HaxxmuTe KHOMKY "3aBepwmnTb”, YTOObI 3aKpbITb OKHO MacTepa pa3b/iokKMpoBaHMS.
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6. PaboTa B NporpamMme B pernuMe afMrUHUCTPATopPa

B pexxume agMuHucTpaTopa EamHoro Knuenta JaCarta poctynHbl cnefyolme onepauum ¢ SN1EKTPOHHbIMU KHO4YaMu

AN He3ab/10KMPOBAHHBIX MPUIOXKEHWIA:

e  NpoCcMOTp MHDOPMaLMK 06 3NEKTPOHHOM KITHOUE U NMPUIOKEHNUSX HA INEKTPOHHOM KITHOYE;

e pOBEpPKa LEeNOCTHOCTM NPUNOXEHUS (/15 SNEKTPOHHbIX Kntoyen ¢ npunoxeHunem MOCT ¢ annnetom Kpunrtoto-
KeH 2 30/ 3 3N);

. onepaunun c CepTl/Iq)VIKaTaMMZ CO34aHuMe 3anpoca Ha CepTVId)VIKaT M COXpaHEHME €ro B cbaﬁn no yKa3aHHOMY NyTH,
nMnopTt CepTMCbVIKaTa B MaMATb IIEKTPOHHOIO K/o4a, 3KCNopT CepTVIq)MKaTa M3 NaMATU SNEKTPOHHOIO K/Ko4ya,
npocMoTp CepTVICbVIKaTa, XpaHALWeEerocqa B NaMAT 3N1IEKTPOHHOIO K/ko4a,

. onepauuun c 00beKkTaMu B NaMsTH 3N1EKTPOHHOrO K/1ko4a: NpoCMOTp CnNHCKa 06'bEKTOB, XPaHAWMUXCA B NaMATU
3N1IEKTPOHHOr O Knto4a, yaaneHue 00BbEKTOB M3 NaMsATH SJIEKTPOHHOIO K/iko4va.

B 0aHHOM 0oKymeHme onucaHbsl onepayuu, Komopsle He mpebyiom asmopu3ayuu Ha 31IEKMPOHHOM KJlK4e C
npedvsisneruem PIN-koda admuHucmpamopa. Onepauyuu, mpebyrowue goda PIN-koda admuHucmpamopa
onucaHel 8 0okymernme "EQuHbili Knuenm JaCarta 2.13. Pykosodcmeo admuHucmpamopa 015 macOS”

6.1 pocMoTp NHPOPMALMM O NPUMOKEHUAX H3 INEKTPOHHOM K/lo4e

[ng npocMoTpa MHDOPMALMM O NPUNOXKEHUSX HA 3NEKTPOHHOM Kitove ¢ nomoubio EanHoro Knuenta JaCarta He Tpe-

ByeTcs aBTOpU3aLMA HA INEKTPOHHOM KITHOYE.

» Ana npocMoTpa UHGOPMALLUM O NPUNTONKEHUAX HA 3IEKTPOHHOM Kiioue:

1.3anyctute Eannbin KnueHt JaCarta u noakNounTe 31EKTPOHHbIN KNtoY K pasbeMy USB unu cumtbiBaTento cMapT-
KapT KOMMbloTepa.

2.Hdopmauma 06 3neKTPOHHOM Kitode ByaeT oTobpaxkeHa B OCHOBHOM OKHE HEMeANEHHO, BbIMONHEHWUS LOMNOMHM-
Te/bHbIX AeNCTBUI He TpebyeTcs. ECnn NOAKNIOYEHO HECKObKO 3N1EKTPOHHbBIM KNKYeW, TO BbibepuTe 3HaYOK HYX-
HOro knto4a B 06nacTu cnesa.
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3.Haxxmute KHoMKy "[lepekntoumnTbCs B peXXMM agMuMHucTpatopa'. byaeT otobpaxeHo oCHOBHOe OkHO EauHoro Knu-
eHTa JaCarta B pexxumMe agMUHUCTPaTOpa:

& EoMHblA KnuedT JaCarta

EaunHbiv KnueHTt JaCarta

Ivanow

PREMITHATRCA B PRKMM
NGALICBATENE

AnagauH i

lvanov

Wudopmauma o Tokewe |IPKI | TOCT

WHDOPMALMA O CYUMTEEATENE
Hazsanue

WHdbopmawus o TokeHe
Hazsanme

Homep mogenwn

CepuiHEA HOMED

MonHeR CEPUAHBIA HOMED
061wan naMaTs

Crobognan namaTs

Jlara npowssoacTea
Wndopmaums o npunoxernu PKI

Wmn

CaoboaHan NaMATE

PIN-koa

JQnuxa PIN-kopa agMuHKCTpaTopa
MaKe. KONMYECTBO NONLITOK BEOAA
PIN-KOAa agMUHHMCTRaTOPa
OcTanocs NoneIToK BROAA
PIN-KoAa aaMUHHCTRATOPA
Cnocob ayTeHTuduKanmm

Cnocob ayTenTudukaumnm
AAMUHKCTPATOpPa

Mopnepka GUOMETPHM
Whdopmawus o npunomednn MOCT

Wus

CaoboaHan NaMATE

JQnwna PIN-kopa

PIN-koa

Makc. KonuyecTeo nonwToK Becaa PIN-kopa
Ocranocs noneiTox seoga PIN-koga
PIN-koA noanmnon

Makc. konm4ecTso nonwToK Beoaa PIN-koaa noanuck

Ocranoces nonwTok Bsoaa PIN-koaa noanucu

|2

Aladdin R.D. JaCarta

JaCarta-2 PKIJTOCT
JC207-12.F27 vd.0
15BCCADD
4E41002321675257
80 Kbair

14 KGadr (17%)
2018-10-02

Laser

Ivanov

14344 Bait
He ycranoeneH
[4..16]

5

5
PiN-kon
PiN-kon
Her

KpuntoToken 2 3N
JaCarta rOCT
14344 Bait
[6..32]
Yeranoenen

10

PucyHok 29 - MIHgopmayus 0 npunoxeHusix Ha 31eKmpoHHOM KJIo4e 8 pexume adMuHuCcmpamopa

[ng BbIBpaHHOrO KNOYa B PEXMME agMUHUCTPATOPA MO YMONYaHUI0 oTobpaxaeTcs Bknaaka "MHbopmaums o To-
KeHe", B KOTOPOW COLepXnTCS MHDOPMaLMs O cuuTbiBaTene, MHPopMaLmMs 06 31eKTPOHHOM Ktoue U HdopMaLms
0 KaXA,0M NPUIOXEHUM HA INEKTPOHHOM KJTHOYeE.

[ns kaxporo npunoxXxeHud, yCTaHOBIEHHOI0 B NAaMATU 3/IEKTPOHHOIO K/lkoYa, 0T06pa)KBETCﬂ canepywuad VIHdJOpMa-

uma;

— "Annnet" - Ha3BaHMe annneTa, KOTOPbIM peannsyeT PyHKUMOHANbHOCTb LAHHOIO NPUIOXEHWS;

— "MIMa" — 0603HauYeHMe 3NEKTPOHHOrO K/H4a;

— "OnnHa PIN-kopa nonb3oBatens” — KonmMyecTso cuMBonoB PIN-koaa nonb3oBaTtens NpunoXKeHus:;

— "PIN-kog" - ctatyc PIN-koaa nonb3oBaTensi NpUNoXKeHMS: YCTAaHOBNEH/HE YCTAHOBEH;

— "Makc. konunyecTBo nonbiTok BBoAa PIN-koaa nonb3oBarens” — MakCMManbHO AOMYCTUMOE YUCIO HEBEPHbIX MO-
cnepoBaTenbHbIX NOMNbITOK BBoAa PIN-Koda nonb3osarens;

— "OcTanock nonbiTok BBoAA PIN-koga" — KonnyecTBo HeBepHbIX NonbiTok BBoaa PIN-koaa nonb3osartens o 6no-

KUPOBKWU BO3MOXXHOCTU UCMOJIb30BaHNA PIN-kopa nonb30BaTens,

— "OnnHa PIN-koga agMuHucTpatopa” — onvHa PIN-koaa aaMuHUCTpaTopa BbIOBPAHHOIO NpUAoXeHUs (TONbKO Ans

npunoxenuit PKI, STORAGE);

— "Makc. konunyecTBo nonbiTok BBoAa PIN-koaa aaMuMHUCTpaTopa” — MakCMManbHO LOMYCTUMOE YMCNIO HEBEPHbIX
nocnefoBaTenbHbIX NonbITok BBoAa PIN-kona agMuHucTpatopa (Tonbko ang npunoxenuii PKI, PRO, STORAGE);

— "OcTanock nonbiTok BBoAA PIN-kopa agMuHMCTpaTopa” — KONMYECTBO HEBEPHbIX NOMbITOK BBoAa PIN-koga nonb-
30BaTensi 40 610KMPOBKM BO3MOXHOCTU ncnonb3osaHusa PIN-koga aaMuMHUCTpaTopa (TONbKO ANS NPUNOXEHUN

PKI, PRO, STORAGE);

— "Cnocob ayTeHTUPUKALMM" — YCTAHOBAEHHbIM CNocob ayTeHTUdMKALUM NONb30BaTENS;

— "Cnocob ayTeHTUPUKALMM aAMUHUCTPATOPA" — YCTAHOBNEHHbIVM CNOCO6 ayTeHTUDUKALMM AAMUHUCTPATOPa;

— "TMopnepxka GUOMeTpUM" — CTaTyC NOALEPXKKU UCNONb30BaHUS BUOMETPUU: Aa/HET;
— "PUK-kon" — npusHak Hanunuusa yctaHoenenHoro PUK-koaa (tonbko ans npunoxenmsa FOCT ¢ annnetom Kpunto-

TOKeH 2 JM);
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— "MakcumanbHoe Yncio nonbiTok BBoga PUK-koa" — MakcuMManbHO fONYyCTUMOE KOMMYECTBO HEBEPHbIX MOCieno-
BaTeNbHbIX NonbiTok BBoAa PUK-kopa (Tonbko ans npunoxerus FTOCT ¢ annnetom KpuntotokeH 2 3M1);

— "Yucno ocrasumxca nonbitok BBoaa PUK-kopa” — konuuyectso octaBwmxcs nonbiTok BBoga PUK-kopa.

— "Bepcus TokeHa" — HOMep BepCMM 3NEKTPOHHOIO KtoYa (Tonbko ang npunoxenus FOCT);

— "Bepcus npunoxeHus" — HoMep BepCcumM yCTaHoBNeHHOro annaeta KpuntoTokeH 2 3M1 (TONbKO AN NpUIoXeHus
IOCT c annnetom KpuntoTtokeH 2 3MM);

— "KonnuecTtBo Kko4eBbIX Nap” — KOMMYECTBO K/OUEBbIX Nap, XPAHSALLMXCA HA TOKEHE HA TEKYLUMIA MOMEHT (TONIbKO
ang npunoxenus FOCT ¢ annnetom KpuntotokeH 2 3I1);

— "KonnuyectBo cekpeTHbIX K/4ein" — KOMYEeCTBO CEKPETHBIX KIHOUEN, XPaHALWMXCS HA TOKEHE Ha TEKYLMI MO-
MeHT (Tonbko ans npunoxenus FOCT c annnetom KpuntotokeH 2 31M);

— "KonnuyectBo oTKpbITbIX KtOUYEH" — KONMYECTBO OTKPbITbIX KIHOUYEN, XPAHALWMXCSA HA TOKEHE HA TEKYLMMA MOMEHT
(tonbko ans npunoxernms NOCT ¢ annnetom KpuntoTokeH 2 3M);

— "PexvM npenbsaBneHus KnoYa aAMMHUCTPATOpPa” — YCTAHOB/IEHHbIN PEXUM NPeabsaBeHUS Ko4Ya agMUHUCTPa-
Topa (Tonbko ang npunoxexus FOCT);

— "KonnuecTtBo pa3zbaokMpoBOK" — KONMYECTBO YCMELHO BbIMOAHEHHbIX pa3bnokuposaHuii PIN-koga nonb3osa-
Tens (tonbko ans npunoxenns FOCT ¢ annnetom KpuntotokeH 2 3M1).

6.2 Co3gaHue 3anpoca Ha cepTuduKaT

[nga cospaHus 3anpoca Ha ceptudumkaT EamHoro KnunenTta JaCarta TpebyeTtcs aBTopnsaums Ha 31eKTPOHHOM KJitoue C
npeabvsasneHnem PIN-kona nonb3sosatens.
P LOna cospaHua 3anpoca Ha cepTuduKar:

1.3anyctute EgmHbiin Knuent JaCarta u nogknioumnTe 3N1EKTPOHHBIN Koy ¢ npunoxeHunem NOCT ¢ annnetom Kpunto-
TokeH 2 3 unmn KpuntotokeH 3 3l k pasbemy USB unu cumtbiBaTento cMapT-kapT KomnbloTepa. Ecnu nogknoueHo
HECKOJIbKO 3/1eKTPOHHbIX K/HOYEl, TO BbibepuTe 3HaYOK HYXXHOrO Ktova B obnactv cnesa.
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2.HaxxmuTe KHOMKY "lMepekntounTbcs B pexxmM aaMuHucTpaTopa”. byaet otobpaxkeHo 0CHOBHOe 0kHO EamHoro Knu-
eHTa JaCarta B pexxuMe agMuHucTpaTopa. Boibepute BknagKy ¢ HAMMEHOBAHMEM MPUNOXKEHUS, AN KOTOPOro Heob-
XOAMMO CO34aTb 3aNpoC Ha cepTUdUKAT U HaxmuTe kKHonKy "Beectn PIN-kopa". B nosBuBwemcs okHe "ABTopu3a-
uns" eeeante PIN-koa npunoxeHus:

[ JON & EnuHbiit Knuent JaCarta

Eaunbin KnneHT JaCarta Ana‘\g,qnu)

JaCarta

JaCarta

| Hudopmauns o TokeHe | PEI | rocT |

Onepaumi € NpUACKEHHEM

% YeranosuTs PIN-kog
NONEI0EATENA...

%CMEHHTI: PIN-ko, Q PO —
MHHHCTRATOPA
[ ] ® & Astopuzauma O .
A
Beect PIN-xo4 nonssosarTens
HacTpofkw
MEPRENHMTER B PEMK ns goocMorpa Bce
EXN KX | D

PucyHok 30 - Aemopu3ayus ¢ nomowsto PIN-koda none3o08amensi Ha 31eKMpoHHOM KAak4e 8 npunoxeHuu PKI
KHonka "Co3gaHue 3anpoca Ha cepTudumKaT" CTAaHOBUTCA AOCTYNHOM nocne BBoaa PIN-koaa nonb3oBartens.
HaxxmuTte kHonky "Co3paHue 3anpoca Ha cepTudumKat”, 4Tobbl MPUCTYNUTb K BbIMONHEHMIO onepauuu. Ha skpaHe
NnosIBUTCS CTAapTOBOE OKHO MacTepa CO34aHMs 3anpoca Ha cepTUdUKaT. 3anonHUTe Nons cneaylwmm obpasom (cMm.
pucyHok 31):
— B none "MImqa" BBeguTe HaMMeHOBaHUA co3gaBaemoro ceptudukara. MNone asngeTca 0bg3atenbHbIM 4715 3anonHe-
HUS;
— B pacKpbIBaKOWEMCS cnmcke "Tun knoyeBoi napbl” Bbibepute anroput™ wndposarmsa "RSA” (3apaH no ymonua-
Huto) nubo "EC”;

— B packpblBatoLweMcs cnucke "Pasmep kitoua” BoibepuTe pasmep OTKpbITOro kitoua. 1o ymonyaHuio BbibpaHo 3Ha-
yeHue "1024".
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] @ & MacTep cosgaHua 3anpoca Ha cepTUOUKAT

3anpoc Ha CepTUdHKaT
YKAMMTE HMA W NAPAMETDS KIIOYLBOH Napw ANA CO3AAHMA 3aNpoca Ha
CepTHhUKaT

| Weanos M.

Kniuesas napa

T s e
Pasmep wmowa (1024 W

PucyHok 31 - Macmep co3daHus 3anpoca Ha cepmugukam. Beod umeHu u napamempos Kaw4egoli napsl”

3.Haxmute kHonky "[anee”. byaeT oTKpbITO Cleaytowee OKHO MacTepa Ans BBOAA NapaMeTpoB COXpaHeHus danna

CO34aHMSA 3anpoca Ha CepTUPUKAT (CM. PUCYHOK 32). 3anonHUTe Nons cnepyrowmM obpasom:

— B none "Mms danna” ykaxxute nyTb COXpaHeHUs Gaiina 3anpoca Ha cepTudukar. [ns 3Toro HaxmmTe KHonky "06-
30p" 1 BblbepuTe HYXXHYIO Nanky. Mo yMonYaHUIo 3anpoc Ha cepTUdUKAT ByaeT coxpaHeH B daiine ¢ UMeHeM,
COBMaAaloLLEM C UMeEHEM cepTudMKaTa, KOTopoe BbiNo BefeHO B NpeablayLeM OkHe U ¢ pacupernneM "pl0”.
Mone siBngeTcs 06g3aTeNbHbIM 4015 3aN0NHEHUS;

— B none "Boibepute dopmart 3anpoca” Bbibepute dhopmart daiina 3anpoca Ha ceptudukat: "@ainbl X.509 B koau-
poeke DER" nu6o "®arnnbl X.509 Base-64";

— yCTaHoBUTe O0TMeTKY "KonunpoBaTb B Bydep o6MeHa", ecin HY)KHO CKONMPOBaTb 3anpoc Ha ceptudukar B bydep
obMeHa. 3anpoc KonupyeTca B 04HY CTPOKY 6e3 Teros.

[ ] [ ] & MacTep co3gaHua 3anpoca Ha cepTHOWKAT

3anpoc Ha cepTHdukar
YKAMHTE HMA Paina ¥ NApaMeTpsl CoOXpaHeHWa Gaina Ana CO3AAHWA 3ANPOCA Ha

CEPTHHWKAT
MmMa daina
| JUsers/admin/Documents/Mearos W..p10 |

Bubepwre dhopmar danna 3anpoca:

O dadnw X.509 B koawposke DER

@ dadnw X.509 B koauposke Base-64

D Konwpoeate B Bydep obuena

PucyHok 32 - Macmep co3daHus 3anpoca Ha cepmugukam. Beod napamempos ¢atina 3anpoca Ha cepmugukam
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4. HaxmuTe kHonKy "Janee”. byaeT oTKpbITO cnefyrolee OKHO MacTepa A/ yKasaHus Onuuii UCNOAb30BaHUS KYa
(cM. pucyHok 33). YcTaHOBUTE OTMETKY B OMUMAX, KOTOpble HE06XxoaMMbl Anig paboTsl katoya. [pynna copepxur cne-
AyroLme HaCTPOMKMU:

— Undposasg nognucs;

— HeoTtkasyemocTb;

— lUndposaHue kntouen;

— lUndposaHue faHHbIX;

— CornacoBaHue knouei;

— MopnucaHue ceptnudurkaTta ¢ NOMOLLLIO KNHOYa;
— MopnucaHune cnucka oT3biBa cepTUPUKATOB;

— Tonbko wudpoBaHue;

— Tonbko pacwudpoBaHue.

[ ] [ ] & MacTep co3gaHua 3anpoca Ha cepTHOUKAT

3anpoc Ha cepTHdHKAT
YiamuTe ONUMK MENONLIOBAHMA ANA CO3AAHMA 3ANPOCA HA cepTHduKaT

Wcnons3osaHKe Knioya

Unbposas nognwcs

HeoTkasyemocTs

Wnposanne KAnYeR

UM PpOBAHHE fAaHHEIX

Cornacopanue Knued

MoanWcsBaHWEe CEPTHHMKATA C NOMOWLID KNKYa
MoanucsiBaHWe CNACKA 0T3biBa CRpTHHMKATOR

Tonsko WHpposaHWE

OO0O00O0ORKEE]

Toneko pacwwdposanne

<o

PucyHok 33 - Macmep co3daHus 3anpoca Ha cepmugukam. Onyuu ucnonb308aHUS KI4Ya

Haxmute kHonky "[danee”. byaeT 0TKpbITO OKHO AN9 YKa3aHWs ONuMi NnpegHa3HavyeHus (CM. pucyHok 34). YctaHo-
BMTE OTMETKY B OMLMAX, A1 KOTOPbIX NpeaHa3HavaeTcs ceptudumkart. [pynna cofepxuT cneayolme HacTpOnKu:

— lNpoBepka NOAIMHHOCTU KIUEHTa;
— 3alWMLEHHAn INEKTPOHHAs NOYTa;
— lNpoBepka NoaMHHOCTK CepBepa;
— Mopnuce koaa;

— JloBepeHHOe BpeMs.
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[ ] [ ] & Macrep co3panms sanpoca Ha cepTudUKaT

3anpoc Ha cepTWdHKaT
YKamuTe ONUMH NPeSHAIHIYEHUA ANA COIAAHNA 3ANPOCA HA CEPTHRMKAT

MpeaHasHaYEHWe

| Nposepxa noanuHHoCTH KNKEHTa
| 3awmwenwas anexTpoHHaA nouta
MNpoBepka NeAAHHHOCTH CEpEEpA
Moankcs koga

JoBepeHHoe BpeMa

OOORIR

4

|

PucyHok 34 - Macmep co3daHus 3anpoca Ha cepmugukam. Onyuu npedHazHavyeHus cepmugpukama
5.Haxxmute kHonky "[lanee”. bByaet oTKpbITO OKHO 4J1 MPOCMOTPa BCEX BBEAEHHbIX MapaMeTpoB CO34aBAEMOrO 3a-
npoca Ha ceptudumkaT. ng nuamMeHeHns napaMeTpoB HaXXMUTe KHONKY "Hazag', BepHMTECh K HY>)XHOMY OKHY U oTpe-
[aKTUpyMTe napaMeTpbl:

@ [ ] & MacTep co3gaHua 3anpoca Ha cepTUHUKAT

3anpoc Ha cepTHdHKAT
3anpoc Ha cepTrdMKaT ByneT co3NaH B COOTEETCTEMM CO CNEAYIHLHM:

Omyer:
Hassanue 3nayenne &
WmMa npanomesna JaCarta Laser
WMa cepTHduKaTa Heanos W.
. fUsers/admin/
Wma paina Documents/
Heanos W..pl0
Tun knwya RSA
Pasmep xknwoua 1024
Mcnonsaosakne Knoya
Undposans nognuce da
HeoTkasyemocTs Ja
LM poBaHHE KNNOYER Ja v

PucyHok 35 -Macmep co30aHus 3anpoca Ha cepmugukam. [Tapamempsl 3anpoca Ha cepmugukam”
6.Haxmute kHonky "[danee". byaeT BbINONHATLCS CO34aHMeE 3anpoca Ha cepTudmkar. 1o 3aBepLueHno Co3aaHUs 3a-
npoca Ha cepTudukaTt byaeTt BoiBeaeHa MHPopMaums 06 3Tom. Dain 3anpoca Ha cepTUdUKAT ByAeT COXpaHeH no
YKa3aHHOMY MyTU.
7.HaxmuTe KHONKy "3aBepunTb” AN4 BbIXOAA U3 MacTepa CO34aHMS 3anpoca Ha cepTuduKar.

6.3 Onepauunn c 06bEKTaMN B NAMATU SNEKTPOHHbBIX KNOYeln

[Lns BbINONHEHUS onepaumnit ¢ 06beKTaMM, XPaHSLLMMUCS B NAMSTU 3/IEKTPOHHOTO Kloua TpebyeTcs aBTopu3aums Ha
3/1EKTPOHHOM KJitoue ¢ npeabsasneHnem PIN-koma nonsb3osatens.
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Onepayuu ¢ 06vekmamu 8 NamMamu 371EKMPOHHbIX KKYel peKoMeHAYemcs 8bIN0JHIMb N0 YKA3AHUK
aOMUHUCMpPamopa.

B naHHOM pa3pene onepaunu ¢ 06beEKTaMM ONUCaHbI HA NpUMepe cepTUdUKATOB B NpunoxerHmn PKI.
6.3.1  poCMOTp CNUCKAE 06 BEKTOB

P Llna npocMoTpa cnucka 06bEKTOB:

1.3anyctute Epmnbiit KnueHt JaCarta v nofKnouMTE 3NEKTPOHHBIN KoY K pazbemy USB unu cuntbiBaTento cMapT-
KapT KomMnbtoTepa. Ecnm noaknoYeHo HeCKObKO 3NEKTPOHHBIX K/OYeR, TO BbibepuTe 3HAaUOK HYXXHOMO K/to4a B
obnactu cnesa.

2.HaxmuTe KHoNKy "[epeknounTbCs B PEXMM aAMUHUCTPATOPA” M BbibepuTe BKNAAKY C HAUMEHOBAHUEM HYXXHOMO
npunoxeHus. B none "Kntoum n ceptudukatbl” 6ynet oTobpaxeH CnMcok 0bLLeS0CTYNHbIX 0ObEKTOB, XPaHALMXCS B

NaMATU INEKTPOHHOIO K/koYa:
®0e & Epunniii Knuent JaCarta

EavHbin KnueHTt JaCarta An@

JaCarta

JaCarta
Wndopmauma o Toxene | PXI I rocr

Onepaunu ¢ NpUAOKeHneM

Yerasosurs PiIN-xog |**F —
nonsIosaTENR, by °R

NONIOBATEAR... b3

Cuenmte PIN-x0g

Q @opuaruposars
2AMuNACTDATODS

Kniown u cepruduxars 4 O

» {27b2¢071-9fe1-469¢-89d9-822a¢3351458)

> HacTpoium

THPOUTONTRCE B PENMM

Jj) BENChSIuTII 8 cnucke orobpaxarorca ToMmxo obuenocTynnme oSrexT, Aan NPOCMOTPA Bcex obsexTos Bsecru PIN-xoa
MM PEAAKTHDOBANKE COREPMMMOrO HeOBXOAMMO BBeCTH PIN-XOQ NONSIOBATENA.

PucyHok 36 - Cnucok obwedocmynHbix 06beKmoe 8 NaMIMu 31eKMPOHHO20 Kto4ya

3.[lna npocMoTpa NoMHOro cnucka o6bekToB HaxxmuTe kKHonKy "Beectn PIN-kopn”", B nossuBlueMcsi okHe "ABTopu3a-
umna" eeeante PIN-kon nonb3oBaTens ans BbIopaHHOro NPUNOXKEHMS:

® @ & AsTopuzauma

Beectw PIN-koA nons3oeaTens

PucyHok 37 - OkHo "Aemopu3ayus”
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4. Haxmute kHonky "OK". B none "Kntoumn u ceptudumkatbl” 0TOOpasmTCa NOMHbIM CNMCOK 0O6bEKTOB BbIBpaHHOro Npu-
NOXEHUS M NOSIBATCSA KHOMKKW ANS yNpaBieHust 00bekTamu:
) & Epunbiii Knwenr JaCarta

EavHbIn Knnent JaCarta N@

JaCarta

JaCarta .
Wndopuaunn o Toxend | PKI OCT

Onepaumu ¢ NPRAOKEHHEM

%Ynlmln PiIN-x08 L - CD!HNFQ Janpoca
ooavIORTeNs., 1] E . 13 CepTMbuKaT

Cuemury PIN-x0g

Q semaneenn
e

Knosm w ceprudmnars m m O |_;_.

| v [ (27b2¢071-9fe1-469¢-89d9-8a2ac3351458} |
ﬁ OTKPMTMR WNON
ﬁ JAKPMTMA KAION

) MepeuamsuTica § pewsm
74 nomoeatens

PucyHok 38 - EduHeili Knuexm JaCarta. [NonHeili cnucok 06beKkmos 8 namsimu 31eKmpoHH020 K/K4Ya

6.3.2 pocMoTp cepTudurKaTa

P Ona npocmoTpa cepTudukara:
1. ABTOpUM3YyWTECH B NPUNOXKEHWUM INIEKTPOHHOIO K/1HOYa, B KOTOPOM HEOH6X0AMMO NPOCMOTPeTb cepTUdUKAT U nepen-
[IMTe K CMUCKY 06BbEKTOB 3TOro npunoxexus (cm. n. 6.3.1 "MpocMoTp cnucka o6beKToB").
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2.B none "Kntoun n ceptndukatol” Boibepute cepTUdUKAT U HIKMUTE KHOMKY # WU aKTUBUPYMTE KOMaHay "Tpo-
CMOTp" B KOHTEKCTHOM MEHH BbIOpaHHOro cepTudukaTa:

| JON ] & EnuHbiii Knuent JaCarta

EanHbin KnueHT JaCarta w@

Petrov

Petrov
MndopMauns o Toxene | PKI

Onepaumm © NPUADKEHHEM

%Yﬁauown PIN-KOog = Colpadue sanpoca
NOAbIOBATENA... a Ha CEPTHdMKAT

CumenuTs PIN-kog

Q $opMaTHDOBaTE
AAMHHHCTPATERA

Kniown W cepTidmxaTsl # E B m O v

v e ‘

c,/@ OTHKDBITHA KAKY

E;. admuser

6@ IAKPITEIA KNIOY ¥ Wmnopt cepruduxara
MEPRENKYATEER B PRKMAN » . 3HCnopT B hain

bIDRATENE Yoanums
- 2 OBHOBKTE

YCTAHOBHTE N0 YMOMYAHHID

PucyHok 39 - EduHeili Knuenm JaCarta. KHonku nepexoda K npocMompy OGHHbIX

3.byneT oTKpbITO OKHO, CoAepXKallee CBEAEHUS O BbIOpPAaHHOM cepTudUKaTe:
[ NON | & admuser

Certificate:

»

Data:
Version: 3 (0x2)
Serial Number:
B1:d5:aa:a2:00:57:70:04
Issuer:
C=RU
5T=Moscow
L=Moscow
O=Aladdin
OU=Aladdin
CN=admuser
emailAddress=aladdin@testipa.local
Validity
Mot Before: Jul 17 12:33:52 2019 GMT
Mot After : Aug 16 12:33:52 2019 CMT
Subject:
C=RU
§T=Moscow
L=Moscow
O=Aladdin
OU=Aladdin
CN=admuser
emailAddress=aladdin@testipa.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:c3:fc:94 ee:cd:e2:6b:33:0b:c9:e0:1:52:25:
7d:al:0b:f5:2f ed:bf 2d:0f:d9:e7:75:6fdf:33:
€7:26:b4:d2:7e:f0:c9:8d:01:81:58:29:9b:97:2f:
00:08:09:cc:4f:23:e6:27:27:b4:80:73:07:97:4d:
1f:aa:2a:7e:f9:69:e6:63:2d:2b:96:a4:12:58:be:
90:f1:9d:5 :2b:ad:38:af:8f c2:bb:72:2a: 7f:
d3:6f:d3:71:40:f7:90:dc:51:85:90:d7:e0:f3:95:
69:f6:ad:31:9f.de:b7:13:67:24:92:c6:b1:e0:42:
cl:9e:cl:4b:74:f9:81:bf-0a-db:d4:c1:d8:5a:61:
b0:cc:67:e5:b6:66:aa:64:e1:a5:df-0c:be: 7b:f0:
94:eb:83:92:fc:1b:dc:b3:2d:4b:3d:57:4bre0: 7a: v
10 -f01-aR-Qf

PucyHok 40 - OkHo npocMompa cepmugukama

4.[1ns BbIXOLA M3 OKHA MPOCMOTPA HAaXMUTE KHOMKY "3aKpbITh" B IEBOM BEPXHEM Yry.
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6.3.3 WMnopT ceptndurKaTa

CepTuduKaT, yCTaHABNMBAEMbIV HA 3IEKTPOHHOM KJlt0Ue, UMEEeT CPpoK AeNcTBUS. 3a 14 fHel 0,0 OKOHYaHUS CpoKa
LencTems ceptudmKaTa nonb30BaTeb NOMYYUT yBeAOMAeHNE 06 CTeuyeHnn cpoka aencremsa ceptudumkarta. MHdop-
MaLMOHHble CooBLEeHUS BYAYT NPUXOAUTb KaXAbIM AeHb A0 OKOHYaHWUS CPOKa AeMCTBUA cepTUdMKATa, MOKA OH He
byLeT 3aMeHeH.

) Llna umnopTa cepTudmkara:

1.ABTOPU3YMTECH B MPUIOXKEHMMU ITEKTPOHHOIO KNKOYa, B KOTOpoe Heo6XxoauMMO MMMOPTUPOBATL CepTUDMKAT U ne-
penauTe K CMCcKy 06beKTOB 3TOro NpunoxeHus (cM. n. 6.3.1 "MpocMoTp cnncka 06bekToB”).

2.HaxmuTe KHOMKY E WK BbI3OBUTE KOHTEKCTHOE MeHI0 B none "Knwuu u ceptudukatsl "1 Bolbepute KoMaHay "Mm-
nopT ceptudmkata”:
[ JoN & EnuHbiii KnwenT JaCarta

Eaunbin KnueHnt JaCarta Anaa@

STANDART.SE

STANDART.SE

| HupopMaumra o ToxkeHe | PEI | rocr | rocT 2 |

Onepaumu © NPUICKEHAEM

% Ycranosute PIN-kog =g Co3panwe 3anpoca
NONbLIOBATENA... ‘ Ha CEETHQHKET

Cuennts PIN-kog
AAMUHKCTRATODE

Knmiouw W cepTudukars @ 0

> {bb46fada-f383-4ac7-B372-eclcfBcb325e}

Q $ODMATHDOBATE

¥ WMnopT cepTudmMkara
OBMTE

HAaCTpo#KM

TEPAKNAHMTICA B PRAAM
NaNLICRATENE

PucyHok 41 - Eduneiti KnueHm JaCarta. KHonku nepexoda k umMnopmy 0GHHbIX
3.byneT oTKpbITO CTAapTOBOE OKHO MacTepa UMNopTa cepTudukaTa (CM. pUCyHOK 42). 3anonHUTe Nons cnenyowmm
obpasom:

— B nose "MNyTb K hanny UMNOPTUPYEMbBIX AAHHbIX" YKaXKMTE MyTb K MMAOPTUPYEMOMY cepTudukaTty. [lng atoro
HaxxmuTe KHonky "O630p" 1 B NOSIBUBLUEMCS OKHE NMPOBOAHMKA Bbibepute dain ceptudukaTa;
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— B none "MIMNoOpTMPOBaTb B KOHTEWHEP" YCTAaHOBUTE OTMETKY, YTOObI BPYYHYIO 334aTb UMS KOHTEMHEPa, B KOTOPbIN
OyneT nMnopTMpoBaH ceptudukart. B none "MMsa KoHTelMHepa" BBeAWTE HAa3BaHWeE KOHTeMHepa. Ecin oTMeTka He
YCTaHOB/EHA, TO UMS KOHTeMHepa ByaeT creHepnpoBaHO aBTOMATUYECKM.

@] @ & MacTep umnopTa cepTUdHKaTa
WMnopT cepridmmara

YKAMHTE MMA DaiNa, COAEPMALLErD CEPTHHMKAT, W MMA KOHTEAHEPA (ECAW 3TO
Heob6XoAMMO), B KOTOPIA BYET HMNOPTHPOBAH CEpTHgMKAT

MyTs K hainy MMNOPTHRYEMBI AAHHBX
| § osor

®ain 8 gopMare DER COAEPMUT OAWH CEPTHGMKAT NO CTaHAapTy X.509. ®ain MeeT
PaCIWMPEHHE .Cer

®ailn o6MEHa NWYHOH MHBOPMaLKed B dopMaTe PFX MOMET COAENMATE HECKONLKO
CEPTMHMKATOR W IAKPWTRE KoY. $ain HMEET pacwupenue .pfi, Ana wunopTa
TpebyeTca BEOA NApONA.

MMNOpPTHPOBATE B KOHTRAHED

Mma KoHTEHHEpa

PucyHok 42 - Macmep umnopma cepmucpukama. [lyme K uMnopmupyembiM 0GHHbIM

4. Haxxmute kHonky "Janee”. bynet oTobpakeHO OKHO BBeAEHHbIX HACTpoeK nMnopTa. [lns usmeHeHns napamMeTpos
HaXXMUTe KHOMKY "Ha3aa", BepHUTECH K HY)KHOMY OKHY M OTpefaKTUPYMTe napaMeTpsbl:

5.Haxmute kHonky "[lanee”. byAeT BbINOAHATLCS UMMNOPT 06bEKTOB. X04 M pe3ynbTaT BbINOAHEHUS onepaumm 6yayTt
oTobpaxeHbl B 3aBepLUAIOLLEM OKHe MacTepa MMNopTa cepTudumkara:

[ NN | & MacTep uMnopTa cepTUdKKaTa

WMnopT cepTrgukara
MMNOPT CEPTHHMKATL YCNRWHD BLNOAHEH

Omyer:

WMnopT cepTiduKara W3 daina /Users/markelovanatali/Dropbox /EQnHeid KnwedT/
whks218.aladdin.ru.cer
" AMNOpPT CEPTHOMKATA YCNEWHD BLNOAHEH

PucyHok 43 - Macmep umnopma cepmucukama. CoobuieHue 06 ycnewHom umMmnopme cepmugukama
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6.HaxmuTe KHOMNKy "3aBeplunTb” Ans 3aBeplieHns paboTbl MacTepa MMnopTa ceptudukata. UMnopTupoBaHHble 06b-
eKTbl byayT oTobpaxeHbl B none "Knouun u ceptndumkatsl”:
® @ & EnuHeiii KnuenT JaCarta

EanHbin KnuenT JaCarta Anan@

STANDART.SE

STANDART.SE

| MHBOpMaLKMA O TOKEHE | PKI | rocTt | rocTt 2 |

Onepaumm © NPUIOKEHAEM

%Yﬁaﬁuann PIN-kog = Cozpavme sanpoca
NoNbINBATENR. .. ‘ Ha cepTidinkaT

Cuwennts PIN-kop

Q $OpMATMDOBATE
ALMWHRCTPATOPE

Knioum u cepTudMxaTe E O

[Sa wks218.aladdin.ru
7
b (9 (bE46fada-f383-dac7-B372-eclcfBch3z25el

HacTpofkn

MEpRENYATLER B PRMAR
LIDRATENE

PucyHok 44 - OmobpaxeHue uMnopmupo8aHHbIX 00bEKMo8

6.3.4  IKCNOpT CepTUHMKATA

P Lns skcnopTa cepTudukarta:
1. ABTOpUM3YWTECH B NPUNOXKEHWUMN SNEKTPOHHOIO K/1HOYa, U3 KOTOPOro He0ob6X0aMMO 3KCNOPTUPOBATL CEPTUDMKAT U
nepemnanTe K CMCKY 06beKTOB 3TOro NpunoxeHus (cM. n. 6.3.1 "MpocmoTp cnmncka o6bekToB").

y A y
2.B none "Kntoun u ceptudmkaTbl” BbibEpUTE IKCNOPTUPYEMDBIA 0OBEKT M HAXKMUTE KHOMKY D UKW aKTUBUPYMTE KO-

MaHAy "IKcnopT B $ain” KOHTEKCTHOIO MeHH0 0bbekTa:
i L ] @ 9 Eqmeeit Knment JaCarta

EanHbln KnueHT JaCarta m‘: m)

JaCarta

Hidopuaian o Toxese | FKI | TOCT

ONEPRILHW € NDANGEENM M

%\‘Gl]nul!ﬂh PIN-msy 2er = C VLI ET I
el = e

mt-q..:. Fh-xog Q - —
AMumCTDATOPS

Kkt CepTigmcars % [ m m o v

E‘a demobank? CA
[4d0adebc-loc5-44de-92 ae- 949643 Jaed05]

b iacrpasen

PucyHok 45 - Eduneiti Knuexm JaCarta. KHonku nepexoda K 3kcnopmy 0aHHbiX

3.byneT oTKpbITO CTapTOBOE OKHO MacTepa 3KcnopTa ceptudukaTa (CM. pucyHoK 46). 3anonHuTe Nons cneayowmnm
obpazom:
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— B none "MyTb K panny ans akcnopTa” ykaxuTe nyTb Ana skcnopta danna. ng storo Haxxmute kHonky "0630p” n
B NOSIBUBLUEMCS OKHE NMPOBOJHWUKA BblOEpUTE HYXKHYIO Nanky;

— BblbepuTe TMN 3KkcnopTupyemoro daina — "®ain B popmate DER" unu "®ainn B hpopmate Baseb64".

[ NON | & MacTep skcnopra cepTudukarta

IHCNopT cepTudiMraTa
YiamMTe MMA Paina Ana 3KCNOPTA M &ro GHopMaT

MyTs k dainy Ans IKcnopra

[ [ ooer|

dain ana IKCNOPTA HMERT PACIWWPEHUE .CET W COAEPMMT CEPTHGMKAT B opmaTe PEM
no craiaapry X.509

THN qaina AnA IKCNOpTa

dain B popmare DER
dain 8 popmare Base6d

PucyHok 46 - Macmep 3kcnopma cepmugukama. Beod napamempog 3kcnopmupyemozo ¢a’lina

4, Haxxmute kHonky "Oanee”. byaeT oTobpaXKeHO OKHO BBEAEHHbIX HACTPOEK 3KcnopTa. [lns usmMeHeHus napameTpoB
HaXXMUTe KHOMKY "Ha3aa", BepHUTECH K HY)KHOMY OKHY M OTpefaKTUpyMTe napaMeTpbl:

[ ] @ & Macrep akcnopra cepTudmxara

3KcnopT cepTudurkara
3KcnopT cepTudukara byaeT BHNONHEH B COOTBETCTBMM C HACTPOHKAMM:

Ormyer:
Hassanue 3Hayenune
WmMa npunoxenns JaCarta Laser
Wma ceprupukara demobank2 CA
dawn ans akcnopra /Users/demoban...
dopmar dpainna . DER

PucyHok 47 - Macmep 3kcnopma cepmugukama. OmobpaxeHue Hacmpoek

5.Haxatb kHonky "[anee". byaeTt BbINOAHATLCS 3KCNOPT BbIBpaHHOro 06bekTa. Xoa 1 pe3ynbTaT BbiNOSHEHMS onepa-
unn ByayT oTobpakeHbl B 3aBepLUAOLLEM OKHE MacTepa 3KcnopTa ceptudumkara.

6.HaxmunTe KHOMKY "3aBepwunTb” 3aBepLlieHns paboTbl MacTepa aKCnopTa cepTudumkaTa.
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6.3.5 YpaneHue 06beKTa

P Ona ynaneHnua ceptudukara:
1. ABTOpU3YWTECH B MPUIOXEHMU SNEKTPOHHOIO K/H0Ya, U3 KOTOPOro Heo6Xo0aMMO yaanuTb cepTudUKaT 1 nepenante
K CMMCKY 06beKTOB 3TOro npunoxeHus (cMm. n. 6.3.1 "MpocmoTp cnmncka o6bekToB").

2.B none "Kntoun n ceptndumkatol” Bbibepute yaansemblt 06beKT U HAXKMUTE KHOMKY m WU aKTUBUPYITE KOMaHOyY

"YpanuTtb" KOHTEKCTHOrO MeHI0 00beKTa:
‘?0 @ &# Epmuwis Knvwent JaCarta

EanHbin KnueHt JaCarta m@

JaCarta

Hndopuauns o Toxens ;"\'1.1 rocr

Onepawnm ¢ npuroxeNmes

(g temmmoen Pov-eog. [=57 F o)adwme 3NpOCH
nosmoeITes, 1] -‘ 1 cepTuduast
Casemry PN-x05 ..
muv,-,--umtem Q Sopuaruponany
Rp— # & 0O o v
B demobank2 cA
» (4d0adebe-1ec5-44de-92ae-94964332ed05) [¥ Wunopr ceprwdmnara
mcnopr 8 Gain
Yaanurs

o/ YCTANORATS NO YMOAHINWO

MepeanoeTacs § pemuw
1) emscaarens

PucyHok 48 - Eduneili Knuexm JaCarta. KHonku nepexo0a K yo0aneHuto 0GHHbIX

3.BbyneT OTKpbITO OKHO A1 NOATBEPXKAEHUS YAaNEHUS:

[ ] & YoaneHwe o6bekToB

f Bbl ARHCTENTENBHO NOTHTE YAANKTL BbiAeneHHb e obbexT?

Her m

PucyHok 49 - OkHo "YdaneHue 06vekmog”

4. HaxmuTe kHonKy "0a" ons noaTeepxaeHus. BolbpaHHbIM 00bekT ByaeT yaaneH M3 naMsaTu 31eKTPOHHOIO Kitoua.
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7. KROHTaKTbl
7.1 Odwuc (obwme Bonpochbl)

Appec: 129226, Mocksa, yn. [lokykuKHa, 4. 16, ctp. 1, 7 3Tax, komnanma "Anagavd P.O."
Tenedonbl: +7 (495) 223-00-01 (MHOrokaHanbHbIN), +7 (495) 988-46-40

@akc: +7 (495) 646-08-82

E-mail: aladdin@aladdin.ru (o6wwuit)

Web: https://www.aladdin.ru

Bpems pabotbl: exxegHeBHO ¢ 10:00 go 19:00, kpoMe BbIXOAHbIX M NPa3aAHUYHbBIX SHEW.

7.2 Texnogneprka

Cnyxba TexnoanepXxku NpMHUMaET 3anpockbl TONbKO B MMCbMEHHOM BUae Yepes Beb-CcanT:
www.aladdin.ru/support/.
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[TpynoxkeHne A O603Ha4YeHNA 3/IEKTPOHHbIX KNoYein
0603HaueHne Onucanue
I.' MicroUSB-TokeH
H USB-TokeH JaCarta B kopnyce nano
HID USB-TokeH JaCarta B kopnyce nano ¢ KHOMKOM
E.: USB-TokeH JaCarta B kopnyce mini
HI ((» USB-TokeH JaCarta B kopnyce XL

CmapT-kapTa

USB-ToKeH B MeTanM4yeckom Kopnyce

_ DNEeKTPOHHbIN KntoY B hopM-pakTope Secure MicroSD

.-] Type C-TOKeH B METaNAMYECKOM Kopryce
Hn Tnn 30eKTPOHHOrO KNtoYa He onpenené

DNEKTPOHHBIN KNHOY HAXOAMTCS Ha CTagMKU onpeneneHms
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HOpOTKO 0 KOMNaHun

Komnanus "Anapavi P.." ocHoBaHa B anpene 1995 roga u saensetcs JInueHsuun

poCCUItCKMM pa3paboTuMkoM (BEHAOPOM) CPeacTB 3almThl MHdOpMa-
— KomnaHusa umeert Bce HeobxoamMble anueHsun OCTIK Poccuu,

Lmu.
®CB Poccum ans npoekTMpoBaHUs, MPOM3BOACTBA U NOAAEPXKKM

KoMnaHus SBnseTcs npusHaHHbIM 3KCMEPTOM U IMAEPOM POCCUIACKOTO C3M u CK3M.

pblHKa CPeACTB ABYX(AKTOPHOI ayTeHTUDMKALMM NOSIb3OBATENEN, — CucteMa MeHeoKMEHTa KayecTBa NpoAyKLUMKM B koMnaHumn ¢ 2012

3N1EKTPOHHOM NOANMCH U 3aLLMThI AAHHBIX. r. cootBeTcTByeT cTanaapty FOCT I1SO 9001-2011 u umeert cooT-

BeTCTBylOLWME cepTUdUKaThI.
OCHOBHble HanpaBneHns

— O6ecneyeHne 6e3onacHoro focTyna K MHPOPMaLUMOHHBIM pe-
cypcam npeanpusatus, Beb-nopTanam u 061auHbIM cepBrucam
(cTporas aByx- v TpéxdakTopHas ayTeHTUDMKALMA).

— JnekTpoHHas noanucb (3 ¢ HensBnekaeMblM 3aKPbITbIM KJItO-
YoM, hopmmupyemas B 3aWMLWEHHOM yune), PKI.

— 3awmTa NnepcoHanbHbIX AaHHbIX, AAHHbIX HA AMCKAX KOMMbLOTe-
poB, cepBepoB, 6a3 AaHHbIX.

— Bce ocHoBHble NPOAYKTbI UMeT HeobxoauMble cepTUdUKaTbI
OCT3K, OCB.

Juuensunm OCTIK Poccumn N2 0037 u N2 0054 ot 18.02.03, N2 3442 o1 10.11.2017
Nnuensnmn ®Cb Poccmum N2 12632 H ot 20.12.12, N2 30419 ot 16.08.17
CucteMa MeHeLKMeHTa KauyecTBa KOMMaHUMKM COOTBETCTBYET TpeboBaHusM ctaHgapta FOCT P UCO

AﬂaﬂﬂMH 9001-2015 (ISO 9001:2015)
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