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1. O gokymeHTe

1.1 Ha3Ha4eHve JoKYyMEHTa

3.0

[okyMeHT npeactaenseT cobor pykoBoacTeo nonbsosatens ans MO EguHbii Knuent JaCarta.

1.2 Ha Koro opueHTUpPOBaH AaHHbI AOKYMEHT

[lokyMeHT npepHa3sHayveH nonb3oatenen MO EguHbin KnuenT JaCarta, BnagenbLeB 3neKTPOHHbIX Kntouei JaC-

arta/eToken.

1.3 OpraHusaumnA OoKyMeHTa

ﬂ,OKyMEHT p336l/|T Ha HECKO/1bKO pa3aenioB:

e B pasgene 2 "OcHoBHble NOHATMA" npuBeaeHo HasHaveHue 0 Eamubii Knuent JaCarta u nepeyeHs Tepmu-
HOB M COKPALLEHUH, UCMOMb3YEMbIX B AOKYMEHTE;

e B pasgene 3 "O6wue cBeaeHns 06 3NEKTPOHHbIX KIYax" COAePXMUTCS MHPOPMaLUMS O NPUNOXKEHUSX, annne-
Tax 3NIEKTPOHHBIX Ktouen, ang paboTbl ¢ KoTopbiMu NpeaHasHaveHo MO EanHbii Knuent JaCarta, a Takke
napaMeTpbl 31EKTPOHHbIX K/OYeN Npu NOCTaBkKe;

o B pa3gene 4 "0630p N0Nb30BATENBCKOIO MHTEpPdENCa” coaepuTcs nHdopmaums 06 0OCHOBHbIX NpUeMax pa-
60T1bl ¢ MO Egunbint Knuent JaCarta;

e B pasgene 5 "PaboTta B nporpaMMe B CTAaHAAPTHOM pexuMe" npuBeaeHbl onepaumm, copepliaembie B M0
Eamubii Knuent JaCarta B cTaHAQpTHOM pexume;

e B pasgene 6 "PaboTta B nporpaMMe B paclUMpeHHOM pexume” npuBeaeHsbl onepaumu, cosepliaemsle B 10
Eamubii Knuent JaCarta B pacwmpeHHom pexuMme 6e3 Beoaa PIN-koga agMMHUCTPATOpa 31EKTPOHHOrO

KNn4a.

1.4 PeKomeHAaLMWN MO UCMOMNb30BaHUIO OKYMEHTa

[LoKyMEHT pekoMeHayeTCst MCNO/b30BaTh B KA4eCTBE 03HAKOMUTENbHOMO MaTepuana (noapobHOro pykoBoACTBa
no ucnonb3osanuto MO Eaunbii Knuent JaCarta), a Takke B kauecTBe cnpaBoyHuka npu pabote ¢ MO EanHbii

Knuent JaCarta.

ﬂ,OKyMeHT pekoMeHO0BaH KakK an4 nocienoBaTenbHOro, Tak U an4 Bbl60p0l-IHOFO N3yyeHuna.

1.5 CornaweHua nNo ohopMIEHNIO

B LaHHOM [LOKYMEHTE ANs NpefcTaBNeHuUs CCbINOK, TEPMUHOB M HAMMEHOBAHUIA, MPUMEPOB KOAA NPOrpamMM uUc-
MNONb3YlTCA PasinyHble WpUdTbI U CpeAcTBa opopmMaeHns. OCHOBHbIE TUMbl HAYEPTAHWI TEKCTA NPUBELEHDI B

Tabnuue 1.

Tabnuya 1 — SnemeHmsl 0gpopMaeHus

Ctrl+X

file.exe

BbipeneHue

[Mnepccbinka

Ccebinka [cTp. 3]

I BaxHo

AO "Anapaunn P.O." 1995-2023 r.

VICI'IOJ'Ib3yETC9I [ONS BblAeNeHns CoYeTaHMi KnaBumL

Ucnonb3yeTca ons solaeneHns umeH Gannos, KaTanoros, TEKCTOB NPOrpaMm

MCI'IOHb3yETCFI Ona BblaeneHna otaenbHblX 3HAYNUMbIX CNOB U cbpa3 B TEKCTe
VICI'IOJ'Ib3yeTC9I Ona BblaeneHnsa BHEWHUX CCbIJTOK

MCI'IOHb3yETCFI ANA BblAeNneHna nepekpecTHbIX CCbIJTOK

V|CI'IOJ'Ib3yeTCFI Ona BblaeneHunsa l/IHd)OpMaLl,l/Il/I, Ha KOTOpYyK cneagyet 06paTMTb

BHMMaHUe

PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux Crp.3/51
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Pamka Mcnonb3yeTcs 4Ns BblAENEHUS BaXHOM MHGOPMaLIMK, BbIBOA, pe3toMe

/]
Y Ccbinka, npMMeyaHme, 3aMeTka
=’ CoBet

- 3arpy3ka (agpec ang 3arpysku 10, nokyMmeHTa)

@ Bonpoc
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3.0

1.6 ABTOpCKMe NpaBa, TOBapHbIe 3HaKW, OrpaHNYeHUA

[laHHbIV AOKYMEHT, BKOYas NoAb6Op U pacnonoXxeHne UANKCTpaLmi 1 Matepua-
NOB B HEM, ABNISieTCS 06bEKTOM aBTOPCKMX NpaB U OXPAHSETCS B COOTBETCTBUM C
3akoHozaTenbcTBoM Poccuitckoit Mepepaumn. Obnapatenem UCKNOYUUTENbHBIX aB-
TOPCKMX U UMYLLECTBEHHbIX NpaB asnsetcs AO "Anapamd P.A.".

Mcnonb3oBaHue 3TMx MaTepuanos ntobbiM cnocobom 6e3 NMCbMeHHOro paspelue-
HWS NnpaBoobnagaTens 3anpeLeHo U MOXET NOoB/IeYb OTBETCTBEHHOCTb, Npeay-
CMOTPEHHY0 3akoHoaaTenbcTBoM PD. Mpu nepeneyaTke v UCNONb30BaHUM AaH-
HbIX MaTepuanos nnMbo Nboi nx Yactm ccoinkn Ha AO "Anapami P.L." 06a3a-
TeNbHbI.

BnapenbueM 3aperncTpupoBaHHbIX TOBApHbIX 3HaKkoB "AnaaamH”, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "KpunTto B/1", norotvnos u npasoo6nagatenem
UCKITIOUUTENbHBIX MPaB Ha UX AM3aiiH U MCMONb30BaHME, MAaTEHTOB Ha COOTBETCTBY-
owue npoaykTbl agnsetcs AO "AnapounH P.A.".

HasBaHwWs Npounx TEXHONOMMIA, NPOAYKTOB, KOMMAHWMI, YNOMUHAOLWMECS B AAHHOM
[LOKYMEHTE, MOTYT SIBNSTbCS TOBAPHbIMM 3HAKaMMU CBOMX 3aKOHHbIX BNALENbLEB.

OI'paHM‘-IEHME OTBETCTBEHHOCTU

MHdopmaums, npuBenéHHas B JaHHOM JOKYMeHTe, NpefHa3HauyeHa MCKIoUM-
TeNbHO AN 03HAKOMNIEHUS U He ABNSeTCa ucyepnbiBatoweit. CoctaB NpoayKToB,
KOMTMOHEHT, UX QYHKLMU, XapaKTepUCTUKHM, BEPCUM, BOCTYMHOCTb U NP. MOTYT BbiTb
nsmeHeHbl AO "Anapaun P.[." 6e3 npeaBapuTenbHOro yBeaoMaeHus.

AO "AnapaunH P.L." He rapaHTUpYeT HM OTCYTCTBMA OWMOOK B AAHHOM AOKYMEHTe,
HW TOTO, YTO OMNMcaHHOe nporpaMmHoe obecneyenue (M0) He conepuT aedekTos,
6yneT paboTaTb B NPOM3BO/LHO BbIGPaHHbIX YCNOBMUAX M NPK 3TOM Y0BNETBOPATL
BCEM TPe6OBAHMAM, KOTOPbIE MOTYT BbITb K HEMY MpeabsBAEHbI.

AO "AnapaunH P.L." He rapaHTUpyeT paboToCcnocobHOCTb HeneranbHO NOAYYEHHOrO
nporpaMMHoro obecneyenus. HeneransHoe 1Cnonb3oBaHWe NPOrpaMMHOro obec-
neyeHus U AOKYMEHTaLMM Ha Hero npecneayeTcs No 3akoHy.

AO "Anapaunn P.O." 1995-2023 r.

PyKOBO,D,CTBO nonb3oBaTend ana onepaunmoHHbIX CUCTEM cemelicTea Linux

Bce ykasaHHble AaHHbIE O XapaKTePUCTUKAX MPOAYKTOB OCHOBAHbl HA MeXAyHa-
POAHbIX UM POCCUIACKMX CTAHAAPTAX W pe3ybTaTax TECTUPOBAHMS, NONYYEHHBIX B
HE33aBMCHUMBIX TECTOBBIX UM CEPTUDUKALMOHHBIX TaBOPaTOpUsIX, IM6O Ha MpUHS-
TbIX B KOMMNaHUM MeToaMKax. B naHHoMm pokymenTe AO "AnapavH P.O." He npeno-
CTaB/IAET HUKAKMX HU SIBHbIX, HU NOAPA3YMEBAEMbIX FAPaHTUA.

AO "Anaaaut P.O." HE HECET OTBETCTBEHHOCTM (KAK B CM/1Y JOTOBOPA,
TPAXXOAHCKOIO NPABOHAPYLLEHWA, BK/TIOYASA XAJTATHOCTb, TAK U B JTO-
5OV MHOM ®OPME) MEPEL, BAMW U/ NOBOV TPETbEX CTOPOHOWM 3A JT0-
BbIE MOTEPU MNN YBbITKK (BK/TIOYASA KOCBEHHbIE, ®AKTUYECKME MTX MNO-
BOYHbIE YBbITKM), BK/OYAS BE3 OTPAHWUYEHWIA JIIOBbIE MOTEPU UN
YBbITKW NPUBbINIBHOCTU BU3HECA, MOTEPKO AOXOOHOCTU UNN PETTYTA-
LMW, YTPAYEHHYIO NN UCKAXKEHHYIO MHOOPMALIMIO MTIN IOKYMEHTA-
LItO BCNEACTBME MCMONb30BAHMA MPOTPAMMHOIO OBECMHEYEHUS W/WTN
IIOBOr0 KOMMNOHEHTA OMMUCAHHOIO MPOAYKTA, OAXE EC/IN AO "AnapauH
P.A." BbIN1O MMCbMEHHO YBEAOMJ/IEHO O BO3MOXHOCTUM NMOOOBHbIX YBbIT-
KOB.

FocyaapcTBeHHOE perynMpoBaHue M 3KCMOPTHbI KOHTPONb

OnucbiBaeMblil B JaHHOM JOKYMEHTe MpoayKT (MM NPOAYKTbl) MOXET ABAATLCA
1M cofepxaThb B cebe cpeAcTBo KpMnTorpaduyeckoi 3aluTbl MHGOPMaLMm
(CK3W), saensioweecs npeaMeToM 3KCNOPTHOTO KOHTpONS.

Bbl cornalaeTech ¢ TeM, YTO NMPOAYKT He 6yAeT NOCTaBNATLCS, NEPeAaBaTbCs Un
3KCNOPTUPOBATLCA B KaKyl0-1MbO CTPaHy, a TakxKe MCNoNb30BaTbC KakUM-11bo
NpOTUBOPEYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyeTe, yto byaeTe cobn0AaTb HakNaabIBaEMble HA 3KCMOPT M peaKc-
NopT NPOAYKTa OrpaHUyeHus.

Cepexus, ﬂpMBeﬂéHHble B AaHHOM [OKYMEHTE, aKTya/ibHbl Ha AaTy ero ny6nm<a—
unun.

Crp.5/51
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1.7 JInueH3noHHoe cornaweHue

Moxanyicra, BHUMATENbHO NPOYUTANTE AAHHOE NULLEH3MOHHOE COornalleHne
npexae, Y4eM UCnonb30BaTb COAEPXKMMOE SAaHHOTO KOMMIEKTa U/Unu npexae, 4em
3arpyxaTb MM YCTaHaBAMBATb NpOrpaMMHoe obecneyeHue.

Bce ykasaHus no ncnonb3oBaHWio NporpaMMHoro obecneyeHus, npenocrasnse-
Mble AO "Anapaunt P.L." (Mnv nto6biM ero Lo4epHUM NpeanpusTMeM — Kaxaoe us
HMX YNOMMHaeMoe Kak "KOMNaHua"), NoAUYMHAOTCSA U ByAYyT NOAYMHSTLCS YCio-
BMSIM, OTOBOPEHHbIM B AAHHOM COrNalleHnu. 3arpyxas AaHHOe nporpaMMHoe
obecneyeHune (kak onpeaeneHo Janee no TeKCTy) U/unu yctaHaBinBas AaHHOe
nporpaMMHoe obecneyeHve Ha Baw komnbloTep U/MAK UCNonb3ys AaHHOE Npo-
rpaMMHoe obecneyeHne nHbIM cnocoboMm, Bel npuHMMaeTe AaHHOE CornalieHue u
CornawaeTech C ero yC0BUAMM.

Ecnu Bbl He cornacHbl € AaHHbIM COMNALLIEHUEM, HE 3arpyxaiTe u/unu He ycTaHas-
NvBaiiTe AaHHOE NporpamMMHoe obecneyeHne u HesameaanTenbHo (He nosaHee 7

(cemu) nHeN ¢ AaTbl 03HAKOMNEHUS C HACTOSLMM TEKCTOM) BEPHUTE STOT NPOAYKT
8 AO "Anapaun P.[.", yaanute faHHoe nporpaMMHoe obecneyeHne u Bce ero ya-

CTW CO CBOErO KOMMbIOTEPA U HE UCMONb3YiTE ero HUKOMM 06pa3oM.

Hacroswee nuueH3noHHoe cornawenue (oanee "CornaweHune") aBnseTcs fLOroso-
pOM, 3aK/1KUEHHBIM Mexay Bamu (du3nyeckum unm opuanyeckum nnmuom) — Ko-
HeuyHbIM nonb3osatenem (aanee "Monb3osatens”) — v AO "AnapauH P.L." (nanee
"KOMNaHMs") OTHOCMTENbHO Nepefayn HeUCKIKUYMTENbHOTO NpaBa Ha MCNONb30Ba-
HME HaCTOALLEro NPorpaMMHOro obecneyeHus, SBASIOLWErocs UHTENNEKTYaNnbHOM
cobcTBEHHOCTbIO KoMNaHum.

MpaBa 1 cO6CTBEHHOCTb

OAHHOE COINALWEHWE HE ABNAETCA COMNALLEHMEM O MPOAAXE. Mpo-
rpaMMHoe obecneyeHue, BKNtoYas Bce nepepaboTku, UCnpaBieHns, Moanduka-
LMK, [OMONHEHNS, 0GHOBNEHUS U/UNK YCOBEPLIEHCTBOBAHMUS K HEMY (aanee no
BCEMY TeKCTY M 1060t ero yactu onpeaensemoe kak MporpamMmHoe obecneyeHune
unw MO), u cBA3aHHAsA C HUM JOKyMeHTauus npeaHasHadvaetcs HE 19 MPOOAXN
1 SABNAETCS M OCTAETCS UCKIKUUTENBHOM COBCTBEHHOCTbIO KOoMNaHuu.

Bce npaBa Ha MHTennekTyanbHyto CO6CTBEHHOCTb (BKNtoYas, 6€3 orpaHuyeHui, aB-
TOPCKME NpaBa, KOMMEPYECKYH0 TaiHy, TOBapHble 3HaK, U T.A4.), NOATBEPXAEHHbIE
WU BKIKOYEHHBIE B NMPUNOXEHHbIE/B3aMMOCBA3aHHble/MMEIOLLME OTHOLLIEHNUE K
[aHHOMY pYKOBOZCTBY, AQHHblE, COAepXaluuecs B HEM, a TakxKe Bce npasa Ha 10
SABNAOTCA M ByAyT ABNSTbCS COBCTBEHHOCTLIO UCKNOUUTENBbHO KoMnaHuu.

[laHHOEe cornaleHue He nepesaér Bam npasa Ha MporpaMMHoe obecneyetue, a
NULWb NPeAOCTaBASET OrPaHUYEHHOE NPABO HA UCMOb30BaHWE, KOTOPOE Mnoase-
XXWT OTMEHE COrNacHo ycnosuaM fanHoro Cornawenus. Huuto B aaHHoM Cornale-
HUM He NOATBEPKAAET 0TKa3 KOMNaHWW OT NpaB Ha MHTENNEKTYaNnbHY0 COBCTBEH-
HOCTb N0 KakoMy 6bl TO HU 6bIN0 3aKOHOAATENbCTBY.

Nnuensusa

KomnaHus HacToswmM npepoctasnset Bam, a Bol nonyyaete nHameuayanoHoe, He-
MCKNIOYMTENBHOE M 0T3bIBAEMOE OrpaHUYEHHOE NPaBO Ha UCMOMb30BaHWE AAHHOTO
MO Tonbko B popMe MCNoNHAEMOro Koaa, Kak onucaHo B npunaraemoii k MO Tex-
HWUYECKOM/3KCNNYaTaUMOHHOM AOKYMEHTALIMK, M TONbKO B COOTBETCTBUM C YCIOBU-
MU AaHHoro CornalueHus:

Bbl MoxeTe ycTaHOBKTb 10 1 MCMONB30BaTL €r0 Ha KOMMbIOTEPAX, PACMONOXKEH-
HbIX B Npeaenax Bawero npeanpusaTvs, Kak onucaHo B COOTBETCTBYIOLLEN TeXHU-
YecKoi/3KennyaTauMoHHOM foKkyMeHTauuu MO v B HACTOALWEM COrNaLeHNN.

Bbl MoxeTe no6aBuTb/NpucoeanHuTb NporpaMmMHoe obecneyeHune Kk nporpaMmam
NS MOBUbHBIX YCTPOWCTB C eAMHCTBEHHOW LIeNblo, ONMUcaHHo B AaHHoM Corna-
weHuu. MpUHUMas YCI0BUS HACTOALLErO COrnalleHus, Bbl cornawaerecs:

- He UCMoNb30BaTh, HE MOAMMULMPOBATb M He BblAABATh CYBNMLIEH3UM HA faHHOe
MporpamMmHoe o6ecneyenne u noboe apyroe MO KomnaHuu, 3a nckoYeHUEM SB-
HbIX pa3pelleHnit B aaHHoM CornalueHuu;

- He MOAMDULMPOBATb, HE AEMOHTUPOBATb, HE EKOMMUAUPOBATb, HE PEKOHCTPYU-
poBaTh, He BUAOMU3MEHSTbL U He pacluMpsaTb fJaHHOe [porpaMMHoe obecneyeHne u
He MbITaTbCs PACKPbITh (MONYYMTb) MCXOAHBIE KOABI AaHHOTO MporpaMMHoro obec-
neyexus;

- He MoMelLLaTh AaHHoe lMporpaMMHoe obecneyeHne Ha cepep C BO3MOXHOCTbIO
[LOCTYNa K HEMY TPeTbUX L, Yepe3 OTKPLITYHO CETb;

- He UCMoNb30BaTb Kakue 6bl TO HY GblNO pe3epBHble MK apXMUBHbIE KOMUMU AdH-
Horo lMporpaMMHOro obecneyeHuns (M1 NO3BoAATb KOMY-IMBO eLé UCNoNb30BaTh
Takue Konuu) ¢ Ntoboi MHOM Lienblo, KPOMe 3aMeHbl ero OPUTMHANLHOTO 3K3EM-
nispa B CIy4ae ero paspyLleHns Uan Hanuumns aedekTos.

Tpe6oBaHUS K UCNONb30BaHUIO
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MporpammHoe obecreyeHne A0MKHO UCMONb30BaTLCS U 0BCNYKMBATLCS CTPOTO B
COOTBETCTBUM C OMUCAHMAMM U MHCTPYKUMAMM KOMNaHUM, NPUBEAEHHBIMU B AaH-
HOM W ApYruX AOKYMeHTax KoMnaHuu, B TOM YMC/Ie Ha nopTane OHNaiH LOKYMEH-
Taumuu ans paspabortunkos Komnanum (http://developer.aladdin-rd.ru/).

Ucnonb3osanue MO

MNonb3oBatens Brnpase:

- Bocnpon3soaunTb MO nyTéMm 3anucy ero B NaMsTb 31EKTPOHHO-BbIYMCUTENBHBIX
MalwuH Monb3oBaTens, orpaHAYeHHOEe NPaBOM MHCTANNSALMK, KONMPOBAHMS U 3a-
nycka nporpamm s 3BM;

- BcTpamBathb 10 nto6bIM cnocob6oM B NpoayKTbl U peleHus Monb3osarens;

- pacnpocTpaHsaTb M0 no6biM CNOCO6OM UCKNIOUMTENBHO B COCTaBE NPOAYKTOB U
peweHuii NMonb3oarens.

Mpu ncnonb3oBaHuu u pacnpoctpaHenum MO Monb3oBaTenb 0653aH pyKOBOACTBO-
BaTbCs AeWCTBYIOWMM 3aKOHOAaTeNbCTBOM Poccuiickoit Penepaumnm n MexayHa-
POAHbBIM 3aKOHOAATENLCTBOM, YYUTHIBAS OrPAHUUEHUS U LOMONHUTENbHbIE Tpe6o-
BaHWS, KOTOPbIE MOTYT BO3HMKATb B CBSI3U C 3KCMOPTOM WKUPPOBaNbHbIX (KPUMTO-
rpaduyecknx) cpeacts ¢ Tepputopun Poccuiickoi Menepaumn 1 UMNOPTOM TakMX
CpencTB B Apyrue CTpaHbl. B 4acTHOCTM, OrpaHMyeHns 1 JOoNONHUTENbHbIE Tpebo-
BaHMS MOryT BO3HMKATb Npu pacnpocTtpaHeHuu MO yepes MarasuHbl NPUNOXKEHNN,
cofepxallue pasnuyHble NPUNOXKEHNUS ANS MOBUbHBIX YCTPOMCTB.

YcnoBus MCNONb30BaHMUS, U3NOXKEHHbIE B HACTOALLEM COrNaLleHnu, ,D,eﬁCTByiOT B
OTHOLIEHMU BCETO COAEPXKNMOTO MO, B 4aCTHOCTU B OTHOLLEHUMU:

- An3aiiHa (rpaduku, pacnonoXeHUs aneMeHToB 0HOPMIEHUS U T.N.);
- BCEX UHbIX INEMEHTOB, B TOM Yucie u3o6paxeHnit, GOHOrpaMMm, TEKCTOB.

MNMonyyaemblie Monb3oBaTenemM HEUCKNYUTENbHbIE UMYLLECTBEHHbIE NMPaBa He
BK/I04AIOT NPaBa Ha nepefayvy TPETbUM MLAM Kakunx-n1Mbo npas Ha BCTpauBaHue,
BOCMpOM3BeAeHNe, PacnpoCTpaHeHUe U MCNONb30BaHWe nporpamm ans SBM He B
cocTaBe NPOAYKTOB U pelueHuit Monb3osaTtens.

KomnaHus coxpaHsieT 3a coboit Bce ucknounTenbHble npaea Ha 0 u Bxoaswme B
Hero KOMMOHEeHTbI, BK/KYas npasa Ha NpefoCcTaBneHne HEUCKNIOUUTENbHbBIX U UC-
KNIOYMTENbHBIX MPaB TPETbUM NULLAM.

Monb3oBatenb Bnpase OCyLWecTBAsATL Mcnonb3osaHue M0 B npeaenax, npeaycMoT-
peHHbIX HacToswmM CornaleHneM, MCKIUUTENBHO Ha TeppUTOpHUM PoccuiicKom
Depepaumu.

06cnyxMBaHKe U NOALEPKKA

KoMnaHus He HecET 06s3aTenbCTB Mo NpefoCTaBNEHUIO NOAAEPXKKM, 0B6CYXMUBaA-
HWSA, MOAUOUKALMM UK BbIXOAY HOBbIX penn3os 0.

Ol'paHM"IeHHaﬂ rapaHTua

KomnaHus rapaHTupyeT, 4To nporpaMMHoe obecneyeHne ¢ MOMeHTa npuobpete-
HWs ero Bamu B TeueHue 12 (aBeHapuatv) Mecaues byneT dyHKUMOHMPOBATL B
NOIHOM COOTBETCTBMM C €r0 TEXHUYECKOW/3KCNNYaTaLMOHHOM LOKYMEHTaLMeEN,
npwu ycnosuu, uto MO b6yaeTt Mcnonb3oBaThCa Ha KOMMNbIOTEPHOM annapaTHOM
obecneyeHnn 1 € onepaLMOHHON CUCTEMOMN, A1 KOTOPOI OHO 6biN0 paspaboTaHo.

OTKas OT rapaHTum

KoMnaHus He rapaHTUpyeT, 4To NporpaMMHoe obecrneyeHue ByneT COOTBETCTBO-
BaTb Bawmm xxenauuam u TpeboBaHusaM, unu uto ero pabota 6yaet 6ecnepeboii-
Ho¥t unu 6e3ownboyYHoI. B 06bEMe, NpesycMOTPeHHOM 3akoHoaaTenbcTeoM PO,
KOMMaHUsi OTKPbITO OTKA3bIBAETCS OT BCEX FapaHTUIA, HE OFOBOPEHHbIX 3A4eCb, OT
BCEX WMHbIX NOAPa3yMeBaeMbIX rapaHTuii. HU 0auH 13 Anunepos, AUCTPUOBLIOTOPOB,
NpoAaBLOB, areHTOB UK COTPYAHUKOB KOMMaHUKU He YNOIHOMOYEH NPOU3BOAUTD
MoaMdUKALMM, PaCLIMPEHUS UNKU AOMNONHEHUS K AAHHOM rapaHTuu.

Ecnu Bbl npoussenu kakue-nn6o moandukaumnm MO unu noboit U3 ero Yacteit Bo
BPeMs rapaHTUitHoro nepuopa, MO noaBeprioch NOBPEXAEHUIO, HEOCTOPOXKHOMY
WM HenpasuabHOMY 06palLeHuto, ecin Bbl Hapylwmam ntoboe 13 ycnoBuii HacTos-
wero CornawieHus, To rapaHTu1s, ynomsHyTas Bbilue B pasaene 5, 6yaer Hemen-
NeHHO NpekpalleHa.

lapaHTus HepelicTBUTENbHA, ecim MO MCNonb3yeTcs B COYETAHUM C UHBIM anna-
PaTHbIM U/UM NMPOrPaMMHbIM 0BecneyeHneM, OTAIUYHBIM OT OMUCAHHBIX B TEXHU-
YeCKOW/3KCNNyaTaLuMOHHOM AOKYMEHTALMUM, N UCMONB3YETCA Ha KOMMbOTEpPe C
No6bIM YCTaHOBNEHHBIM HENULLEH3UOHHBIM MPOrPaMMHbIM 0becneyeHneM.

OrpaHnyeHne BO3MeLeHUs

B c/iyyae HapyLleHus rapaHT1u, OrOBOPEeHHOIA Bbilwe, KoMnaHus MOXeT no cob-
CTBEHHOMY YCMOTPEHMIO:
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- 3aMeHuTb M0, ecnun 310 He NPOTUBOPEUMT BbiLLEYNOMSHYTOMY OFpaHUUYEHMUIO ra- HOE COTNALIEHWVE MW XOT4 bbl OOMH U3 EFO MNYHKTOB, TO AAHHOE /1X-
paHTuu; LIEH3MOHHOE COMNALLUEHME HE BCTYMAET B CUNTY, U 91 OBA3YIOCb HE YCTA-
- BO3MECTUTb CTOMMOCTb, BbiMAa4eHHyto Bamu 3a 0. HAB/IMBATb N HE UCTMO/TIb30OBATb JAHHOE MPOrPAMMHOE OBECIMEYEHME.

[apaHTHiiHble Tpe6oBaHMS LOMKHbI ObITb BbICTaBAEHbI B MMCbMEHHOM BUAE B Teye-
HWe rapaHTUIHOrO Nep1oAa, HO He no3aHee 7 (cemu) aHelt C MOMeHTa obHapye-
HMa fedekTa, n copepxaTb B cebe noaTsepxaeHuns, yaosnetsopsaiowmne Komna-
Huto. Bcé MO (Bce 3k3emnnspbl, MMetowmecs y Bac) fomkHO 6biTb BO3BpaLLEHO
KomnaHuu 1 oTnpaBneHo Bo3BpalLatoLLeli CTOPOHOM C ONAaYeHHON CTOMMOCTbI0
nepeBO3KM 1, NpKU HEOBXOAMMOCTH, CTPaXOBKK. Jk3eMnnapbl MO AOMKHBI BbITh OT-
npaB/ieHbl C KOMMEN NNATEXHbIX JOKYMEHTOB M HaKNagHbIX.

UcknoueHne KOCBEHHbIX YObITKOB

CTopoHbI Npu3HatoT, uTo MporpaMMHoe obecreyeHne He MOXET ObiTb MONHOCTbIO
NnWeHo owmnbok. KoMnaHus He HeCET OTBETCTBEHHOCTM (KaK B CUIy LOTOBOPA,
rPaXAaHCKOro NpaBOHAPYLIEHMS, BKOYAsA XanaTHOCTb, TaK W B N060M MHOM
dopme) nepes Bamu unm nioboii TpeTbeit CTOPOHON 33 NtoBble NoTepU UK yObITKMU
(BKNtOYas KOCBEHHbIe, hakTUyeckue, No6OoYHbIE M NOTEHLMANbHbIE YObITKM),
BKNtoyas, 6e3 orpaHnyeHunit, nobble noTepy unn yobITkM NpubbibHOCTH BU3Heca,
NnoTepro AOXOAHOCTU AW PenyTaLuK, YTPAUEHHYIO U UCKAKEHHYHO MHDOPMaLMIO
UK LOKYMEHTALMIO BCEACTBUE KAKOr0-NMB0 MCMOoNb30BaHUS AAHHOTO NPOrpaMMm-
Horo o6ecneyeHns U/unu Noboi KOMMNOHEHTbI AAHHOTO N0, AAXE eC/M KOMMaHUs
NUCbMEHHO YBEAOM/IEHA O BO3MOXHOCTU NOJ0GHbIX YObITKOB.

OI'paHM‘-IEHMe OTBETCTBEHHOCTU

B cnyyae ecnu, HecCMOTps Ha YCNOBUS AAHHOTO COrNALIEHUSs, KOMMNaHUS NpU3HaHa
OTBETCTBEHHOW 3a YObITKM HA OCHOBAHMM KakMX-11bo aedeKToB UM HeCOOTBET-
CTBMS MpOrpaMMHOro obecneyeHns Balmm oxuaaHnam, NonHas 0TBETCTBEHHOCTb
3a Kax/abliA 3K3eMnnsap AedpekTHOro NnporpaMMHoro obecrnedeHus He 6yaeT npesbl-
WaTb CyMMbI, BbinnavyeHHoi Bammn AO "Anapamu P.L." 3a 310 MNO.

MpekpalueHue aeiicTBUA cornalleHna

B cnyyae HeBbinonHeHus Bamu ycnosuit saHHoro Cornawenus pevictene Baweii
nuueHsun u Hactoswero Cornawexuns ByaeTt npekpaLleHo.

Mocne npekpaleHns encTBus AaHHOro JIMLLEH3MOHHOTO COrnaLleHns:

- IMLEH3MS, NpeaocTaBneHHas Bam aanHbiM Cornalennem, npekpawiaeT cBoé
neicTeune, v Bbl nocne e€ npekpalyeHus He CMOXeTe NpoJoIKaTh AasbHellee 1uc-
nonb3oBaHWe faHHoro MporpaMMHoro obecneyeHus U Apyrux NMLEH3UOHHBIX
MpoaykToB;

- Bbl He3aMeanuTeNnbHO BepHETe B Komnanuio Bce ak3emnnspbl MO 1 Bce konuu
TaKoBOro M/unu cotTpéte/yaanute nobyio MHbOPMaLIMIO, COLEPKALLYOCS B NeK-
TPOHHOM BUAE.

anMEHMMOG 3aKOHOAATeNbCTBO

[aHHoe CornalleHue JOoMKHO GbiTb UCTONKOBAHO M OMpeaeneHo B COOTBETCTBUM C
3aKoHonaTenbcTBOM Poccuitckoit Pepepaumu (3a UCktoYeHMeM KOHGAUKTA npu-
MeHEHMS NPaBOBbIX HOPM), U TONIbKO POCCUIACKMIA CYA, YNONHOMOYEH OCYLLECTBASATD
npaBocyAue B NtobbIX KOHBAMKTAX U CMOpax, BbiITeKaloWwmMx 13 AaHHoro Cornalue-
HWs. HEBO3MOXHOCTb Ans Nto6oW M3 CTOPOH BOCMONb30BaThCS N06BIM U3 Npas,
npefoCTaBieHHbIX el No AaHHOMY CornalleHuto, UK NPpUHSTbL Mepbl MPOTUB ApY-
roil CTOpoHbI B cyyae noboro HapyleHns cBomx obs3atenbcts no CornalleHunio
He [LO/KHO pacCMaTpUBATLCS KAk OTKa3 3TOM CTOPOHbI OT MOCAEAYHOLLErO MOHYX-
[leHUSs K MPU3HAHMIO CBOMX MPaB UM COBEPLUEHUIO MOCNeaYOLMX LeACTBUIA B
cnyyae AanbHenLmnX HapyLeHni.

locynapcTBeHHOE perysiMpoBaHue 1 3KCMOPTHbINA KOHTPO/b

Bbl cornawaetecs ¢ TeM, yto N0 He 6yneT Bamu nocTaBnaTbCs, nepeaaBaTbecs MM
3KCNOPTUPOBATLCA B KaKylo-NMBO CTpaHy, a TakyKe UCNoNb30BaTbCs KaKUM-NM60
NpOTUBOPEYALLMM 3aKOHY M YCIIOBUSIM HACTosLLEero cornawenus obpasom. MO ss-
NSIeTCs NPeAMETOM OMOMHUTENBHOTO 3KCMOPTHOTO KOHTPOSl, OTHOCALLErocs K
Bam unu Baweii lopucamkumu. Bel rapaHtupyeTe, yto 6yaete cobnonatb Haknaabl-
BaeMble OrpaHM4eHus Ha akcnopT 1 peakcnopt MO.

PasHoe

HacTosawee CornaweHune npeactasnset coboii NoAHOe cornaleHne, oTHocaleecs
K JAHHOM IMLLEH3MM, U MOXKET BbITb M3MEHEHO TONbKO NOCPEACTBOM MUCbMEHHOTO
cornaleHus, noanucaHHoro obeMmn ctopoHamu. Ecan BbinonHeHue kakoro-nm6o
ycnosus Hactoswero Cornalwenuns npeacTaBnseTcs HeBO3MOXHbIM, Takoe ycnosue
6yneT ckoppeKTMpoBaHO TO/bKO B npefenax, 06ecneynBarowmx BO3MOXHOCTb Bbi-
NONHEHWS JAaHHOTO YCNOBMS.

S IPOYMTAN U NOHAN HACTOALLEEE IMUEEH3MOHHOE COTTTALLIEHME U CO-
IMACEH BbINMOJIHATb BCE EFO YC/10BMA. 1 NPUHMMAIKO JAHHOE NIULIEH3M-
OHHOE COTTTALLEHME LLEEJIMKOM. EC/IN 4 HE NMTPUHUMALO 3TO JIMLLEEH3UOH-
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2. OCHOBHbIe NoHATMA

2.1 Ha3Ha4veHue

MO "Eamubiii KnueHt JaCarta” — nporpaMMHbIi KOMMNAEKC, MpeaHa3HaYeHHbIN AnS NoAAepXKKU QYHKLMI CTPOro
OBYX(PaKTOPHOM ayTEHTUPUKALMM, HACTPOMKKM 1 paboTbl ¢ Mogensmu USB-TokeHOB 1 cMapT-kapT JaCarta, reHe-
pauuu 3anpocoB Ha cepTudumkaTbl. Bepcmsa ana Microsoft Windows BkntodaeT B cebs komnoHeHT JaCarta
SecurLogon.

2.2 TepMuHbl 1 onpegeneHnA

PIN-Kkop, aaMMHUCTpaTOpa - CEKpETHAs NOCNEL0BATENBHOCTb, M3BECTHAS TOMBKO afMUHUCTPATOPY, KOTOPYIO
Heo6X0AMMO NpeabIBUTL AN ayTEHTUDUKALMM aAMUHUCTPATOPA B MPUIOKEHUM INEKTPOHHOIO KITtoua.

PIN-Kopg, noanucu — cekpeTHas NocneaoBaTebHOCTb, MU3BECTHAA TOMbKO MOJb30BaTeNt0, KOTOPY HEeo6X0aAMMOo
NpeabsiBUTL 47151 BbINOHEHMS ONEpaLMM SNEKTPOHHOM NMOAMNMUCH.

PIN-kop nonb3oBatens - CEeKpeTHaa nocnenoBaTe/ibHOCTb, M3BECTHAA TONIbKO NMO/Ib30BATE/H0, KOTOPYHO Heobxo-
ONMO NpeabsBUTb ANS ayTeHTUPUKaALMM N0Nb30BaTeNS B NPUIOXKEHWUW 3EKTPOHHOMO KAtoya.

PUK-kop - nocnenoBatenbHOCTb CUMBOJIOB, NO3BOAIAOLWAN pa3bnokmposate PIN-koa nonb3oBatens nocne ero
610KMPOBKMU.

Annnet - nporpaMMHoe o6ecredyeHune, peanmsyiolee GyHKLUMOHANTbHOCTb NPUIOXEHMS 3/1EKTPOHHOIO K/IHoYa.
MpunoxeHue - nporpaMMHoe obecneyeHune, yCTAHOBNEHHOE B NMaMsTW INEKTPOHHOIO Kkoya.

CuéTtunk BBOAa HenpaBunbHoro PIN-koaa — nogcucremMa, 610KMpytoLLas YCTPOMCTBO B Cly4ae BBOAA HEMPaBUb-
Horo PIN-kopa onpenenéHHoe KONMYeCcTBO pas Nnoapsa.

DNeKTPOHHDII K4 — annapaTHOe YCTPOICTBO, NPeAHAa3HAYEHHOE A ayTeHTUDUKALMK, WMdpPOoBaHUs, paboTbl C
3NEKTPOHHOM NOANMUCHIO, 6E30MACHOr0 XPAHEHMS LAHHbIX.
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3. 0Obwme cBeaeHWsa 06 3NeKTPOHHbIX KNto4ax

3.1 [punoreHna, annieTbl U MOAENN 3NEKTPOHHbIX KNoYel

(DyHKLI,I/IOHaJ'IbHOCTb MoLeNn 3NEKTPOHHOIO KNo4Ya onpeaenaeTca npunoXXeHnamMu, yCTaHOBIEHHBbIMU B €€ NaMATH.

B mamMaTtu 3neKTpoOHHOrO KtoYa MOXET ObITb YCTAaHOBNEHO OAHO UM HECKONTbKO MPUNIOXKEHUN. YCTPOMCTBA, B KO-
TOpbIX YyCTaHOBNEHO Bosiee 0AHOMO NPUNOXKEHUS HA3bIBAOTCS KOMOMHMPOBaHHBIMU. Hanpumep, B 31eKTPOHHOM
kntoue JaCarta-2 FTOCT ycraHoBneHo npunoxeHue NOCT, B anekTpoHHOM kitoue JaCarta PKI yctaHoBneHo npwno-
xeHue PKI, B kombuHmMpoBaHHoM Mogenu JaCarta-2 PKI/TOCT yctaHoBneHbl npunoxenuns PKI v FTOCT.
lMpumeyanue. HaumerosaHue npunoxeHus He 8ce20a co0epHumMcs 8 Ha38aHUU MOOEU 31EeKMPOHHO20 Kya. Hanpumep,
8 modenu knrw4eli JaCarta PKI ycmarosneHo npunoxerue PKl, Ho 8 modenu JaCarta LT ycmaHosneHo npunoxeHue
STORAGE. HaszsaHue modenu u npusnoxieHus 3/1eKmpoHH020 Kto4a omobpaxaemcs 8 uHmepgelice EOuHozo KnueHma
JaCarta 8 cmandapmHom pexcume (cm. n. 5 "Paboma 8 npoepamme 8 CmaHOapmHOM pexume”).

MpunoxeHne onpenenseT HEKOTOPbIM HABOP PYHKLMOHANbHOCTU 3NEKTPOHHOIO K/t04a, XapaKTepHbIN Ans peLle-
HWS onpefeNeHHOoro psaa 3agad. Tak, npunoxeHue PKI obecneyrBaeT nofaepKy 3anagHbiX KpUNTOAATOPUTMOB
W NO3BONSET pellaTh WNPOKKUIA CNEKTP 33434 ayTeHTUdMKauun, udpoBaHUS U paboTbl C INEKTPOHHOM NOANMUCHIO
B KOpnopaTtuBHOM MHBpacTpykType. MNMpunoxeHne MOCT obecneunBaeT NOAAEPXKKY POCCUIACKMX KPUMTOANTOPUT-
MOB A9 pelleHus 33434 ayTeHTMdUKaLmMK, WMGpPoBaHMs 1 paboTbl C 31EKTPOHHOM NOAMUCHI0 B CMCTEMAX, Tpeby-
IWUX ncnonbsosanHmsa anroputmos NOCT.

OfHO M TO e MPUNOXKEHME MOXET UMETb PasfiMyHble peannsaumn. KoHKpeTHas peannsaums NpUIoXKEHUS Hasbl-
BAETCS annieToM. B HacTosWEM LOKYMEHTE MU OMMUCaHWM KOHKPETHOM onepaumu Hag, 3NEKTPOHHbIM K/THOUOM
YTOYHSIETCS HE TOMbKO NPUIOXKEHWUE, HO U anmJeT, peanusyolwmii GYHKLMOHANbHOCTb LAHHOTO MPUIOXKEHMUS.

Mpumep. B modensx anekmpoHHbix kmoyeli JaCarta PKI u JaCarta PRO ycmarosneHo npunoxeHue PKI, Ho 8 modenu JaCarta
PKI 0aHHoe npunoxeHue peanusosaHo anniemom/npunoxeHuem Laser, a 8 modenu JaCarta PRO - annnemom PRO.
HazeaHue annnema KOHKpemHo20 npunoxeHus omobpaxaemcs 8 uHmepgelice EduHozo Knuenma JaCarta e
pacwiupeHHoM pexume (cM. n. 6 "Paboma 8 npoepamme 8 pacuiupeHHOM pexuMe”).

CooTBeTCTBME MPUNOXKEHUI, ANMNETOB U MOAENEN 3NEKTPOHHbIX KNKoYein npuBeaeHo B Tabnuue 2.

Tabnuua 2 - Coomsemcmaue npunoxeHud, anniemos u Mooenell 31ekmpoHHbIX Katoyell

AO "Anapaunn P.O." 1995-2023 r.

Annnet unu npunoXxxeHue

Mpunoxenue PKI, peannsoBaHHOEe annaeTom
Laser

MpunoxeHnue PKI, peannsoBaHHOE annaeTom
PRO

Mopaenu aneKTpoHHbIX Kitoueit

JaCarta Remote Access;
JaCarta PKI;

JaCarta PKI/Flash;

JaCarta PKI/BIO;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 SE;

JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SF;

Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta PRO;

eToken PRO Anywhere;
eToken NG-OTP (Java);
JaCarta-2 PRO/TOCT

PyKOBO,D,CTBO nonb3oBaTend ana onepaunmoHHbIX CUCTEM cemelicTea Linux
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Annnet unu npunoXxxexHue

MpunoxeHne STORAGE, peanusoBaHHoe an-
nnetom Datastore

Mpunoxenune FOCT, peanm3oBaHHoOe annne-
ToM KpuntoTokeH 2 311

Mpunoxenve OTP, peanv3oBaHHOE annneTom
AladdinOTP

AO "AnapamH P.AO." 1995—-2023 . PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux

Mopaenu 3neKTpOHHbIX Kntouvei

JaCarta LT,
JaCarta WebPass;
JaCarta U2F

JaCarta Remote Access;
JaCarta SF/TOCT;
JaCarta-2 TOCT;

JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PRO/TOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;

JaCarta-2 SF;

Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta WebPass
JaCarta U2F/WebPass

3.0
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3.2 [lapaMeTpbl 3N1eKTPOHHbIX KMOYel Npu NOCTaBKe

|-|pl4 NOCTaBKE 3/1EKTPOHHbIE K/THOYN UMEKOT NMapaMeTpbl, NpUBeEAEHHDbIE B Tabnuue 3.

Tabnuua 3 - [lapamempbl 31eKMPOHHbIX KAtoyell npu nocmaske

Mapametp, onepauus

PIN-kop, nonb3oBatesnsi No yMon4aHutol

PUK-kog, onsg pasbnokupoBaHus

PIN-kop, agMUHUCTpaTOPa NO YMOYAHUIO

@®opmaTtupoBaHue 6e3 HasHaveHus PIN-koaa nonb3osa-
Tens (AAMMHUCTPATOP MOXET Ha3HauuTb PIN-kon nonb3o-
BaTess nocnae GopMaTMpoOBaHus)

@®opmaTtupoBaHue 6e3 HazHaueHus PIN-koaa agMuHUM-

cTpaTopa

Mpn pasbnokmpoanHuun PIN-koma nonb3osatens cbpachbl-
BAETCA CYETYMK BBOAA HenpasunbHoro PIN-kozna nonb3so-

BaTend, npu 3ToM ...

PasbnokuposaHue PIN-koaa nonb3oBatens B yaanéHHOM

pexume

M3meHeHune PIN-koaa nonb3oBaTtens agMMHUCTPATOPOM

6e3 dhopmaTMpoBaHus

MpunoxxeHue u annaer

Mpunoxxenue PKI
annnet PRO

1234567890

HE NpeaycMoTpeH

HE YCTaHOBNEH

BO3MOXHO

BO3MOXHO

... PIN-kop, nonb3oBa-
Tens 3a4aeTcsa 3aHOBO

BO3MOXXHO

BO3MOXHO

Mpunoxenue PKI
annnert Laser

11111111

He npeaycMoTpeH

00000000

BO3MOXHO

HEBO3MOXXHO

... PIN-kopn nonb3oBatens
33[3€eTCs 3aHOBO

BO3MOXHO

BO3MOXHO

Mpunoxxenne NOCT
annnet KpuntoTokeH 2
an

1234567890

MOXET ObITb yCTaHOBNEH
KaK onuua npu 3akase

He npeaycMoTpeH

HEBO3MOXHO

HEBO3MOXXHO

... PIN-kopn nonb3oBatens
OCTaeTCs NPEXHUM

BO3MOXHO?

HEBO3MOXXHO

MpunoxeHue
STORAGE
annnet Datastore

1234567890

He npeaycMoTpeH

HE YCTaHOBNEH

HEBO3MOXXHO

HEBO3MOXXHO

... PIN-kop, nonb3oBaTens
OCTaeTCs NPEXHUM

HEBO3MOXHO

HEBO3MOXXHO

3.0

Mpunoxenue OTP
annnet AladdinOTP

1234567890

He npeaycMoTpeH

He npeaycMoTpeH

onepauus He NpesycMoT-
peHa

onepauus He NpesycMoT-
peHa
ornepauus He npeaycMoT-
peHa

HEBO3MOXHO

HEBO3MOXXHO

1 B 3aBucumocTu ot npasun 6e30MacHOCTU Bawen OpraHunsayuun PIN-Kog nonb3oBaTtena no YMONYaHUIO MOXET 6bITb N3MEHEH nepeg nepe,qaqeﬁ 3N1eKTPOHHOro KNK4a NoNb30BaTenNto. B Takom cny4yae
3Ha4eHwue PIN-Koaa nonb30BaTeNna AOMKHO bbiTb CO0BLLEHO 40NoNHUTeNbHO. B cny4ae 3any,quHMl7I O6paTVITECb K aAMUHUCTPATOPY

2 MNpu ycnosuum, yto CK3U B3ATO NOA ynpaBneHue APMa agMuHuctpaTopa 6e3onacHoctun JaCarta, Ha KOTOPOM reHepupyeTCA NocNeA0BaTeNbHOCTb ANA Pa36N10KUPOBKUN

AO "Anapaun P.0." 1995-2023 r.

PyKOBO,ELCTBO nonb3oBaTena anga onepaumoHHbIX CUCTEM cemericTBa Linux
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3.3 WHobopmauma o PIN-Koge nonb3osaTena

OcHOBHble onepauuu, KOTopble BbINOMHSAET NO/b30BaTEb B NPOLECCE 3KCNAyaTauum 3NEKTPOHHOIO KtoYa Bbl-
nonHswTcs ¢ npeabsasneHneM PIN-koaa nonb3osatens.

PIN-koga nonb3oBatens coobuiaet AAMUHUCTPATOpP Npn nepenaye nosb30BaTEN I/IEKTPOHHOIO K/ko4a. 3Have-
Hue PIN-koga MOXEeT OTIMYaTbCs OT TUMOBOMO 3HAYEHMS, nepeyeHb KOTOpbIX NpeacTtaBiiEH B Tabnuue 3.

Ecnmn B naMsAT 3neKTPOHHOIO K/toYa 3anMCcaHo HECKONBbKO NpunoxeHui, Hanpumep, PKI u FTOCT, To ans kaxaoro
npunoxeHus npenycMoTpeH ceoi PIN-kog nonb3osarens.

llpu nonyyeHuUU 31eKMPOHHO20 KHOYA HA PyKU HAcmosmesnbHo pekomeHdyemcs cmeHums PIN-kod none3osamens
(cm. n. 5.3 "Usmenerue PIN-koda nons3osamens”).

PIN-kog nonb3oBaTens uMeeT CPoK AencTeus. 3a 14 gHelt o okoH4YaHUs cpoka aencteus PIN-koma nonb3oBa-
TeNb NONYYMT yBeaoMieHne o Heobxoanumoctun cmeHbl PIN-koaa. MHdopMaumnoHHblie coobueHus ByayT npuxo-
OMTb KaXIbIA feHb [0 OKOHYaHMs cpoka aencteus PIN-koaa, moka oH He Bydet nsmeHeH.

B cnyyae BBoaa HeBepHoro 3HaveHus PIN-kofa nosb3oBaTens B KONMYECTBE pas, NPeBbILLAOLLEE YKa3aHHOE B
HacTpoikax, PIN-koaa nonb3oBatens 6yaet 3abnokmposaH. MNpu 3abnoknmposaHHoMm PIN-koae nonb3oBartens He-
BO3MOXHO BbINO/IHEHME OMEPALMIA C 3MIEKTPOHHBIM KNHOUOM, KOoTopble TpebytoT npeabssnerus PIN-koaa nonbso-
BaTens.

[ins 3abnoOKMPOBAHHbLIX NPUNOXEHWUI [OCTYNHA onepauus pasbnokmposaHus PIN-kona nonb3oBatens. J1a onepa-
LMW BbINOSTHAOTCS aAMUHUCTPATOPOM, OMNMUCAHME €€ BbINONHEHUS NPUBEAEHO B AOKYMeHTe "EauHbIN KnueHT
JaCarta. PykoBoaCTBO agMUHUCTpATOpa 415 ONepaLUMOHHbIX CUCTEM ceMeicTBa Linux”.

AO "AnapamH P.AO." 1995—-2023 . PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux Crp. 12 /51
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4. O630p NOMb30BATENBLCKOro MHTEPENCa

4.1 3anyck EgnHoro KnuneHta JaCarta

P Ons 3anycka Eaunoro Knuenta JaCarta:

1. HaxmuTte KHonKy u BbIbepuTe "YTunutel” — "JaCartalUC":

AO "Anapaunn P.O." 1995-2023 r.

Mpaduka
MynsTumeana
Hay4Hble
Wrpbi

MobunbHble

¥Tnutel

) CncTeMHbIe

MocnegHwe
MaHens ynpasneHWA

MeHexep daiinos

BupTyaneHas knaeuatypa

*’Banm‘b ISO obpasa Ha USB HocuTenb

-KDHTEI{CTHbIﬁ nouck Recoll
@ MeHempkep paiinos MC
ﬂPat’:-:: a ¢ apxvBamn Ark

@\ LUndposas nognucs KGpg

&\ LUndpossie cepTudukatsl XCA

JaCartaUC

PucyHok 1 - 3anyck EduHozo KnueHma JaCarta

PyKOBO,D,CTBO nonb3oBaTend ana onepaunmoHHbIX CUCTEM cemelicTea Linux

3.0

Crp. 13 /51



Eamubin Knuenr JaCarta 3.0

2. OtkpoeTcs ocHOBHOe OKkHO EauHoro Knuenta JaCarta, npy 3TOM B NaHenu ynpaBieHUs B HUXHEN YacTu
3KpaHa NOSBUTCS 3HAYOK BbI30BA MEHI0 BbICTPOro 3anycka Nporpammbi §:

EguHBIA KnueHT JaCarta

EauHbIn KnneHT JaCarta Ana‘:mm)

MoakniounTe TOKEeH

He oﬁHap)m(eHo nognepHrBacMex MoJeneid ToOKeHoB.

MogknioynTe USB-Toked K USB-NopTy KOMNLKOTEPa WKW BCTaBLTE CMapT-KapTy B
CMapT-KapT puaep.

Hactpoikn

.(7‘|
L) Mepeknwuntocs a
) pacwWpeHHbIR pexum

I;:—|£| EavHbiii Knn... eNn B 16:07

PucyHok 2 — OcHosHoe okHo EduHozo Knuenma JaCarta u meHto 6bicmpo20 3anycKa 8 NaHeau ynpagneHus
Mo ymonyaHuMto ocHoBHOe okHO EgnHoro KnunenTa JaCarta oTKpbIBaeTcs B CTaHAAPTHOM peXxuMme.

3. Yrtobbl 3aKpbITb OCHOBHOE OKHO EamHoro KnuenTta JaCarta wenkHMTe KHOMKY "3aKpbiTh" B NPAaBOM BEPXHEM
yrny. 3Ha4YoK BbI30Ba MEHI0 HObICTPOro 3amycka Npojo/MKUT 0TOBpaXaTbCs B NAHENM YNPABNEHMUS.

4.2 MeHIo bbICTPOro 3anycKa

3HaYOoK BbI30Ba MeHI0 BbICTPOro 3anycka & 0oTO6paxaeTcs B NaHenn ynpoasneHus (B HUXKHEN YacTu 3KpaHa)
[axe npu 3akpbiToM okHe EamnHoro KnuenTa JaCarta u npepoctaBnsieT 4OCTYN K MEHI HbICTPOro 3anycka.

[ns BbI30Ba MEHI0 6bICTpOFO 3aMyCKa HaXXMUTe 3Ha4Y0K & B NaHENN ynpaBneHna:

& EpuHuil KnnenT JaCarta

HacTpolk

O EguHom KnweHTe |aCarta

BelATK

eN B 16:09

PucyHok 3 —MeHt 6eicmpozo 3anycka EduHozo KnueHma JaCarta
MeHto 6bICTPOro 3anycka COAEPXKUT CneayoLme KOMaHabl:

o "EpuHbint KnueHt JaCarta” — oTKpbIBaeT OKHO OCHOBHOro uHTepderica EanHbiin Knuent JaCarta.
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e "HacTpoMku..." — OTKpbIBAET OKHO HAacTPOEK NPOrpamMbl.
e "0 EpmHoMm KnuenTe JaCarta...” — OTKpbIBAaeT OKHO CO CBeAeHUaMHU 0 nporpamme (cM. 4.4 "TipocMoTp ceBepe-
HWI 0 nporpamme”).

e "BbiiTM" — no3BONSET BLIATM M3 NPOrpPaMMbl, NPU 3TOM 3HAYOK & nepecrtaet oTobpaxaTbCs B NaHeNM ynpas-
neHus.

4.3 PexunMbl paboTbl NporpamMmsl

43.1

Enunbiii Knuent JaCarta nopaepxuBaet cnefyowme pexummsl paboTbi:

CTaHAapTHbIﬁ PEeXuUM — MNMO3BONAET NPOCMATPUBATbL KPpaTKNUE CBEAEHUA O noacoesmuHEHHbIX 3NEKTPOHHbIX K/TKO4aX,
cMeHuTb PIN-KoA nonb3oBaTens, HazHauuTb unm naMeHuTb PIN-kog nognucu, usMeHUTb METKY 3/1EKTPOHHOI0
KNoYa.

PaclumpeHHbIit peXxMM — No3BONSIET MPOCMATPUBATL NOAPOGHbIE CBEAEHUS O NOACOEAMHEHHBIX 3NEKTPOHHBIX
K/0Yax M NpenoCcTaBAseT JOCTYN K ONepaLmsM Haf NPUIOXKEHUSIMM NEKTPOHHOIO K/lo4Ya U 06bEKTAaMU KaXkaoro
NPUNOXKEHMS.

MepeKnoyeHne Meray perRMami

Ytobbl OnpenennTb B KAKOM pexxmme OTKpbITO OKHO EauHbii KnueHnT JaCarta, Heo6xoamMmMo 06paTtuTb BHUMaHWe
Ha Ha3BaHWe KHoMNKK "TlepekIlounTbCs B PEXUM ..." B OCHOBHOM OKHE NPOrpaMmbl (CM. pucyHok 2). Ecnm kHomka
UMeeT BUA;

)
rLI MEPERNIOUHTECA B

L pacwmpettblii pexum

, TO BXO4, OCYLWEeCTB/IEH B CTAHAAPTHOM pexXume,

)
‘. [NepeknouMTsech B

T g
S lase kil TO BXOL OCYLLECTB/IEH B PaCIUMPEHHOM pEXMME.

» Ina nepeknioYeHUa MeEXAY CTaHAAPTHbBIM U PacWIUPEHHbIM PEXUMOM:

1. [na nepekntoyeHus EaomHoro Knuenta JaCarta M3 cTaHOApTHOrO pexmMa B PacLUMPEHHbIN PEXUM HaXMUTE
KHOMKY "TepekniounTbCs B paclUMpeHHbI pexxuM”. Mpu nepBoM HaxaTumn KHOMKK ByaeT oTobpaxeHo coob-
LEeHWE O NepekSlYEHUN B PACLLIMPEHHbIN pexxuM. YcTaHoBuTe oTMeTKy "He oTobpaxatb 3To cooblueHune B
DanbHeiwem", yTobbl He NpeaynpexaeHne B faNbHellleM He 0Tobpaxanocs:

MpepynpexpaeHue b4

PaclmpeHHLIif pexium npegHasHaqeH 018 BeINOIHEHNA
CEpBUCHEIX ONepaLWii ¢ TOKeHOM WK cMapT-KapToi,
Bo/bWWHCTEO onepauuii B 4aHHOM pexcume TpebytoT 3HaHnA
PIN-KOOa afMUHUCTPaTOpa NpUNoKeHWi Ha TokeHe (PIN-
KOOkl 3AMUHWCTPATOPA MOTYT BEITE Pa3AMHHEIMI ONA
pasHbX NpracKeHui),

Pex M NpegHasHadeH 0NA TeXHWYECKWX crnelmanicTos.

=

PucyHok 4 - CoobuwieHue npu nepektoyeHuU 8 pactuupeHHell pexum

He oTobpamaTe 3To coobujeHne B fgansHefwem

2. [Onsa nepekntoueHus EanHoro Knuenta JaCarta U3 pacluMpeHHOro pexxmma B CTaHAAPTHBIA PEXUM HaXMUTe
KHOMKY "[epekntounTbCs B CTAHAAPTHBIN pexuM”.
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4.3.2 OCHOBHOE OKHO B CTA@HAAPTHOM perirmMe

Mo YMONIYaHUKO OCHOBHOE OKHO EamHoro Knuenra JaCarta OTKPbIBAETCA B CTAHOAPTHOM peXume. Ha pUCYyHKE
HWXXe npuBeaeH BUa OCHOBHOIO OKHa B CTaHAAPTHOM peXmnMe C NoAKNKYEHHbIM K KOMMNbIOTEPY MNOJ1Ib30BaTENA
31IEKTPOHHbIM K/TIOYOM!

EAMHLINA KnneHT JaCarta -0 x

EauHbin KnueHTt JaCarta Anaigguui
N/
Ivanov
HazgaHne JaCarta-2 PKITOCT

JC207-12.F27 v3.0

Homep Mogenu
HazoBuTe 3TOT HOMEp MpU 0BpalleHnn B TEXHUHECKYIO NOOASpHKY

CepuitHelil Homep 1368FA4F

MprnoxeHns PKI - CMeHUTE PIN-kog
EBesonacHell 4oCTyN K pecypcam - -
roct CmeHnTE PIN-kog
ZNeKTPOHHaA No4nUce

CmeHnTE PIN-kKon nognncn

HacTpoikn

PEKNOHATECA B
PACLIMpEHHBIA PEXAM

PucyHok 5 - OcHosHoe okHo EduHozo Knuenma JaCarta 6 cmaHdapmHom pexcume

OcHoBHOE OKHO coaepXuT cnegywume obnactu:

O6nacTtb Ans oTo6paKEHUs NOLCOEANHEHHBIX K KOMMbIOTEPY 3NIEKTPOHHbBIX KIKOYUEN.

Ecnu k komnbloTepy nonb3oBatenst EauHoro Knuenta JaCarta He noacoeaMHEH HU OaMH
3N1EeKTPOHHbIN K/, TO AaHHAg 06nacTb nycTa.

Ecnu nopcoenmMHeHo HeCKONbKO 31EKTPOHHbIX Kntouen, To ang paﬁOTbI C KOHKPETHbIM
KNMHOYOM LWENKHUTE 3HAYOK HYXHOro Kir4a, nocne 4ero B obnactu 4 6y,u,yT 0T06pa)KEHbI
€ro OCHOBHble CBOMCTBA.

Bupa 3Hauka, 0603HaYaroWMI MOLK/OYEHHDBIM 3NEKTPOHHbIN KN4 Pa3/InyaeTcs B 3aBUCU-
MOCTM OT TMNa K/toya. NepeyeHb 3HAYKOB NPUBELEH B NPUNOXKEHMM A Ha cTp. 49

06nacTb COAEPXUT KHOMKM:

ACTRONKW

- KHOMKa 19 BblI30BAa OKHA HAaCTpoeK nporpamMmsl. OnucaHue
paboTbl C HaCTpoOMKaMu NpuBeaeHo B fokyMeHTe "EauHbin Knuent JaCarta. PykoBoacteo
aAMUHUCTpATOpa AJ1F ONepaLMOHHbIX CUCTEM ceMeicTBa Linux”;

MNepeknio4YATLCA B

PACLUWPEHHEIR PEXWMM

- KHoMKa ans nepeknoyenus EanHoro Knventa JaCarta B
pacWWpPEeHHbIV PeXUM

OTKpbIBaeT OKHO CO cBeAeHusMM 0 nporpamme EaunHbit Knuent JaCarta

O6nactb ang otobpaxkeHus nHGopMaLum 0 BbIBPaHHOM 3NEKTPOHHOM KJTHOUe U KHOMOK
ynpasnenuns PIN-kogamu nonb3osatens n PIN-kogaMu noanmcu npunoXXeHum 3sneKTpoH-
HOro Ktoua.
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4.3.3

OCHOBHOE OKHO B pacClWLWMpeHHOM pexnMe

Bua OCHOBHOrO OKHa B PaCLIMPEHHOM PEXMME NMPUBELEH HA PUCYHKE HUXKE:

EanHbIA KnueHT JaCarta

CTPONKK

CTaHAapTHBIA pEXMM

PEKNIYNTHCA B

EauHbIi KnueHT JaCarta

AnaganH

4

lvanov

J WHhopMauura o TokeHe | PKI | roct

WNHcpopmauma o cynTHBaTENE
HazsaHwe

WNHpopmaumna o Tokene
HazsaHwe

Homep Mofenn

CepuiiHkIil Homep

MonHLIR cepUiiHEIR HoMep

0bwana NnamaTe

CeobogHanA NamMATE

[aTa nponsBoacTE:
WNHcpopMayua o npunoxeHun PKI
AnnneT

Nma

CeoboaHan namATe

PIN-ko g

OnHa PIN-koga

OcTanoce NonelTok eeoga PIN-koga
OnwvHa PIN-Ko4a agMuHncTpaTopa
MaKc. KONMHeCcTBO NoMsIToOK BEOAE
PIN-KOLa 8 AMUHUCTpaTopa
OCTanock NonsIToK BEOOE
PIN-kOLa 8 MUHUCTpaTopa

Cnocob ayTeHTudukayum

Cnocob ayTeHTudukauum
agMUHWCTpaTopa

MNopgepHka Brome Tpum

WNHcpopMaymna o npunoxeHun FrOCT
AnooeT

Makc. KonMHecTEO NonelToK BEoga PIN-ko...

JSC Device [SCR Interface] 00 00

JaCarta-2 PKIrOCT
JC207-12.F27 v3.0
1368FALF
4E3900202465304D
80 KbaiT

19 KBanT (23%)
14-02-2022

Laser
Ivanow
19578 BanT
YcTaHosneH
[4..10]

10

10

[4..10]

5
5
PIM-ko g
PIN-ko g

HeT

KroiaoToToked 2 20

L 3

PucyHok 6 - OcHosHoe okHo EduHozo KnueHma JaCarta 8 pacwiupeHHoM pexume

OcHOBHOE OKHO B paClWMPEHHOM peXMNMeE CcoaepXuT cneayroume obnactu:

O6nacTb ang oTobpakeHMs NOACOEAMHEHHbIX K KOMMbIOTEPY 3NEKTPOHHbBIX K/OYEN.

Ecnu k komnbloTepy nonb3osatenst EauHoro Knuenta JaCarta He noacoeaMHEH HU OaMH

3M1EKTPOHHbIN K04, TO faHHas 061acTb nycra.

Ecnu nopcoenmMHeHo HeCKONbKO 31EKTPOHHbIX Kntouen, To ang paﬁOTbI C KOHKPETHbIM

KJTIOUYOM LLESIKHUTE 3HAYOK HYXKHOTO KkoYa, Noc/e yero B 06nactu 4 byaet oTobpaxeH
MOJIHbIMA CNMUCOK €ro CBOMCTB.

3.0

Bua 3Hauka, 0603HaYatoLIMIA MOAKIOUYEHHbIA 3NEKTPOHHbIA KNOY Pa3/IMyaeTca B 3aBUCK-
MOCTM OT TUMa K/toya. [MepeyeHb 3HAYKOB NPUBELEH B NPUNOXKEHUU A Ha cTp. 49

06nacTb COAEPXKUT KHOMKMU:

ACTPONKK

MepeknioYNTECA B
TaHAAPTHBIA PEM MM

— KHOMKa O/14 Bbi30Ba OKHA HACTPOEK NporpaMmel.

- KHOMKa ans nepekntoyeHuns Eannoro Knuenta JaCarta 8

AO "Anapaun P.L1." 1995

—2023r.

CTaHAAPTHbIN PEXUM

OTKpbIBaEeT OKHO CO CBeAeHusMU 0 nporpamme EamnHbiin Knuent JaCarta (cm. n. 4.4 "Mepe-
K/loUeHne Mexay pexmmamn’)

0O6nacTb ynpaBneHUs 3M1eKTPOHHbBIM KOYOM, BbiIOpaHHbIM B 0bnactu 1.

B pacwmpeHHOM pexuMe faHHas 06nacTb NpeAcTaBieHa B BUAE HECKONbKUX BKNAAOK:

- Ha Bknagke "MHpopMaLms o ToOKeHe" oTobpaxkaeTcs MHBOPMaLMs O CUUTbIBATENE, UH-
dhopmaumsa 06 3neKTPOHHOM KJIHOUE U NPUIOXKEHUIX Ha SNEKTPOHHOM KJiloue (CM. pucy-
HOK 6):

PyKOBO,D,CTBO nonb3oBaTend ana onepaunmoHHbIX CUCTEM ceMmeiicTa Linux

Crp. 17 /51
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- Ha BKNagKe C HaMMEeHOBAHWEM NMPUOXEHWUS AOCTYMNHbI ONepauuu C JaHHbIM NPUNOXKe-
HUEM U 0BbEKTAMU, XPAHALLMMKUCS B NAMATM SNEKTPOHHOIO Ktoya. [Ing Kaxaoro npuno-
KEeHMS NpeaycMOoTpeHa OTAENbHas BKNaAKa.

Ha pucyHke 6 anekTpoHHbIV Koy cogepxut npunoxenue PKI n npunoxenune FOCT, no-
3TOMYy AaHHAg 061acTb COAEPXKUT BKNAAKY "MHdopMauna o TokeHe", Bknagky "PKI" n
Bknaaky "TOCT" pna ynpasnenus npunoxenuem PKI, npunoxernnem NOCT n obbektamum B
3TUX NPUNOXKEHUSX.

4.4 TlpocMOTp cBEAEHUN O Nporpamme

» Ona npocmoTpa cBepeHun o nporpamme EauHbiit Knuent JaCarta:

AnaganH
1. B OCHOBHOM OKHe NPOrpamMMbl HAXXMMUTE KHOMKY C JIOrOTUMNOM KOMMAaHUU B BEPXHEM MPABOM Yy
. bypet otobpaxkeHO OKHO CO CBeAEHUSIMU O BEPCMU NPOrpaMMbl U KOHTaKTaMM TEXMNOOAEPXKKU:

OCHOBHEIR
NoruwpoeaHwe

EauvHbIn KnneHT JaCarta

Bepcua 3.0.0 Cbopka 3191

TexHu4eckan nogaep>xKa:
+7 (495) 223-0001 (MHOroKaHaNkLHEIR)
www.aladdin-rd.ru/supportftickets/create

BHUMaHue!

[laHHas NporpamMMa 3al U eHa 3aKoHoM 06 SBTOPCKUX MPaBax u M
COTNALWEHWAMW, HE3aKOHHOE BOCNPOW3BE JEHWE WWIKW PEcnpocTpa
NporpamMmel WuaM NoBoR e& YacTH BNeYET MPaMAaHCKYI0, 3fMUHWCT)|
YrONOBHYID OTBETCTBEHHOCTE B COOTBETCTBWW C 3aKOHO4aTENLCTBO
Degepaunu.

© 1995 -2022, AD "AnanawH P.0." Bce Npaea 3allWLeHEl

PucyHok 7 - TyHkm meHro Hacmpoek «O npozpamme»

2. Haxmute kHonky "OK" ong 3aKpbITMS OKHa.

4.5 3aBeplieHne paboTbl NPOrpamMmbl

» Ana 3aBepweHus paboTbl nporpamMmmbi:

e  AktuBMpyiTe KOMaHAy "Boiitn” B MeHto BbicTporo 3anycka EpmnHoro KnuenTa JaCarta (cM. pucyHok 3). Paborta
EnmHoro Knuenta JaCarta 6ynet 3aBepLieHa. 3HauoK & nepectaHeT 0TO6paxaTbCs B MAHENW yrnpaBneHus.
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5. PaboTa B nporpamMme B CTaHA3PTHOM pPEeHUME

5.1

B ctaHpapTHoOM pexume EgnHoro KnuerTa JaCarta LOCTYMHbI Clieaytowme onepawmm ¢ SNEKTPOHHBIMU Killo4aMu
LN He3a6/10KMPOBAHHBIX NMPUNOXEHUIA:

e  npocMoTp MHDOPMaLMKM 06 INEKTPOHHOM KJTHOue;
®  W3MEHEHME MMEHU NTIEKTPOHHOIO KIHYa;
e u3MeHeHue PIN-koga nonb3oBaTens;

e  YCTaHOBKa, M3MeHeHMe, pa3bnoknposaHune PIN-koaa noanucy (4ns 3NeKTPOHHbIX KIHYeN C NpUIoXeHneM
FOCT c annnetom KpuntoTtokeH 2 3M).

Lns obecneyeHus KOppeKMHo20 QyHKUUOHUPOBAHUS MOKEHO8 U cMapm-kapm, nepeo u3sjieyeHuem ycmpoticmea
Heobx00umMo doxdamsCs 3a8epuieHuss NPoy,ecca 3anucu Uiu CHUMbI8aHus UuH@opmayuu. M3enedeHue mokeHa unu
CMapm-Kapmel Npu 3anucu UaU CHUMBbIBAHUU UHPOPMAyUU MOXem npusecmu K 8bixody ycmpolicmea u3 cmpos.

MpocMoTp nHdopMaLnM 06 3NEKTPOHHOM K/ltoye

[Ins npocMoTpa MHdopMaLmu 06 3NEKTPOHHOM Kitoue ¢ nomolubio EauHoro KnuenTa JaCarta He TpeGyeTcs aBTo-
pU3aums Ha 3NEKTPOHHOM KITHOYE.

» Ona npocMoTpa MHPOpMaLUK 06 3INEKTPOHHOM KAakue:

1. 3anyctute EguHbii KnueHT JaCarta n nogkntoumnte 3NeKTPOHHbIN KoY K pasbemy USB nnn cuntoiBaTento
CMapT-KapT KoMnbtoTepa.

2. WHdopMaums 06 3n1eKTPOHHOM Kiltoue 6yaeT oTobpaxkeHa B OCHOBHOM OKHE HEME[IEHHO, BbIMONHEHUS A0-
NOJIHUTENbHBIX AEMCTBUIA He TpebyeTcs. ECIM NOAKNIOUYEHO HECKO/IBKO 3/IEKTPOHHBIM Ktouei, To BbibepuTe
3HAYOK HY)XXHOTrO KJlo4a B 06/1aCTH CneBa:

EavHbIA KnneHT JaCarta - 0O x

EavHbin Knuent JaCarta Ana‘:mm)

Ilvanov

HazeaHne JaCarta-2 PKITOCT

JC207-12.F27 v3.0

Homep mogenun
Haz0BMTE 3TOT HOMEp NpKW 0BPaLLEHN B TEXHWHECKYH NOLOEPHKKY

CepWiHLIR Homep 1368FA4F

PKI
MpunoxeHna . “MEHWTE PIM-
P BesonacHeIA 4OCTYN K pecypcam RS A
rocr CMeHWTE PIM-ko g
SNeKTPOHHaA NoANUCE

CMeHWTE PIN-kog nognucu

CTROMKKW

) TMepeknoYnThCA B
PACLUMPEHHEIN PEX M

PucyHok 8 - UHpopmauus o 86I6paHHOM 3NEKMPOHHOM KIkoYe 8 CMaHOapmHOM pexume

Ona Bbl6paHHOFO KNnK4a B CTaHOAPTHOM pexume 0T06pa)KaETC9I caienywuaa VIHCI)OpMaLI,MFII
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— "HasBaHue" — Ha3BaHWe MOAENN 3IEKTPOHHOIO KJI0Ya;

— "Homep Mopenu" - Homep Mogenu BbibpaHHOro Kio4a. B cnyyae BO3HUMKHOBEHUS npobaem npu Ucnosb-
30BaHMM NONb30BATENb JOMKEH COOOLMTL 3TOT HOMEP B CTYXBY TEXHUYECKON NOAAEPXKKH;

—  "CepwiiHblii HOMEp" — CepUitHbIA HOMEP 3/1EKTPOHHOIO K/TH0Ya;

- "TlpunoxeHuns" — nepeyeHb NPUAOKEHUN, YCTAHOBMEHHbIX B MaMATU 3/1EKTPOHHOIO KtoYa. [epBbiM B
CrMCKe 0TOBpaxKaeTcs NPMOPUTETHOE HA AAHHOM KJIKOYE NPUIOXKEHWE.

3. 3akpoMmTe ocHoBHOe okHO EauHoro KnvenTa JaCarta HaxaTtveM KHOMKM "3aKpbiTh” B IEBOM BEPXHEM Yray.

5.2 V3MeHeHne NMeHM 3NeKTPOHHOro K/o4a

[ins u3MeHeHUs MeTKMU 3N1eKTPOHHOrOo Knkoya ¢ nomoulbto EamHoro Knuenta JaCarta Tpebyetcs aBTopu3aums Ha
3/1eKTPOHHOM KJIto4e ¢ npeabssneHnem PIN-koma nonb3osatens.

» Ana U3MeHEeHUs MeTKH 3/IEKTPOHHOTO KJio4a:

1. 3anyctute EguHbii KnueHT JaCarta n nogkntoumnte 3NeKTPOHHbIN KoY K pasbemy USB nnu cuntoiBaTento
CMapT-KapT KoMMbtoTepa. Ecnn noakitoyeHo HEeCKOMbKO 31EKTPOHHBIX KtoYei, TO BbibepuTe 3HaYOK HY)KHOMO
Kntoya B obnactu cnesa.

2. AktuBupy#iTe KoMaHay 'lepenMeHOBaTb TOKEH" B KOHTEKCTHOM MeHH0 BbiIBpaHHOro 3Havka. byner otobpa-
)XEHO OJHOMMEHHOEe OKHO:

EawvHBbIA KnueHT JaCarta - 0O x

EanHbin KnueHT JaCarta Anat,q,qmﬂ)

Ivanov

HKITOCT

JC207-12.F27 v3.0

Homep mo ]
Ha30BUTe 3TOT HoMep NpKW oBpaLLeHU B TEXHWHECKYIO MO O OePHKKY

CepWAHel Bbvmep 1368FAAF

PKI
Mpunoxe . "MEHMTE PIM-
P BesonacHelil goCcTyn K pecypcam SR HIL-HE
MepenmMmeHoBaTh TOKEH X
CMeHWuTE PIN-kKo g

Tekyw WA PIN-ko 4 NonezoBaTeNA

ey | &%

CMeHWTE PIM-Ko O nognncia

CepWAHLIR HoMep

Hoeoe MMA

HacTpoikn
Ivanov

MNepekNoYMTEER B
PACLUMPEHHEIR PEHKUM

PucyHok 9 - Bbi3oe okHa "llepeumeHosams mokeH" 8 CmaHOapmMHOM pexume

3. B okHe "[lepeMMeHOBaTb TOKEH" 3aNONHUTE NONS:

— B none "Tekywwuii PIN-kop, nonb3oBatens” Beeante PIN-kon nonb3oBatens.. ECnu Ha aneKTpoHHOM Kitoue
YCTaHOB/IEHO HECKObKO MpUoXeHun, To BBeamTe PIN-Ko4 npunoXeHus, KOTOpoe SBASETCS NPUOPUTET-
HbIM — 3TO NpUIOXeHMe 0ToBpaXkaeTcs NepPBbIM B CMUCKE YCTAHOB/IEHHbIX NPUTIOXEHWUI B OCHOBHOM
OKHE;

— B none "Hosoe nmsa" BBEAMTE HOBOE MMS 3NEKTPOHHOIO K/HOYa.

AO "AnapauH P.O." 1995-2023r. PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux Crp.20/51



Eaounnbit Knuent JaCarta 3.0

4. Haxmute kHonky "OK". B cnyyae ycnewHow aBTopm3aLMu Ha 31eKTPOHHOM KJlloue ero uMsi byieT M3MeHeHO.

5.3 W3meHeHune PIN-koga nonb3osartensa

Onepaums usmeHeHnsa PIN-koaa nonb3oBaTens BbINOMAHAETCS OTAENbHO A6 KaXK/A0ro NPUIOKEHUS, YCTAHOBEH-

HOr0 Ha 3NEKTPOHHOM KJIKUYe M AOCTYMHa TONbKO AN He3abNOKMPOBAHHOMO NPUIOXKEHMS C YCTaHOBMEHHbIM PIN-
KOAOM nonb3oBatens. [1nsa BbinonHeHMs onepaunn Tpebyetcs npeabaneHune Tekywero PIN-koga nonb3oBatens

[LaHHOTO NPUNOXKEHMS.

» Ona usmeneuunsa PIN-kopa nonbsoBartensa:

1. 3anyctute EpmHbint KnueHT JaCarta v nofKnoUYMTE 3NEKTPOHHBIN KoY K pazbemMy USB unu cuutbiBaTento
CMapT-KapT KomnbloTepa. Ecam nofkntoueHo HECKOIbKO 3TEKTPOHHBIX K/OYeR, TO BbIBEpUTE 3HAUOK HYXXHOIO
Kntoya B obnacTu cnesa.

2. B ocHoBHOM okHe EanHoro Knuenta JaCarta B cTaHAApTHOM pexunme HaxmuTe KHonky "CmeHunTb PIN-koa"
[Ns BbIOPAHHOrO NPUIOXEHUN (HA CKPUHLIOTaxX HUXe npuBeneH npumep cMeHbl PIN-koaa npunoxenus PKI):

EaWHbIA KnneHT JaCarta - O x
EauHbin KnneHt JaCarta Aﬂa‘.,a,anu)

Ivanov

HazeaHue JaCarta-2 PKIJTOCT

JC207-12.F27 v3.0

Homep mogenu
HasoBwuTe 3ToT HoMep NpW obpaLleHn B TeXHUHECKYHO Mo O 4EpMKY

CepuiiHelll Homep 1368FA4F

PKI
MprunomeHna . “Me \-
P EesonacHeld 4oCTYN K pecypcam SRS PR k

rocTt
ek TPoOHHaA NoANUCE

CMeHWTE PIN-ko g

CMmeHnTe PIN-Kog nognuce

¢ HacTponkn

nE!pE!KJ'HO'-IMTI:-C'F! ]
J p-iCLLIHpEHHI:-II:\ PEXAM

PucyHok 10 - Bei3os okHa "CMeHums PIN-k00" 8 cmaHdapmHom pexcume

3. bynet otobpaxeHo okHO Ans cMeHbl PIN-koaa. 3anonHute nons B okHe cnepyowmM obpa3om (CM. pucy-
Hok 11):

— B none "Tekywui PIN-kopn" BBeaute PIN-kog nonb3oBaTtens BbIOpaHHOro NpunoxeHus (B LaHHOM Npu-
Mepe npunoxenus PKI);

— B none "Hos.biih PIN-kon" BBeguTe 3HayeHne HoBoro PIN-koga nonb3oBaTens

Mpu 3a0aHuu Hosozo PIN-koda pekomeHAyemcs ucnonb308ames OyKebl MOJILKO TAMUHCK020 angasuma (abc...z,
ABC...2), yugpsi (123...0) u cneycumsonsi (~!@#...). Mcnone3osarnue npobena u cumMeon06 KUpuaauybl
Hedonycmumo. Murumans+as onuHa PIN-koda nons3o8amens cocmagnsem 6 cuM80/108.

— B none "MoaTreepanTb PIN-kop nonb3oBatens” sBeante 3HadveHne HoBoro PIN-koda nonb3oBartens no-
BTOPHO:
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PucyHok 11 - OkHo usmeHeHusi PIN-koda nons3oeamens. 3HayeHus Hogo2o PIN-koda egedeHsl 8epHO

CmeHuTe PIN-kog, b4

Tekywnid PIN-Kog nons3oeaTens

escscsee | &%

Hoselit PIN-Ko O nonk3osaTens

escscsee | &%

MogTeepdnTs PIN-Koa nonksoBaTens

3.0

HoBoe 3HayeHue PIN-koga nonb3oBaTens He AOMKHO COBMALATh C ero TeKYLWMM 3HaveHueM. Ecnm 3Ha-
YyeHUs COBMaAatT, To byaeT oTobpaxkeHo cooblieHne 06 3TOM M onepaums He ByaeT NPOAO/IKEHA

(kHorka "OK" HeakTuBHa) 4O Tex nNop, Noka He byneT BBeaeHo apyroe 3HavyeHne PIN-kopa:

PucyHok 12 - OkHo u3meHeHus PIN-koda nons3osamens. 3HayeHue Ho8020 PIN-koda cosnadaem ¢ mekywum

AO "Anapaunn P.O." 1995-2023 r.

CmeHuTE PIN-Kog o

Tekyw Wi PIN-kKog nons3oBaTens

eeccesee | &b

Hoewlid PIN-ko 0 Nonk3oBaTans

seccesee | &b

& HoBblll PIN-KO4 COBNaAaeT € TEKYLWM
0OTEEPOWTE !H-KO,D, nons30BaTenNA

OTMmeHa
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3.0

3HauveHus, seeaeHHble B nons "Hoebih PIN-koa" u "Moareepantb PIN-koa nonb3oBatens” 4OMKHbI COB-
nagatb. Ecnn 3HaueHns He coBnagatoT, To byaeT oTobpaxkeHO coobLieHne 06 3TOM U onepaums He byaeT
npofo/mKeHa Ao Tex nop (kHonka "OK" HeakTMBHA) A0 Tex nop, Noka He OyaeT BBeLEHO ApYyroe 3Have-

CmeHuUTb PIN-Kopg, X

Hue PIN-kopa:

PucyHok 13 - OkHo u3meHeHus PIN-ko0a nons3o0eamens. 3HaqyeHus Hosoz20 PIN-koda He cosnadaiom

Tekywwid PIN-ko 4, Nonb30BaTeNA

| 4

HoBklit PIN-K0Q Nofb30BaTeNA

MNoaTeepAWTh PIN-KoL NoNb30BaTENA

nogTeep oeHIe He CoOBNafakT

® Hoeeli PIN-Ko0 NoNb30BaTENA W 8ro

=

Mo YMONYaHUIO BBEAEHHbIE 3HAYEHUA PIN-kona nokasaHbl B CKpbITOM BUAe. UT06bI NOKA3aTh UX B IBHOM

BUOE HAXXMUTE KHOMKY . Ons BO3BpalleHna K OT06pa)KEHMPO B CKPbITOM BMAE HAXMUTE KHOMKY Z

PucyHok 14 - OkHo uzmereHus PIN-koda none3osamens. OmobpaxceHue 3HayeHuli noneli 8 58HOM gude

CMmeHWTE PIN-kog

Tekywui PIN-Ko4 nonsL30BaTens

11111111

HoBblid PIN-Ko 4 NoNs30BaTens

11111112

4. Haxmute kHonky "OK". B cnyyae ycnewHowm ayTeHTUdUKALMM B NPUAOXKEHMU 31EKTPOHHOrO Kntova PIN-koga
nonb3oBatens 6yaeT U3MeHeH:

PIN-kog nonL3oBaTENA M3MeHEH

~/ PIN-ko[0 NoNE30BaTENA YCMNEWHD M3MEHEH

=

PucyHok 15 - CoobweHue 06 ycnewHom uzmeHeHuu PIN-koda none3osamens

5. Haxmute kHonky "OK" B oKkHe coobLieHns ans ero 3aKpbiTus.
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5.4 VYcrtaHoska PIN-Koga nognucu

Onepaums yctaHoBku PIN-kofa noanMcK BbIMOMHAETCS Ha 3NEKTPOHHBIX KNtovax ¢ npunoxenunem NOCT u annne-
ToM KpuntotokeH 2 311 npu nonyvyeHun anekTpoHHoro knt4a. PIN-koa nognucn Heo6xoauMm Anis BbIMONHEHUS
onepaumi 3NeKTPOHHOM NOANUCHK.

Onepaums foCTynHa TONbKO Anst He3abN0KMPOBAHHOMO NPUAOXeHUS. [Ins BbINOAHEHMS onepaumm TpebyeTcs
npesbasnenue Tekyulero PIN-koaa nonb3oBatens AaHHOMO NPUIOXKEHMS.

Mocne ycrtaHoeku PIN-kopa nognucu poctynHa onepauus nsmeHernus PIN-koga nognucu (cm. n. 5.5 "M3meHeHune
PIN-koma nognucu”).

PIN-k00 nodnucu 6n0okupyemcs nocie 8800a HenpasusibHo2o PIN-koda nodnucu 8 Kosuyecmese pas, npesoiuiaroujee

yKasaHHoe 8 Hacmpolikax. ns 3a6nokuposarHoz2o PIN-koda nodnucu 0ocmynHa onepayus e2o pazbnokuposaHus (cM.
n. 5.6 "Pas6nokuposarue PIN-koda nodnucu”).

» Ona yctaHoBku PIN-kopa nopgnucu:

1. 3anyctute EguHbii KnueHT JaCarta n nogknoumnte 3NeKTPOHHbIN Koy ¢ npunoxenmem FOCT ¢ annnetom
KpuntoTokeH 2 JI1 k pasbemMy USB mnu cuntbiBaTento cMapT-KapT KoMnbloTepa. Eciv noaknoyeHo He-
CKOJIbKO 3N1EKTPOHHbBIX KtOYel, TO BbibepuTe 3HAa4OK HY)KHOrO K/itoya B 06/1acTu cneBa.

2. B ocHoBHOM okHe EnuHoro knueHTa JaCarta B CTaHBAPTHOM pexnMe HaxMuTe KHonky "YctaHoBuTb PIN-koa
nognucun” ana npunoxenus NOCT:

EAWHLIA KnneHT JaCarta O x

Eavnbin KnueHt JaCarta Ana:ﬂ,ﬂnﬂ)

Ivanov

HazeaHue JaCarta-2 PKrocTt

JC207-12.F27 v3.0

Homep mogenn
HazoenTe 3ToT HoMmep Npw 0DpaLLEHNN B TEXHWUHECKYH NOLASPXKKY

CepWAHEIA Homep 1368FA4F

PKI
MpunoxeHnsa - “MEHWTE PIN-
P EesonacHeld 4oCTYN K pecypcam TS PIRAEET

racTt
2MeKTPOHHEA NoOONMCE

CMeHWnTE PIM-ko g

¥cTaHoBUTE PIN-Ko 4 nmognuci |

) MepekNouuTeca B
PaCLUMPEHHEIR pEX UM

PucyHok 16 - EduHeili Knuenm JaCarta. lnasHoe okHO

3. byget oTobpaxeHO OKHO Ans yctaHoBku PIN-koga nognucu. 3anonHuTe Nons B OKHe cneaytowmnM obpasom
(cM. pucyHok 17):

— B none "Tekywuin PIN-koa" sBegute PIN-koa nonb3oBaTens BblI6paHHOro NpuaoXKeHus (B AAHHOM Npu-
mMepe npunoxenus FOCT);

— B none "YcraHosutb PIN-kog noanucu” BBeauTe 3HadeHne Hosoro PIN-kopga noanucy;
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lpu 3adaHuu Hogozo PIN-koda pekomeHOyemcs Ucnob308ame byKesl MOJIbKO 1AMUHCKO20 angasuma (abc...z,
ABC...2), yugpesi (123...0) u cneuycumsonsi (~!@#...). cnone3osarue npobena u cumMso08 KUpuaauybl
Hedonycmumo. Murumans+as onuHa PIN-koda nons3ogamens cocmagnsem 6 cuM80/108.

— B none "lMoateepauntb PIN-kog noanucun” BBegmte 3HaveHne Hoeoro PIN-koga nognmcun nosTopHoO. MNpu
3TOM 3Ha4eHus), BBeAeHHble B nons " YctaHoBuTb PIN-kop noanucun” n "Moateepauts PIN-koa nognucu”
LOMKHbI COBNaaaTh. Ecnm 3HaueHns He coBnagatoT, TO 6yaeT oTobpaxkeHo coobueHme 06 3TOM 1 onepa-
uMs He ByneT NpoAoMKEHA A0 TeX MOp, Noka He ByaeT BBeaeHO Apyroe 3HaveHne PIN-kopa.

Mo YMONY4aHUIO BBE€AEHHbIE 3HAYEHNA PIN-koga nokasaHbl B CKpbITOM BMAeE. Y1obbl NOKa3aTb MX B SIBHOM

BUOE HAXMMUTE KHOMKY . [lns Bo3BpaLleHUs K 0OTOOpaXKEeHUI0 B CKPbITOM BUAE HAXKMUTE KHOMKY .

¥Ycranoeute PIN-Kog nognucm 4

TekywWwui PIN-Ko 4 NoNs30EaTenA

e000seeee b

YcTaHoBWTe PIN-kog nognwci

ecscecee o 8

MNoATEEPAMTE PIN-KoO Nognvcu

PucyHok 17 - OkHo ycmaHosku PIN-koda nodnucu. 3HayeHusi PIN-koda esedeHbl 8epHO

4. Haxmute kHonky "OK". B cnyyae ycnewHom ayTeHTUPUKALMM B MPUNOXKEHUM N1EKTPOHHOrO Kntoya PIN-kopg,
noanucu byneT yctaHoBneH. Ha akpaHe nossutcst coobuieHne 06 3ToMm:

PIN-kog nognucK ycTaHoBNEH *
v/  PIN-ko4 NnognwcK yerelwHo ycTaHoBeH

PucyHok 18 - CoobweHue 06 ycnewHol uHuyuanusayuu PIN-koda noonucu

5. Haxmute kHonky "OK" B okHe coobLueHus.

5.5 W3meHeHne PIN-Koga nognucm

Onepauus nsmeHeHns PIN-kopa noanmncy BbINONHAETCS HAa 3NEKTPOHHbIX Ktovax ¢ npunoxernnem NOCT v annne-
Tom KpuntotokeH 2 3l ¢ yctaHoBneHHbIM PIN-koga nognucu. Onepaums foCTynHa TONbKO Ans He3ab10KMpOBaH-
HOro npunoxenus. ng sbinonHeHms onepaunm usmMeHeHuns PIN-koga noanucu Tpebyetcs npenbsaBneHune Teky-
wero PIN-kopa nonb3oBaTensi AaHHOIO MPUNOXKEHUS.

» Ona usmeHeuusa PIN-kopna noanucu:

1. 3anyctute EguHbin Knuent JaCarta n nogknoumnte 3neKTPOHHbIN Koy ¢ npunoxeHnuem FOCT ¢ annnetom
KpuntoTokeH 2 3 k pasbemy USB nnu cuntbiBaTento cMapT-KapT KoMnbiloTepa. Ecnn nopgknoveHo He-
CKOJIbKO 3/1EKTPOHHbIX K/OYEN, TO BbIOEPUTE 3HAYOK HYXXHOrO K/toua B 06/1aCT cnesa.
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2. B ocHoBHOM okHe EguHoro knueHTa JaCarta B CTaHAApPTHOM pexunMe HaxmuTe KHonkKy "CMeHuTb PIN-koza
nognucu” ang npunoxenus FOCT:

EavHeIA KnneHT JaCarta - 0 x

EanHbin KnueHT JaCarta Anafnnnﬂ)

Ivanov

HazeaHnue JaCarta-2 PKIroOCT

JC207-12.F27 v3.0

Homep Mogenn
Ha30BWTe 3TOT HOMEp NpK 0BpPaLLEHN B TEXHWHECKYHD NOL OEPHKY

CepWAHelA Homep 1368FAAF

PKI
MprnoMeHnA " MEHWTE PIN-
P Be3onacHslid 0oCTyN K pecypcam GRS ML

rocr CMeHWTL PIN-Kog

SNeK TPOHHEA Nognuce
CMmeHnTEe PIN-kKog nognucn

) TMepeknYMTECA B
\ =
PACLUMPEHHEIA PEX MM

PucyHok 19 - EQuHebili KnueHm JaCarta. [nasHoe okHO

3. bynet oTtobpaxeHo OKHO Ans usMeHeHus PIN-kopa noanucy. 3anonHUTe Nons B OKHe cneayrowmM obpazom
(cM. pucyHok 20):

B none "PIN-kon nonb3osatens” Beeaute PIN-kog nonb3oBatens BbiIGpaHHOro NpunoXxeHus (B AaHHOM
npumepe npunoxenus NOCT);
B none "Tekywmui PIN-kop nognucu” Beegute PIN-kop noanucu;
B none "Hoebi PIN-kop noanmcu” BBeaute 3HayeHme HoBoro PIN-koaa noanucu. Mpu 3TOM HOBOE 3Ha-
yeHue PIN-koma noanmcu He AOMKHO COBMNAAATh C ero TekylmM 3HavyeHneM. Ecam 3HaveHms cosnagator,
TO 6yaeT oTobpaxeHo cooblueHMe 06 3TOM M onepaums He ByaeT NpoAo/KEHa A0 TeX Nop, Noka He by-
[leT BBefleHo apyroe 3HavyeHue PIN-kopa.
Mpu 3a0aHuu Hosozo PIN-koda pekomeHdyemcs ucnonb3o8ames byKebl MOJIbKO TAMUHCK020 angasuma (abc...z,
ABC...Z), yugpesi (123...0) u cneycumsonsi (~!@#...). Mcnone3osarnue npobena u cumMeon06 KUpUuaauybl
Hedonycmumo. MuHumansHas oauHa PIN-koda nons3oeamens cocmasisem 6 cUM80/I08.

g none "Moareepauntb PIN-koa nognucn” eeenmte 3HavyeHue Hoeoro PIN-kopga nognucun nostopHo. Mpu
3TOM 3HayeHus, BBeaeHHble B nons " Hoebii PIN-koa nognucn” u "Mogreepants PIN-kog nognmcu”
[O/MKHbI COBNaaaTth. Ecnu 3HayeHus He coBnaaatoT, To ByaeT oTobpaxeHo coobleHne 06 3ToM u onepa-
uMa He ByaeT Npoao/MKeHa A0 Tex Nop, Noka He byaeT BBeaeHo apyroe 3HadveHue PIN-kopa.
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Mo ymonuaHuio BBeAeHHble 3Ha4YeHus PIN-kofa nokasaHbl B CKpbITOM BUAe. YTo6bl NOKa3aTh X B IBHOM

BUOE HAXKXMUTE KHOMKY . Ons BO3BpaWLEHNSA K 0T06pa)KeHl/HO B CKPbITOM BMAE HAXMUTE KHOMKY .

Hosuiid PIN-kog nognuck b4

PIM-ko 4 None3o0BaTens

TekyWwuid PIN-Ko 4 nognucu
20000000

Hogwii PIN-Ko,0 nognucm

ee0c00 00 &b
MogTeepanTe PIN-KoO nognnck

PucyHok 20 - OkHo usmeHeHus PIN-koda nodnucu. 3Ha4yeHusi PIN-koda 8eedeHbl 8epHO

4. Haxmute kHonky "OK". B cnyyae ycnewHom ayTeHTUPUKALMM B MPUNOXKEHUM 3N1EKTPOHHOrO Kntoya PIN-kopg,
noanucu bynet yctaHoBneH. Ha akpaHe nosiButcs coobuieHne 06 3Tom:

PIN-kog nognucn M2MmeHeH

~  PIN-ko0 nognuci yonewHo nsMmeHeH

R

PucyHok 21 - CoobweHue 06 ycnewHom uzmeHeHuu PIN-koda nodnucu

5. Haxmute kHonky "OK" B okHe coobLeHns ans ero 3aKpbiTus.

5.6 Pa3bnokuposaHue PIN-koga nognucu

Onepaums pazbnoknposanus PIN-kofa noanMcK BbINOAHAETCA HA INEKTPOHHbIX Kntouax ¢ npunoxernmem MOCT ¢
annnetoM KpuntotokeH 2 3I1 1 3abnoknposBaHHbiM PIN-kogom nognucu. Onepaums AOCTYyMHA TONbKO ANS Hesa-

610KMPOBAHHOIO NPUNOXKEHMS.

B pe3ynsmame pa36nokuposarus PIN-koda nodnucu npoucxodum cbpoc cyemyuka HesepHbix nonsimok esoda PIN-koda,

3HayeHue PIN-koda nodnucu npu 3mom He u3MeHsemcs.

[insa BbinonHeHWs onepaumnun pasbnokmposaHua PIN-koga noanucu Tpebyetcs npepbsasneHne PUK-kopa naHHoro
NPpUNOXeHMs 3NeKTPOHHOro Kntova. MHpopmaums o6 yctaHoske PUK-kopa oTobpaxkaeTcs B OCHOBHOM OkHe Eau-
Horo KnueHnta JaCarta B pacwmnpeHHoM pexume (cM. n. 6 "PaboTa B nporpamme B pacClUMPEHHOM pexuMme”).

Ecnun PUK-Kkog, He yCTaHOBNEH, TO BO3MOXEH BapuaHT pa3biokunpoBaHus PIN-koda NoAnMcK ¢ UCNONb30BaHMEM
MexaHM3Ma "3anpoc-oTBeT". B 3ToM cnyyae noTpebyeTcs ydacTue B Npolefype agMUHUCTpaTopa 6e30nacHoCTL.

MNMocne pasbnokunposaHus PIN-koga nognucu foctynHa onepauus usmeHernms PIN-koga noanucu (cm. n. 5.5 "U3-
meHeHue PIN-koga nognucn”).

» Ona pas6nokupoBaHua PIN-kopga noanucu c npeabrsasnedimem PUK-kopa:

1. 3anyctute EguHbin Knuent JaCarta n nogknoumnte 3neKTPOHHbIN KoY ¢ npunoxenuem NOCT ¢ annnetom
KpuntoTokeH 2 31 k pasbemy USB unu cuntbiBatento cMapT-KapT KomnbtoTepa. Ecam noaknioyeHo HeCKONbKO
3N1eKTPOHHbIX K/toUer, TO BbibepuTe 3Ha4YOK HYXXHOro K/to4a B 0bnactu cnesa.

AO "AnapamH P.AO." 1995—-2023 . PykoBopacTBo nonb3oBatens Ans onepaumoHHbIX cMCTeM ceMeicTea Linux Crp. 27 /51



Eaounnbit Knuent JaCarta 3.0

2. B ocHoBHOM okHe EguHoro knueHTa JaCarta B CTaHAApPTHOM pexmMe HaxMuTe KHonky "Paszbnokuposatb PIN-
KoZ noanucu” ans npunoxenus FOCT:

EAWHBIA KnueHT JaCarta N

EanHbin KnueHTt JaCarta Ana‘\.ﬁ,ﬁnn)

Ivanov

HazeaHwne JaCarta-2 PKITOCT

JC207-12.F27 v3.0

Homep mogenun
HasoBnTe 3ToT HOMep Npw 0bpaLLEHNN B TEXHWHECKYHO NMOALEPKKY

CepWAHLIR HoMep 1368FAAF

PKI

MpunoxeHna .
Be3onacHell 4ocTyn K pecypcam

CMeHWTE PIN-Ko g

rocrt

CMeHWMTe PIN-kog
3MeK TPOHHaA NogNUce

PazbnoknposaTe PIN-kKog nognvck

HacTpoikn

HEFIEKJ'IKJ'-IHTI:-CH =]
FIECLLIHFIEHHI:-Iﬁ PEMAM

PucyHok 22 - EduHeiti Knuenm JaCarta. [nagHoe okHo

3. bypet oTobpaxkeHO cTapTOBOE OKHO MacTepa pasbnoknpoBaHua PIN-koga nognucu. Beibepute cnocob pas-
6nokmnpoBaHusa "Micnonb3zosaTb PUK-kog":

MacTep paz6nokupoBaHuA PIN-koga X

Cnocob pa3abnokupoBaHua PIN-koga
BuibepwTe cnocob pasbnoknposanma PIN-koga.

3anpoc-oTBET

(O Mo Bpemetn
[nA 3Toro TokeHa pasbnoknposaHne PIN-Ko4a No BpeMeHu
HeJOoCTYMHO

PucyHok 23 - Macmep pazbnokuposarus PIN-koda nodnucu. Beibop cnocoba pazbnokuposarus "cnons3osams PUK-k00"
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4. Haxmwute kHonky "Oanee". byaet otobpaxkeHO OKHO MacTepa pasbnokuposaHusa PIN-koga nognucm ans
Beoaa PUK-koga npunoxenus. B none "PUK-kon" BBeaute 3HaveHme PUK-koga.
lpu npesbiweHuu 0onycmumozo Koaudecmsa HegepHolix nonsimok 88oda PUK-kod 6aokupyemcs. PazbnokuposaHue
PUK-k00a cpedcmesamu EduHoz0 knueHma JaCarta He npedycmompeHo. [ng pazbnokuposarus PUK-koda o6pamumecs

K adMuHuUcmpamopy 6e3onacHocmu.

MacTep pazbnokupoeanHna PIN-koga x

PasbnoknpoBaHue PIN-koga ¢ noMowkio PUK-kona
BeeowuTe PUK-KO L4

PUK-ko 4
esceccesee | &b

@ QOcTanock MONBITOK: 10

F’-aat’mor(lrrlpoElaTt.kk OTmeHa

PucyHok 24 - Macmep pa3zbnokuposarus PIN-koda nodnucu. Beod PUK-koda

5. Haxmurte kHonky "PasbnokupoBaTtb”. B cnyyae BBoga BepHoro PUK-koaa 6yaeT BbiNoIHEHO pa3bioKnpoBa-
Hue PIN-kopa nognucu. MHpopMaums 06 3ToM ByaeT oTo6paxkeHa B 3aK/I0UYUTENIbBHOM OKHe MacTepa pasbio-

KUPOBaHUA:
MacTep paz6nokupoeaHuna PIN-koga x

PazbnokupoeaHue PIN-kofga
PesyneTaThl pasbnokuposaHua PIN-Koga npMBefeHsl B 0THeTe

OT4eT:

PazbnokuposaHue PIN-Koga
ObHoBNeHWe NapameTpos
+ PasbnokuposaHue PIN-koga bbino yenewHo BeiMofHEHD

PucyHok 25 - Macmep paszbnokuposarus PIN-koda nodnucu. MHgpopmayus 06 ycnewHoM pasbaokuposaHuu

6. HaxmuTe KHOMNKY "3aBepwunTb”, 4TOObI 3aKPbITb OKHO MacTepa pa3biioKMPOBaHMS.
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» Ona pas6nokupoBanua PIN-koaa noanucu c ucnonb3oBaHMEM MexaHU3Ma
"3anpoc-oTBeTt":

1. BbinonnuTe warn 1-2 npouenypbl pasbnoknposaHusa PIN-koga nognucu ¢ npepbssneHmem PUK-koaa
(cMm. BbIwwe).

2. B crapToBOM OKHe MacTepa pa3bnokmpoBaHusa PIN-koga nognucm Boibepute cnocob pasbnokmpoaHus "3a-

npoc-oTeeT":
MacTep pazbnokunpoeaHmns PIN-koga ®

Cnocob pasbnokupoBanuna PIN-koga
BribepuTe cnocob pazbnokvpoeaHna PIN-Koga.

® VcnonesoeaTe PUK-kog
P:a:z:ﬁnomﬂpoe:a'rl:. PIMN-koO ¢ mnomoweo PUK-koga

O Zanpoc-oTBeT

PucyHok 26 - Macmep paz6nokuposarus PIN-koda nodnucu. Beibop cnocoba pazbnokuposarus "3anpoc-omeem”

3. Haxmute kHonky "Oanee". byaeTt otobpaxeHo okHO MacTepa pasbnokuposaHus PIN-koga noanucu ¢ ato-
MaTUYeCKM CreHepupoBaHHbLIM 3Ha4YeHWeM B none "3anpoc” (cM. pucyHok 27). lNepepavite 3T0 3HaYeHue aa-
MUHKUCTpaTOpy 6e30nacHOCTM NitobbIM ya06HbIM cnocoboMm, Hanpumep, no e-mail. [JloxxamTeck oTBeTa. B npo-
Liecce 0XuaaHUs MOXHO 3aKpbITb OKHO MacTepa pa3bnokupoBaHua PIN-koaa noanucu.
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4. [onyynTe OT aAMMHUCTpATOpa He3onacHOCTU 3HaveHue ansa pazbnoknposaHus PIN-koaa noanucu u Beegute
ero B none "OtBeT":

MacTep paz6nokupoeaHna PIN-koaa x

PazbnokupoeaHue PIN-Kofa ¢ NOMOLLLID MexXaHW3IMa 3anpoc-oTBeT
MepenaiiTe zanpoc BaweMy agMUHWCTPaTopy besonacHoCc T 1
EBEOWTE NONYHEHHEIR OTBET

3anpoc

| 4£3900202465304D0000 |

OTBET

PucyHok 27 - Macmep paszbnokuposarus PIN-koda nodnucu. [lonyyeHue 3anpoca u 86oda omeema

5. Haxmurte kHonky "[anee". byaet BbinonHeHo pasbnokuposaHue PIN-koga nognucn. Mudopmaumsa 06 3Tom
6yneT oTobpaXkeHa B 3aK/HOYUTENBHOM OKHE MacTepa pa3biIoKMpPOBaHUS:

MacTep paz6nokupoeaHis PIN-koga x

Pa3zbnokuwpoBaHue PIN-koga
PesynsTaTel pazbnokmposanns PIN-Koaa NpMBE4eHbl B 0THETE

DTYeT:
PasbnokuposaHue PIN-koga

OBbHoBNEeHWe NapameTpoB
+ PasbnokupoBaHue PIN-ko4a beino yenelwHo BeINofHEHD

A

PucyHok 28 - Macmep pa3z6nokuposarusi PIN-koda nodnucu. iHgopmayus o ycnewHom pa3bnokuposaHuu

6. Haxmute KHOMKY "3aBepwunTb”, YTOObI 3aKPbITb OKHO MacTepa pa3b/ioKMPOBAHMS.
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6. PaboTa B NnporpamMme B pacLUMPEHHOM PeHUME

B pacwupeHHoM pexume EgnHoro KnunenTa JaCarta LOCTYNHbI Ciefytowme onepaumm ¢ SNEKTPOHHLIMU KNHOYaMm
LN He3a6/10KMPOBAHHBIX NMPUNOXEHUIA:

NpoCcMoTp MHGOPMaLMM 06 INEKTPOHHOM KIHOUE U NMPUNOXKEHUSX HA SNEKTPOHHOM KITHOYE;

NpoBepKa LeNOCTHOCTU NPUNOXKEHUS (4N INEKTPOHHbIX Katoyer ¢ npunoxeHnem FOCT ¢ annnetom Kpunro-
TokeH 2 3M);

onepaunu c CEpTVIdJVIKaTaMVI: CO34aHue 3anpoca Ha CepTVIdJVIKaT M COXpaHeHue ero B d)aﬁn Nno yKa3aHHOMY
nyTu, UMNopT CepTl/Id)l/IKaTa B MaMATb 3/IEKTPOHHOIO K/Ko4a, 3KCNopT CepTVIq)l/IKaTa M3 NaMATU INEKTPOHHOIO
KNK4Ya, NnpocMoTp CepTVICbVIKaTa, XpaHAaLWerocda B NaMATh 3/IEKTPOHHOIO K/ko4a,

ornepaummn ¢ 06bEKTAMM B NMAMSATH 3MEKTPOHHOTO K/04a: MPOCMOTP CMMCKA 0GBHEKTOB, XPAHALWMXCA B NAMATH

31IEKTPOHHOIO K/koYa, yaaneHue 06bEKTOB M3 NaMATH 3NIEKTPOHHOr0 Kito4a.

B daHHoM dokyMeHme onucaHbl onepayuu, Komopsle He mpebyrm asmopu3ayuu Ha 31eKMPOHHOM KKYe C
npedvsisneHuem PIN-koda admuHucmpamopa. Onepauyuu, mpebyroujue 8soda PIN-koda admuHucmpamopa onucarel 8
0okymeHnme "Edunbili Knuenm JaCarta. PykosoOcmeo adMuHUCmpamopa 015 onepayuoHHbiX cucmem cemelicmsa Linux”.

6.1

npOCMOTp MH(I)OpMaLIMM O NPUNOHEHUAX HA 3NEKTPOHHOM Ko4Ye

[lns npocMoTpa MHGOPMaLMK O MPUNOKEHUAX HA INEKTPOHHOM Kitoue ¢ noMoLblo EguHoro KnuenTa JaCarta He
TpebyeTcs aBTOpM3aLMs Ha 3NEKTPOHHOM KITHOYE.

» Ana npocMoTpa MHbOpPpMaLUM O NPUNTOKEHUAX HA IIEKTPOHHOM Kiloue:

1. 3anyctute EguHbii KnueHT JaCarta n nogkntoumnte 31eKTPOHHbIN KoY K pasbemy USB nnn cuntoiBatento

CMapT-KapT KOMMbtoTepa.

2. MHdJOpMaLI,MFI 06 31EKTPOHHOM K/Ko4e 6yﬂ,ET 0T06pa>KeHa B OCHOBHOM OKHE HEMEONNEHHO, BbINONTHEHNA O0-
NOJIHUTENbHbIX AENCTBUI HE TPEGYETCFI. Ecnu nopkntoveHo HeCKonbKo 31EKTPOHHbIM KSitouen, To BblﬁepMTe
3HA4YO0K HY>XHOTIO K/llo4a B obnactu cnesa.

3. HaxmuTte KHOMKy "TlepeknioumnTbCs B paclUMPEHHbI pexnM”. bynet oTobpaxeHo oCHOBHOe OKHO EanHoro
KnuenTa JaCarta B pacluMpeHHOM pexunme:

EAWHbINA KnneHT JaCarta

MepeknYnTeCA B
CTaHALAPTHEIA pexuM

EanHbin KnueHT JaCarta

AnagguH

lvanov

J WHopMauns o ToKeHe | PKI | FO-:IT|

WHdpopMaLKMA 0 cHUTHIBaTE e
HazsaHwe

WNHdropMauna o TokeHe
HassaHwne

HoMmep Mogenu

CepWHEIA HoMep

MoNKHEIA CEpPUAHLIA HoMED

0bwas NamaTe

CeobogHas namaTe

NaTa npomssodcTEa
WNHcpopmauna o npunoxeHun PKI
AnnneT

ma

CeobogHan namaATe

PIM-Ko

OnwHa PIN-koga

Makc. KonM4ecTEO NOMNeITOK BEoOa PIMN-Ko...

OcTanock NonelITok BEoAE PIN-KoLOa
AnuHa PIN-Ko4a agMUHACTpaTopa
MaKe. KoNWHecTBO NoMeITOK BEOAE
PIN-Kogoa agMuHWCTpaTopa
OcTanock NonelIToK BEOAE
PIN-kofoa agMUHWUCTpaTopa

Crnocob ayTeHTudgnKkaumm

Cnocob ayTeHTudinkayum
agMUHWCTpaTopa

MNogaepska buomeTpun

WNHcpopMauna o npunoxeHun MOCT
AnnnaT

JSC Device [SCR Interface] 00 00

JaCarta-2 PK|rOCT
JC207-12 F27 v3.0
136BFA4F
4E3900202465304D
20 KbailT

23 KbanT (29%)
14-02-2022

Laser
vanov
24050 BalT
YeTaHoBneH
[4..10]

10

10

[4..10]

5

5
PIMN-ko g
PIN-kOA,

HeT

KnunTnTnked 2 30N

>

PucyHok 29 - MHpopmMauus o npunomeHusx Ha 31eKmMpoHHOM KIloYe 8 PACLUUPEHHOM pexcume
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[ng BbIOPAHHOrO KNHOYA B PaCLUIMPEHHOM peXMME N0 YMOMYaHMI0 oTobpaxaeTcs Bknaaka "MHbopmaums o
TOKeHe", B KOTOPOM COAepXUTCS MHDOPMALMS O CYMTbiBaTene, MHPopMaumns 06 3NeKTPOHHOM KJ/IOHE U UH-
dhopMaLMa 0 KaXKAOM MPUIOXKEHUM HA SNEKTPOHHOM Kitoue.

[ins Kaxporo NpuIoXeHus, yCTAaHOBNEHHOIO B NaMATU 3NEKTPOHHOIO K143, 0TOBPaXaeTcs cneayoLwas nH-
dopmaums:

— "Annnet" - Ha3BaHWe annneTa, KOTOpbIM peanusyeT QYHKLUMOHANbHOCTb AAHHOMO NPUOXEHMS.
—  "MMS" — Ha3BaHWe 3N1EKTPOHHOTO KJIKoYa.

— "IOnnHa PIN-kopa" - konnyectso cumeonoB PIN-koaa nonb3oBaTens NpuioXeHus.

—  "PIN-kog" - ctatyc PIN-koga nonb3oBatens NpuIOXKeHUS: YCTAHOBNIEH/HE YCTAHOBNEH.

—  "Makc. konuyecteo nonbiTok PIN-koga" — MakcMManbHO fONYyCTUMOE YMCI0 HEBEPHbIX NOC/IeA0BaTeNb-
HblX nonbiTok BBoAa PIN-koga nonb3oBatens.

—  "Octanocb nonbiTok BBoAa PIN-kopa" — KonnyecTBo HeBepHbIX NonbiTok BBoaa PIN-koaa nonb3osarens
[0 BNOKMPOBKM BO3MOXHOCTM Mcnonb3oBaHus PIN-kopa nonb3osaTtens.

— "OnuHa PIN-koga agMuHmcTpaTtopa” — aamHa PIN-kopa aaMuHMCTpaTopa BbIGpaHHOro NpunoXeHus
(tonbko ans npunoxenuin PKI, STORAGE).

— "Makc. nonbitok BBoAa PIN-kopaa agMUHMUCTpaTOpa” — MakCMManbHO AOMYCTUMOE YUCNO HEBEPHbIX NO-
cneposatenbHbIX NonbiTok BBoAa PIN-kopa anMuHucTpatopa (tonbko ang npunoxenui PKI, PRO,
STORAGE).

—  "Ocranocb nonbiTok BBOAa PIN-koga agMuHMCTpaTopa” — KONMYECTBO HEBEPHbIX NoMbIToK BBoAa PIN-
KoAa nosib3oBatesnst 40 6NOKMPOBKM BO3MOXHOCTM Ucnonb3oBaHusa PIN-koga agpMuHUcTpaTopa (TonbkKo
ans npunoxenun PKI, PRO, STORAGE).

—  "Cnocob ayTeHTUOUKAUMM" — YCTAHOBMEHHbIN CNOCOD ayTeHTUdMKauuKn Nonb3oBaTens.

— "Cnocob ayTeHTUOUKAUMM AAMUHUCTPATOPA" — YCTAHOBMEHHbIM CNocob ayTeHTUdMKALMM aAMUHUCTPa-
Topa.

—  "PIN-kop noanucu” — ctatyc PIN-koga noanucu npunoxXeHus: ycTaHOBMEH/HE YCTAaHOBEH

—  "Makc. konuuectBo nonbiTok BBoAa PIN-kopga noanncn” — MakcnManbHO AOMNYCTUMOE YMCIO HEBEPHbIX
nocnenoBaTenbHbIX NonbiTok BBoga PIN-koga nognucu.

— "Octanocb nonbiTok BBoAa PIN-koga nognucu” - KonnyecTso HeBepHbIX NonbiTok BBoaa PIN-kopa noa-
nucu Ao 6GNOKMPOBKM BO3MOXHOCTM Mcnonb3oBaHusa PIN-kofa nognucu.

—  "PUK-kop" - npusHak Hannuus yctaHoBneHHoro PUK-kopa (Tonbko ang npunoxenus FOCT ¢ annnetom
KpuntoTtokeH 2 30M).

— "Makc. nonbiTok BBoga PUK-koa" — MakcMManbHO A0ONYyCTUMOE KOMYECTBO HEBEPHbIX NOCe0BaTeb-
HbIx nonbiTok BBoAa PUK-kopa (tonbko ang npunoxenus FOCT c annnetom KpuntotokeH 2 3I1).

—  "Ocranocb nonbiTok BBoAa PUK-kopa" — konnMyecTBo ocTaBLLmMXCS nonbiTok BBoga PUK-koaa.
— "Bepcus TOokeHa" — HOMep BepCMM 3IeKTPOHHOIO KYa (Tonbko ansg npunoxenus FOCT).

—  "Bepcusa npunoxeHus" — HOMep BepcuuM yCTaHoBeHHoro annneTta KpuntotokeH 2 3[1 (Tonbko ans npu-
noxenusa FOCT c annnetom KpuntoTtokeH 2 3M).

—  "KonuuyectBo kntoueBbIX Nap” — KOANMYECTBO KOUYEBbIX MAp, XPAHSALWMXCSA HA TOKEHE Ha TeKYLLUM Mo-
MeHT (Tonbko ang npunoxenus FOCT c annnetom KpuntotokeH 2 3).

—  "KonuuyectBo CEKPETHbIX K/Yen" — KOIMYECTBO CEKPETHbIX KNHYen, XPaHILWMUXCA HA TOKEHE Ha TeKy-
WM MOMeHT (Tonbko ang npunoxenus NOCT ¢ annnetoM KpuntotokeH 2 ).

—  "Konun4yecTtBo OTKpbITbIX KNHOYENH" — KOIMYECTBO OTKPbITbIX KAOUYEN, XPAHALWMXCA HA TOKEHE Ha TEKYLLMHI
MOMeHT (Tonbko ans npunoxenus FOCT ¢ annnetom KpuntoTtokeH 2 3M1).

—  "PexuMm npenbsiBNeHMs KN4Ya adMUHUCTPATOPA" — YCTAHOBEHHbIN PEXMM NPeabaBAeHUs KNYa aaMu-
HMcTpaTopa (Tonbko ansa npunoxenuns FOCT)
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—  "KonuuectBo pa3biiokMpoBOK" — KOMMYECTBO YCMELHO BbINOJIHEHHbIX pa3bnokupoBaHuii PIN-kopa
nonb3oBaTens (tonbko ans npunoxeHuns FOCT c annnetom KpuntoTtokeH 2 3MM)

6.2 Onepauum c cepTMMKATaMUN B NPUSIOHKEHUN 3NEKTPOHHOO K/to4a

[ns BbINONHEHUS onepau,mﬁ C CepTl/ICbl/IKaTaMM, XPpaHAWNUMUCA B NAMATU INEKTPOHHOIO Ko4a Tpe6yeTcg aBTOpMK-
3auua Ha 3N1IEKTPOHHOM Ko4ve C NpeabaBleHUEM PIN-kopa nonb3oBarensi.

6.2.1 Co3gaHue 33anpoca Ha cepTUdUKaT

P Ona cospaHua 3anpoca Ha cepTuduKaT:

1. 3anyctute EpmHbit KnueHT JaCarta v nofknouMTE 3NEKTPOHHBIN KoY K pazbemMy USB unu cuutbiBaTento
CMapT-KapT KomnbloTepa. Ecm nofkntoueHo HECKOIbKO 3NEKTPOHHBIX K/OYeN, TO BbibepuTe 3HAaUOK HYXXHOMO
Kntoya B obnacTu cnesa.

2. HaxmuTte kKHOMKy "TlepekniounTbCs B paclUMpPEHHbI pexnM”. bynet otobpaxeHo 0CHOBHOe OKHO EanHoro
KnuenTa JaCarta B pacwmpeHHOM pexnme. Boibepute BKNagKy ¢ HAMMEHOBAHMEM MPUNOXKEHUS, AN KOTO-
poro Heo6xoAaMMO CO34aTb 3anpoc Ha cepTUdMKaT (B AaHHOM npuMepe BbibpaHo npunoxexue PKI) u
HaxxMmTe KHonKy "Beectu PIN-kog". B nosBuBwemMcs okHe "ABTopusaums” Beegute PIN-kog npunoxeHums:

EAuHbIA KnueHT JaCarta - 0O x

EauHbin KnueHTt JaCarta Ana‘\,ﬂanu)

Ivanov

| Hp opMaLKA o TokeHe | PKI | |'OCT|

Onepauyun c NpUNoXeHNeM

YeTaHoBnTh PIN-  [asps —
E=gros “a =
nons3oBaTena
CmeHnTe PIN-ko g HMameHWTE
agMUHMCTpaTopa ¢ DOpMaTMPOBaTL [c=yykayecTro PIN-
: Kona
Knw4n u cepTupmkaTh: % O
AyTeHTUMKaLKMA X

BEeecTw PIN-kog None3ocBaTensA

|esccccssee | &5

acTpolKW
Cr o BT pe o
o )TMEHa
) CTAHAAP THEIR PEXUM AepHUMOro

PucyHok 30 - Aemopu3auyus ¢ nomowsto PIN-koda none3o08amensi Ha 31eKmMpoHHOM KAk4e 8 npunoxeHuu PKI

EeecTw PIN-kog k

3. Haxmwute kHonky "Co3paHue 3anpoca Ha cepTUdUKaT", CTaBLUYIO0 AOCTYMHOM nocae aBTopm3aLmu, 4Tobbl npu-
CTYNUTb K BbINOMHEHMIO onepaumun. Ha akpaHe NosBUTCS CTapTOBOE OKHO MacTepa CO34aHMs 3anpoca Ha cep-
TMdUKaT. 3anonHMTE NONS Clefyrowmm o6pasom (CM. pucyHok 31):

— B none "MIma" BBEAMTE HAMMEHOBAHUA COo34aBaeMoro ceptudukara. lNone aBnseTca obg3aTenbHbIM Ans
3aMN0/IHEHUS;

— B packpbiBawoweMcs cnucke "Tun knoyeBow napbl” Boibepute anroputm wudposanus "RSA" (3agaH no
yMmonuaHwutio) nnbo "EC";
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3.0

B pacKpbiBatolLemMcs cnucke "Pasmep kntoya” Boibepute pasmep OTKPbLITOrO Kato4a. 110 yMoiYaHUIo Bbl-
6paHo 3HauyeHune "1024".

EAWHLIA KnueHT JaCarta

EavHbin KnueHt JaCarta

AnagauH h

Ivanov

| MH(opMaLna o TokeHe | PKI | |'O-:ZT|

Onepauml C NnpunoxeHueM

YcTaHoeuTh PIN-  [seps Co3faHue
Legyron :a 3anpoca Ha
NofL30BaTENd cepTuduKaT

M

MacrTep cozgadnna 3anpoca Ha cepTugukaT

Janpoc Ha cepTudmKaT

YHEMWTE MMA ¥ NADEMETDE KIKSEB0M NE3PE ONA CO303HNA
3anpoca Ha cepTudukaT

Wma

| User

Knwyesan napa
Twn KNHHEE0A Naps RSA v

Paamep knw4a 1024 v

8

PucyHok 31 - Macmep co3daHus 3anpoca Ha cepmugukam. Bsod umeHu u napamempos Ko4esoli napbl

4. Haxmwute kHonky "danee". byaeT OTKpbLITO Cieaylolee OKHO MacTepa Co34aHMs 3anpoca Ha cepTudumKaT ans
BBOZA MapaMeTpoB coxpaHeHus daina co3aaHus 3anpoca Ha cepTuduKaT (CM. pUCyHOK 32). 3anonHute nons
cnepyowum obpasom:

AO "Anapaunn P.O." 1995-2023 r.

B none "Mms danna” ykaxuTe nyTb coxpaHeHus darna 3anpoca Ha cepTudukat. ns 3Toro Haxmute
KHomnKy "0630p" v BbIbEpPUTE HYXKHYHO MankKy. [1o yMoiYaHUIo 3anpoc Ha cepTUdUKAT ByaeT COXpaHeH B
daiine ¢ UMeHeM, COBMaJaloLLEM C UMEHEM cepTudmMKaTa, KOTopoe Bbio BeAeHO B NpeablAyLEeM OKHE U

¢ pacwupenuem "pl0”. MNone aBnsetcs 06g93aTtenbHLIM 419 3aAN0NHEHUS;

B nosie "BbibepuTe dopmat 3anpoca” BbibepuTe dpopMat daiina 3anpoca Ha ceptudumkat: "@arinbl X.509

B koguposke DER" nu6o "®aiinbl X.509 Base-64";

PyKOBOD,CTBO nonb3oBaTend ana onepaunmoHHbIX CUCTEM cemelicTea Linux
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— ycTaHosuTe oTMeTKy "KonnpoBaTtb B Bydep o6MeHa", eCim HYy)XHO CKONMUPOBaTb 3anpocC Ha cepTUdMKaT B
b6ydpep obMeHa. 3anpoc KonupyeTcs B O4HY CTPOKY 6e3 Teros.

MacTep cozpjaHuA 3anpoca Ha cepTudgmkaT x

3anpoc Ha cepTudmkaT
YKarKUTe MMA anna u napameTpel coxpaHeHns gaina ons
CO3[aHWA 3aNpoca Ha cepTUdKUKaT

Mms chaitna

|fhomefadmintesthser.p10| |

BuibepuTe dopmaT daina 3anpoca:

(O @aiinu %.509 B Kognpoeke DER

@ ®alinel X.509 B koonpoeke Base-64

[ onuposaTe & bydep obmenHa

PucyHok 32 - Macmep co3daHus 3anpoca Ha cepmugukam. Beod napamempos ¢atina 3anpoca Ha cepmugukam

5. Haxmute kHoMKy "[Hanee”. byget oTKpbITO Cnegytowee OKHO MacTepa CO34aHuMs 3anpoca Ha cepTuduKaT ana
BbI6Opa ONuUMIA MCMONb30BaHUA ANS CO34aHMA 3aNpoca Ha cepTuduMKaT (CM. pUCYHOK 33). YCTaHOBUTE OTMETKY
B HY>XKHbIX MONSX:

—  JneKTpOHHas NnoAnuchb (BbIGPAHO MO YMOMYAHUIO);
— HeotkasyemocTb (BbIBpaHO MO yMOMYaHMIO);

— LUudposaHue knoueit (BbIGPAHO NO YMOMYAHUIO);
— lUudposaHue aaHHbIX (BbIGPAHO MO YMOMYAHUIO);
— CornacoBaHMe KoYen;

— ToanucbiBaHWe cepTUdUKATa C NOMOLLbIO K/HOYa;
— [oanuceiBaHWe cnucka OT3bIBa CEPTUDUKATOB;

— Tonbko wudposaHue;

— Tonbko pacwudpoBaHue.

MacTep cozpaHuA 3anpoca Ha cepTudmrkar x

3anpoc Ha cepTudgmkrart
YKaMMUTE ONUMN NENob30BaHUA 0/1A CO34aHWNA 3anpoca Ha
cepTUMKaT

cnone3soBaHWe KawYa

SNeK TpoHHaA Nognnce

HeoTkasyemocTk

LWndpoBaHe KnoHei

LndpoeaHe QaHHbX

CornacoBaHue Knw4ei

MoANUCcEIBaHWE CEpTURMKETE © MOMOLLBH KIHHa
MoAMNMCEIBAHWE CMCKa 0T3bIBa CEpTURHMKaTOB

TONBKO WNPOBaHWE

OO0000RRERE

ToneKo paclumdposaHue

PucyHok 33 - Macmep co3daHus 3anpoca Ha cepmugpukam. Onyuu Ucnob308aHUS K/o4a
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6. Haxmute KHonKy "[anee". byner oTKpbITO cnefytollee OKHO MacTepa CO34aHuMs 3anpoca Ha ceptudukar ans

YKa3aHus ONuMi NpefHa3HavyeHus ANig CO34aHUS 3anpoca Ha cepTUdUKAT (CM. pucyHok 34). YctaHoBuTe OT-
MeTKY B HY>HbIX NONAX:

— [lpoBepka NOAJIMHHOCTM KNMeHTa (BbIBPaHO MO yMONYaHUI0);
—  3alWMuleHHas aNEKTPOHHas NoyTa (BbIGpaHO No YMOMYaHMIO);
— [lpoBepka nognMHHOCTM cepBepa;

— T[lognucb Kopa;

— [JloBepeHHoe BpeMs.

MacTep cozjaHWA 3anpoca Ha cepTUdMKaT x

3anpoc Ha cepTudukaT

VKEKUTe 0NuUK NpegHasHaqyeHnsa 018 co30aHUA 3anpoca Ha
cepTUhuKaT

HpE,D,HESHE‘-IEHME

MpoBepka NoANVMHHOCTIA KAIMEHTa

ZalVLLEHHAA 3NeK TPOHHARA NoYTa
MpoBepka NoANUHHOCTI CEPBEpE

MoAnuch Koaa

OOO0ORE

[oBepeHHoe BpemsA

PucyHok 34 —Macmep co30aHus 3anpoca Ha cepmugukam. Onyuu npeodHasHavyeHus

7. Haxmurte kHonky "[anee". byaet oTKpbITO Cneaylollee OKHO MacTepa CO34aHUS 3anpoca Ha cepTUdUKaT ans
NpoOCMOTpa BCeX BBEAEHHbIX NapaMeTpoB CO34aBaeMOro 3anpoca Ha ceptudumkart. [lng nsmeHeHus napamet-
pOB HaXXMUTe KHOMKY "Ha3ap", BepHUTECh K HY)KHOMY OKHY M OTpefaKTUpYyMTe napaMeTpbl:

MacTep cozfaHnA 3anpoca Ha cepTudmrKaT X

3anpoc Ha cepTudmKaT
3anpoc Ha cepTudgukaT byaoeT cosaaH B COOTEETCTEUM €O
cnegyrowmnmM:

OT4eT!

HazsaHwne 3Ha4veHune =
0bwme I
MIMA NpunoMeHns JaCarta Laser
MmsA cepTudukaTa User
MmA haiina jhomefadmintest/User.pl0
TN KAK4a RSA
Pasmep knwo4a 1024
Mcnonb3oBaHUue KJo4a v

PucyHok 35 -Macmep co30aHus 3anpoca Ha cepmucgpukam. [lapamempel 3anpoca Ha cepmugukam
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8. Haxmurte kHonky "Janee". byaeTt BbINOAHATLCS CO34aHME 3anpoca Ha cepTUdUKAT. Xoa BbINOJIHEHWUS onepa-
LMK 1 ee pe3ynbTaT byaeT oTobpaXxkeH B 3aK/0YMTENIbHOM OKHE MacTepa CO3aHus 3anpoca Ha cepTuduKar.
Maiin 3anpoca Ha cepTudmMKaT ByaeT COXpaHeH Mo YKa3aHHOMY NyTu:

MacTep cozgaHwnA 3anpoca Ha cepTudmKaT X

3anpoc Ha cepTUgMKaT
3anpoc Ha cepTUgUKAT YenelwHo co3aaH

OTyeT:

Zanpoc Ha cepTudukaT User ¢ coxpaHeHuem B dainn fhome/
admintest/User.pl0

vaangoc Ha ceEngmaT YCHelho cosaaH
\/COXEBHBHO B Qalﬁn

PucyHok 36 ~Macmep co30aHus 3anpoca Ha cepmucukam. Pe3ynemam co30aHUs 3anpoca Ha cepmugukam

9. HaxmuTe KHOMKY "3aBepwunTb” ANS BbIX0OAA M3 MacTepa CO34aHMs 3anpoca Ha cepTUdUmKaT.

6.2.2 WMnopT ceptTndurKaTa

CepTudukart, ycTaHaBIMBAEMbIN Ha 3NEKTPOHHOM KJlO4e, UMEET CPOoK AenCTBMS. 3a 14 aHel 00 OKOHYaHMS CpoKa
nencTensa ceptudumkaTa nonb3oBaTeNb NONYYUT YBeAOMIEHNE 06 MCTEUYEHUN CpOKa AeNCTBUS cepTudmKaTa. MH-
dhopMaumoHHble coobLeHns ByayT NPUXOAUTb KaXAbl AeHb 10 OKOHYAHMS CpOKa AeiCTBMUS cepTudumkara, noka
OH He byaeT 3aMeHeH.
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P Ona umnopTta ceptudmkaTa:

1. ABTOpPU3YNTECH B MPUIOXKEHMMU ITIEKTPOHHOIO KNHOYA, B KOTOpOoe HeoH6Xxo0aMMO MMMOPTUPOBATL CEPTUPUKAT.

Haxxmute kHonKy E WU BbI3OBUTE KOHTEKCTHOE MeHI0 B nosie "Kntoum u ceptudukaTbl "u BoibepuTe Ko-
mMaHay "Mmnopt cepTudumkaTa”:

EawvHBIA KnueHT JaCarta - O x

EanHbin KnueHt JaCarta Anatg,qnu)

Ivanov

| WHhopMaLma o TokeHe | PKI | I'OCT|

Onepaunn C Npuno¥xeHneM

YeTaHoBUTE PIN- [ Co3naHue

Eemykog ’ 3anpoca Ha
nonL30BaTENA cepTUdMKaT
CMEHWNTE PIM- Kog MNamMeHnTL
D SAMWHWCTPaTOpa DOpMATUPOBATE (== gyrayecTsO PIN-
Kona

Knio4n n cepTudmkaTh: ™ |O

* o {8f19866c-0f56-4cf0-82be-3cdedObaeesd2}

ﬁ BEIKprTbII:ﬂ KN4

p OTKPEITEIA K4 1024 BuTt

HacTpoikn ObHEBUTL

) MEepekNYNTLER B
CTAHLAPTHBIA PEKUM

PucyHok 37 - KHonku nepexoda K uMnopmy 0GHHbIX

2. bBypert oTKpbITO CTAapTOBOE OKHO MacTepa uMnopTa ceptudumkaTa (CM. pucyHok 38). 3anonHuTe nons cnepyto-
WM1M 06pazom:

— B none "TlyTb K pariny MMOOPTUPYEMBIX AaHHbIX" YKaXWUTe NyTb K UMNOPTUPYEMOMY cepTudukaty. ns
3TOro HakmMmTe kHonky "0O630p” M B NOSIBMBLUEMCSI OKHE MPOBOAHMKA BbibepuTe dhann cepTuduUKaTa;
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— B nosne "MIMNOpTUPOBaTb B KOHTEHEP" YCTAHOBUTE OTMETKY, YTOObI BPYYHYIO 3a4aTb MMS KOHTEHepa, B
KOTOPbI ByaeT MMNopTMpoBaH ceptudmkart. B none "MMsa KoHTeliHepa" BBeAWTE HAa3BaHMeE KOHTelHepa.
Ecnu oTMeTKa He ycTaHOB/EHA, TO UMS KOHTeMHepa 6yaeT CcreHepnpoBaHO aBTOMAaTUYECKM.

MacTep MMnopTa cepTudmrKaTa b

MNMnopT cepTUdpMKaTa
ViamuTe uMA halina, cofepxallero cepTUGUKET, U UMA KOHTelHepa
(ecnu 3To Heobxoowmo), B KoTopblil BygeT UMNop TUPOBaH cepTUduKaT

MyThb K ainy uMNopTUpYyeMbX OaHHbIX

|,fmntfhgfs,fsharedfsert.cer |

®aiin B kogupoeke DER wnn Basef4d cofepsuT o04nH cepTudrkaT no
cTaHOapTy X.509. @ain uMeeT pacluMpeHune cer, .crt, pem

®ainn obmeHa nrHHON MHpopMaunend B hopmaTe PFX MoMeT cogepHaTk
HECKOMBKO CEPTUHWKATOR M 38KPLITEIA KoY. Dain MMeeT pacllipeHne
.pfx, p12, ona umnopTa TpebyeTcA BBOA Napona.

3a0aTe UMA KOHTelRHepa

MIMA KOHT eiHepa

|test| |

PucyHok 38 - Macmep umnopma cepmucgpukama. llyme Kk uMnopmupyemsiM 0GHHbIM

3. Haxmwute kHonky "Oanee". byget oTobpaXeHO OKHO BBEAEHHbIX HACTPOEK MMMopTa. 19 nsMeHeHus napa-
METPOB HaXXMUTe KHOMKY "Ha3aa", BEpHUTECH K HYXXHOMY OKHY W OTPeAaKTMpyiITe napaMeTpsbl:

MacTep MMnopTa cepTudmrKaTa b

MNMnopT cepTUdpMKaTa
MMnopT cepTudukaTa byaeT BLHINOAHEH B COOTBETCBUM €

HacTpoAKamu:
OT4yeT:!
HaseaHwWe 3HaYeHWe
MMa npunoxeHns PKI
MyTe K dainy Jmnt/hgfs/shared/sert.cer
MNaponts 3afaH HeT
VIMA KoHTeliHepa test

OTmeHa

Lanee =

L

PucyHok 39 - Macmep umnopma cepmucpukama. CoobuieHue 06 ycnewHoM umnopme cepmugukama
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4. Haxmute kHonky "danee". byaeT BbINOAHATLCS MMNOPT 0O6BEKTOB. X0 M pe3y/bTaT BbIMOJHEHUS OonepaLum
6ynyT oTobpaxkeHbl B 3aBEpPLUAKOLLEM OKHE MacTepa uMnopTa ceptudukaTa:

MacTep umnopTta ceptudmnkaTa x

NMnopT cepTudmKaTa
MMAopT cepTUdHUKaTa YCrewHo BeINoIHEH

OT4eT!:

MMnopT cepTudukaTa ws daina mnt/hgfs/shared/sert.cer
~IMNOpT CepTM(MNKETE YENeWHo BINoAHEH

3aBepWNTE k‘

PucyHok 40 - Macmep umnopma cepmuguxkama. CoobuieHue 06 ycnewHoM umnopme cepmugukama

5. Haxmure KHOMKy "3aBepwuTb” ANns 3aBepLieHns paboTbl MacTepa MMNopTa cepTuduMKaTa M 3aKpbITUS OKHA.
MMnopTupoBaHHble 06bekTbl ByayT oTobpaxeHbl B none "Kntoun u ceptnudmkatobl”:

EAWHBIA KnueHT JaCarta N

EanHbin KnueHTt JaCarta Ana‘\.ﬁ,ﬁnn)

Ivanov

| WHhopMaLma o TokeHe | PKI | |'OCT|

Onepaumu C npunoxeHueM

YcTaHoeu T PIN-  [es CosgaHve
Eeghron ’ 3anpoca Ha
NoNb30BETENA cepTudKrkaT
CMEHWUTE PIM- Kog M3amMeHWTh
% BOMWHUCTPaTOpa DOPMaTUPOBETE quem—go PIN-
Koga
Knwoun U cepTUhUKaTH: & O

=
v o {8f19866c-0fS6-4cf0-82be-3cd4edObaeed2}
d@ 3EKPBITHIA KoY

p OTKPEITEIA K4 1024 BuTt

CTPORKN

MepekNoYNTLCRA B
CTaHAAPTHEIA PEXUM

PucyHok 41 - OmobpaxeHue uMnopmupo8aHHix 06beKMmMos
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6.2.3  IKCNopT CepTUHMKATA

P Ona skcnopTa cepTudukaTa:

1. ABTOpM3yiITECH B MPUNOXEHWUM 3NEKTPOHHOIO KJH04a, M3 KOTOPOro HeobxoaMMo 3KCNOpTUPOBaTb CepTUdU-
KaT. B none "Kntoum n ceptudukatol” BbiIbEpUTE 3KCNOPTUPYEMBIM 0OBEKT M HAXKMUTE KHOMKY D WM QKTUBU-
pyviTe KOMaHay "DKcrnopT B ann” KOHTEKCTHOTO MEHID 0ObeKTa:

EAWHBIA KnueHT JaCarta - 0O x=
EqnHbin KnueHT JaCarta Anafmnu)
Ivanov
|HH$opmauMﬂo TOKeHelpKlerCT|
Onepaunn c NpuaoXeHUeM
YcTaHoeuTh PIN- [ CoapaHne
Kon I_E; G 3anpoca Ha
Nofb30BaTENA cepTudnKaT
MeHMTbPHJKo N3MeEHNTE
:Q) 24MVHVCTRaTORa DopMaTUPOBaTEL Ew
Kofda
Ko 4u u cepTupMKaTH: & [ I K}

MpocMmoTp cepTudKaTa
* == {Bf19866c-0f56-4cf0-82be-3cdedObaced2}| ¥ YunopT cepTudmkaTa
ﬁ) BaKpblTbllﬁ K4

p OTKprTbII:'I KN4

YoanuTe

OBHOBUTL

CTROMKK

) MNepeknouuTLCA B
CTaHLAPTHEIR PEXUM

PucyHok 42 - EduHebili KnueHm JaCarta. KHonku nepexoda k 3kcnopmy 0GHHbIX

2. bynert oTKpbITO CTapTOBOE OKHO MacTepa 3KcnopTa ceptudukaTta (CM. pucyHok 43). 3anonHuTe nons cienyto-
WM obpasom:
— B none "TlyTb kK pariny ans akcnopTta” ykaxuTe NyTb 419 aKcnopTa darna. [ 3Toro HaxMmute KHOMKY
"0630p" 1 B NOSIBUBLIEMCS OKHE NMPOBOAHMKA BbIGEPUTE HYXHYIO NanKy;
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— BblbepuTe TN 3kcnopTupyemoro daina - "Maiin B popmarte DER" unu "®aiin B popmate Baseb4".

MacTep aKcnopTa cepTudmMKaTa X

3kcnopT cepTuchukaTa
YKa¥uTe UMA haiina AnA skcnopTa W ero dhopMaT

MyTk K dainy ona skenopTa

|fmntfhgfsfsharedftest| |

dalin ona skcnopTa MMeeT pacluMpeHne .Cer U CoOepMnT
cepTuguUKaT B hopmaTe PEM no cTaHgapTy X.509,

Tun thaina gnA skcnopTa

(® ®aiin B popmaTe DER
() oaiin B hopmaTe Basess

PucyHok 43 - Macmep 3kcnopma cepmugukama. Bsod napamempog 3kcnopmupyemozo ¢a’iina

3.  Haxmure kHonky "[anee". byaeT oTKpbITO CeayroLiee OKHO MacTepa 3KcnopTa ceptudukarta ang npocmMoTtpa
BCEX BBELEHHbIX NapameTpoB. [Ing n3aMeHeHns napaMeTpoB HaxXMuTe KHONKy "Haszan', BepHUTECH K HYXXHOMY
OKHY M OTpeaaKkTUpyiTe napaMeTpsbl:

MacTep akcnopTa cepTudmUKaTa X

IkcnopT cepTuchukaTa
SkcnopT cepTudukaTa bygeT BLINONHEH B COOTBETCTEUN C
HacTpoRKamK:

OTveT:

HaszeaHwe SHa4veHWe

ImA nprunoxeHna JaCarta Laser

maA cepTudmnkaTa
dain ona skcnopTta  /mnt/hgfs/shared test.cer

®opmaT daina DER

PucyHok 44 - Macmep 3kcnopma cepmugukama. Pe3ynsmam 3kcnopma
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4. Haxmute kHonky "danee". byaeT BbINONHATLCS 3KCMOPT BbiOpaHHOrO 06bekTa. Xo4 1 pe3ynbTaTt BbIMOAHEHUS
onepauuu 6yayT oTo6paXKeHbl B 3aBepLUIAOLLEM OKHE MacTepa 3KCnopTa cepTudukaTa:

MacTep 3KcnopTa cepTUdMKaTa x

3kcnopT cepTuchukaTa
SKCMopT cepTUPHUKATS YCNeWwHo BINONHEH

OT4eT:

IKcNopT cepTudmkaTa " " g dain fmnt/hgfs/shared/
test.cer
+ BKCMOPT CepTUGUKATS YCNEWHO BLINOAHEH

PucyHok 45 - Macmep 3kcnopma cepmugukama. Pe3ynsmam 3kcnopma

JKCNopTMpyeMblit harn HaxoaMTCs B Nanke, yKasaHHOM Ha Lware 3:
B shared - MeHeaxep daiinoe - O x

®aiin  Bwa CeTe Cepeuc HacTpoilka  Cnpaeka

b b G Mankwn D Bug v D:l @
Agpec KomneoTep » @aiinoean cuctema > mnt > hgfs » shared
b s mnt
e hagfs
v shared l @
E| test.cer

test.cer (1.94 KE) Q O o

PucyHok 46 - MecmoHaxoxdeHue 3kcnopmupyemo2o ¢aiina

5. HaxmuTte KHOMKy "3aBepLlimnTb” B 3aK/IIOYMTENLHOM OKHE MacTepa 3KCcnopTa ceptudukarta (CM. pucyHok 45)
LNS €ro 3aKpbITus.
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6.2.4  pocMOTp cepTudrKaTa

P Ona npocmoTpa cepTuduKkaTa:

1. ABTOpPU3YNTECH B MPUNOXKEHMMU INTIEKTPOHHOTO KNKOYA, B KOTOPOM HEOBX0AMMO NPOCMOTpeTb cepTudmkar. B
none "Knoum n ceptudukatbl” Bbibepute cepTUPUKAT U HAIKMUTE KHOMKY ‘#’ WM QKTUBUPYITE KOMaHAY
"TlpocMOTp cepTUdUKaTa” B KOHTEKCTHOM MEHI0 BblIBpaHHOro cepTudukaTta:

EawvHbli KnueHT JaCarta - 0 =
EauHbin KnueHT JaCarta m@mmq

Ivanov

| WHpopMaLms o TokeHe | PKI | rocT |

Onepaulpm C NpyunoXeHuweM

YCTEHOBNTE PIN Co3naHue
Eegyron . 3anpoca Ha
nonb30BaTENR cepTudukaT

CMeHnTE PIN- Kog HNameHuTe
% DOPMATUPOBATE [egyKadecTao PIN-

aOMUHWCTPSTOoPa
Kona

Kn4n n cepTupmKaTh: E B oo

~ i {8f19866¢-0f56-4cf0-82be-3c4ed0baced2} | 4 mnopT cepTudukaTa
ﬁ 2EKPBITHIA KO
&2 oTkpbITHIR Ko

SKenopT & daitn

¥YoanuTe

OBHOBUTE

nEpEKJ‘IK\'—{MTbCﬂ B
LD cTaHAapTHBIA pexum

PucyHok 47 - KHonku nepexoda K npocMompy cepmuguxkama

2. ByneT oTKpbITO OKHO, COAEPXKALLEE CBEAEHNS O BbiIGpaHHOM cepTudmKaTe:

# MpocmoTpLKK cepTUdUKaTOB - 0O x

MognVHHOCTL:
MposepeH: Aladdin Private Root(3.15)
WcTekaeT:

~* MogpobHocTh

Wmsa nonyuatens
DC (OBnacTe UMEH): ru
DC (OBnacTe UMEH): aladdin
OU (MoapasgeneHne):
OU (MoapasaeneHne):
CN (Obwiee uma):
EMAIL (Aapec 3n. nouTbl):

Wmsa sbigarowiero

DC (O6nactb UMEH): ru

DC (O6nacTb UMEH): aladdin

CN (OBuwiee nma): Aladdin Private Root(3.15)
BblfaHHbIA cepTudmkaT

Bepcna: 3

CepwiAHBIA HoMep: 63 00 B8 158 DA 28 @3 BY RS FF 61 @5
Una nafarrmsaranais nes 2NN N1 12

3aKpbiTbh

PucyHok 48 - OkHo npocMompa cepmugukama
3. [lns BbIXOA@ M3 OKHA NPOCMOTPA HAXMUTE KHOMKY "3aKpbiTb".
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6.3 Onepaummn c 06bEKTaMM B NPUIOHEHUN ITEKTPOHHOIO K0Ya

[ins BbINONHEHUS onepaumnii C 06beKTaMM, XPaHALLMMKUCS B NAMATU 3IEKTPOHHOIO Kto4a TpebyeTcs aBTopm3aLms
Ha 371eKTPOHHOM KJitoue ¢ npepbsasneHneM PIN-kopa nonb3osatens.

Onepayuu ¢ 06bekmamu 8 NAMAMU 3MEKMPOHHbIX KTHoYell pekoMeHOYemcs 8binoJIHAMb N0 YKA3AHUK

adMuHUCMpamopa.

B paHHOM pa3pene onepaumm ¢ 06bEKTAMM ONUCaAHbI HA NpUMepe cepTudUKaToB B npunoxerun PKI.
6.3.1 [pOCMOTP CMNCKa OB BHEKTOB

P Ons npocmoTpa cnucka 06beKTOB:

1. 3anyctute EamHbin Knuent JaCarta u noaknounte aneKTpoHHbIN KoY K pasbeMy USB unu cuntbiBaTento
CMapT-KapT KoMnMbtoTepa. Ecnmn nogkntoyeHo HeCKOIbKO 3/1EKTPOHHBIX K/OYeN, TO BbiDepuTe 3HaYOK HY)XHOrO
Kntoya B obnacTu cnesa.

2. HaxmuTte KHOMKy "TlepekniounTbCs B paclUMPEHHbIN pexXmMM” 1 BbibepuTe BKIAAKY C HAUMEHOBAHWUEM HYX-
Horo npunoxeHus. B none "Kntoun n ceptudmkartol” 6yaet oTobpaxkeH CNUCOK 06LLea0CTynHbIX 06beKTOB,
XPaHALWMXCA B NAaMATU 3NEKTPOHHOIO Ktoya (CM. pucyHok 49). Haxxmute kHonky "Beectn PIN-koa', B nosiBuB-
wemca okHe "ABTopusauma” Beegute PIN-kon nonb3oBaTenst 41 BbIGPAHHOIO NPUSIOXEHUS:

EpmHbIi KnueHT JaCarta - 0O x

EavHbi Knuent JaCarta Anafngun)

Ivanov

| MHhopMauna o TokeHe | PKI | |'OCT|

onepaunn ¢ NpUNoXeHneM

YcTaHoBWTh PIN- [ —
E@roa “h 2
NoJb30BaTENd
CMmeHWTE PIN-KO ’
[ ++g)] DopMaTUPOBaTh
AyTeHTUDUKaALWA

BeecTw PIN-k0O None30BaTenA

scecseesl | &b -

acTponKK

R TR EE B cnucke oToBpaxaloTcA ToAekkKo obwegocTyNHeE obbekTr. [
) CTaHAEPTHBIA peXum npocMoTPa Brex Dﬁ'bE'F.(]‘:DB WK penaKk THPOBAH WA COAERXHUMOro BeecTw PIN-ko 4 k‘
‘ HeobxoauMo BBecTH PIN-KO4 NONL30BATENA.

PucyHok 49 - Cnucok obwedocmynHbix 06beKmMo8 8 NAMIMU 31eKMPOHHO20 K/toYa
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3. Tocne ycnewHown aBTopu3aumm 6yaeT AOCTyMNeH 418 NPpOCMOTPa NOJIHbIA CMUCOK 0ObEKTOB, @ TakXKe NoSBATCA

KHOMKW O0Nn4a ynpaBieHUA 06bekTaMu:

EavHbIA KnueHT JaCarta

EanHbin KnneHdt JaCarta Ana‘:gauﬂ)

Ivanov

| VH(opMaLWa 0 TOKEHe | PKI | |'OCT|

Onepaumn C NMPpUNOXeHNeM

YcTaHoBWTh PIN- [+

CozpaHve
Kog ’ 3anpoca Ha
noAbL30BaTENA cepTUduKaT
CMeHUTE PIN- Kog M3MmeHnTE
03 BAMWHWCTPaTORa DOPMATVPOBATE [FighkauecTso PIN-
Koaa
K4 u cepTudmraTh: M O

~ b {Bf19866c-0f56-4cf0-82be-3c4edObaeed 2}
6@ ‘3aKprTbIIF1 KAHY

p OTHKPEITEIA KoY 1024 buT

ACTPOMKK

MepeknioYnTECA B
) CTAHAEPTHBIR pEXUM

PucyHok 50 - onHeili cnucok 06beKmMos 8 NnamMsimu 31eKMpPOHHO20 K/K4a
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6.3.2 YpaneHue 06beKkToB

P Onsa ynanenus obbekra:

1. ABTOpPU3YITECH B MPUNIOXKEHMMN INTEKTPOHHOTO KIKOUA, U3 KOTOPOro He0b6XoaMMO yaanutb 06bekT. B none
"Knoum n ceptudukatol’ BoibepuTe yoanseMblit 06beKT M HAIXKMUTE KHOMKY m WM aKTUBUPYITE KOMaHAOY
"YpanuTb" KOHTEKCTHOrO MEHI0 06beKTa:

EavHBIA KnueHT JaCarta

EqunHbin KnueHTt JaCarta Ana‘\.ﬁ.ﬂnn)

Ilvanov

| WHpopMaLma o TokeHe | PKI | |'OCT|

Onepauuu ¢ NpUAOXEHNEM
YcTaHoeuTh PIN-  [e= CosgaHue
KO ’ 3anpoca Ha
NoNE30BATENR cepTudukaT

CMeHWUTE PIM- Kog M3ameHWTL
% POPMATMROBATE (= ygyKatecTso PIN-

SOMUHWCTRaTORS
Kofa

Knw4n n cepTudmkaTa: ®$ & B O

MpocMoTp cepTUdUKaTS
~ i {8f19866¢-0f56-4cf0-82be-3cded0baced2} | % pmnopT cepTuduxaTa

é@ 3aKPEITHIA K04 IKCNopT B hain

p OTKprTbII:'I KN4

OBHoBWTE

HacTpoikn

MNe BYUTLLA B
CTaH4ap THEIA PEXUM

PucyHok 51 - KHonku ydaneHusi daHHbix

2. by#ert oTKpbITO OKHO ANA MNOATBEPXKAEHUA YAANEHUS:

YpaneHue o61LeKToE

Bbl 4eRCTEMTENEHO XOTUTE YAaNMTE BelOeNEeHHEIE

obbekTh?
on [ o

PucyHok 52 - OkHo "YdaneHue o6bekmog”

3. Haxmure kHonky "[a" nng noateepxaeHus. BolbpaHHbIi 06bekT ByaeT yaaneH U3 naMsTu 31eKTPOHHOro
KJtoYa.
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MpunoreHne A. OB603HaYeHUA 3NEKTPOHHDBIX KNoYen

0O6o3HaveHne Onucanune

I., MicroUSB-TokeH

H USB-TokeH JaCarta B kopnyce nano

HID USB-TokeH JaCarta B Koprnyce nano ¢ KHOMKOW
E.: USB-TokeH JaCarta B kopnyce mini

HI USB-TokeH JaCarta B kopnyce XL

- CMmapT-kapTa

_ DNEeKTPOHHbIN KntoY B hopM-pakTope Secure MicroSD
-] USB-ToKeH B MeTannMyeckom kopnyce
.-] Type C-TOKeH B METanAM4YeCckoM Kopnyce

Hn TWN 31EKTPOHHOTO KNoYa He onpenenéH

3J'IEKTp0HHbIl7| KNKOY HaxoauTCa Ha CTagun onpeneneHns
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7. ROHTAKTbI

7.1  Odwnc (obwyme Bonpochl)

Appec: 129226, MockBa, yn. [lokykuHa, 4. 16, ctp. 1, 7 31ax, komnaums "Anagami P.I."
TenedoHsbl: +7 (495) 223-00-01 (MHorokaHanbHbIM), +7 (495) 988-46-40

®akc: +7 (495) 646-08-82

E-mail: aladdin@aladdin.ru (06wwi)

Web: https://www.aladdin.ru

Bpems pabotbl: exxegHeBHo ¢ 10:00 no 19:00, kpoMe BbIXOAHbIX U MPA3AHUYHbIX SHEN.
7.2 TexnoaaepHka

Cnyx6a Texnoanep)XkuM NpMHUMAET 3anpockl TONbKO B NMMCbMEHHOM BuAe Yepes Beb-caiT:
www.aladdin.ru/support/.
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HOpOoTKO 0 KOMMNaHun

Komnanus "Anapavi P.." ocHoBaHa B anpene 1995 roana u sasnsetcs JInueHsum

poCcHitckMM pa3paboTumkom (BEHAOPOM) CPeacTB 3almThl MHdOpMa-

. — KomnaHusa umeert Bce HeobxoamMble nnueHsnun OCTIK Poccuu,
®CB Poccum pns npoekTMpoBaHus, NPoM3BOACTBA U NMOALEPKKU

KoMnaHus saBnseTcs npu3HaHHbIM 3KCNEPTOM U IMAEPOM POCCUICKOTO C3U u CK3MW.

PbiHKa CpeaCTB ABYX(HAKTOPHOM ayTeHTUdUKaLMM NoNb3oBaTeNEN, — CucteMa MeHeoKMEHTa KayecTBa NpoAyKLMM B KOMNAHUM C

3/1EKTPOHHOM MOAMMCH W 3aLUNTbI AAHHBIX. 2012 r. cooTBeTcTByeT ctaHaapty FOCT ISO 9001-2011 u umeer

COOTBETCTBYIOLME CEPTUDUKATI.
OcHOBHble HanpaBneHus

— O6ecneyeHne 6e3onacHoro ocTyna K MHPOPMaLUMOHHBIM pe-
cypcam npeanpustus, Beb-noptanam u 06nauHbIM cepBrucam
(cTporas aByx- v TpéxdakTopHas ayTeHTUDMKALMA).

— JneKkTpoHHas noanuch (3l ¢ Hen3BneKaeMbIM 3aKPbITbIM KO-
YoM, hopmupyemas B 3aWMLWEHHOM yune), PKI.

— 3awmTa NnepcoHanbHbIX AaHHbIX, AAHHbBIX HA AMCKAX KOMMbLOTe-
poB, cepBepoB, 6a3 AaHHbIX.

— Bce ocHoBHble NPOAYKTbI MMeT Heob6XxoanMble cepTUdUKaTbI
DCTIK, OCB.

Nnuensnmn OCTIK Poccmm N2 0037 1 N2 0054 ot 18.02.03, N2 3442 o1 10.11.2017
Nnuensnmn O®Cb Poccnm N2 12632 H ot 20.12.12, N2 30419 o1 16.08.17
CuctemMa MeHeXMeHTa Ka4yecTBa KOMMNaHUKU COOTBETCTBYET TpeboBaHusaM ctaHaapta FOCT P MCO
9001-2015 (ISO 9001:2015)
AnagavH
© AO "Anaggmn P.L.", 1995—2023. Bce npaBa 3aLMLLeHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin.ru  Web: www.aladdin.ru
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