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O6wana nHpopmaumAa

Secret Disk Crypto Extension Pack (v. 4.13.7.17 u Bbllwe) — NakeT pacliMpeHus, KOTOpbIM No3BonseTt
MCNoNb30BaThb AOMNOMHUTENbHbIE APANBEPHbIE aNTOPUTMbI LULMPPOBAHMS U aNTOPUTMbl NPELOCTaBASEMbIE
CTOPOHHMMM KpUNTONpoBanaepamu, Takumu kak Kpuntollpo CSP, ViPNet CSP.

Vicnonb3oBaHue

MpopykTbl nnHelkn Secret Disk MOryT ncnonb3oBaTh AOMNONHUTENbHbIE APalBEPHbIE KPUMTOANTOPUTMbI
(AES 128, Twofish 256, AES 256) 1 BHeLlHMX NOCTAaBLUMKOB KpUNTOrpaduu, peanusyolime anroputmsl
wndposaHus, onpeaeneHHble ctaHaaptammu NOCT P 34.10-2012,TOCT P 34.11-94 u TOCT P 34.11-2012,
FOCT 28147-89, FOCT P 34.12-2015 (Magma).

C 1 snBapsa 2019 ropa 3anpelieHo GOpMMPOBAHME 3NEKTPOHHOM Moanucu ¢ nomouwbto knda FOCT
34.10-2001.

Mpu ncnonb3oBanum wudposaHus NOCT y nonb3oBaTenei NpoaykToB cemenctea Secret Disk pomkHbI
6bITb KNOUM U cepTudmkaTbl B dopmate MOCT.

Anzopummsl wiugposarus FTOCT mocym 6bIims UCN06308aHLI MOJILKO nocse 3a2py3ku sdpa OC u
HenpumeHUMsl 015 3auUmsl CUCMEMHO020 QUCKA.

YcmaHoska 00H020 u3 KaueHmosg 0415 pabomel ¢ mokeHoM Heobxoduma 0415 KoppekmHol pabomei
mokeHos eToken u JaCarta.

Ycmaroska 00H020 u3 kpunmonposatiidepos 019 wugposarus FOCT He 0653amesnbHa K yCmMaHoeKe, HO
Heobxoduma, ecnu mpebyemcs OaHHbIG 8UO WUGPOBAHUS.

Ycmaroeka npunoxenus SD CEP Heobxo0uma u 0653amenbHa K ycmaHosKe, ecau mpebyrmcs
donosHUMenbHole dpatisepHule anzopummsl unu 83aumodelicmsue ¢ Kpunmonposatioepamu. SD CEP
Heobxodumo ycmaHosume nocae ycmanosku npunoxcerus ViPNet_CSP unu KpunmollPO CSP.

OJHOBPEMEHHASl YCTAHOBKA ViPNet_CSP u Kpuntol1PO CSP HEAOMYCTUMA!

Comectumoe c Secret Disk nporpammHoe obecneveHune npeacrasneHo Tabauue:
MpoussoauTenn HassaHnue MO PekomeHpyemas Bepcus
000 "KPUNTO-MPO" KpuntolPO CSP 4.0 (ang Windows 10)

OAO "MupoTeKC" ViPNet CSP 4.2
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https://www.aladdin-rd.ru/support/downloads/jacarta

2.  Anroput™Mbl lWUNM$GpoBaHMA

B Tabnuuax npuBeneHa cBogHas uHdopmauus 06 anropuTMax WKUOPOBAHMS, MUCMNONb3YEMbIX B
npoayktax Secret Disk ans wudpoBaHus 3awmiiaemMor MHGopMaLUKU (CUMMETPUYHOE WKDPOBaHUE) U
Ans WndpoBaHMS LaHHbIX NOJIb30BATENS NPU €ro UAEHTUPUKALMM U ayTEHTUDMKALMMU (ACUMMETPUYHOE
wndposaHue C NpUMeHeHneM cepTUdMKaToB).

Tabnuya 1 -lloddepxugaemeie anzopummsl WUGpPOBAHUS

Anroputm Peanusauusa anroputma
AES 256 Microsoft Enhanced CSP
Triple DES 168 Microsoft Enhanced CSP
RC2 128 Microsoft Enhanced CSP
AES 128 (CEP) [ononHutenbHble apaiBepHble anroputMbl Crypto Extension Pack
Twofish 256 (CEP) [ononHutenbHble apaiisepHble anroputmbl Crypto Extension Pack
AES 256 (CEP) [ononHutenbHble apaiBepHble anroputMbl Crypto Extension Pack

[ononHutenbHble apaiisepHble anroputMbl Crypto Extension Pack u

NOISIT ZAb 7/5682 2515 (AU 1 2) BHewwHero kpuntonposaiaepa (Crypto Pro CSP munu ViPNet CSP)

[ononHutenbHble apariBepHble anroputMbl Crypto Extension Pack n

FOCT 28147-89 256 (2012 256) BHelHero kpuntonposaiaepa (Crypto Pro CSP nnu ViPNet CSP)

[ononHutenbHble apaiisepHble anroputMbl Crypto Extension Pack u

NOISIT ZAbs 7/5282 2505 (AU 52 BHelHero kpuntonposaiaepa (Crypto Pro CSP unu ViPNet CSP)

Tabnuya 2 - lNpumeHeHue cCUMMEMPUYHbLIX AN20pUMMO8 WudposaHus 8 npodykmax nuHeliku Secret Disk

Anroputm Secret Disk 5 Secret Disk Enterprise Secret Disk Server NG
AES 256 + + +
Triple DES 168 + 3 +
RC2 128 + = +
AES 128 (CEP) + - +
Twofish 256 (CEP) + S +
AES 256 (CEP) + = +

CryptoPro VipNet CryptoPro VipNet CryptoPro = VipNet

FOCT 28147-89 256 + + + + + +
(2001 512)
FOCT 28147-89 256 + + + + + +
(2012 256)
FOCT 28147-89 256 + + + + + +
(2012 512)
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3. TpeboBaHMA K YyCTAHOBKe

3.1 TpeboBaHWA K ONepaLMoOHHON cucTeme

Secret Disk Crypto Extension Pack yctaHaBnuBaeTcs Ha KOMMNbOTepbl MO ynpasneHmMem ogHon us OC:
e  Microsoft Windows 7 c ycTaHOBNneHHbIM nakeToM o6HoBneHus 1 unu Boiwe (32 n 64-6ut);
e Microsoft Windows 8 (32 n 64-6uT);
e  Microsoft Windows 8.1 (32 u 64-6ur);
e Microsoft Windows 10 (32 n 64-6ut);
e Microsoft Windows Server 2008 R2 (64-6ut);
e  Microsoft Windows Server 2012/2012 R2 (64-6ur);
e Microsoft Windows Server 2016 (64-6uT).
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4. YCTaHOBK3a NPWU/I0HEHNA

1. B 3asucumoctu ot paspagHoctn OC 3anyctmte dann yctaHosku Crypto Extension Pack:
—  sdCExtPack-4.13.7.18-x64 (pnsa 64-pa3psgHoi cucTeMbl);
—  sdCExtPack-4.13.7.18-x86 (pns 32-pa3psgHOi CUCTEMDI).

2. Haxmute Oanee >.

Crypto Extension Pack

Bac NpUBETCTBYET NPOrpaMMa yCTaHOBKH
Crypto Extension Pack

MporpamMma Crypto Extension Pack GyaeT ycraHoBnena Ha
KoMAbrOTED. [INS NPOAOIKEHUA HAXKMUTE KHONKY “flanee”,

MPEAYNPEXAEHUE: AaHHas NporpaMMa 3aluMileHa 3aKoHaMn
06 aBTOPCKIX NPaBaX M MEXAYHAPOAHBIMA COrNALIEHUAMA,

< Hasaa

3. MNpouutarite JInueH3MOHHOE COrnaweHne 1 No pesynbTatam:

- BblﬁepMTe NYHKT A NpUHMMaKo ycaoBmA TNLEH3NOHHOro cornawieHnaA, ecin Bbl COrnacHbl €
€ro ycnoBuamu;

- HaxMuTe OTMEHa, eC/in Bbl HE COMNAaCHbI C ycnosuaMu IMUEH3UOHHOIO cornaweHms.

4. Haxmute Oanee >.

i Crypto Extension Pack

cor

Mpo4THUTE TEKCT MMUEHIMOHHOMO COrNaWEeHNA,

HacTommee SMOHHOE CODJa: (manee "Cornames=me") Q
ABMASTCA OOTOBODOM, ISaKMEUeHHHM Me=mOy Bamy (dMsmuecrimg
MM DpMOMYSCKMM JIMIOM) - KOHEYHHEM NONESOEATENEM (ODafsee
"MonesoeaTen:") M xoMnasEMel SA0 «lmanms PoO.»  (Danee
(«roMnanwa AmanmmH P.I.w», «IpasooBrmamaTent») OTHOCMTENLHO
OpeNOCTAENSHMA HEMCKADYMTENEHODO NOpaBa Ha MCHOONE30EaHME
HaCTOANEro NpoTpaMMHONC ofecnedesMA - KOMIUIEKCa NOpOTpaMM
oma SBM, M Oowy alpms (I MaTEpMAaNH, HOCHMTEIM M
dain c© uMHEpopManMel), AENADOMXCA HEOTBEEMAEMOM dacTeo [0,
ERMEad ECE OaNbHeMIMe YCOESpNEeHCTEOBEAHMA. "

() A HE NDUHMMEIO YCNOBIA THMUEHSMOHHO O COT NALIEHMS

5. Bbibepute dnar, COOTBETCTBYHOLMIA YCTAHOBNIEHHOMY BaMU1 KpunTonpoBaaepy wudposaHus MOCT.
M Npu HeoBXOAMMOCTU UCMOMb30BaAHUS LOMONHUTENbHbIE APABEPHbIE anropuTMbl. [10 OKOHYaHWK
Bblbopa HaxmuTe Janee >.
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®nae fononHumenvHbie dpaiisepHbie Kpunmoas20pummsi N0380/siem ucnonezogams AES128, AES256
(anemepHamusHas peanusayusy), Twofish.

Hedonycmumo ycmarHasnueame 6osee 00H020 kpunmonnaazuHa noddepxku MOCT kpunmozpaguu
00HO8PEMEHHO.

W Crypto Extension Pack

Boibopounas ycraHoBka

BeibepuTe KOMNOHEHTLI, KOTOPLIE HEOBXOAMMO YCTaHOBUTH.

BhifiepuTe KOMMOHEHTBI ANS YCTEHOBKM:
|| KpurronnariH Microsoft Enhanced CSP.,
[ononHUTENbHBIE APABEPHDBIE KDUMTOAArOPUTMbI.

KpunTonnariHbi NOAAEMKKY CTOpoHHeH MOCT kpunTorpadin:
["]Kpunronnarux KpuntoIPO MOCT CSP.
KpunTonnaruH VipNET FOCT CSP.

BHumanue!
He pekoMeHAyeTCs YCTaHAB/IMBATh HECKOJIbKO KPHNTOMJ1arHHOB
noaaepXKu cropouHeii FOCT kpunTorpadus ogHOBpeMeHHo!

6. Bbibepute nanky ons yctaHoBkM nporpammbl. Haxxmute Janee>.

W Crypto Extension Pack

Nanka HasHauyexna

BeibepuTe Nanky Ans yCTaHOBKYM NPOrpamMMbl.

@ YcTaHoBKa B:
C:\Program Files\Secret Disk Plugins\ yemr—

HaxmuTe Kkronky «flanee», YTobbl YCTaHOBUTL B STY Nanky. HaxmiTe KHOMKY
“A3MeHNTB*, YTOBbI BLINONHWTL YCTEHOBKY B APYTYIO NanKy.

7. HaxmuTe YctaHOBUTbL Ans Hayana npouecca yCcTaHOBKM.

3A0 "Anapanid P.A.", 1995-2019 r. CnpaBo4yHOE pyKOBOACTBO
Crp.7/29



ToTOBa K YCTaHOBKE NPOrpaMMbl

MporpamMma roTosa K Ha4any yCTaHoBKN.

", 4TOBbI HAYaTH YCTAHOBKY.

Yrobbl MPOCMOTPETL WAk ap PbI YO
HaxmuTe KHonky "OTMeHa”™ Ans BbIX0Aa U3 NPOrPaMMbl,

'y

8. JloxauTecb OKOHYaHUS npouecca yCtaHOBKMWU.

CocrosHue:
MybukaLns ceeaeHnit 0 NPoAYKTe

9. T[lo oKoH4YaHMM NpoLecca yCTaHOBKKU MporpamMMbl Haxxmute FoToBo.
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MporpaMMa yCTaHOBKH 3aBepleHa

Mporpamma Crypto Extension Pack ycnewHo ycTaHosneHa.
HaxmuTe KHonKy "ToToB0”™ ANA BbIXOAa U3 NPOrPaMMsl.

10. Mepe3arpy3uTe KOMMNbIOTEP 4N BCTYMIEHWS USMEHEHWIA B CUAY.
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5. Peructpauua ceptnduxaTta nonb3osatena (Secret Disk 5)

1. Otkpoiite MeHto [lyck = [Ipoepammbl 2 [Ipodykm Secret Disk.
2. HaxmuTte 3apeaucmpupyiimecs.

Secret Disk: naeHTMdMKaUWa ?

MogrAroUNTE TOKEH C CEPTMQNKATOM 33PErMCTPUPOEAHHOTD
nonssceatens. Ecan y Bac HeT cepTudimkara, 2aperncTpupyiiTecs Ha
A3HHOM KOMMBHOTERE B KAYECTEE NoNL3oBaTena Secret Disk. Mpw
DEFMCTOALMK BBl CMOMKETE CO3A3Th CEBTUBNKAT.

Komy BblaaH Kem BolgaH Cpok: AeHcTEMS

oK OTMeHa OpocMoTp cepTudmkaTa

3. 3anonHute HeobxoauMble Nons u BbibepuTe NOCTaBLLMKA KpunTorpaduu.

C 1 gHeaps 2019 200a He pekomeHOyemcs OopMUPOBAHUE 3NEKMPOHHOLU NOONUCU C NOMOULbIO KKo4qell

FOCT P 34.10-2001.
lpu sbibope 3mo20 KM0Ya WUPGPOBAHUS NPo2PAMMA 8bl0acm npedynpexdeHue.
# Kpwntolpo CSP “
0:09:48

€ MoMOLWEHD KAkodell MOCT P 34, 10-2001. PekoMeHayeM safnarospeMeHHo
MEPEATI Ha MCNoNE30BaHKME Kkodel MOCT P 34, 10-2012, Mpoaom+iTs
co3AaHKe knoda 3N MOCT P 34 10-20017

C 1 aneaps 2019 roga sanpeweHo HopMMpOBaHME SNEKTPOHHOR NOAMMCA
i

BOMbIUE HE NOKA3LIBATL

OTMeHa

lpu nodmeepxdeHuu delicmaus co30aHue 31ekmpoHHol nodnucu ¢ nomouibro Kmoyeli FTOCT P 34.10-
2001 npodonwumcs.

Cnedylime yKa3aHusM HA 3KPaHe.

KpwnTollpo CSP H

0:09:55
MepeMewaiTe YKa3aTenb MuIUN MW HERWMEATE PAsIM4HbIE KNEBHILM
t@ ANA reHepaLK CNYYERHOH NoCNeaoBaTENEHOCTH,

N

PucyHok 1 - Paboma damyuka cayyatiHeix qucen
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Kpuntolpo CSP El

0:09:25

[1ns 33BEPIWEHS COSAEHA CTYYEHHON NOCNEA0BaTENEHOCTH
TpebyHOTCA AONONHUTENEHBIE AEACTBHUA, NEPEMELLENTE YKA3ETEND
MBI WA HEHWMEATE PA3AMUYHEIE KNABMLLM,

4. Haxmure Buibpams.

. - 2
Secret Disk: HOBLIM NOAL30BaTEND i

MNonezceatens

Wmn: |Kysneuna AHATONWI |

KommenTapui: | Anaiti |

CepTWdUKaTEl AAHHOr0 NONLS0BATENA:

MNocTaewmK KpunTorpadim Cepmudmkat MpocmoTp
g P (TOCT 2012 512) He Bribipan
Kpunmollpo CSP (TOCT 2001) He BrifpaH
Kpwnallpe CSP (TOCT 2012256)  He seitipan
Microsoft Enhanced CSP (RSA) He sbifpaH
L4 >

| HoGaeuTe | | Ommera |

5. 3anonHute obsi3aTenbHble Nong (BblAeNieHbl KYpCUBOM) M HeobsI3aTenbHbIe (M0 XeNaHuio).
BbibepuTe anroput™ WKhpPOBAHMUS U ANUHY KHOYa.
Haxmute OK.

[aHHele ANA WASHTUDUKELAW

Cranna -
Ta !mp‘E‘I:I"DE | KysHeuos AHaTonui

E-maik |a.kuznetsuv@example.com

OpraHWzauma; |OOO TEST

Hacenénn
MyH

Crpara: |RF

bl |MOCK.EEI
KT:

|
|
|
Oren: |Paspaﬁoma |
|
|

MapameTpel
Anropuma: |va|n1'o|'|po CSP MOCT 34.10-2012(512) 'Vl

nwHa Knioua:

6. Bsenoute PIN-kop TokeHa. Haxxmute OK.
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Secret Disk: Beegute naponb Toke... H

A S

Mmn Tokena: KGranatova

| 0K | | Omvena |
7. Cnepy¥iTe yka3aHUSM Ha 3KpaHe.
Kpwntolpo CSP H

0:09:51
MepeMewaiTe YKasaTeNb MbILWM MW HEKWUMEIHTE Pasni-HbIE KNSBWLLM
;é;l ANA MEHEPaLMN CNYYEHHOA NOCNEA0BETENEHOCTH,

8. CoxpaHuTe pe3epBHYH KOMMIO cepTUdMKaATa NOSb30BaTENS.

9. Haxmute OK.

3A0 "AnapaunH P.A.", 1995-2019 r.
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CoxpaHeHWe pe3epBHOR KONWK CepTUdM... ?

Napons pesepEHOR KONWW CEPTUDMKETE

Mapons:

MNoateepxaerme: |"' |

Fain
C:\Users'\Kristina\Desktop ey pfe ||; O6zop... |

| oK || Ommena |

o CepTudMkaT Co34aH yonewwHo

CnpaBoyHOe pyKOBOACTBO



10. Bbibepute co3paHHbIi cepTudumkaTt u Haxmute OK.

Secret Disk: suifop ceptvdmkata ?

BrifepuTe cepTUOMKST ANA YTEHTUDMKALMK 1 SELWTEI MaCTep-KmoYei
3ALMPPOBAHHEIX AMCKOE,

Komy BelaaH KeM BolaaH CpoK AeACTEMA

Ky3HELOB AHATONMIA KY3HELOE AHATOMMIA 06.02.2024

| 0K | | CTmMeHa | | Co3aath... | |I'I|:|omoT|:| CEpTHdMKETE |

11. Bbibepute co3aaHHbIM cepTUOUKAT 1 HaxkmuTte Jobasume.

- - 2
Secret Disk: HOBBIAM NOAL30EATEND b

MNonesosaTens

Wrag: | KySHELOE AHATONNA |

Kommerapui: | Anaitii |

CepTMMKaTL! AGHHOro NoNBS0BATENA:

MocTaBWMK KpMNTOrpagiin Cepmupunkar MpocmoTp
Kpunmalpo CSP (TOCT 2012 512) KyzHeuos Anatonwi (5o
Kpunmalpo CSP (TOCT 2001) He BbifpaH
Kpwrmolpo CSP (TOCT 2012 256)  He seipan
Microsoft Enhanced CSP (RSA) He ecifpaH
< >

[oGasuTe | | Ommena

HobaeneHune CepTVIdJVIKaTa N perncTpauma nonb3oBartend B CUCTEME 3aBEPLUEHO.
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6. Perunctpauma ceptndmnKarta nosb3osartena (Secret Disk
Server NG)

MoakntounTe TOKEH aAMUHUCTPATOPA M TOKEH CepBepa K cepBepy.
Otkpoiite Computer Management > YnpaeneHue Secret Disk Server.
Beegute nMsa agMUHMUCTPATOpPA M, NO HEOBXOAMMOCTU, KOMMEHTAPUN.
Bbibepute nocraBLimka kpuntorpadum u Haxmute BoiGpatb.

bl AN

— AgMWHWCTPETOP

Wran: IMimnov Andrey

KommenTapii: I

CepTMeOUKaTEl AEHHOMO 3AMUHWCTRETOPa:

[NoCTEELLMK KpUNTOrpadum THMKET Mpocrorp |

Kpunmolpo CSP (MOCT 2012512)  He ewifipan
KpunmaMpo CSP {TOCT) He srifipaH Beifpats... |
KpuntaMpo CSP (MOCT 2012 256)  He ewiGipad

Microsoft Enhanced CSP (RSA) He ewifipaH

C 1 gHeaps 2019 200a He pekomeHAyemcs poOpMUPOBAHUE 3NEKMPOHHOU NOGNUCU C NOMOWbK Katoyell
OCT P 34.10-2001.

5. Haxmute Co3paTb.

BrifepuTe CEPTUDMKAT ANA Y TEHTHMDMKELMN 1 SELLMTEI MBCTED-HIHYEN
SAWUMILEHHEIX AWCKOE.

KoMy BblaaH | Kem BblaaH | Cpok gefcTBHA |

Ok I OTMEHE Co3aaTb... MpackaTR cepTHEHKATS
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6. Bsegute ob6s3aTenbHble AaHHble Ans uaeHTUdMKauuu nonb3osatens. [lo xenawuwo BBeauTe
OCTanbHble AaHHbIE.
7. BbibepuTe napameTpbl: anropuT™ 1 gavHy knoda. Haxmute OK.

r HaHHBIE ANA WAEH TUDUKELW

CranpaprHoe [,
s (CN): |M|ronov Andrey

E-maik Ia.mironov @example.ru

OpraHusaumn; I

Ovoen: I

Hacen&HHii
TYHKT:

Crpana: I

— MapameTpkl
LN N | Koo Mpo CSP TOCT 34.10-2012 (512)

[nHa knioua: |512 vl Gur

o]

8. Bbibepute TokeH agMuHUCTpaTopa u Haxmute OK.

r Admiristrator
: Administrator
Kateropwa tokerna: eToken PRO Java USB+noy
Wra yoTpolicTea cumteisatmA:  AKS fidh 1
Cepuitteii Homep: D0al3lce
Ofiwmin ofbem namama: 73728 Gaint
CeofonHei 06bem namama: 27778 Gaint

Woenmgvkatop cvapT+aptel: 00al3lce

9. Bseaute PIN-kop TokeHa. Haxmute OK.

Wma Toxena: Administrator

Bseaute PIN«oa: l"“‘“"‘—

ok | Omea |
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10. Cnepy¥iTe MHCTPYKLMM HA SKpaHe.

0:09:52
Press keys or move mouse pointer to generate a random sequence.

v

11. CoxpaHuTte pe3epBHY KOMUIO MacTep-kada u HaxmuTe OK.

r~MNaponke pesepeHOR KoK cepTMdUKaTa

Mapons:

MoaTEep®asHUE: I"“"

— %Paiin
C:\Users' Administrator’\Documents\key pfx

@ CepTRdnKaT co3aaH yonewHo

12. Bbibepute co3aaHHbIN cepTUPUKAT U HaxkmuTe OK.

BeibepuTe CcepTUOMKET ANA SYTEHTUOUKALAN M SELLMTEl MACTEP-HIIHOYE
SALUMILEHHEIN LWCKOE.

KoMy BelaaH | Kem BblaaH | CpoK AeAcTBMA |

ov Andrey Mironow Andrey 2142024

Co3aaTb... MNpocMoTp cepTHbMKaTa
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13. Haxxmute [ ob6aBUTb.

— AgMUHUCTDaTOp

Wma: IMimnov Andrey

KommeHTapui: I

CepTMeUKaTEl AAHHOr 0 aAMWHUCTPATopa:

[MoCcTaBWMK THEMKET Dpoctiorp |

KpunToMpo CS Mironow Andrey { )

Kpunmalpo CSP {TOCT) He ewifipaH Brifipats...
Kpunmalpo CSP (TOCT 2012 256)  He ewifipaq

Microsoft Enhanced CSP (RSA) He eribipan

14. MNopTeepanTe peructpaumio Ha cepsepe. Haxxmute OK.

@ AAMWHUCTPATOP YCNELWHO 33pErMCTPUPOBAaH Ha AaHHOM CEpBEPE.

15. Co3paHHbIM aAMUHMUCTpaTOp NosiBuTCa B ocHacTke Computer Management.

fis  Acsen Ves Mg

oo aE a8

B Cortputes Masagumers Locel) 1™ o [P - Copany Actwen
= 1) Sytam Tack | @ Mazrev Andvey e Ay prgow v

Nure Amemn .

Maisgorant
4 5D Yrpsesoees Sectee Dok Server
L Moo
A Tiurop
2 Ceppeyes
b fls Serwers aved dppcatomn

3A0 "Anapanid P.A.", 1995-2019 r. CnpaBo4yHOE pyKOBOACTBO
Crp. 17 /29



7. PeruncTtpauma ceptndmnKarta nosb3osatena (Secret Disk
Enterprise)

Ins peructpaumm ceptudurkaTa nonb3oBaTeNs BbIMOAHUTE ClefyolWMe AeUCTBUS:

1. Ha K nonb3oBatensi B KOMaHAHOM CTPOKE 3anyCcTuTe yTUAUTY certmgr.msc.
2. Ortkpo#Te BeTKy JInuHoe > CepTudukarbl.
3. HaxmuTte npaBoi KHOMKOW MbilK Mo NycToMy nosto Bece 3apaun = 3anpocutb HOBbIN cepTudUKar.

®aiin  [Jeiicteme Bua Cnpaeka

es 2B olczH
Gl Ceprudukare: - exyu Komy eeigan = Kem ebigan

& fnanoe %] Administrator SDE-DEMO-CA 06.02.2021

__ (B Cepmbmaniff 9= ot SDE-DEMO-CA 06.02.2021
b | osepenHbie KOpH

» || JloseputensHbie o Bce 3apaun » 3anpocuTb HOBbLIN CEPTUONKAT...
& | MpomexyTouHbie Wmnopr...

< QbHoBuUTE
|| OBvekT nonszoeat
b [ [osepentbie usaa 3KCNOPTHPOBaTL CAKUCOK... JononHuTensHbie onepaumn

> || Ceptudmkatsi, K ki
& || CTOpOHHWE KOpHE
v [] Aosepennbie nnug YnopagounTs 3HauKu
1 [ JosepeHbie KOpH

Bug

BblpOBHR’Tb 3Ha4kKun

Cnpaska

< m P ] 1

MepeueHs AeCTBNIA, KOTOPBIE MOTYT BbiTh BLINOAHEHDI C AGHHBIM 3NEMEHT(

4. Haxmute Oanee.

—! Perncrpauma ceptdukaros

Mepea Hauanom paboThl

CneayroLme Lwarn NoMoryT YCTaHOBUTL CEPTUOUKATLI, ABNIOLMECH LNPPOBBIMI YHETHBIMMU A3HHbBIMM,
MCMNOAB3YEMBIMU AN NOAKNHOHEHNA K BECNPOBOAHBIM CETAM, 33LLNTLI KOHTEHTE, MAEHTHOUKALIMM U MHBIX
a 33ga4 BesonacHocTw.

Mpexge yem 3anpaluneate cepTuduKar, ybeauTtecs, yto:
3TOT KOMMBIOTEP NOAKMHOYEH K CETH;

MMEHTCA YYETHBIE A3HHBIE, KOTOPBIE MOTYT BbITh MCMONBL30BaHbI ANA NOATEEPXKAEHUA NPaBa Ha
nony4eHue cepTudukara.

MoapobHbie ceeaeHns o undpoebix cepTUdUKaTaX

[ [Hanee ][ OtmenHa ]

3A0 "Anapanid P.A.", 1995-2019 r. CnpaBo4yHOE pyKOBOACTBO
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5. Haxmurte Oanee.

_———
- - =

—5l Peructpauma ceptudmkaros

BbIGOp NOAMTMKM perncTpaLIum cepTudmKaTos

MonuTnka perncTpaummn cepTGUKaTOB NO3BONAET PETMCTPUPOBATE CEPTUHUKATLI H3 OCHOBAHIM 3343HHBIX
3apanee WwabnoHos cepTudukatos. Moautnka perncTpauun cepTMGUKaTOB yoke Morna BbiTe HaCTpoEHa.

nac 1 = -
Monutuka perncrpaunn Active Directory ~
WA nonutuku pernctpaumm: {8F71799D-E94F-4D57-93B7-ABC6BB405DIE}
Hacrp no. Jobasuts...

,/.lononum'enbnble CBEAEHNA O NOANTUKE DErMCTPaUWNK CEQTHQMKBTOB

[ fanee ][ Otmena

6. Bbibepute SDE Smartcard User. Haxxmute NMoapo6Hoctu 2> CBoiicTBa.

3anpoc cepTuduKaTos

MozkHo 3anpocuTe cneayrolne Tunel cepTudukatos. Beibepute ceptudukarel, koTopble HeoBxogumMmo
33NpPOCKTE, 3 33TEM HKMUTE KHOMNKy "3asska”.

[7] SDE Smartcard User 1) Cocrosnme: JoctynHo MoapoBHocTi A
CnegytoLme napameTpbl CNPEAENAIOT XapaKTEP UCMCB30BAHNA W CPOK AENCTBUA ABHHOTO TMNa
cepTndukara:

Wcnonssosanue kntoya: Liudposas nognuce

Wndpoeanune knroyei
MonuTukw npumerenns: Bxog co cmapT-kapToit
MNposepka NOAMMHHOCTI KANEHTE
3auMUieHHaA 31EKTPOHHAA NoYTa
Cpok geiictena (gHeid): 730

CeoiicTea
-

[7] Mokazats Bce wabnoHsl
JoNoAHWTENBHBIE CBEAEHNS O CEDTUDUKATX

7. OTKpoMTe BKaAKy 3aKpbITbii KU BbiOEpUTE NOCTABLMKA KpunTorpadumm, napaMeTpbl Kya 1 tMn
K/toua.

I Tun knoya Heobxodumo cmasums O6MeH.

3A0 "Anapanid P.A.", 1995-2019 r. CnpaBo4yHOE pyKOBOACTBO
Crp.19/29



F' Y
Ceclictea ceprudmkara M

| Obwme I CybbekT I Pacwmuperua | 3EKPLITEIA KoY | LleHTp cepTHduKaLim I I'Io..unnu:l

MocTaswme cnysxBel WngpoeaHua a2

Mocraswme cny#6el wWnwgposanua (C5P) - 310 nporpamma, co3jarowlan oTEpLITEIR
1 33KPEITEIR KAKOUYK, KOTOPBIE MCNONL3YITCA BO MHOMMX NPOLECCAY, CBA3AHHBIX C
cepTudmrKatanmm,

BuiGepuTte nocTaslymEa cnyxbel LG poBaHMA:

I_I B UKEN Dd>E LfprUgfﬂPfllL Froviaern \LLIHLPPUDGI‘IHC‘I
[] Microsoft Base Smart Card Crypte Provider ((Ungpoearue)
[] Microsoft Enhanced Cryptegraphic Provider v1.0 (lUndposanme)

Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider
(Wndposanne)

f ] Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider
(lUndposanne)

m
m

[ MokazaTs Bcex NOCTAELMKOE CRy*B LWNPoBaHKA

Mapamerpel knroya A4

Tun knrova A4

ﬂOﬂ,pOﬁHblE CEEQEHNA O Z3KDBITOM KAMYE

8. Haxmute Mpumenutb 1 OK.
9. HaxmuTe 3anBKa.

3anpoc cepTMPUKaTOB

MoxkHo 3anpocuTe cneayrolmne Tunel cepTudukatos. Beibepute ceptudukarel, koTopble HeoBxogumo
33NPOCKTE, 3 3aTEM HXKMUTE KHONKY "3asska’.

[¥] SDE Smartcard User 1) Cocrosnme: JoctynHo MoapoBHocT A

CneaytoLime napameTpbl CNPEAENAIOT XapaKTEP UCNC/B30BAHNA W CPOK AENCTBMA ABHHOTO TMNa
cepTudukara:
Wcnonesosanwne katoya: Linpposas nognuce
Wndpoeanue knroyei
MonuTukn npumerenns: Bxog co cmapT-kapToi
Mposepka NOANMHHOCTI KANEHTE
33LUMLLIEHHA 3NEKTPOHHaA NOYTa

Cpok geiictena (gHeii): 730

CsowicTea
-

[7]Mokazats Bce WwabnoHbl
[lonoAHUTENBHBIE CBEAEHUA O CEDTUDUKATAX

3A0 "Anapanid P.A.", 1995-2019 r. CnpaBo4yHOE pyKOBOACTBO
Crp. 20/ 29



10. BcTaBbTe 1 BbiGEpUTE HOCUTENb (TOKEH) A1 XPaHEHUSI KOHTEHepa 3aKkpbIToro ktoya. Haxmute OK.

(8 Kpwnroripo 3P (e

- 0:09:47
2 BcTasbTe 1 BolbepuTe HOCUTENL ANA XPaHEHWA KOHTETHEPa
3aKpbIToro Kntoua le-SDESmartcardUser-c2f35e59-1a77-450f-
b0e9-a8ce95524b83",

CeeneHis
YcTpoiicTsa: BcTaenenHbii HoouTenb:
ETOKEN_JAVA_05646351

CocTosHue:

11. CnepyiiTe yKa3aHMaM Ha 3KpaHe.

-
@ Kpuntollpo CSP

0:09:25
MepeMellaiTe yKasaTenb Mbilli Ui HXKMMANTE PasYHbIE KNABMLLA
t @ ANA reHepaLwn CNyYaitHoit NocneaoBaTensHOCTH,

| [omena ]

12. Beegute PIN-kog TokeHa u Haxxmute OK.

& Kpwnrollpo CSP

BseauTe pin-Koa AN\ KoHTenHepa le-
SDESmartcardUser-c2f35e59-1a77-450f-b0eg-

Pin-koa: oooooooooo|
Lok | [ omea |
3A0 "Anapanid P.A.", 1995-2019 r. CnpaBo4yHOE pyKOBOACTBO
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13. [loxamTtecb OKOHYaHMsI pernctpaumum ceptudmkata. Haxxmute Fotoso.

=

‘ e — - —
9] PencIpa sy dnxatos -— .-

BrinosHseTcA 3anpoc cepTudmkaTos. MNoxanyicra, NoaoXauTe...

OcyLLEecTBNAETCA NONBITK3 CBA33TBCA C CEPBEPOM PEFMCTPALMN ANS MOMYYEHNA 3aMNPOLLEHHBIX
cepTuuKaTos.

Monwtuka perncrpaymm Active Directory

|/] SDE Smartcard User 1) Coctosnme: Peructpauma...

14. Ha cepBepe SDMS oTkpoiiTe AGMUHUCTPATUBHbIN NopTan > YnpaeneHue nonb3osarensimu = Ponu,
cepTudUKaThl.
15. BbibepuTe HY>XHOTro NoAb30BaTENS U HAXMUTE 3aperncTpMpoBaTh CepTUdUKaT NoAb3oBaTeNsl.

Secret Disk management server 2 SOEDEMO Aaminsstratoe 4 TRemNpRAIEIES (12)

LIS DO ORI TR

SOE DEMO Q e

Wramno potanncess: Cluwe INpEROeHnS Poew. cnpywgesiane LUNSQOBMHEE 2Cim o

SOEDEMO RPTHPINIT -

V! Bamouan NONOTIRW et

. - S RO D LGt DR
c : AT Zoo: Maressearen S rrr Rl LA rSend” 3P a0 (04
Corguten
EomeignSecutyPncipats
MINS9E2 SEie ACCLunt:
Usets
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16. B okHe Bblbepute Bknaaky U3 Active Directory. CneBa B KOHTEKCTHOM MEHHO BblbepuTe HYXXHbIN
cepTMduUKaT 1 HAXXMUTE 3aperucTpupoBaTb cepTudukar.

sd-user! — perucTpayns cepTudmUkaTa nenbIosatens

L

Konay exaes sa-usert
Kew nunan SDE-DENMO-CA
HehcTesTency ¢ 22019
AefcTsienes no 252021
SO mmnwmxa
AIFODATM ROQMNCH ShaIRSA
Fymiresh Keos RSAPKCS1-KeyEx (2048 Bur)
CRPMAHLA HOuED 000
Bepon 3

JeQalmCTMpPOIETE CRPTIGstsaT ‘ O

17. CeptudukaT nonb3oBaTens yCNewHo 3aperncTpupoBaH.
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8. YpganeHue npunoMeHunA

lleped ydaneHuem npo2pammsl ybedumecs, Ymo 8ce pecypcsbl, Komopeie bbiu 3aul@posaHs! ¢
nomouwbto NOCT P 34.10-2012 6binu pacwugposaHsi.

1. Ortkpoite [llaHens ynpasneHus = [lpoepammer = YoaneHue npoepammel = Crypto Extension Pack

>Yoanume.
¥nopagounte *  Yganute  BoccTaHoBuTe s==R N |
1 : Hzaatens Ycranogne.. Pasmep Bepcnn
“H Crypto Extension Pack Aladdin R.D. 04.02.2019 6,12MB 413717

2. [NopTtBepauTe pevcteue, Haxas d.

I'IporpaMMhl W KOMNOHEHThI

I-. Bbl geficTBuTENBHD XOTHTE YaanuTe "Crypto Extension Pack"?

[] Bonbwe He nokassisate 310 gnanorosoe okHo fa

3. [oxanTecb OKOHYaHWs Npouecca yaaneHus.
4. Tlepe3arpy3uTe KOMMbOTEP.

Crypto Extension Pack u

Ona Toro yToe usmereHA Crypto Extension Pack
BCTYMMNK B CUMTY, HEOBKD QMO NEPESarpYSHTE
komnetoTep. Haxmute "[Oa", ytofiel cognate sTo
cefiyac, Mnv "HeT", 4Tkl BEINOAHWTE
NEpEsarpysky NOSXE BOyYHYH.

Her

3A0 "Anapanid P.A.", 1995-2019 r. CnpaBo4yHOE pyKOBOACTBO
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9. ABTOpPCKWe NnpaBa, TOBAapHble 3HaKW, OrpaHNYeHnA

[laHHbI LOKYMEHT, BKOYas Noabop U pacnonoXxeHne MANKOCTPaLIMii U
MaTepuanoB B HEM, SIBNSETCS 06bEKTOM aBTOPCKMX MPaB M OXpaHAeTcs B
COOTBETCTBMM C 3aKoHoAaTenbcTBOM Poccuiickoit Denepauun.
Obnapatenem UCKNOYMTENbHBIX aBTOPCKMX M UMYLLLECTBEHHbIX NpaB
asnsercs 3A0 "AnapovH P.A.".

Mcnonb3oBaHue 3TUX MaTepuanos tobbiM cnocobom 6e3 MMCbMEHHOro
paspelueHns npaBoobnasaTens 3anpeLieHo 1 MOXET NoBneYb
OTBETCTBEHHOCTb, NPeayCMOTPEHHYI0 3aKkoHoaaTenscteom PO. Mpu
nepeneyaTke ¥ UCMONb30BaHMM AAHHbIX MaTepuanos nMbo noboi nx yactn
ccbinku Ha 3A0 "AnapamH P.." o6a3aTenbHbl.

Bnapenbuem 3aperncTpupoBaHHbIX TOBApHbIX 3HAKOB "Anaaamn”, Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto BAl", norotunos n
npaBoo6nafaTeneM UCKIHYUTENbHbIX NPaB Ha UX AM3aiH U
MCNoNb30BaHWe, MATEHTOB HA COOTBETCTBYIOLLME NMPOAYKTbI fiBnsieTcs 3A0
"Anapaovn P.O.".

HazBaHMs Npo4nx TeXHONOTUiA, NPOAYKTOB, KOMMNAHWI, YNOMUHAIOLWMXCS B
[LlaHHOM OKYMEHTE, MOTYT SBNSATHCS TOBAPHLIMU 3HAKaMU CBOMX 3aKOHHbIX
BafenbLes.

OrpaHuquue OTBETCTBEHHOCTU

MHbopMauus, npuBeAéHHas B AAHHOM [OKYMEeHTe, NpeaHa3HaueHa
UCK/TIOUUTENBHO /151 03HAKOM/IEHUS U HE IBNISIETCS MCYEPMbIBAKOLLEN.
CocTaB NPOAYKTOB, KOMMOHEHT, UX PYHKLIMU, XapaKTEPUCTUKU, BEPCUU,
[OCTYNHOCTb M Np. MOTyT 6bITb M3MeHeHbl 3A0 "AnapnanH P.L." 6e3
npeABapuTeNbHOMO yBEAOMIEHNS.

3A0 "AnapauH P.[." He rapaHTVpyeT HW OTCYTCTBMS OWKNOOK B AAHHOM
[LOKYMEHTE, HM TOr0, YTO OMMCaHHoe nporpaMMHoe obecnevyenue (M0) He
conepxuT pedekTos, 6yaeT paboTtaTb B NPOM3BOJLHO BbIOPAHHBIX
YCNIOBWMSIX U NPY 3TOM Y/0BNIETBOPSTL BCEM TPeBOBaHMSIM, KOTOpble MOryT
6bITb K HEMY NpeAbsABEHbI.

3A0 "AnapauH P.[." He rapaHTpyeT paboToCcnocobHOCTb HeneranbHoO
Nosy4eHHOro NporpaMMHoro obecneyeHus. HeneranbHoe UCnonb3oBaHue

3A0 "Anaaant P.0.", 1995-2019 r.
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NporpaMMHOro obecneyeHuns U AOKYMEHTALMM HA HETO NpecieayeTcs no
3aKOHy.

Bce ykasaHHble AaHHbIE O XapaKTePUCTUKAX MPOAYKTOB OCHOBAHbI HA
MEXAYHAPOLHBIX UM POCCUICKMX CTaHAAPTaX M pesynbTaTax
TECTUPOBAHMUSI, MONYYEHHbBIX B HE3ABUCUMbIX TECTOBbIX MU
cepTUOMKALMOHHbIX 1a6opaTopusX, TGO HA MPUHSTBIX B KOMMAHUK
MeToaukax. B naHHoM pokymenTe 3A0 "Anapaud P.J." He npenocTaBnsiet
HUKAKMX HU SBHBIX, HX NOAPA3YyMEBAEMbIX FapaHTHA.

3A0 "Anapamt P.A." HE HECET OTBETCTBEHHOCTM (KAK B CUTY
[OrOBOPA, TPAXXAAHCKOTO MPABOHAPYLLEHNSA, BK/THOYAS
XANIATHOCTb, TAK M B /10601 MHOM ®OPME) NEPEL, BAMU UIU
JIIOBOM TPETbEV CTOPOHOW 3A JIIOBbIE MOTEPU U YBbITKK
(BK/TIOYAS KOCBEHHbIE, ®AKTUYECKME MM MOBOYHbIE YBbITKN),
BKJTHOYAS BE3 OFPAHUYEHWM NIOBbIE MOTEPY MU YBbITKM
MPUBbIIbBHOCTM BM3HECA, MOTEPKO JIOXOAHOCTU UITN PEMYTALMN,
YTPAYEHHYIO MM UCKAXEHHYIO MH®OPMALLMIO MN
NOKYMEHTALIMIO BCJIEACTBUE MCMNOJIb30BAHMA MPOTPAMMHOIO
OBECMNEYEHUA W/WUNTN TIOBOTO KOMIMOHEHTA OMUCAHHOIO
MPOAYKTA, OAXE EC/TN 3A0 "Anagaunu P.A." BbIJ1IO MMCbMEHHO
YBEAOM/EHO O BO3MOXHOCTM NOAOBHbIX YBbITKOB.

FocyaapcTBeHHOE perynMpoBaHue U 3KCMOPTHbI KOHTPOb

OnucbiBaeMblil B JaHHOM JOKYMEHTe MpoayKT (MM NPOAYKTbl) MOXET
ABNATLCA MK COAEPXaTb B cebe cpeacTBO KpunNTorpauyeckon 3alumTbl
nupopmaumnm (CK3M), asnatoweecs npeamMeTom 3KCMOPTHOTO KOHTPONS.
Bbl cornaluaeTech ¢ TeM, YTO NMPOAYKT He ByAeT NOCTaBASTLCS,
nepefaBaTbCst UM IKCNOPTUPOBATLCS B KaKy0-nnbo CTpaHy, a Takxe
MCMONb30BaTbCA KakKMM-NMBO NpOTUBOPEYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTMpyeTe, yto byaeTe cobn0AaTb HakNaabIBaEMble HA 3KCMOPT U
pe3KcnopT NPoAyKTa OrpaHUYEHHSI.

CBepeHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTyaslbHbl Ha AaTy ero
ny6aukaumm.

CnpaBo4HOEe pyKOBOACTBO



9.1  JIMUeH3MOoHHOe CornalwleHne

Moxanyicta, BHUMaTeNbHO NMPOYUTaiTe AAHHOE JIULEH3UOHHOE
COralleHne Npexae, Yem UCMo/b30BaTb COLEPXKMMOE LAHHOMO KOMI/IEKTa
U/Mnu npexae, YeM 3arpyxatb UAM YCTaHaBAUBATb MPOrpaMMHOe
obecneueHue.

Bce ykasaHus no Mcnonb3oBaHMIO NPOrpaMMHOro obecneyenus,
npesfocTaBnsiemMble 3aKpbiTbiM aKLMOHEPHbIM 06wwecTBOM "AnaaauH P. [."
(M1 No6bIM ero fLoUepHUM NPeanpUSITUEM — KAXKA0E U3 HUX
yNoMUHaeMoe Kak "KOMNaHus"), NOAYMHAIOTCA U BYAYyT NOAYNHATLCS
YCNI0BMSAIM, OTOBOPEHHbIM B JAHHOM COrnalleHnn. 3arpyxas JaHHoe
nporpaMMHoe obecneyeHue (Kak onpeseneHo Aanee no Tekcty) u/unm
yCTaHaBNMBas AaHHOe nporpaMMHoe obecneyeHne Ha Bal koMnbioTep
1/Mnn cnonb3ys AaHHOE NporpamMMHoe obecrneyeHne MHbIM cnocoboM, Bl
NpUHMMaeTe AaHHOe COornalleHne 1 COrnalaeTech C ero YCI0BUAMM.

Ecnmn Bbl He cornacHbl C AaHHbBIM COMNaLLEHMEM, He 3arpyxaiTe u/unm He
yCTaHaB/MBaliTe fJaHHOEe NporpaMMHoe obecneyeHne U HezaMeLIUTeNbHO
(He no3pHee 7 (ceMM) AHeN C AaTbl 03HAKOMAEHUS C HACTOSALLMUM TEKCTOM)
BepHuTe 310T NpoaykT B 3A0 "AnanavH P.A.", ynanute paHHoe
nporpaMMHoe obecneyeHne 1 BCe ero YacTu CO CBOEro KOMMbloTepa U He
MCNONb3yMTE ero HUKOMM 0bpasom.

HacTtoswee nuueH3snoHHoe cornawenune (nanee "Cornawenune”) asnsercs
[I0rOBOPOM, 3aK/IIOYEHHbIM Mexay BaMu (pr3nyecknm unm opuanyeckum
NULOM) — KOHeYHbIM nonb3oBaTteneM (aanee 'Monb3osatens”) — u 3A0
"AnapovH P.L." (nanee "KomnaHusa") oTHOCUTENbHO Nepeaayn
HEUCK/IIUMTENbHOTO NpaBa Ha UCMO/b30BAHWE HACTOSILLErO NPOrPaMMHOI0
obecneyeHns, SBAAIOLLETOCH MHTENNEKTYaIbHOM COBCTBEHHOCTLIO
KomnaHuu.

MpaBa U co6cTBEHHOCTD

OAHHOE COTNALLEHME HE ABNAETCS COTNALLIEHMEM O MPOOAXE.
MporpammHoe obecneyeHne, BKNtoYas Bce nepepaboTku, MCNPaBReHus,
MoanduKaumu, AONOAHEHUS, 0OHOBNEHMS U/UNK YCOBEPLIEHCTBOBAHMS K
HeMy (Zanee no Bcemy TEKCTY M NtobOK ero yactTu onpeaensemMoe Kak
MNMporpammHoe obecneyenune unum MNO), u cBA3aHHAS C HUM AOKYMEHTaLMS
npesnHasHavaetcs HE A1 NMPOOAXM u saBnsietcs u octaércs
MCKNIOYUTENbHOW COBCTBEHHOCTbIO KoMnaHuu.

Bce npaBa Ha MHTennekTyanbHyt CO6CTBEHHOCTD (BKNtoYas, 6e3
orpaHuyeHuit, aBTOpcKMe NpaBa, KOMMepYeCcKyto TaliHy, TOBapHble 3HaKK, U
T.0.), NOATBEPXAEHHBIE MU BKIOYEHHbIE B
NpUNOXEHHbIE/B3aUMOCBA3aHHbIE/MMELOLLME OTHOLIEHUE K JAHHOMY
PYKOBOACTBY, AaHHble, coaepxalumecs B HEM, a Takxe Bce npasa Ha M0
ABNAIOTCA U OyAYyT ABNSTbCS COBCTBEHHOCTBIO UCKNOUYNTENBHO KOMNaHKK.

[laHHoe cornaweHue He nepenaét Bam npaea Ha MporpamMmHoe
obecneyeHune, a N1LWb NPeAOCTaBASET OrPaHMYEHHOE NPaBo Ha
MCNOAb30BaHWE, KOTOPOE MOANEXUT OTMEHE COMNACHO YC0BUAM AAHHOMO
Cornawenus. Huuto B saHHoM CornaweHunn He NOATBEPXKAAET OTKa3
KoMnaHuu oT npaB Ha MHTeNNeKTyanbHyto COBCTBEHHOCTb NO KaKoMy 6bl TO
HY BbIN0 3aKOHOAATENLCTBY.

JIvueHsua

KoMnaHus HacToswwmM npepocTtaBnseT Bam, a Bel nonyyaete
MHOMBUAYaANbHOE, HEUCKIOYNTENbHOE M OT3biBaEMOe OrpaHMyYeHHOe NpaBo
Ha ucnonb3osaHue aaHHoro MO Tonbko B hOpMe UCMOAHAEMOro KOAa, Kak
onuncaHo B npunaraemoii k MO TexHUYeCKoi/3KcnnyaTalMOHHON
[LOKYMEHTaL MW, U TONbKO B COOTBETCTBUM C YCIIOBUSIMU AAHHOTO
CornaweHus:

Bbl MoxeTe ycTaHoBWTb M0 1 MCNONb30BaTb €0 HAa KOMMbIOTEPaX,
pacnonoXeHHbIX B Npefenax Bawero npeanpuatus, kak onucaHo B
COOTBETCTBYIOLLEN TEXHUYECKOM/3KCNNYaTaLMOHHOM AoKyMeHTauum MO v B
HaCTOALLEM COMALLIEHUN.

Bbl MoxeTe fobaBuTb/NpucoeanHuTs MporpaMMHoe obecneyeHne K
nporpaMMam ans MOGUbHbIX YCTPOWCTB C eAMHCTBEHHOM LLENblo,
onucaHHoi B aaHHoM CornaweHuu. NMpUHUMas yCIOBUS HACTOALLETO
cornawenus, Bbl cornawaetecs:

- He UCMONb30BaTh, HE MOAUDULMPOBATL U He BblAABATb CYyBNMULLEH3UM Ha
naHHoe lMporpammHoe obecneyeHne u noboe apyroe MO Komnanuu, 3a
MCK/TIOYEHUEM IBHbIX PaspelleHnii B aaHHOM CornalieHuu;

- He MOAMbMLMPOBATh, HE IEMOHTUPOBATb, HE eKOMMUIUPOBATh, He
PEKOHCTPYMPOBATb, HE BULOU3MEHATb M HE PACLUMPSATL AAHHOE
MporpamMmHoe obecneyeHne 1 He NbITaTbC PAaCKpPbITb (MONYYNUTb)
MCXOAHblE KOAbl AaHHOTO MporpaMMHoro obecrneyeHus;
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- He noMeLaTb AaHHoe lMporpaMMHoe obecneyeHne Ha cepsep C
BO3MOXHOCTbIO AOCTYNA K HEMY TPETbUX JIUL, YEPE3 OTKPbITYIO CETb;

- HE UCNONb30BaTh Kakue Bbl TO HY BbIN0 pe3epBHbIE MU AaPXUBHbIE KOMUK
faHHoro NporpaMmHoro obecneyenus (Mm No3BoASTb KOMY-NM60o ewwé
MCNonb3oBaTb TakMe KONum) € No6OI MHOM LieNblo, KpOMe 3aMeHbl ero
OPUrMHANBLHOIO 3K3eMNsApa B Cy4ae ero paspyweHns Unmu Hanmums
nedekToB.

Tpe6osanuﬂ K UCNO/Ib30BaHUIO

lMporpaMmmHoe oBecrieyeHre AOMKHO UCMO/b30BaTbCs M 06CNYKMBATLCS
CTPOro B COOTBETCTBMM C OMMUCAHMUAMM U UHCTPYKLMSIMU KoMnaHuu,
Np1BEAEHHBIMU B AAHHOM U ApYrMX AOKYMeHTax KoMnauuu, B TOM Yucne
Ha nopTasne OH/aiH SOKYMeHTauMu Ans pa3pabotumkos KoMnaxum
(http://developer.aladdin-rd.ru/).

Ucnonbsosanue MO

Monb3oBaTens BMnpaBe:

- Bocnpon3soauTb MO nyTéM 3anucu ero B NaMsaTb 31EKTPOHHO-
BbIYMCANUTENbHBIX MaLWH Monb3oBaTens, orpaHUYeHHOe NpaBoM
WHCTannSauMm, KONMpoBaHUS U 3anycka nporpamm ans 3BM;

- BcTpamartb 10 nobbiM cnocob6om B npoayKThl U pelweHus Monb3osatens;

- pacnpoctpaHsaTb M0 ntobbIM CNOCOBOM MCKNKOUMTENLHO B COCTaBe
NpoAyKTOB 1 pelueHuii MNonb3osaTens.

Mpu ucnonb3oBaHuu u pacnpoctpaHernn MO Monb3oBaTens 06s3aH
PYKOBOACTBOBATHLCA AEACTBYIOLWMM 3aKOHOAATENbCTBOM Poccuiickom
®Depepalnm 1 MeXAyHapOAHbIM 3aKOHOATENbCTBOM, YYUTbIBAS
OrpaHMYeHns 1 LONONHUTENbHbIE TpebOBaHUS, KOTOPbIE MOTYT BO3HMKATb B
CBAI3M C IKCMOPTOM WKNGPOBaNbHbLIX (KpMNTOrpaduyecknx) CpeacTs C
Tepputopun Poccuiickoit Denepaumnm 1 UMNOPTOM TakUX CPEACTB B Apyrue
CTpaHbl. B 4acTHOCTW, OrpaHMyeHns U JOMNONHUTENbHble TPe6OoBaHMS MOryT
BO3HMKaTb Npu pacnpocTpaHeHnn MO yepes MarasnHbl NPUNOXEHUH,
coaepxaime pasnmyHble NpUNOXeHUa onsa MOBUIbHbIX yCTpOﬁCTB,
YcnoBus NCNONb30BaHMSA, U3NOXKEHHbIE B HACTOSLLEM COTNaLLEHNH,
[LeVCTBYIOT B OTHOLIEHUM BCero coaepxumoro [0, B yacTHocTv B
OTHOLLEHUM:

- An3aiiHa (rpaduKK, pacrnonoxeHns snemMeHToB 0QOPMAEHNS U T.M.);
- BCEX MHbIX 3N1EMEHTOB, B TOM Ync/e n3obpaxeHni, GoHOrpaMMm, TEKCTOB.

Monyyaemble Monb3oBaTenem HEMCKNIOUMTENbHbIE MMYLLLECTBEHHbIE NPaBa
He BK/IIOYAIOT NpaBa Ha nepeaavy TPeTbUM NULAM Kaknx-nMbo npas Ha
BCTPauBaHWe, BOCNpPOU3BEAEHNEe, pacnpoCTpaHeHUe U UCMONb30BaHKUE
nporpamm ans 3BM He B coctaBe NpoayKToB M pelueHui MNonbsosaTens.

KomnaHus coxpaHset 3a coboit Bce UcknouMTeNbHble npasa Ha M0 u
BXOASILLME B HETO KOMMOHEHTbI, BK/ItOUAS NpaBa Ha NpefoCcTaBieHne
HEUCKIOUUTENbHBIX U UCKTIOYUTENBHBIX MPaB TPETbUM NIULAM.
Monb3oBaTenb BNpaBe oCyLWecTBnsTb ucnonbzosanue MO B npesenax,
npenycMOTPeHHbIX HacTosAwmMM CornalleHneM, UCKIKUUTENbHO Ha
Tepputopun Poccuiickoit Penepaumu.

06cnyxuBaHue 1 NoAAepKKa

KoMnaHus He Hec&T 06513aTenbCTB MO NPeAOCTaBAEHMUIO MOAAEPXKKM,
06CNyKMBaHMS, MOAUBUKALIMM UK BbIXOAY HOBbIX penun3os 0.

OrpaHquHHaﬂ rapaHTusa

KoMnaHus rapaHTupyerT, 4to nporpaMMHoe obecneyeHne ¢ MOMeHTa
npuobpeTteHuns ero Bamu B Teuenne 12 (oBeHaauaTi) mecsues byaer
(YHKLMOHMPOBATL B MOJIHOM COOTBETCTBUM C €ro
TEXHUYECKOM1/3KCNNYaTaLMOHHOM AOKYMeEHTaLmMel, npu ycnosuu, yto MO
6yAeT Mcnonb3oBaTbCs Ha KOMMbIOTEPHOM annapaTHOM obecneyeHum v ¢
onepauuoHHOI CUCTEMOM, AN KOTOPOI OHO 6blno paspaboTaHo.

OTka3 ot ra paHTUn

KoMmnaHus He rapaHTMpyeT, 4To nporpaMMHoe obecrnevyeHue Byaet
COOTBETCTBOBATb BallnM xenaHusam u TpeboBaHMAM, UNK 4To ero paboTa
6ynet 6ecnepeboiiHoit unu 6e3owmnboyHoi. B 06bEMe, NpeaycMOTPEHHOM
3aKOHOAATENbCTBOM Pd, KOMMNaHKUS OTKPbITO OTKA3bIBAETCS OT BCEX
rapaHTUit, He OrOBOPEHHbIX 3[,€Cb, OT BCEX MHbIX MOAPA3YMEBAEMbIX
rapaHT1it. Hu oauH 13 aunepos, AMCTPUGBLIOTOPOB, NPOAABLIOB, areHTOB

CnpaBo4HOEe pyKOBOACTBO



Mnn COTPyaHWKOB KOMMNAHWK HE YNONHOMOYEH NPOM3BOAUTL
MOﬂM¢MKauMM, pacwnpeHna nnm JONONHEHUA K [aHHOM rapaHTuu.

Ecnu Bbl npoussenu kakue-nnb6o moandukaumm MO unm ntoboit U3 ero
yacTeit Bo BpeMs rapaHTuiiHoro nepuoaa, MO noaBepraoch NoBpeXAeHuIo,
HEOCTOPOXHOMY UK HENpaBuUIbHOMY 06paLLeHmto, ecin Bbl Hapywmnam
noboe u3 ycnoswit Hactoswero CornaweHus, To rapaHT1s, ynomMaHyTas
Bbllle B pazaene 5, 6yAeT HEMEANEHHO NpeKpalleHa.

lapaHTUs HepelicTBUTENbHA, ecim MO MCNonb3yeTcs B COYETAHUM C UHBIM
annapaTHbIM U/MAKU NporpaMMHbIM obecneyeHnem, OTIUYHbIM OT
OMMUCaHHbIX B TEXHUYECKOM/3KCNNYaTaLMOHHOM AOKYMEHTALMUK, UK
MCNO/b3YeTCs Ha KOMMbioTEPE C NH06bIM YCTAHOBNEHHBIM HENULLEH3UOHHbBIM
nporpaMMHbiM obecneyeHnem.

OrpaHquHMe BO3MeLleHus

B cnyyae HapyLlueHus rapaHT1mu, OroBOpeHHOM Bbile, KOMMNaHUs MOXET no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb 10, ecin 3T0 He NPOTUBOPEUUT BbILIEYNOMSHYTOMY
OrpaHNYeHuIo rapaHTum;

- BO3MeCTUTb CTOMMOCTb, BbinnayeHHyo Bamu 3a 0.

[apaHTUitHble Tpe6OBaHUS [OMKHbI ObITb BbICTABNEHbI B MMCbMEHHOM BUAE
B TEYEeHWe rapaHTUIHOTO nepuoaa, HO He nosaHee 7 (ceMu) LHe C
MOMeHTa 0bHapyxeHus aedekTa, U cofepxaTb B cebe noaTBepXAeHMS,
yooenetsopstowme Komnanuto. Bcé MO (Bce ak3emnnsapel, uMerowwmecs y
Bac) ponxHo 6biTb BO3BpaLLeHO KoMnaHuu 1 0TnpasBneHo BO3BpaLLaoLLeit
CTOPOHOW C ONNaYeHHOM CTOMMOCTbIO NepeBO3KM U, NPU He06X0AMMOCTH,
cTpaxoBku. Jk3emnnspbl MO AOMKHbI 6bITb OTNPABAEHbI C KONKEN
NNATEXHBIX AOKYMEHTOB M HaKNAAHbIX.

MckntoueHne KOCBEHHBIX YObITKOB

CTOpOHbI Npu3HatoT, YTo MporpaMMHoe obecneyeHne He MOXET BbiTb
NOAHOCTbIO NLWEHO OWMBOK. KoMNaHus He HeCET OTBETCTBEHHOCTM (KaK B
CUNy [OroBOPa, rPaXAaHCKOro NPaBOHAPYLLEHMS, BKOYASA XanaTHOCTb, TaK
1 B ntoboii nHoi dopme) nepen Bamu nnum ntoboit TpeTbeit CTOpoHOM 3a
nobble noTepy Unmn yobITKM (BKIKOYas KOCBEHHbIE, dhakTuyeckue, No6oyHble
UK NoTeHUManbHble YObITKM), BKIOYas, 63 orpaHuyeHuid, nobble notepu
UK YBbITKM NPUBBINBHOCTH BU3HECA, MOTEPH0 AOXOAHOCTU UAK penyTaLuu,
YTPAUEHHYI0 MU UCKaXEHHYIO MHDOPMALIMIO MK [OKYMEHTaLUIo
BC/IEACTBME KAKOro-NMbo MCnonb3oBaHUs AaHHOTO NPOrpaMMHOI0O
obecneyeHns u/mnu noboi KOMNOHEHTbI 4AHHOTO MO, AAXe ecnn
KOMMaHMs MUCbMEHHO yBeOM/IEHa O BO3MOXHOCTM NOAOBHbIX YBbITKOB.

OrpaHuquue OTBETCTBEHHOCTU

B cnyyae ecnu, HECMOTPS HA YCNOBUS AAHHOTO COrNALLEHUS, KOMMaHUS
npu3HaHa OTBETCTBEHHOM 3@ YBbITKM HAa OCHOBAHWUM Kakux-1nbo aedekTos
WU HECOOTBETCTBUS NPOrPaMMHOro obecneyeHns Bawmm oxuoaHusMm,
MO/Has OTBETCTBEHHOCTb 33 KaXAbl 3K3eMNsAp AedeKTHOro
nporpaMMHoro obecrneyeHns He GyAeT NpeBbIaTh CYMMb, BbINIaYeHHOM
Bamu 3A0 "AnapamH P.[." 33 37o MNO.
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MpekpalueHue AeNCcTBUA COrNaLLEHUS

B cnyyae HeBbinonHeHns Bamu ycnosuii aaHHoro Cornawenus aeicrsune
Bawei nuueHsum n Hactoswero CornaweHns 6yaeT npekpalyeHo.
Mocne npekpalieHns AeidcTBUS AaHHOTO JIMLEH3MOHHOTO COrNaLleHuns:

- NMLeH3Ms, npegocTaBneHHas Bam paHHbiM Cornalwennem, npekpaliaer
CBOE peicTeue, 1 Bbl nocne eé npekpalyeHns He CMOXeTe NPOAOIXKaTb
[anbHelwee UCNonb3oBaHKe faHHoro MporpaMMHoro obecneyeHus n
[ApYr1X MLEH3MOHHbIX [1poayKTOB;

- Bbl HE3aMeAnuTeNbHO BepHETe B KoMnanuto Bce 3k3emnnspsl MO v Bce
KOMWM TaKOBOTO M/unu coTpéte/ynanute nobyto MHbopMaLmio,
COAEPXaLLYOCS B 3NEKTPOHHOM BUAE.

anMEHMMOE 3aKoHOAaTeNbCTBO

[anHoe CornaweHne A0MKHO BbiTb MCTONKOBAHO M ONpeaeneHo B
COOTBETCTBUM C 3aKOHOAATeNbCTBOM Poccuiickoii Menepaunm (3a
UCK/IOYEHUEM KOHMIMKTA NPUMEHEHUS NMPABOBbIX HOPM), U TObKO
POCCUICKUIA CyA YNONHOMOYEH OCYLLECTBASTb NPaBOCYAME B NHOObIX
KOH®AMKTaX M crnopax, BbiTekatowmx u3 agaHHoro Cornawexus.
HeB0o3MOXHOCTb Anst Nt060M M3 CTOPOH BOCMONb30BATLCA H06LIM U3 Npas,
NpeAoCTaBNeHHbIX el No AaHHOMY COrnalleHuto, Unu NpUHSTL Mepbl
NpOTMB APYroi CTOPOHbI B Clyyae Nto60oro HapyLweHWs cBoMx 06a3aTenbCcTB
no CornaleHunto He JOMKHO PacCMaTPMBATLCA KaK OTKA3 3TOW CTOPOHbI OT
nocneayoLero NoHYXAeHUs K MPU3HAHUI0 CBOMX MPaB UK COBEPLUEHUIO
nocneayLmnx AeNCTBUIA B CyYae AanbHeNLLMX HapyLIeHWH.
locynapcTBEHHOE perynupoBaHME U 3KCMOPTHbI KOHTPO/b

Bbl cornawaetecsk ¢ TeMm, yto M0 He 6yaeT Bamu noctaBnsTbes,
nepeaaBaTbCs UM 3KCNOPTUPOBATLCA B KaKyH-1MBO CTpaHy, a Takxe
MCNoNb30BaTbCs KaKUM-NMB0 NPOTUBOPEYALLMUM 3aKOHY M YCIIOBUAM
HacTosLero cornawenus obpasom. MO saBnseTcs npeaMeToM
[OMNONHATENBHOTO SKCMOPTHOMO KOHTPOS, OTHOCsWerocs K Bam unu Bawen
topucankumm. Bel rapaHTupyerte, uto 6yaete cobn0aaTh HakNaAbIBAEMbIE
orpaHuyeHus Ha akcnopT u peakcnopt MO.

PasHoe

Hactosiwee CornaweHnue npeacrasnseT coboi NonHoe cornawenHue,
OTHOCALLEEeCs K JaHHOM MLEH3UU, U MOXET ObITb U3MEHEHO TONIbKO
nocpeACTBOM NUCbMEHHOTO COrNalleHus, NoANUCcaHHoro obenmu
cTopoHamu. Ecnu BbinonHeHne Kakoro-nnbo ycnoBus HacTosLero
CornaleHuns nNpeacTaBnseTcs HeBO3MOXHbBIM, Takoe ycnosue byaeT
CKOPpeKTUPOBAHO TOMbKO B Npeaenax, obecneynBaioLux BO3MOXHOCTb
BbIMO/IHEHUS AAHHOTO YCNOBUS.

A NMPOYMUTAN M NOHAN HACTOSALLEEE TMUEH3MOHHOE COMMALLEHME U
COIMMACEH BbINONMHATb BCE EF0 YC/10BUA. 4 MPUHUMAKD JAHHOE
JIMUEH3MOHHOE COMMALUEHME LIEJTMKOM. EC/ZTU 9 HE MPUHUMAKD
3TO IMUEH3MOHHOE COMMALLEHME MIN XOTA bbl OAMH U3 ETO
MYHKTOB, TO AAHHOE NMLUEH3MOHHOE COMMALLEHME HE BCTYMNAET B
cnny, 1 9 0bA3YHCb HE YCTAHABIMBATbL U HE UCTMOJIb30OBATb
IOAHHOE MPOrPAMMHOE OBECMEYEHME.

CnpaBo4HOEe pyKOBOACTBO



10. KoHTaKTbl

10.1 Odwc (0buyme Bonpochkl)

Apnpec: 129226, Mocksa, yn. okykuKHa, 4. 16, ctp. 1, 7 3Tax, komnanma "Anagamd P.O."
TenedoHbl: +7 (495) 223-00-01 (MHOrokaHanbHblIM), +7 (495) 988-46-40

@akc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wwi)

Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxenHeBHo ¢ 10:00 no 19:00, kpoMe BbIXOAHbIX U MPa3AHUYHbIX SHEN.

10.2 TexnopaepHKa

Cnyx6a TexnoanepXKu MPUHMMAaeT 3anpocbl TONbKO B MUCbMEHHOM BMAE uepe3 Beb-caiT:
www.aladdin-rd.ru/support/index.php.
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Secret Disk 5

PermucTpauma n3MeHeHun

Bepcus UsmeHeHus

1.0 MonHoe o6HOBNEHWE [OKYMEHTA.

HOpOTKO 0 KOMNaHUK

Komnanusa "Anapaunt P.J." ocHoBaHa B anpene 1995 rona v sgnsetcs
POCCUMICKMM pa3paboTyMKOM (BEHLOPOM) CPEACTB 3aLLMThI
MHbOpMaLMK.

KoMnaHu1s aBnseTcs Npu3HaHHbIM 3KCNepTOM U NIMAEpPOM POCCUIACKOrO
pbIHKa cpeacTs ABYX(HAKTOPHOM ayTeHTUdMUKaLMM Nonb3oBaTenen,
3N1eKTPOHHOW MOANUCHU U 33aLLUUTbI AAHHBIX.

OCHOBHblE HanpaeieHusa

— Ob6ecneyeHne 6e30nacHOro A0cTyna K MHGOPMALMOHHBIM
pecypcam npennpusitus, Be6-noptanam u 061a4HbIM cepBucam
(cTporas aByx- 1 TpéxdakTopHas ayTeHTUbUKaLms).

— JnekTpoHHas noanuch (3N ¢ HensBneKkaeMbIM 3aKpbITbIM
KnoyoM, popmupyemas B 3almwéHHOM yune), PKI.

— 3alwuTa NepcoHanbHbIX AaHHbIX, AAHHbIX Ha AMUCKaX
KOMMblOTEpOB, cepBepoB, 633 AaHHbIX.

— Bce ocHOBHble MpoAyKTbl MMeOT He06X0ANMbIE CepTUdUKATbI
DCTIK, ®CH 1 MuHucTepcTBa 060poHbI (BKIKOYAs paboTy C
roctaiiHoi fo ypoBHs cekpeTtHocTtu CC).

1.0

JNnueHsumn

— KOMMaHus uMeet Bce Heobxoammble nuueHsun GCTIK Poccuu,

@OCBb Poccumn u Munmnctepctsa 060poHbl Poccuu ans
NpoeKTUpPOBaHMSA, NPoV3BOACTBA M noanepxku C3U n CK3U,
BK/O4as paboTy € rocTtaiiHoOM U NPOU3BOACTBO NPOAYKLUM B
paMKax rocobopoH3akasa.

CucteMa MeHeaXXMeHTa KayecTBa NpoayKuum B KoMnaHum ¢ 2012
r. cootBetcTByeT cTaHaapTy FOCT 1SO 9001-2011 u umeet
COOTBETCTBYHOLLME CEePTUDMKATDI.

CucteMa NpoekTMpoBaHws, pa3paboTku, MPOU3BOACTBA U
noaAepKKM NMPOAYKLMM COOTBETCTBYET TPEGOBAHUAM
poccuitckoro BoeHHoro ctaHaapta MOCT PB 15.002-2012,
Heo6xo04MMOro ANs yyacTus B peanusaLmmu rocobopoHsakasa.
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