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JaCarta PKI u VMware View 5.x, ceptudunumpoBatHbiit no ®CTIK Poccum PykoBOACTBO NO HAcTpoiKe 1.0

AHHOTAaUMUA

HacToAawwmii AOKYMEHT COAEPKUT CBeeHNA O HacTpoiKe AByxdpakTopHoON ayTeHTUdMKaumm B VDI-ceccuto, a
TaKKe B aAAMUHUCTPATMBHbIN nHTepdpeiic VMware View 5.x (cepTuduumpoBaHHbiii Nno Tpe6oBaHMAM
®CTIK Poccum) ¢ Mcnosib3oBaHMEM 3NEKTPOHHbIX Katodel JaCarta PKI 1 BcnomorateibHOro nporpaMmHoro
obecneueHuns "EanHbit Knuent JaCarta'.

HacTtoAwmin AOKYMEHT, BKNtOYaA NOABOP 1 pacnosioeHne UANKCTPALUIA U MaTepUanos B HEM, ABNAETCA OOBEKTOM aBTOPCKMX NPaB U OXpaHAeTca

B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoit Pesepaumun. Obnagatenem UCKAUUTENBHbBIX aBTOPCKUX U MMYLLECTBEHHbIX NPaB ABNAETCA

3A0 "AnagauH P.[.". Mcnonb3oBaHWe 3TUX MaTepuanos Ntobbim cnoco6om 6e3 ncbMeHHOro paspelleHns npaBoobaaaaTens 3anpeLleHo N MOKeT NoBeYb
OTBETCTBEHHOCTb, MPeAYCMOTPEHHYIO 3aKOHO4aTeNbCTBOM Pd.

NHbopmauma, npuBesEHHan B JaHHOM JOKYMEHTe, MpefHa3HauyeHa UCKIIOUYUTENBHO AJ1f 03HAaKOMIEHUA U He ABAAETCA ucyepnbiBatoLieid. CocTaB NpoayKToB,
KOMMOHEHT, UX QYHKLMK, XapaKTEPUCTUKU, BEPCUU, AOCTYMHOCTb U NP. MOTYT 6bITb U3MEHEHbI KoMmNaHuel "AnanauH P.A." 6e3 npeaBapuTensHoro
yBeAoMNeHUA. Bce yKasaHHble AaHHble O XapaKTepPUCTHUKaX NMPOAYKTOB OCHOBAHbI HA MEXAYHAPOAHbIX UM POCCUIACKUX CTaHAapTax M pesynbTatax
TeCTUPOBaHMA, NOJTY4E€HHbIX B HE3aBUCUMBbIX TECTOBbIX NN CepTl/Id)l/IKaLI,l/IOHHbIX na60paTopm|x, nmnbo Ha NMPUHATbLIX B KOMNAaHUN MeTOAUKaX. B AaHHOM
LOKyMeHTe KomnaHua "AnagauH P.[." He npefocTaBifeT HUKAKMX HU ABHBIX, HU NOApa3yMeBaeMblX rapaHTuii.

Bnagenbuem ToBapHbix 3Hakos AnagauH, Aladdin, JaCarta, norotunos v npasoo6iagaTenem UCKNIOUUTENbHBIX NPAB Ha UX AW3aiH U UCNONb30BaHME,
NaTeHTOB Ha COOTBETCTBYIOLME NPoAyKTbl anaetca 3A0 "Anagaud P.A4.".

Bnagenbuem ToBapHbIX 3HakoB Apple, iPad, iPhone, Mac OS, OS X asnsetca kopnopauua Apple Inc. Bragenbuem ToBapHoro 3Haka |0S aBasetca KomnaHus
Cisco (Cisco Systems, Inc). Bragenbliem ToBapHoro 3Haka Windows Vista u ap. — kopnopauusa Microsoft (Microsoft Corporation). HazsaHus npoumnx
TEXHONOTUIA, NPOAYKTOB, KOMMAHWI, YNTOMUHAIOLLMXCA B AAHHOM LOKYMEHTE, MOTyT ABAATHCA TOBAPHbIMM 3HAKaMM CBOMX 3aKOHHbIX Bae/NbLes.
CseaeHuA, NnpuBeAEHHbIE B JAHHOM AOKYMEHTE, akTyaslbHbl Ha AaTy ero nybankauum.

Mpu NnepeneyaTke MU UCMOL30BAHUN AAHHBIX MaTepuanos Mbo Ntoboi ux YacTu cebinku Ha 3A0 "AnasavH P.[." obasaTtenbHbl.
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JaCarta PKI u VMware View 5.x, ceptudunumpoBatHbiit no ®CTIK Poccum PykoBOACTBO NO HAcTpoiKe 1.0

O nnatdpopme VMware View

VMware View — npoayKT 414 BUPTYyanAn3aumm nepcoHanbHbIx Komnbtotepos oT VMware, Inc. MNepsbie
Bepcuu (2.0.0 n 2.1.0) npoagaBanuck nog nmeHem VMware VDI, ogHaKo, HaunHas ¢ sepcuu 3.0.0, umsa 6bis10
nameHeHo Ha VMware View. HaunHaa ¢ Bepcun 5.2, ctan yactbto VMware Horizon Suite n noayuunn
Ha3BaHMe VMware Horizon View. Bepcus 5.1 umeeT ceptudmKaumio, cornacHo TpeboaHnam ®CTIK
Poccun.

OnucaHne oemMo-cTteHAa

CepBepHaA 4acTb

e VMware Hypervisor (ESXi) — ¢p13nueckuii cepsep c ycTaHOB/IEHHbIM runepeusopom — VMware ESXi, Ha
KOTOPOM XOCTATCA BUPTYya/ibHble MALLMHbI.

- Microsoft Windows Server 2012 R2 — cepBep C po/bto KOHTpossiepa gomeHa (Domain Controller) n
ueHTpa ceptuduKauum (Certification Authority)

- Microsoft Windows Server 2012 R2 — cepBep c ycTaHOB/IeHHbIM vCenter Server ans ynpasneHun
BCel BUPTYanbHON MHOPACTPYKTypOm

- Microsoft Windows Server 2012 R2 —View Connection Server — cepsep ynpas/ieHus
WMHPACTPYKTYPOMN BUPTYasIbHbIX Paboumnx CTo/10B. YNpaBaseT NoAKNYEHUAMU K BUPTYaIbHbIM
pabounm cToNam, co3gaHMemM U MOHUTOPUHIOM MYI0B AECKTONOB.

& Ha Ka)gom cepsepe AomkeH bbiTb yCTaHOBNEH Habop ApaitBepoB U YTUAWUT yNIpaBAEHWUA SNEKTPOHHbIMM Katodamm JaCarta PKI:
JC-Client 6.32 u Bblwe nan "EauHblii KnanenT JaCarta" 2.10 v Bbiwe.

KnneHTcKaa 4yacTtb

e Microsoft Windows 7x64 — MK nosb3oBaTtens, C KOTOPOro 6yAeT OCyLLecTBAATLCA ayTEHTUPUKALMA B
VMware View.

-& Ha KaK40M KIMEHTCKOM YCTPOWCTBE A0/KEH BbITb YCTAaHOBNEH HABOP APABEPOB U YTUAUT YNIPABAEHUA 3NEKTPOHHBIMU
Kntouyamm JaCarta PKI: JC-Client 6.32 u Bbiwwe uan "EanHblit KnmeHT JaCarta™ 2.10 v Bbiwe.

Xo4 HaCTpPOWMKMK

HacTosluan MHCTPYKUMA onucbiBaeT fobaBieHne fOMNONHUTENbHOTO CNocoba ayTeHTUOUKALMMK B YiKe
HACTPOEHHYIO Ha NapoJibHyt0 ayTeHTUGUKauuto VDI-uHppactpykTypy VMware View no undposbim
cepTudMKaTam, HaxoAALWMMCA Ha cMapT-KapTax uam USB-TokeHax JaCarta. 9To B CBOIO oyepeab
npeanosaraet, YTo MHopacTpykTypa VMware View, a Takxke vCenter yxKe pa3BEpHyTbl, TaKKe HacTpoeH
aomeH KoHTpoanep (Active Directory) u ueHtp ceptuduraumm (Certification Authority), a y nonbsosateneit
MMEIOTCA 3/IEKTPOHHbIE KNtoum JaCarta ¢ BbINyLWEHHBIMW HA HUX LMbPOBLIMU CEPTUPUKATAMM.

[na Toro 4Tob6bI peannsosaTb ayTeHTUDMKaALMIO NO cMapT-KapTam unm USB-TokeHam B VMware View,
HEeobXxoAMMO BbINONHUTL Cneaytolmne AencTBuA:
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JaCarta PKI u VMware View 5.x, ceptudunumpoBatHbiit no ®CTIK Poccum PykoBOACTBO NO HAcTpoiKe 1.0

® 3aMeHUTb cepTUMKaT, KOTOPbIN UCNob3yeTca ANA SSL-coeguHeHnA mexay KameHTom u View
Connection Server;

e n06aBUTb KOPHEBOW cepTUdMKAT Ballero LeHTpa ceptudurKaumm B dain Truststore cepsepa;

e npousBectn HacTpoliky View Connection Server.

3ameHa ceptnudukata View Connection Server

3ameHa ceptuoukaTa View Connection Server BkitodaeT psag AeicTBUiA.

1. MoaroTtoBka wabnoHa ceptnudumkata ansa View Connection Server.
2, Bbiaayva ceptudukata gna View Connection Server.
3. 3ameHa cepTuduKkaTa, ncnosbsyemoro View Connection Server ana SSL-coeguHeHus.

MoaroToBKa WAabnoHa cepTUPUKATA

3anyctuTe ocHacTky UeHTp cepTnudmkaunm Myck -> AAMUHUCTPUpOBaHUe -> LleHTp ceptuduKkaumm.

B oTKpbiBLIEMCA OKHe Bblbepute LIC, Aanee WENKHMUTE NPaBoOi KHOMKOM Ha BKAagKe LLabaoHbl
cepTudmrKaToB, BblbepuTe NyHKT YnpasneHue. LLLENKHUTe npaBoi KHOMNKOM Ha wabnoHe Komnblotep ->
CKkonupoBaTb WAb6N0H.

B Konuu wabnoHa ycTaHOBUTE ranoyKy Ha Pa3speluaTtb 3KCNOPTMPOBATb 3aKPbITbIA KAtOY U Bbibepute B
KauyecTtBe dpopmaTta umeHu cybbekta DNS-ums.

CoxpaHuTe WabnoH.
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JaCarta PKI u VMware View 5.x, ceptudumumposanHbiii no @CTIK Poccumn PykoBOACTBO NO HAcTpolike 1.0

Kopsura
Wabnowbr ceprndukaros (DCYMW...

r
> »
L
VMware

vsphere Client

view2

n

3aKpoiiTe OKHO ynpasaeHus WwabnoHammu cepTuduKaTos. LLLENKHMTE NpaBoit KHOMKOM Ha BKAaAKe
LLIabnoHbl cepTudukartos -> Co3gartb -> BbigaBaemblid Wab1oH cepTudUKaTa, B OTKPbIBLLUEMCA MEHIO
BblbepuTEe HEOO6X0AMMbIN WAbNOH 1 HaxkmUTe OK. ITUM aelicTeuem WabnoH byaeT paspelléH K Bbigaye.
Ha sTom noarotoBka wabnoHa cepTudmKaTa 3aKoHYEHa.
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JaCarta PKI v VMware View 5.x, cepTuduumposaHHbiii no @CTIK Poccumn PykoBOACTBO NO HacTpoitke 1.0

Bblgada ceptudurata gna View Connection Server

3anycTute KOHCO/Ib mMc, HaxkmuTe ®Pain -> [106aBUTb MU YAANUTD OCHACTKY, ABaXKAbl WENKHUTE Ha
CepTuduKaTtbl, B NOABMBLUEMCA OKHE BbibepuTe NyHKT YUETHOM 3anucK KomnbloTepa -> flanee -> [0TOBO -
> OK.

g 7]

Ay 1%
- 3

Komnototep PKICHent-x...

\.

Kopsura onu s M ylanenne ocCHacToTK

©oHCoMM
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JaCarta PKI u VMware View 5.x, ceptudumumposanHbiii no @CTIK Poccumn PykoBOACTBO NO HAcTpolike 1.0

B oTKpbiBLIEMCA OKHE BblbepuTe BKNaaKy CepTuduKkatbl -> JiInuHoe -> CepTuduKarhbl, ganee WENKHUTE
npaBoi KHOMKOW NyHKT Bce 3agaum, Haxkmute 3anpocuTb HOBbIW cepTUdUKaT -> flanee -> flanee ->
Bbi6epuTe cBO WAbNOH -> 3asBKa.

A

< & aAY
Kommstotep PKICHENt-X...

rconm\CepTidukaTet (ROKanbHBIH KO

Kopsura
27.04.2013

View
Administra..,
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JaCarta PKI v VMware View 5.x, cepTuduumposaHHbiii no @CTIK Poccumn PykoBOACTBO NO HacTpoitke 1.0

YbeanTecb B TOM, YTO B KOHCO/IM MNOABUACA BblAAHHbIN cepTUdMKaT.

s W
A i
& Ay

Komnstotep PKICHent-x...

|

Kopsua

View
Administra. ,
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JaCarta PKI v VMware View 5.x, cepTuduumposaHHbiii no @CTIK Poccumn PykoBOACTBO NO HacTpoitke 1.0

3aMeHa cepTUPMKaTa, ucnonbsyemoro View Connection Server
anAa SSL-coegmnHeHnA

Mpexae yem Npon3BoAMTb 3amMeHy cepTuduKaTa, ero HeobxoAMMo 3KcnopTUpoBaTb B dopmarte .pfx, ana
3TOro WENKHUTE NPaBOM KHOMKOW Ha BblAaHHOM cepTuduKaTe, ganee Bce 3agaum -> Ikcnopr.

Gl Cepruduatel (nokansHeii ko
= [ MndHoe

[ Ceprudwasl : DononHuTensHele aeiicTens b
[ [ ] loBepeHble KopHeBbie LE e s :
[] DosepuTensHeie oTHOWeH Boipesar 3aMpOCHTS CEPTUPMKAT C HC TONOM. .. VIEWSERV.VMWare.local a
(] MpowmexyToursle UeHTpEI ¢ Koruposare O6rosuT iy i KIIO4OM RGASTeRS B REBCTED
@[] fosepenHbie nsaatenn -
@ [ CepTudmKaTsl, K KOTOPBIM
|| CTOpOHHHE KOpHEBBIE LieH
(] Aoseperiie mua
[ [ 3anpocsl 339B0K Ha CEpTH(
] NosepetHble KopHeBbie Ce
| LosepenHble ycTpoiicTsa

"I Ceprndmratnt

.

Windows Server-2008r2
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JaCarta PKI v VMware View 5.x, cepTuduumposaHHbiii no @CTIK Poccumn PykoBOACTBO NO HacTpoitke 1.0

B OTKpPbIBLUEMCA MacTepe 3KCNnopTa cepTMd)MKaTOB HaXXmute ﬂ,anee, Ha CﬂeAleLlJ,eVl BK/1agKe BbIGepMTe ,D,a,
3KCNOPTUPOBaTb 3aKPbITLIN Kalou -> lanee -> [lanee, 3a4aiiTe Naposb ANA 3KCNOPTUPYEMOro
cepTudmMKaTa —> yKakuTe AMPEKTOPUIO ANsA co3aaHua daitna cepTudukaTa u ero ums -> flanee -> Fotoso.

- ‘"’!

> / <%
& AV

KomnstoTep PKIChient-x...

Macrep SKCNopTa CepTHiMKaTon

5
Kopsura

Ceprndmkarol -

_Aomllmew Aeicteun b

t VIEWSERV.VMWare.local
View
Administra. .,
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JaCarta PKI u VMware View 5.x, ceptudunumpoBatHbiit no ®CTIK Poccum PykoBOACTBO NO HAcTpoiKe 1.0

B pe3ynbTaTe nonyuutca daiin B dopmarte .pfx, coaepKawmii cepTuduKat gas 3ameHbl. Mocae Toro, Kak
¢dainn ceptudmMKaTa NnoAroTossIeH, HEO6XOAMMO NOMECTUTL Ero B AUPEKTOPMUIO:

C:\Program Files\VMware\VMware View\Server\sslgateway\conf
B 37014 Ke gupekTopun cospainTte daiin locked.properties v B HEM yKaxKuTe cnegytoulee:

keyfile=<ums dpainna>.pfx
keypass=<naposb, yKasaHHbI Npu aKcnopTe>

Janee nepesanyctute cnyxby View Connection Server. [ns Toro 4tobbl ybeantbca B TOM, 4TO Cykba
3anyLLeHa, ¥ UCNONb3YETCA MMEHHO Ball CEPTUOMKAT, MOXKHO MOCMOTPETb N1I0T B Nanke

C:\ProgrambData\VMware\VDM\1logs\
» [ 3l
A -loix]

®aitn MNpaska ®opwaT Bua Crpaska

NFO <Thread-1> [Ice] The Secure Gateway Server will be accessed using URL https://viewServ.wMware. local:443 _AJ
NFO <Thread-1> [Ice] The PCoIP Secure Gateway will be accessed through 192.168.1.98:417274172
NFO <Thread-1> [ab] setting data frame policy to NEGOTIATE
. NFO <Thread-1> [ab] Setting chunk window to 4 J
g NFO <Thread-1> [bn] Setting tailorBuffers to true, monitorFlow to false, hysteresis to true
. ARN <Thread-1> [ah] Failed to determine message security mode, setting to OFF. Invalid value: null
e NFO <ws_tomcatservice_init> [AdminuIListener] Initialized standalone winAuth succesfully, my SID is S-1-5-18

NFO <2984> [ws_java_bridgepLL] JavaBridge installed service AdminBackendservice

NFO <ws_tomcatservice_init> [Trackermanager] Joining tracker cluster...

NFO <ws_tomcatservice_init> [Trackermanager] Joined as first node in the cluster. Ready.

NFO <ws_tomcatservice_init> [BrokerLifecycle] Node has joined cluster

NFO <DesktopcControlSessions> [DesktopTracker] Session reader Toop configuration: SESSION_POLL=30000ms, SESSION_LIST.
NFO <DesktopcControlLdap> [DesktopTracker] LDAP notification configuration: MaxLDAPNotificationsoutstanding=10000, LI
NFO <ws_tomcatservice_init> [EventForwarderHandler] starting forwarder for viewDatabaseEventForwarder
NFO <ws_tomcatservice_init> [MaxsSessionTaskFactory] MaxSessionTaskFactory was created for the first time on this chi
IARN  <EventForwarderHandler-1335416906076> [DatabaseForwarder] No Events Databases specified in ApaM, will not store

NFO <2684> [ws_java_bridgeDLL] JavaBridge installed service JAdmin

NFO <2780> [ws_java_bridgepLL] JavaBridge installed service Powershellservice

NFO <ws_tomcatservice_init> [UserContext] Allow Kerberos logins = true
T

NFO

NFO <ws_tomcatservice_init> [CertificateAuthFilter] smart Card

NFO <Thread-1> [m] The Secure Gateway Server is listening on https://%:443
» NFO <FrontRedirect> [d] AJP services are now ready.

NFO <FrontRedirect> [d] smart Card/Certificate Authentication will not be used as not configured for ssL

NFO <FrontRedirect> [Processor] Logging HTTP processor installed

NFO <Front> [d] AJP services are now ready.

NFO <Front> [d] smart card/Certificate Authentication will not be used as useCertaAuth is false

NFO <Poolwatcher> [ApplicationProvisioningvanager] Initializing Agl)p‘l'ication provisioning Manager for node:viewserv
NFO <AppProvisioningManager> [ApplicationProvisioningManager] Application Provisioning Manager started

NFO <Poolwatcher> [VirtualCenterDriver] Setting vC Poll Delay to 60000 ms

NFO <Poolwatcher> [virtualCenterDriver] Setting VC Resubmit Delay to 20000 ms

NFO <Poolwatcher> [virtualCenterDriver] Setting Missing wM Scan Delay to 600000 ms

NFO <DesktopcontrolSessions> [DesktopTracker] Using new agent messaging mode.

[ARN <Tracker :PulseTimer> [Trackermanager] (viewserv) Pulse 29: delay 4841 DELAYED

RROR <VirtualCenterDriver-6a63102e-6efa-441d-b177-3f1dc351881a> [ServiceConnection] Problem connect‘ing to virtualcCen
IARN <VvirtualCenterDriver-6a63102e-6efa-441d-b177-3f1dc351881a> [Audit] Unable to establish a connection with vC <ht"
g RROR <VCC-6a63102e-6efa-441d-b177-3f1dc351881a-1335416915993> [ServiceConnection25] Problem connecting to virtualCen

RROR <VirtualCenterDriver-6a63102e-6efa-441d-b177-3f1dc351881a> [ServiceConnection] Problem connecting to virtualcen
ARN  <virtualCenterDriver-6a63102e-6efa-441d-b177-3f1dc351881a> [Audit] unable to establish a connection with vC_<ht
RROR <VCC-6a63102e-6efa-441d-b177-3f1dc351881a-1335416915993> [ServiceConnection25] Problem connecting to virtualcen
RROR <VirtualCenterDriver-6a63102e-6efa-441d-b177-3f1dc351881a> [ServiceConnection] Problem connecting to virtualCen
ARN <VvirtualCenterDriver-6a63102e-6efa-441d-b177-3f1dc351881a> [Audit] uUnable to establish a connection with vc <ht
RROR <VCC-6a63102e-6efa-441d-b177-3f1dc351881a-1335416915993> [ServiceConnection25] Problem connecting to virtualCen
NFO <VCC-6a63102e-6efa-441d-b177-3f1dc351881a-1335416915993> [vccache] Initial update completed in 12 863ms for vC |
NFO <virtualCenterDriver-6a63102e-6efa-441d-b177-3f1dc351881a> [virtualCenterDriver] validating wis

NFO <virtualCenterDriver-6a63102e-6efa-441d-b177-3f1dc351881a> [virtualcenterDriver] Finished validating wMs

NFO <M'i55'in?VMScanner—6363102e—6efa—441d—b177—3f1dc3518813> [virtualcenterDriver] Scanner started

IARN  <virtualCenterDriver-6a63102e-6efa-441d-b177-3f1dc351881a> [ServiceConnection] Failed to refresh datastore with
IARN  <virtualCenterDriver-6a63102e-6efa-441d-b177-3f1dc351881a> [ServiceConnection] Failed to refresh datastore with

-

|5l —r - L7
Windows Server2008 r2

e |- BRI FET ) s Ewe.

Tenepb SSL-coeamHeHMe CTPOMTCA C UCMONb30BaHWEM 3TOro cepTudmKaTa.
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JaCarta PKI u VMware View 5.x, ceptudunumpoBatHbiit no ®CTIK Poccum PykoBOACTBO NO HAcTpoiKe 1.0

[lobaBneHne KN4Yenm n KOpHEBOro
ceptndunKaTa B Truststore cepsepa

Janee Heobxogmmo HacTpouTb foBepue cepsepa VMware View, T.e. onpesenntb, KOMY MOXKHO A0BEPATb
npu ayTeHTUPUKaLnmM no ceptudmrKaTam, XpaHMMbIM Ha CMapT-KapTax uan USB-ToKeHax. 1A 3TOro HyXKHO:
e co34aTtb ¢ann Truststore — XxpaHUAULLE KtoYelr;

e paspewnTb Smart Card Logon B HacTpoiikax View Connection Server.

[Ons Toro utobbl co3gatb dain Truststore, MoXKHO BOCNO/Ib30BaTbCA yTUAMTOM keytool ns Java Runtime
Environment (JRE), KoTopas ycTtaHaBnmBaetca ¢ VMware View, Ho, 4To6bl 6b1/10 yA06HO BOCNO/1b30BaThCA
€10 U3 KOMaHZHOM CTPOKM, HY}KHO [,06aBUTb NYTb K dalinam Java B nepemeHHble OKPYKEHUA cepBepa.

OTKpoiiTe CBOICTBA KOMNbIOTEPA -> [LONO/IHUTENbHbIE MAPaMETPbl CUCTEMDI -> [lONONHUTENbHO ->
MepemeHHble cpeabl -> B CUCTEMHOM NnepemeHHoM Path, B KOHLEe CTPOKKU aobaBbTe:

;%ProgramFiles%\VMware\VMware View\Server\jre\bin

=B
’ OO ; = e = = - @1 I IMOMCK B NaHeny ynpasneHmus @j
MaHens ynpasneHns - AOMALHAR p it O Bawem P @

CTpaHMua

Wspanue Windows

@) Avcnetuep ycrpoiicts
. Windows Server 2008 R2 Enterprise
‘y HacTpoiika yaaneHHoro aoctyna

© KOpNOALUA MaKPOCTEm Ao e oo oo 2000 Ao oo oo
) HononHuTensHble NapaMeTpol Service Pack 1 x|
 oucTemsl o
Wz epa | O Lo ]Y i socyn |
Mepemennsie cpeasl i x|

H3MeHeHne CHCT EMHOI NepeMeHHoN

Cucrema

WMs nepemeHHoit: I Path
Mpougccop:
YcTaHoBneHHan NaMsiTe
(03Y):
Tun cucTemsl:
Mepo 1 CEHCOPHbIN BBOA |
VMg KoMnbtoTepa, MMa aoMet ~ CUCTEMHbIE
KomnbtoTep: | SHauerie ] :l ‘ﬂ:‘j':sne:mlh |
MonHoe uMs: C:\Wind \Wind . B e
- PATHEXT .COM; EXE; BAT;.CMD; .VBS; .VBE;. JS; ...

PROCESSOR_A... AMD64
PROCESSOR_ID... Intel64 Family 6 Model 42 Stepping 7, G... ;I

Jomen:

AxTusaWs Windows

AxTusawis Windows Bbir S I e I Nnan I
Koa npoayxTa: 00486-0 |

AononHuTenbHbIE CBEAEHNS B CETU. ..

Cu. Taoxe
LieHTp noaaepxku

LienTp o6Hosnerus Windows
ool & & g ©)m[A =

Mo aHanorum c akcnoptTom ceptudukata View Connection Server, onMcaHHbIM Bbllle, NPOU3BEAUTE SKCNOPT
KopHeBoro ceptudumkata Bawero LIC. A nonyyeHHbih ceptudukat B dopmarte .cer f06aBbTe B XpaHUAULLE
kntouveli View Connection Server. [1n1s 3TOro oTKpoiTe KOMaHAHYHO CTPOKY MycK -> BbinonHUTL -> cmd.exe.
Hanee nepeigute B Katanor C:\Program Files\VMware\VMware View\Server\sslgateway\conf

11:04
G [FD % {b 02.05.2012 =

W 3a[aiTe CneaytoLLyo KoMaHAay:
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JaCarta PKI u VMware View 5.x, ceptudunumpoBatHbiit no ®CTIK Poccum PykoBOACTBO NO HAcTpoiKe 1.0

keytool -import -alias <[MceBaoHum_no_xenaHuw> -file <dain_cepTudpukarta>
-keystore <Wma_danna_xpaHunuwa>

.'_/i“- Mpumep KomaHab!: keytool -import -alias alias -file CA.cer -keystore truststorefile.key

B npouecce umnopTta Heobxoaumo byaeT BBECTM NaponbHY0 ppasy 41a 3aLWMTbl XPaHUAMLLA U
noaTBEPAUTL A0BEpPUE cepPTUDMKATY.

Tenepb fo6aBbTe B yXKe co34aHHbIN paHee daiin locked.properties cnegytowme cTpoUkm:

trustKeyfile=<Wma_¢anna_xpaHunuwa>
trustStoretype=3KS
useCertAuth=true

[_\“. Mpumep:  trustKeyfile= truststorefile.key
trustStoretype=JKS

useCertAuth=true
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JaCarta PKI u VMware View 5.x, ceptudunumpoBatHbiit no ®CTIK Poccum PykoBOACTBO NO HAcTpoiKe

1.0

HacTtponka View Connection Server

Heobxoaumo BkntoumnTb dyHKLUMM Smart Card Logon B HacTpoWikax View Connection Server.

1 - . N
A Mpexae yem BKAOYATb ayTEHTUPUKALMIO MO CMapT-KapTam, ybeautech B TOM, 4TO B IobanbHbix HacTpolikax View Connection
Server yctaHosneH ¢nar "Require SSL for client connections and View Administrator".

é VMware View Administrator - Windows Internet Explorer

=18l x|

G\T) @ [ hies: locathost/admin/

VMware View Administrator

{0 g £33

About | Help | Logout (vmvsadmin)

2 VMware View Administrator x I

Remote Sessions
Local Sessions
Problem Desktops
Events

System Health

PR

-] Global Settings
0
0 Global Settings
0

o Ao

4 I ?

010 Session timeout:

Require SSL for client

£% Dashboard
8 Users and Groups
v Inventory
Pools
(5 Desktops
L) Persistent Disks
,.* ThinApps
» Monitoring
» Policies
¥ View Configuration
Servers
Product Licensing and Usage
Global Settings
Registered Desktop Sources
Administrators
ThinApp Configuration
Event Configuration

Transfer Server Repository

connections and View
Administrator:

Reauthenticate secure
tunnel connections after
network interruption:

Message security mode:

Disable Single Sign-On
for Local Mode
operations:

Auto Update:
Pre-login message:

Display warning before
forced logoff:

600 minutes

Yes

No

Disabled
No

Disabled
No

Yes

L -
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JaCarta PKI u VMware View 5.x, ceptudunumpoBatHbiit no ®CTIK Poccum PykoBOACTBO NO HAcTpoiKe 1.0

3angute 8 Web-koHconb VMware View.

MNepeiianTte Bo View Configuration —> Servers -> Connections Servers -> Edit.

é VMware View Ad strator - Windows Internet Explorer

|2 hites:/locathost/admin/ Y Oumbia cepr... ‘f@ ‘7 >} 2 VMware View Administrator X |

About | Help | Logout (v

Servers
Remote Sessions

Local Sessions vCenter Servers Security Servers
Problem Desktops

Events | Add.. |

&

System Health

vCenter Server Security Server l Version [ PCoIP ‘ Connection Server

() 152.168.1.99(vmwadmin)

£2 Dashboard
;3 Users and Groups
¥ Inventory
Pools
(3 Desktops
= Persistent Disks
‘.‘ ThinApps
» Monitoring View Connection Servers

» Policies

Disable ‘ ‘ Edit... \ ‘Backup Nuw...i ¥ More Commands I
v View Configuration

Servers

S Settings Last Backup
Product Licensing and Usage VIEWSERV 5.0.0-48167 Secure i i Secure tunnel connection, Sm
Global Settings

View Connection Server ‘ Version | PColP [ State ‘

Registered Desktop Sources
Administrators

ThinApp Configuration
Event Configuration

Transfer Server Repository

Transfer Servers

Transfer Server Repository:  Not Configured

Add...

Transfer Server vCenter Server Status

el | B & [ |ofs p oo,
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JaCarta PKI v VMware View 5.x, cepTuduumposaHHbiii no @CTIK Poccumn PykoBOACTBO NO HacTpoitke 1.0

VMware View nossonser NPUMEHATb TPU BaphaHTa NCMNOJIb30BAaHUA CMApPT-KapT.

1. Not allowed — He Ucnonb3yeTca (BXoa TO/bKO NO Napoto Noab3oBaTens).

2. Optional — no BbIbopy (N0 Napot0 AWM CMApT-KapTe).
3.  Required — TpebyeTcs cmapT-KapTa uan USB-ToKeH (BXOZ4 TONbKO MO CMapT-KapTe).

BblbepuTe HyKHbI U HaxkmuTe OK.

| General || Local Mode || Authentication || Backup

Changes to authentication settings will take effect on next user login

Smart card authentication: | Required R4

Not allowed
Optional

[V] Disconnect user sessio

RSA SecurID 2-Factor Authe,
[] Enable

[[] Enforce SecurlD and Windows user name matching

[] Clear node secret

Upload File..

Janee HeobxoaMmo nepesanycTutb cay*by View Connection Server.

Ha sTom HacTpolika View Connection Server 3akoH4YeHa.
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JaCarta PKI u VMware View 5.x, ceptudunumpoBatHbiit no ®CTIK Poccum PykoBOACTBO NO HAcTpoiKe 1.0

HacTponKka npobpoca CMapT-KapThl
nonb3oBaTenA

Mpobpoc cmapT-KapTbl N0b30BaTENA NO3BOAAET MPOM3BOAUTL NPO3PAYHYIO ayTeHTUdMKaLMIO B
BUPTYyanbHYO MalmnHy ¢ BBogom PIN-koaa oguH pas.

Mpu ncnonb3oBaHWM TOHKMX KAMeHToB Teradici HaCTpPoWKa, Kak NpaBuno, He TpebyeTca.

Mpu ncnonb3oBaHMM NporpammHbix KaneHtos Windows, MacOS, Linux Heo6xoAMMO BbINONHUTb YCTaHOBKY
VMware View Agent c akTuBaumeit onumnm Smartcard Redirection.

|.~El~ VMware Horizon Agent

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description

Enables the Smartcard Redirection
feature,

Core
USB Redirection

Client Drive Redirection
VMware Horizon 7 Persona Manage
Smartcard Redirection

= This feature will be installed on local hard drive.

8 This feature, and all subfeatures, will be installed on local hard drive.

< ¥ This feature will not be available.

Install to:

Change...

Space = Back || Next = I | Cancel
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JaCarta PKI u VMware View 5.x, ceptudumumposanHbiii no @CTIK Poccumn PykoBOACTBO NO HAcTpolike 1.0

[NpoBepKa paboToCcnocobHOCTU

[ns KoppeKTHOM paboTbl HAa CTOPOHE KAneHTa Heobxoanmo f06asuTb cepTuduKat Bawero LC B cnncok
[OBEPEHHbIX, a TaK¥Ke NPoM3BOAUTL NogKAoYeHue K View Connection Server no umeHu cepsepa,
YKa3aHHOMY B BblAaHHOM eMy cepTudmKare. Mocne BBoga PIN-Koga Npon3onaéT ayTeHTUOUKALMA U
0TO06pPa3ATCA AOCTYMNHbIE A48 NOAb30BATENA PECYPChI.

e

Computer mmc

% VMware View Client
vmware capc

VMware View'5

de Enter the host name or IP address of the View Connection Server.

Remote

Connection Server: viewserv,vmware.local

i
Port: ‘

(Leave blank for default)

SSL: [V]Use secure connection (S5L)  Confiqure SSL...
Autoconnect: [] Always connect to this server at startup
FBWRDISable Support Information Connecting...

|  Connect Help ] [ Options << ]

[
FEWRENable [ vmware EIpCelr”

VMware View'5

& https:/fviewserv.vmware.local
Please enter your PIN.

PIN:

© 3A0 "AnagauH P.A.", 2017 Crp. 19
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KOHTaKTbl, TEXHUYECKAA NoaaepHKa

Odwuc (obwme Bonpochbl)
Apapec: 129226, MockBa, ya. JoKykuHa, 4. 16, ctp. 1, Komnauua "AnagguH P.4."
TenedoHbl: +7 (495) 223-00-01 (MHOroKkaHanbHbIN), +7 (495) 988-46-40
dakc: +7 (495) 646-08-82
E-mail: aladdin@aladdin-rd.ru (o6wmit)
Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxegHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPA3AHUYHbIX AHEN.

Texnogaeprka
Cny»6a TeXnoaaep KM NPMHUMAET 3aNpochl TOIbKO B NMMCbMEeHHOM BUae Yepes Web-cait:
www.aladdin-rd.ru/support/index.php

[ns onepaTMBHOro pewweHns Bawen npobaembl yKarKUTe UCNOAb3yeMbI Bamu npoayKT, ero
BEPCUIO, NOAPOOHO ONULLNTE YCI0BUA U CLLEHAPUM NPUMEHEHUS, MO BO3MOXKHOCTM, CHabauTe
coobLeHME CHUMKaMM 3KpPaHa, NPMMEPaMMN UCXOLHOTO KOAaA.
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JaCarta PKI u VMware View 5.x, ceptudumumposanHbiii no @CTIK Poccumn PykoBOACTBO NO HAcTpolike

Perncrtpauma nameHeHunm

1.0

Bepcua

U3meHeHuna

1.0

McxoaHasa Bepcua OKYMeHTa
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