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JaCarta Authentication Server

) YeuneHHaA ayTeHTUGMKALMA Nonb30BaTesen No 0ogHopasosbiM naponam (OTP)
) CTporan ayTeHTUPMKaLMA NoAb30BaTeNnen no npotokony U2F

) ObecneveHme ayTeHTUPUKALINM Ha AECKTOMAX, HOYTOYKaX 1 MOBWIbHBIX YCTPOMCTBAX A pa
» [NpocCTanA nHTerpaurA ¢ NpMKNaaHbIM MO Mo CTaHA3PTHLIM MPOTOKOIaM ﬂa,q,q UH

» BbicoKanA npov3sBoauTenbHOCTbL (Bonee 1 000 ayTeHTUPUKALMIA B CEKyHAY)



Mpo6nemMbl UCNONL30BaHUA NPOCTbIX Naponen

AyTeHTUdUKaLmMS, T.e. NpoLieaypa NPOBEPKU NOAJIMHHOCTY NONb30BaTeNS, IBASETCS MMaBHbIM 6apbepoM Ha NyTH B
MHDOPMaLMOHHbIE cucTeMbl. CaMbIM pacnpoCcTpaHEHHbIM MeTOA0M obecneyeHns 6e30MacHoOro BXoaa SBnseTcs
ofHohaKTopHas ayTeHTUdMKALMSA, KOTAA B Ka4eCcTBe eAMHCTBEHHOrO dakTopa BbICTynaeT napa "norMH/napons.
OueBMAHO, YTO rMaBHOE AOCTOMHCTBO 3TOWM METOAMKM 3aluTbl — npocToTa. O4HOBPEMEHHO C 3TUM 3TO U €€ rMaBHbIN
HenoCTaTok, T.K. Mapo/ib MOXHO BbICTPO Nopo6bpaTs.

He mMeHee 28% oT Bcex MHLUMAEHTOB 6E30MaCHOCTM B MUpe CTanin BO3MOXXHbIMU TO/IbKO U3-3a TOrO, YTO
AAMUHUCTPATOPbI B3/TOMAHHbIX CUCTEM UCMONIb30BaIN CJIMLLKOM cnabble naponu. Mcnonb3oBaHMe CUNbHBIX naponeﬁ
TaKXe He pelwaeTt I'IpOﬁJ'IEMy — 00bIYHO MOSIb30BATENM HE MOTYyT X 3alMOMHUTb, MO3TOMY Yalle BCero npocrto
3anKnCbIBakOT UX Ha CTUKEPaxX UK B 6I'IOKHOTaX, KOTOpbl€ OCTaBAAKT pAaoM CO CBOUM paﬁquM MeCToM.

PewweHneM onncaHHoM npobnembl SBASETCS Nepexos Ha MHOroakTOpHY0 ayTEHTU(MKALMIO C UCMONb30BAHUEM
CTOMKMX KpUNTOrpadunyeckmx anroputMoB 1 MHDPACTPYKTYpPbl OTKPbITbIX Ktoyeii (PKI), ogHako Ans MHOrmx
opraHu3aumii passépTbiBaHue u noaaepxka PKI aBnsetcs cnviukom 3aTpaTHo 3anadveit. AnbTepHaTUBOM aBNseTcs
MCMONb30BaHME YCUNEHHOW ayTeHTU(hUKALMKM HA OCHOBE 0AHOpPa30Bbix naponei (OTP) unu ctporoi ayteHTUdUKaLMK
Ha OCHOBe OTKpbITOro npotokona FIDO U2F.

[ins nepeoro BapuaHTa koMnaHus "Anapavi P.L1" npennaraet nuHeiky ycrpoiicts JaCarta PKI,
ansa sToporo — JaCarta WebPass 1 JaCarta U2F, paboTtatowme c cepsepom ayteHTudukaumm JaCarta Authentication

Server (JAS).

JaCarta Authentication Server

— HafAEMHoe pelleHne ANA OPraHN3aLumn YCUIEHHON UaKn CTPOron ayTeHTUPpuKauumn

OTP — oaHopasosbiit naponb (One Time
Password). [naBHoe npenMyLLecTBo

OTP npwu ero cpaBHeHMM C 0ObIYHBIM
CTaTUYECKMM NaposieM — HEBO3MOXHOCTb
MOBTOPHOTO MCMOb30BaHMS.

Mo 3ToM NpuumHe pgaxe ecam
3/10YMbILUEHHUK NEPEXBATUT AAHHbIE
ceccum aytTeHTUdMKaLMK, OH HEe CMOXET
MCNONb30BaTbh CKONMPOBaHHbIN OTP
[N8 NonyyYeHns 4OCTyna K 3almiiaemMon
MHGOPMALIMOHHOW CUCTEME.

U2F (Universal 2nd Factor) — oTKpbITbIl
NpOTOKON ABYX(MAKTOPHOM ayTeHTUdOUKALMM
KOHeYHbIX Nonb3oBaTenemn OHNaNH-
CepBMCcoB, pa3paboTaHHbIN BefyLMMHU
MUPOBbIMKU UT-KOMNAHMSAMM B paMKax
opraHusaumm FIDO Alliance.

MNpumeHeHune npotokona U2F nossonser
OpraHu130BaTh CTPOryto ABYX(DAKTOPHYHO
ayteHTUdMKaumo no U2F-TokeHy 6e3
pa3BOPaYMBaAHNSA MHPPACTPYKTYPbI
OTKpbITbIX Ktouen (PKI).

JAS noppepxuBaeT paboTy kak ¢ annapatHbiMu OTP- 1 U2F-TokeHamm, Tak 1 ¢
NpOrpaMMHbIMKU TOKEHAMM A1 MOBUNbHBIX YCTPOICTB (HanpuMmep, "AHaekc.Kniod',
Google Authenticator). MpumeHeHue JAS no3sonseT obecneynTb HALEXKHYIO 3aLUUTY
[0CTYNa K UHDOPMALMOHHBIM CUCTEMAM U 3NIEKTPOHHBIM CEPBMUCAM, @ TAKKe MOBbICUTb
YA0BIETBOPEHHOCTb U IOSNIBHOCTb MOMb30BaTENEN M3-3a YNPOLLEHMS npoLiecca
ayTeHTUdMKaLMu.

B 3aBucumocTu ot Tvna ncnonbsyemsbix TokeHos (OTP, U2F, nporpammHbie) JAS
obecneynBaeT 6e30MacHbIN AOCTYN K CEAYIOWMM CUCTEMAM U CEpPBUCAM:

e kopnopatueHble cucteMsbl (CRM, noptansl, noyta 1 T.4.), B T.4. Microsoft SharePoint
n Microsoft Outlook Web App;

e Web-npunoxeHus, CanTbl 1 06/1a4HbIE CEPBUCHI;
e CUCTEMBI AUCTAHUMOHHOrO 6aHKoBCKoro obcnyxmearus (AB0);

e ypanénHble paboune cronbl: Microsoft Remote Desktop Gateway, VMware Horizon
View, Citrix XenApp/XenDesktop;

e VPN-wnto3bl;
*  CaMOMWCHble NPUNOXKEHUS.

BCTpOEHHbIe l/IHCprMeHTbI yﬂpaBJ'IEHVIFI al'lrlapaTHbIMM n I'IpOrpaMMHbIMl/I TOKEHaMK
3HAUYUTENbHO YNPOLLAOT U YCKOPAT paboTy CUCTEMHBIX 3AMUHUCTPATOPOB U 0PULLEPOB
6e30nacHoCTy.

JAS MoOXeT ucnonb3oBaTbCA

B rocynapcTBEHHbIX U KOMMEPYECKMX
OpraHu3aLmsX, HYXAAOLWMXCS B YCUNEHUM
ayTeHTUdMKaLMM NONb30BaTeNel

npwv JOCTyNe K BHELHUM WK
BHYTPMKOPMNOPATUBHbLIM CUCTEMAM

PanN

Paspabotumkamu cuctem 60,
kopnopatusHoro 10
M OHNIAMH-CEepBMCOB

OpraHu13aumsaMm, 3aMHTEPECOBAHHbIMM
B MMMOPTO3aMELLEHMMU aHANOTUYHBIX
NpPOAYKTOB MHOCTPaHHbIX BEHAOPOB



NMpeunmMmyuiecTBa

no.qp,epmua annNapaTHbIX U NPOrpaMMHbIX TOKEHOB

JAS nosBonsieT UCnonb30BaTh A1 ayTeHTUDUKALMM KaK annapaTHble, Tak v
NporpamMMHble TOKEHbI, YTO JAET BO3MOXXHOCTb MPUMEHSTb pa3Hble Cnocobbl
ayTeHTUdMKaLMK anis pasHbix nonb3osateneit: OTP- u U2F-TokeHbl ang
nonb3oBaTenei 4ecKTonoB U HOYTOYKOB, NPOrPaMMHble TOKEHbI — As
MOGW/IbHBIX NOMIb30BaTENEN.

CoBMecTUMOCTb

JAS coBMeCTUM c Nto6bIMM annapaTHbIMU U NPOrPaMMHbIMK TOKEHAMMU,
reHepupytowmnmm OTP no cobbitnio (HOTP, cornacHo RFC 4226) n no
Bpemenu (TOTP, cornacHo RFC 6238), a Takke ntobbiMmu U2F-TokeHamu.
[ins uHTerpaumu ¢ npuknagHeimM MO peanvsoBaHa NoLaepiKKa NPOTOKOMOB
RADIUS, REST, WCF, WS-Federation u AD FS, ¢ SMS-wnto3amm — HTTP u
SMPP.

(P,

[ocTynHble ueHbl

LleHbl Ha JAS dukcrpoBaHbl B pybnisix, He 3aBUCST OT KonebaHuit Ha
BA/IOTHOM PbIHKE W BbIFOAHO OT/IMYAKOTCS OT LLEH HA MHOCTPaHHbIE aHaomy.
Mocne BHenpeHus JAS onnaynBaeTcs TONbKO TEXHUYECKAs NOAAEPKKa,

NO3BOJIAIOLLASA MOMYYaTb KOHCY/bTALLMM TEXHUUYECKUX CMEeLManncToB
KoMnaHuu "‘AnapgamH P.[1" u Bce 06HOBNEHMS.
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Ctporasa ayteHTU¢UuKauua 6e3 PKI

Mopnepxka MexayHapoaHoro ctaHaapta FIDO U2F nossonser
NOCTPOUTb CUCTEMY CTPOroW ayTeHTUdMKaummu 6e3 passopaynsanus PKI n
CONYTCTBYIOLUMX EMY U3[EPIXKEK.

MacwTtabupyemoctb

MpousBoauTenbHOCTbL cepBepa JAS HanpsaMyto 3aBUCUT OT
NpPOU3BOANTENBHOCTU MpoLieccopa (BepTMKanbHas MacwTabrupyemocTb).

JInueH3npoBaHue U NOAAEPHKA

JlnyeH3upoBaHue

9

BHepgpeHue

2
ES

o
oJolo

JAS nuueH3npyeTcs TONbKO N0 KONMYEeCTBY
TOKEHOB (Kak anmnapaTHbIX, Tak
1 NPOrPaMMHBbIX).

Ha 1 mecau.

LleHbl Ha nnueH3un huKCMpoBaHbl B pybnsx. ABTOMATU3MPOBAHbI.

B pamkax ogHoi MaxkopHoii Bepcum (1.x) cpok
LeVCTBUS NIMLEH3UN HE OTPaHUYEH.

pa3pabotumka.

[ins o3Hakomnenus c JAS foctynHa fnemMo-Bepcus
YcTaHoOBKa v HacTpoiika JAS MakcMManbHo

BHenpeHue u conposoxaerue JAS moryt
OCYLECTBAATb KaK NapTHEPbI KOMMaHMK
"AnappouH PO, umMetowwime ceptMdULMPOBaHHbIX
CMeLuanncToB, Tak M NpeAcTaBUTENN CaMOro

Ebs

OTteyecTBeHHoe MO

JAS 3apeructpupoBaH B ELMHOM peecTpe poCCUMCKMX NPOrpamMm Ans
3N1EKTPOHHbIX BbIYMCIUTENbHBIX MALWKMH 1 633 faHHbIX (N2 2128) u obnanaet
BCEMMU HEOBXOANMbIMU DYHKLMSMM LIS UMMOPTO3aMeELLEHUS aHANOMUYHBIX
pa3paboToK MHOCTPAHHbIX BEHLOPOB.

]

NopAaepKKa MO6UNbHBIX YCTPOWUCTB

JAS noppepxwuBaet 6ecnnaTtHble npunoxexus reHepauuun OTP no cobbiTuio
1 no BpemeHu, B T.u. "Anaekc.Kniou', Google Authenticator, koTopble
[OCTYMHbI ANS MOBUABHBIX YCTPOMCTB Ha 6a3e onepaLMOHHbIX CUCTEM
Google Android, Apple iOS, Microsoft Windows u ap. lMoaaepxka SMS-
LNto30B no3sonseT otnpaensTb OTP Ha MOGWNbHbIE YCTPOICTBA B BUAE
SMS-coobuieHni.

2

ABTOHOMHOCTb

[ins nonHoueHHoM paboTbl JAS He Tpebyetcs pononHutensHoe MO, T.k.

B KOMM/IEKT MOCTABKM YK€ BK/IOUEHbI CEPBUC ayTEHTUdMKALMM, CPEACTBA
MOHWTOPWHra, NnaruHbl Ana Microsoft Network Policy Server (NPS) u
Microsoft Active Directory Federation Services (AD FS),a Takxe cpeacrtea
ynpaBfeHusi TOKEHaMM U NOJb30BaTENSIMU.

Y,

27N
MpoussoanTeNnbHOCTb
JAS BbigepxXU1BaeT 3HaunUTeNbHble Harpysku — cabiwe 1 000

ayTeHTUdMKALMIA B CEKYHAY HA OLHOM CepBepE, YTO No3BoNsSeT
MCMONb30BaTb €ro B OpraHusaumax noboro Macwraba.

N

HapéxHocTb

B JAS peanusoBaHa noanepxka cnyx6bl knacrepos Microsoft Failover
Cluster (pexxum Active/Standby) 1 pennukauum 6a3bl aHHbIX CPeACTBAMMU
Microsoft SQL Server, yTo no3BonseT rapaHTUpoBaTb becnepeboHOCTb
ayTeHTUDUKALUN.

2]

TexHuyecKkana noaaepKa

« [pu nokynke JAS npenocrasnsietca 12 mecaues
6330B0 TEXHUYECKOW NMOAAEPKKM.

* CeptucukaT 6a30BOI TEXHUUECKOM NOAAEPKKMN AAET
npaBo Ha:
— nonyyeHve Bcex 0BHOBNEHMI NPoayKTa (B paMKax
MaXXOPHOW BEPCUM);
— MOJTy4eHMe KOHCY/bTaLMiA Mo YCTaHOBKe
1 UCMONBb30BAHMIO CUCTEMDI;
- poctyn K base 3HaHuii no JAS 1 TokeHaMm.

¢ JlocTynHbl NaKeTbl TEXHUYECKOM NOALEPIKKM
Ha 12,24 v 36 MecaLeB.



TexHu4YecKue XapaKkTepuUCTUKU

CucteMHbie Tpe6oBaHUA

nnnn—}
annNapaTHbIX TOKEHOB

Moanepkusaemble
NPOrpaMMHbIe TOKEHbI
ANA MO6UNBHbIX YCTPONCTB

Moan, npor
WHTErpauum c npuknagHoim NO

Moppep npo
WHTerpauum c SMS-win3amu

Noan
ayTeHTUPUKauumn

P

MopnepuBaeMble anropuTMbl
reHepauuu OTP

OTKa30yCTONYMBOCTb

AnagauH)™

Cepsep JAS KoHconb ynpaBneHus JAS

- Mpoueccop: Intel Core i3-3xxx - Mpoueccop: Intel Core i3-3xxx

- OnepatuBHas namatb: ot 3 b - OnepatvBHas namate: ot 1 b

- OC: Microsoft Windows Server 2012 R2 unu Bbiwe - OC: Microsoft Windows Vista SP2 unu Bbiwe

- JononnutenbHoe MO: Microsoft SQL Server 2008 (unu Bbiwe) - NononHutensHoe MO: Microsoft .NET Framework 4.5

1 Microsoft .NET Framework 4.5

JAS-nnarux pns NPS JAS-nnaruH ana AD FS
- OnepatuBHas namstb: ot 2 [b - Mpoueccop: 2 GHz Dual-Core 1 Bbiwe
- OC: Microsoft Windows Server 2008 SP2 unu Bbiwe - OnepaTtnBHas NamsTb: CM. cUCTeMHble TpeboBaHus k AD FS + fononnutensHo 1 GB
- [ononnutenbHoe MO: Microsoft NET Framework 4.5, - OC: Microsoft Windows Vista SP2 unu Bbiwe
Microsoft Network Policy and Access Services - DononHutensHoe MM0: Microsoft .NET Framework 4.5,

Active Directory Federation Services Role

« Jliobble TokeHbl, reHepupytowmne OTP no cobeituio (B T.u.JaCarta WebPass, eToken PASS, eToken NG-OTP, eToken NG-OTP (Java) u ap.)
« Jliobble TokeHbl, reHepupytowmne OTP no Bpemenu (B T.u. eToken PASS u ap.)
« liobble U2F-TokeHbl (B T.u.JaCarta U2F)

Jlrobble nporpaMMHble TokeHbl, B T4. "Anaekc.Knioy', Google Authenticator (ans OC Google Android, Apple i0S, Microsoft Windows u ap.)

« Remote Authentication in Dial-In User Service (RADIUS)
« Representational State Transfer (REST)

« Windows Communication Foundation (WCF)

« Web Services Federation (WS-Federation)

« Active Directory Federation Services

* HTTP (3anpocbl POST u GET)
« Short Message Peer-to-Peer (SMPP)

« Tonbko OTP

« OTP + OTP PIN-kop,

 [loMeHHblit napons + OTP

 [lomeHHbIit naponb + OTP + OTP PIN-kog,

. U2F
« SMs
« RFC 4226 + HMAC-SHA-1 (6 cmBonog) « RFC 6238 + HMAC-SHA-1 (6 undp)
« RFC 4226 + HMAC-SHA-256 (6 cumBonos) « RFC 6238 + HMAC-SHA-1 (7 undp)
« RFC 4226 + HMAC-SHA-256 (7 cimBonos) « RFC 6238 + HMAC-SHA-1 (8 umdp)

¢ RFC 4226 + HMAC-SHA-256 (8 cumBonoB)

« RFC 6238 + HMAC-SHA-256 (6 undp) « RFC 6238 + HMAC-SHA-512 (6 undp)
« RFC 6238 + HMAC-SHA-256 (7 undp) « RFC 6238 + HMAC-SHA-512 (7 undp)
« RFC 6238 + HMAC-SHA-256 (8 undp) « RFC 6238 + HMAC-SHA-512 (8 undp)

Microsoft Failover Cluster, Mmoaenb Active/Standby:
* HeCKONbko cepBepoB JAS: CUHXPOHM3aLWS TEKYLIMX 3HAYEHUI CHETUNKOB;
« Heckonbko cepepoB Microsoft SQL Server: pennukaums 6a3bl AaHHbIX cpeactBamu Microsoft SQL Server.

+7 (459) 223 00 01
aladdin@aladdin.ru

www.aladdin.ru
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